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Abstract. As the presence of systems-of-systems (SoS) intensifies in daily life,
professionals face challenges concerning the independence of constituent sys-
tems. Addressing these challenges in the design phase is imperative to ensure
seamless integration and operational efficiency. In this context, we introduce a
catalog of design concerns and practices, herein referred as “heuristics”, which
aims to offer direction for SoS design. To do so, we grounded in a three-step
research method. Firstly, we conducted a systematic mapping study (SMS) to
identify which heuristics have been applied to SoS design. Next, we discussed
the SMS results in a focus group with professionals to analyze and refine the
heuristics. Finally, we surveyed experts to evaluate which heuristics are appro-
priate to SoS design, resulting in a heuristics catalog. This catalog serves as
a resource for professionals, allowing them to pinpoint crucial concerns in the
design phase. Moreover, it offers a repository of knowledge, ensuring that pro-
fessionals do not have to “reinvent the wheel” but can leverage tried-and-true
practices to enhance their efficacy.
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1. Introduction

Large software-intensive systems are increasingly present in the modern world and are
developed with various technologies such as Internet of Things (IoT), cloud comput-
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ing, blockchain, machine learning, and big data. This growth is justified, in part, by
the need for fast responses and a reduction in delivery times. Recently, the COVID-19
pandemic has dramatically changed our lives and has made many activities technology-
dependent. The call for social distance forced us to stay home for long periods and
increased the use of solutions, such as webconferencing [Hacker et al. 2020] and e-
learning [Dhawan 2020]. This scenario has also leveraged the adoption of emergent
software-intensive solutions, such as smart appliances and virtual reality for health
[Singh et al. 2020], sports [Westmattelmann et al. 2020], and entertainmen just to men-
tion a few. This leveraged the integration of independent systems, forming arrangements
that enable collaboration among different entities by increasing information flows among
them. These arrangements of independent systems are referred to as Systems-of-Systems
(SoS) [Dersin 2014, Maier 1998, INielsen et al. 2015]].

SoS are complex networks of constituent systems, each capable of operating in-
dependently, that contribute towards achieving, when interconnected, common goals,
surpassing the capabilities of each single constituent system operating in isolation
[Maier 1998]]. The complexity of SoS arises from the diversity of the constituent sys-
tems, their ability to evolve independently and their interactions. Such interactions can
lead to emergent behaviors at the SoS level, a phenomenon that cannot be predicted from
individual behaviors of constituent systems [Raman and Murugesan 2022]].

SoS are present in several domains, including critical ones such as mili-
tary [Dietterle 2005]], healthcare [Wickramasinghe et al. 2007]], and Earth observation
[Butterfield et al. 2008]], to mention a few. Still, while SoS holds significant potential
in addressing complex challenges of the contemporary world, the design of these sys-
tems also comes with inherent challenges. For example, there are concerns about how
to design and maintain SoS in a more secure, reliable, and efficient operation, since the
constituent systems are independent [Ferreira et al. 2021]]. These include concerns with
multiple decision-makers and operating environments, with constituent systems changing
their behavior throughout their lifecycle [Oquendo 2016] and potentially affecting an SoS
operation. Addressing these concerns at the design phase can mitigate potential impacts.
However, professionals often struggle to address what to consider during the SoS design
phase [Keating et al. 2003].

In our previous work [Imamura et al. 2023]], we presented an initial catalog of
heuristics that outline concerns and best practices to help practitioners during SoS design.
To do so, we reviewed the literature to identify good practices and recommendations that
should be applied to the design of SoS. In addition, we conducted a focus group with pro-
fessionals to organize and refine the set of heuristics extracted from the literature review.
Now, we consolidated this catalog by conducting a survey with experts to evaluate the
heuristics produced after the focus group. This resulted in a catalog with fourteen heuris-
tics divided into five categories. The following research question guided the conduction
of our work: “Which concerns should a SoS professional take into account during the
design stage of an SoS?”

Thttps://www.forbes.com/sites/lisakocay/2020/06/30/1ost-horizon-virtual-reality-music-
festival/?sh=48ba%ebf3900#442599103900
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In summary, the main contributions of this study are as follows:

* A SMS regarding heuristics that can be applied in the design phase of SoS;

* A catalog of heuristics to support the design of SoS;

* An evaluation of the catalog through a survey and a focus group with profession-
als.

The rest of this article is organized as follows: Section 2 presents the background;
Section 3 describes our research method; Section 4 presents the results; Section 5 presents
a discussion of the heuristics catalog, presents some implications for practitioners and
researchers, and reports the threats and limitations; and Section 7 concludes the article.

2. Background and Related Work

This section sets the foundation for understanding the key concepts relevant to our study:
SoS and heuristics. Additionally, we discuss related work.

2.1. Systems-of-Systems

SoS has been extensively studied in the last years. This increasing interest has led several
researchers to explore the properties of this class of systems. Mark Maier [Maier 1998]
firstly described such properties and defined SoS as an assembly of constituent systems
that individually can be considered systems and that have two main properties: the opera-
tional and managerial independence of the constituent systems. Operational independence
means that an SoS is composed of constituent systems that are independent and useful in
their context, i.e, they are capable of performing useful operations independently of the
SoS. Managerial independence means that constituent systems are independently man-
aged to accomplish specific purposes. Maier also states that SoS could exhibit geographic
distribution, evolutionary development, and emergent behaviors. Over the years, sev-
eral studies proposed other characterizations for SoS. In particular, Boardman and Sauser
[Boardman and Sauser 2006]] reviewed more than 40 studies and extended Maier’s char-
acterization to encompass five unique SoS properties, namely autonomy, belonging, con-
nectivity, diversity, and emergence, as described in Table

Table 1. Characteristics of SoS [Boardman and Sauser 2006].

Characteristic Description

Autonomy Each constituent system is free and independent. Autonomy is the capability of a constituent system to
pursue its specific purpose.

Belonging Constituent systems choose to belong to the SoS on a cost-benefit basis; also, to cause greater fulfillment
of their own purposes.

Connectivity Synergism is enabled by the highly dynamic distributed network.

Diversity Constituent systems are heterogeneous, self-sufficient systems that are open for enhancement by evolution
and adaptation.

Emergence The cumulative actions and interactions among constituents of an SoS give rise to the behaviors that can
be attributed to the SoS as a whole.

SoS can be categorized according to the levels of authority and coordination over
the constituent systems into four types. The types directed, collaborative, and virtual were
initially defined by Maier [Maier 1998|], while the type acknowledged was later added
by Dahmann et al. [Dahmann et al. 2008]], as follows: (i) directed, which is centrally
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managed by an authority responsible for driving operations and ensuring the accomplish-
ment of missions [Maier 1998]; (ii) acknowledged, which has recognized objectives, an
acknowledged manager, and resources at the SoS level. However, the manager has no
complete authority over constituent systems [Dahmann et al. 2008]; (iii) collaborative,
in which there is no central authority and constituent system engineering teams work to-
gether more or less voluntarily to fulfill agreed objectives [Maier 1998]]; and (iv) virtual,
in which there is no managerial authority, common purposes, or established objectives,
and constituent systems are often unaware of their participation in an SoS. A virtual SoS
also relies upon relatively invisible mechanisms to maintain it [Maier 1998]]. The level
of authority affects the SoS architectures, as it determines how adaptive and cooperative
each constituent system will be concerning its requirements, interfaces, data formats, and
technologies.

The design of an SoS presumes that the collaboration among independent systems
(and resulted emergent behavior) can help to solve a problem that could not be solved
by a single system alone [Sage and Cuppan 2001]. However, ensuring SoS quality is
particularly challenging since it is necessary to deal with the intrinsic characteristics of
this type of system, which are often related to unpredictability and uncertainties. Dealing
with these issues can be challenging for SoS engineers. For instance, is there any way to
monitor or mitigate undesirable behaviors when a constituent system changes the level of
its contribution or leaves the SoS? This situation can continually affect the achievement
of SoS missions and it is necessary to create solutions to minimize uncertainties when
designing SoS. In this context, heuristics can be valuable to help professionals identify
and resolve design issues that may negatively impact the SoS operation.

2.2. Heuristics

A heuristic is a “strategy that ignores part of the information, intending to make decisions
quickly, frugally” than more complex strategies [Gigerenzer and Gaissmaier 2011al.
Heuristic processing relies on judgmental rules (e.g., rules of thumb, industry conven-
tions, and best practices). Decisions made with heuristics processing rely on information
cues rather than more in-depth analyses. Unlike statistical methods, a heuristic is a strat-
egy that ignores part of the information, with the goal of making decisions more quickly,
not relying on optimization to find the best solution, but instead find a “good enough” sat-
isfying answer [Gigerenzer and Gaissmaier 2011b]]. For instance, calculating a function
with the maximum precision is a form of optimization, while choosing the first option that
exceeds an aspiration level is a form of satisfying.

Since the early twentieth century, heuristics have been used in a variety of fields,
including psychology, where cognitive heuristics are studied in human decision mak-
ing under uncertain conditions [Sherman and Corty 1984]. In political science, moral
heuristics are observed to play a pervasive role in moral, political, and legal judgments
[Sunstein 2005]. In usability, heuristics are used to find problems in the evaluation of user
interface design [Nielsen 1994].

In software engineering, heuristics have been used in several contexts, including
design patterns, describing group problems, and helping designers find and correct them.
Furthermore, heuristics can allow the construction of a ’softer’ model to obtain a more
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holistic and subjective view of quality [Churcher et al. 2007]. The heuristics proposed
by Arthur Riel are an example that covers aspects of object-oriented software develop-
ment, including classes and objects, multiple inheritances, and association relationship
[Riel 1996]. The heuristics proposed by Nielsen [Nielsen 1994] facilitate the user in-
terface design process, and those proposed by Riel [Riel 1996] help to avoid dangerous
decisions in object-oriented software development, can be used as guidelines to assist
software designers without providing perfect solutions. In this paper, we propose to use
heuristics as a strategy to support professionals who identify critical issues during the SoS
design phase.

2.3. Related Work

There is still a shortage of studies that specifically address SoS design heuristics. How-
ever, there are notable contributions that have advanced research in this area. For example,
Beale er al. [Beale et al. 2022] introduces a set of heuristics for the design and develop-
ment of complex systems, including SoS, based on a review of the literature and expert
experience in the field. These heuristics are organized into five categories: system defi-
nition and requirements, system architecture, system development, system operation and
maintenance, and system evaluation and improvement. The study concludes that these
heuristics can be valuable for systems engineers working on complex systems, providing
comprehensive guidance and contributing to success in the development of these systems.
The heuristics were further revised in 2023 to address cultural aspects [Beale et al. 2023]].

Axelsson [[Axelsson 2022]] presents a literature review on design patterns for SoS.
The author defines a pattern as “an abstract description of a solution to a common SoS
design problem, which can be adapted to specific contexts”. The study presents a consoli-
dated framework to describe individual patterns and suggests the dimensions along which
a catalog of patterns can be organized.

Unlike these works, our research was carried out to find in the literature a set of
specific heuristics for SoS design and discuss them in a focus group to verify the applica-
bility and usefulness of the found heuristics, aiming to organize them. Furthermore, the
organized set of heuristics was refined by conducting a survey with experts to produce
the final heuristic catalog. This catalog aims to help practitioners and decision-makers
identify issues to be addressed at SoS design time, optimizing problem-solving costs.

3. Research Method

The catalog of heuristics is grounded in the existing literature. We started the process
by conducting an SMS to identify heuristics related to SoS design. We define heuristics
as any design principles, rules, or patterns documented in the existing literature. Addi-
tionally, we explored the applicability of these heuristics to different types of SoS. Sub-
sequently, we organized a focus group session to capture expert opinions and insights on
the identified heuristics, allowing us to refine our results. Figure |l| provides an overview
of the stages in our research process.

3.1. Systematic Mapping Study

We conducted the SMS with the aim of identifying and understanding the heuristics ap-
plicable in SoS design phase. Our investigation involved a detailed analysis of the current
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Research Question »| Systematic Mapping Focus Group Survey ‘
Study
A
Final Catalog of
Heuristics

A
Refined Set of
Heuristics

Raw Set of Heuristics

Figure 1. Overview of the research method.

state of the art, looking for patterns, best practices, and recommendations to inform and
enhance our understanding of effective SoS design principles. To do so, we followed the
guidelines presented by Kitchenham and Charters [Kitchenham et al. 2015]] and adopted
the process described in Figure [2] as our research method to carry out the SMS. The re-
search question was defined as in the following:

RQ. Which heuristics have been applied to SoS design?

* By answering this research question, we can provide a set of principles, rules, and
standards that have been adopted in the design of SoS.

A generic search string was defined from the keywords “System-of-Systems”,
“Heuristics”, “Design Principle”, “Pattern”, and “Rule”. Keywords were connected
using the AND logical operator, while variations and synonyms were connected using
the OR operator. The terms of the search string were selected with the aim of a broader
search, that is, extensive coverage of studies. We tested different configurations of the
search string in Scopuf], which is considered the largest scientific publication database
that indexes the most relevant publication venues. After calibration, the final string was:

("system-of-systems" OR "SoS" OR "system of systems" OR
"systems of systems" OR "systems—-of-systems") AND
("heuristics" OR "heuristic" OR "design principle" OR
"design principles" OR "pattern”" OR "patterns" OR "rule" OR
"rules")

Besides Scopus, we also carried out searches in ACM Digital Librar and IEE-
Exploreﬂ The searches were conducted in May 2020. In the end, 3,765 studies were
recovered (1,759 from the ACM Digital Library; 450 from IEEExplore and 1,556 from
Scopus). Then we eliminated duplicate studies, resulting in 3,645 studies. Next, we
looked at the title, abstract, and keywords and applied the selection criteria described in
Table 2l where IC1 is the inclusion criterion and EC1 to EC4 are the exclusion criteria.

After applying the selection criteria, we discarded 3,273 studies, and 372 remained
for a detailed analysis. Following, we read the Introduction and Conclusion sections of the
remaining 245 studies, and after applying the selection criteria, 14 studies were selected
for data extraction. Table [3]lists the selected studies.

Zhttp://www.scopus.com
3https://dl.acm.com/
“https://ieeexplore.ieee.org/
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Table 2. Selection criteria.

ID Criteria

IC1 The study addresses systems-of-systems design principles, patterns, or rules.
ECl1 The study is not available for download openly or through institutional access and could not be retrieved from the author.
EC2 The study is not written in English.

EC3 The study is a book, tutorial, editorial, abstract, poster, panel, lecture, round table, workshop, demonstration, or preface.

EC4 The study is not a primary study.
Searches in databases . 3,765 studies
——
Removal of th_e duplicated R 3,645 studies
studies I
Selection by titteand N 372 studies
abstract R
Selection by Intrqductlon ........ N e e
and Conclusion R
Selection by reading the Final set
full text "l 14 studies
Figure 2. Process of selection of primary studies.
Table 3. Selected studies
ID Study Reference
S01 SoS-Centric Middleware Services for Interoperability in Smart Cities Systems, | [Lopes et al. 2016]
2016
S02 Developing systems thinking skills using healthcare as a case study, 2018 [McDermott 2018]
S03 Architecting principles for systems-of-systems, 1998 [Maier 1998]
S04 Challenges for SoS Architecture Description, 2013 [Batista 2013
S05 Towards a Dynamic Infrastructure for Playing with Systems of Systems, 2014 [Schneider et al. 2014]
S06 When Ecosystems Collide: Making Systems of Systems Work, 2014 [da Silva Amorim et al. 2014]
S07 A cooperative SoS architecting approach based on adaptive multi-agent systems, | [Bouziatetal. 2018
2018
S08 A generalized options-based approach to mitigate perturbations in a maritime secu- | [Ricci et al. 2013]
rity system-of-systems, 2013
S09 A Meta-Process to Construct Software Architectures for System of Systems, 2015 [Gongalves et al. 2015
S10 Harnessing Emergence: The Control and Design of Emergent Behavior in System | [Mittal and Rainey 2015]
of Systems Engineering, 2015
S11 On the Challenges of Self-Adaptation in Systems of Systems, 2013 [Weyns and Andersson 2013]]
S12 Randomisation in designing software tests for systems of systems, 2012 [Liang and Rubin 2012
S13 “Understanding Patterns for System of Systems Integration, 2013 [Kazman et al. 2013
S14 A Process to Establish, Model and Validate Missions of Systems-of-Systems in | [Garcés and Nakagawa 2017]
Reference Architectures, 2017

We adopted the process described in Figure [2|as our research method to carry out
the SMS. At the end of the process, 14 studies were selected. Table |3| shows the studies
with respective references.

3.2. Focus Group

After extracting the heuristics from the literature, we conducted a focus group with ex-
perts. A focus group is a meeting of a group of people to evaluate concepts and/or prob-
lems [Caplan 1990]]. The focus group’s main objective is to identify participants’ feelings
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about a particular subject, product, or activity. Its specific objectives vary according to
the research approach adopted. This step was necessary since the initial set of heuristics
came from different authors. Thus, there are similar, complementary, and divergent views
on the heuristics. Hence, additional work should be done to organize the initial set of
heuristics. A focus group was selected as the appropriate instrument to capture experts’
perceptions and refine the ideas and concepts from the heuristics.

The focus group was mediated by a moderator responsible for guiding discus-
sions, promoting interaction and the engagement of the participants, and enabling the
emergence of new ideas about heuristics for SoS design [Zaganelli et al. 2015]]. The par-
ticipants answered the questions and contributed to the discussions that emerged. They
also suggested modifications and improvements in the set of heuristics and the organiza-
tion of the catalog. The focus group meeting was further recorded an transcribed.

We followed the guidelines provided by Beck and Manuel
[Beck and Manuel 2008]] and Zaganelli et al. [Zaganelli et al. 2015]]. Figure 3| de-
scribes the focus group process. In the planning phase, we invited professionals to
participate in the focus group. We selected the professionals according to their familiarity
with the SoS theme. Four professionals accepted the invitation. Two participants hold a
Master’s degree, and 2 were Ph.D. students. After the participants accepted the invitation,
we sent material to them providing preliminary knowledge to support the focus group
discussions.

Invitation Sendlr\g —> Presentation Discussion Suggestions Analysis
material
x 7 ;

|
Start A End

Supplementary Results
material

Focus Group

Figure 3. Process of execution of the focus group.

We started the conduction phase with a presentation in which we provided initial
considerations and clarifications about our research. We also presented a document con-
taining the initial set of heuristics. The objective of the discussion in the focus group was
to clarify the following points:

1. In which situations should a heuristic be applied or not;
2. The appropriate use sequence of the heuristics.

To clarify these points, the mediator encouraged the discussion by asking the fol-
lowing questions:

* Q1. Do you understand the goal of the catalog of heuristics?

* Q2. Do you think that this catalog is useful for SoS design?

* Q3. Are the descriptions of the heuristics appropriate?

* Q4. Are there heuristics that can be combined with other heuristics?
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Based on theoretical knowledge and practical experiences, participants con-
tributed with suggestions regarding heuristics. Next, we organized the data obtained
and conducted an analysis to clarify how the heuristics was perceived by the group
[Zaganelli et al. 2015].

The focus group analysis aimed to:

* Verify the validity of the heuristics extracted from the studies selected in the SMS
according to the research questions;

* Adjust the description and rationale of each heuristic by standardizing the used
terms;

* Combine similar heuristics and exclude others not considered suitable for SoS
design, reducing the number of heuristics in final catalog;

» Categorize and group the heuristics, suggesting a logical sequence to be applied
in SoS design.

3.3. Survey

After the focus group, a survey was conducted to evaluate the refined set of heuristics. The
survey was based on a catalog of heuristics produced conducting an SMS with further
refinement in the focus group dynamics described in the previous section. The survey
aimed to evaluate the applicability of the heuristics catalog regarding SoS design from the
perspective of experts in the SoS context. We invited researchers that formed the scientific
committee of SESoS/WDES 2021E] as SoS experts to evaluate the heuristics catalog for
this step. The researchers’ emails were collected from personal websites or the websites
of the departments of their respective research institutions.

We elaborated a questionnaire describing the objective of the study, how the set
of heuristics was produced, and questions to evaluate each heuristic with a statement and
example of use. A pilot was conducted with an professional aiming to make adjustments
to the questionnaire before sending the invitation to participate in the survey.

The questionnaire was organized into three sections. The first contained the free
and clear term to participate in the research, while the second section contained ques-
tions regarding the participant’s profile. The third section had objective questions for
each of the 15 heuristics to be evaluated with the agree, neutral, and disagree options
[Chuer1 2021]] and also an open field so that the participant could provide additional in-
formation, such as comments and suggestions. At the end of the questionnaire, an open
field was presented for general comments and suggestions. We invited 31 researchers,
and 15 responded to our invitation. Out of the total, 14 participants held a PhD, and one
had a master’s degree. Five participants reported having “very good” knowledge of SoS,
while another five reported having “good” knowledge, and the remaining five reported
“average” knowledge.

For both the focus group and the survey data, we employed open coding proce-
dures to support the analysis of participants’ responses and opinions. This systematic
approach allows us to analyze the responses and identify common themes and patterns.

Shttp://sesos-wdes-2021.icmc.usp.br/Committee.php
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Open coding offers a structured way to understand the raw data, enabling us to categorize
the responses based on their key elements, contributing to a proper data interpretation
[Corbin and Strauss 2008]].

4. Results

This section presents the results of the SMS, focus group, and survey.

4.1. SMS Results

We conducted our SMS with a specific focus on heuristics applicable to SoS design, as
established in our research question. Hence, studies S12, S13, and S14, despite explicitly
employing the term "heuristics,” were excluded due to their lack of relevance to the SoS
design phase.

Regarding the heuristics relevant to SoS design, we identified H.0/ from SO1, in
which the authors propose a middleware service tailored for SoS to streamline their man-
agement and execution in smart cities. From S02, we extracted heuristics H.02 through
H.09. In this study, the authors adopt a systems thinking approach within a sociotechni-
cal context. The heuristics derived from this study are aimed at ensuring interoperability
among constituent systems.

S03 introduces a basic set of architecting principles to assist in SoS design. From
this study, we extracted the heuristics H.10, H.11, H.12, and H.13. S04 addresses chal-
lenges in SoS architecture, considering perspectives at both the SoS and constituent sys-
tems levels, and proposes the maintenance of interfaces at both levels. We extracted H. 14
as a heuristic from this study.

From S05, we extracted heuristics H.15, H.16, H.17, and H.18. In this study,
the authors propose principles for a functional architecture simulator within the context
of SoS engineering, aiming to assist in defining the SoS architecture. S06 adopts a so-
ciotechnical ecosystem approach to enhance the sustainability of the SoS composition
process. We gathered H.19, H.20, and H.21 as heuristics from this study.

The heuristic H.22 was extracted from SO7, in which the authors proposed a new
model called SApHESIA (SoS Architecting HEuriStlc based on Agents), focusing on
the SoS environment and its dynamics. SO8 presents an approach that allows for the
identification of measures for mitigating perturbations in SoS. The heuristic H.23 was
extracted from this study.

From S09, we derived an extensive set of heuristics for SoS software architectures.
This study presents a meta-process for SoS software architectures (SOAR) designed to aid
in constructing SoS software architectures. The extracted heuristics include H.24 through
H.39.

Finally, the heuristic H.40 was extracted from S10, in which the authors discuss
the lack of computational and systems engineering approaches to prevent the engineer-
ing of emergent behaviors in SoS modeling and simulation. The authors proposed an
approach to deal with this issue. Table {] details the heuristics extracted from our investi-
gation.
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Table 4: Raw set of heuristics.

ID Description Rationale Ref.

H.01 SoS coordination must ensure that each constituent | Communication standards need to be preserved by the | S1
systems can exchange and understand data and mes- | SoS coordination to ensure that each constituent systems
sages with other constituent systems. can communicate with the others when necessary.

H.02 | The management of SoS must ensure that the poli- | It is necessary to ensure that each constituent systems | S2
cies for accessing and using the capabilities of con- | can participate in SoS respecting other constituent sys-
stituent systems can be shared and understood by all | tems policies. The management and dissemination of
constituent systems. these policies are necessary given the characteristics of

independence of constituent systems and the SoS dy-
namic architecture.

H.03 | The design process must identify who benefits from | Every SoS is built and operates to accomplish a set of | S2
SoS. objectives. It is important to identify those who benefit

from the activities and objectives of SoS.

H.04 | The design process must identify who pays for the | It is necessary to inform the stakeholders how and by | S2
development and operation of SoS. whom SoS construction and operation activities will be

funded to deal with these issues correctly.

H.05 | The design process must identify who provides the | An SoS depends on a synergy between systems that pro- | S2
necessary capabilities and resources for SoS opera- | vide the capabilities and resources necessary for its op-
tion. eration.

H.06 | The design process must identify which stakeholders | It is not always possible to guarantee that all SoS par- | S2
are disadvantaged when participating in an SoS. ticipants can only benefit from being part of the system.

Therefore, it is necessary to manage the disadvantages of
participating in SoS to ensure CS’ encouragement and/or
replacement.

H.07 | The value of a product or service provided by an SoS | The value-centered philosophy of the products or ser- | S2
for each participant must be determined. vices provided by SoS should be used so that efforts are

focused on the benefits brought by the results and not on
the results themselves.

H.08 | The participants’ perception of how an SoS is exe- | The participants’ perception of what occurs in an SoS | S2
cuted and what the results are must be identified. and how it delivers the results is more important than the

facts on the operation and the results themselves. There-
fore, it is necessary to manage the information flows to
understand and appreciate how an SoS is managed.

H.09 | Open architectures should be adopted for SoS devel- | An SoS must evolve to adapt to its consumers’ needs. | S2
opment and evolution. Thus, open architectures facilitate the SoS evolution. On

the other hand, closed architectures that require the use
of proprietary technologies or some licensing can make
the SoS evolution difficult or unpractical.

H.10 | Stable intermediate forms of architecture must be de- | For an SoS to dynamically evolve yet maintaining con- | S3
fined in the SoS evolution process. tinuous operation, it is necessary to think of intermediate

states to enable the feasible transition.

H.11 It must be defined which constituent systems should | Only realistic and possibly practical maintenance strate- | S3
be helped, which ones can recover on their own and | gies should be applied for the maintenance of constituent
which ones are not worth investing efforts to recover. | systems.

H.12 | Interfaces between constituent systems must be de- | Interfaces between constituent systems are a crucial fac- | S3
fined already at design time. tor in the operation of an SoS as they enable collabora-

tion.

H.13 | Incentive mechanisms for collaboration among con- | Collaboration among independent systems may have no | S3
stituent systems must be identified in the design | apparent use for participants.
phase.

H.14 | The components represented in the model at both | It is required to define interfaces, properties, and con- | S4
SoS-level and CS-level must describe interfaces, | straints for the SoS and constituent systems levels as
properties, and constraints declared unambiguously. ways to address how individual properties impact SoS

reliability.

H.15 | Interoperability must be assured rather than integra- | Unlike integration, interoperability works with loose | S5
tion. coupling among systems, favoring the replacement of

constituent systems and the evolution of SoS.

H.16 | Define which functions should be implemented and | The design process must anticipate whether there are | S5
which are already available in constituent systems for | functionalities available in the constituent systems to
developing an SoS. collaborate or if a functionality needs to be developed.

H.17 | Define the data that should be exchanged among con- | The specification of the data set exchanged among con- | S5
stituent systems. stituent systems must be described in detail to generate

the necessary capabilities for an SoS to fulfill its mis-
sion.
Continued on next page
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Table 4 — Continued from previous page

ID Description Rationale Ref.

H.18 | Itis necessary to justify the reason to constituent sys- | All constituent systems must be aware of why data is | S5

tems exchange data. exchanged to ensure value delivery and avoid conflicts.

H.19 | Interface patterns resulting from the evolution must | The evolutionary process can generate the need to adopt | S6

be identified. new communication patterns or to update existing pat-
terns. It is necessary to maintain the standards as con-
stituent systems evolve.

H.20 | Interfaces must be treated in layers or as service | Layered or service bus design allows replacing modules | S6

buses. or studying alternatives for required capabilities without
affecting SoS operation.

H.21 Validation and verification activities must be applied | As with traditional systems, rather than testing valida- | S6

to all phases of development. tion and verification at the end of the lifecycle, each de-
velopment phase should be followed immediately with
these activities that provide feedback so errors can be
fixed as soon as possible.

H.22 | Criticality must be considered for SoS evolution. Criticality takes into account the dynamics among the | S7
constituent systems and the environment. Each con-
stituent system must autonomously choose which inter-
action produces less criticality.

H.23 | Perturbations must be identified to assess architec- | It is necessary to understand which alternatives produce | S8

tural alternatives. the least disturbance during the SoS operation. Alterna-
tives must be evaluated with metrics that make it possi-
ble to evaluate the solution.

H.24 | The self-regulatory capabilities of each constituent | Each constituent system has the autonomy to regulate | S9

system must be identified. itself at a certain level. This autonomy must be repre-
sented in the SoS design.

H.25 | SoS architecture must allow feedback. It is necessary to monitor SoS operation to detect prob- | S9
lems during its operation. Monitoring can reveal the be-
havior of constituent systems and the dynamism of SoS.

H.26 | The integration of self-managed systems must be con- | How SoS can provide feedback to those responsible for | S9

sistent with the processes and individual interests of | its operation must be foreseen from the design.
constituent systems.

H.27 | Support for connectivity among geographically dis- | It is necessary to ensure that autonomously managed | S9

persed constituent systems must be provided. systems consistently contribute to the processes and in-
terests of other systems in an SoS.

H.28 | Support for connectivity among heterogeneous envi- | How connectivity among geographically distributed sys- | S9

ronments must be provided. tems occurs must be identified both for the means of
communication and the protocols used.

H.29 | Emergent behaviors must be represented in capability | It is desired that the emergent behaviors are known re- | S9

composition schemes. garding the capabilities required by constituent systems
and their relationships.

H.30 | Individual capabilities must be validated. Each constituent system provides a capability to SoS that | S9
must be checked to see if it complies with SoS expecta-
tions.

H.31 | The design must anticipate desired emergent behav- | Emergent behaviors required to fulfill missions must | S9

iors. be explicitly identified, allocated to the respective con-
stituent system responsible for them, and evaluated fre-
quently.

H.32 | Emergent behaviors must be assigned to constituent | Emerging behaviors required to fulfill SoS missions | S9

systems capabilities. must be explicitly identified, assigned to the respective
constituent system responsible for them, and evaluated
frequently.

H.33 | SoS capabilities must be constantly analyzed and | The capabilities needed to fulfill the SoS missions | S9

evaluated. should be constantly analyzed and monitored by those
responsible.

H.34 | Anincremental development and deployment strategy | The design process must embrace steps that allow the | S9

for the SoS should be adopted. incremental development of an SoS, promoting and fa-
cilitating the dynamism of its architecture.

H.35 | SoS functions must be revised as the system operates. | SoS dynamics and constituent systems independence | S9
can lead to problems in fulfilling the SoS mission over
time.

H.36 | Design decisions must be explicit in the SoS architec- | During the design, decisions are made to build the SoS | S9

ture. architecture. It is necessary to document these decisions.
Continued on next page
iSys:  Revista Brasileira de Sistemas de Informagdo (iSys: Brazilian Journal of Information Systems)

https://sol.sbc.org.br/journals/index.php/isys



1:13

Table 4 — Continued from previous page

ID Description Rationale Ref.

H.37 | Design decisions must be developed and continually | The independence of constituent systems in an SoS can | S9

refined. lead to changes in its architecture. New architecture de-
cisions must be re-evaluated and recorded for better SoS
maintenance.
H.38 | SoS scenarios must be developed and continually re- | Scenarios in which an SoS runs are important to verify | S9
fined. its effectiveness in the context in which it operates.

H.39 | A strategy for dynamic integration must be provided. | Constituent systems may leave or join an SoS at any | S9
time. It is necessary to adopt mechanisms to minimize
the impact of acquiring or losing capabilities.

H.40 | Weak emergent behaviors must be identified at design | Weak emergent behaviors are those that can be iden- | S10
time. tified at design time. They are not accidental or pro-
duce any change in the behavior of constituent systems.
A “strong” behavior cannot be predicted at the design
phase. It can usually be observed during simulation or
in operation.

4.2. Focus Group Results

After reading and clarifying the raw set of heuristics, the focus group participants argued
that they clearly understood the purpose of the heuristics catalog (Q1) and were unani-
mous in stating that it is valuable for SoS design (Q2).

Regarding Q3, the participants argued that improving the descriptions and expla-
nations of the heuristics was needed. This would make it easier for the professional to
understand and adopt the heuristics. In addition, they argued that it is essential to main-
tain uniformity to the terms treated in the heuristics catalog. Although the heuristics come
from several studies, it is necessary to adopt terms that avoid confusing readers and use a
standardized vocabulary.

Table 5. Heuristics categories.

Category Description

Initiation (IN) Concern activities that are applicable right at the beginning of the SoS design.

Constituent systems (CS) Concern activities of the phase of selecting the necessary capabilities for the SoS and which systems
can provide them.

Interoperability (IO) Concern activities that deal with how constituent systems communicate and what messages and data

will be exchanged among them to fulfill the SoS mission.

Emerging behaviors (EB) Concern activities that describe emerging behaviors that can be identified already at design time, not
requiring SoS simulation or execution to be observed.

Monitoring (MO) Concern activities that should be planned to maintain the SoS operation.

The participants presented their opinions regarding the possibility of aggregating
multiple heuristics (Q4). For example, defining interfaces at design time (H.12) is related
to interoperability. This heuristic was embraced by others that mentioned communication
standards, catalog of protocols used, datasets etc. Hence, it was combined with other
heuristics that deal with those same issues. In addition, participants reported that it would
be possible to aggregate heuristics related to interoperability, constituent systems capabil-
ities, emergent behaviors, testing, and incentive mechanisms.

After the focus group dynamics and analysis, it was possible to adjust the set of
heuristics, revising the statements and respective rationales, combining some heuristics
that deal with similar purposes and removing from the set those heuristics that are not
suitable for SoS design. The focus group discussions also made it possible to create a
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sequence in which the heuristics should be applied, grouping them into five categories, as
described in Table 5} initiation heuristics (IN), constituent systems heuristics (CS), inter-
operability heuristics (/0), emerging behaviors heuristics (EB), and monitoring heuristics
(MO). After the categorizations and the adjustments made through the focus group anal-
ysis, it was possible to build a refined version of the heuristics catalog for SoS design
shown in Table

4.3. Survey Results

For each heuristic, a question was proposed to know if the participant agreed, was neu-
tral, or disagreed with the heuristic statement and if they had any comments about the
statement formulation or suggestions to improve the heuristic statement. Figure [] shows
the respective percentages for each answer. The first bar chart represents the responses
considering all 15 respondents (group 1), while the bar chart on the right represents only
the responses of 10 researchers who declared having good or very good knowledge of
SoS (group 2).

The responses and comments were reviewed for each of the heuristics. In general,
the agreement regarding the heuristics was higher or equal to 50% in the two groups. We
rewrote some heuristics based on the observations received. Also, according to the re-
searchers, the SoS type of coordination was raised as an important factor when evaluating
the applicability of each heuristic.

All 15 researchers Only the 10 researchers that indicated
good and very good knowledge in SoS
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Figure 4. Responses to the survey.

Heuristic IN1 - The design should clearly identify who provides the necessary capabili-
ties and resources for the operation of the SoS.
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Table 6. Final catalog of heuristics.

ID

Description

Rationale

IN1

The design process should clearly identify who provides
the necessary capabilities and resources for the operation of
SoS.

An SoS depends on the synergy among systems that provide
the necessary capabilities for operation, being necessary to
guarantee adequate management for this supply.

IN2

The design should clearly consider who is responsible for
the construction and operation of SoS.

When funding is required for the SoS operation, stakehold-
ers should be informed how and by whom it will be done
so that these issues are dealt with appropriately at the right
time.

IN3

The design process should clearly identify who benefits from
SoS.

Every SoS is built and operates for a purpose. It is impor-
tant to identify who are the beneficiaries of the activities or
operation of SoS.

CS1

The design process should clearly define which capabilities
are already available and which should be implemented in
constituent systems for the construction and operation of
SoS.

The design process should foresee if there are enough func-
tionalities available in constituent systems to collaborate
with an SoS or if it is necessary to implement new func-
tionalities.

CS2

The individual capabilities of each constituent system should
be checked.

Each constituent system provide an SoS a capability that
should be checked if it conforms to what is expected from
it.

CS3

The design principles that generate the least possible disrup-
tion to SoS operation should be applied.

It is required to select which design alternative generate less
disruption during an SoS operation, defining metrics that
make it possible to evaluate the identified alternatives.

101

SoS coordination should ensure that each constituent system
can exchange and understand data and messages exchanged
among others.

It is necessary that the coordination of the SoS maintains the
set of communication standards among constituent systems
in order to ensure that each one can communicate with the
others when necessary to achieve the purposes of SoS.

102

The interfaces of constituent systems should be defined at
design time.

The interfaces of a constituent system are a crucial factor for
the operation of SoS. They are points where the designer can
influence.

103

SoS coordination should ensure that the policies for access
and use of the capabilities of each constituent system can be
exchanged and understood by other constituent systems.

It is necessary to ensure that each constituent system is able
to participate in an SoS, respecting the access and use poli-
cies of other constituent systems. The management and dis-
semination of these policies are important due to indepen-
dence characteristics of constituent systems and the dynamic
SoS architecture.

104

All data sets to be exchanged among constituent systems
should be defined.

The specification of all the data sets to be exchanged among
constituent systems should be sufficient to use them to fulfill
SoS missions.

EB1

Emergent behaviors should be allocated to constituent sys-
tems requirements.

The emergent behaviors necessary to fulfill SoS missions
should be identified and explicitly associated with the re-
spective constituent system or refinements responsible for
them.

EB2

Weak emergent behaviors should be identified at design
time.

Weak emergent behaviors are those that can already be iden-
tified in the design phase, not requiring SoS simulation or
execution to be observed.

MOl

SoS missions should be periodically revised as the system
evolves.

It is necessary to frequently monitor the fulfillment of the
SoS missions since the dynamics of the SoS and the inde-
pendence of constituent systems can bring problems to SoS
over time.

MO2

The SoS design should include a feedback policy for the op-
eration of an SoS.

It is necessary to monitor an SoS to detect problems dur-
ing its operation and define the actions required to deal with
them.

MO3

The interface patterns that emerged in the evolutionary pro-
cess should be identified.

The evolutionary process may generate the need to use new
communication standards or to update the existing standards.
It is necessary to maintain the set of standards used as the
evolution of constituent systems and SoS takes place, gener-
ating a roadmap for the process.

Most (80% in group 1 and 70% in group 2) agreed with the heuristic. From the

answers and comments, it can be concluded that the heuristic was well mapped, although
it is not regarded as valid for virtual SoS, where there is no type of coordination. Also,
from the comments, it is noted that the understanding of what a heuristic is can vary
depending on the researcher, and it is necessary to describe better the concept of heuristics
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used in this work.

Another interesting point brought up in the comments drew attention to the fact
that this heuristic holds at the design phase, but when SoS begins operation, properties
may appear that are not initially foreseen by designers. It may be difficult for this heuristic
to remain valid over time while the SoS operates and evolve. Although it is important to
know who provides the resources for the functioning of SoS, it is necessary to take into
account that there will be unforeseen issues along its evolution cycle since SoS is never
fully ready.

Heuristic IN2 - The design should clearly consider who is responsible for the construc-
tion and operation of the SoS.

Respondents agreed with this heuristic in the following proportion: 47% in group
1 and 50% in group 2. It can be noted from the comments that a highly evident char-
acteristic is the unpredictability in the composition and evolution of the SoS. One of the
comments reported the unpredictability of the applications developed and would be part
of the Apple store, bringing a parallel with software ecosystems. The idea is that many
events occur in a very automatic way in SoS.

A question about the type of SoS coordination was raised again, based on the fact
that the different configurations that an SoS can assume can lead to behavior not foreseen
by the designers. For example, in a convoy of autonomous vehicles, the decision of
which vehicle goes ahead is made based on many factors like fuel consumption, routes, air
resistance, and accident risks, resulting in unpredictable behaviors due to the complexity
of all car systems having to work together.

Heuristic IN3 - The design should clearly identify who benefits from SoS.

A total of 67% of group 1 and 80% of group 2 agreed with heuristic IN3. The
participants’ observations show the dynamic scenario of the SoS, with the change in who
benefits from it throughout its evolution, and the application of this heuristic is more
appropriate to targeted SoS. The type of SoS coordination is treated again as mandatory
for the application of the heuristic.

The comments showed that it might not be possible to identify who benefits from
SoS. Furthermore, it is also necessary to understand if the benefit is at the business level,
as in the case of a constituent system, or if it is a social benefit, as in the case of those
who are not directly connected to the SoS.

Heuristic CS1 - Define which capabilities are already available and which should be
implemented in the constituent systems for the construction and operation of SoS.

The major part of researchers agreed with this heuristic (87% in group 1 and 80%
in group 2). Despite the high degree of agreement with this heuristic, comments were
made about whether this statement is a heuristic or an activity for SoS design, reinforcing
the need to define the adopted heuristic concepts better.

Another important question was about the choices of which capabilities exist, and
therefore susceptible to reuse, and which will need to be developed. It noted that choosing
to reuse available capabilities rather than constructing new ones should be evaluated by

iSys:  Revista Brasileira de Sistemas de Informagdo (iSys: Brazilian Journal of Information Systems)
https://sol.sbc.org.br/journals/index.php/isys



1:17

designers as these choices can lead to poor performance of the built SoS.
Heuristic CS2 - The individual capabilities of each constituent system should be checked.

For this heuristic, 80% of group 1, and 80% of group 2 agreed with the statement.
Despite being well evaluated, this heuristic was criticized in the comments for not being
an objective evaluation form, as informed in the definition of heuristic at the beginning of
the questionnaire. In addition to the already mentioned need to better define what heuristic
for this work is, it is also necessary to better define what is considered capability, despite
the term being well known and applied in SoS.

Heuristic CS3 - Design principles that generate the least possible disruption to SoS op-
eration should be applied.

For this heuristic, 80% agreed in group 1, and 80% agreed in group 2. Despite
the high degree of agreement, it was suggested to mention which possible topologies
an SoS can assume to decide on the most stable one. It was also mentioned that this
heuristic is essential for critical systems, which may lead to further classification when
considering the application of this heuristic. Once again, the importance of defining the
type of coordination existing in the SoS was mentioned.

Heuristic 101 - SoS coordination should ensure that each constituent system can ex-
change and understand data and messages exchanged among constituent systems.

The rate of agreement for this heuristic was 80% in group 1 and 70% in group 2.
The SoS coordination issue was brought up again in the comments, and it is important to
check how to address it in the heuristics catalog. It was suggested to split this heuristic
into two parts: one to understand the data and the other to understand the messages, which
should make the statement clearer.

Heuristic 102 - The interfaces among constituent systems should be defined at design
time.

The rate of agreement for this heuristic was 60% in group 1 and 50% in group 2.
Although half of the participants in group 2 agree with this heuristic, this was one of the
most explicit found in the literature. The characterization of the type of SoS coordination
was again identified as essential for the application of this heuristic, needing to think
about additional layers for connectivity in virtual SoS, not necessary for directed SoS.
SoS coordination issues should be addressed in the review of the heuristics catalog.

Heuristic 103 - SoS coordination should ensure that the policies for access and use of
the capabilities of each constituent system can be exchanged and understood by other
constituent systems.

For this heuristic, 60% agreed in both groups 1 and 2. Besides this, 40% of the
group 2 participants disagree with this heuristic, which is a quite negative evaluation.
Access policies were recognized as essential to help valuable data protection, but they
were pointed out as unimportant for other classes of services like the internet, which the
services work perfectly without knowing how each other works. Comments suggest that
this heuristic is more adherent to directed SoS, not being possible to apply it to virtual
SoS.
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Heuristic 104 - All data sets to be exchanged among constituent systems should be de-
fined.

Only 33% of group 1 and 20% of group 2 agreed with this heuristic. According
to the comments, applying this heuristic may restrict emergent properties in the SoS.
Moreover, constituent systems in virtual SoS can completely ignore being part of the
system, making it challenging to define their data sets. Another question was whether
data sets or data formats should be defined.

104 was not accepted to be applied to any of the SoS types. For this reason, this
heuristic was excluded from the final catalog.

Heuristic EB1 - Emerging behaviors should be allocated to constituent systems require-
ments.

Respectively, 73% and 80% agreed with this heuristic in group 1 and group 2.
However, it was commented that the term “emergent behavior” was not defined in the
initial guidelines, and there was doubt whether the heuristic was saying that the behaviors
would be observed or should be indicated in the constituent systems requirements.

Heuristic EB2 - Weak emerging behaviors should be identified at design time.

Respectively, 53% and 60% agreed with this heuristic in group 1 and group 2. A
comment was made that this heuristic is more easily applied at design time than at the
execution time, which, by the way, coincides with the proposal of this catalog. It was also
indicated to apply this heuristic in a non-mandatory way.

Heuristic MO1 - SoS missions should be periodically revised as the system evolves.

For this heuristic, 73% and 70% agreed in group 1 and group 2. A comment shows
an interpretation problem about whether the heuristic is an action that must take place to
review the missions or whether it is a behavior to be observed as the SoS evolves. Other
participants mentioned that this heuristic should be a quality criterion for SoS, and it is
important to monitor it continuously. However, it was asked how to measure the mission
accomplished, what could be used as evidence, and what is the period for these revisions.

Heuristic MO2 - The SoS design should include a feedback policy for the operation of
the SoS.

Respectively, 73% and 80% agreed with this heuristic in group 1 and group 2. The
only comment made was that it could be challenging to provide this type of feedback. This
situation can lead to further detailing activities beyond the SoS design, such as actions
required when problems are detected.

Heuristic MO3 - The interface patterns that emerged in the evolutionary process should
be identified.

Group 1 agreed in 67%, and group 2 agreed in 70% with this heuristic. Again the
SoS coordination is mentioned as a key factor to make it possible to apply the heuristic.
Besides this, a metric was considered an important factor to make this heuristic applicable.

Table [/| summarizes the suitability of each heuristic by type of SoS coordination,
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taking into account the observations made by the survey participants.

Table 7. Suitability of heuristics for each type of SoS coordination.

ID Heuristic Directed | Acknowledged | Collaborative | Virtual
IN1 The design should clearly identify who provides the neces- v v
sary capabilities and resources for the operation of the SoS.
IN2 The design should clearly consider who is responsible for v v v
the construction and operation of the SoS.
IN3 The design should clearly identify who benefits from SoS. v v
CS1 Define which capabilities are already available and which v v v

should be implemented in constituent systems for the con-
struction and operation of SoS.

CS2 The individual capabilities of each constituent system v v v
should be checked.

CS3 Design principles that generate the least possible disruption v
to SoS operation should be applied.

101 SoS coordination should ensure that each constituent sys- v v

tem can exchange and understand data and messages ex-
changed among constituent systems.

102 The interfaces among constituent systems should be de- v
fined at design time.
103 SoS coordination should ensure that the policies for access v v

and use of the capabilities of each constituent system can
be exchanged and understood by the others.

104 All data sets to be exchanged among constituent systems
should be defined.
EB1 Emerging behaviors should be allocated to constituent sys- v

tems requirements.

EB2 Weak emerging behaviors should be identified at design v
time.
MO1 | SoS missions should be periodically revised as the system v v
evolves.
MO2 | The SoS design should include a feedback policy for the v v
operation of the SoS.
MO3 | The interface patterns that emerged in the evolutionary pro- v v v

cess should be identified.

5. Discussion and Limitations

Information systems are increasingly present in the daily lives of people and companies,
performing the most diverse functions such as financial services, health support, mobil-
ity, and even entertainment. These systems’ capabilities make it increasingly unfeasible
to build new systems from scratch, leading designers to think of solutions such as SoS
that integrate the capabilities of several independent systems to deliver new functionality.
However, the question is “how to ensure a proper SoS operation?”.

Several techniques and tools are available for traditional systems to deal with all
stages of their life cycle, covering design to eventual obsolescence. However, designing
SoS can be challenging using techniques and tools intended for traditional systems be-
cause of the degree of uncertainty related to the independence of constituent systems. To
deal with this challenge, we investigated heuristics that can be applied to SoS and produce
a catalog that can be used at design time to support practitioners in dealing with issues that
could negatively impact SoS. This catalog can help minimize problems and can support
professionals in improving an SoS proper operation before the deployment.

Those heuristics were grouped into five categories. The Initiation category (IN)
describes heuristics that can be used before the actual SoS design regarding issues such as
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who should provide financial and technical resources and who benefits from SoS opera-
tion. It is worth mentioning that it is not possible to state that the heuristics of the catalog
apply to virtual SoS. Research on virtual SoS is still embryonic, and there is a lack of
evidence of what can be applied to this type of SoS.

Regarding the constituent systems heuristics (CS), they are related to the concerns
that the professionals should address to identify the required capabilities and how to ac-
quire and maintain the constituent systems to provide the required capabilities. Aspects
such as availability, reliability, price, data quality, and possible constituent systems re-
placement can be raised with support of this heuristics.

Interoperability heuristics (/0) deal with how constituent systems will communi-
cate with the SoS. It helps to define the communication standards necessary to guarantee
the collaboration of each constituent systems to an SoS, maintain a collection of con-
stituent systems interfaces, and raise the policies involved in accessing and using data and
services from constituent systems.

Emergent behaviors heuristics (EB) deals with identifying the emergent behaviors
necessary for SoS operation early in the design phase and allocating them to the respective
set of constituent systems, avoiding complicated simulation processes in SoS.

Monitoring heuristics (MO) helps SoS professionals to plan the resources that
must be monitored. This is especially important due to the dynamics involved in SoS
operation, which can be affected by a new configuration of a constituent system, for ex-
ample. Moreover, monitoring is crucial in providing feedback to maintain the communi-
cation standards and policies necessary for SoS proper operation.

5.1. Implications

A catalog of heuristics has an important role for researchers. It helps expand the body of
knowledge by identifying and organizing a comprehensive set of specific principles for
SoS design. This provides a foundation for future studies and helps researchers better
understand how to design SoS. Additionally, the catalog guides research by pointing out
areas that require additional investigation. It can also be used to assess how effective SoS
design is in different situations, making analyses and comparisons easier.

As practical implication, the catalog can help systems engineers working with
SoS as it offers clear guidance for design, ensuring that important aspects are considered.
Moreover, the heuristics help identify issues and challenges, allowing project teams to
take proactive measures. This can lead to standardizing best practices in SoS design,
making the process more consistent across different projects.

5.2. Threats and Limitations

In contrast to quantitative studies, qualitative research is typically more vulnerable to
threats to credibility than to validity [Greiler et al. 2023, Ribeiro et al. 2022]. The as-
surance of validity and reliability in qualitative research depends on the scrupulousness,
comprehensiveness, and integrity exhibited by researchers during both the data collection
and analysis processes [Robson 2002]. Consequently, we delineate potential threats to
both external and internal credibility below.
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Internal credibility pertains to the credibility of interpretations and conclusions
within the specified context or group [Onwuegbuzie and Leech 2007]]. In this study, inter-
pretive validity poses a potential threat to internal credibility, encapsulating the risk that
researchers impose their interpretations rather than truly understanding the perspectives
of participants. This threat was mitigated by posing clear questions to survey participants
and encouraging deep reflection on opinions during the focus group, aiming for an authen-
tic interpretation of gathered information. Additionally, the interviews were conducted in
Portuguese, the native language of the participants.

In terms of analysis, we applied coding to interview transcriptions, a systematic
method of interpreting and analyzing data to ensure consistent evaluation of responses,
thus minimizing the risk of bias or interpretive errors.

Recognizing that the participant pool may not be sufficiently representative to
generalize results, we addressed this by deliberately selecting professionals with diverse
backgrounds. This deliberate choice contributed to a more extensive array of information,
incorporating diverse perspectives.

Recognizing the potential influence of survey and focus group format on partic-
ipant responses and its consequent impact on reliability, we took proactive measures.
Thorough discussions among the authors were conducted to refine study protocols. Dur-
ing the focus group, the researcher attentively considered aspects such as voice intonation
and body language, guiding the interview process with additional questions to ensure a
comprehensive capture of participants’ perceptions.

Regarding the limitations of our study, the completeness of the SMS may have
been affected due to the lack of relevant primary studies. To mitigate this, we conducted
searches in the most relevant publications in engineering and computer science databases.
However, some studies may have been missed due to limitations of the search engines or
these studies do not present the terms included in our search string in the title, abstract, and
keywords. To assure the selection of those relevant primary studies, we defined a detailed
protocol following well-established guidelines for SMS [Kitchenham and Charters 2007].
Moreover, the authors of this paper are researchers in SoS and are aware of no bias that
may have been introduced during the conduction of this SMS. However, it might be possi-
ble that our background had influenced the analysis of studies. Moreover, not all primary
studies detailed information to be extracted to answer our research question. Therefore,
we had to infer certain pieces of information in our analysis. To minimize the inaccuracy
of such inferences, we conducted several discussions in the focus group aiming at solving
any disagreement and clarifying potential ambiguities. Furthermore, by considering only
studies published in academic databases, it is not possible to generalize the results. We
did not consider all possible solutions created by industry and possibly published in the
grey literature (such as technical reports, white papers, and web blog postings). In addi-
tion, the small number of participants in the focus group may limit the generalization of
the findings.

One of the key advantages of utilizing focus groups is that they provide partic-
ipants with the opportunity to collaboratively explore ideas, resulting in the emergence
of fresh insights on a specific subject. However, while a smaller number of participants
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can facilitate in-depth discussions on a particular topic, it would be beneficial to con-
sider including more participants in a focus group to enrich the discussions regarding the
proposed heuristics.

Finally, despite the survey is a useful tool for research. However, recruiting practi-
tioners and researchers to respond to surveys was difficult due to the required background
knowledge. In addition, there are other barriers, such as respondents considering invita-
tions as unwanted email messages, such as an invasion of privacy or ‘“junk mail”, leading
to a low response rate.

6. Conclusion

This article contributes SoS research with a catalog of heuristics for SoS design. To do
so, we performed an SMS to identify the heuristics. The SMS findings were evaluated
through a focus group that allowed us to organize an initial set of fifteen heuristics. This
set of heuristics was evaluated through a survey with experts. After the analysis of the
survey results, we reached a consolidated catalog with fourteen heuristics grouped into
five categories,i.e. three for Initiation (IN), three for Constituent Systems (CS), three for
Interoperability (10), two for Emerging Behaviors (EB), and three for Monitoring (MO).

A catalog of heuristics can help professionals anticipate problems and concerns
still at design time, making it possible to mitigate risks before the SoS operation. Re-
sources and functionalities can be planned, and design decisions can be made, considering
a more detailed scenario. As future work, we will develop a tool to assist professionals
during the SoS design. From an SoS model, the tool can apply the heuristics catalog to
verify interoperability, emergent behavior, and monitoring aspects.
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