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Abstract It is estimated that 5.4 million people will undergo Renal Replacement Therapy by 2030. Peritoneal dial-
ysis seems to be the most widespread form of home treatment for these patients, but it faces problems related to
its adherence. Remote monitoring has the potential to increase treatment adherence. This work aims to design an
approach that integrates: (i) a platform for the acquisition of vital signs and other parameters of a patient on peri-
toneal dialysis; (ii) an environment where customizable rules build Situation Science and, when necessary, send
notifications to the medical team; and (iii) a signal and image visualization interface that can be accessed remotely.
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1 Introduction

Societies around the world are facing the problem of manag-
ing the increasing number of patients with End-Stage Kidney
Disease (ESKD), driven by population growth, advancing av-
erage age, obesity, diabetes and hypertension. The Global
Burden of Disease (Global Burden of Disease, 2020) esti-
mates that chronic kidney disease will become the 5th lead-
ing cause of death by 2040, well above the current 16th po-
sition (Foreman et al., 2018).

When Chronic Kidney Disease (CKD) progresses to
ESKD, Renal Replacement Therapy (RRT) is required. RRT
includes dialysis (hemodialysis or peritoneal dialysis) and
kidney transplantation Levin ef al. (2017) - procedures that
can add many significant years to patient’s lives.

It is estimated that at least 5.4 million people will un-
dergo RRT by 2030, mainly in low-middle-income countries.
However, the number of people without access to RRT will
remain substantial because dialysis is one of the most ex-
pensive therapies for individuals and governments. These
data show a pressing need to develop innovative and cost-
effective approaches so that RRT can be made available to
the most people with the potential to benefit from it.

These data show a pressing need to develop innovative and
cost-effective approaches so that RRT can be made available
to the majority of people with the potential to benefit from it.

Peritoneal Dialysis (PD) currently appears to be the most
widespread form of home treatment for patients requiring
RRT, but it faces several problems with concerning adher-
ence. The necessary care is complex and requires signif-
icant staff involvement to integrate medication adherence,
lifestyle modification and nutritional adaptation into the

daily routine (Diamantidis and Becker, 2014). In addition,
PD patients are often not satisfied with the communication
with health care providers (Nunes et al., 2011) when dealing
with treatments of this nature, which can happen without a
presence in specialized clinics.

Remote Patient Management (RPM) for people with PD
is an emerging technology in which patients’ biometric in-
formation (including pulse, blood pressure and other param-
eters) can be remotely monitored, along with important in-
formation about PD treatment. As part of an evolving field
of telemedicine, RPM has the potential to improve clinical
outcomes for patients who practice PD, reduce resource uti-
lization and improve adherence to the PD procedure, as well
as positively impact the patient experience. Reports on RPM
are encouraging Wallace ef al. (2017).

The premise pursued in this work is to explore Internet of
Things (I0T) resources, both for acquiring information about
patients in PD, and for interoperating with the medical com-
munity whenever necessary. This interoperation will be coor-
dinated by automated procedures, governed by mechanisms
for Situation Awareness.

Situation Science refers to a model in which the compu-
tational system is capable of verifying the aspects in which
it is interested and, when necessary, reacting to changes in
it by triggering relevant procedures. This approach material-
izes IoT premises, in which there is an autonomous commu-
nication between intelligent objects, used by health profes-
sionals, cooperating for the advancement of their different
activities with patients (Perera et al., 2014).

According to Sezer et al. (2018), for the construction of
situation-aware systems in distributed environments, as is the
case of the present proposal, some challenges must be ad-
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dressed: (i) context acquisition from heterogeneous and dis-
tributed sources; (ii) processing of acquired contextual data;
and (iii) the respective actions directed to the devices and
people involved.

Considering this scenario, the main objective of this work
is to design an approach, called IoT Peritoneal Dialysis: An
Approach Exploring Remote Patient Monitoring (IoT PD-
RPM), which integrates: (i) a platform for the acquisition
of vital signs and other parameters of a patient undergoing
PD, as well as images of the effluent bag; (ii) an environ-
ment for contextual processing, which, through customizable
rules, builds the Situation Awareness of patients and, when
necessary, sends notifications to the health professionals in-
volved; and (iii) an interface for textual and graphic visual-
ization of signals and images that can be accessed remotely.

Therefore, in the design of the [oT PD-RPM approach, the
software architecture of the EXEHDA middleware will be
explored, particularly its subsystem dedicated to contextual
processing, which will be used in the inference of the situa-
tion of patients.

The expectation with the IoT PD-RPM is to allow physi-
cians to remotely anticipate diagnoses and the consequent
prescription of procedures. In addition, reassure the patient
about the fact that his treatment, despite being done far from
a clinic, is being followed up and monitored.

It is understood that the research associated with the de-
velopment of the IoT PD-RPM has the potential to increase
the likelihood of acceptance of the treatment, as part of an
often complex daily routine, contributing to adherence to the
option for treatment with PD.

This article is organized into seven sections. The second
Section presents concepts considered interesting when re-
viewing the literature in relation to the proposal. In the third
Section, related works are discussed. In the fourth Section,
the EXEHDA middleware is introduced, highlighting its
main functionalities involved in obtaining Situation Aware-
ness. The fifth Section presents the IoT PD-RPM approach
addressing its main characteristics. The sixth Section dis-
cusses the prototyping and tests performed of the IoT PD-
RPM approach. Finally, the seventh and last Section presents
final considerations and future work.

2 Scope of the Developed Approach

In this section, concepts considered relevant when review-
ing the literature in relation to the developed proposal are
presented.

2.1 Remote Patient Management (RPM)

New methods for managing end-stage renal disease at home
have been available for several years, however, acceptance
of PD at home has been below expectation for several rea-
sons. Non-adherence is an important factor that determines
the results of PD, since patients on home dialysis are likely to
feel isolated and may feel anxious due to the lack of routine
clinical supervision. When patients feel disconnected from
their healthcare professionals, compliance with medical ad-
vice as well as confidence in self-care decreases Liu et al.
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(2017). Monitoring PD patients enhances adherence to ther-
apy and is essential to allow troubleshooting when clinical
outcomes appear to be outside the predicted range based on
the therapy prescription Rosner and Ronco (2012). RPM al-
lows clinicians to closely monitor and detect early problems
and initiate immediate interventions to prevent hospitaliza-
tions John and Jha (2019). In this way, RPM offers an oppor-
tunity to increase uptake and technical survival of home dial-
ysis modalities, improving patient satisfaction and outcomes,
and may lead to cost savings Wallace et al. (2017).

2.2 Peritoneal Dialysis Effluent Color

Peritoneal dialysis effluent is usually clear. A change in ap-
pearance indicates a complication of the technique and re-
quires quick and accurate handling. It may also reveal a prob-
lem not directly related to the dialysis technique itself, but
to another pathological situation that would go unnoticed
in patients who are not undergoing peritoneal dialysis ex-
changes (Dossin and Goffin, 2019).

Vital signs

Vital signs are medical signs that indicate the status of the vi-
tal (life-sustaining) functions of the human body. These mea-
surements are taken to help assess a person’s overall physical
health, provide clues to possible illnesses, and show progress
toward recovery. Among the vital signs we can highlight:
Pulse, Blood Pressure and Pulse Oximetry.

Medical Information Mart for Intensive Care
(MIMIC)

MIMIC, currently in version-III, is a relational database con-
taining data referring to patients who remained inside the
intensive care units of Beth Israel Deaconess Medical Cen-
ter (Boston, Massachusetts, United States) comprising more
than 58,000 hospital admissions out of 38,645 adults and
7,875 newborns Johnson et al. (2016).

Data spans from June 2001 to October 2012, including
vital signs, medications, laboratory measurements, observa-
tions, and notes taken by caregivers, fluid balance, procedu-
ral codes, diagnostic codes, imaging reports, length of hospi-
tal stay, survival data, etc.

2.3 Database auditing in IoT

Database auditing has become a very relevant aspect when
preserving sensitive information, as the Database Manage-
ment System (DBMS) is considered the main asset that
stores, maintains and monitors information. In the IoT en-
vironment focused on healthcare, the patient data stored falls
exactly into this sensitive category, according to the main
world data protection laws (Raposo et al., 2019) (Li et al.,
2019).

The use of Computer-Assisted Audit Tool (CAATSs) (Ser-
peninova et al., 2020) can facilitate the completion of the
audit by auditors. In this approach, we will propose a CAAT
module for the EXEHDA middleware, with the objective of
automating the performance of audits in its database, in the
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category of logon/off audit, usage audit, security attribute au-
dit (privileges, user/login and password changes). The audit
in this approach starts with the creation of triggers that will
supply the tables responsible for obtaining data that will be
used in the audit process. The resulting reports include suspi-
cious access, inactive users, access outside operating hours,
data of vital signs outside the expected range and/or outside
normal standards.

Association Rule and Apriori Algorithm

Association rule learning is a rule-based machine learning
method for discovering interesting relationships between
variables in large databases. It is intended to identify strong
rules discovered in databases using some measures of inter-
est. In any transaction with a variety of items, association
rules are intended to discover the rules that determine how
or why certain items are connected

The basic premise of Association Rules is to find elements
that imply the presence of other elements in the same transac-
tion, that is, to find relationships or frequent patterns between
sets of data (Agrawal et al., 1993).

Several algorithms stand out in the challenge of frequent
pattern mining, among them can be mentioned:

Apriori Algorithm: It is a classic method for frequent pat-
tern mining. It iteratively generates candidate itemsets and
then checks their support in the database. However, its ef-
ficiency is compromised by the need for repeated database
scans, especially in large datasets (Dhinakaran and Prathap,
2022);

Reduced Association Rule Mining (RARM): It is an algo-
rithm designed to reduce the number of association rules gen-
erated during the mining process. It aims to filter out redun-
dant rules and focus on generating only the most relevant
ones, thereby improving efficiency (Varol Altay and Alatas,
2020);

Equivalence Class Transformation (ECLAT): It is a pop-
ular algorithm that avoids candidate generation by using a
depth-first search strategy to directly find frequent itemsets.
It uses a vertical database format to efficiently count support
for itemsets (Mohapatra et al., 2021);

Frequent Pattern Growth (FP-Growth): It is a highly
efficient algorithm that addresses the problem of repeated
database scans by employing a divide-and-conquer strategy.
It builds a compact data structure called FP-tree to represent
the dataset and extracts frequent patterns recursively from
this structure (Shawkat et al., 2022).

The strengths and weaknesses of each of these algorithms
are reflected in the choice of algorithm, which is influenced
by factors such as the size and characteristics of the data set,
the available computing resources, and the specific require-
ments of the mining task.

This is a preliminary work, and at this stage, we are con-
sidering the use of the Apriori algorithm. As the work pro-
gresses, all listed algorithms will be analyzed with the aim
of determining which one best suits data mining for auditing
purposes.

Apriori (Agrawal et al., 1994) is an algorithm for min-
ing frequent itemsets and learning association rules in rela-
tional databases. It identifies frequent individual items in the
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database and extends them to ever-larger sets of items, pro-
vided those sets of items appear frequently enough in the
database. The sets of frequent items determined by Apriori
can be used to determine association rules that highlight gen-
eral trends in the database.

The Apriori is an iterative two-step process consisting of
join and prune operations. At each iteration, the join step
generates a set of candidate itemsets from the frequent item-
sets found at the previous iteration. Then the prune step is
performed to filter out only the potential candidate itemsets
from the candidate itemsets generated in join step using apri-
ori property. Finally, the input dataset is scanned to count the
support of these candidate itemsets. If the support of a can-
didate itemset is more than the user-defined threshold value,
that candidate itemset is called a frequent itemset.

Here, support value represents the occurrence frequency
of an itemset, i.e., the number of transactions that contain
that itemset. Apriori property says that an itemset is frequent
only if all its non-empty subsets are also frequent. As the
name Apriori suggests, it uses prior knowledge. It finds the
k-frequent itemsets based on previously found (k-1) itemsets
where k represents the iteration number and also the length
of the itemset.

Algorithm 1 depicts the pseudo-code of the Apriori algo-
rithm. In the first iteration, the input dataset is scanned to
find the support of each item. 1-frequent itemsets are deter-
mined by filtering only those items whose support count is
equal or more than a user-specified threshold value called
minimum support (line 1). Then k-frequent itemsets (for k
> 1) were found using (k-1) frequent itemsets (line 2). The
join step produces all the possible k-candidate itemsets by
joining (k-1)-frequent itemsets with itself (line 3). The prune
step uses apriori property to reduce the number of candidate
itemsets (line 4-5) by filtering out the promising candidates
only. Then the input dataset is scanned again to find the fre-
quency of these promising candidate itemsets to filter out the
k-frequent itemsets (line 6-10). The set of all the k-frequent
itemsets (k >= 1) are then returned as the final output Raj
etal. (2021).

Algorithm 1 Apriori Algorithm
Input D: Input Dataset
minSup: minimum support threshold
Output All 2 to k-frequent itemsets

1. L; = {I-frequent itemset}
2: for (k=2; Ly # ¢; k++) do
3 Cy = apriori_gen(Ly.;)
4 for each transaction t in D do
5: C; = subset(Cy,t)
6 for each C in C; do
7 c.countt+
8 end for
9 end for
10: Ly = {c € Ci | c.count > minSup}
. end for
return U;L;

—
—_
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3 Related Works

During the research effort, several approaches related to the
remote monitoring of patients were identified, among which
five works were selected. For its selection, the work should
include the following aspects: (i) monitoring vital signs; (ii)
support remote sensing and actuation operations (sending
alerts, etc.); and (iii) consider employing Situation Aware-
ness.

The work of Jaiswal et al. (2018) presents a model that
automates the collection, delivery and processing of vital pa-
tient data with the help of an edge device and the Docker
container Turnbull (2014). According to the author, health
monitoring and IoT-based emergency response applications
require lower latency and delay when exchanging informa-
tion. Information is exchanged between the edge server, the
cloud, and the user’s device, which directly affects perfor-
mance. To achieve the objective proposed in the work, the
Raspberry PI is used as an edge device to optimize the pro-
cess of analyzing sensor data.

In the article by Dridi et al. (2017), the SM-IoT platform is
proposed, an IoT-based platform for smart and personalized
healthcare, dedicated to patients as well as caregivers. The
purpose of this platform is to improve remote patient monitor-
ing and promote healthcare services. The SM-IoT platform is
able to collect data from heterogeneous information sources,
integrate it using a flexible semantic web, store it in the cloud
for further analysis, visualize this data with user-friendly in-
terfaces and facilitate its sharing taking into account its ap-
pearance privacy.

The proposal of Ahmed (2017) presents a generic Health-
IoT framework that contains a Clinical Decision Support
Systems-CDSS, to provide a self-adapted and personalized
health monitoring system for the elderly in a home environ-
ment. The framework is primarily focused on supporting sen-
sors, media, secure and reliable data communication, cloud-
based storage and remote access of the data.

In Maia et al. (2015) EcoHealth (Ecosystem of Health
Care Devices) is presented, a middleware platform that in-
tegrates heterogeneous body sensors to allow remote moni-
toring of patients and the improvement of medical diagnoses.
Its main objective is to integrate information obtained from
such heterogeneous sensors for the purposes of monitoring,
processing, viewing and storing this data, as well as report-
ing and acting on the current conditions of patients and their
vital signs.

Among the main differences of the [oT PD-RPM we have
the use of the Medical Individual Rules Pattern (MIRP),
which is a set of rules defined by the doctor, individualized
for each patient, not being considered in the related works.

Another differential of the IoT PD-RPM concerns the use
of a middleware, which is only used by the related work Maia
et al. (2015). To address the challenge of providing support
for Situation Awareness to IoT applications, the use of mid-
dlewares has been highlighted, which are inserted between
computational infrastructures and applications [20]. Middle-
wares, through high-level interfaces, allow the interoperabil-
ity of different IoT devices, providing, among other function-
alities, a standardized way to access the resources available
in them.
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4 Middleware EXEHDA

EXEHDA consists of a service-based middleware, which
aims to create and manage a widely distributed computing
environment, as well as promote the execution of situation-
aware applications on top of it. This middleware has been ex-
plored in research fronts that address IoT challenges Souza
et al. (2018).

EXEHDA has an organization composed of a set of exe-
cution cells, be seen in Figure 1. Each cell, with concerning
to the provision of Situation Awareness, is composed of a
Context Server (SC), and several Edge Servers (SB) and/or
Gateways.
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Figure 1. Environment for IoT managed by EXEHDA

Gateways collect contextual information from physical or
logical sensors and with deal with the heterogeneity of differ-
ent types of sensors, in terms of both hardware and protocol,
transferring this collected information in a normalized way to
the Edge Servers. In EXEHDA, Gateways are implemented
on specific embedded hardware for the purpose of interoper-
ating with sensors and actuators.

In EXEHDA, the processing of contextual information is
distributed, leaving a part with the Edge Server, and another
with the Context Server (see Figure 1).

The data received by the various Edge Servers are trans-
mitted to the Context Server, which manages them and per-
forms the storage and contextual processing steps. The Con-
text Server can combine data from the Edge Servers with
historical information, which is recorded in the Context In-
formation Repository. A broader discussion of the different
functionalities of both the Gateway and the Edge Servers is
available in (Souza et al., 2018). In turn, an assessment of the
with various capabilities of the Context Server can be found
in (Lopes et al., 2014).

5 1IoT PD-RPM : Design and Features

The software architecture designed for the IoT PD-RPM ap-
proach is shown in Figure 1. This section describes the dif-
ferent modules, funcionalities and discusses their operational
profiles.
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Figure 2. IoT PD-RPM Architecture
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5.1 Block of Interoperation with the Environ-
ment

The Environment Interoperation Block consists of the API-
MQTT Module. This IoT PD-RPM block operates on a Na-
tive Gateway of the EXEHDA middleware.

The API-MQTT Module includes a RESTful API that al-
lows the entry of parameters from a web interface and/or mo-
bile application and from images generated from the ESP32-
CAM System-on-a-chip (SOC).

The Devices Module is responsible for receiving informa-
tion from vital signs sensors, through the General Purpose In-
put/Output (GPIOS) of an ESP32-CAM SOC, having a pro-
gram in MicroPython (Gaspar et al., 2020) that collects the
data coming from the sensors. In turn, the Communication
Module is responsible for transferring/receiving information
and commands from the Persistence Block.

5.2 Edge Processing Block

Two modules form the Edge Processing Block, which is in-
stantiated on top of the EXEHDA Edge Server. Insert The
Communication Module responsible for interoperating with
the User Interface Block is instantiated in the Interoperation
Module of the Edge Server of EXEHDA. The Persistence
Module, on the other hand, aims to perform a temporary per-
sistence in case the Internet connection with the User Inter-
face Block is lost. This functionality is instantiated on top of
EXEHDA’s Edge Server Local Persistence Module.

5.3 User Interface Block

The User Interface Block comprises the Audit Module,
the Vital Signs Processing Module, the Web Visualization
Module, the Alerts Module and the Contextual Information
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Repository, operating on a Context Server of the EXEHDA
middleware.

5.4 Audit Module

The auditing of the EXEHDA Contextual Information Repos-
itory takes place in the Audit Module. Its function is to main-
tain the integrity of the IoT PD-RPM database, comparing
it with previously established standards based on association
rules, using the Apriori algorithm.

The Audit Module was divided into smaller components,
as shown in figure 3: Audit Agent, Patterns Database and
Data Analysis.

Audit Module

{—\:

Patterns Database :
—— Audit ——
Agent
Data Storage Data Analysis -
i

Figure 3. Audit Module Architecture

()  marT Bmker}

Audit Agent:

This component is responsible for saving all transactions
performed by users and sensors of the [oT PD-RPM. This
process is done through database triggers (Kromann and Kro-
mann, 2018) that save transactions in JSON (Bourhis ef al.,
2020) formatin a table modeled particularly for the audit task,
as described in Listing 1.

Patterns Database:

The data mined in the EXEHDA middleware database, by
the Audit Agent, and written to the audit tables are used to
generate Association Rules. The basic premise of Associa-
tion Rules is to find elements that imply the presence of other
elements in the same transaction - to find relationships or fre-
quent patterns between sets of data. In [oT PD-RPM, the Au-
dit Module, at this moment, seeks to assemble association
rules between: (i) Users and login times; (ii) Wrong pass-
words and users; (iii) Sensors and published values and (iv)
Sensors and publication time intervals.

Database auditing is useful in detecting unconventional be-
haviors of users and/or sensors. Association rules will iden-
tify these behaviors. For example, if a user who frequently
logs into IoT PD-RPM during business hours and eventually
logs in at a different time, the audit module must create an
alert to check whether it was an occasional access or an in-
trusion.

The Apriori algorithm is the most popular algorithm for
association rules. It finds the most frequent combinations in
a database and identifies the association rules between ele-
ments, based on three important factors:

+ Support: the probability that item sets X and Y will
meet;

+ Confidence: the conditional probability that Y knows X.
In other words, how often Y occurs when X comes first;
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+ Lift: the relationship between support and trust. An in-
crease of 2 means that the probability of X and Y to-
gether is twice as likely as the probability of Y simply
existing.

The rules generated using the Apriori Algorithm are saved
in the IoT PD-RPM pattern tables in order to establish user
and sensor behavior patterns.

Listing 1: JSON Audit Column

audit”: {
?id”:7349d00f7-ac8b-11led-8a09-12df67a99bbtf”,
”database”: ”exehda”,
7table”:”exd__sensor__data”,
7user__app”: ”simone.silva”,
7’dm1’7: {

”action”: ”INSERT” ,
?timestamp”:”2023-02-14 14:15:40”,
”user”:”albandes@%”,
?ip”:7172.31.73.30”

}7
row”: {
“new_row”: [{
”?sensor__data_ id”: 62561,
”sensor_id”: 52,
?collected__date”:72023-02-14 14:15:40”,
?published__date”:”2023-02-14 14:15:39”,
?collected value”:22.562500
H
}
}
}
Data Analysis:

In Internet of Things applications, aimed at the health area
(IoT-Health), personal data considered sensitive are transmit-
ted and analyzed. This data processing is the subject of great
attention in both the LGPD and the GDPR. The Data Analy-
sis component is responsible for auditing the data processed
by the IoT PD-RPM, comparing the patterns generated by the
Association Rules that are defined in the Patterns Database
component, with the data that transit through the approach.
When data deviates from the behavior pattern established in
the Patterns Database, alerts are generated to the middleware
administrator, using the IoT PD-RPM Alerts Module. It is
also possible to generate reports and statistics to be viewed
on the dashboard of the EXEHDA interface.

5.5 Vital Signs Processing Module

The processing takes place in the Vital Signs Processing
Module, where the data is received and standardized accord-
ing to the internal standard of the IoT PD-RPM. After stan-
dardized, these data will go through the set of rules that will
define the status of each signal. Afterward, the Medical In-
dividual Rules Pattern (MIRP) is processed, which is a set
of rules defined by the physician, individualized for each pa-
tient.

This module deals with all the rules regarding triggering
alerts, based on collected vital signs. The set of rules includes:
(i) rules defined by the physicians, which will meet their
specificities based on their professional experience or par-
ticularities of their specialty; (ii) rules based on international
standards.
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The physician, a user of the IoT PD-RPM, can configure
his rule templates using his definitions, the rules of estab-
lished standards or even a hybrid set of rules - which makes
the configuration of his personalized alerts flexible. Custom
rules configuration has an intuitive interface called Template
Registration, where the physician defines which vital signs
will be used, their values, relational operators (equal, differ-
ent, greater, lesser, greater or equal, lesser or equal) and the
logical operators (and or) to concatenate the different vital
signs. With this, the doctor creates a template for each situa-
tion of his/her specialty. This template receives a name and
will be stored for later use in any patient.

5.6 Alerts Module

In the IoT PD-RPM approach, the role of alerts is preponder-
ant, considering the characteristics of the activity of health
professionals regarding mobility and prolonged periods with-
out the possibility of answering phone calls. Alerts will be is-
sued to the team responsible for the patient following rules es-
tablished by them and/or internationally accepted indicators.
The proposal explores two messaging services that use the
Internet as a medium: Pushover and Telegram; and another
called SMSGateway, which uses the Short Message Service
(SMS) service of the GSM (Global System for Mobile Com-
munications) cellular telephony network.

5.7 Web View Module

The Web Visualization Module is responsible for the entire
visual interface of the IoT PD-RPM. Its functions range from
login routines to patient dashboard views and screens that
show important data.

The Web Visualization Module was divided into smaller
components, as shown in Figure 4: Authentication, Logs,
Storage, Web Front-end, Cloud Connector, Administration
and Configuration, and CIR.

Web Visualization Module
i
i
Data Front End Web \

Storage ] 7‘ .

AWS RDS

7 Authentication

i e

i
i
- i
i
i
! Cloud Connector
i ~
‘ Logs e ; CIR
¢ i
i
i
i
i
i
i
J i
i

Figure 4. Architecture of the Web Visualization Module

Authentication: This component is responsible for authenti-
cating IoT PD-RPM users. Access to the system takes place
in three ways: (i) Using a password stored in the database;
(i1) via the SMTP protocol of an email server; and (iii) using
the Lightweight Directory Access Protocol (LDAP) to obtain
credentials from an Active Directory domain.

Logs: In the Log component, the logs of all events that oc-
curred in the [oT PD-RPM are recorded. Since the IoT PD-
RPM stores sensitive data, involving human beings Kruse
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et al. (2001), a method is needed to track user activities for
audit purposes, if necessary.

Cloud Connector: The Cloud Connector module con-
nects to the Amazon cloud service called AWS IOT !. AWS
IOT is a suite of cloud services aimed at IoT applications. IoT
PD-RPM publishes the data coming from the “Environment
Interoperation Block” on AWS IOT. The Cloud Connector
component uses several AWS services to process data, per-
form analysis and generate charts for dashboards used for
better visualization by the user.

Web Front-end:The Web Front-end component is respon-
sible for the user interface. In this component are all the
screens that will make the interaction between the end users
and the IoT PD-RPM. It contains a dashboard with updated
patient information, graphics and a photo of the effluent bags.
In addition, it includes the template registration screen, the
patient registration screen, the vital signs history screen, etc.

Administration and Configuration: In the Administra-
tion and Configuration component, all the parameters neces-
sary for the operation of the IoT PD-RPM are inserted. In
this component, users’ credentials and their access levels are
established.

CIR: It is the module responsible for the persistence of
the data that are used in the Web Visualization Module. Con-
textual user data, their templates, images, visualization inter-
faces and alerts service are stored, as well as configuration
parameters.

6 IoT PD-RPM: Assessment

In the MIMIC-III database, collections are performed every
15 min. In order to adapt the database to the reality of the
proposal, only a daily measurement was considered.

In order to evaluate the functioning of the Vital Signs Pro-
cessing Module, the MIMIC-III was used, already adapted
to the reality of the approach, with the following alerts
being configured: (i) Values of vital signs outside normal
standards and (ii) Alert configured by the doctor, based on
MIRPS. Data from 1,000 patients were processed, generat-
ing 38 alerts corresponding to non-normal vital signs and 16
alerts with parameters configured by the physician.

In turn, for evaluation with health professionals, the Tech-
nology Acceptance Model (TAM) was used, a model that
has the advantage of being specific to information technol-
ogy and has a strong theoretical basis, in addition to broad
empirical support Okoli (2015).

The model suggests that when users are introduced to a
new technology, several factors influence their decision on
how and when they will use it, notably: (i) Perceived Useful-
ness (PU) - the degree to which a person believes that using
a certain system would increase your work performance; and
(ii) Perceived Ease of Use (PEOU) - the degree to which a
person believes that using a certain system would be effort-
less Davis et al. (1989). Thus, a questionnaire was prepared
whose questions are shown with table 1, using the Likert
scale Likert (1932): I totally disagree; I partially disagree;
Indifferent; I partially agree; and I totally agree.

Uhttps://aws.amazon.com/pt/iot/
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In this stage of designing the [oT PD-RPM, the evaluation
questionnaire developed was applied to 10 doctors from three
hospitals in the city of Pelotas-RS, being presented to them a
demonstration of the [oT PD-RPM, and the alerts, generated
at from MIMIC-III, which brought them closer to the actual
functioning of the proposal.

It is essential to assess whether the questionnaire used in
the research can infer or measure what it really proposes, pre-
cisely, to give relevance to the research. Cronbach’s Alpha
Coefficient is a widely used measure of reliability (assess-
ment of the internal consistency of questionnaires) for a set
of construct indicators. Cronbach’s Alpha Coefficient mea-
sures the correlation between the answers in a questionnaire,
considering the analysis of the profile of the answers given.
It is calculated from the sum of the variance of the individ-
ual items and the sum of the variance of each evaluator Taber
(2018).

In the literature it is found that acceptable alpha values
range from 0.70 to 0.95. A low alpha value may be due to
a low number of questions, low interrelation between items
or heterogeneous constructions. If alpha is too high, it may
suggest that some items are redundant as they are testing the
same question but with a different look and feel. A maximum
alpha value of 0.90 is recommended Streiner (2003). Consid-
ering the data obtained in the questionnaire, the Cronbach’s
Alpha value was equal to 0.876.

Based on the value obtained for Cronbach’s Alpha, greater
than 0.7, we can consider that the assessment made by health
professionals, following the methodology of the TAM pro-
posal, has considerable reliability, and can be understood as
a representative instrument of medical opinion.

The physicians, objects of the research, were fully satis-
fied with the functioning of the IoT PD-RPM, not only in
its functional aspects, but also with the possibility of earlier
diagnosis and improved adherence to treatment.

7 Conclusion and Future Work

IoT PD-RPM acquires vital signs data, images and other
significant parameters for peritoneal dialysis at the patient’s
home under treatment, through sensors with an IoT profile.

The acquired data are processed both by pre-defined rules
that will assess whether the vital signs are in a normal range,
as well as by rules specified by the medical team of the
patient in question. Based on the processing of these rules,
alerts are generated so that doctors are notified of events that
have occurred with their patients.

Based on the processing of these rules, alerts are generated
so that physicians are notified of events that occur with their
patients

With the IoT PD-RPM, it is possible to anticipate diag-
noses and procedures by the medical team, as well as provid-
ing greater patient safety, which enhances their adherence to
treatment, as well as reducing the number of visits to clinics
and offices.

The current phase of the research involves a clinical study
with 12 patients, all on home peritoneal dialysis. However,
due to the preliminary nature of this study and its recent
implementation in the user community, there is not enough
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Table 1. TAM Questionnaire Answered By Evaluating Physicians

Construct Affirmative
Perceived 1 - I consider using the clear and objective .
2 - Interacting with this proposal does not require much mental effort.
ease of use -
3 - I consider the proposal easy to use.
. 4 - Using would improve my day-to-day performance.
Perceived : - - —
usefulness 5 - Using this technology would increase my productivity.
6 - Using this technology would make me more efficient.

data for a comprehensive evaluation of the [oT PD-RPM ap-
proach with real patients. Despite this, considering the im-
portance of the evaluation, it is already part of the research
group’s agenda and will be carried out as study and research
efforts progress.

Partial results obtained with physicians regarding the as-
sessment of perceived Usefulness and Ease of Use (TAM)
are promising and point to the continuation of research on
the IoT PD-RPM, while an approach that employs the EXE-
HDA middleware in the provision of approaches to health.

Among the foreseen future works is the development of a
native application for smartphones. Also the digital process-
ing of the images of the effluent bag with the objective of
analysis from the color and the use of [oT with machine learn-
ing, considering that the prediction of the value of biomark-
ers using the approach of IoT sensors is very promising.
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