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Abstract An insecure software can cause severe damage to the user experience and privacy. Therefore, developers
should prevent software vulnerabilities. However, detecting such problems is expensive and time-consuming. To
address this issue, researchers propose vulnerability datasets that facilitate the investigation of their properties. In
this regard, we investigate one of these datasets to better understand the vulnerabilities, their corrections, the authors
involved, and the properties of the correction commits. Our results indicate that some vulnerabilities require many
patches to solve. Furthermore, among the projects included in the target dataset, the Chromium project is the most
affected by these vulnerabilities. We also find that in most cases correction commits are small in terms of the
number of files and lines affected. Additionally, the authors of the corrections are mostly not new to the files that
need fixing. Finally, we find that most corrections involve changes that affect other developers and rarely affect the
developer who introduced the problem. Therefore, corrections are usually made by other developers rather than by
those who introduced the problem. We believe that our findings can help developers resolve vulnerabilities with
fewer resources, such as time, budget, and manpower.
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1 Introduction
Security is amajor concern for software developers. Insecure
software is costly to maintain and harmful to user experience
and privacy [Bosu et al., 2014]. Therefore, properly address-
ing security is crucial. To build secure software, develop-
ers aim to prevent software vulnerabilities [Meneely et al.,
2013]. These vulnerabilities represent instances of errors in
the specification, development, or configuration of software
in such a way that their execution might violate a security
policy. Software vulnerabilities could have consequences
that extend beyond system failures [Krsul, 1998]. Exploit-
ing these vulnerabilities could compromise user privacy and
have disastrous effects [Fan et al., 2020].
Unfortunately, finding software vulnerabilities requires

expertise in the specific system and software security [Allen
et al., 2006; McGraw et al., 2008]. Consequently, iden-
tifying and fixing vulnerabilities is expensive and time-
consuming [Ponta et al., 2019]. To overcome this issue, re-
searchers propose a range of solutions, such as tools to auto-
matically detect certain types of errors [Perl et al., 2015; Graf
et al., 2013] or datasets of known vulnerabilities [Fan et al.,
2020; Gkortzis et al., 2018; Ponta et al., 2019]. In particular,
these datasets consist of a collection of vulnerability records
typically linked to an existing vulnerability database, such
as the Common Vulnerabilities and Exposures (CVE) [The
MITRE Corporation, 2023]. They enable developers and re-
searchers to investigate various properties related to vulnera-
bilities and their resolutions.
In this study, our primary goal is to investigate the charac-

teristics of commits that address vulnerabilities. To achieve
this, we formulate seven research questions aimed at identify-

ing the vulnerabilities with the highest number of patches to
solve, understanding the complexity of fix patches in terms
of the number of lines and files altered, assessing the experi-
ence of authors handling these corrections, and determining
whether the fixes impact code written by other developers or
by the authors themselves.
These findings could help developers understand the com-

plexity of vulnerability-fixing patches in lines of code or in
the number of files. Also, they may help project managers
assign developers to fix vulnerabilities based on developers’
experience in the code and the project, or even in the vulner-
ability itself. In addition, this work provides future work on
the development of automated tools to help project managers
with these tasks.
To answer these research questions, we measure a set of

metrics considering vulnerability-fixing commits present in
the Big-Vul dataset [Fan et al., 2020]. These commits are
scattered across four open-source projects: Chromium [The
Chromium Projects, 2023], Linux [The Linux Kernel
Archives, 2023], ImageMagick [ImageMagick, 2023], and
FFmpeg [FFmpeg, 2023].
Our findings indicate that the vulnerabilities with the high-

est number of patches to fix in the Big-Vul dataset are spe-
cific to the projects in which they occur. This is because
most VFCs are derived from Common Vulnerabilities and
Exposures (CVEs), which are tied to the context of individual
software projects. For example, CVE-2021-28751 highlights
a vulnerability in the PDF functionality of Google Chrome,
illustrating how these vulnerabilities often relate to project-

1https://cve.mitre.org/cgi-bin/cvename.cgi?name=
2012-2875
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specific features or components. Additionally, we find that
vulnerability fix patches typically do not affect a large num-
ber of files or lines of code. Moreover, our results demon-
strate that the authors handling vulnerability fixes are experi-
enced within the projects they are working on, and they are
not new effective authors of the code they fix. Lastly, we
observe that the corrections are generally carried out by au-
thors other than those who originally introduced the vulnera-
bilities.
In this way, the contributions of this work help developers

understand the characteristics of vulnerability fixes. They
also assist in defining the right developers for these fixes,
using factors such as experience or even whether the devel-
oper contributed to the introduction of the vulnerability or
not. Moreover, we make the scripts and the data from the
studied projects available in our online Appendix [Almeida
and Andrade, 2024].
The remainder of this work is organized as follows. Sec-

tion 2 presents the key concepts necessary for a comprehen-
sive understanding of this research. Furthermore, Section 3
describes our research method. Next, in Section 4, we ex-
plain our assessment as well as its results. Following that, in
Section 5, we discuss related work. Finally, in Section ??,
we provide the conclusion of this work.

2 Background
This section presents the concepts necessary for an under-
standing of this work. We begin by defining vulnerabilities
in Section 2.1. Moreover, in Section 2.2, we explain con-
cepts of vulnerability datasets and, in particular, the one we
use in this work, which is called Big-Vul [Fan et al., 2020].

2.1 Vulnerability
A software vulnerability is an instance of an error in the spec-
ification, development, or configuration of software such
that its execution can violate a security policy [Krsul, 1998].
Therefore, a vulnerability can be just a simple coding mis-
take, but it can lead to catastrophic failures that compro-
mise the confidentiality, integrity, and availability of the sys-
tem [Meneely et al., 2014].
In the context of our work, there are two types of com-

mits related to vulnerabilities. First, the Vulnerability-
Contributing Commit (VCC) represents commits that con-
tribute to the introduction of vulnerabilities in a software
project [Meneely et al., 2013; Bosu et al., 2014]. Second,
Vulnerability-Fixing Commit (VFC) refers to commits that
remove or correct a vulnerability that was introduced in an
VCC [Wan, 2019].
In this context, developers often report identified vulner-

abilities in repositories such as the Common Vulnerabilities
and Exposures (CVE) [The MITRE Corporation, 2023] or
the National Vulnerability Database [National Institute of
Standards and Technology. National Vulnerability Database
(NVD), 2021]. Table 1 provides an example of a vulnerabil-
ity registered in the CVE2.

2https://www.cve.org/CVERecord?id=CVE-2012-2390

Table 1. CVE-2012-2390 properties
Description Memory leak in mm/hugetlb.c

in the Linux kernel before 3.4.2
allows local users to cause a
denial of service (memory consum-
ption or system crash) via invalid
MAP_HUGETLB mmap operations.

Confidentiality impact None
Integrity impact None
Availability impact Complete
Type Denial of Service (DoS)
Access complexity Low

The CVE-2012-2390 vulnerability was identified by the
Red Hat Linux Team3 in June 2012. It is related to a problem
in a Linux kernel file that malicious developers could exploit
to cause a Denial of Service (DoS) [Wood and Stankovic,
2002]. If successfully exploited, the correct exploit of this
vulnerability could lead to complete unavailability of the ex-
ecuting Linux kernel. Therefore, in Section 2.2, we explain
how researchers and developers use datasets to gather infor-
mation about vulnerabilities and their corrections.

2.2 Vulnerability datasets
To investigate the issue of a VCC, researchers propose a num-
ber of solutions, such as tools for automatically detecting
certain types of vulnerabilities [Perl et al., 2015; Graf et al.,
2013] and datasets of known vulnerabilities [Fan et al., 2020;
Gkortzis et al., 2018; Ponta et al., 2019]. In particular, a
dataset comprises a collection of vulnerability records typi-
cally linked to an existing vulnerability database, such as the
CommonVulnerabilities and Exposures (CVE) [TheMITRE
Corporation, 2023]. These datasets enable developers and re-
searchers to investigate various properties related to vulnera-
bilities.
In this way, we could analyze the records in a dataset to

gather useful information, such as the vulnerability identifi-
cation number, classification, publication date, or link to the
fix commit on GitHub [Fan et al., 2020; Liu et al., 2020].
For example, given the link to the fix commit on GitHub, we
could gather additional useful information about the commit,
such as its date, author, commit message, modified files and
lines of code, or programming language [Fan et al., 2020;
Liu et al., 2020].
Furthermore, we can use this information to better under-

stand how developers address a specific vulnerability in a
project. For example, we could analyze the sociotechnical
context in which these vulnerabilities are fixed [Meneely and
Williams, 2012]. Consequently, various datasets are avail-
able for this purpose [Fan et al., 2020; Gkortzis et al., 2018;
Liu et al., 2020; Perl et al., 2015; Ponta et al., 2019]. In this
work, we use the Big-Vul [Fan et al., 2020]. We provide fur-
ther details in Section 3.2.

3 Study Settings
To begin our study, we analyze five different researches
about Vulnerability Datasets. In the first research [Liu et al.,

3https://www.redhat.com/pt-br/authors/
red-hat-enterprise-linux-team
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2020], the authors select five open-source projects and in-
vestigate public vulnerability data sources, including the Na-
tional Vulnerability Database (NVD) [National Institute of
Standards and Technology. National Vulnerability Database
(NVD), 2021], Bugzilla reports [The Bugzilla Guide, 2024],
security bulletins, and GitHub commits. In the second
study [Perl et al., 2015], the authors develop a code analysis
tool that detects suspicious commits using an SVM-based de-
tection model. They also provide a large VCC database with
the results. The third research [Ponta et al., 2019] provides a
manually curated dataset on vulnerability fixes called Vulas,
with more than 1,200 commits to vulnerability fixing from
205 different open-source Java projects. However, we be-
lieve that the sample of the dataset is small given the number
of projects. The fourth research [Gkortzis et al., 2018] intro-
duces the VulinOSS, which is a vulnerability dataset stored
in a database with information such as CVE, CWE, and met-
rics encompassing 156 projects. The last research [Fan et al.,
2020] introduces the Big-Vul, which is a C/C++ vulnerability
dataset containing information such as CVE IDs, CVE sever-
ity scores, CVE summaries, code changes, project name, etc.
It includes 348 projects in a CSV file with commit hashes be-
fore and after the fix. We selected the Big-Vul dataset over
the previous studies cited since it covers more projects and
vulnerabilities than other datasets [Ponta et al., 2019; Gko-
rtzis et al., 2018]. Also, the Big-Vul offers its data in a single
CSV file. Therefore, we select the Big-Vul as the dataset for
our work. We provide further details in Section 3.2.
The remainder of this section is organized as follows.

In Section 3.1, we explain our research questions and met-
rics. In addition, in Section 3.2, we discuss the vulnerability
dataset that we select for this work, namely Big-Vul, and we
explain the target software projects that we use in this work.
Finally, we explain how we conduct data collection and anal-
ysis to draw our conclusions in Section 3.3.

3.1 Goal-Question-Metric
To better drive our work, we adopt the Goal-Question-Metric
(GQM) approach [Basili et al., 1994]. Our goal is to investi-
gate the characteristics of commits that address vulnerabili-
ties in open-source software. To achieve this goal, we define
seven research questions. We aim to answer these questions
with the help of seven software metrics. Table 2 summarizes
our GQM approach.
As shown in Table 2, RQ1 is important to understand

which vulnerabilities have the highest number of patches
required to solve in software projects. Developers could
use such information to focus their efforts on searching for
certain types of vulnerabilities, and decrease the number of
patches required to fix the CVE. To answer RQ1, we use
the Number of Patches to Solve (NPS) metric, which is the
number of occurrences of a specific vulnerability, either in a
project or in a dataset. Therefore, our goal is to identify the
vulnerabilities with the highest number of patches that might
enable developers to be aware of them and take the necessary
measures to solve them in fewer patches.
Moreover, the answers toRQ2 andRQ3might help devel-

opers understand the size of vulnerability fix patches. To an-
swer them, we use two metrics: Code Churn [Meneely and

Williams, 2012] and File Churn. The former measures the
number of lines modified in a file in a given commit. For
example, the sum of added and removed lines. On the other
hand, we define the latter as the number of files altered by
the author. In other words, File Churn represents the number
of files added, removed, or modified in a commit. Therefore,
answering these research questions can help developers eval-
uate beforehand the effort required to fix vulnerabilities in
the number of lines and files changed.
Regarding RQ4 and RQ7, our aim is to investigate two

aspects: first, whether a vulnerability-fixing commit author
is effectively new to the corresponding code and second,
whether an author has prior experience in fixing vulnerabili-
ties within a specific project. To answer both research ques-
tions, we use the New Effective Author (NEA) and the Num-
ber of Commits Before (NCB) metrics. NEA is a nominal
‘Yes’ when an author has previously committed to a given
file or a ‘No’ otherwise [Meneely et al., 2013]. In contrast,
we define the NCB metric as the number of commits by an
author in a project before a given commit. Thus, answers to
these research questions may help developers better define
whether an author should be assigned to fix the vulnerability
based on his experience with the vulnerable code or in the
project overall.
Additionally, RQ5 is important to provide evidence that

the author of a vulnerability fix is the same author who intro-
duced the issue previously. For that purpose, we define the
Percentage of Self Churn (PSC). It represents the percentage
of modified lines that were written by the commit author out
of the total number of altered or removed lines. For exam-
ple, if there are only line additions in a given file, the PSC is
zero because no lines were removed or altered; if five lines
were modified and only three of these lines were written by
the commit author, then the PSC is 60%, as 60% of the re-
moved or altered lines were written by the commit author.
This metric is based on the Percentage of Interactive Churn
(PIC) metric Meneely and Williams [2012].
At last, RQ6 aims to determine whether Vulnerability-

Fixing Commits commonly affect code written by other de-
velopers. This could indicate whether vulnerabilities are in-
troduced through the contributions of numerous developers,
a few developers, or just one developer. In this context, we
use the Number of Affected Authors (NAA)metric [Meneely
et al., 2013], which represents the number of distinct authors
in addition to the commit author whose lines were affected
by a given commit.

3.2 Vulnerability Dataset
In this work, we use the Big-Vul vulnerability dataset [Fan
et al., 2020]. It is a large dataset that contains records of
vulnerabilities from open-source GitHub projects written in
C/C++. Additionally, this dataset associates vulnerability oc-
currences with their corresponding Common Vulnerabilities
Exposures (CVE) [The MITRE Corporation, 2023] identifi-
cation. The CVE project consists of a list of records in which
each vulnerability is associated with an identification num-
ber, a description, and at least one public reference where the
vulnerability was discovered. Anyone can contribute to the
list by updating a vulnerability record found in their project.
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Table 2. Our GQM approach
Goal
Purpose To investigate commits that address
Issue vulnerabilities
Object for open-source software
Viewpoint from a developer viewpoint
Questions and Metrics
RQ1- What are the five CVEs the require -Number of Patches to Solve (NPS)
the highest number of patches to be resolved?
RQ2- How many lines do the -Code Churn
Vulnerability-Fixing Commits patches change?
RQ3- How many files do the -File Churn
Vulnerability-Fixing Commits patches change?
RQ4- Are the authors of Vulnerability-
Fixing Commits new to the -New Effective Author (NEA)
code that they are changing?
RQ5- Do the Vulnerability-Fixing Commits
change code written by the same author -Percentage of Self Churn (PSC)
of the Vulnerability-Contributing Commit?
RQ6- Do the Vulnerability-Fixing
Commits affect code written by many -Number of Affected Authors (NAA)
other developers?
RQ7- How experienced are the authors -Number of Commits Before (NCB)
of Vulnerability-Fixing Commits in the project?

In summary, the Big-Vul comprises 4,432 code commits
containing fixes for 3,754 code vulnerabilities across 348
different open-source projects, encompassing 91 different
types of vulnerability. Additionally, the Big-Vul dataset en-
ables analysis of different vulnerability characteristics and
the corresponding code changes that fix these vulnerabili-
ties. It could also improve vulnerability detection and res-
olution [Fan et al., 2020]. In addition to CVE identification,
Big-Vul records contain details such as vulnerability avail-
ability, integrity, and confidentiality, publication date, sum-
mary, vulnerability classification, commit hash, and commit
message that resolves the issue. Further, it includes informa-
tion about the modified files, programming language (C or
C++), project name, and the commit hashes before and after
the vulnerability fix.
This information is available as illustrated in Table 3. Each

row represents a tuple of feature and its description. For ex-
ample, CVE ID is the unique identifier for the vulnerability
in the CVE database [The MITRE Corporation, 2023], while
the CVE Page provides the link to the vulnerability on the
CVE website. The Project, Commit ID, and Reference Link
show the project where the vulnerability was found, the com-
mit that fixes it in the project, and the link to the public ref-
erence for the fix, respectively.
To answer our seven research questions, we select

four software projects within Big-Vul: Chromium [The
Chromium Projects, 2023], Linux [The Linux Kernel
Archives, 2023], ImageMagick [ImageMagick, 2023], and
FFmpeg [FFmpeg, 2023]. In this context, we analyze their
commits, the lines of code that affected those commits, and
the developers who authored those commits. In this way, we
limit our options to publicly hosted open-source projects on
GitHub with access to the entire project code, commit his-
tory, and commit authors.

First, Chromium is an open-source web browser devel-
oped by Google, which also serves as the foundation for
browsers from other companies. This makes Chromium
the most popular web browser today [W3Schools, 2023].
Chromium is written in the C programming language and has
a public mirror repository on GitHub with more than a mil-
lion commits and over 2,900 contributors [The Chromium
Repository on GitHub, 2023]. It also has the highest number
of vulnerability occurrences in Big-Vul, with 1,518 records.
Second, Linux is an open source operating system that is

used on desktops, servers, and mobile devices. It is writ-
ten in the C programming language. Linux has a public
repository on GitHub with almost 15,000 contributors and
over a million commits [The Linux Repository on GitHub,
2023]. Similarly to Chromium, several companies contribute
to its development. In 2017, private companies, such as
Red Hat and Intel, were doing over 85% of Linux’s devel-
opment [The Linux Foundation, 2017]. Additionally, Linux
has 927 records of vulnerabilities in Big-Vul.
Third, ImageMagick is also open source software; it is a

suite used for editing and manipulating digital images. Im-
ageMagick features a command line interface that allows
the execution of complex image processing tasks, as well
as APIs to integrate its functions into other programs [Im-
ageMagick, 2023]. It is written in C and is publicly avail-
able on GitHub with 149 contributors and more than 20,000
commits [The ImageMagick Repository on GitHub, 2023].
Moreover, ImageMagick has 189 vulnerability records in
Big-Vul.
Finally, FFmpeg is an open source multimedia tool set ca-

pable of performing various operations on multimedia con-
tent, such as images, videos, and audios [FFmpeg, 2023].
FFmpeg is also written in C and supported on most popular
platforms, such as Linux, Windows, and MacOS. FFmpeg
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Table 3. Big-Vul Features
Feature Description

access_complexity

Reflects the complexity
of the attack required to
exploit the software fea-
ture misuse vulnerability

authentication_required
If authentication is requi-
red to exploit the vulne-
rability

availability_impact

Measures the potential
impact to availability of
a successfully exploited
misuse vulnerability

commit_id
Commit ID in code repo-
sitory, indicating a mini-
version

commit_message
Commit ID in code repo-
sitory, indicating a mini-
version

confidentiality_impact

Measures the potential
impact on confidentiality
of a successfully exploited
misuse vulnerability

cwe_id Common Weakness
Enumeration ID

cve_id Common Weakness
Enumeration ID

cve_page CVE Details web page
link for that CVE

summary CVE Details web page
link for that CVE

score
The relative severity of
software flaw vulnera-
bilities

files_changed All the changed files
and corresponding patches

integrity_impact

Measures the potential
impact to integrity of a
successfully exploited mis-
use vulnerability

version_after_fix Mini-version ID after
the fix

version_before_fix Mini-version ID before
the fix

lang Project programming
language

project Project programming
language

publish_date Publish date of the CVE

ref_ink Reference link in the CVE
page

update_date Update date of the CVE
vulnerability_classification Vulnerability type

is also publicly available on GitHub with more than 1,300
contributors and surpassing 100,000 commits [The FFmpeg
Repository on GitHub, 2023]. This project has 84 records in
Big-Vul.

3.3 Data Collection and Analysis
For the purpose of collecting data from the Big-Vul dataset,
we formulate three queries. The first query aims to retrieve
information regarding vulnerabilities, selecting their IDs and
counting their occurrences in the Big-Vul dataset. The sec-
ond query searches for the amount of VFCs per project, sort-
ing the results from the highest to the lowest amount of VFCs.
On the other hand, the last query retrieves the hashes of
available VFCs in the Big-Vul dataset and organizes them
by project.
Additionally, to obtain the metric values (Table 2), we ex-

ecute the following procedure. First, we clone the selected
target projects (Chromium, Linux, ImageMagick, and FFm-
peg) to our machine. Then, we write and execute scripts
to calculate each metric. These scripts use Git commands
to retrieve information related to VFCs and their authors.
Afterwards, we develop and run another set of scripts that
query the GitHub REST API [GitHub REST API, 2021] to
retrieve information about the experience of the VFC au-
thors in each selected system. Finally, we create and execute
scripts to generate charts for eachmetric of every project. We
provide the queries and additional scripts in our online Ap-
pendix [Almeida and Andrade, 2024].

4 Evaluation
In this section, we present our assessment. Sections 4.1 to 4.7
answer our seven research questions. Following that, in Sec-
tion 4.8, we discuss the answers and their consequences. Last
but not least, in Section 4.9, we detail the threats to the valid-
ity of our study.

4.1 Number of patches to solve
For RQ1, we aim to determine the five vulnerabilities that
have the highest number of patches to solve. Particularly,
for this research question, we take into account all projects
included in the Big-Vul dataset. Table 4 displays the top five
vulnerabilities with the highest number of occurrences in Big-
Vul. To gather this information, we search the dataset by se-
lecting distinct CVEs alongwith their number of occurrences.
Additionally, we extract the projects where these vulnerabili-
ties occur and their vulnerability descriptions. Thus, the first
column of the table contains the CVE Identifier, which is a
unique ID referencing a known vulnerability in the CVE [The
MITRE Corporation, 2023]. The second column, NPS, cor-
responds to the number of vulnerability occurrences. The
Project column represents the project name where the vul-
nerability occurred, and the Description column shows a syn-
opsis of the CVE vulnerability [The MITRE Corporation,
2023].
The first vulnerability with the highest number of patches

to solve is CVE-2012-2827, which appears in the Chromium
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Table 4. Top 5 CVEs with highest number of patches to solve
CVE ID NPS Project Description

CVE-2012-2875 15 Chromium
Multiple unspecified vulnerabilities in the PDF functionality of
Google Chrome before version 22.0.1229.79 allow remote attackers
to potentially exploit the system via a crafted document..

CVE-2015-1265 14 Chromium
Multiple unspecified vulnerabilities in Google Chrome before
version 43.0.2357.65 allow attackers to cause a denial of service
or potentially have other impacts via unknown vectors.

CVE-2013-0892 7 Chromium

Multiple unspecified vulnerabilities in the IPC layer of Google
Chrome before version 25.0.1364.97 on Windows and Linux,
and before 25.0.1364.99 on Mac OS X, allow remote attackers
to cause a denial of service or potentially have other impacts via
unknown vectors.

CVE-2017-6903 7 OpenJK

In ioquake3 and other id Tech 3 engine forks before 2017-03-14,
insufficient content restrictions in the auto-downloading feature
allow malicious files to load as native code DLLs, potentially
overriding user configurations and enabling sandbox escape.

CVE-2011-3110 6 Chromium
The PDF functionality in Google Chrome before version 19.0.1084.52
allows remote attackers to cause a denial of service or other impacts via
out-of-bounds write operations.

project. This vulnerability affects the PDF reading func-
tion of the browser, allowing malicious PDF files to launch
remote attacks that could cause immeasurable harm to the
browser user [CVE-2012-2827, 2023].
The second and third vulnerabilities with the highest num-

ber of patches found in Big-Vul are CVE-2015-1265 and
CVE-2013-0892, both of which occur in the Chromium
project. These vulnerabilities enable attacks that could lead
to application service failures, resulting in program crashes
or even other unknown impacts [CVE-2015-1265, 2023;
CVE-2013-0892, 2023].
The fourth vulnerability with the highest number of

patches is CVE-2017-6903. Unlike the others, this vulner-
ability occurs in the OpenJK project, which maintains the
engines to run certain old games [OpenJK, 2023]. This vul-
nerability allows malicious files to be downloaded and alters
user settings, as well as modifies unwanted DLL code, lead-
ing to game crashes [CVE-2017-6903, 2023].
The last vulnerability with the highest number of patches

analyzed is CVE-2011-3110, which also occurred in the
Chromium project. Similarly to the first vulnerability, it also
affects the Chromium PDF function. This vulnerability al-
lowed remote attacks through malicious PDFs that caused a
service failure in the application, resulting in the shutdown of
the application due to write operations outside the designated
memory space for Chromium [CVE-2011-3110, 2023].
Last but not least, we answer RQ1 stating that the vul-

nerabilities with CVE identifications CVE-2012-2827, CVE-
2015-1265, CVE-2013-0892, CVE-2017-6903, and CVE-
2011-3110 present the highest number of occurrences within
the Big-Vul dataset, that is, the highest number of patches
to solve. However, these vulnerabilities are project-specific.
Consequently, developers may not be able to use the answers
toRQ1 to proactively solve these vulnerabilities in their own
projects with fewer patches, as it is unlikely that the same
vulnerabilities would manifest in the same way in a different
project. Nevertheless, these results could still help develop-
ers solve similar vulnerabilities in other projects quicker and

with fewer patches.

4.2 Number of Altered Lines
For RQ2, we determine how many lines of code developers
alter in VFC patches. To answer this question, we calculate
the Code Churn metric by iterating through the VFCs of each
project using their commit_id found in the Big-Vul dataset.
This can be accomplished by retrieving the files_changed
feature from the Big-Vul dataset and parsing its data or by
iterating through the projects’ commits to extract the data.
We opt for the latter approach.
To achieve this, we develop a script that works as follows.

1. Run the git checkout -f ${hash} to navigate to
the desired commit.

2. Run the git diff --name-only HEAD~1 command
to retrieve the files changed between the checked-out
commit and the immediate commit before it.

3. For each file in a commit, run the
git log -1 -p -U0 -- "${file}" with the
grep command to filter the number of lines added or
removed.

4. Then, we count the number of added and removed lines.
5. Finally, we sum the total number of added line with

the total number of removed lines resulting in the Code
Churn.

Table 5 illustrates the values of the Code Churn metric for
the VFCs of the selected projects. The resulting table has
five columns, and the first represents the project. The second
column,Mean, represents the sum of all Code Churn values
divided by the number of values for each VFC in the project.
The next column, Median, shows the central value among
the Code Churn values of each VFC in the project. We also
calculate the Trimmed Mean by removing 10% of the data
extremes. In this context, the Trimmed Mean is interesting
because the values of Mean and Median are significantly
different, which indicates the presence of outliers in the set
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of Code Churn values for each project. Lastly, the column
#VFCs displays the total quantity of VFCs for each project.

Table 5. Code Churn metric
Project Mean Median Trimmed # VFCs

Mean
Chromium 222.07 27.50 53.82 1518
Linux 30.77 8.00 13.82 927
ImageMagick 36.48 6.00 9.92 189
FFmpeg 9.00 5.00 6.38 84

As shown in Table 5, the Chromium project has aMean of
222.07 additions and deletions of code in VFCs. This may in-
dicate that vulnerability-fixing patches in the project often re-
quire a significant amount of code changes. However, when
looking at theMedian value, we notice that it is much lower
than the Mean: 27.5. This indicates that the Mean value
does not reflect the common number of lines changed in a
VFC for the Chromium project. In other words, we can only
say that there are some fixes that do require many lines. How-
ever, it is not common. Moreover, the Trimmed Mean for
Chromium is 53.82. Therefore, it indicates that the number
of changes tends to be lower than theMean suggests.
Different from Chromium, theMean (30.77) and theMe-

dian (8.00) for Linux VFCs indicate that its fix patches re-
quire a lower number of changes. Furthermore, since the
Mean is higher than the Median, we can infer that the out-
lier VFCs have an impact on the results. In this context, the
Trimmed Median, which is 13.82, reassures that Linux has
smaller VFCs than Chromium.
Regarding the ImageMagick project, the Code Churn met-

ric presents slightly lower values than those of Linux. This
indicates that ImageMagick undergoes fewer code changes
in vulnerability fixes.
Furthermore, the FFmpeg project presents similarMedian

and Trimmed Mean values to ImageMagick. However, in-
terestingly, its Mean (9.00) represents roughly 25% of the
ImageMagick result. This indicates that there are few outlier
VFCs for FFmpeg.
At last, we answerRQ2 by stating that vulnerability-fixing

patches usually require only a few lines of code changes for
the selected projects. However, the size of VFCs might vary
across different projects. Consequently, we also assert that
once the vulnerability and the vulnerable code segment have
been identified, fixing the vulnerability should not require a
significant number of lines of code changes.

4.3 Number of Altered Files
Concerning RQ3, we aim to measure how many files are af-
fected by VFCs. Therefore, we calculate the File Churn met-
ric for the selected projects. This can also be achieved by
fetching the files_changed feature from the Big-Vul dataset
or by iterating through the projects’ commit_id to extract the
necessary information. We opt for the latter approach, since
we already have similar scripts from RQ2.
To achieve this, we develop a script that works as follows.

1. Run the git checkout -f ${hash} to navigate to
the desired commit.

2. Run the git diff --name-only HEAD~1 command
to retrieve the files changed between the checked-out
commit and the immediate commit before it.

3. Finally, we count the number of files changed, which is
the File Churn.

Then, we obtain theMean,Median, and TrimmedMean.
Table 6 summarizes the results.

Table 6. File Churn metric
Project Mean Median Trimmed # VFCs

Mean
Chromium 5.42 2.00 3.33 1518
Linux 1.88 1.00 1.20 927
ImageMagick 1.38 1.00 1.14 189
FFmpeg 1.19 1.00 1.00 84

Likewise, for the Code Churn metric, Chromium also has
higher values than the other projects. For instance, itsMean
is 5.42 altered files per VFC, which is at least three times
higher than the other projects. Regarding Linux, ImageMag-
ick, and FFmpeg, we observe that the Mean lies between 1
and 2, which means most VFCs have only one or two files
changed per patch.
The Chromium project also presents higher values forMe-

dian and Trimmed Mean than the other projects. In con-
trast, the Median for Linux, ImageMagick, and FFmpeg is
1.0 while the Trimmed Mean is close to 1.00. Thus, we
notice that in three out of the four selected projects, it is com-
mon for fixing patches to alter only one file per VFC.
Therefore, we answer RQ3 by stating that, in most cases,

developers implement vulnerability-fixing patches in approx-
imately one file. Nevertheless, VFCs might involve more
than one file in a few cases, as happens for Chromium.

4.4 Authors’ Previous Contribution for Al-
tered Code

As explained in Section 3.1, we use the NEA metric to an-
swer RQ4, that is, to determine whether the authors of the
VFCs are effectively new within the code they alter.
To calculate the NEAmetric, we automatically execute git

checkout to navigate through the VFCs of the four selected
projects. Therefore, for each VFC, we identify the altered
files using git diff. Next, we retrieve the author of the fix
and the commit prior to the fix using git log. This enables
us to navigate to the previous commit once again using git
checkout. Finally, we execute git blame to determine who
are the authors that have committed to the target file. We
then respond to the metric with “not NEA” if the author of
the VFC is found among the authors of the files in the commit
prior to the VFC and “NEA” if the author is not found.
Figure 1 illustrates the results of the NEA metric for

Chromium. The percentage of new effective authors in
Chromium’s VFCs is 13.57%. Therefore, the remaining
86.43% of the authors are effectively new in regard to the
code they fix. This result indicates that it is more common for
developers to make vulnerability fixes that have contributed
to the code they are correcting.
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Figure 1. NEA Metric - Chromium

Additionally, Figure 2 displays the results of the NEAmet-
ric regarding the Linux project. It is interesting to note that
Linux presents the highest percentage of new effective de-
velopers making vulnerability fixes (44.88%). Nevertheless,
this value does not surpass the number of non-NEA authors
working on these fixes. A possible reason for this scenario is
that the contribution policies of Linux are less strict than, for
example, the Chromium project. This may attract more new
developers to contribute to the project.

Figure 2. NEA Metric - Linux

In Figure 3, we present the NEA metric results for the Im-
ageMagick project. For this project, the NEA metric has a
lower rate of “NEA” (7.41%). Therefore, ImageMagick re-
ceives fewer contributions from new authors. Possible rea-
sons for these differences are: (i) few different developers
contribute to the project, (ii) this project is not as popular as
Linux or Chromium in terms of the number of commits and
contributors, and (iii) only a few contributions to the project
end up being approved during the review stage. However,
more research is needed to confirm these reasons.
Finally, we show the NEA metric chart for FFmpeg in

Figure 4. The occurrence of new effective authors that con-
tribute with VFCs for this project is 23.81%. Therefore, the
other 76.19% of VFCs are made by developers who had con-
tributed to the code before.
Thus, we answer RQ4 by concluding that the author has

indeed contributed to the code before the VFCs. However,

Figure 3. NEA Metric - ImageMagick

Figure 4. NEA Metric - FFmpeg

it is worth highlighting that the rate of new effective authors
might vary among projects. Nevertheless, stating that an au-
thor is NEA does not necessarily mean they lack experience
in the project. Since they may have contributed to other parts
of the project. To address this, we also consider RQ7 in Sec-
tion 4.7.

4.5 Correlation Between VCC and VFC Au-
thors

InRQ5, we aim to investigate whether the authors of a given
VCC are the same authors for the corresponding VFC. In
other words, we want to determine whether the authors are
fixing vulnerabilities that they previously introduced into the
project. To achieve this answer, we calculate the Percentage
of Self Churn (PSC) metric as follows:

1. Run the git diff --name-only HEAD~1 command
to obtain the names of the files changed in a given VFC.

2. Run the git log -1 -p -U0 -- "filename" with
the help of grep for each file name obtained in Step 1
to obtain the number of removed or altered lines.

3. Run the git blame -e "${filename}" along with
the grep command for each file obtained in Step 1 to ob-
tain the author of each removed or altered line obtained
in Step 2.
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4. We count the number of removed or altered lines that
were previously written by the author of the given VFC.

5. Lastly, we obtain the percentage of lines removed or al-
tered that were written by the author of the given VFC
by the total number of lines removed or altered, which
represents the resulting PSC.

We organize the results of the PSC metric in a single scat-
ter plot with the results of the selected projects, as shown
in Figure 5. The vertical axis of the plot represents the per-
centage of affected lines that were previously written by the
authors who also created the VFC. The size of the bubbles
indicates the frequency of the percentages displayed on the
vertical axis. We display the number of occurrences in the
largest bubbles for better data visualization. The horizontal
axis and the bubble colors indicate the project to which they
belong.
It is essential to note that we include bubbles on the vertical

axis, representing the occurrences where PSC is undefined,
meaning that there are only added lines. Furthermore, we add
bubbles representing the total occurrences for each project.
First, we observe the total number of VFCs analyzed for

each project. The Chromium project has 1518 commits and
Linux has 927, whereas FFmpeg has 84 and ImageMagick
has 189 VFCs. Considering that we obtained all the com-
mits from each project in the Big-Vul dataset, the Chromium
and the Linux projects have more commits than FFmpeg and
ImageMagick. Due to this difference, we consider the pro-
portions of the PSC instead of the total number.
Then, we examine the percentage of commits where the

PSC is Undefined for each project analyzed. Undefined
PSC represents cases where the commit has only added lines,
which means that there are zero altered or removed lines.
Therefore, we cannot divide the number of added lines by
zero to measure the PSC. Note that the Chromium project
has 241 undefined PSC commits, Linux has 221, FFmpeg
has 22, and ImageMagick has 42. Even though the total num-
ber of Undefined PSC is different, the proportions relative to
the total number of commits analyzed are similar. Around
22% to 27% of the commits had only added lines in Linux,
FFmpeg, and ImageMagick. Specifically, Chromium is the
only project with about 15% of the commits with only added
lines.
Next, we analyze the number of VFCs where 100% of the

lines changed were previously written by the author of the
VFC. In Chromium, that happened in 217 commits, in Linux
49 commits, in FFmpeg 7, and ImageMagick 8. In this way,
Chromium has the highest number of VFCs (14.3%) where
the PSC metric is equal to 100%, which means that 14. 3%
of the Chromium VFCs analyzed had all changed lines in the
VFC previously written by the same person who authored the
VFC. The other three projects have around 4% to 9%.
Finally, we observe the number of VFCs in which all

the changed lines were previously written by another author.
Chromium has 745 commits, Linux has 579 commits, FFm-
peg has 40, and ImageMagick has 97. In this context, Linux
has the highest percentage of commits (62.46%) where the
code was previously written by someone else.
Despite variations in sample sizes across projects, it is no-

ticeable that the PSC proportion is similar. Therefore, we

Table 7. NAA metric
Project Mean Median Trimmed # VFCs

Mean
Chromium 2.33 1.00 1.43 1518
Linux 1.65 1.00 1.15 927
ImageMagick 1.20 1.00 1.13 189
FFmpeg 1.15 1.00 0.89 84

answer RQ5 stating that, in most cases, authors are address-
ing vulnerabilities that they did not contribute to introducing
or that do not remove or alter existing code.
Although these results may initially seem contradictory to

those of RQ4, they actually complement each other. The
NEA suggests that the author of the correction had written
some of the lines in the code they corrected, whereas the PSC
confirms that in certain cases, none of the lines the author
modified were their own. Instead, these lines were written
by another author.

4.6 Affected Authors
Regarding RQ6, we aim to understand if the changes in
VFCs affect code written by other developers. Specifically,
we want to determine, among the lines altered in the VFC,
how many authors had lines affected by the fix other than
the VFC author. To answer this question, we use the NAA
(Number of Authors Affected) metric [Meneely et al., 2013].
To compute the NAA metric, we follow a set of steps sim-

ilar to those used to calculate the PSC metric in Section 4.5:

1. Run the git diff --name-only HEAD~1 command
to obtain the names of the files changed in that VFC.

2. Run the git log -1 -p -U0 -- "filename" with
the help of grep for each file name obtained in Step 1
to obtain the number of removed or altered lines.

3. Run the git blame -e "${filename}" along with
the grep command for each file obtained in Step 1 to ob-
tain the author of each removed or altered line obtained
in Step 2.

4. We remove duplicate authors from the results of Step 3.
5. Finally, we count the number of authors from the results

of Step 4, that is, the Number of Affect Authors.

After obtaining the results of theNAAmetric, we calculate
the Mean, Median, and Trimmed Mean of the collected
data from the above steps. Thus, we present them in Table 7,
along with the total number of VFCs.
In the Chromium project, we observe that the Mean is

2.33, which may indicate that two authors are affected by
VFCs. However, the Median is equal to 1.00 and the
TrimmedMean is 1.43, indicating the presence of VFC out-
liers. The same pattern repeats for the other three projects.
The Mean is higher than the Median and Trimmed Mean
due to outlier VFCs.
Due to the similarity in the values obtained for theMean,

Median, and Trimmed Mean across the different projects
under study, we address RQ6 by stating that it is common
for only one author to be affected by VFC. This means that
the fix is typically made on code that was authored by a sin-
gle developer. Furthermore, it should be noted that in the
FFmpeg project, the Trimmed Mean is less than 1.00. This
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Figure 5. PSC Metric

indicates that some VFCs are implemented by the same au-
thors who introduced the VCC. This answer helps to validate
the results of the PSC metric for RQ5 (Section 4.5). Since
when NAA is zero, PSC is undefined, and when NAA is be-
tween zero and one, PSC is high in most cases, or when NAA
is higher than one, PSC is low in most cases. Ultimately, our
results from the NAA metric align with the results obtained
from the PSC metric.

4.7 Author’s Experience for the project

Regarding RQ7, we aim to understand the experience of the
VFC authors within the project. To answer this question, we
calculate the Number of Commits Before (NCB) metric for
the authors of each VFC in each project. In other words, we
determine the number of commits made by the VFC author
before the VFC itself.
To calculate the NCB metric, we use the GitHub REST

API [GitHub REST API, 2021] since it allows querying the
author’s commits in a project. Thus, we iterate through the
VFCs of each project, retrieving their authors. Next, we fil-
ter and count only the commits made before the VFC. In
this way, Table 8 displays theMean,Median and Trimmed
Mean of the NBC results for each project. We also provide
the total number of VFCs and the total number of commits
in each project’s repository as of writing this paper.
For the Chromium project, the Mean for NCV is 600.56

commits. However, theMedian rate is 200.00, which means
that there are a few authors who are more experienced than
the majority. Furthermore, the Trimmed Mean is 290.95,
which is closer to the Median in case we compare to the
Mean. This also happens due to a few more experienced
authors.

Regarding Linux, the Mean for VFC authors is 872.60
commits while the Median is 91.00. Note that the former
is almost 10 times higher than the latter. Similarly to the
Chromium project, a few authors are more experienced than
the majority, which contributes to increasing the Median.
Furthermore, the Trimmed Mean is 292.12 because some
experienced authors are still included in the sample.
In contrast to Chromium and Linux, the Mean, the Me-

dian, and the Trimmed Mean of the VFC authors for Im-
ageMagick are higher: 1,662.77, 1,030.00, and 1,290.59, re-
spectively. These numbers indicate that the VFC authors
have long experience in the ImageMagick project. It is also
important to note that a few authors committed the 189 VFCs
for this project, and they have a large number of total com-
mits.
Surprisingly, our results for the Mean, the Median, and

the Trimmed Mean of the FFmpeg project are significantly
higher than the other three projects. In this context, only 84
VFCs are present in Big-Vul, which could lead to fewer au-
thors. In fact, we observe that an author committed the ma-
jority of these 84 VFCs. Moreover, this author has approx-
imately 30,000 commits4. Therefore, this author alone con-
tributes to increasing the FFmpeg results.
Therefore, we answer RQ7 stating that the authors of

VFCs are indeed experienced for the projects that they con-
tribute to. However, the experience in terms of commits prior
to VFCs might vary significantly. As shown in Table 8, the
authors’ experience tends to increase for smaller projects that
contain fewer VFCs. Last but not least, in Section 4.8, we
discuss our results.

4https://github.com/FFmpeg/FFmpeg/graphs/contributors

https://github.com/FFmpeg/FFmpeg/graphs/contributors
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Table 8. NCB Metric
Project Mean Median Trimmed Mean # VFCs Total # Commits
Chromium 600.56 200.00 290.95 1918 1,368,120
Linux 872.60 91.00 292.12 927 1,245,577
ImageMagick 1,662.77 1,030.00 1,290.59 189 21,918
FFmpeg 16,473.46 25,662.50 17,208.34 84 113,323

4.8 Discussion

In this section, we discuss the answers to each research ques-
tion, relate the findings, and explain their implications.
The answers to our research questions may help develop-

ers understandwhich vulnerabilities have the highest number
of patches to fix in the studied projects, how the vulnerabil-
ities are fixed, and how experienced the authors who fix the
vulnerabilities are, and their relationship with the code they
fixed.
These findings can also help researchers create tools

that help developers in vulnerability remediation activi-
ties. Moreover, they can help project managers to leverage
whether developers responsible for the introduction of a vul-
nerability should be involved in the remediation strategy [Fo-
rootani et al., 2022]. Our research questions RQ4 and RQ7
examine the experience of the VFC authors; the first con-
cludes that the authors are not effectively new to the code
they changed, while the second concludes that the authors
are experienced in the project. Thus, the answers to RQ4
and RQ7 complement each other to help developers under-
stand the experience of the VFC authors.
Moreover, the results from RQ5 demonstrate the relation-

ship between the authors of VFC and the code they modified,
providing information on their involvement in the actual vul-
nerability and helping in the decision of who should address
it. The results fromRQ6 indicate how many developers con-
tributed to the vulnerable code when it was not authored by
the author of the VFC which, more importantly, supports the
results obtained from PSC.
For instance, the commit 8ac035c in the Chromium

project reveals that the author of the commit is not a NEA.
Also, as of the time of the commit, the author had 100 com-
mits in the project. Moreover, by the PSC metric, 100% of
the changes of the commit were made in lines written by the
author. Finally, NAA being equal to zero confirms the evi-
dence of the PSC metric. Thus, we conclude that the author
is experienced. So, in the context of the discovery of a vulner-
ability associated with a commit, the project manager could
select the author of the vulnerable commit to fix the vulner-
ability, and the number of commits before that commit may
reinforce that choice.
Also, these findings can help project managers and devel-

opers to understand the complexity of a fix patch in the num-
ber of lines and files to be changed. The RQ2 and RQ3 ex-
amine the number of lines and files changed in VFCs patches
and conclude that not many lines or files changes are required
to commit a vulnerability-fixing patch. For example, the
same analysis could be done to a software project using our
scripts or an automated tool based on our scripts. Then, based
on the results, project managers could estimate themean time
to commit a patch to fix a vulnerability in their project once

the problem is discovered.
Finally, we base our study on a vulnerability dataset from

real open source projects, the Big-Vul dataset [Fan et al.,
2020], which is a curated dataset from the Common Vul-
nerabilities and Exposures (CVE) [The MITRE Corporation,
2023], and linked to the CWE IDs [The MITRE Corpora-
tion, 2024]. Both are used in several other studies such as
[Fan et al., 2020; Meneely et al., 2014; Bhandari et al., 2021;
Ponta et al., 2019; Perl et al., 2015; Chen et al., 2023] to ex-
plore vulnerabilities and fixes characteristics.
Next, we present the threats to validity concerning our

study.

4.9 Threats to Validity
In this section, we present the threats to the validity of our
study. By following [Wohlin et al., 2012], we organize the
threats as Construct validity (Section 4.9.1), External validity
(Section 4.9.2), Internal validity (Section 4.9.3), and Conclu-
sion validity (Section 4.9.4).

4.9.1 Construct validity

We select only one metric to answer each of our seven re-
search questions. This might limit the answers to our re-
search questions, since the metrics evaluated may be lim-
ited by the project and context studied, and other aspects of
vulnerability-fixing could also be investigated to sum with
our results. However, to mitigate this threat, we studied
seven metrics in four open source projects, and our results
comply with related work [Forootani et al., 2022; Piantadosi
et al., 2019].
We also plan to use more metrics to reinforce our results,

such as, 30-DayNAAbyMeneely et al. [2013], which can be
used to compare with the results of the NAA metric, 30-Day
PSC, based on 30-Day-PIC byMeneely et al. [2013], to com-
pare with the results of the PSC metric, and churn metrics,
such as Relative Churn and 30-Day Churn, to be compared
with the results of the Code Churn metric. Since calculat-
ing these metrics would require the development of new and
more complex scripts compared to those used in this work,
we chose not to include them in this study. Instead, we plan
to address them in future work.

4.9.2 External validity

Regarding external validity, this research focuses solely on
four open-source projects. Consequently, our findings can-
not be generalized to all software development projects. Fur-
thermore, our study is based on a single dataset, the Big-Vul
dataset, limiting our findings to the commits available within
it, which may not fully represent the evaluated projects.
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Additionally, exploring other datasets or scraping data for
project vulnerabilities and fixes could yield different and new
insights. Both tasks are complex since other approaches
would need to be developed to explore other datasets or
scrape data for other projects. We could, instead, explore
other projects in the Big-Vul dataset; however, other projects
have a small sample size, which means that exploring those
projects would affect the validity of our work. Therefore, fu-
ture research could investigate additional VFCs beyond the
ones we examined. However, this does not diminish the sig-
nificance of our work, as our findings can assist developers
in certain contexts and our methodology can be applied to
study other projects and datasets.
Moreover, this research is limited to projects from the

Big-Vul dataset, which includes only C/C++ open-source
projects. This limitation poses a threat to the validity of our
study as we cannot generalize the results to projects written
in other programming languages. Additionally, the Big-Vul
dataset contains a disproportionate number of vulnerability-
fixing commits (VFCs) across projects, leading to variations
in the sample sizes analyzed. These differences may influ-
ence the results obtained for each metric studied. To address
these issues in future work, we plan to include projects from
various programming languages and ensure larger, more bal-
anced sample sizes.

4.9.3 Internal validity

As threats to internal validity, our research questions RQ2,
RQ3 and RQ5 answers might be limited by the Code Churn,
File Churn, and PSC metrics, since developers might write
more lines and changemore files thanwhat is actually needed
to fix a commit [Herzig and Zeller, 2013] or a single patch
may not be sufficient to fix a vulnerability. Regarding RQ7,
the results might be limited, since some developers prefer
to make commits more frequently than others [Rahman and
Devanbu, 2011]. As of RQ4, the NEA metric results only
indicate whether an author has contributed or not to the code
they fixed. However, to mitigate this issue, we use RQ5 and
RQ7 results as complements toRQ4 results. Also, NEA and
NCB metrics could be calculated for all other contributors to
the projects to compare with RQ4, RQ5 and RQ7 results.

4.9.4 Conclusion validity

The Big-Vul dataset is curated from the Common Vulnera-
bilities and Exposures (CVE), and linked to the correspond-
ing Common Weakness Enumeration (CWE) IDs. Both are
used in several other studies to explore vulnerabilities and fix
characteristics [Fan et al., 2020; Meneely et al., 2014; Bhan-
dari et al., 2021; Ponta et al., 2019; Perl et al., 2015; Chen
et al., 2023]. However, the Big-Vul dataset lacks 306 links
from CVE to CWE IDs out of a total of 4,432 VFCs [Fan
et al., 2020]. In fact, we can also observe such cases in our
answer to RQ1 regarding the highest number of patches to
fix each CVE: the first three VFCs lack their CWE IDs (Ta-
ble 4). Thus, our work could not draw conclusions about
CWEs in the same manner as it could for CVEs. However,
in future work, we could circumvent this limitation by find-
ing the missing CWE IDs ourselves. This task would require

replicating the work of [Fan et al., 2020] or developing our
own dataset of VFCs.

5 Related Work
In this section, we detail some works related to our study,
describing and comparing each to our work.
Forootani et al. [2022] investigated the diffusion of vulner-

abilities fixed by the author of the vulnerability in software
projects, the types of vulnerabilities that are more prone to
being fixed by the author, and the time required to fix them.
Their results show that 20.55%of the vulnerabilities are fixed
by the same author of the vulnerability. In our study, we con-
ducted a similar analysis with the PSC metric, which deter-
mines the number of vulnerable lines that were previously
written by the author of the fix. We also have similar re-
sults to Forootani et al. [2022]. Therefore, our study vali-
dates their work using different metrics. However, while Fo-
rootani et al. [2022] focuses only on the authors who fixed
the vulnerability they introduced. Our analysis focuses on
the experience and collaboration of the authors who fix com-
mits and the characteristics of the fixes.
Piantadosi et al. [2019] studied the process of fixing vul-

nerabilities in open-source projects. The objective of their
study is to define the authors who fix vulnerabilities, how
long it takes to fix them, and what the procedure is that they
follow to fix the vulnerabilities. Their results indicate that
the authors of fixes are more experienced than the authors
of other commits and that the fixes used to take more than
one commit. Piantadosi et al. [2019] focuses on comparing
the characteristics of the Vulnerability-Fixing Commits with
other commits to obtain their results. We analyze the num-
ber of lines and files required to fix vulnerabilities, so that our
results can lead developers to a new understanding of VFCs.
We also provide other information on the authors’ experience
and collaboration with the code and the project.
InMeneely andWilliams [2012], the researchers introduce

variations for the socio-technical metric Code Churn. They
call them Interactive Churn and Self Churn. Later, they con-
ducted a study of the metrics in the PHP programming lan-
guage and found that there is a relation between the met-
rics and the introduction of vulnerabilities. Though we use
some of their metrics, in our study, we analyze Vulnerability-
Fixing Commits from a dataset to describe the profiles of the
commits and their authors; thus, we bring a new approach to
understanding the vulnerabilities, which is by studying their
fixes. This may help developers understand the vulnerabil-
ity, the fixes, and their authors, which are more insights to
help them tackle the vulnerabilities.
In another study,Meneely et al. [2013] used themetrics de-

fined in their later study and defined a new metric, the NEA
metric. Then, they answered their research questions using
more than one metric for each, trying to characterize the vul-
nerabilities introduced in the httpd project. In our study, we
study more projects: Chromium, Linux, ImageMagick, and
FFmpeg, though we used only one metric per research ques-
tion. We also study vulnerability-fixing commits instead. So,
we provide new information to help developers fix vulner-
abilities by studying vulnerability fixes. Also, we comple-
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ment the work of Meneely et al. [2013] by studying more
projects with their metrics and providing new metrics.
Bosu et al. [2014] studied the characteristics of security

vulnerabilities of ten open source software projects. They
find that the majority of the contributors are experienced,
whereas the less experienced introduce fewer vulnerabilities.
In addition, contributors paid to work on the project are more
prone to introduce vulnerabilities. In our study, we study
vulnerability-fixing commits and their authors’ experience.
Once again, our results provide an understanding of vulner-
abilities by analyzing the characteristics of VFCs, thereby
complementing previous work Bosu et al. [2014].
In another study, Liu et al. [2020] selected five open

source software projects and collected data from public vul-
nerability data sources, including the National Vulnerabil-
ity Database (NVD) [National Institute of Standards and
Technology. National Vulnerability Database (NVD), 2021],
Bugzilla reports [The Bugzilla Guide, 2024], security bul-
letins, and GitHub commits. Then, they present 12 insights
on the data collected in three aspects: distribution, depen-
dency, and recurrence. They utilize manual effort and auto-
mated effort to collect the data. On the other hand, we utilize
only an automated effort. The results of our study offer a per-
spective that is not addressed by them, and we also provide
the scripts to replicate our analysis.
In their study, Perl et al. [2015] propose a method for

finding potentially dangerous code in code repositories with
a significantly lower false-positive rate than comparable sys-
tems. They combined code-metric analysis with metadata
gathered from code repositories to help code review teams
prioritize their work. Their contribution encompasses a CSV
dataset, a tool to flag suspicious commits, and a quantitative
and qualitative analysis of their approach. Unlike us, they
studied with the aim of finding vulnerability code commits,
whereas we studied Vulnerability-Fixing Commits. So, their
results can help developers and teams find new vulnerable
commits in their projects and provide a dataset so that re-
searchers can study those vulnerabilities. We studied VFCs
to help developers fix vulnerabilities and provided our scripts
to help researchers replicate our study and obtain new find-
ings.

Fan et al. [2020] crawled vulnerabilities entries in the
CVE database, then they selected CVE entries that have ref-
erence links to publicly available Git repositories, where they
collected the commits’ hashes, code changes, code fixes, etc.
Finally, they created a dataset containing the collected data,
named Big-Vul, and made it publicly available. Also, they
provided some analysis of the dataset, such as the number of
vulnerabilities per project, descriptive statistics of the dataset,
etc. Unlike them, we did not create a dataset, but we used
the Big-Vul dataset as our case study. Thus, we developed
seven research questions regarding the vulnerability-fixing
commits found in the Big-Vul dataset, then we used seven
metrics to answer the research questions and obtain findings
not explored in their study.

Gkortzis et al. [2018] constructed a dataset that correlates
software metrics from open source projects with their secu-
rity vulnerabilities, made the dataset publicly available, and
provided a guide on how to use it for future research while
demonstrating some findings of the dataset. Their work is

different from ours because they developed a vulnerability
dataset, whereas we study one. Furthermore, while they
present an analysis of their dataset, we calculated seven dif-
ferent metrics on VFCs. However, their dataset has potential
for future research to replicate our study.
In another work, Ponta et al. [2019] manually curated a

dataset of open source software vulnerabilities and commits
to fixing them. They also offer an analysis of the dataset, in-
cluding details such as the number of vulnerabilities per year,
the number of commits, and more. Their study could also be
used to replicate ourwork, since they provide commit fixes to
facilitate analyzing fixes. In addition, Bhandari et al. [2021]
surveyed existing security vulnerability-related datasets to
discuss their strengths and weaknesses. Then, they propose a
method to automatically collect and curate a comprehensive
vulnerability dataset fromCVE records in the NVD. They im-
plemented the proposed method and made it publicly avail-
able. Unlike ours, their work explores the creation of new
vulnerability datasets, whereas our study examines existing
datasets to draw new conclusions and uncover findings that
assist developers in characterizing vulnerability-fixing com-
mits.

6 Conclusion
In this work, we present an analysis of vulnerability-fixing
commits and their authors in four open-source software
projects, Chromium, Linux, ImageMagick, and FFmpeg. We
gathered data from the Big-Vul dataset, the GitHub REST
API, and the actual projects’ repositories to answer the seven
research questions we defined. Our research questions aim to
investigate the vulnerabilities, the commits that fix them, and
their authors. We applied seven metrics (NPS, Code Churn,
File Churn, NAA, NEA, PSC, and NBC) to answer our re-
search questions.
The purpose of this study was to investigate the character-

istics of Vulnerability-Fixing Commits, which offer an un-
derstanding of the vulnerabilities, their fixes, and their au-
thors. Thus, developers could use our findings to understand
the complexity of a VFC in lines of code or the number of
files. Also, they may help project managers assign develop-
ers to fix vulnerabilities based on developers’ experience in
the code and in the project, or even in the vulnerability itself.
The results of this work indicate that vulnerabilities with

the highest number of patches to solve found in the Big-
Vul dataset are highly specific to the projects where they oc-
cur. We found that most of the fixes are implemented by
experienced developers in the project. Additionally, we ob-
served that Vulnerability-Fixing Commits typically involve
minimal changes to files and lines. Moreover, the authors of
the VFCs are familiar with the code, as they have made prior
contributions to it. However, the specific lines they modify
are often authored by other contributors.
We believe that our findings could improve the produc-

tivity of developers by offering insights into the character-
istics of VFCs. For example, in the case of the Chromium
project, it would be more effective to assign an experienced
developer to resolve a vulnerability, as 86.43% of the VFCs
in this project are authored by experienced developers (Fig-
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ure 1). Therefore, the Chromium team could potentially re-
duce the time required to produce VFCs by ensuring that less
experienced developers are not assigned to these tasks. Fur-
thermore, since our findings indicate that vulnerabilities are
often fixed by developers who did not introduce them (Fig-
ure 5), teams can avoid unnecessary delays by not waiting
for the original authors of the vulnerable code to address the
issue.
Additionally, better understanding of VFCs could aid

teams in assigning responsibility for fixing vulnerabilities
based on developers’ experiencewith the code and project, as
well as their involvement in the vulnerability’s introduction.
Furthermore, we have made all scripts and data publicly ac-
cessible to facilitate the replication of the study and support
future research.
In future work, our aim is to extend this research by devel-

oping automated tools to help project managers and devel-
opers better understand the complexity of the fixes and help
assign themost suitable authors to fix vulnerabilities. In addi-
tion, we plan to improve our analysis by incorporating new
research questions and additional metrics to strengthen our
findings. Furthermore, we intend to replicate this study with
additional datasets. Another interesting approach is that we
could experiment with new metrics that focus on areas such
as team collaboration dynamics or the influence of differ-
ent types of code changes on the effectiveness of fixes [den
Besten et al., 2021; Spagnoletti et al., 2022]. Moreover, we
could improve the experimental design by incorporating ma-
chine learning models [Hanif et al., 2021; Ghaffarian and
Shahriari, 2017; Harer et al., 2018]. This approach would en-
able us to uncover nuanced patterns that extend beyond the
capabilities of current metrics. Finally, we could also inves-
tigate the experience of the VFC author using an approach
such as the truck factor [Avelino et al., 2016; Rigby et al.,
2016; Cosentino et al., 2015]. Thus, we would be able to
conclude whether the VFC authors have a long experience
for the project that they contribute to.
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