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Abstract Detecting malicious activities in Information Technology (IT) is a critical component of cybersecurity and
is essential for identifying threats and attacks on systems, networks, and resources. However, security of industrial
control systems, an area of increasing concern due to the convergence of IT with Operational Technology (OT),
requires new approaches. This work proposes a novel containerized testbed architecture for industrial water sys-
tems, implemented using open-source technologies and structured according to the Purdue reference model, which
is widely used in industrial control and automation systems. The architecture aims to provide a secure and efficient
environment. The experiments demonstrate that the proposed architecture enables the simulation of computational
devices behavior in water systems under different scenarios, allowing data to be collected for the detection of ma-
licious activities, such as denial-of-service attacks and command injection. The results highlight the architecture’s
relevance to advancing research and development efforts aimed at enhancing the security of critical water infras-

tructure.
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1 Introduction

Security testing in Information Technology (IT) systems is
a well-established field, grounded in comprehensive best
practices, standardized procedures, and extensive expertise.
However, testing Industrial Control Systems (ICS) remains
a relatively new and emerging field. The evolution of to-
day’s ICS is driven by the integration of IT capabilities
into legacy Operational Technology (OT) systems, often re-
placing or enhancing traditional physical control operations
[Bhattacharya et al., 2022].

The integration of Industry 4.0 technologies into critical
water infrastructure has significantly advanced the conver-
gence of industrial networks with corporate networks and
the Internet, enabling the development of smart water sys-
tems [Tuptuk et al., 2021]. These systems play a vital role in
meeting the current and future demands for essential public
services. However, this increased interconnectivity also ex-
poses the water treatment and sewage collection processes to
new and evolving cyber risks.

In recent years, water systems have become frequent tar-
gets of cyberattacks, which can undermine the security of
the water supply and pose significant threats to public health
[Conti et al.,2021]. Therefore, it is necessary to develop and
systematically test new security techniques that can proac-
tively mitigate cybersecurity risks.

An example of this risk is the 2021 cyberattack on the wa-
ter distribution system in Oldsmar, Florida (USA). In this
incident, an attacker remotely accessed a Supervisory Con-

trol and Data Acquisition (SCADA) system through a re-
mote access application and altered the sodium hydroxide
(NaOH) concentration, increasing it from 100 parts per mil-
lion (ppm) to 11,000 ppm [?]. The effects were averted
only because an employee immediately detected the abnor-
mal change. Such attacks increases significantly as more
connected components are added to industrial plants, each
introducing additional vulnerabilities that expand the threat
landscape [?]. The potential for social impact makes these
infrastructures attractive targets for cybercriminals, and In-
ternet connectivity significantly increases the likelihood of
attacks [?].

To protect these critical infrastructures, research is be-
ing conducted on novel mechanisms to identify and prevent
cyberattacks using machine learning [Vasquez et al., 2017,
Teixeira et al., 2018]. This typically involves using a simu-
lation environment coupled with a large dataset to train and
refine algorithms [Conti ez al., 2021]. However, obtaining an
open environment with a public and up-to-date cyberattack
dataset for research purposes presents a significant challenge.
Vasquez et al. [2017]; Teixeira et al. [2018]; Nicolaio et al.
[2023] highlight that the vast majority of existing research re-
lies on outdated public datasets or that cannot be shared with
other researchers to conduct classification and data analysis
studies. Given this scenario, the development of a testbed
emerges as a viable alternative for the simulation and acqui-
sition of relevant datasets.

A cybersecurity testbed is an infrastructure designed to fa-
cilitate security testing within a controlled, simulated envi-
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ronment [Conti et al., 2021]. It is built using physical or vir-
tual equipment, allowing the evaluation of security measures
without compromising the integrity or safety of real-world
systems. A customized testbed, replicating real-world solu-
tions, allows the creation, collection and sharing of data to fa-
cilitate research in various applications, such as impact anal-
ysis, mitigation assessment, cyberphysical metrics, data and
model development, security validation, cyberattack analy-
sis, and operational training [Conti ef al., 2021; Bhattacharya
etal., 2022].

Although the literature highlights the existence of numer-
ous testbed platforms [Conti et al., 2021], only a few are
specifically designed for water treatment and distribution
processes. Among these, achieving reproducibility remains a
significant challenge, largely due to their reliance on physical
infrastructure or outdated technologies. Moreover, building
an industrial testbed is a complex task that requires signifi-
cant and diverse resources [Bhattacharya ef al., 2022].

2 Background

This section provides an overview of key concepts related to
industrial water systems, IT/OT convergence, and Industry
4.0. Tt also presents the Purdue Model framework, designed
for modeling and developing enterprise-wide industrial au-
tomation systems. In addition, it explores the cybersecurity
of ICS, discusses the cyber risks inherent to these environ-
ments, the challenges in developing effective cybersecurity
testbeds, and the role of containerized environments in simu-
lating cybersecurity scenarios. Finally, the section concludes
with a review of related work.

2.1 Industrial Water Systems

Industrial water systems are classified as Critical Infrastruc-
ture (CI), covering facilities, services, assets and systems
whose breakdown or destruction can lead to severe social,
environmental, economic, political, or international conse-
quences, thereby threatening the security of both the state
and society [?]. Cls are geographically distributed systems,
typically controlled by ICS, where failures can significantly
impact society [?].

Water systems are a type of Cyber—Physical System (CPS)
that integrates computational and physical capabilities to con-
trol and monitor physical processes [Tuptuk et al., 2021].
In the past, the security of water systems was achieved
through network isolation, limiting access to their compo-
nents [Knapp, 2024]. However, with the emergence of In-
dustry 4.0, water systems, like other CI services, are increas-
ingly adopting the philosophy of smart systems. This change
promotes the incorporation of Internet-connected industrial
devices and data analysis in ICS, increasing the number of
sensors, control capabilities, and ensuring better integration
with business processes [Tuptuk et al., 2021].

More recently, the concept of smart cities has emerged
with the evolution of CPS and the broader adoption of In-
dustry 4.0, particularly in large urban centers. In smart
cities, critical infrastructures play a central role in integra-
tion. These urban centers leverage technological solutions
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to optimize municipal operations, reduce costs, and improve
the quality of life of their residents [Branquinho and Bran-
quinho, 2021].

2.2 IT/OT Convergence and Industry 4.0

IT systems, encompassing devices for storing, processing,
and transmitting data, have historically been distinct from
OT systems, used to manage and monitor industrial pro-
cesses. Traditionally, OT, including ICS, relied on isolated
computing and network infrastructures to ensure secure and
reliable automation, often employing mechanical devices
and proprietary communication protocols [Garimella, 2018].
These systems, which include components such as SCADA
systems for control, data acquisition, monitoring, and com-
munication, as well as PLCs for the operation of sensors,
pumps, and actuators, are essential for nearly all industrial
processes and critical infrastructures [Hassanzadeh et al.,
2020].

However, the introduction of low-cost Internet-connected
devices and the adoption of open communication protocols
such as the Modbus Transmission Control Protocol (TCP),
the Message Queuing Telemetry Transport (MQTT), and the
Hypertext Transfer Protocol (HTTP) have substantially im-
proved the integration of ICS with IT networks and the In-
ternet [Knapp, 2024]. This convergence of IT and OT, a
core feature of Industry 4.0, enables real-time data collection
from sensors and actuators, facilitating remote monitoring,
advanced data analysis, and more efficient decision-making
[Stouffer et al., 2023]. Moreover, it supports extensive data
collection for Big Data analysis, optimizing industrial pro-
cesses and supply chains [Garimella, 2018].

The integration of these technologies allows industries to
improve capacity, efficiency and productivity, leveraging in-
novations such as smart factories, CPS, and interconnected
value chains [Lasi et al., 2014]. A key technology in this con-
text is the Industrial Internet of Things (IIoT), which enables
seamless interconnection among machines, systems, and in-
dustrial devices [Fraunholz et al., 2021]. By integrating the
physical and virtual worlds, the IIoT enables the develop-
ment of CPS, where virtual systems exert direct influence
over physical operations [Dawson, 2018].

Although this integration brings significant technological
advancements, it also introduces substantial cybersecurity
challenges. Increased connectivity expands the attack sur-
face, exposing ICS to a wider range of potential cyber threats
[Knapp, 2024].

2.3 Purdue Enterprise Reference Architec-
ture

The Purdue Enterprise Reference Architecture (PERA), also
known as the Purdue Model, was developed by the Purdue
University Center for Industrial Control Systems Engineer-
ing and published in 1993. It is a widely recognized frame-
work used in various industries to organize and structure ICS,
including automation systems, production plants, manufac-
turing, power generation and distribution, and water treat-
ment and distribution [Williams, 1993].
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The PERA is structured into hierarchical layers, simpli-
fying the understanding and management of ICS. This archi-
tecture includes five main layers, each offering specific func-
tions for the different types of components [Williams, 1993]:

Level 0: Process Layer - This layer consists of physical compo-

nents involved in the water treatment and distribution
process, including the tangible devices that execute the
actual operations. These components include sensors
for measurements (e.g., pressure, flow, level), actuators
to control hydraulic pumps, open and close valves, and
add chemicals, and other production equipment. It is
where the physical action takes place;

Level 1: Control Layer - This layer is responsible for controlling

the operation of the Process layer and includes devices
such as PLCs and Distributed Control Systems (DCS),
and [oT systems. These devices automate the industrial
process by receiving data from the Process Layer, con-
trolling and manipulating physical devices, and interact-
ing with components in higher layers;

Level 2: Supervisory Layer - This layer is responsible for moni-

toring, supervising, and coordinating operations at both
the process and control levels. It includes SCADA
systems, which provide functionalities such as non-
compliance alerts, control panels, management systems,
and operator interfaces. In addition to supervising con-
trol devices, these components also share data with
higher layers;

Level 3: Industrial Perimeter - This is the highest level within the

industrial network, responsible for managing the entire
industrial plant. It includes production management sys-
tems, management information systems, and data his-
torians. This level facilitates integration with the cor-
porate network and communication with the internet,
enabling the exchange of information such as reports,
maintenance files, and historical analysis data;

Level 4: Business Perimeter - This layer encompasses corporate

systems and their connection to the internet, integrat-
ing the industrial plant with enterprise systems. It pro-
vides core business functions, such as the orchestration
of operations, controlling production schedules, manag-
ing material usage, and tracking shipping and inventory
levels. This layer enables the exchange of information
between the industrial processes and the broader busi-
ness environment.

The PERA is essential for understanding the operation
of industrial systems and implementing effective cybersecu-
rity mechanisms. This architecture provides a clear, layered
framework that facilitates the assessment of security risks at
each level. Although the Purdue model was introduced in
1993, it remains relevant and accepted in the industry for the
OT scenario, due to the clarity and definition of its levels. Its
adaptability to Industry 4.0, as demonstrated in recent works
by Ghadim et al. [2023], Ekisa et al. [2021], and Ozgelik
etal. [2021].

Figure 1 illustrates the essential components of a water
treatment and distribution process, according to the PERA.
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Figure 1. Components of a water system in a PERA representation

2.4 Industrial Cybersecurity

In industrial cybersecurity, the primary goal is to ensure the
availability of control and monitoring systems, given the in-
herent risks to resources managed or affected by ICS. The tra-
ditional CIA (Confidentiality, Integrity, Availability) triad,
used in information security, is adapted in industrial con-
texts to prioritize availability, followed by integrity and, fi-
nally, confidentiality [Knapp, 2024]. Cybersecurity, there-
fore, encompasses processes of risk identification and assess-
ment, prevention and detection of threats, response to inci-
dents, mitigation of impacts, and restoration of the digital en-
vironment post-incident [ASSOCIACAO BRASILEIRA DE
NORMAS TECNICAS, 2023].

Historically, security concerns for ICS were primarily fo-
cused on physical attacks or the misuse of processing and
maintenance facilities. However, it has become increasingly
evident that ICS are also vulnerable to cyberattacks from a
variety of sources, including hostile governments, terrorist
groups, disgruntled employees, and other malicious actors
[Radvanovsky ef al., 2020].

Recent incidents reinforce the threats that Industry 4.0’s
hyper-connectivity poses if cybersecurity is not prioritized
alongside efficiency and productivity. Developing new in-
novations, equipment, and technologies without integrating
cybersecurity increases the risks associated with adopting
these advancements. Consequently, the likelihood of signif-
icant disruptions or industrial sabotage from a single cyber-
physical attack rises substantially [Prinsloo ef al., 2019].
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Entities in the water sector regularly face cyber incidents.
These incidents can compromise their core processes of wa-
ter capture, treatment, and distribution [Skiba, 2020]. Attack-
ers use various tactics to disrupt or damage operations, with
common attack types including backdoors, phishing, spoof-
ing, adversary-in-the-middle attacks, denial-of-service, ran-
somware, exploitation of publicly exposed applications, and
Advanced Persistent Threats (APTs) [Branquinho and Bran-
quinho, 2021; Stouffer et al., 2023]. These attacks can lead
to severe consequences, such as service disruption, data loss
or corruption, and reputational damage [Tuptuk et al., 2021;
Mullet et al., 2021].

Cyberattacks on critical infrastructure can originate from
a diverse set of actors with varying motivations and capabil-
ities. These actors include individual attackers, such as lone
wolves and script kiddies, as well as organized groups, like
terrorist organizations and hostile nation-states [Branquinho
and Branquinho, 2021]. Internal threats also pose signifi-
cant risks, with malicious vendors and disgruntled employ-
ees who might exploit their system access [Ogie, 2017]. In
addition, cyber-espionage actors can target water facilities
to steal sensitive data and intellectual property [Mullet ef al.,
2021].

Cyberattacks on industrial systems typically follow a four-
phase process. In the reconnaissance phase, attackers gather
information about the target organization [Naruoka et al.,
2015]. The attack phase involves gaining access to the
network through techniques such as social engineering or
exploiting vulnerabilities. Subsequently, attackers escalate
privileges and exfiltrate sensitive data during the exfiltration
phase. Finally, in the maintaining position phase, they aim to
maintain persistent access for ongoing exploitation [MITRE
Corporation, 2024].

Understanding these types, actors, and phases of cyberat-
tack is essential for developing effective cybersecurity mea-
sures in the water sector. By identifying potential threats and
vulnerabilities, water utilities can implement appropriate se-
curity controls and incident response plans to mitigate cyber
risks, ensuring the continued safety and reliability of water
services.

2.5 Testbed

Testbeds are controlled environments used to conduct exper-
iments and simulate real-world systems, such as ICS [Conti
etal.,2021]. They offer a safe and cost-effective way to eval-
uate performance, security, and other aspects of these sys-
tems without risking real-world infrastructure [RNP, 2023].
In the field of cybersecurity, testbeds are essential for simu-
lating attacks, testing security measures, and generating data
to enhance attack detection algorithms [Green ef al., 2020].
Testbeds can be implemented using various approaches,
including physical, virtual, and hybrid platforms. Physical
testbeds use real hardware, offering high fidelity but often at
ahigh cost and with greater maintenance complexity [Mathur
and Tippenhauer, 2016]. Virtual testbeds utilize virtual ma-
chines and software to simulate systems, providing flexibil-
ity and scalability at lower cost, though they may lack the
fidelity of physical setups [Ghadim et al., 2023]. Hybrid
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testbeds combine elements of both, offering a balance be-
tween realism and practicality [Conti et al., 2021].

In Industry 4.0, testbeds are essential for research and de-
velopment of new technologies and security solutions. Ef-
fective testbeds should meet key requirements, including
fidelity to real-world ICS, scalability to address evolving
needs, cost-effectiveness, and compliance with industry stan-
dards like the PERA and NIST SP 800-82 [Ani and Watson,
2021]. By considering these factors, researchers can develop
robust testbeds that contribute to the advancement of indus-
trial cybersecurity [Bhattacharya ef al., 2022].

A cybersecurity-focused testbed for industrial water sys-
tems allows researchers to evaluate the security of water sys-
tems in a simulated environment, reducing risks to real-world
infrastructure. Such a testbed enables the execution of ex-
periments under realistic conditions, including simulated cy-
berattacks. It incorporates various components such as net-
work infrastructure, SCADA systems, sensors, and actuators.
These components can be configured to model water systems
of different scales, enabling comprehensive security assess-
ments across diverse scenarios. The network infrastructure
may include firewalls, switches, and routers, facilitating net-
work segmentation and the implementation of security poli-
cies.

2.6 Containers

Containers are a lightweight virtualization technology de-
signed to provide a consistent and isolated environments
for running applications [da Silva ef al., 2018]. Unlike tra-
ditional hypervisors, containers utilize kernel-level mecha-
nisms to package application code and its dependencies, en-
abling efficient execution within a shared OS environment
[Queiroz et al., 2023]. This approach enhances scalabil-
ity, optimizes resource efficiency, and allows isolated up-
dates for individual components, making containers espe-
cially well suited for microservices architectures [Erl and
Monroy, 2024].

Key advancements in operating system virtualization,
such as FreeBSD Jails and Linux’s cgroups and names-
paces, enabled the development of modern container plat-
forms such as Docker and Linux Containers (LXC) [Queiroz
et al., 2023]. These platforms have transformed software de-
velopment and deployment by allowing applications to be
packaged and executed consistently in diverse environments
[Osnat, 2020].

Containerization involves packaging applications and
their dependencies into isolated units, ensuring consistent ex-
ecution across various environments. Its key components
include the container image, which contains the applica-
tion and its requirements; the container engine, responsible
for managing the container lifecycle; and the container reg-
istry, which stores and distributes images [Queiroz et al.,
2023]. Furthermore, orchestration tools further automate
container management in large-scale deployments, facilitat-
ing efficient scaling, load balancing, and self-healing [Erl
and Monroy, 2024].

Docker is a popular open source platform that simpli-
fies the creation and execution of containerized applications
[Mocker and Foss, 2018]. Using a Dockerfile, developers
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define instructions to build a Docker image, which pack-
ages all the necessary components to run the application.
This image serves as the blueprint for launch containers,
runnable instances of the application [Merkel, 2014]. For
multi-container applications, tools like Docker Compose en-
able efficient orchestration and management [Erl and Mon-
roy, 2024].

In cybersecurity research, containerization offers an iso-
lated and reproducible environment for simulating compu-
tational scenarios and testing security tools and techniques.
This allows researchers to safely assess the effectiveness of
security measures and develop new approaches to mitigate
cyber threats without requiring physical hardware deploy-
ments.

2.7 Related work

This section examines existing research on testbeds for indus-
trial cybersecurity, categorizing them as physical or virtual
platforms. To evaluate each environment’s contribution, the
following criteria were considered: applicable sector, simu-
lated industrial components, simulation software and hard-
ware, communication protocols employed, proposed scenar-
ios, and key findings. This analysis provides a comprehen-
sive overview of the current state of the art and identifies
gaps that the research in this paper aims to address.

2.7.1 Physical testbeds

Mathur and Tippenhauer [2016] introduced SWAT, a phys-
ical testbed for cybersecurity research in water treatment
systems. SWAT integrates real-world components, such as
PLCs, Human-Machine Interface (HMI), SCADA systems,
and network devices, using Ethernet, CIP, and Modbus for
communication. By capturing network traffic and sensor
data during normal operation and simulated attacks, the study
demonstrated the effectiveness of the testbed in evaluating
threat detection and mitigation strategies.

Ahmed et al. [2017] introduced WADI, a physical testbed
designed for security analysis in water distribution network.
Building on the SWAT platform, WADI simulates the wa-
ter distribution process using real-world components such as
PLCs, RTUs, and sensors, which communicate via Ethernet,
Modbus, and CIP protocols. This testbed enables researchers
to evaluate cyberattack detection mechanisms and analyze
the cascading effects of attacks on water distribution oper-
ations, utilizing a realistic scenario that encompasses water
storage, distribution to consumers, and return flow.

2.7.2 Virtual testbeds

Almalawi et al. [2013] developed SCADAVT, a virtual
testbed for simulating water distribution networks. Built us-
ing the CORE network emulator and Python modules, the
platform incorporates Modbus TCP communication between
PLCs and a SCADA server to monitor and control water lev-
els in three tanks. The study simulated DDoS and spoofing
attacks, demonstrating the impact of these attacks on water
supply availability and tank volume parameters.
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Carvalho and Santos [2015] proposed HONEYSCADA,
a hybrid testbed combining a Windows XP-based SCADA
system and a Linux-based Siemens S7 PLC simulator, de-
signed to generate network traffic using HTTP, Simple Net-
work Management Protocol (SNMP), and Modbus protocols.
Two scenarios were evaluated: in the first scenario, the sys-
tem on a local network segment, where tools such as NMAP,
PLCScan, Metasploit, and Wireshark were employed for vul-
nerability scanning and exploitation; in the second scenario,
the system was exposed to the internet for 90 days. During
this period, attack data was captured and analyzed using an
Intrusion Detection System (IDS).

Prates et al. [2021] and Meyer et al. [2022] described
the MENTORED TESTBED, a container-based test environ-
ment built on Software Defined Infrastructure (SDI), using
the Docker engine and Kubernetes. The platform was de-
veloped for cybersecurity experimentation with IoT devices.
While the testbed supports automated network experiments
and offers valuable metrics, such as traffic data and resource
utilization, the authors highlighted challenges related to its
complex configuration and data collection limitations. Re-
searchers relying exclusively on this environment may en-
counter difficulties due to restricted access to infrastructure
logs and a limited dataset.

Ghadim et al. [2023] introduced ICSSIM, a fully con-
tainerized simulation environment for cybersecurity analysis
of ICS. In the simulated water bottling plant, each device, in-
cluding PLCs and a SCADA system using Modbus TCP, op-
erates within its own isolated Docker container. The authors
demonstrated the impact of reconnaissance, DDoS, and com-
mand injection attacks launched from a Kali Linux attacker
station. Using Wireshark for packet capture, they analyzed
the effects of these attacks on system behavior, highlighting
the platform’s value in evaluating ICS security.

Existing research on industrial cybersecurity testbeds re-
veals a wide variety of physical, virtual, and hybrid platforms.
Although physical testbeds such as SWAT [Mathur and Tip-
penhauer, 2016] and WADI [Ahmed ef al., 2017] offer high
fidelity, their cost and complexity limit accessibility and scal-
ability. Virtual platforms, like those presented by Almalawi
et al. [2013] and Carvalho and Santos [2015], face chal-
lenges with reproducibility and the accurate representation
of real-world industrial environments. Recent works adopt-
ing containerized technologies [Prates et al., 2021; Meyer
et al.,2022; Ghadim et al., 2023] show promise in overcom-
ing these limitations by employing modular, container-based
architectures that offer improved reproducibility, scalability,
and cost-effectiveness.

Table 1 provides a summary of the key characteristics and
differences among the related works discussed.

This paper proposes a novel containerized virtual testbed
for simulating an entire water system, from capture to dis-
tribution. By utilizing containerization technology, the pro-
posed platform aims to achieve reproducibility, scalability,
and cost-effectiveness while integrating both traditional ICS
and Industry 4.0 components, such as IoT devices. This ap-
proach will enable researchers to conduct comprehensive se-
curity assessments across various scenarios, including realis-
tic attack simulations and the evaluation of new security tech-
nologies. Furthermore, a centralized data collection compo-
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Table 1. Summary of Related Works

Jorge et. al., 2025

Work Application Simulated Compo- | Resources Protocols Scenario and Results
Sector nents

SWAT Mathur | Water treat- | Allen Bradley | Physical equip- | Ethernet, CIP, | Data collection for 11 days (7 nor-
and Tippenhauer | ment. PLCs, SCADA, | ment. Modbus mal, 4 under attack). Effective in
[2016] Sensors, actua- simulating and analyzing attacks

tors, and historian on a physical system.

system.
WADI Ahmed | Water distri- | PLCs, RTUs, tanks, | Physical equip- | Ethernet, CIP, | Simulates distribution processes
etal. [2017] bution. sensors, and actua- | ment. and Modbus. and evaluates the impact of cas-

tors. cading attacks and detection ef-

fectiveness.
SCADA-VT  Al- | Water distri- | Sensors, PLCs, and | CORE emulator | Modbus TCP. | Simulation of DDoS and spoof-
malawi et al. | bution. SCADA. and Python appli- ing attacks. Interruptions and pa-
[2013] cations. rameter manipulation identified.
HoneySCADA Various indus- | Siemens S7 PLC | Ubuntu, Win- | Modbus, Two scenarios developed (inter-
Carvalho and | trial sectors. and SCADA. dows XP, Nmap, | HTTP, and | nal network and Internet). At-
Santos [2015] PLCScan. SNMP. tacks detected and logged by IDS.
Mentored Testbed | IoT. IoT devices and bot- | SDI, Docker | HTTP and | Automated environment. Chal-
Prates et al. [2021]; nets. containers, Ku- | MQTT. lenges in environment setup and
Meyer et al. [2022] bernetes, and data collection.
scripts.

ICSSIM Ghadim | Water bot- | Simulated PLCs, | Docker contain- | Modbus TCP. | Reconnaissance, DDoS, and in-
et al. [2023] tling. conveyors, and | ers, Kali Linux, jection attacks. Demonstrated be-

tanks. and Wireshark. havioral differences between nor-

mal and compromised scenarios.

nent will facilitate efficient data analysis and retrieval for re-
search purposes, addressing limitations identified in existing
platforms.

3 Containerized testbed architecture

The need for a dedicated testbed for industrial water systems
arises from significant gaps identified in the literature regard-
ing the detection and classification of malicious activities.
Researchers face challenges in accessing suitable industrial
environments to simulate attacks and collect data, as high-
lighted by several studies [Conti et al., 2021; Yu and Guo,
2019; Vasquez et al., 2017, Teixeira et al., 2018]. This lim-
itation underscores the importance of developing accessible
and adaptable testbed architectures to advance cybersecurity
research in the water sector.

The Development of a testbed to simulate water industrial
system scenarios is essential for validating new technological
components, simulating the impact of cyber incidents, and
generating high-quality data to assess the effectiveness of se-
curity measures implemented in these facilities. The testbed
must be capable of emulating the characteristics of water in-
dustrial systems, including network topology, devices, and
communication protocols such as Modbus TCP, MQTT, and
HTTP.

This research presents a containerized, modular, and open-
source testbed for simulating an industrial water treatment
and distribution system. By integrating Industry 4.0 proto-
cols and offering centralized data collection of network traf-
fic, logs, and system metrics, the platform enables realistic
cyberattack simulations in an isolated environment. This ap-
proach supports the evaluation of security measures and the
analysis of malicious activities, contributing valuable data

for understanding threat behaviors. The proposed testbed’s
portability and scalability facilitate easy reproduction across
various settings, including individual research environments
and collaborative cloud deployments.

3.1 Architecture Design

The proposed testbed architecture utilizes a modular and flex-
ible framework to simulate the ICS and network infrastruc-
ture of a water treatment and distribution facility. This archi-
tecture represents integration of traditional ICS methodolo-
gies with Industry 4.0 technologies. At the core of the system
is the central control center, which holds the SCADA server
and operator interface, facilitating communication with both
PLCs and IoT devices. PLCs are employed in the water
capture and treatment stages due to their resilience and re-
liability in harsh environments. Meanwhile, IoT devices
are used in the geographically dispersed water distribution
stage, where their flexibility and cost-effectiveness offer sig-
nificant advantages. This design underscores the adaptabil-
ity of the testbed to different operational needs and techno-
logical advancements. Furthermore, the architecture incor-
porates cloud systems for data integration and orchestration,
further enhancing its scalability and functionality. Figure 2
illustrates the devices distributed across the water capture,
treatment, and distribution process.

Following device mapping, virtual instances of network
components, operating systems, and applications were cre-
ated to simulate the operational scenario. This process en-
sures that the modeled devices seamless interaction across
the various virtual instances. The proposed topology, which
illustrates the configuration and connectivity of these virtu-
alized components, is presented in Figure 3.

The virtualization of devices was achieved using open-
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Figure 3. Testbed architecture

source software containers built on Docker, a containeriza-
tion platform. Docker was chosen for its lightweight design,
portability, and robust capability to create isolated and repro-
ducible environments, which simplify the implementation
of virtual instances. These containers represent the techno-
logical components of the water treatment and distribution
system, simulating the key functionalities and characteristics
of the system, such as control, supervision, data acquisition,
and security devices.

The dynamic behavior of the water system is simulated by
generating sensor and actuator data using specialized func-
tions. These functions produce random yet realistic data
points within predefined ranges for each device, simulating
the fluctuations observed in real-world sensor readings. For
example, if a previous water level reading exists, the function
stores this value and then generates a small random number.
This new number is added to or subtracted from the previous
reading. This approach simulates natural variations in water
levels over time, ensuring that the simulated data accurately
reflects the dynamic behavior of the physical system and en-
hances the realism of the testbed environment.

The water capture, treatment, and distribution process is
simulated in three subprocesses. Each subprocess utilizes a
specific communication protocol for integrating data from
physical control devices and supervising operations. This
approach allows the simulation of different Industry 4.0 com-
ponents and their interactions within the water system.

The first subprocess, SP1, simulates the initial stage of the
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process. It is responsible for measuring the water level of the
dam for capture and pumping it to the treatment tank. At this
stage, a level sensor is placed in the tank where chemicals
are added, followed by pumping to the distribution network,
which requires a flow sensor.

The actuators (pumps) and sensors in SP1 are controlled
through the simulation of three PLCs. Each PLC is simulated
using the same code and instantiated in three containers, each
with specific functions to update the values of the sensors and
actuators according to predefined rules:

* PLCI1: responsible for monitoring the level of the
capture dam (dam_level). It receives the simulated
dam level from the update level() function and up-
dates the Modbus register associated with the dam level
(DAM_LEVEL_ADDRESS).

* PLC2: monitors the treatment tank (tank level)
level and controls the activation of the capture
pump. The pump activates when the tank level
is below 50% and deactivated when it reaches
100%. Afterward, the PLC updates the Modbus
registers related to the tank level and the status of
the capture pump (TANK LEVEL ADDRESS and
PUMP CAPTURE ADDRESS).

+ PLC3: monitors network pressure (network pressure)
and controls the pressurizer (distribution_pump). The
pressurizer activates when the pressure is below 40 psi
and deactivated when it is above 80 psi. Afterward,
the PLC updates the Modbus registers associated with
the network pressure and the status of the distribution
pump (NETWORK PRESSURE ADDRESS and DIS-
TRIBUTION _PUMP_ADDRESS).

Figure 4 illustrates the interaction between the PLCs, sen-
sors, and actuators involved in the water treatment process.
Each PLC monitors specific parameters and controls corre-
sponding actuators to maintain optimal conditions.

Water distribution
network

Water treatment

Water capture Pump tank

FPump

'y 4+ 'y 4+ 'y

Tank level
Sensor

Dam level
Sensor

pressure
sensor

PLCT PLC2 PLC3
Figure 4. Interaction between testbed treatment process devices

In the intermediate distribution subprocess (SP2), one
function simulates a sensor measuring network pressure,
while another simulates the actuator pressurizing the network
when necessary. These devices are controlled by IoT equip-
ment, simulated in two containers with applications that in-
teract as clients with an MQTT message broker. The func-
tion that simulates the sensor acts as a publisher, sending
messages with the flow measurements, while the pressurizer
function as a subscriber, checking the data in the queue to
activate or deactivate the pressurizer based on the flow. The
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message broker uses the ’tp_sensor”, topic to manage com-
munication between the sensor and actuator in SP2.

In the final distribution subprocess (SP3), a container sim-
ulates a water flow sensor in a digital water meter (IoT). This
client sends information such as ID, date, time, and current
water flow via an HTTP POST request to a RESTful web ser-
vice. The flow metering is simulated by generating a random
floating-point number between 0 and 1. The service receives
this data, stores it in a database, and uses it for billing and
consumption tracking.

Finally, all information is centralized in the SCADA sys-
tem, which collects data via Modbus, MQTT, and HTTP pro-
tocols. It serves as the sole HMI for the operator and provides
a consolidated view of the operation.

3.2 Attack Scenario

The attack scenario was based on the techniques and tactics
represented in the MITRE ATT&CK for ICS framework!.
The attacker, shown in Figure 3, is represented by a container
running the Kali Linux operating system? with access to all
three network segments.

Reconnaissance, an initial access technique, was per-
formed by scanning the network or the application that is
accessible to the Internet to identify open ports and vulner-
abilities in the target devices. Tools like Nmap® were used to
perform port scanning and identify services on the simulated
devices.

During the attack execution phase, the goal is to compro-
mise the services identified in reconnaissance. The following
techniques were used:

* Distributed Denial of Service (DDoS) attack: aims to
overwhelm the resources of target devices by consum-
ing their resources, making them unavailable. This at-
tack is simulated using hping3 tool, which sends a high
volume of continuous TCP packets continuously, over-
loading the network and target devices. The use of
the —rand-source parameter randomizes the source IP
addresses of the packets, causing the attack to be per-
ceived as originating from multiple distinct sources. As
a result, the platform recognizes the activity as a DDoS
attack.

* Web Service Attack: aims to extract data or disrupt ser-
vice by exploiting vulnerabilities in the HTTP service,
allowing attackers to access or corrupt data.

+ Exploitation of Modbus Protocol Vulnerabilities and
Remote Command Injection: targets known protocol
vulnerabilities discovered during the reconnaissance to
inject malicious commands, disrupting or altering their
behavior of target devices.

Attack results are logged in separate files by attack type
and target, and then exported to the data collector for analy-
sis.

Thttps://attack.mitre.org/techniques/ics/
Zhttps://docs.kali.org/
3https://nmap.org/book/man.html
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3.3 Data collection

Platform data collection involves the capture of network
packets, hardware resource utilization metrics, and container-
ized device logs. This proposal utilizes the Elasticsearch,
Logstash, and Kibana (ELK Stack), a widely used open-
source toolset for monitoring, searching, securing, and an-
alyzing data. The ELK Stack includes four main products:
Elasticsearch, Logstash, Kibana, and Beats Elasticsearch
[2024].

In the data collection stage, Beats agents gather data from
the host system and devices. The Packetbeat agent captures
network packets, extracting relevant information such as pro-
tocols, IP addresses, ports, and payloads. Filebeat agents
monitor and capture logs from specified files and directories,
while the Metricbeat agent collects CPU, disk, and memory
utilization.

After data collection, the information is processed and vi-
sualized using a series of interconnected tools. First, the raw
data is sent to the Logstash service for extraction and trans-
formation. The processed data are then forwarded to Elastic-
search, a centralized repository data service. Finally, Kibana
is used for visualization and graph generation. The entire
process is illustrated in Figure 5.
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Figure 5. Tesbed data collection process

4 Experiments and results

The applicability of the proposed water industrial systems
testbed for cybersecurity research is demonstrated through
the experiments and results presented in this section, based
on the scenarios described in Subsection 3.

In accordance with PERA, the network used for the ex-
periments was virtually segmented to separate the different
simulation layers, enhancing both the security and organiza-
tion of the environment. Three subnets were established for
layer separation, as illustrated in Figure 6:

* Scadanet: interconnects the services of the ICS simu-
lation, including PLC1, PLC2, PLC3, SCADAPY, and
SCADABR;

* Cloud: services that simulates the IoT traffic (MQTT
sensor, MQTT actuator, digital water meter) and data
store components (MQTT broker and RESTful service).

+ Elk: facilitates communication among ELK stack com-
ponents (Elasticsearch, Logstash, and Kibana), respon-
sible for collecting, storing, and visualizing simulation
data.
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Figure 6. Tesbed development

The testbed was implemented using Docker (version
27.1.1) as the containerization engine on a Linux Fedora 39
host server. Containers were used to simulate the computa-
tional devices of a water capture, treatment, and distribution
system, as well as the data collection platform. Docker Com-
pose (version 1.29.2) was used to automate container initial-
ization, eliminating the need to start each container manually
and reducing the occurrence of errors during this stage. The
instructions for executing each container and its interaction
with the host operating system were defined in the configu-
ration file: docker-compose.yaml.

Table 2 presents the subnet configuration in the docker-
compose.yml file, detailing the IP address range assigned to
each subnet and the containers belonging to each segment.

Table 3 details the containerized components within the
operational scenario, including the Docker image, entry
point, IP address, and network port for each simulated de-
vice. This configuration supports the accurate simulation of
a water treatment and distribution system.

Data collection was carried out using the Elastic Stack plat-
form, using Filebeat, Metricbeat, and Packetbeat agents in-
stalled on the host system. These agents collect system and
application logs (access logs, errors, and container events),
performance metrics (CPU, memory, and disk usage), and
network traffic, respectively. Container Compose simplifies
orchestration using the official Elastic Search, Logstash, and
Kibana images. Table 4 outlines the configuration of each
container and its associated connection port.

4.1 Operation scenario simulation

The PLC simulation for SP1 involves three containers (PLC1,
PLC2, and PLC3), each running a Python application with
the pyModbusTCP.server library. This library generates ran-
dom data to populate specific registers in each PLC, accessi-
ble via the Modbus TCP protocol. Each PLC manages ded-
icated registers: PLC1 uses register 0 to store the dam level
(ranging from 0 to 99); PLC2 uses register 0 for the tank level
and register 1 for capture pump status, toggling between true
(activated when the tank level is below 50%) and false (de-
activated when the level reaches 100%). Similarly, PLC3
uses register 0 for network pressure readings and register 1

for the distribution pump status, adhering to the same logic
as the capture pump.

The communication between the pressure sensor and the
pressurizer, controlled by the IoT devices in SP2, is simu-
lated using a container with an MQTT message broker im-
plemented with Eclipse Mosquitto software, exposed on port
1883. The MQTT Sensor container is a publisher that sim-
ulates an IoT pressure sensor. It runs a Java algorithm that
generates a random pressure value between 0 and 60 every
30 seconds, publishing this data to the sensor/pressure topic.
The MQTT Actuator acts as a subscriber, simulating an IoT
pressurizer in another container. This container runs a Java
algorithm that subscribes to the topic, retrieves messages
from the sensor, and activates the pressurizer if the pressure
is below 10 or deactivates it if the pressure exceeds 50. Fig-
ure 7 illustrates the interaction between the SP2 containers.

Fublishes pressure value
MQTT Senszor
(Fublizher)

172.19.0.11 If pressure < 10, activate

 Subscribes to the topic If pressure > 50, deactivate
el L.

-
Receives pressure valus

Broker MOTT MQTT Actuator
Topic (sensonjprezsure) (Swbzcriber)
172.10.0.10:1882 172.10.0.12

Water booster
Figure 7. Interaction between the SP2 containers

The digital water meter in SP3 is simulated by a shell
script application executed from a container, with the cus-
tomer ID as an input parameter. The application generates
a random decimal value between 0 and 1, which is added to
the previous measurement, representing the water consump-
tion. The data is sent in a JSON (JavaScript Object Nota-
tion) format, containing the following fields: customerID,
currentRead, dateTime. Example of measurement submis-
sion: “customerID”: 123456, currentRead”: 1250.78,
”dateTime”: ”2024-10-12 14:35:20”. The REST API, imple-
mented using the Java Spring Boot framework and exposed
on port 8080, receives the measurements via POST request,
stores the data in the H2 database, and returns the HTTP sta-
tus code 200 (OK) in case of success. To validate the re-
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Table 2. Network Segmentation

Network Name | IP Range Containers

scadanet 172.20.0.0/16 | PLC1, PLC2, PLC3, SCADAPY, and SCADABR

cloud 172.19.0.0/16 | MQTT Broker, MQTT sensor, MQTT actuator,
RESTful Service, and Water Meter

elk 172.21.0.0/16 | Elastic Search, Logstash, and Kibana

Table 3. Containers in the Operational Scenario

Simulation Image Entry Point IP Address | Port
PLCI python:3.8-slim ["python”, /clp_simulator.py”] 172.20.0.3 | 502
PLC2 python:3.8-slim ["python”, ”/clp_simulator.py”] | 172.20.0.4 | 502
PLC3 python:3.8-slim ["python”, /clp_simulator.py”] 172.20.0.5 | 502
SCADAPY python:3.8-slim ["python”, ”/scada_service.py”] | 172.20.0.2 | 8080
SCADABR eclipse-temurin:17-jdk-alpine | [”/opt/scadabr/bin/startup.sh] 172.20.0.10 | 8080
MQTT Broker eclipse-mosquitto [systemct]”,”start”,”mosquitto”] | 172.19.0.10 | 1883
MQTT Sensor eclipse-temurin:17-jdk-alpine | [”java”,”-jar”,”/app.jar’] 172.19.0.11 | -
MQTT Actuator eclipse-temurin:17-jdk-alpine | [”java”,”-jar”,”/app.jar’] 172.19.0.12 | -
RESTful Service eclipse-temurin:17-jdk-alpine | [?java”,”-jar”,”/app.jar’] 172.19.0.2 | 8080
Digital Water Meter | alpine:latest [”./send_medicoes.sh”] 172.19.03 | -

Table 4. Data Collection Containers

Service Image IP Address | Port
Elasticsearch | elasticsearch:8.14.2 | 172.21.0.3 | 9200
Logstash logstash:8.14.2 172.21.0.4 | 5044
Kibana kibana:8.14.2 172.21.0.5 | 5601

ceived information, a second REST API allows retrieval of
the last record via GET request, with the customer ID as a
URL parameter. Figure 8 illustrates the interaction diagram
between the digital water meter and the REST API, showing
the data flow and the requests.

Send:
customer 1D, date, time and

generates current read Request last
read record T
N > g
Digital water meter RESTful service
172.18.0.2 172.19.0.2:3080

Figure 8. Interaction between the digital water meter and the REST API

Initial tests were conducted with the SCADAPY container,
developed to simulate a basic SCADA service. Implemented
in Python using the pymodbus.client library, it initializes the
scada_service.py, which generates requests every 30 seconds
via the Modbus protocol on port 503 to the three PLCs. The
collected data are then made accessible through a GET re-
quest to a REST APL

The SCADABR* project was installed in a separate con-
tainer to enhance the realism of the simulation. SCADABR
was chosen because it is free software that provides all the
functionalities of a traditional SCADA system, supporting a
wide range of industrial protocols. It is also widely used in
real-world industrial facilities, making it a suitable choice
to extend and adapt the simulation environment. To use
SCADABR, the three PLCs and the MQTT and RESTful
data concentrators were configured as data sources.

After registering all the components of the SP1, SP2, and
SP3 simulations in SCADABR, the captured data is dis-
played in a list, as shown in Figure 9. The figure illustrates

“https://www.scadabr.com.br/

the list of registered sensors and actuators, organized by sub-
process. For each entry, the name, current value, unit of mea-
surement, and the time of the last update are displayed.

Name Value Time

PLC1 - Dam Level 75 20:53:40
PLCZ2 - Capture Pump 1 205341
PLC2 - Tank Level 28 2005341
FLC3 - Distribution Pump 1 20534
PLC3 - Metwork Pressure 0 20:53 41
MOQTT Metwork Pressure - Intermediate Pressure 49.45 20:52:54
MQTT Network Pressure - Pressurizer Status 0 20:52:54
\Water Meter 1 - 1D 123456 20:52:52
Water Meter 1 - CurrentReading 100,307 20:52:52

Figure 9. Components of the SP1, SP2, and SP3 simulations listed in
SCADABR

SCADABR allows the graphical representation of the con-
figured components using the data displayed in the list shown
in Figure 9. Figure 10 presents a screen displaying a graph-
ical representation of the operational scenario, including
icons for the reservoirs, pumps, sensors, and actuators of
SP1, SP2, and SP3. The capture, treatment, and distribution
stages are visualized through the flow of water between the
elements, with colors and animations representing the status
of each component. The figure also includes line graphs dis-
playing the history of measurements from the level, pressure,
and flow sensors, enabling the visualization of trends and the
identification of anomalies. The graphical data visualization
in a SCADA system, as observed in real-world environments,
enhances the understanding of system status, enabling opera-
tors to quickly identify issues, make informed decisions, and
optimize the operation of the water system.

4.2 Attack scenario simulation

Evaluating the platform’s ability to collect relevant data dur-
ing malicious activities involved conducting a series of cy-
berattack simulations. The attacks were carried out using a
Kali Linux container, which had the Nmap, Python3, and
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Figure 10. Graphical representation of the operational scenario

Hping3 packages installed. These tools were chosen for their
effectiveness in executing the proposed attacks, including
port scanning, denial-of-service attacks, and vulnerability ex-
ploitation. Python and Shell Scripts were developed to auto-
mate these attack procedures. The results were logged and
sent to the data collector via the Filebeat agent. The “at-
tacker” container was connected to the scadanet and cloud
subnets, enabling the execution of the attack. The elk subnet
handled packet captures, log files, and container metrics. Fig-
ure 11 illustrates the simulation of the attack scenario, show-
ing the interaction between the attacker container and other
components of the platform.

Dockerfile
FROM kalilinushkali-rofling

RUM apt-get update && '
apt-get install -y nmap |
python3d hping3

4———————————————— RN mkdir fapp
\WORKDIR /app

Adtacker
COPY *.py fapp/
172.19.0.1 172.20.0.1 COPY “.sh [app/
CMD ["bin/bash"]
172.19.0.0116 172.20.0.0M6
({cloud) (scadanet)
Filebeat
v
Logstash
172.21.0.4:5044

Figure 11. Diagram of the attack scenario simulation

Initial identification and information gathering of ac-
tive devices on the scadanet (172.20.0.0/16) and cloud
(172.19.0.0/16) subnets were carried out using the Nmap net-
work scanning tool. The first scan, a quick scan was per-
formed on both subnets to identify active devices and their
IP addresses using the command nmap -sn. Results were
saved in the scadanet.log and cloud.log files. The second
stage involved scanning each device individually to identify
open ports. For this, Nmap was used with the -sV option to
identify the running services and the -O option for operating
system detection. Figures 12 and 13 illustrate the results of
the port scan, showing the services identified on ports 1883
(MQTT) and 502 (MBAP, Modbus Application Protocol), re-
spectively. Figure 14 shows the packet capture during the
scan, highlighting requests sent by Nmap during the tests.
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Figure 13. Scan results showing open ports on the device

Date and Time Source IP | Source Port | Destination IP | Dest. Port
Sep 14,2024 11:58:13 |172.19.0.1 50899 172.19.0.10 64583
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 5964
Sep 14,2024 11:58:13 |172.19.0.1 50899 172.19.0.10 43828
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 1744
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 12483
Sep 14,2024 11:58:13 |172.19.0.1 50899 172.19.0.10 2127
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 9794
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 60558
Sep 14,2024 11:58:13 |172.19.0.1 50899 172.19.0.10 1275
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 16884
Sep 14,2024 11:58:13 |172.19.0.1 59899 172.19.0.10 51571

Figure 14. Packet capture during NMAP execution

4.2.1 Distributed Denial of Service (DDoS) attack

A DDoS attack simulation was carried out using the Hping3
tool with the following command: hping3 -S -V -rand-
source IP -p PORT -d 20000, where the IP and PORT val-
ues were replaced with the IP addresses and ports of the con-
tainers in the operational scenario, as listed in Table 3. The
-S parameter sends SYN packets to initiate a SYN flood at-
tack, -V enables verbose mode to display detailed execution
information, —rand-source sets random source IP addresses
to hinder attacker identification, -p specifies the destination
port, and -d sets the packet size, which was configured with
a high value to generate a large volume of traffic. The ob-
jective of this attack simulation was to assess the container’s
ability to withstand attacks aimed at service disruption, per-
formance degradation, or excessive resource consumption.
During the DDoS attack simulation, container metrics and
traffic were monitored using the ELK Stack data collection
and visualization platform. Analysis of the captured packets,
shown in Figure 15, revealed the presence of IP addresses ex-
ternal to the operational scenario. These IP addresses were
simulated by the Hping3 tool using the —rand-source option,
which generates random addresses to obfuscate their origin.
The packets targeted port 502 on PLC3 (IP: 172.20.0.5). Fig-
ures 16, 17, and 18 show the CPU usage, memory usage, and
network traffic metrics, respectively. A 300% increase in net-
work traffic was observed during the attack simulation.

Date and Time Source IP Source Port | Destination IP | Dest. Port| Packet no. | Bytes
Aug 1, 2024 15:36:41| 175.234.168.13 6325 172.20.05 502 5 2.2KB
Aug 1, 2024 15:36:41|252.221.151.127 6324 172.20.05 502 14 2.7KB
Aug 1, 2024 15:36:41| 189.159.221.62 6323 172.20.05 502 5 2.2KB
Aug 1, 2024 15:36:41|215.173.199.117 6322 172.20.05 502 14 2.7KB
Aug 1, 2024 15:36:41| 37.234.228.247 6321 172.20.0.5 502 5 2.2KB
Aug 1, 2024 15:36:41| 210.61.112.217 6320 1722005 502 5 2.2KB
Aug 1, 2024 15:36:41 6.8.128.136 6319 1722005 502 " 2.6KB
Aug 1, 2024 15:36:41| 62.192.238.155 6318 1722005 502 5 2.2KB
Aug 1, 2024 15:36:41| 158.116.33.217 6317 172.20.0.5 502 17 2.9KB
Aug 1, 2024 15:36:41| 110.172.173.83 6316 172.20.0.5 502 11 2.6KB

Figure 15. Packet capture during DDoS execution



Containerized Testbed Architecture for Cybersecurity Data Collection on Malicious Activities in Industrial Water Systems

CPU usage [Metricbeat Docker] ECS
@ cipl H @& clp3 H ® clp2

0.35%

Attack simulation start

0% - -
I 15:40 hs:as 15550 1555

5:30
August 1, 2024

(@timestamp per 30 seconds

Figure 16. CPU metrics during the DDoS attack
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Figure 17. Memory metrics during the DDoS attack
4.2.2 'Web Service Attack

Attacks on the available HTTP services were simulated us-
ing the Nikto tool’, an open source web server scanner that
checks for various vulnerabilities. The main identified vul-
nerabilities are listed in Table 5:

The results of this attack reveal that the three evaluated
HTTP services have vulnerabilities related to the configura-
tion of security headers. These flaws expose the services to
attacks such as cross-site scripting (XSS), clickjacking, and
content injection, which could lead to information leakage,
data modification, and execution of malicious code.

Additionally, the SCADABR server enables the HTTP
PUT and DELETE methods, allowing an attacker to insert
or remove critical information necessary for the proper func-
tioning of the system. Furthermore, the Tomcat applica-
tion service administration interface © is exposed, which is
available at the URLs http://172.20.0.10:8080/manager and
http://172.20.0.10:8080/host-manager. This exposure allows
for the deployment of malicious applications and the extrac-
tion of sensitive information from the environment, such as
database credentials and access to other components. These
identified vulnerabilities can lead to several impacts, includ-
ing the leakage of sensitive data, unauthorized data modifi-
cation, and the execution of malicious code on the server.

4.2.3 Exploitation of Modbus Protocol Vulnerabilities
and Remote Command Injection Attacks

The Modbus TCP protocol, commonly used in ICS, has some
vulnerabilities due to the lack of security mechanisms such as
authentication, encryption, and access control. These weak-
nesses make the protocol susceptible to remote command in-
jection. To exploit these vulnerabilities, a Python script was
developed using the pymodbus.client library, with functions

Shttps://www.cirt.net/Nikto2
Shttps://tomcat.apache.org/
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to read and write data to the registers of the target PLC. The
read function scans a specified number of registers, deter-
mined by the —start argument, which indicates the starting
register address, and reading the number of registers spec-
ified by the —count argument. If the registers have values,
these are returned. The write function operates on the register
specified by the —write address argument, and the value to be
inserted is passed by the —write value argument. This opera-
tion inserts incorrect values into the PLC, which in the opera-
tional scenario can lead to faulty monitoring by the SCADA
system or the erroneous activation and deactivation of actua-
tors.

In the simulation, attacks were carried out on the three
PLCs in the operational scenario (172.20.0.3, 172.20.0.4,
and 172.20.0.5). The value of register 0 in each PLC, rep-
resenting the dam level, tank level, and network pressure,
was modified by inserting the value 100. As shown in Fig-
ure 19, the attacks successfully altered the read value. The
network traffic capture reveals that the IP address 172.20.0.1
sent packets to the PLCs, indicating manipulation of the reg-
isters, as illustrated in Figure 20.

4.3 Discussion

This section presents the experiments conducted and the
results obtained from evaluating the proposed architecture.
The developed platform enabled the execution of various
containers, each simulating the components of a real water
capture, treatment, and distribution system, including PLCs,
10T control devices, and SCADA. Data collection was car-
ried out using the ELK stack, which proved effective in cap-
turing logs, system metrics, and network traffic.

The network segmentation into different subnets, using the
PERA framework, enhanced the organization and security
of the environment by isolating the simulation components.
This strategy facilitated the simulation of attack scenarios
and allowed analysis of their impact on each network seg-
ment.

The experiments demonstrated the platform’s ability to
collect relevant data during attack simulations. The tools
used to simulate the attacks enabled the exploitation of vul-
nerabilities in the protocols and services of the operational
scenario, highlighting the platform’s effectiveness in captur-
ing and analyzing data during security events.

The results confirm the viability of the proposed architec-
ture as a tool for research and development of cybersecurity
solutions for critical water infrastructure. The platform fa-
cilitated the simulation of various attack scenarios and the
collection of data for analysis, aiding in the identification of
vulnerabilities and the development of more effective protec-
tive measures.

5 Conclusion

Cybersecurity for critical infrastructure, particularly in wa-
ter systems, faces growing challenges due to the integration
of modern technologies with legacy industrial environments.
This evolution has driven the development of mechanisms,
such as intrusion detection systems and anomaly detection
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Figure 18. Network metrics during the DDoS attack

Table 5. Vulnerabilities found in HTTP services by the Nikto tool

Service IP Address Port

Vulnerabilities

SCADAPY 172.20.0.2 8080

Lack of security headers (X-Frame-Options, X-XSS-
Protection, X-Content-Type-Options).

SCADABR 172.20.0.10 | 8080

Lack of security headers (X-Frame-Options, X-XSS-
Protection, X-Content-Type-Options), version informa-
tion leakage, PUT and DELETE methods are allowed,
exposure of default Tomcat directories (/manager, /host-
manager).

RESTful Service 172.19.0.2 8080

Lack of security headers (X-Frame-Options, X-XSS-
Protection, X-Content-Type-Options), PUT method is al-
lowed, an unusual header (content-disposition).

@
w
-

[chj@lenovo-fedora scripts]$ python modbus-scan.py --host 172.20.0.
--start @ --count 10 --write_address @ --write_wvalue 100

Connected to Modbus device 172.20.0.3:502

Registers read from address @: [38, 12, @, @, @, @, @, @, @, 0]
Register @ written with value 188

@
w
-

[chj@lenovo-fedora scripts]$ python modbus-scan.py --host 172.20.0.
--start @ --count 10

Connected to Modbus device 172.20.0.3:502

Registers read from address @: [1e0, 12, @, @, @, @, @, 0, 0, 9]

©
IS
—

[chj@lenovo-fedora scripts]$ python modbus-scan.py --host 172.20.
--start @ --count 10 --write_address @ --write_value 100
Connected to Modbus device 172.20.0.4:502

Registers read from address @: [66, @, @, @, @, 6, @, @, 0, @]
Register @ written with value 100

©
IS
—~

[chj@lenovo-fedora scripts]$ python modbus-scan.py --host 172.20.0.
--start @ --count 10

Connected to Modbus device 172.20.0.4:502

Registers read from address @: [1e0, @, @, @, @, @, @, @, @, @]

[chj@lenovo-fedora scripts]$ python modbus-scan.py --host 172.20.0.
--start @ --count 10 --write_address @ --write_value 100

Connected to Modbus device 172.20.0.5:502

Registers read from address @: [41, @, @, @, @, 6, @, 0, 0, 0]
Register @ written with value 100

@
w
-

[chj@lenovo-fedora scripts]$ python modbus-scan.py --host 172.20.0.
--start @ --count 10

Connected to Modbus device 172.20.0.5:502

Registers read from address @: [1e0, @, 0, 0, @, @, 0, 08, 0, 0]

@
v
-~

Figure 19
Date and Time Source IP Source Port Destination IP| Destination Port
Sep 18,2024 19:33:20 | 172.20.0.1 60938 172.20.0.5 502
Sep 18,2024 19:33:20 | 172.20.0.1 46362 172.20.0.4 502
Sep 18, 2024 19:33:20 172.20.0.1 58000 172.20.0.3 502
Figure 20

algorithms, to enhance cybersecurity. However, significant
gaps remain in accurately simulating device behaviors and
extracting relevant data, which limits the optimization and
advancement of these protective measures.

Testbeds designed to simulate computational processes
in industrial scenarios have gained increasing attention as
a means of addressing existing challenges. While physical
testbeds offer high fidelity, their prohibitive costs often limit
accessibility for researchers. In contrast, virtualized plat-

forms, particularly those utilizing containerization technolo-
gies, provide a flexible and cost-effective alternative, thereby
streamlining test execution.

The growing demand for accessible and efficient tools to
support cybersecurity research and testing in water capture,
treatment, and distribution systems motivates the develop-
ment of new solutions. This study proposes a containerized
architecture specifically tailored for critical water infrastruc-
ture scenarios, aiming to advance cybersecurity in critical in-
frastructure through a novel, low-cost testbed architecture.

The study demonstrated that a containerized computing
environment, leveraging open-source technologies such as
Docker, SCADA BR, and the Elastic Stack, was effective
in simulating the logical operational flow of a water system,
including the stages of capture, treatment, and distribution.
This approach enabled the efficient collection of relevant en-
vironmental data and supported the development of a robust,
flexible, and low-cost platform. It is important to note that
a fully accurate representation would require comprehensive
mathematical modeling based on fluid dynamics and trans-
port phenomena. However, such elements were beyond the
scope of this study.

It is important to emphasize that the attacks conducted
were solely intended to validate the platform and ensure
effective data collection from the simulated environment.
These attacks represent only a subset of potential attack types
and were not designed to explore attack techniques in depth.

The results demonstrate the effectiveness of the platform
in capturing network traffic data, monitoring resource utiliza-
tion metrics, and logging attack records. These capabilities
help identify suspicious behavior patterns and enable real-
time attack detection.

The proposed testbed architecture offers a promis-



Containerized Testbed Architecture for Cybersecurity Data Collection on Malicious Activities in Industrial Water Systems

ing and cost-effective solution for enhancing cybersecu-
rity in critical water infrastructure, enabling efficient re-
search and testing. The source code for implementing
this architecture is available in the GitHub repository at:
https://github.com/henriquechj/watercstestbed.

Future work aims to expand the architecture by:

1. integrating additional communication protocols com-
monly used in Industry 4.0 to enhance the platform’s
adaptability to more complex scenarios;

2. integrating security components, such as Security Infor-
mation and Event Management (SIEM) systems, IDS,
and firewalls, to improve threat identification and cor-
relation;

3. incorporating additional components, such as sensors
and chemical mixers, to expand the operational scenario
and enhance the architecture’s realism and comprehen-
siveness;

4. exploring physical simulation technologies, such as dig-
ital twins, to create a more realistic test environment.
This approach will enable research that considers im-
pacts on CPS.
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