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Abstract. With the advancement of technology, tasks once performed by humans have increasingly transitioned

to machines or agents equipped with artificial intelligence, including various cyber security domains. From the

perspective of real-world cyber attacks, executing actions with minimal failures and steps is critical to reducing

the likelihood of exposure. Although research on autonomous cyber attacks predominantly employs Reinforce-

ment Learning (RL), this approach has gaps in scenarios such as limited training data, low resilience in dynamic

environments, and limited interpretability of decision-making policies. Therefore, Kill Chain Catalyst (KCC), an

RL algorithm based on Gini Impurity-Based Weighted Random Forest that prioritizes interpretability, efficiency

in scenarios with limited experience, and resilience in dynamic environments explored by RL agents, has been

introduced. KCC leverages decision tree logic for enhanced interpretability and employs a catalyst module inspired

by genetic alignment to optimize the search for efficient attack sequences. More than 150 attack experiments were

conducted to evaluate learning in terms of offset, speed, and generalization. The analysis focused on the steps,

rewards, and failures of agents using the RL algorithms KCC, PPO, DQN, TRPO, and A2C, within a Capture the

Flag tournament setting. Both static and dynamic scenarios with limited learning experiences were considered.

These experiments demonstrate the superior performance of KCC, revealing differences of up to 198.69% for steps,

129.43% for rewards, and 1096.39% for failures when performing attacks using KCC compared with the other

algorithms.
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1 Introduction

With the advancement of technology, tasks once performed

by humans are now autonomously executed by machines em-

bedded with artificial intelligence [Thangavel et al., 2024;

Sharma and Rana, 2024]. Beyond industrial robots and au-

tonomous vehicles, studies in the field of cyber attacks aim

to automate red team operations [Al-Azzawi et al., 2024;

Paudel and Amariucai, 2023], enhancing security for compa-

nies, training exercises, Capture the Flag (CTF) competitions,

and cyber warfare.

In cyber attacks, particularly in scenarios such as CTF

tournaments, attackers operate without prior knowledge of

the target environment, which unfolds dynamically during the

campaign [Ortiz-Garces et al., 2023]. According to Che Mat

et al. [2024], stealth becomes a relevant aspect, underscoring

the importance of a strategic and efficient sequencing of attack

actions to minimize steps and failures, thereby reducing the

likelihood of exposure. Given the extensive damage caused

by cyber attacks in recent years, the study of autonomous

attack strategies has become increasingly significant.

Reinforcement Learning (RL) has emerged as a widely

adopted approach in attack automation [Gangupantulu et al.,

2021; Pozdniakov et al., 2020; Chen et al., 2023; Zhou et al.,

2021; Yang and Liu, 2022; Tran et al., 2021; Standen et al.,

2021; Li et al., 2022]. RL employs a trial-and-error process

in which an agent learns from its environment through re-

wards and penalties, progressively improving its performance

over time. However, the effectiveness of an attack hinges

on achieving objectives such as resilience in dynamic en-

vironments, for example, where a victim might remediate

vulnerabilities during the attack, and stealth, which involves

minimizing steps and failures during the incursion. Existing

studies [Chen et al., 2023; Li et al., 2022; Holm, 2022; Zhou

et al., 2021; Yang and Liu, 2022; Tran et al., 2021; Standen

et al., 2021] predominantly prioritize maximizing rewards

when evaluating algorithms, often neglecting aspects such as

stealth and resilience. Despite the potential of RL agents in

autonomous cyber attacks, Horta et al. [2024a] highlights the

limitations, including high failure rates, poor efficiency with

limited training data, and low resilience in dynamic scenar-

ios. Furthermore, RL agents often rely on neural networks

as the core learning engine, which requires large amounts of

data from their experiences to understand the environment

and achieve objectives. This dependency on vast datasets,

combined with the complexity of explaining the decisions

made by these agents, presents additional issues to investigate.

Horta et al. [2024b] introduced the Kill Chain Catalyst (KCC)

to address limitations in the use of RL for cyber attacks in the

state of the art. The KCC incorporates a catalyst inspired by

genetic alignment to optimize the search for effective attack

chain sequences in which combined with a decision tree-based
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logic, outperformed all other algorithms in RL-driven attack

scenarios. KCC leverages decision tree logic to guide agents

in attacks, enhancing resilience in dynamic environments,

stealth by minimizing failures and steps, and effectiveness in

scenarios with limited data, while also enabling explainabil-

ity of decisions. The standout feature of KCC in sequential

decision-making problems for cyber attacks lies in its use of

Gini Impurity-Based Weighted Random Forest (GIWRF) as

the RL engine, in contrast to other algorithms that are neural

network-based.

This work builds upon the findings of the original article

[Horta et al., 2024b], aiming to refine the analysis previously

conducted to address the gaps related to how evaluating the

learning and improving the experiments. The proposed ex-

tension investigates the learning process of agents within the

same context as the original study, using the KCC algorithm

to not only minimize failures and steps with limited data but

also to be resilient in dynamic environments. The focus is on

a more detailed analysis of attack sequencing learning, with

an emphasis on its applicability in CTF scenarios, based on

the execution of a larger set of experiments.

Experiments were conducted to showcase the use of KCC,

along with a comparison and explanation of their applicability

in different situations. The experiments were performed to

analyse the learning curve in terms of steps, rewards, and

failures for agents using the RL algorithms KCC, PPO, DQN,

TRPO, and A2C in the context of a CTF tournament for static

and dynamic scenarios with limited learning experiences.

These experiments demonstrate the superior performance

of KCC, revealing differences of up to 198.69% for steps,

129.43% for rewards, and 1096.39% for failures when per-

forming attacks using KCC compared with algorithms such

as A2C, PPO, TRPO, andDQN, which struggled to generalize

attack sequences.

As contributions, beyond the primaryKCC agent itself, this

article consolidates the execution of over 150 attack emula-

tion experiments, providing access to a repository containing

all experiments, obtained results, the testing framework, and

source code to replicate the experiments or conduct new ones.

In addition, this work delves into the concepts of offset, speed,

and generalization as specific metrics for evaluating agent

learning curves in attack contexts. A dedicated method for cal-

culating each of these metrics is also presented, enabling the

objective comparison of different agents’ learning processes

in attack scenarios.

The article is organized to provide a comprehensive exam-

ination of the topic. The introduction outlines the research

objectives, followed by a background section detailing key

concepts used in this study, including Sequence Alignment

inspired by genetic processes, an overview of RL, Random

Forest, GIWRF, and Learning Curves Analysis. The related

work section contextualizes the research through a review of

relevant literature. The methodology section elaborates on

the KCC approach and the method for comparing the learning

curves of attacks, while the experiments and results section

provides an in-depth analysis of the experimental setup and

findings. Finally, the conclusion synthesizes the outcomes

and suggests directions for future research.

2 Background

The background section delves into foundational concepts

to the study, including Sequence Alignment from genetic

alignment, Reinforcement Learning, Random Forest, Gini

Impurity-Based Weighted Random Forest, and Learning

Curves Analysis.

2.1 Sequence Alignment

In the study of variations between genes, proteins, or organ-

isms, sequence alignments serve as a valuable tool for pre-

dicting structural relationships, functions, and evolutionary

changes. These alignments involve the comparison of two or

more DNA or protein sequences, evaluating their similarity

[Ibrahim et al., 2024].

The FASTA format, as outlined by Poinsignon et al. [2023],

provides an efficient and concise representation of biological

sequences such as DNA, RNA, and proteins. This format

presents sequences as character strings, where each character

corresponds to a nucleotide or an amino acid. Due to its

simplicity and compatibility, FASTA has gained widespread

adoption in bioinformatics, particularly for tasks involving

sequence alignment and comparison.

Proteins, which consist of amino acids represented by

single-letter abbreviations, have a significant role in genetic

alignment. The sequence of amino acids within a protein dic-

tates its function and structure. To compare and align protein

sequences, the Needleman-Wunsch algorithm, highlighted by

Gancheva and Stoev [2023], is commonly employed. Ac-

cording Ibrahim et al. [2024], this dynamic programming

technique seeks the optimal global alignment between two

sequences using a scoring system. The algorithm constructs a

matrix to store alignment scores and identifies the best align-

ment through the matrix. The scoring system incorporates

match, mismatch, and gap penalties to effectively assess se-

quence similarity.

The Needleman-Wunsch algorithm is defined by Equation

1, where S is the score matrix, Equation 2, where ai and bj

are the elements of the two sequences being aligned, and d is

the gap penalty:

S(i, j) = max


S(i − 1, j − 1) + score(ai, bj)
S(i − 1, j) − d

S(i, j − 1) − d

(1)

score(ai, bj) =
{
match if ai = bj

mismatch otherwise
(2)

As outlined by Aspland et al. [2021], Needleman-Wunsch

algorithm perform alignment between proteins P1 and P2,
allowing users to specify match, mismatch, and gap values.

The most common choices for these values are Match (m =
1), Mismatch (s = −1), and Gap (g = −1).
By employing the Needleman-Wunsch algorithm, re-

searchers can identify conserved regions and structural sim-

ilarities among any kind of sequences, specially, proteins,

aiding in the understanding of their biological functions and

evolutionary relationships.
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Table 1 illustrates an example of sequence alignment

through the Needleman-Wunsch algorithm. Each row cor-

responds to a distinct DNA sequence, identified by an Id, dis-

playing the original sequence and its aligned counterpart gen-

erated during the alignment process. The aligned sequences

are presented in a monospaced font to facilitate the visualiza-

tion of gaps and matching bases. The last row showcases

the consensus sequence, derived from aligning the given

sequences. This consensus sequence represents the most

prevalent base at each position, offering insights into shared

characteristics among the aligned sequences.

Table 1. Example for sequence align by Needleman-Wunsch

Id Sequence Align

Seq1 AGTACGTA A-GTACGT-A
Seq2 ACTACGTA AC-TACGT-A
Seq3 ACGTATT ACGTA--TT-
Seq4 ACGTACGTT ACGTACGTT-
Seq5 ACGTACGTC ACGTACGT-C

Consensus - ACGTACGTTA

2.2 Reinforcement Learning

RL is a subfield of machine learning where an agent learns to

make decisions by interacting with an environment to maxi-

mize cumulative rewards. This learning paradigm is charac-

terized by the agent receiving feedback from the environment

in the form of rewards or punishments, which it uses to up-

date its knowledge and improve future actions. Sutton and

Barto [2018] provided a comprehensive framework for under-

standing RL, introducing key concepts such as the Markov

Decision Process (MDP), value functions, and policy opti-

mization. In their seminal work, they describe how an RL

agent iteratively refines its policy by balancing exploration

of new actions and exploitation of known rewarding actions,

ultimately aiming to find the optimal policy that maximizes

the expected cumulative reward over time.

Furthermore, RL can be employed in fully or partially ob-

servable environments. In the case of situations where the

agent has complete visibility of the environment, MDP is

used, and for situations where the agent has no knowledge of

the environment and how far it is to go to achieve its goals,

Partially Observable MDP (POMDP) is employed.

RL algorithms include: Deep Q-Network (DQN) [Mnih

et al., 2015], Proximal Policy Optimization (PPO) [Schul-

man et al., 2017], Trust Region Policy Optimization (TRPO)

[Schulman et al., 2015] and Actor-Critic (A2C) [Mnih et al.,

2016].

2.3 Random Forest

Random Forest, a prominent supervised machine learning

algorithm, is recognized for its versatility in addressing regres-

sion and classification tasks [Breiman, 2001]. This algorithm

operates through an ensemble of decision trees, each con-

structed independently and drawn randomly from the training

dataset. The intrinsic strength of Random Forest lies in its

ability to mitigate overfitting tendencies present in individual

trees, thereby enhancing generalization performance.

Decision trees, integral to the Random Forest framework,

are recursive binary structures designed for optimal feature

discrimination. The randomness introduced during the con-

struction of decision trees in Random Forest is an important

feature. During training, each tree is grown using a bootstrap

sample, ensuring diversity among the trees. Moreover, at each

split in the tree, a random subset of features is considered,

preventing the dominance of any single feature.

In the context of classification tasks, Random Forest em-

ploys measures such as entropy or Gini impurity to determine

the optimal feature for node splits. Entropy measures the

information gain, while Gini impurity assesses the probability

of misclassification. The algorithm chooses the split that max-

imally reduces entropy or Gini impurity, promoting effective

feature discrimination [Farouk et al., 2024].

2.3.1 Gini Impurity-Based Weighted Random Forest

According Disha and Waheed [2022], Random Forest is an

ensemble classifier constructed from multiple decision trees,

incorporating various feature importance metrics. In this

sense, Gini Impurity-Based Weighted Random Forest is an

approach for feature selection. One such metric involves

deriving the importance score through the training of the clas-

sifier. Moreover, traditional machine learning classification

algorithms assume that all classes in the training set possess

similar importance, constructing models without accounting

for potential imbalances in class distribution within the train-

ing data. In order to assess the relevance of features in the

context of imbalanced data, this feature selection technique

introduces a weight adjustment mechanism within the Ran-

dom Forest algorithm, contingent on the Gini impurity, i(τ).
The Gini impurity gauges the efficacy of a split in dividing

total samples of binary classes at a specific node τ , such as
Equation 3.

i(τ) = 1 − p2
p − p2

n, (3)

where pp represents the fraction of positive samples and pn
denotes the fraction of negative samples among the total num-

ber of samples (N ) at node τ . Moreover, the Gini impurity

reduction derives from any optimal split ∆if (τ,M) in which
is gathered together for all the nodes τ in the M number of

weighted trees in the forest, individually for all of the features

(Equation 4).

Ig(f) =
∑
M

wp,n

∑
τ

∆if (τ, M) (4)

where Ig is theGini importance, which specifies the frequency

of a particular feature (f) being selected for the split. The sig-
nificance of the feature’s overall discriminative value for the

binary classification task. Assigning the weight wp, n defines

the imbalanced class distribution in the learning algorithm.

The weight adjustment for positive class wp = nn
N
, and for

negative class wn = np
N
. Considering, wp + wn = 1 and for

imbalanced class data wp 6= wn. The number of negative

instances is represented as nn and the positive instances are

denoted as np, and N is the total number of instances in the

training dataset.
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2.4 Learning Curves Analysis

Learning, in the context of machine learning, represents a

process whereby agents attempt to interpret patterns within

data, given limited or no prior knowledge of the environment.

Agents, without intrinsic knowledge of their operational do-

main, engage in a training phase aimed at optimizing their

internal parameters to predict responses accurately in unseen

scenarios. According to Viering and Loog [2023], the learn-

ing curve is a graphical representation that delineates the

agent’s generalization performance, measured as its accuracy

or error, as a function of the number of training instances.

These curves facilitate the understanding of how different

factors influence an agent’s performance and guide the evalu-

ation of learning dynamics across different model types.

According to Da Silva and Costa [2019], the metrics jump-

start (offset), time to threshold (speed), and asymptotic perfor-

mance (generalization) are central in the analysis of learning

curves. The offset refers to the initial performance level when

training begins, which may vary substantially depending on

the inherent complexity of the model and its baseline capabil-

ities. Speed indicates the rate at which the model improves

its accuracy or reduces its error during training. A higher

learning speed reflects more efficient learning, which is typi-

cally achievable with simpler models or well-structured data.

Generalization, conversely, measures the model’s capability

to maintain its predictive accuracy when exposed to new data,

signifying the true extent of the agent’s learning.

Figure 1 shows the learning curves for these three metrics

over ten periods, where Agent A starts with an offset advan-

tage in initial knowledge compared to Agent B. Throughout

the training, Agent A also reaches the threshold in less time.

Finally, both agents achieve asymptotic performance at the

end of training.

Figure 1. Learning curves.

These metrics serve as indicators for comparing learning

performances across diverse models and datasets. They allow

for empirical and theoretical analysis of learning curve shapes,

further supporting model selection, hyperparameter tuning,

and resource allocation during model training [Viering and

Loog, 2023].

3 Related Work

The literature review conducted for this research underscores

the prevalent use of RL in automating cyber attacks [Chen

et al., 2023; Li et al., 2022; Zhou et al., 2021; Yang and Liu,

2022; Tran et al., 2021; Standen et al., 2021]. However, the

identified studies predominantly rely on simulators [Zhou

et al., 2021; Yang and Liu, 2022; Tran et al., 2021; Standen

et al., 2021] or directly exploit vulnerabilities listed in the

Common Vulnerabilities and Exposures (CVE) database on

real hosts [Chen et al., 2023]. In such scenarios, these at-

tacks are typically categorized as post-breach, as they bypass

reconnaissance tactics aimed at gathering environmental in-

formation like usernames, access credentials, or passwords.

Consequently, in the literature review, except for Li et al.

[2022], the kill chains produced by RL agents primarily func-

tion as vulnerability exploiters, executing attacks in simu-

lators or conducting penetration tests on hosts. CTF com-

petitions necessitate employing reconnaissance tactics and

techniques before launching an attack to accomplish objec-

tives. Despite experiments involving penetration testing on

real hosts, RL agents participating in CTF scenarios were

absent from the reviewed experiments.

Table 2 presents the primary research related to the theme

discussed in this article, focusing on experiments involving

the automation of cyber attack operations. The table is orga-

nized into 6 columns, where: Env denotes the type of environ-

ment used in the experiment, categorized as either Simu for

simulations or Emu for emulations. Emulation environments

are more realistic, incorporating physical hosts, virtual ma-

chines, or containers to execute attacks. Algorithm specifies

the reinforcement learning algorithm employed. Scope refers

to the variables analyzed in the RL agent experiments, such as

steps, rewards, and failures. Learning CurveMetrics indicates

whether metrics such as offset, speed, and generalization were

used to evaluate the experiments. Dyn identifies whether the

experiments considered dynamic scenarios, and Ref specifies

the research in which each experiment was conducted.

The analysis methodologies employed in the research sum-

marized in Table 2 primarily focus on steps and rewards.

Failures in the kill chain during attacks were not considered,

despite some simulators employed, count with this variable

in their simulations. Regarding the analysis of key aspects

of learning curves, the studies listed in Table 2 lack a de-

tailed investigation of these aspects. In contrast, the research

presented in Horta et al. [2024b], which is extended in this

article, provides an in-depth analysis of RL agent attacks un-

der the key aspects of learning curves. Moreover, only Horta

et al. [2024b] and this extended work considered experiments

conducted in dynamic scenarios.

All environments shown in the Table 2 are based on simu-

lators and emulation with hosts. None of the experiments in

Table 2, except Horta et al. [2024b] and this extended work,

employed techniques for reconnaissance, simulated dynamic

environments, changing something in the state to analyse the

implications, or analysing failures during the attacks. Con-

sidering realistic attack scenarios, such as penetration tests or

CTF competitions, attackers typically lack prior information

about the target infrastructure. They must employ specific

techniques to evade the security, avoid being detected and

keep the progression of the attack. Furthermore, realistic en-

vironments are dynamic and changing with exploited vulnera-

bilities possibly being corrected. Simulators, even those using

physical or virtual machines, have difficulties to accurately

reflect these real-world complexities. Horta et al. [2024b]
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Table 2. Related works with experiments.

Env Algorithm Scope Learning Curves Metrics Dyn. Ref.

Simu. NDSPI-DQN dec. Steps, Rewards Speed, Generalization No Zhou et al. [2021]

Simu. CLAP(PPO+RND) Steps, Rewards Speed, Generalization No Yang and Liu [2022]

Simu. HA-DQN Steps, Rewards No No Tran et al. [2021]

Simu. DQN + LSTM Steps, Rewards No No Standen et al. [2021]

Emu. A3C/DPPO/GAIL Steps, Reward, Loss Speed, Generalization No Chen et al. [2023]

Emu. DQN Steps, Rewards No No Li et al. [2022]

Emu. Random Forest Rewards No No Holm [2022]

Emu. KCC (GIWRF) Steps, Rewards, Failures Offset, Speed, Generalization Yes This work

and this extended work adopt a low-abstraction interface for

enabling attack execution and analysis between RL agents

and the environment, named Exoskeleton. This interface can

be integrated into a real CTF scenario specifically designed

for testing, allowing RL agents to perform and analyse attacks

in a realistic setting. These types of approaches are important

for a better understanding of the behaviour and vulnerabili-

ties of security systems in realistic scenarios. Without these

elements, the experiments conducted may have limitations in

their ability to faithfully reproduce the conditions encountered

in real environments.

4 Methodology

TheMethodology Section introduces the Kill Chain Unscram-

bler and its primary component, the Kill Chain Catalyst, de-

signed to address the limitations of conventional RL algo-

rithms in sequencing tasks within stochastic environments,

particularly in CTF scenarios. Given that the scenarios em-

ployed in the experiments of related works utilize simulators

like NASim and CybORG, which highly abstract real-world

environments. This section explores key aspects relevant to

the RL experiments, including the agent, environment, action

space, state space, and the method developed for comparing

the metrics of learning curves. These aspects are supported by

the Exoskeleton1, a low-abstraction interface developed dur-

ing this research to perform experiments with RL agents using

various algorithms more closely to realistic environments.

4.1 Kill Chain Unscrambler

The Kill Chain Unscrambler (KCU ) is specifically designed

to overcome difficulties in identifying attack sequences in

attacks, where the target scenario is unknown, as opposed

to those performed against simulated or emulated ones. In

contrast to other algorithms guided by reward maximization,

KCU focuses on achieving an optimal sequence in a few steps

while minimizing failures.

Unlike traditional RL algorithms like PPO, A2C, TRPO

and DQN, KCU takes a slightly unorthodox approach by

utilizing recurrent fits in Decision Tree logic instead of neural

network refits as its engine. Therefore, KCU algorithm for

RL is implemented through the Decision Tree Policy.

The Decision Tree Policy implements the Tree classifier

using Random Forest, handling the fitting and prediction

1 https://gitlab.com/antonio50/exoskeleton

processes. This module aims to capture and learn the best

patterns in terms of step size, undergoing a KCU transforma-

tion process from observed data to make predictions without

relying on neural networks.

The selection of Random Forest within the Decision Tree

Policy for the KCU approach is driven by the problem posed

by RL agents in attack sequence prediction in a CTF envi-

ronment. In such scenarios, where an attacker navigates an

unknown environment with limited exploratory experience,

the application of neural networks, which typically require

large datasets to perform well, becomes constrained. In con-

trast, Random Forest does not demand extensive datasets for

effective model performance, making it suitable for situations

where exploratory actions and labelled examples are limited.

Moreover, due to its foundation in decision trees, Random

Forest enhances the interpretability of the decisions taken by

the model. Interpretability is essential in security-related ap-

plications where understanding the underlying logic behind an

agent’s actions contributes to assessing model robustness and

providing insights into the attack sequence predictions. This

contrasts with neural network architectures, where the deci-

sions taken are less interpretable and more complex to explain.

Furthermore, decision tree models require less computational

power than training complex neural networks, particularly in

deep learning contexts, denoting the computational efficiency

of Random Forest.

Random Forest model allows for the integration of the

GIWRF, a variant that applies weighted values to samples

during an attack. By assigning higher weights to samples that

produce more effective decisions, GIWRF provides a means

to prioritize influential samples, thereby refining the model’s

predictions for optimal attack sequences and contributing to

an efficient learning process.

The KCU class, extending the BaseAlgorithm from Stable

Baselines 32, orchestrates the overall functionality of theKCU

algorithm. It can be configured to use theDecisionTreePolicy

class as the underlying policy. During training, it collects

rollouts, filters the best sequences, and then trains the selected

policy accordingly.

Complementary to KCU, the KCC is a catalyst inspired by

bio-informatics, genetic alignment processes, and the use of

enzymes to accelerate the decomposition of proteins. Draw-

ing parallels from the biological realm, KCC is integrated into

the KCU. Its primary objective is to accelerate the conver-

gence of the learning curve within KCU, seeking sequences

with a reduced number of steps, and to minimize failures in

2 https://stable-baselines3.readthedocs.io

https://gitlab.com/antonio50/exoskeleton
https://stable-baselines3.readthedocs.io
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the chaining of attack techniques to achieve more stealthy

and realistic attack sequences.

In this process, genetic alignment has an important role

in aligning the kill chains, which act as proteins. The con-

sensus of these sequences aligned by Needleman-Wunsch

algorithm generates weights for each technique. This weight

vector assigns importance to each item in the sequence within

a training sample, acting akin to an enzymatic process to

accelerate the search for optimal kill chain sequences.

4.2 KCC Agent

Figure 2 presents the operational process of a CTF performed

by the KCU Agent with the catalyst. The flow involves three

distinct lanes: the KCC Agent, the Exoskeleton, and the Envi-

ronment. Initially, the KCC Agent starts the exploration cycle

due to its lack of prior knowledge about the environment.

During this phase, the agent dynamically draws an available

and known index of an attack technique from its action space,

which refers to the set of all possible actions the agent can ex-

ecute at a given decision point in the environment, according

to its current state and policy. This serves as the initial step

into the environment that will be executed through a series

of interactions calculated and mediated by the Exoskeleton.

The Exoskeleton acts as an interface that executes actions in

the Environment, connecting the decisions of the KCC Agent

and the external system.

In the Exoskeleton lane, the index of the selected attack

technique undergoes a transformation into a concrete action.

This transformation is grounded in a built-in knowledge base

derived from the MITRE ATT&CK framework, which maps

each technique to a corresponding executable procedure. For

instance, the technique T1595.001 (Active Scanning: Scan-

ning IP Blocks) is operationalized through the execution of

the real nmap tool, directly within the environment. Follow-

ing the execution of the action in the Environment, a set of

observables, representing the outcomes of the executed action,

is returned. Among the data collected are elements such as

service banners retrieved from network scans, IP addresses,

and the identification of open ports. These observables encap-

sulate information about the environment’s response, forming

the basis for subsequent calculations within the Exoskeleton.

The Exoskeleton processes the returned observables by

computing key metrics, including rewards, failures, and step

counts. These metrics are then integrated with the observ-

able data to form a state representation, which comprises

observable vectors, raw data, and calculated metrics. This

state representation is propagated along two parallel paths

that converge once the model has been trained and is ready

for prediction tasks. One path feeds the training process of

the predictive model, enabling it to learn patterns and associ-

ations within the environment. The other path supports the

exploitation phase of the KCC Agent, guiding its decision-

making based on the current knowledge accumulated during

exploration. During training, the agent generates a vector

mask to isolate states associated with positive rewards. This

filtered data is then adjusted by applying a shift of -1 to the

action sequence, represented as an action vector. The purpose

of this operation is to align each observed state with the ac-

tion that led to the subsequent state, establishing a correlation

between the decision and its resulting outcome. As a result,

pairs of state-action vectors are constructed and stored in a

buffer for future training iterations.

The training process employs the Needleman-Wunsch algo-

rithm as a catalyst for aligning sequences of actions, thereby

generating weighted training samples. The weight associ-

ated with each sample corresponds to the arithmetic mean

calculated from the consensus sequence, which is defined by

the most frequent action observed at each aligned position

across all sequences. These weights, alongside the stored

pairs of state-action vectors, are used as inputs for theGIWRF

training. The training phase updates the predictive model, re-

fining the selection of attack techniques for future exploitation

phases. This iterative process continues until the KCC Agent

reaches a terminal state, ensuring an adaptive exploration and

exploitation cycle for the CTF.

The algorithm used to guide the RL Agent at time step

t is detailed in the following: from the Exoskeleton, the

KCU agent receives a triple θt = [−→S t,
−→
R t,

−→
A t] where−→

St = [si, si+1, ..., sn]t,
−→
Rt = [ri, ri+1, ..., rn]t and

−→
At =

[ai, ai+1, ..., an]t are vectors that represent respectively the
sequence of States, Rewards and Actions associated to the

agent at the end of each epoch t. Then, the agent creates

a mask
−→
Jt = [ji, ji+1, ..., jn]t based on the indices i of the

reward vector
−→
Rt that are greater than 0, as stated by Equa-

tion 5, indicating positive effects without penalties or fail-

ures.
−→
Jt serves as a mask to filter the elements from

−→
Rt,

−→
St

and
−→
At vectors, which did not produce failures. ΩI(−→Xt) is

the function to apply the mask, retrieving the values from

vector
−→
Xt(

−→
Xt ∈ {

−→
Rt,

−→
St,

−→
At}) whose indices belong to

I = {i ∈ {1, ..., nt} / ji = 1} as indicated by Equations

6, 7 and 8.

For each i, i ∈ {1, ..., n}, ji =
{

1, if ri > 0
0, if ri ≤ 0

(5)

−→
Rt = ΩI(−→Rt)

(6)

−→
St = ΩI(−→St )

(7)

−→
At = ΩI(−→At)

(8)

Then, according to Equation 9, a shift of -1 is applied to

the indexes of Actions (
−→
At) vector, generating a state-action

vector, which is stored in the buffer to be used for training.

−→
At =

−→
(At)i−1 (9)

Next, the catalysis is initiated by applying the Needleman-

Wunsch algorithm NW (−→A t,QA) = K [Gancheva and Stoev,

2023], where K = {−→
K c,

−→
K c+1, ...,

−→
K m} is a set of aligned

vectors from c up to m elements. NW (−→A t,QA) takes as
input the Actions vector

−→
At and the set of vectors stored in the

buffer Best KC QUEUE (QA), deriving the consensus vector−−−−→
KCCt through the mode, as shown in Equation 10.

−−−−→
KCCt = mode(NW (−→A t,QA)) (10)

Then, the catalysis process extracts the weight vector
−→
Wt =

[wi,wi+1, ...,wn]t, calculated by normalizing each element i

from consensus vector
−−−−→
KCCt with the sum of the value in

position z for each element
−→
K = [kz, kz+1, ..., kn] across the

m aligned vectors in K, as described in Equation 11.
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Figure 2. The Kill Chain Unscrambler with Catalyst Agent.

For each i, i ∈ {1, ..., n}, wi = (−−−→
KCCt)i
m∑

z=1
(kz)i

(11)

At this stage, Rewards
−→
Rt, States

−→
St , andWeights

−→
Wt enter the

rollout process. Rollout involves determining actions based

on the reinforcement learning training policy, employing a

decision tree policy based on GIWRF (Equation 4). This pol-

icy formation uses the weight vector for each sample. If the

resulting action sequence
−→
B = max(QA), where max(QA)

is a function that retrieves the vector with the highest dimen-

sionality in the set QA, which is inserted into the queue in

descending order based on the dimensionality (Equation 12).

if dim(−→A t) < dim(−→B ) then QA = QA ∪ {
−→
At} (12)

The randomized or predicted action is sent to the scenario,

initiating a feedback loop until all epochs are processed pro-

ducing the Decision Tree Policy: πθ(St|At, Wt).
The KCU Agent has different operational modes that can

be activated through hyper-parameters based on the objectives

to be achieved. These modes include: KCU only, KCC, and

Dynamic. In the KCU only mode, the algorithm follows the

procedures described above to find attack sequences without

the use of the catalyst. Additionally, the KCC mode activates

the Catalyst to optimize the sequence discovery process using

weights derived from the arithmetic mean consensus gener-

ated by Needleman-Wunsch alignment. Finally, the Dynamic
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modemonitors the agent’s training, and if the last step is equal

to the maximum steps per epoch and if the last step exceeds

the standard deviation from moving average of steps for the

last 10 episodes, the buffer (Best KC QUEUE) is reset to zero,

and the epsilon (e-greedy) value is reset to the initial state.

This process encourages the agent to discover new attack

strategies.

4.3 Environment

The environment constitutes the element responsible for pre-

senting a state to which the agent responds by selecting an

action, subsequently receiving a reward or punishment that

results in a new state. This interaction forms the basis of

the learning process, as the agent progressively adapts its

behaviour based on feedback. In the context of this study, the

environment is represented by a CTF scenario, where state

transitions, actions, and rewards are defined by the dynamics

and objectives inherent to the CTF setting.

In this context, a server has been configuredwith the charac-

teristics of a CTF challenge to establish the Dummy scenario

for attack practice, using images from vunlhub3. This server

operates within a container that runs on the Ubuntu Linux

operating system. It contains two text files, each housing se-

cret keys symbolizing flags in the CTF scenario, the ultimate

objectives. One of these files resides in the home directory

of the basic user, while the other is located in the root di-

rectory, necessitating privileged access for content retrieval.

Ensuring a secure testing environment, the server has all ap-

plicable security patches applied and is devoid of any known

vulnerabilities.

3 https://github.com/vulhub/vulhub/tree/master/libssh/
CVE-2018-10933

Regarding integration with RL, an interface named Ex-

oskeleton has been devised to facilitate autonomous attack

processes. This interface operates at a low level of abstrac-

tion, allowing reinforcement learning algorithms to interact

seamlessly with the target server. Within the Exoskeleton,

the agent is equipped with 9 MITRE ATT&CK4 techniques

that can be executed against the server. These techniques

leverage known attack tools and generate responses based on

the success or failure of potential actions within the scenario.

4.3.1 Action Space

Table 3 presents a set of MITRE ATT&CK techniques im-

plemented in the Exoskeleton interface. Each row details a

specific tactic and technique combination, providing informa-

tion such as tactic and technique IDs, names, and associated

tools. These techniques serve as the action space for au-

tonomous attack simulations, allowing for the evaluation of

reinforcement learning algorithms in a controlled and realistic

environment. Each of the tools correlated with these tech-

niques was implemented as commands, as described in Table

4, to be executed against the CTF environment. The complete

references and detailed descriptions of these techniques can

be accessed on the MITRE ATT&CK.

Based on the outlined techniques, the shortest kill chain

available to exploit the dummy scenario in the Exoskele-

ton is depicted in Figure 3. Kill chain A (KC A) represents a

scenario with updated security patches characterized by a min-

imal number of steps and failures. It includes reconnaissance

activities such as scanning IP blocks and word list scanning,

along with gathering victim identity information, involving

the acquisition of email addresses. Further techniques encom-

pass credential access through brute force attacks, such as

4 https://attack.mitre.org/matrices/enterprise/

Table 3. Exoskeleton’s action space.

Tactic id Tactic name Technique id Technique name Tool

TA0043 Reconnaissance T1595.001 Active Scanning: Scanning IP Blocks nmap

TA0043 Reconnaissance T1595.003 Active Scanning: Wordlist Scanning dirb

TA0043 Reconnaissance T1589.002 Gather Victim Identity Information: Email script parser

TA0001 Initial Access T1078.003 Valid Accounts: Local Accounts hydra

TA0001 Initial Access T1190 Exploit Public-Facing Application libssh exploit

TA0006 Credential Access T1110.001 Brute Force: Password Guessing ssh

TA0007 Discovery T1083 File and Directory Discovery bash

TA0004 Privilege Escalation T1548.001 Abuse Elevation Ctrl Mechanism: Setuid & Setgid find

TA0009 Collection T1005 Data from Local System cat

Table 4. Exoskeleton’s commands by techniques and tools.

Technique id Tool Command

T1595.001 nmap nmap -sV {dst_ip_address}

T1595.003 dirb dirb {service_name}://{dst_ip_address}:{portid} -w {wordlist} -S

T1589.002 script parser re.compile(r’\b[A-Za-z0-9._%-]+@[A-Za-z0-9.-]+\.[A-Z|a-z]{2,}\b’, re.IGNORECASE)

T1078.003 hydra hydra -l {username} -P {password_list} {service_name}://{dst_ip_address}:{portid}

T1190 libssh exploit https://www.exploit-db.com/exploits/46307
T1110.001 ssh ssh {username}@{dst_ip_address}

T1083 bash find / -perm -u=s -type f 2>/dev/null

T1548.001 find find / -name root.txt -exec cat {} 2>/dev/null

T1005 cat cat /root/root.txt

https://github.com/vulhub/vulhub/tree/master/libssh/CVE-2018-10933
https://github.com/vulhub/vulhub/tree/master/libssh/CVE-2018-10933
https://attack.mitre.org/matrices/enterprise/
https://www.exploit-db.com/exploits/46307
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Figure 3. Kill chains available in Exoskeleton’s Dummy Scenario.

password guessing for SSH, and initial access through valid

local accounts for SSH. Tactic discovery manifests through

file and directory discovery in SSH, leading to the exploita-

tion of privilege escalation via the Setuid and Setgid elevation

control mechanisms in SSH. Ultimately, data collection from

the local system culminates in the achievement of the goal of

capturing the flag. In contrast, Kill chain B (KC B), illustrated

in Figure 3, serves as an alternative kill chain when the target

machine is not patched. This scenario exploits a vulnerabil-

ity in libssh, enabling the attacker to bypass authentication

control and gain a session with root privileges, as explained

in CVE-2018-109335.

Exoskeleton transforms real computing systems into aGym-

nasium-compatible6 scenario format, a platform tailored for

testing reinforcement learning algorithms.

Integral to the reinforcement learning process, theExoskele-

ton adopts a reward model. Successful actions resulting in

state modifications are rewarded with a +1, actions that ex-

ecute without altering the state receive a reward of 0 (e.g.,

repeated commands), and failures to execute, whether due to

connection issues or service failures, result in a penalty of -1.

Therefore, achieving both flags within the scenario leads to a

substantial reward of 100.

4.3.2 State Space

The Exoskeleton conceptualizes the State Space by encapsu-

lating the outcomes derived from the agent’s executed actions

in their raw format, such as the output of an nmap command

as it manifests in stdout. The State fields, representing various

facets of the system, are enumerated in the Table 5. Table 5

organizes the fields into two columns: the first delineates the

field, and the second furnishes a succinct description. More-

over, to ensure compatibility with RL algorithms in a POMDP

scenario, as in the case of CTF, Exoskeleton transforms the

State into a vector of integers representingObservables, struc-

tured according to Table 6.

The invariant model proposed by Janisch et al. [2023],

which processes each host feature vector individually with a

shared embedding function, served as the basis for the mod-

elling of Exoskeleton. According Janisch et al. [2023], the

invariant architecture can process an unlimited number of

hosts and is better equipped for generalization due to weight

sharing, while using a fraction of the parameters. Therefore,

the Exoskeleton transforms the State into a vector of integers

representing Observables. The modelling of States and Ob-

servables allows a large scalability for States. This modelling

become Actions techniques independent of the variables in

the scenario. The independence generated by this modelling

is an important factor in distinguishing Exoskeleton from

5 https://cve.mitre.org/cgi-bin/cvename.cgi?name=
CVE-2018-10933

6 https://github.com/Farama-Foundation/Gymnasium

Table 5. Exoskeleton’s state space.

Field Description Field Description

src_ip_address IP address of the attacker machine session_used ID of the used session

dst_ip_address IP address of the target system session List of available sessions

action_executed Action executed to attain this state step Step received for executing the action

results Results of the action done Indication of the objective achieved

tactic Tactic of the executed action recon IPs and services gathered by nmap

technique Technique of the executed action credentials IPs and services gathered by hydra

failed Indication if the action failed discovery Discovery data: login, password, vulns

reward Reward from the executed action collection List of collected data, flags, etc.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-10933
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-10933
https://github.com/Farama-Foundation/Gymnasium


Enhancing Red Team Agent Learning with the Kill Chain Catalyst

Algorithm in Capture the Flag Scenarios Horta et al. 2026

Table 6. Exoskeleton’s observables as a vector of integers.

Field Description Field Description

dst_addr Representation of the targeted IP session Representing the used session

dst_addrs Quantity of targeted IPs sessions Denoting the available sessions

act_exec Representation of executed action pv_sessions Indicating the amount of privileged sessions

actions Representing executed actions recons Amount of data obtained in recon

tactic Representation of executed tactic credentials Amount of captured credentials

tactics Denoting the available tactics valid_cred Representing the number of valid credentials

tech Representation of the technique discovery Denoting the amount of discovered data

techs Quantity of available techniques collections Indicating the amount of collected data

failed Indicating the action failed step The step at the action was executed

reward Representation of the reward done Indicating whether the objective was achieved

simulators employed in related work.

4.4 Metrics for Learning Analysis

In RL, agents initiate the training without prior knowledge

of the environment, requiring exploration to optimize their

behaviour over time. The offset metric represents the agent’s

initial performance level, captured at the beginning of train-

ing. This metric establishes the baseline performance and

reflects the agent’s ability to interact with the environment

before acquiring significant knowledge. For RL tasks, the

offset illustrates the agent’s capacity to explore states and

take actions in the absence of environmental familiarity. In

this paper, the offset is determined by the arithmetic means of

the criterion cinitial for reward, steps or failures in the first

epochs for each series per experiment.

As training progresses, the speed metric quantifies the rate

at which the agent improves its efficiency by reducing fail-

ures, steps and increasing rewards. Speed is evaluated as the

time required to reach a threshold of the asymptotic perfor-

mance, which is directly influenced by the training data, the

structure of the reward function, and the model’s complexity.

This metric highlights the efficiency of the learning process,

as faster agents demonstrate an ability to identify and exploit

patterns in the environment more effectively. For reinforce-

ment learning, speed measures how quickly the agent adapts

its strategy to increase rewards.

Moreover, assessing the learning speed requires identifying

the stage at which the learning rate reaches an asymptotic

level of performance. In this paper, the term generalization

point egp refers to when the asymptotic performance stage

is achieved, determined when the combination of both mean

and standard deviation conditions is satisfied.

Therefore, the egp is considered reached at the first episode

e such that, for the subsequent persistence over k episodes it

fulfils these 2 conditions. The first condition considered is

when the standard deviation σe < τ of the number of criterion
c for rewards, steps, or failures within a window of size w is

less than a threshold τ . Where σe is the standard deviation

calculated as Equation 13 and the desired dispersion limit τ ,
defined for each type of problem:

σe =

√√√√ 1
w

e∑
i=e−w+1

(ci − c̄e)2 (13)

and c̄e is the expected value of rewards, steps, or failures

in the same window, as shown in Equation 14:

c̄e = 1
w

e∑
i=e−w+1

ci (14)

The second condition is c̄e < M , the mean of the number

of c for rewards, steps, or failures in the same window is less

than a maximum acceptable threshold M .

Subsequently, learning speed can be determined, consider-

ing the Equation 15 for learning curves exhibiting a general-

ization point:

Speed = |cgp − cinitial|
egp − einitial

(15)

Where cinitial represents the mean of rewards, steps, or

failures at the first episodes from experiments. cgp denotes

the mean of rewards, steps, or failures at the generalization

point. einitial represents the first episode number and egp

is the episode number where the generalization point was

reached.

For curves lacking a generalization point, the mean of the

last episode elast and the criterion clast of the experiments

will be considered to estimate the speed, as shown in Equation

16.

Estimated Speed = |clast − cinitial|
elast − einitial

(16)

The final phase of training is characterized by the agent

achieving asymptotic performance stage, which is captured

by the generalization metric. Generalization indicates the

agent’s ability to consistently make good decisions across a

wide range of scenarios within the environment. This stage

signifies that the agent has successfully learned the environ-

ment’s dynamics, pathways, and optimal strategies to achieve

its goals. In reinforcement learning, generalization reflects

the agent’s capability to maximize rewards while minimizing

failures and unnecessary steps, showcasing the convergence

of the learning process to a stable and effective policy. For

the experiments carried out, the generalization, presented

in Equation 17, was determined by mean of the criterion

achieved from the generalization point up to the experiment’s

conclusion.
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Generalization = 1
elast − egp

elast∑
i=egp

ci (17)

5 Experiments

The experiment involving KCC will be assessed alongside

four algorithms: the traditional value-based DQN, policy-

based PPO, TRPO, and the hybrid A2C RL algorithms. While

these algorithms use neural networks as their policy, KCC

employs decision tree logic. The assessment will focus on

key metrics of the learning curve, in relation to total rewards,

total steps, and total failures.

To analyse the performance of KCC in attack operations,

considering the learning curve for limited attack experiences

and ability to handle dynamic scenarios, the experiment is

structured into two independent essays. The first essay aims

to compare the learning curve of the KCC, with four other

RL algorithms: A2C, DQN, PPO, and TRPO. The last essay

demonstrates the resilience of the KCC to dynamic scenar-

ios with the dynamic_scenario flag activated, alongside the

same four RL algorithms aforementioned. In this final essay,

vulnerabilities are patched midway through each algorithm’s

learning cycle, prompting the converged algorithms to ex-

plore new attack paths.

For each essay in the experiment, involve conducting 15

attacks using reinforcement learning agents for each of the al-

gorithms in a CTF competition. In these essays, the agent has

a limited maximum steps per epoch and total epochs to learn,

set at 50 for both. The selected environment for this competi-

tion is the Dummy scenario of the Exoskeleton interface. In

the last essay, the Dummy scenario introduces an additional

vulnerability, CVE-2018-109335, which, as explained, will

be addressed during the learning cycle.

The analysis of the agents’ performance in unfamiliar sce-

narios focuses on the number of steps required to achieve the

goal, the quantity of received rewards, and the occurrences

of failures. For all essays, the parameters outlined in Table

7 were considered. Parameters not explicitly provided will

follow the default values of the Stable Baselines 3 framework.

Table 7. Essays’ parameters.

Agent Parameter Essay 1 Essay 2

All epochs 50 25 + 25

All max steps per epoch 50 50

All timesteps 2500 2500

KCC epsilon (e-greedy) 0.25 0.50

KCC decay_rate 0.01 0.02

KCC kcc (catalyst) True True

KCC seed (random seed) 1 to 15 1 to 15

KCC buffer 20 10

KCC n_estimators 50 50

KCC min_samples_leaf 1 1

KCC dynamic_scenario False True

6 Results and Discussion

For the first essay, KCC was compared with 4 traditional RL

algorithms in the CTF scenario. As previously mentioned, in

CTF situations, all algorithms were subjected to a scenario

with limited steps and epochs for learning.

Figure 4 presents the offset metric results in the first epoch

of training for the KCC, PPO, TRPO, A2C, and DQN agents.

In Figure 4.a, the final step achieved by each agent to complete

the CTF objective is depicted. The training essay established

amaximum limit of 50 steps per epoch. As shown, the average

number of steps of the first episodes for each of the agents

was very close to the limit of 50. TRPO was the one that

presented the lowest average number of steps to find the flag,

around 45 steps. However, this value is not representative,

given that it is also a high value, natural at this stage of the

attack, when the agents are completely unaware of the target

scenario.

(a) First Episode Steps

(b) First Episode Rewards

(c) First Episode Fails

Figure 4. Comparing the offset among agents.
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This result is also reflected in Figure 4.b, which illustrates

the rewards obtained by the agents. Due to the inability of

most agents to complete the objectives within the allowed

time, they accumulated more penalties than rewards, resulting

in negative reward values.

Figure 4.c shows the failures for each agent, where the

TRPO agent committed the fewest failures, with 29.3 recorded

fails average, followed by A2C, DQN, PPO, and KCC. Since

the first epoch represents the exploration phase, where agents

lack knowledge about the environment, these results reflect

the consequences of their exploratory and random actions.

Neural network-based algorithms, such as A2C, PPO, DQN,

and TRPO, benefit from the ability to adjust synaptic weights

using gradient descent during training in each episode, en-

abling some degree of learning even within the initial epoch.

Conversely, the KCC agent, which employs a decision tree

policy, begins constructing its predictive model only in subse-

quent epochs, after accumulating sufficient experience from

prior interactions. Regarding offset, the inferior performance

of KCC compared to the other agents is justified by the nature

of decision tree algorithms. Unlike models that allow weight

updates, decision trees are always built from scratch at the

end of each episode, preventing incremental learning.

Considering the speed and generalizationmetrics, the learn-

ing curves for steps, rewards, and failures are presented in

Figure 5. As shown in Figures 5.a, 5.b and 5.c only KCC

generalized, achieving an average of 10.71 steps kill chain.

This serves as evidence that other algorithms require more

experience to learn and converge. This essay demonstrates

the issues faced by RL algorithms based on neural networks

when dealing with limited data for training, a factor present

in the sequencing of real attack situations.

Table 8 presents a comparison of the learning curves ob-

tained from the experiment across the metrics offset, speed,

and generalization. For the evaluation of the learning curves,

the parameters w and k were both set to 3. The τ thresholds

were defined as 0.5 for failures, and 0.75 for both rewards

and steps. Values close to those achieved by KCC were used

as a reference for setting the threshold M , with values of 90

for rewards, 17 for steps, and 3 for failures. The best results

are highlighted in bold.

In the offset evaluation shown in Table 8, TRPO outper-

formed the other algorithms, achieving the best values for

reward, steps, and failures, indicating a more efficient learn-

ing process during this phase. For the speed metric, which

reflects the agents’ ability to adapt and improve performance,

KCC achieved the highest scores across all categories: 5.07

for reward, 1.13 for steps, and 3.21 for failures, surpassing

(a) Last Step x Episode

(b) Reward x Episode

(c) Failures x Episode

Figure 5. The learning curve for agents with limited experiences.

Table 8. Learning Curve Analysis.

Series
Offset Speed Generalization

Reward Steps Failures Reward Steps Failures Reward Steps Failures

A2C -12.40 47.73 29.73 0.24 -0.01 0.13 - - -

DQN -7.07 47.00 30.80 -0.35 -0.06 0.11 - - -

KCC -23.27 48.73 33.87 5.07 1.13 3.21 103.39 10.71 1.40

PPO -22.67 49.40 33.27 0.70 0.04 0.56 - - -

TRPO -5.33 45.53 29.33 0.67 0.03 0.25 - - -
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the other algorithms. This result highlights the advantage of

decision tree-based policies in adjusting to the task dynamics

during the learning process. Finally, in the generalization

phase, none of the other algorithms reached acceptable perfor-

mance levels, where only KCC was able to meet the defined

performance thresholds, with values of 103.39 for reward,

10.71 for steps, and 1.40 for failures.

In addition, Table 9 presents the percentage differences

in the average results per episode for each experiment, com-

paring them to the outcomes achieved by KCC. Leveraging

decision tree logic, in contrast to the neural networks used

by the other algorithms, KCC demonstrated superior overall

performance for this type of problem. On average, KCC re-

quired 16.56 steps to reach the objective by the end of the

learning cycle, while the other algorithms averaged around

47 steps. A similar pattern was observed in the rewards met-

ric, where KCC achieved an average of 90.74, outperforming

the second best result from TRPO with 13.83, and far sur-

passing the worst result from DQN, which recorded -26.70.

Furthermore, when analysing the average number of failures

per episode, the differences among the algorithms became

even more evident. KCC once again stood out, achieving the

lowest average of 2.66 failures per episode, followed by PPO,

TRPO, A2C, and DQN, with the latter exhibiting a difference

of over 1000% compared to KCC.

The second essay, which commenced with the exploita-

tion potential of CVE-2018-10933 within the Dummy Sce-

nario, presents distinctive observations. This vulnerability

facilitated the extraction of KC B, as delineated in Figure

3. However, during the ongoing learning cycle at step 25, a

remediation ensued, restricting access solely to KC A, also

depicted in Figure 3. This deliberate protocol aimed at scru-

tinizing agent behaviour concerning resilience in dynamic

scenarios.

Figure 6 encapsulates the comprehensive evaluation of

agents subjected to dynamic scenarios. The red vertical de-

marcation (dynamic) signifies the vulnerability-fixing junc-

ture.

In the second essay, the KCC agent was configured to op-

erate in dynamic scenarios, adapting its behaviour based on

the observed variations in the outcomes of its actions. When

a change in the environment negatively impacted its learning

speed or delayed convergence, the agent dynamically recal-

culated its strategies to explore new paths toward achieving

its objectives. The primary focus of this essay was to analyse

the offset and learning speed following the correction of a

vulnerability during episode 25, which occurred mid-attack.

This behaviour is illustrated in Figure 6, where, for all 3 eval-

uation criteria reward, steps, and failures, KCC demonstrated

superior performance in the end of attack. After the correc-

(a) Last Step x Episode

(b) Reward x Episode

(c) Failures x Episode

Figure 6. The learning curve for agents in a dynamic scenario.

tion, KCC promptly recalculated its trajectory and resumed

its progression at a faster speed than the other agents, seeking

to achieve its goal and generalize through a new path.

Table 10 presents the detailed results for the agents based

Table 9. Percentage Differences Relative to KCC by Average of Episodes per Experiments.

Serie Steps Diff Steps Rewards Diff Rewards Failures Diff Failures

KCC 16.56 0.00% 90.74 0.00% 2.66 0.00%

A2C 46.82 182.66% -2.72 -103.00% 27.30 926.37%

DQN 49.47 198.69% -26.70 -129.43% 31.82 1096.39%

PPO 48.02 189.93% 6.02 -93.37% 11.59 335.89%

TRPO 45.23 173.10% 13.86 -84.72% 22.76 755.74%
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on offset, speed, and generalization metrics after episode 25.

Although A2C achieved the best results for offset in episode

26, the values remained high across all algorithms, indicating

that previous strategies were no longer effective and that new

exploratory efforts were required. In terms of learning speed,

KCC exhibited an advantage, evidencing its capacity to adapt

to dynamic environments by quickly resuming its search for

generalization. Regarding generalization itself, none of the

algorithms fully generalized after the vulnerability correction;

however, the learning trajectories of KCC, followed by PPO,

suggested a tendency towards achieving generalization in

subsequent episodes.

Table 10. Learning Curve Analysis after Episode 25.

Series Reward Steps Failures

Offset

A2C -28.93 50.00 33.80

DQN -43.67 50.00 44.27

KCC -39.80 50.00 43.60

PPO -40.80 50.00 43.80

TRPO -33.60 50.00 38.27

Speed

A2C 1.95 0.16 0.29

DQN 0.42 0.00 0.41

KCC 5.86 1.57 1.63

PPO 1.87 0.05 1.48

TRPO 0.69 0.01 0.40

Considering the complete attack cycle in a dynamic sce-

nario, Table 11 highlights the advantages achieved by KCC

over the others by average of episodes per experiments, with

differences reaching up to 138.88% in steps, 121.39% in re-

wards, and 262.28% in failures.

Table 11. Percentage Differences Relative to KCC.

Serie Steps Diff Steps

KCC 19.04 0.00%

A2C 35.43 86.07%

DQN 45.49 138.88%

PPO 31.73 66.63%

TRPO 34.15 79.34%

Rewards Diff Rewards

KCC 81.57 0.00%

A2C 35.74 -56.18%

DQN -17.45 -121.39%

PPO 35.58 -56.38%

TRPO 30.55 -62.54%

Failures Diff Failures

KCC 10.16 0.00%

A2C 22.18 118.30%

DQN 36.81 262.28%

PPO 17.84 75.53%

TRPO 23.13 127.67%

7 Final Considerations

With technological advancements, tasks traditionally per-

formed by humans have increasingly been delegated to ma-

chines or agents equipped with artificial intelligence, par-

ticularly in the field of cybersecurity. In the context of au-

tonomous cyber attacks, RL stands out as a widely employed

approach. However, RL-based methods face significant is-

sues, including limited availability of training data, low adapt-

ability to dynamic environments, and restricted interpretabil-

ity of decision-making policies. Moreover, in real-world

attack contexts, beyond reducing the time-consuming costs

associated with red team specialists and agent training, mini-

mizing the number of failures and steps during cyber attacks is

critical to lowering the risk of exposure. Horta et al. [2024b]

introduced the KCC to address limitations in the use of RL for

cyber attacks in the state of the art. The KCC incorporates a

catalyst inspired by genetic alignment to optimize the search

for effective attack chain sequences in which combined with

a decision tree-based logic, outperformed all other algorithms

in RL-driven attack scenarios.

This work builds upon the findings of the original article

[Horta et al., 2024b], aiming to refine the previous analysis

by addressing gaps related to the evaluation of learning and

the improvement of experiments. This extension investigates

the learning process of agents within the same context as the

original study, employing theKCC algorithm tominimize fail-

ures and steps using limited data, while enhancing resilience

in dynamic environments. The focus is on a more detailed

analysis of attack sequencing learning, with an emphasis on

its applicability in CTF scenarios, based on the execution of

a larger set of experiments.

Experiments involving more than 150 attack emulations

were conducted in the context of an autonomous Capture the

Flag tournament. These experiments evaluated the learning

performance of RL agents through metrics derived from their

learning curves, including offset, speed, and generalization.

This evaluation was based on the metrics equations developed

to analyse the learning curves. The analysis incorporated

the number of steps, rewards, and failures recorded during

the training of the agents. The experiment was divided into

two distinct essays. The first essay focused on examining the

learning curve of agents in an unfamiliar scenario with limited

experiences within the CTF tournament. The second essay

assessed the resilience of the agents in a dynamic environment,

where a vulnerability was patched in the middle of training

to evaluate their ability to recalibrate strategies in response to

environmental changes.

The results highlighted the learning speed of KCC in gen-

eralizing and optimizing attack strategies, achieving objec-

tives with fewer steps and failures compared to other algo-

rithms. Differences were observed of up to 198.69% in steps,

129.43% in rewards, and 1096.39% in failures when compar-

ing the performance of KCC with traditional RL algorithms.

Additionally, the ability of KCC to adapt to environmen-

tal modifications, such as the remediation of vulnerabilities,

showcased its resilience in dynamic scenarios. This adapt-

ability distinguished KCC from other algorithms tested in the

study. These findings emphasize the relevance of decision

tree-based methodologies and the potential role of the catalyst
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in enhancing the performance of RL agents in cyber attack

contexts.

However, the offset metric represents a characteristic of

the exploration phase inherent to all RL algorithms, as it

reflects the stochastic nature of initial actions taken by agents

in unknown environments. This stochasticity is a drawback

for RL agents, as it often results in variable performance

during the early stages of training. Consequently, among

the three learning curve metrics, the offset remains the most

sensitive to the randomness of exploratory actions. While the

KCC algorithm demonstrated advantages in learning for the

later phases of training, the offset remains an area requiring

further refinement through targeted research. Addressing

this limitation could enable KCC to gain a more consistent

advantage over other RL algorithms during the initial stages

of training.

This study extends the original contributions related to the

KCC algorithm and the Exoskeleton interface within the con-

text ofRL for cyber attacks. In addition to these developments,

it introduces a method for analysing learning curves based on

objective metrics, namely offset, speed, and generalization.

This approach enables a more rigorous and less subjective

comparison than graphical interpretations. Furthermore, this

work expands the number of experiments and provides all

results and source code, facilitating the replication of experi-

ments and supporting the development of new studies based

on this framework.

Future investigations should focus on enhancing the ex-

ploration phase of the KCC algorithm, with the aim of mit-

igating the impact of stochasticity and improving its offset

performance. Such improvements may include advanced

exploration strategies or hybrid methodologies to balance

exploration and exploitation more effectively. Furthermore,

experiments in increasingly complex and variable environ-

ments would provide valuable insights into the robustness

and adaptability of KCC, particularly in dynamic cyber attack

scenarios.
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