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Abstract. In recent years, a wide range of new Machine Learning (ML) techniques with high accuracy have been
developed for Android malware detection. Despite their high accuracy, these techniques are seldom implemented
in production environments due to their limited generalization capabilities, leading to reduced performance when
applied to real-world scenarios. In light of this, this paper introduces a novel multi-view Android malware detection
model implemented in two stages. The first stage involves extracting multiple feature sets from the analyzed Android
application package, offering complementary behavioral representations that improve the system’s generalization in
the classification process. In the second stage, a multi-objective optimization is conducted to identify the optimal
feature subset from each view and fine-tune the hyperparameters of individual classifiers, enabling an ensemble-based
classification approach. The core innovation of our approach lies in the proactive selection of feature subsets and
the optimization of hyperparameters that together enhance classification accuracy while minimizing processing
overhead within a multi-view framework. Experiments conducted on a newly developed dataset, consisting of over
40 thousand Android application samples, validate the effectiveness of our proposal. The results indicate that our
model can increase true-positive rates by up to 18% while reducing inference processing costs by as much as 72%.
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1 Introduction

Android is the most used mobile operating system globally,
reaching over 3 billion active users and capturing nearly three-
quarters of the current market share [Curry, 2024]. However,
this popularity has also made Android a prime target for cyber
threats, particularly in the form of malicious applications,
namely malware, designed to exploit vulnerabilities in the
system. As an example, according to a recent cybersecurity
report [Kaspersky, 2024], the number of newly identified
Android malware samples surged by 52% in 2023 alone, with
several of these malicious apps even infiltrating official app
stores, exposing users to security risks. Therefore, despite the
various malware detection strategies currently in place, these
approaches have proven inadequate in reaching protection,
leaving many users vulnerable to security breaches.

Android malware detection typically relies on either dy-
namic or static analysis methods [Qiu ez al., 2020]. On the one
hand, dynamic-based techniques involve executing and mon-
itoring the target application in a controlled environment to
detect malicious footprints [Li ef al., 2022]. These techniques
often capture runtime indicators, such as network connec-
tions, file system changes, or unauthorized access to system
resources to conduct detection. Therefore, they often demand
substantial computational resources, time, and sophisticated
monitoring setups implemented utilizing sandbox environ-

ments. Unfortunately, some malware types can conceal their
behavior or activate malicious functions only under specific
conditions, further complicating detection and reducing the
effectiveness of dynamic analysis [Cui ef al., 2023]. On
the other hand, static-based approaches analyze an applica-
tion’s files, including its code, permissions, and configuration
files, without requiring the analyzed app execution. This
approach is typically more efficient and scalable, allowing
for analyzing large volumes of applications with fewer re-
sources. Due to these advantages, static methods are often
preferred in research and industry, where they have demon-
strated promising detection rates with reduced operational
complexity trade-offs [Bhat et al., 2023].

Static-based Android malware detection primarily involves
analyzing the Android Application Package (APK) files to
identify potential threats. This analysis typically encompasses
several key components, including examining the app’s re-
quested permissions, detailed in the manifest.xml file, and
the analysis of the binary source code contained in the .dex
files [Pan et al., 2020]. By inspecting these elements, re-
searchers can extract relevant features to understand the app’s
behavior and functionality [Darwaish and Nait-Abdesselam,
2020]. In recent years, the literature has seen a surge in
various approaches aimed at improving the classification of
Android applications. Many of these approaches leverage
Machine Learning (ML) techniques, which have become in-
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creasingly popular due to their ability to handle large datasets
and discover complex patterns within the data [Mahindru
and Sangal, 2020]. These approaches use a feature vector
generated from the extracted behavioral characteristics of the
application. This feature vector serves as input to an ML
model that processes the data to classify the app as either
goodware or malware.

The reliance on ML techniques has significantly improved
the accuracy of current malware detection strategies. By train-
ing models on diverse datasets that include both goodware and
malware applications, researchers can enhance the models’
ability to generalize and identify new malware variants effec-
tively. Various algorithms, such as decision trees, support
vector machines, and deep learning models, have been applied
in this context, each with strengths and weaknesses [Odat and
Yaseen, 2023]. Overall, static-based detection methods repre-
sent a critical component of Android security frameworks, as
they offer a proactive approach to identifying potential threats
before they can execute and harm users.

Surprisingly, despite the promising results reported in the
literature, including high classification accuracies, current
ML-based techniques are seldom deployed in production en-
vironments [Smith et al., 2020]. Android malware behavior’s
inherent complexity is a major challenge, typically marked by
various malicious indicators. This complexity often necessi-
tates the examination of multiple files and attributes to ensure
the accurate classification of an application. For instance, an
analyzed APK might request several highly sensitive permis-
sions; however, a detailed analysis of its source code could
reveal that these permissions are used appropriately and for
legitimate purposes [Molina-Coronado et al., 2023]. As a
result, if classification decisions are based solely on requested
permissions, there is a risk of false positives, where legiti-
mate applications are misclassified as malware, potentially
undermining user trust.

Many current approaches in the literature rely heavily on an-
alyzing a single APK file for the classification task, often over-
looking the multi-view nature of malware behavior [Pan et al.,
2020]. This single-file focus can limit detection accuracy, as
it fails to account for the broader context of an application’s
behavior and interactions. Consequently, methodologies that
integrate multiple behavioral attributes and operational con-
texts are needed to improve the robustness and reliability of
Android malware detection systems [Geremias et al., 2023].
In addition, analyzing multiple files also introduces consider-
able computational costs, making such techniques challeng-
ing to implement on resource-constrained devices like smart-
phones [Ma et al., 2024]. These devices typically lack the
processing power and memory needed to support extensive,
multi-file analysis, which further hinders the deployment of
advanced malware detection techniques in mobile environ-
ments.

Combining multiple feature sets for Android malware clas-
sification has been explored in several studies [Darwaish
and Nait-Abdesselam, 2020]. Typically, these schemes em-
ploy Deep Neural Network (DNN)-based techniques, which
enhance detection accuracy by capturing complex patterns
across diverse feature spaces. Yet, these methods often entail
significant memory and processing demands, posing chal-
lenges for deployment on mobile and other resource-limited
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devices [Ravi et al., 2022]. Moreover, finding the optimal
feature sets in a multi-view setting remains complex. Each
classifier involved must evaluate its performance within the
broader pool of selected features, ensuring that the final con-
figuration maximizes classification efficacy without imposing
excessive computational overhead on devices that may not
be able to sustain such intensive analysis.

Contribution. In light of this, this paper introduces a novel
multi-objective optimization model for multi-view classifi-
cation of Android malware, implemented in two stages. In
the first stage, multiple feature sets are extracted from an
analyzed Android APK, with each feature set derived from
a distinct APK file component, providing a complementary
behavioral vector for comprehensive classification. In the
second stage, a multi-objective optimization is conducted to
identify an optimal subset of features from each feature set
and to tune the associated hyperparameters of individual clas-
sifiers, enabling an ensemble-based classification approach.
The core insight of our proposal is to identify and select fea-
tures that not only enhance classification accuracy but also
reduce inference processing requirements, making it suitable
for deployment on resource-constrained devices. As a re-
sult, our scheme leverages complementary feature sets for
Android malware detection, achieving reliable classification
performance while balancing processing demands for a more
efficient multi-view detection approach.

In summary, the main contributions of our work are:

* A new publicly available multi-view Android malware
dataset with complementary feature sets extracted from
the APK API Calls, OPCodes, and Permissions related
files. The dataset was built through the analysis of ~ 40
thousand Android samples collected from a two-year
interval;

* A new multi-view Android malware detection model im-
plemented through a multi-objective optimization strat-
egy. Our proposed scheme can improve true-positive
accuracy by up to 18% while reducing inference pro-
cessing costs by as much as 72%.

* An explainable machine learning analysis that demon-
strates the significance of each feature set in our multi-
view approach, providing insights into how multi-view
integration enhances classification accuracy and effi-
ciency in our proposed model;

+ A lightweight prototype implementation of our multi-
view classification model on an Android device, demon-
strating its feasibility for real-time malware detection
with minimal resource consumption, suitable for mobile
environments;

Roadmap. The remainder of this paper is organized as fol-
lows. Section 2 further describes ML-based Android malware
detection. Section 3 describes the related works. Section 4
presents our proposal, while Section 5 describes our prototype
implementation. Section 6 evaluates the performance of our
model, and Section 7 concludes our work.
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2 Background

This section provides an in-depth discussion on detecting
Android malwares using ML-based techniques. First, we
outline the application of ML in identifying Android malware,
detailing the general process and techniques used. Following
this, we examine the challenges inherent in applying these
methods, addressing the limitations and obstacles that affect
their effectiveness in practical scenarios.

2.1 Static-based Android Malware Detection

Android malware detection using ML-based techniques gen-
erally follows a structured four-phase process [Qiu et al.,
2020]. In the initial phase, the Data Extraction module gath-
ers relevant APK files, such as through retrieving requested
permissions from the app’s manifest.xml file. Next, a Fea-
ture Extraction module analyzes the behavioral attributes of
the extracted file to generate a feature vector tailored to the
file type being evaluated. For instance, a permissions-based
feature vector would comprise a binary list indicating which
permissions are requested by the app. Similarly, API calls
the app makes can also be analyzed, producing a feature vec-
tor based on the frequency or type of API calls, which may
signal potentially suspicious behavior. The third phase in-
volves a Classification module, which applies a trained ML
model to categorize the feature vector as either goodware or
malware. Finally, samples classified as malware trigger the
Alert module, which signals a response to mitigate potential
threats.

The successful application of ML-based detection of An-
droid malware depends on using a representative training
dataset [Smith et al., 2020]. This is crucial because the ML
model is trained by analyzing the behavior patterns present in
the dataset. Therefore, it must reflect various possible behav-
iors across different samples. A diverse and comprehensive
dataset ensures that the model can generalize well and detect
various malware types effectively. However, building such
a representative training dataset presents a significant chal-
lenge. It requires collecting a large and varied number of mal-
ware samples that account for different malware behaviors,
variants, and evasive techniques. Additionally, the dataset
must also include a wide range of benign applications to avoid
class imbalance and ensure the model can distinguish between
goodware and malware accurately [Guerra-Manzanares ef al.,
2021]. Surprisingly, much of the existing literature relies on
outdated training datasets, often containing only hundreds or
a few thousand malware samples. This situation limits the
model’s ability to learn from a broader range of malicious
behaviors.

Another challenge lies in analyzing multiple feature sets,
which is increasingly necessary for more accurate Android
malware detection. Multi-view learning is a ML paradigm
that leverages multiple distinct and complementary feature
sets (or "views”) to improve model performance [Millar et al.,
2021]. Each view captures different aspects of the data, and
combining them enables more accurate learning. In the con-
text of Android malware detection, multi-view learning al-
lows the model to analyze diverse behavioral features—such
as network activity, file access patterns, and system inter-
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actions—Ileading to improved generalization and detection
accuracy compared to single-view approaches. Typically,
multi-view learning is implemented through strategies such
as feature-level fusion, where views are concatenated before
classification, or decision-level fusion, where each view is
independently processed, and the results are later combined
using ensemble methods like majority voting or weighted
averaging [Qin et al., 2025].

Multi-view learning can improve classification accuracy
by leveraging complementary information from different data
perspectives. However, this approach often introduces addi-
tional computational costs, particularly when implemented on
resource-constrained devices like smartphones. To address
this challenge, multi-objective optimization is employed to
balance these trade-offs by simultaneously optimizing mul-
tiple goals [Viegas et al., 2021]. In the context of Android
malware detection, it enables the selection of feature subsets
and model hyperparameters that maximize accuracy while
minimizing processing overhead, for example. A widely
adopted method for this purpose is the Non-dominated Sort-
ing Genetic Algorithm II (NSGA-II) [Deb et al., 2002], which
efficiently explores the trade-off space and identifies Pareto-
optimal solutions. The resulting Pareto front represents a
set of non-dominated solutions, where no single solution is
strictly better than the others across all objectives, thus offer-
ing different trade-off options for deployment depending on
the resource availability and performance requirements.

2.2 The Challenges of ML-based Android Mal-
ware Detection

Over the past few years, several works have proposed highly
accurate ML-based techniques for Android malware detec-
tion [Molina-Coronado ef al., 2023]. However, despite the
promising results, these proposed schemes are rarely adopted
in production environments. A key challenge lies in the need
for a large number of training samples to design a reliable
ML-based scheme. This is because the classifier must be able
to generalize the behaviors observed in the training data to
those encountered during production deployment, ensuring
that it can handle diverse, real-world scenarios.

Providing a well-generalized ML model is particularly
challenging when relying on a multi-view strategy. Android
malware often requires evaluating multiple complementary
behaviors to be accurately identified [Darwaish and Nait-
Abdesselam, 2020]. For instance, sensitive permission might
only be indicative of malicious activity if a source code with
malicious intent is also identified. In such cases, the ML-
based technique must be capable of incorporating multiple
views during the classification task. However, this multi-
view approach often comes at the cost of higher computa-
tional requirements, making it more difficult to deploy on
resource-constrained devices such as smartphones [Millar
et al., 2020]. The challenge of smartphone implementation
lies in optimizing these techniques for mobile devices’ lim-
ited processing capabilities, memory constraints, and battery
life, which makes it difficult to perform complex malware
analysis efficiently.

Notwithstanding, analyzing multiple feature sets and com-
bining them adequately presents another significant chal-
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lenge [Alani and Awad, 2022]. Different features, such as
app permissions, API calls, and system behaviors, must be
carefully selected and integrated to create a comprehensive
feature vector. This process requires handling potential fea-
ture redundancies, ensuring that all relevant information is
captured without introducing the model with unnecessary
complexity. Balancing the richness of the feature sets with
the need for computational efficiency is a delicate task, as
the complexity of analyzing and combining multiple features
can increase the computational cost, further hindering the
deployment of these techniques on smartphones [Geremias
etal., 2022].

3 Related Work

Android malware detection through ML-based techniques has
been widely explored in the literature in recent years [Qiu
et al., 2020]. The primary objective of these approaches is to
achieve high accuracy on a given test dataset, often focusing
on refining classification techniques to maximize detection
performance. For example, D. O. Sahin et al. [Sahin et al.,
2021] employs a feature selection technique on a permission-
based ML model to detect malware. Their approach improves
classification accuracy but relies on an outdated dataset with a
limited number of samples, which restricts its ability to gener-
alize to new malware samples. Similarly, S. Seraj ef al.[Seraj
et al., 2022] propose an updated dataset that includes a more
significant number of malware samples. They use a DNN
technique to improve accuracy compared to previous works.
Unfortunately, their approach does not consider how incorpo-
rating complementary views—such as additional behavioral
features or analysis of multiple components—could enhance
the model’s generalization, making it more robust in detecting
previously unseen malware. A. Pektas et al.[Pektas and Acar-
man, 2020] focus on using opcode sequences for malware
detection, improving accuracy when combined with feature
selection. However, like the previous approaches, they do
not explore the potential of multi-view strategies to improve
system reliability and robustness. Another approach, pro-
posed by A. Darwaish ef al. [Darwaish and Nait-Abdesselam,
2020], translates source code binaries into images for the clas-
sification task. While this proposal boosts accuracy, it also
overlooks the advantages of integrating multiple feature sets,
which could further refine malware detection by leveraging
diverse perspectives of app behavior.

Combining multiple feature sets for Android malware de-
tection has been the subject of several studies over the past
years. S. Millar et al.[Millar et al., 2021] propose utilizing OP-
codes, permissions, and API packages for the classification
task. While their proposal improves classification accuracy,
it fails to address how to optimize the combination of these
views to enhance performance further. V. Ravi et al.[Ravi
et al., 2022] take a step further by combining multiple views
using a DNN-based approach. Their scheme boosts classifica-
tion accuracy, but it comes with a significant tradeoff in pro-
cessing costs, making it less suitable for resource-constrained
devices. A similar approach is presented by A. Kyadige et
al. [Kyadige et al., 2020], who also combine multiple views
through a DNN-based scheme. While their method improves
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Table 1. A summary of related work and the characteristics of their
Android malware detection strategy.
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D. O. Sahin et al. X X X v v
S. Serajetal | x X v X X
A. Pektas et al. X X v X X
A. Darwaish et al. X v v X X
S. Millar et al. X v v X X
V.Ravietal | x v v X X
A. Kyadige etal. | x v X X v
J. Geremias et al. | x v v X X
Y. Wuetal X v v v v
M. Azad et al. X X v v v
H. Hawks et al. X X X v X
L.daCostaetal. | v v X X X
C.Gaoetal | v v v X X
M. M. Alanietal. | v X v X X
Ours | vV v v v

classification accuracy, it does not explore how these views
can be combined optimally to achieve better results while min-
imizing computational overhead. J. Geremias et al. [Geremias
et al., 2022] proposes a multi-view implementation making
use of DNN-based classification strategy. Their approach
combines multiple features to perform image-based classi-
fication with high accuracies. Similarly, the computational
costs are overlooked.

Feature selection has been proposed as a means to improve
classification accuracy in a multi-view setting. Y. Wu et
al[Wu et al., 2023] utilize reinforcement learning to perform
the feature selection task, improving accuracy. However,
their approach does not consider the application of multiple
views, which could enhance the system’s generalization and
robustness. M. Azad et al.[Azad et al., 2022] apply particle
swarm optimization for feature selection on a DNN-based
classifier. While their approach improves accuracy, it over-
looks the potential of integrating multiple views to enhance
detection capabilities further. Similarly, H. Hawks et al. [Hi-
jaziet al., 2023] propose a feature selection method combined
with an ensemble of ML classifiers for the detection task. This
method can increase classification accuracy but neglects to
explore multi-view approaches, which could optimize feature
selection and improve the overall detection process. Conse-
quently, most current works fail to explore how the multi-view
approach can be leveraged to achieve more reliable Android
malware detection.

The implementation of Android malware detection strate-
gies on resource-constrained devices, such as smartphones,
is rarely addressed in the literature. L. da Costa et al.[Costa
and Moia, 2023] propose a multi-detector strategy that iden-
tifies malware samples based on rule-based and triggering
mechanisms. Their approach reduces processing costs by
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analyzing the malware only when certain preconditions are
met. However, this activation strategy can be easily evaded
by more sophisticated malware, potentially compromising the
system’s reliability. C. Gao et al.[Gao et al., 2024] develop a
lightweight DNN implementation for image-based Android
malware classification. Their method improves classifica-
tion accuracy while minimizing the impact on processing
costs, but it does not address the multi-view approach, which
could further optimize the detection process. M. M. Alani
et al. [Alani et al., 2023] propose a lightweight ML classi-
fier that conducts Android malware detection using memory
dump features and a tree-based classifier for efficient model
implementation. However, their approach does not assess the
scheme’s performance on resource-constrained devices, mak-
ing it unclear how it would perform in real-world smartphone
environments. Therefore, while some approaches aim to im-
prove efficiency, the challenge of implementing effective mal-
ware detection on smartphones remains largely unexplored
in the literature.

3.1 Discussion

Table 1 overview the related works and the characteristics
of their Android malware detection strategy. A critical gap
in the literature on Android malware detection is the lack
of practical implementation on resource-constrained devices,
such as smartphones. Many works focus on improving de-
tection accuracy but overlook the real-world applicability of
their methods. While several studies propose multi-view ap-
proaches, they rarely assess how such methods would perform
on actual devices, leaving the effectiveness of these models
in production environments unclear. Additionally, there is a
consistent trend of not utilizing representative datasets that
accurately capture the full spectrum of Android malware be-
haviors. This results in models that may not generalize well
to new, unseen threats. Furthermore, the literature frequently
neglects the importance of feature selection, a key step in re-
ducing computational costs and improving model efficiency.
While some studies do attempt feature selection, these efforts
are often limited or not integrated with multi-view frame-
works, limiting the potential for optimizing both accuracy
and processing efficiency. Thus, while there has been signifi-
cant advancement in Android malware detection, these works
often fail to address the critical challenges of device imple-
mentation, dataset representativeness, and effective feature
selection in a multi-view context.

4 A Lightweight Multi-view Android
Malware Detection Model

To address the aforementioned challenge of lightweight An-
droid malware detection in a multi-view setting, our proposed
scheme introduces a multi-objective optimization approach
that aims to balance accuracy with computational efficiency.
By leveraging multiple feature sets, our model captures a
more comprehensive view of the application behavior, en-
hancing its ability to detect diverse malware patterns while
minimizing processing demands. Figure 1 illustrates the de-
tailed operation of our proposed model, showcasing the se-
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Multi-view Classification
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Figure 1. Overview of our proposed multi-view Android malware classifi-
cation pipeline.

quence of data extraction, feature selection, and optimized
classification processes that enable malware detection in a
resource-constrained setting.

The intended deployment scenario for our proposed model
focuses on on-device Android malware detection, where anal-
ysis is performed directly on the user’s smartphone. Specif-
ically, our model analyzes the to-be-installed APK before
its execution, allowing proactive identification of malicious
behavior. This on-device execution eliminates the need to
offload data to remote servers, thereby preserving user pri-
vacy and reducing detection latency. The model is optimized
for resource-constrained environments, ensuring it can run
efficiently across various smartphone devices. By enabling
real-time malware detection without relying on continuous
internet access, our approach enhances the practicality and
usability of mobile security solutions.

To achieve such a goal, the proposed system implements
a multi-view ML-based classification pipeline that operates
using a static analysis of Android apps. In this approach, the
Android APK file is analyzed through a multi-view process,
where multiple files—such as the requested permissions from
the manifest.xml and Opcodes from the dex file—are used to
inform the classification task (Fig. 1, from Files I to N). Our
primary hypothesis is that incorporating multiple views can
enhance the generalization and reliability of Android malware
detection. Each file undergoes analysis through a dedicated
feature extraction module (Fig.1, from Feat. Ext. 1 to N),
generating feature vectors that represent different behavioral
aspects of the app. These feature vectors are subsequently
processed by associated classifiers, producing individual clas-
sification outcomes for each view (Fig.1, from Classifier 1
to N). To synthesize these outcomes, a combination module
aggregates the classifications using a majority voting strategy,
resulting in a final classification decision. As a result, this ap-
proach leverages complementary views, improving detection
accuracy and adapting to diverse malware patterns.

To tackle the challenge of integrating multiple classifica-
tions from complementary views, we apply a multi-objective
optimization approach. This approach simultaneously op-
timizes the selection of features within each view and the
classifier’s hyperparameters, balancing classification accu-
racy with processing costs. We measure the effectiveness of
this optimization by evaluating both the accuracy and pro-
cessing costs of the resulting classifier pool, ensuring a well-
rounded performance. Our primary insight is that by jointly
refining feature subsets and classifier configurations, we can
achieve high malware detection accuracy while maintaining
a lightweight, multi-view classification process, making it
suitable for deployment on resource-constrained devices.

The following subsections further describe our proposed
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Algorithm 1 Feature selection fitness computation for each individual

Require: Ensemble pool hyperparameters «, classifiers pool A, classifier views x
1: Preprocess training (D;,.qr,) and testing (Dy.s;) datasets to filter selected views in

for each classifier h; € h do
end for

Measure computational costs of the pool (Eq. 1)
Return pool accuracy and computational cost

A R

Fit classifier h; using hyperparameters «; on training dataset D4, USing view x;

Measure the pool accuracy using majority voting on the test data (Eq. 2)

model, including its implementation components and the
multi-objective optimization process.

4.1 Multi-view Classification

Most existing Android malware detection methods in the
literature depend on a single view for classification. This
reliance often limits their generalization capabilities, making
them unsuitable for robust production use. To overcome this
limitation, our proposed model adopts a multi-view classifica-
tion process, which leverages an ensemble of classifiers. By
incorporating multiple perspectives on the current analyzed
Android APK behavior, our approach aims to enhance detec-
tion accuracy and reliability, providing a more comprehensive
solution for Android malware detection.

Our scheme’s operation is illustrated in Figure 1. It begins
by analyzing the behavior of the Android APK to be classified,
where the relevant files for feature extraction are obtained.
Specifically, our scheme incorporates three views: Permis-
sion (manifest.xml), Opcode (dex), and API Calls (dex), each
of which is further detailed in Section 5. The behavior of
each file is then processed by an associated feature extractor
to create a feature vector. Each feature vector is subsequently
classified by its corresponding classifier (Fig. 1, Classifier
1 to N). Finally, our scheme integrates these classifications
using a Combination module, which applies a majority voting
mechanism to determine the final decision.

Consequently, our proposed model leverages a multi-view
approach to enhance system generalization and reliability.
However, combining multiple views is not easily achievable
due to the inherent complexities of integrating diverse fea-
ture sets and classifiers. By using a straightforward majority
voting procedure, our scheme maintains minimal inference
processing costs while ensuring robust decision-making. Be-
low, we describe in detail how we optimize the combination
of these views, addressing the challenges involved in this
process.

4.2 Multi-objective Optimization

To combine multiple views for the Android malware detec-
tion task, we employ a multi-objective optimization approach.
Specifically, we aim to simultaneously optimize inference pro-
cessing time and the resulting ensemble accuracy. To achieve
this, we implement the multi-objective optimization through
a wrapper-based feature selection and classifier hyperparam-
eter search method, utilizing a multi-objective genetic search
algorithm. This approach enables the efficient exploration of
feature subsets and the associated classifier hyperparameters

Input: Population size (N),
Generation size (G), Mutation Prob.
(Mr), Crossover Prob. (Cr)

Randomly initialize population P
with N individuals

Evaluate fitness of each individual
using Equations 1 and 2 (Alg. 1)

‘ Select parents based on fitness ‘

Apply crossover and mutation to
produce offspring from Pareto front

Number of generations met?

Figure 2. Flowchart of our proposed multi-objective optimization model
building for multi-view Android malware classification.

while balancing both classification accuracy and processing
costs. Figure 2 overviews the implementation of our multi-
objective model building procedure for multi-view Android
malware classification.

We consider a multi-view Android malware detection
scheme implemented through an ensemble of classifiers (see
Fig. 1). Each i classifier h; conducts the classification task
using its own view x;. The multi-objective optimization goal
is to find for each individual classifier ¢ the best subset of fea-
tures from view x; and the associated classifier hyperparam-
eters ay; that simultaneously improve the resulting accuracy
and processing costs of the ensemble. To achieve such a goal,
the multi-objective optimization task starts with a given popu-
lation size IV, a generation size (¢, a mutation rate M,., and a
crossover rate C... It then proceeds to initialize the population
P with N individuals randomly. Here, each individual is rep-
resented by a set of views used by the classification system.
Each view within an individual is characterized by a specific
subset of features selected for classification, along with its cor-
responding classifier hyperparameter settings. This approach
allows us to identify feature subsets and classifier hyperpa-
rameters that jointly enhance both classification accuracy and
processing efficiency when integrated into the ensemble pool.

Algorithm 1 overviews the implementation of our model-
building procedure for each individual. It receives as input
a set of pool hyperparameters «, the classifiers pool h, and
their associated views x. It then preprocesses the training
and testing datasets to filter the selected views based on x.
The preprocessed dataset fits each classifier h; using their
associated hyperparameter a; and view x;. Finally, using the
built classifier pool, we measure the resulting accuracy and
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Table 2. Top 100 extracted static-based API Call features for each
analyzed Android APK file based on their information gain.
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Table 4. Top 100 extracted static-based Permission features for
each analyzed Android APK file based on their information gain.

Table 3. Top 100 extracted static-based Opcode features for each
analyzed Android APK file based on their information gain.

Description Quantity
Opcodes related to object manipulation 25
Opcodes related to arithmetic and logic operations 17
Opcodes related to conditional and branching instructions 13
Opcodes related to data movement 10
Opcodes related to memory and constants 10
Opcodes related to type conversions and comparisons 9
Opcodes related to method invocation 9
Opcodes related to return instructions 4
Opcodes related to synchronization and exceptions 3

processing costs.

In practice, our multi-objective optimization task aims at
finding a feature subset space z;, and classifier hyperparame-
ters a; for each view such that it minimizes processing time
and error rate. We measure processing time through the fol-
lowing equation:

Eij\io time(h(z;)) (1)
N

where D,.s; denotes the testing dataset, i the ensemble pool,
time a function that measures the ensemble inference time on
a given test dataset sample x;, and [V the testing dataset size.
Therefore, we measure the processing time as the average
inference time of the ensemble pool on a given testing dataset.
Similarly, we measure the ensemble pool error rate through
the following equation:

Objproc (h’a Dtest) =

ZﬁV:O h}(\fz‘) 7& Yi )

where Dy.s: denotes the testing dataset, h(x;) a function that
outputs the pool-assigned label for the event, y; the ground-
truth label, and NV the testing dataset size. Hence, we measure
the error rate as the percentage of events incorrectly classified
by the pool.

Given that iterating over all possible feature subspaces z;
and classifiers hyperparameters «; is not feasible, we make
use of the multi-objective optimization approach (Fig. 2). As
a result, we aim to solve the following equation:

Objerror (h7 Dtest) =

arg min Objproc(fit(hv T,y ai>7 Dtest)
{ziszn}i{ai,..an}
and
arg min Objerror(fit(hw Ly, Oéi), Dteggy
{mi,...,zN},{a,;,...,aN}

Description Quantity Description Quantity
API Calls for Object and Basic Types Manipulation 36 Permissions related to miscellaneous system features 17
API Calls for Ul and Layouts 25 Permissions related to system features and management 16
API Calls for Data Manipulation 19 Permissions related to network and internet access 14
API Calls for System Resources 9 Permissions related to user data and accounts 12
API Calls for Data Structures and Collections 6 Perm%ss%ons related to phone and communication services 11
API Calls for Communication and Integration 5 Perm¥ss¥ons related to har<.iware and sensors 10
Permissions related to device storage and filesystems 8
Permissions related to notifications and user interactions 7
Permissions related to location services 5

where fit denotes a function that train the ensemble % using
the selected views subspaces x; and classifiers hyperparam-
eters «;. Therefore, our scheme aims to find each view’s
feature subspace and classifier hyperparameters that optimize
the resulting ensemble inference processing time and accu-
racy. Our proposed model can consider the application of
multi-view Android malware detection and the resulting en-
semble accuracy. Our insight is to select each view feature
subspace while measuring the resulting ensemble precision
and processing costs. How we solve Eq. 3 is described in
Section 6.

4.3 Discussion

Our proposed multi-view Android malware detection model
addresses the single-view limitation in current approaches
by leveraging a multi-objective optimization framework. To
achieve such a goal, we analyze multiple complementary as-
pects of Android APK files, such as permissions, Opcodes,
and API calls, to improve generalization and reliability in
real-world settings. This multi-view approach not only en-
hances classification accuracy but also ensures processing
costs remain feasible for deployment on resource-constrained
devices. Our model applies a genetic search algorithm for
multi-objective optimization, which iteratively refines feature
selection and classifier hyperparameters to balance accuracy
with processing costs. The use of a simple majority voting
mechanism to combine classification results across views fur-
ther contributes to a lightweight design, allowing for minimal
inference cost while maintaining high detection reliability.
As a consequence, our proposed scheme provides a reliable
and lightweight approach to Android malware detection.

S Prototype

We implemented our proposed multi-view classification
scheme (see Fig. 1) as a Android application. Figure 3 il-
lustrates the overview of our implemented prototype.

We consider a proposal prototype implemented as an ap-
plication executed on an Android device on Samsung Galaxy
S24. The application receives as input the to-be-analyzed
APK through a Android Debug Bridge (ADB) interface. The
received APK file is analyzed through AndroPyTool [Martin
et al., 2019], where we consider three complementary views,
namely Permission, OPCode, and API Calls. In practice, we
considered three views as follows:
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‘ Alert ‘

‘ Classification (scikit-learn, pandas) ‘

‘ Permission H OPCode H API Calls ‘
Feature Extraction (AndroPyTools)

APK Upload (ADB) Acquire ‘

Android (Samsung Galaxy S24)

Figure 3. Prototype overview.

* API Calis. A total of 63,460 features that comprise the
number of every API call conducted by the analyzed
APK source code binary (dex);

* Opcode. A total of 224 features counting the number that
each Opcode occurred on the APK source code binary
(dex);

* Permissions. A total of 19,083 features that assesses
which permissions were requested by the evaluated APK
(manifest.xml);

Each view is further summarized in Tables 2, 3, and 4.
Here, we only list the top 100 features for each view based
on their information gain (latter discussed in Section 6.3). As
a result, our proposed prototype implementation enables the
evaluation of our multi-view scheme as implemented in a
real Android device. In addition, we also assess the behavior
of the analyzed APK file through a multi-view representa-
tion, as depicted by the Permission, OPCode, and API Calls
views. The resulting views are preprocessed using Pandas
APl v.2.2.3. Finally, we classify the APK through the classi-
fiers implemented through scikit-learn v.1.5.2.

6 Evaluation

In this section, we investigate the performance of our pro-
posed scheme. More specifically, we aim to answer the fol-
lowing Research Questions (RQs):

* RQI: What is the accuracy performance of traditional
single-view ML-based Android malware detection?

* RQ2: How does our proposed multi-objective optimiza-
tion improve classification accuracy?

* RQ3: What is the classification impact of each used
view?

* RQ4: What are the processing tradeoffs of our scheme
when implemented on a smartphone?

The following subsections further describe our model-
building procedure and its performance.

6.1 A Realistic Android Malware Dataset

To reliably evaluate the performance of our proposed scheme
in a multi-view setting, we constructed a new Android mal-
ware dataset tailored to the challenges of real-world detec-
tion scenarios. For this purpose, we collected approximately
40, 000 Android APK files from the AndroZoo repository [Al-
lix et al., 2016], spanning a representative period from 2022 to
2024. The dataset was carefully balanced to include 20, 000
samples labeled as goodware and 20, 000 as malware, ensur-
ing a fair and comprehensive evaluation.
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Each collected APK file was subjected to a labeling pro-
cess using the VirusTotal API [Virustotal, 2024], a widely
recognized tool for malware analysis. A file was classified
as malware if at least two antivirus solutions in VirusTotal
flagged it as malicious. Conversely, files not meeting this
criterion were labeled as goodware. This labeling strategy
provides a pragmatic balance between accuracy and scalabil-
ity, leveraging the consensus of multiple antivirus engines to
enhance reliability while managing the practical constraints
of handling a large dataset. As a result, the built dataset rep-
resents our evaluation framework, reflecting the diversity of
modern Android applications and malware. In practice, it en-
ables the evaluation of our scheme’s ability to generalize and
reliably detect threats in a multi-view classification setting.

The resulting dataset was divided into three distinct subsets:
training, validation, and testing, comprising 40%, 30%, and
30% of the total APKs, respectively. The split was performed
through random selection without replacement to ensure no
overlap between the datasets and to maintain data integrity.
The training dataset was utilized to construct the single clas-
sifiers employed in our proposed scheme. The festing dataset
was used in the multi-objective optimization process, guiding
the selection of feature subsets and classifier hyperparam-
eters based on accuracy and processing costs. Meanwhile,
the validation dataset was reserved for evaluating the final
system’s accuracy, ensuring an unbiased assessment of the
model’s generalization capabilities. This structured parti-
tioning ensures that our dataset provides a comprehensive
representation of Android APK behaviors, making it useful
for assessing the robustness and effectiveness of ML-based
malware detection techniques in multi-view settings.

6.2 Model Building

To evaluate our proposed scheme, we selected five widely
used classifiers for Android malware detection: Decision
Tree (DT), Random Forest (RF), k-Nearest Neighbor (kNN),
Adaboost (Ada), and Bagging (Bag). The DT classifier was
implemented using the gini index as a node quality measure,
with no restrictions on the maximum tree depth, allowing it to
fully grow as required by the data. The RF classifier utilized
an ensemble of 100 decision trees, each configured identi-
cally to the single DT, to improve classification performance
through majority voting. The kNN classifier was configured
with 5 neighbors, employing the Euclidean distance metric
for similarity calculations. For kNN, the dataset was nor-
malized using the min-max scaling procedure to ensure fair
distance computations. The Ada classifier was implemented
with 100 estimators and a learning rate of 1.0. Lastly, the
Bag was evaluated with 100 estimators and sample selection
with resample. All classifiers were implemented using the
scikit-learn API v0.24.

The performance of the classifiers was assessed using their
True Positive (TP) and True Negative (TN) rates. The TP rate
represents the proportion of malware samples correctly iden-
tified as malware, while the TN rate represents the proportion
of goodware samples correctly classified as goodware. In ad-
dition, we measure the F-Measure according to the harmonic
mean of precision and recall values while considering mal-
ware samples as positive and goodware samples as negative,
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Table 5. Accuracy performance of selected ML-based Android
Malware detection schemes

Accuracy (%)
View Classifier TP N F1
DT 76.33 | 74.33 | 0.75
RF 77.38 | 83.96 | 0.80
API Calls kNN 75.55 | 74.11 | 0.75
Adaboost | 69.51 | 68.91 | 0.69
Bagging | 77.58 | 83.36 | 0.79
DT 76.66 | 72.83 | 0.75
RF 75.50 | 84.91 | 0.80
Opcode kNN 75.00 | 73.08 | 0.74
Adaboost | 64.96 | 70.00 | 0.66
Bagging | 76.18 | 83.26 | 0.78
DT 62.25 | 74.00 | 0.66
RF 65.50 | 73.26 | 0.69
Permissions kNN 67.60 | 60.68 | 0.65
Adaboost | 54.26 | 68.53 | 0.58
Bagging | 54.26 | 68.53 | 0.67
DT 77.45 | 78.53 | 0.77
RF 78.96 | 84.53 | 0.81
Ours kNN 79.63 | 78.93 | 0.79
Adaboost | 80.96 | 50.63 | 0.70
Bagging | 79.80 | 82.78 | 0.81
as shown in Eq. 6.
TP
Precision = TP+ FP “4)
TP
Recall = TP+ FN (5)

Precision - Recall
F-M =2 6
easure x Precision + Recall ©

This evaluation ensures a comprehensive assessment of the
classifiers’ ability to detect malware and maintain reliability
in distinguishing benign applications.

6.3 Multi-view Android Malware Detection

Our first experiment is designed to address RQ! by evaluating
the accuracy performance of traditional ML-based Android
malware detection techniques. To this end, we assessed the ac-
curacy of the selected classifiers (as described in Section 6.2)
within a single-view classification setting. In practice, we
train the selected classifiers considering a single-view setting
using the training dataset and evaluate their performance on
the validation dataset.

Before the training phase, we perform a filter-based feature
selection to remove irrelevant features from each view, ensur-
ing the model operates with the most informative attributes.
To achieve this, we compute the mutual information of each
feature across all views relative to the dataset labels within
the training dataset. This process allows us to quantify the
relevance of each individual feature concerning the label. We
then rank these features and retain each view’s top 100 fea-
tures, focusing on those with the highest mutual information.
These top 100 features are used throughout the remaining
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experiments for both the traditional single-view and our pro-
posal. Figure 4 illustrates each view’s information gain for
the top 20 features. The results highlight variability in feature
informativeness across views, with the highest information
gain reaching up to 0.12, 0.11, and 0.12 for the API Calls, Op-
code, and Permissions views, respectively. This variability
shows the value of multi-view analysis in capturing diverse
aspects of Android malware behavior.

Table 5 presents the classification accuracy achieved by
the selected techniques when applied to individual views. It is
possible to note that the classifiers exhibit relatively low accu-
racy rates on average. For example, the RF classifier achieved
F1-Scores of 0.80, 0.80, and 0.69 for the API Calls, Opcode,
and Permissions views, respectively. Similar findings were
found when other classifiers were considered. As a result,
ML-based Android malware detection techniques relying on
single-view classification struggle to achieve the necessary
level of reliability for practical deployment in production
environments.

Figure 5 shows the Receiver Operating Characteristic
(ROC) curve of the selected single-view classifiers. Simi-
larly, most selected single-view approaches provide relatively
small Area Under the Curve (AUC) scores regardless of the
used classification view. As an example, the RF classifier
achieved AUC scores of 0.89, 0.88, and 0.77 for the AP/
Calls, Opcode, and Permissions views, respectively. There-
fore, regardless of the used classifier single-view approaches
cannot meet high-reliability rates.

Our second experiment is designed to address RQ?2 by eval-
uating the classification accuracy of our proposed model. To
achieve this objective, we first assess the performance of our
scheme implemented with the multi-objective optimization
framework described in Section 4.2. The scheme employs a
wrapper-based feature selection approach, leveraging the Non-
dominated Sorting Genetic Algorithm (NSGA-III) [Deb et al.,
2002]. The optimization process is executed using the pymoo
API, which facilitates efficient handling of multi-objective
optimization tasks. This setup enables simultaneous optimiza-
tion of classification accuracy and inference processing costs,
ensuring a balance between performance and computational
efficiency.

To implement our proposed multi-objective optimization
model (see Alg. 1) we vary each of the selected classifiers
hyper-parameters as follows:

* Decision Tree (DT). Maximum tree depth is varied from
1 to 50;

+ Random Forest (RF). The number of trees is varied from
5 to 100;

* k-Nearest Neighbor (kNN). The number of neighbors is
varied from 1 to 10;

* Adaboost (Ada). The number of estimators is varied
from 5 to 100;

+ Bagging (Bag). The number of estimators is varied from
5 to 100;

Here, each evaluation uses the same classifier applied for
each view. The goal is to compare the improvement of our
proposal when considering a single-view setting vs. a multi-
view implementation (see Fig. 1). As an example, we assess
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Figure 5. Classification performance of selected classifiers in a single-view operation on our dataset.

the performance of our proposal when using the RF classi-
fier for both the API Calls, Opcode, and Permissions views.
Recalling that, we combine each decision through a simple
majority voting process. The results of this evaluation pro-
vide insights into the effectiveness of our proposed multi-view
classification model in addressing the inherent limitations of
single-view approaches.

The NSGA-III implementation uses a 100 population size,
100 generations, a crossover of 0.3, and a mutation probability
of 0.1. The multi-objective optimization aims at decreasing
the objproc (Eq. 1) and 0bjerror (Eq. 2) as measured on the
validation dataset. As a result, the procedure aims at solving
Eq. 3, by selecting for each individual classifier the best hyper-
parameters («), and feature subspace (x;), that decreases the
0bjproc and obje,ror Wwhen combined in an ensemble. To this
goal, we evaluate our scheme without varying the underlying
used classifier view (Fig. 1, Classifier View I to N). This
characteristic allows us to compare the performance of our
proposal vs. the traditional scheme evaluated previously.

Figure 6 presents the Pareto curve of our proposed model
for each selected classifier, illustrating the trade-off between
inference processing costs and the system’s error rate. The
curve highlights a direct relationship between these two objec-
tives, where reducing one often increases the other. In practi-
cal deployment scenarios, operators must carefully select the
operational point that aligns best with their application’s re-
quirements, balancing performance and resource constraints.
For our evaluation, we selected the operation point nearest
to zero on both objectives, representing the optimal balance
between minimizing processing costs and error rate within
the tested configurations.

Using the selected operation points, we analyzed the ac-
curacy performance of our proposed model. Table 5 sum-
marizes the classification accuracy of our scheme for each
evaluated classifier. The results demonstrate that our ap-
proach enhances accuracy across all classifiers compared to
single-view implementations. For instance, when using the
RF classifier, our scheme improved the F1 score by 0.01,
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Figure 6. Pareto curve of our proposed model for each evaluated classifier in a multi-view setting.
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Figure 8. Average inference processing time of our prototype executed in a smartphone device (see Fig. 3).

0.01, and 0.11 compared to single-view setups employing the
API Calls, Opcode, and Permissions views, respectively. On
average, our approach increased TP rates by 18.6%, 5.7%,
and 4.1% when compared to the single-view strategy as imple-
mented with the API Calls, Opcodes, and permission views
respectively. These findings highlight the effectiveness of
our multi-objective optimization strategy in boosting classi-
fication accuracy, making it a robust solution for Android
malware detection in multi-view settings.

To answer RQ3, we further investigate how each view can
impact the decision of our proposed multi-view model. To
achieve such a goal, we make use of LIME technique [Ribeiro
et al., 2016], and evaluate the influence of each feature on
the decision boundary for each selected classifier. The goal
is to investigate how selected views can influence the classi-
fication outcome of the resulting classifier. Figure 7 shows

the explanations for each classifier when operating in a multi-
view setting for a sample malware event. It is possible to
note that for every classifier, the utilization of multiple views
can affect the final outcome. As an example, the RF classifier
makes use of API Calls, Opcode, and Permissions views to
deem the evaluated event as malware. In this case, the de-
cision can only be reliably conducted because the classifier
makes use of the multi-view implementation.

Finally, to answer RQ4 we investigate the inference pro-
cessing costs of our scheme when compared to the traditional
ensemble approach. To achieve such a goal, we assess the
inference processing costs without using our proposed multi-
objective optimization (all features) vs. the processing costs
with the features and classifier hyper-parameters selected by
our model (Table 5). Figure 8 shows the processing time
of our proposal vs. the traditional approaches. On average,
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our proposed model required only 14%, 56%, 53%, 72%,
and 42% of the processing costs demanded by its all-features
counterpart with the DT, RF, kNN, Ada, and Bag classifiers,
respectively. Consequently, our proposed scheme can im-
prove the overall system accuracy and significantly decrease
the associated inference processing costs.

As a result, the evaluations demonstrate that our proposed
multi-view model outperforms traditional single-view ap-
proaches by leveraging complementary behavioral represen-
tations—such as network, file system, and system-level fea-
tures—to enhance malware detection. This multi-perspective
analysis significantly improves TP rates, with gains of up to
18% compared to single-view baselines. Additionally, our
model addresses the high processing costs typically associ-
ated with multi-view implementations by employing a multi-
objective feature selection strategy that jointly optimizes both
feature subsets and classifier hyperparameters. These opti-
mizations enable real-time, on-device execution, reducing
processing costs to as low as 14% of the original cost. This
demonstrates the practicality and efficiency of deploying our
approach on resource-constrained smartphone devices.

7 Conclusion

Android malware detection through ML-based techniques has
been a widely explored topic in the literature over the past few
years. Surprisingly, despite the promising results, current ap-
proaches are rarely used in production. This paper addressed
such a challenge through a multi-view Android malware clas-
sification implemented via multi-objective optimization. Our
proposed model selects the best subset of features from each
view that improves classification accuracy when combined
by an ensemble of classifiers. Experiments conducted on a
new dataset attest to our proposal’s feasibility, significantly
improving accuracy and decreasing inference computational
costs. In future work, we plan on extending our proposed
model to make use of deep learning classifiers combined with
multi-view classification and feature selection.
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