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Abstract. A multilayer architecture was developed for real-time health data collection and processing, designed

for outdoor environments with high population density and significant network interference. By integrating fog

and cloud computing, the system addresses the growing demand for continuous health monitoring driven by the

proliferation of Internet of Things (IoT) devices and Wireless Body Area Networks (WBANs) using smartbands.

Traditional cloud-centric solutions often face challenges such as high latency and data integrity issues in unstable

network conditions. The proposed architecture overcomes these limitations by employing fog computing for edge

data preprocessing, reducing reliance on cloud connectivity and enhancing system responsiveness. The architecture

was originally evaluated under diverse network conditions (3G, 4G, 5G) and in real-world scenarios such as football

stadiums, metro systems, and urban beaches, demonstrating over 96% packet delivery success and significant latency

reductions compared to cloud-only approaches. In this extended version, additional real-world scenarios are analyzed,

including domestic flights, large-scale events in stadiums with over 60,000 attendees, and new evaluations along

urban beachfronts. Furthermore, this version provides a more detailed explanation of key mechanisms, such as

the use of the Transactional Outbox pattern to ensure data consistency in unstable networks and the integration of

distributed processing techniques for real-time alert generation. These contributions offer deeper insights into the

architecture’s scalability and reliability, confirming its effectiveness in maintaining data integrity and achieving low

latency in connectivity-challenged environments, providing a solution for health monitoring.
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1 Introduction

The exponential growth of healthcare systems and the increas-

ing life expectancy of the global population bring various

challenges, especially concerning the management and con-

trol of chronic and epidemic diseases that threaten public

health (Do Nascimento et al., 2020). Continuously moni-

toring patients’ health parameters, such as heart rate, blood

oxygen levels, blood sugar index, and weight, is essential to

address these issues. However, this monitoring requires high

integrity and reliability of the data transmitted through mobile

networks and the internet (Farahani et al., 2018).

The Internet of Things (IoT) has emerged as a promising so-

lution to these challenges by integrating sensors, wearable de-

vices, databases, and cloud computing (Tardieu et al., 2020).

Wireless wearable devices, such as smartbands, enable the

monitoring of patients outside healthcare facilities, promot-

ing savings in human and material resources (Manyika et al.,

2015), as well as enhancing the comprehensive monitoring of

patients who need rapid diagnosis of their conditions, particu-

larly those with high disability and mortality rates (Mendonça

et al., 2022; Ahmed Kamal et al., 2023).

Cloud computing offers advantages such as scalability, data

processing capacity, and operational cost savings. It allows

dynamic allocation of computational resources according to

demand, optimizing server and infrastructure usage (Fernando

et al., 2013). Moreover, it facilitates the implementation

of high-availability database solutions, enabling real-time

collaboration and mobility, making it easier to access data

and applications from anywhere at any time (Stavrinides and

Karatza, 2019).

However, it faces some limitations, such as the dependence

on a stable internet connection, increased latency due to the

distance between the user’s device and the cloud data centers

(Kashani et al., 2021), and potential security vulnerabilities

during data transmission (Tina Victoria and Kowsigan, 2022).

To mitigate these limitations, fog computing emerges as

an evolution of distributed computing, aiming to overcome

the constraints of current cloud-based models (Kashani et al.,

2021; Angel et al., 2022). Data can be processed and storage

and communication resources can be obtained at the network

edge, closer to the sensors and users. This enables continuous

and real-time monitoring, triggers alerts with lower latency,

even in the event of network failures (Vilela et al., 2018), and

pre-processes data before being sent to the cloud layer (Angel

et al., 2022). This decentralized processing capability is par-

ticularly advantageous for healthcare applications requiring

fast and reliable responses (Ilyas et al., 2022).

Some works have implemented fog and cloud computing

for health monitoring, however, few (Al-Joboury and Al-
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Hemiary, 2018; Ahmadi et al., 2021) have explored testing

and evaluating the integrity of collected data and latency

in outdoor environments with high population density and

interference, such as beaches, football stadiums, and metro

systems. These environments present additional challenges

due to the high number of connected devices and network

instability.

The authors published the paper at the 30th Brazilian Sym-

posium on Multimedia and the Web (Oliveira et al., 2024),

proposing a vital sign monitoring architecture using fog com-

puting, called CEN. The architecture consists of three layers

(sensors, fog, and cloud) and employs the Message Queu-

ing Telemetry Transport (MQTT) communication protocol.

The MQTT protocol is characterized by being lightweight (in

terms of processing) and efficient, making it ideal for real-

time data transmission in networks with limited and unstable

resources (Sasaki and Yokotani, 2019), and was evaluated in

outdoor environments.

In this extended version, we expand on the work described

in (Oliveira et al., 2024) by detailing the architecture im-

plementation, including a broader analysis of data storage in

NoSQL databases. These databases were chosen for their flex-

ibility and ability to handle large volumes of data generated

continuously by IoT devices, such as heart rate, geolocation,

and network status at the time of data collection. The data

structure was designed to ensure consistency and integrity

even under unstable connectivity conditions, highlighting its

suitability for dynamic and high-interference environments.

This paper further explores Quality of Service (QoS) in

medical applications, which plays a key role in transmitting

sensitive data such as vital signs in real-time. QoS metrics,

such as latency, packet loss, and bandwidth, are particularly

critical to ensure the reliability and efficiency of continuous

monitoring and clinical response in healthcare systems. The

architecture was designed to meet these requirements under

adverse network conditions, ensuring that the transmitted data

maintain high integrity and low latency, even in challenging

scenarios such as densely populated environments or unstable

connectivity.

A detailed explanation of the developed mobile application

is provided, which directly integrates with wearable devices,

such as smartbands, and manages the collection and trans-

mission of data to the fog and cloud computing layers. The

application was designed to operate in various mobile net-

works, utilizing local preprocessing strategies and efficient

transmission to optimize resource usage and meet QoS re-

quirements.

This version also explores in greater depth the use of the

Transactional Outbox design pattern, implemented to en-

sure consistent data delivery between the architecture layers.

Strategies for generating real-time connection and discon-

nection alerts to the cloud, critical for medical applications,

are discussed, highlighting how the system was adjusted to

optimize reliability and responsiveness.

Another unique aspect of this version is the inclusion of

three new evaluation scenarios, complementing the tests con-

ducted earlier. New evaluations were conducted on domestic

flights, in urban beach areas, and at large-scale events in sta-

diums with more than 60,000 participants. These scenarios

validate the architecture under diverse and challenging out-

door conditions, broadening its applicability to real-world

contexts. The integration of QoS in these scenarios demon-

strates the potential of the architecture to meet the monitoring

demands even under adverse conditions.

The paper is organized as follows: Section 2 discusses

the technical and operational challenges of cloud and fog

computing in healthcare, as well as Quality of Service (QoS)

in medical applications. Section 3 reviews related works

and compares them with the proposed approach. Section 4

provides a detailed description of the developed architecture

and its characteristics. Section 5 addresses the evaluation of

implementations and test scenarios. Section 6 presents the

results of the experiments, including performance in outdoor

scenarios, latency tests, and delays in alert generation. Finally,

Section 7 concludes the paper and suggests directions for

future work.

2 Background

2.1 Cloud Computing in Healthcare

Applications in the healthcare field developed and based on

cloud computing possess high storage capacity and computa-

tional power, making them well-known as efficient ways to

transfer, process, and store data (Sharma and Gupta, 2023).

However, there are some deficiencies in current models (An-

gel et al., 2022), such as:

• Network Infrastructure: The lack of connectivity to

servers, data, or applications hosted in the cloud due to

failures in communication networks, such as mobile net-

works, represents a major obstacle. In medical contexts,

where continuous access to information is essential for

quick decisions, network disruptions can cause harmful

delays in patient care.

• Bandwidth: The large volume of data traffic can lead

cloud providers to apply bandwidth restrictions to ensure

the network functions properly. This can negatively im-

pact the performance of critical healthcare applications,

such as monitoring systems that require real-time trans-

fer of large data volumes. With bandwidth restrictions,

response times can be significantly increased, making

it difficult to access the necessary information quickly

and effectively for immediate decisions.

• Reliability: Issues in the cloud can result in various

implications. Data integrity is vital to ensure the accu-

racy of information and the continuity of services. In

the event of failure, data loss or corruption can occur,

directly affecting the consistency of medical records and

other essential documentation. This can result in in-

correct diagnoses or delays in treatment, compromising

patient safety and well-being.

• Response Time: Medical applications, such as patient

monitoring systems, require extremely fast response

times to alert healthcare professionals about critical

changes in the patient’s condition. Latency in communi-

cation with the cloud can cause delays in detecting and

responding to these changes, potentially compromising

healthcare professionals’ ability to intervene promptly

and effectively.
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Considering the aspects observed, IoT models using only

the cloud computing layer do not necessarily offer the most

viable solution for critical applications (Al-Joboury and Al-

Hemiary, 2018) and addressing the IoT challenges related to

the healthcare field (Sharma and Gupta, 2023). In this context,

fog computing emerges as a distributed computing paradigm

that extends the cloud’s capabilities to devices located near

users or at the network edge, such as sensors, cameras, and

wireless body area networks.

2.2 Fog Computing in Healthcare

The integration of fog computing technologies with health-

care devices, such as smartbands and smartphones, presents

technical and operational challenges that must be overcome

to ensure the effectiveness and safety of health monitoring

systems (Tina Victoria and Kowsigan, 2022). Fog computing

offers significant advantages, such as decentralized process-

ing and improved real-time response capability, but it also

presents challenges for successful implementation (Angel

et al., 2022; Ahmadi et al., 2021; Tina Victoria and Kowsi-

gan, 2022), such as:

• Health Data Security and Privacy: Protecting health

data is critical due to its sensitivity. Communication

between the smartband, smartphone (fog node), and the

cloud involves multiple steps susceptible to vulnerabili-

ties, requiring end-to-end encryption and strong authen-

tication to ensure data integrity.

• Connectivity Management and Interference: Densely

populated environments, such as beaches, stadiums, and

metro systems, present challenges due to the high density

of connected devices, as well as terrain characteristics

that lead to network congestion and interference. Using

a lightweight communication protocol like MQTT can

mitigate these problems.

• Implementation and Integration Complexity: Inte-

grating smartbands, smartphones, and cloud computing

into an architecture involving fog computing requires

coordinating multiple heterogeneous components. In-

teroperability between devices and platforms, such as

Android and Apple, is essential, as well as the develop-

ment of specialized applications and plugins to manage

communication between devices and the cloud comput-

ing layer.

In summary, the integration of healthcare devices with fog

and cloud computing faces critical challenges: data security

and privacy, connectivity management in external environ-

ments with multiple connected devices, and the complexity of

integrating heterogeneous systems. Overcoming these chal-

lenges is essential for a multi-layer architecture, combining

sensors, fog layer, and cloud.

2.3 Quality of Service (QoS) in Medical Appli-

cations

Quality of Service (QoS) is a set of requirements that ensures

the optimal performance of networks for specific applica-

tions. In medical applications, QoS is particularly critical

(Mukhopadhyay, 2017; Sodhro et al., 2019), as it involves

the transmission of sensitive data, such as vital signs, medical

images, and real-time videos, used in continuous monitoring,

diagnostics, consultations, and clinical procedures (Rodrigues

et al., 2022). The reliability and efficiency of communica-

tion directly impact the safety and effectiveness of remote

healthcare services.

Medical applications have strict requirements for various

QoS metrics, depending on the type and criticality of the

application:

• Latency: The time required for data to be transmitted

from the source to the destination. For applications such

as videoconferencing or telesurgery, latency must be

below 300 ms; for monitoring vital parameters, values

below 500 ms are acceptable (Rodrigues et al., 2022).

• Packet Loss: In the context of networks, a packet is

a unit of data transmitted between devices, containing

information for delivery and content. During transmis-

sion, data is divided into smaller packets, which can

be lost due to issues such as congestion or interference.

Packet loss can cause gaps in the data, compromising

the integrity and analysis of the received information.

• Bandwidth: The network’s capacity to support the vol-

ume of transmitted data is essential for real-time moni-

toring applications. Sensory data, such as continuously

collected vital signs, require sufficient bandwidth to en-

sure stable and uninterrupted transmission, especially

in scenarios with multiple devices connected simultane-

ously.

2.3.1 Mobile Networks and QoS Requirements in Medi-

cal Applications

The impact of QoS can be illustrated in medical procedures

such as the remote monitoring of patients with chronic condi-

tions. For instance, in patients with heart failure, continuous

monitoring of parameters like heart rate significantly con-

tributes to detecting early complications (Sodhro et al., 2019).

These data are collected by wearable devices, such as smart-

bands, and transmitted for remote analysis.

The monitoring flow generally follows these steps:

• Transmission to the Cloud: Normalized data are sent to

a central server, where they are analyzed and integrated

into the patient’s electronic medical record.

• Clinical Response: Alerts regarding detected anoma-

lies are sent to healthcare professionals, who can make

immediate decisions, such as adjusting medication or

calling the patient in for further evaluation.

2.3.2 Network Context in Medical Applications

Network conditions have a direct impact on meeting QoS

requirements. Mobile networks such as 3G, 4G, and 5G offer

varying performance, as follows (Peralta-Ochoa et al., 2023):

• 3G: Highly susceptible to high latencies (>600 ms) and

packet loss, making it unsuitable for real-time applica-

tions.
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• 4G: Offers significant improvements in latency (150-

450 ms) but can be affected by congestion in densely

populated areas.

• 5G: Promises ultra-low latency (<100 ms) and higher

bandwidth, making it ideal for critical applications like

telesurgery and high-definition video transmission.

Integrating QoS in medical scenarios allows procedures to

be performed with greater efficiency and safety, even under

adverse network conditions. For example, in environments

such as a crowded stadium or a busy beach, the system’s

ability to meet QoS requirements can determine the success

or failure of a medical application.

The related works and results of this study, presented in

the following sections, demonstrate how the proposed archi-

tecture integrates fog and cloud computing to optimize QoS

levels in networks prone to instabilities. This approach aims

to reduce latency and packet loss in real-world tests while

ensuring data integrity, such as in public transportation moni-

toring or areas with large crowds.

3 Related Works

The related works in this research area have explored the

concepts of latency, fault tolerance (Gomes et al., 2020),

simulation of data collection, and real data collection in health

parameter monitoring systems (Mendonça et al., 2022). These

studies investigated approaches to minimize latency in data

transmission and processing, as well as proposing techniques

to deal with failures and instabilities in mobile communication

networks (Alshammari, 2023; Bansal and Aggarwal, 2022).

Furthermore, they utilized simulations to evaluate system

performance in different scenarios and also conducted real

data collection to validate their proposals (Shaji et al., 2023).

The review of related works covered relevant criteria

aligned with the architecture developed in this paper, such as:

• Latency: Ensuring that the data transmission and pro-

cessing time is minimized to provide fast and efficient

responses. This requires the optimization of latency both

in fog computing and in the cloud, so that the system’s

agility is maintained.

• Fault Tolerance: Developing architectures that can

withstand failures in devices, networks, or processes,

while maintaining system operation without interrup-

tions. This ensures service continuity and trust, even

under adverse conditions.

• Smartphone as Fog Node: Smartphones play a key role

in the fog computing architecture, acting as peripheral

nodes in the network. With their high processing power

and storage capabilities, they can perform computational

tasks locally, reducing latency and efficiently connecting

to mobile networks, Wi-Fi, and other nearby devices.

• Different Network Communication Protocols: Appli-

cation of protocols such as HTTP, MQTT, and CoAP in

the healthcare context, exploring different approaches.

These protocols support the efficient exchange of clini-

cal data, remote patient monitoring, and integration with

wireless body area networks, promoting more effective

communication between devices.

• Data Collection: Validating and calibrating monitoring

systems, enabling verification of system reliability and

effectiveness, and optimizing the system as a whole

based on real usage conditions.

The comparative studies addressed the challenges faced in

indoor and outdoor environments, considering the presence

or absence of mobile communication networks such as 2G,

3G, 4G, and 5G, and the use of Wi-Fi (Sharma and Gupta,

2023; Ilyas et al., 2022). Indoor environments were identified

as offering more stable network infrastructure, facilitating

communication between health monitoring devices. In con-

trast, outdoor environments present greater variability and

connectivity challenges.

Solutions have been proposed to handle network outages

and instabilities in outdoor environments (Shaji et al., 2023),

including temporary data storage, local storage technologies,

and ad hoc networks (Dar et al., 2018). These strategies

aim to ensure the reliability of data collection in challenging

environments. In summary, the studies highlighted the impor-

tance of considering the characteristics of each environment,

the presence or absence of mobile networks and Wi-Fi, and

the different generations of mobile networks when designing

health monitoring systems in various contexts.

The technologies and computational tools used in previous

works (Sasaki and Yokotani, 2019; Shaji et al., 2023), such

as NoSQL databases, messaging systems, and the software ar-

chitecture design pattern Transactional Outbox, contributed

to the deepening and implementation of the developed ar-

chitecture. These technical contributions provide significant

improvements, enabling more efficient, reliable, and scalable

data collection.

NoSQL databases were chosen for this architecture due to

their intrinsic ability to meet the demands of real-time health

monitoring systems, which must process large volumes of het-

erogeneous and semi-structured data from multiple sensors.

Unlike traditional relational databases, NoSQL systems offer

a flexible schema design, allowing different types of health

data — such as heart rate, geolocation, and network state —

to be stored without requiring a rigid, predefined structure

(Asri and Jarir, 2023). This is particularly important for mo-

bile sensing applications, where the format and frequency of

sensor outputs may vary.

Additionally, NoSQL databases provide high ingestion

throughput and low-latency writes, enabling rapid recording

of patient data in real-time (Shaji et al., 2023). Their horizon-

tal scalability allows the backend to dynamically expand its

storage and processing capacity as the number of users or de-

vices increases, without requiring significant reconfiguration

(Al-Sakran et al., 2018). These characteristics make NoSQL

databases particularly well-suited to the demands of fog and

cloud-based health architectures, supporting both scalability

and adaptability in heterogeneous environments.

Regarding messaging systems and distributed data stream-

ing tools to handle continuous real-time data flows, asyn-

chronous communication is used between system components,

making data exchange more flexible and scalable (Hiraman

et al., 2018), playing a key role in monitoring in outdoor

environments where network conditions may be unstable.

Additionally, the Transactional Outbox pattern ensures con-
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sistency and atomicity inmessage sending operations (Sharma

and Gupta, 2023; Shaji et al., 2023), avoiding data loss or

duplication during asynchronous communication.

Finally, for the data traffic to the cloud layer, recent studies

show that theMessage Queuing Telemetry Transport (MQTT)

communication protocol exhibits high efficiency and fault

tolerance (Al-Joboury and Al-Hemiary, 2018; Alshammari,

2023), enabling automatic reconnection when a disruption or

change in connectivity occurs. It can adapt to different levels

of network quality, including low bandwidth and unstable

connections, such as 2G and 3G, or situations of network

overload due to multiple devices being connected simultane-

ously, optimizing data traffic based on network conditions

(Sharma and Gupta, 2023; Ilyas et al., 2022).

Despite significant advances and valuable contributions,

some limitations were identified. Many studies did not fully

explore the integration of different communication technolo-

gies, such as Wi-Fi and mobile networks across generations

(2G, 3G, 4G, and 5G), creating potential gaps in continu-

ous monitoring under variable connectivity. Although some

works proposed fault tolerance and temporary data storage

mechanisms, their implementation in real-world scenarios

still requires extensive testing and validation. Most ap-

proaches focused on indoor environments with stable net-

works, leaving a notable gap in studies addressing outdoor

settings with adverse connectivity conditions.

Another observed limitation is the underutilization of smart-

phones’ computational power as fog nodes. Many studies

have not fully explored the potential of these devices to per-

form computational tasks at the network’s edge, which could

reduce latency and improve system efficiency. These limita-

tions highlight the need for more integrated approaches and

solutions that can be applied in a variety of health monitoring

scenarios.

This paper differs by presenting an architecture that will

be tested in outdoor environments with adverse connectivity

conditions, such as beaches, football stadiums, and public

transportation such as metros, providing a more comprehen-

sive and practical evaluation.

The developed architecture utilizes the computational

power of smartphones as fog nodes, where preprocessing,

encryption, and data anonymization are performed to comply

with the General Data Protection Law (LGPD, Portuguese:

Lei Geral de Proteção de Dados).

Finally, the application of NoSQL databases and the use of

theMQTT protocol for continuous real-time data flow present

a perspective of overcoming scalability and efficiency chal-

lenges in data transmission. These approaches aim to improve

efficiency, reduce latency, and increase system resilience,

representing a significant contribution to the field of health

monitoring in outdoor environments.

3.1 Related Research on IoT and Healthcare

Applications - JBCS

Recent publications in the Journal of the Brazilian Computer

Society (JBCS) highlight advancements in the use of heteroge-

neous networks and IoT technologies for medical applications,

focusing on the integration of connected devices and the effi-

ciency of distributed systems. (Haertel et al., 2022) proposes

the use of middleware for distributed processing of contextual

data, addressing challenges related to connectivity variabil-

ity in mobile networks and the need for real-time decision

making. This work explores the use of sensors and mobile

devices in distributed systems, emphasizing the importance

of resilient architectures to meet specific QoS demands.

Another relevant study, presented in (da Silva et al., 2022),

discusses the development of solutions based on the Internet

of Human Things (IoHT), with an emphasis on the interac-

tion between devices, local infrastructure, and social dimen-

sions. The study adopts an iterative design approach to adapt

the systems to healthcare environments, assessing reliability

and network performance. The analysis of these scenarios

highlights the value of distributed architectures capable of

operating under diverse conditions and meeting the needs of

critical medical applications.

These works highlight a growing trend in IoT and hetero-

geneous network research aimed at healthcare applications,

particularly in the context of resilient and scalable systems.

The research presented in this paper expands on this approach

by implementing an architecture that uses mobile devices as

nodes in the fog layer (fog nodes), integrating fog computing

and mobile networks from different generations (3G, 4G, and

5G). Tests in challenging scenarios such as beaches, stadi-

ums, public transportation, and airplanes aim to validate the

architecture under real-world conditions, contributing to the

advancement of the state-of-the-art in remote monitoring.

4 Developed Architecture

4.1 Architecture Design

The development and implementation stages of the architec-

ture are integrated with the fundamental principles of Soft-

ware Engineering and Software Quality assurance. Each

phase, from the literature review to real-world testing, demon-

strates a methodological and technical approach to ensuring

the complete development of the architecture. The process

includes: a) literature review, b) definition of functional and

non-functional requirements, c) selection of technologies and

frameworks, d) preliminary tests on network variations in

external environments, e) architecture development, f) ar-

chitecture testing in external environments, g) performance

evaluation of the architecture.

The health monitoring architecture includes three main lay-

ers: sensors, fog computing, and cloud computing. Sensors,

such as smartbands, collect real-time vital data. Fog comput-

ing, using smartphones as fog nodes, performs preprocessing,

encryption, anonymization, and persistence of data in case of

connectivity instability, and also transmits data to the cloud

via MQTT. Cloud computing is responsible for storage, anal-

ysis, generation of tracking dashboards, and issuing alerts,

enabling real-time monitoring.

From the Bluetooth connection between the smartband

and the patient’s smartphone, continuous collection of health

parameters will be possible, providing accurate and up-to-

date information. This architecture enables more effective

and personalized monitoring.

By processing data close to the source through fog com-
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puting, the architecture can ensure more efficient and agile

data collection and transmission. This can solve challenges

related to generating reliable electronic data, meeting time re-

quirements, and fault tolerance, collecting health parameters

such as heart rate, step count, and patient geolocation.

The collected and processed data can be used to obtain a

clear view of the patients’ health condition and will be pe-

riodically sent to cloud servers. In the context of e-Health,

ambulances, nurses, and doctors will be able to remotely ac-

cess this information to assess the condition of the monitored

patients.

4.2 Fog Computing Layer

Figure 1 presents the component and tool diagram of the fog

computing architecture, including the sensor layer and the

mobile application (Publisher API) developed for Android

and Apple, which communicates with the cloud. Using the

Bluetooth connection between the smartband and the patient’s

smartphone, health parameters such as heart rate, step count,

and geolocation are continuously collected.

In the implementation of this layer, the smartphone acts

as a fog node, performing various critical functions. First, it

performs the preprocessing of the collected data. In case of in-

stability in the connection with the cloud, the smartphone uses

a local database to temporarily persist the data. This ensures

that no information is lost during connectivity interruptions.

The processed data is sent to the cloud via the MQTT pro-

tocol, which ensures efficient and resilient delivery of the

information. In the fog layer, in addition to receiving data

from the sensors, an ETL (Extract, Transform, Load) process

takes place, which includes extracting raw data, applying

filters, and storing it locally. This process allows for the se-

lection and processing of only the relevant data, reducing the

amount of information to be sent to the cloud and optimizing

resource consumption.

Figure 1. Component diagram of the fog computing layer.

4.2.1 Transactional Outbox Design Pattern

In addition to the QoS levels implemented by the MQTT

protocol, which provide fault tolerance, the developed archi-

tecture uses an additional design pattern, the Transactional

Outbox, to enhance resilience in the data transmission be-

tween the fog layer and cloud resources. This approach is

particularly effective in scenarios where cloud services, such

as the MQTT Message Broker, may be temporarily offline or

experiencing technical failures.

In the context of the fog layer, the Transactional Outbox

pattern is implemented on the smartphone device, which acts

as an intermediary node between the IoT sensors and the

cloud layer. When the device collects data, such as heart rate

or geolocation, it initially persists this information in a local

database, in the table named outbox. This local database is

used to ensure that the data is securely stored, regardless of

the availability of the MQTT Message Broker in the cloud.

The flow works as follows:

1. The device attempts to send the data directly to the

MQTT broker in the cloud layer.

2. If the broker is unavailable, the data remains stored in

the local database of the smartphone in the outbox table,

awaiting a reconnection.

3. A background process periodically performs polling on

the outbox table to check for pending messages.

4. When the connection to the broker is re-established, the

messages are successfully sent and removed from the

outbox table. In case of another failure, the message

remains in the local database until the delivery is com-

pleted.

This design pattern provides resilience to the architec-

ture, ensuring that information is not lost even under adverse

connectivity conditions. Additionally, the system performs

checks on the data quality before transmission, assessing, for

example, whether the sensor is inactive, discharged, or if

there were communication failures. These checks allow for a

more accurate adaptation to the variability of the operational

context and ensure that only valid and complete information

is sent to the broker in the cloud layer.

The integration of the Transactional Outbox into the fog

layer strengthens the resilience mechanisms and data relia-

bility, allowing the system to maintain data integrity and the

continuity of monitoring.

The described flow is illustrated in Figure 2, demonstrating

how messages are collected, stored locally, and eventually

successfully delivered to the broker.
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Figure 2. Event flow with the transaction outbox pattern.

4.2.2 Fog Health IME App Implementation

A specific mobile application was developed using the Kotlin

language, integrating with the smartband and the MQTT Bro-

ker in the cloud for data transmission via the MQTT pro-

tocol, and with the server in the cloud for transmission via

HTTP. The application was designed using smartphone sys-

tem resources and open-source libraries, such as Eclipse Paho

MQTT for efficient communication with the MQTT broker,

Retrofit for integration with HTTP requests to the cloud, and

the Transactional Outbox Pattern to ensure data consistency

and reliable delivery even in unstable network conditions.

The Bluetooth Low Energy (BLE) library was also used

to establish communication between the app and the smart-

band. BLE was chosen due to its low power consumption,

making it ideal for wearable devices that require long data

collection sessions without compromising battery life. This

technology enables efficient and stable connection between

the smartphone and the smartband, ensuring continuous data

transfer with minimal impact on energy consumption.

The app interface is simple and straightforward, facilitating

the process of connection, transmission, and monitoring for

the user. Figure 3 shows the basic usage flow of the app:

Figure 3. User interface of the Fog Health IME app.

• Connect Smartband: On the home screen, the app

displays a ”Connect Smartband” button, which initiates

the Bluetooth connection process between the app and

the smartband. When the user selects this option, the

app enters the ”Connecting...” state, displayed on the

interface, until the connection is successfully established.

After the connection, the app is ready to start processing

the collected data.

• Start Transmission: Once the connection is established,

the app provides the functionality to transmit the data col-

lected by the smartband. The user can choose between

the MQTT or HTTP protocols, selecting the appropri-

ate transmission method for the experiment or applica-

tion. This functionality was implemented to integrate

flexibility and allow the use of multiple communication

technologies, adapting to the network conditions present.

• Connection Status and Network State: During use, the

app continuously monitors the mobile device’s network

state, identifying whether it is operating on 3G, 4G, 5G,

or Wi-Fi. This functionality records the connection state

at the time of sending each packet, ensuring that data

transmission is adapted according to network conditions

and providing greater reliability in the process.

• Data Transmission and Persistence: After starting the

transmission, the health data collected is sent directly

to the cloud or fog layer. In the event of a connection

failure, such as network interruptions, the data is tem-

porarily stored locally on the device until connectivity

is restored. This temporary storage is carried out using

the Transactional Outbox design pattern.

This implementation aims to enable a comprehensive com-

parison between the MQTT and HTTP protocols, focusing on

latency, reliability, and delivery rate across the defined test

scenarios. By selecting these two protocols, the study seeks

to evaluate their performance under adverse connectivity con-

ditions and varying network environments, highlighting their

strengths and limitations in challenging contexts.

4.2.3 Device Specification and Energy Impact

The experiments were conducted using a Samsung Galaxy

A54 smartphone running Android 13. The device features

an octa-core Exynos 1380 processor, 8 GB of RAM, and
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128 GB of internal storage. These resources were sufficient

to support data preprocessing, temporary local storage, and

real-time transmission via MQTT and HTTP. The wearable

device used was the Xiaomi Mi Smart Band 4, connected to

the smartphone using Bluetooth Low Energy (BLE).

The mobile application was tested in continuous operation

for periods between 90 and 120 minutes. During these ses-

sions, battery usage was minimal: the device’s battery level

dropped from 90% to 86%. This result reflects the low en-

ergy impact of the system’s components — including BLE

communication, GPS usage, and MQTT message publish-

ing. Although precise power profiling was not part of the

scope of this study, future experiments may include energy

instrumentation using tools such as Android Profiler.

4.3 Cloud Computing Layer

Figure 4 presents the component and tool diagram of the cloud

computing architecture, which complements the fog layer.

This layer, hosted on AWS (AmazonWeb Services), provides

a scalable and secure infrastructure, ensuring compliance with

the General Data Protection Law (LGPD) by implementing

strict security and privacy policies.

The data processed and transmitted via the MQTT protocol

by the smartphone is sent to an MQTT broker, which acts as

an intermediary in the communication between the fog layer

and the cloud. In case of a disconnection of the smartphone,

the broker sends logs to a NoSQL database and triggers Will

Messages — messages configured to be sent automatically

when a disconnection occurs — to the Subscriber API.

The Subscriber API, implemented in Java with the Spring

framework, consumes messages from the MQTT broker.

Spring facilitates the creation of Java applications by pro-

viding an infrastructure for managing components and config-

uring functionalities and integrations with the MQTT broker,

RabbitMQ, and databases. The Subscriber API queues the

messages in RabbitMQ, a messaging system that allows asyn-

chronous and scalable communication between the system’s

components. Then, the messages are stored in the NoSQL

database.

To ensure anonymization, the cloud only receives a unique

identifier (ID) associated with the collected data, without

personally identifiable information of the patients.

Additionally, the persistence of data in the NoSQL

database, infrastructure monitoring, and alert sending are

addressed in the following subsections. The first subsection

explores how data is stored efficiently and securely in NoSQL,

ensuring the integrity and scalability of the information. The

second subsection details how Dashboard Frameworks, such

as Prometheus andGrafana, are used tomonitor system perfor-

mance and received data, collecting key metrics in real-time

to optimize the operation of the architecture. Finally, the

third subsection discusses real-time alert strategies, explain-

ing how the system reacts to critical events and sends relevant

notifications to users and healthcare professionals.

Figure 4. User interface of the Fog Health IME app.

4.3.1 Data Persistence in the Cloud NoSQL Database

The parameters sent by the smartband are received in the

cloud by the Subscriber API application, where they undergo

an integrity check before being stored in the NoSQL database.

This database is configured to store data in JSON format, pro-

viding flexibility and efficiency in managing large volumes

of heterogeneous information.

In the implementation, each data packet is stored as a JSON

document, allowing fast queries and efficient indexing of key

monitoring fields. The structure, illustrated in Figure 5, in-

cludes health and contextual information such as client iden-

tifier (clientMqttId), patient identifier (patientId), net-
work state (networkState), heart rate, geolocation (latitude
and longitude), battery level, and timestamps.

Two timestamp fields are particularly important:

sensorTimestamp, which records the exact moment the data

was collected by the wearable, and savedAtDbTimestamp,
which marks when the data was stored in the cloud database.

These timestamps enable the measurement of latency

between collection and persistence.

As shown in Figure 5, each packet has an average size

of approximately 300 bytes in JSON format. With a fixed

transmission interval of one packet per second, the estimated

throughput per device is around 2.4 kilobits per second. This

bandwidth usage is minimal, even under constrained network

conditions such as 3G, ensuring compatibility with unsta-

ble environments while maintaining continuous monitoring

capability.

Figure 5. Example of a JSON document persisted in the cloud NoSQL

database.
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4.3.2 Cloud Monitoring

With the use of Prometheus, a monitoring and alerting system

that collects and stores metrics in time series, providing flexi-

bility in data collection and querying, it is possible to monitor

the health of the system and data integrity. Prometheus col-

lects data from various system components, including the

MQTT broker, the Subscriber API, and the NoSQL database,

and stores these metrics in a database optimized for temporal

queries.

Grafana is an open-source visualization and analysis plat-

form that integrates with Prometheus to generate interactive

dashboards and control panels. These dashboards allow real-

time monitoring of patients’ health parameters, trigger alerts

when specific metrics reach certain thresholds, and provide a

user interface (UI) that can be remotely accessed by health-

care professionals. Grafana allows users to create customized

visualizations of data collected by Prometheus, making it

easier to detect anomalies and make informed decisions.

In Figure 6, the dashboard generated in Grafana is shown,

using data from Prometheus to display visualizations of sys-

tem metrics. This dashboard provides a comprehensive view

of the connectivity status of the smartbands and network con-

ditions, with indicators such as the volume of data received

by connection type (3G, 4G, and 5G), average latency per

network, and accumulated delay in minutes.

The dashboard allows users to observe disconnection pe-

riods of devices, visible in the connectivity status section,

where interruptions in communication with specific devices

are displayed. These disconnections, monitored in real-time,

reflect network intermittencies and instabilities and enable a

detailed analysis of the architecture’s behavior under adverse

connectivity conditions, as well as the persistence of these

monitoring logs in the database for further analysis.

Figure 6. Cloud monitoring dashboard.

4.3.3 Connection and Disconnection Notification Trig-

gers

Figure 7 illustrates the notification architecture in cloud com-

puting for monitoring connection and disconnection events

of devices with the MQTT Broker provided by AWS IoT

Core. This service receives the device status data and for-

wards it to the IoT Rules service. The IoT Rules filters and

processes these messages, detecting specific connection and

disconnection events.

Figure 7. Notification flow for device connection and disconnection.

• AWS IoT Core: An AWS service that provides the

input data for the architecture, responsible for managing

the MQTT communication of connected devices and

forwarding this data to the next component, IoT Rules.

• IoT Rules: Responsible for processing and filtering the

messages received by AWS IoT Core. The rules config-

ured in IoT Rules specifically identify connection and

disconnection messages from devices. When a message

with the desired status is detected, the rule triggers a

notification, sending the event to Amazon SNS for noti-

fication delivery.

• Amazon Simple Notification Service (SNS): This ser-

vice manages the delivery of notifications to configured

channels. Upon receiving a connection or disconnection

event from IoT Rules, SNS automatically triggers a no-

tification to the configured destinations, which include

Telegram and Gmail channels.

• Notification Channels (Telegram and Gmail): Notifi-

cations are sent to Telegram and Gmail. The notifica-

tions are instantly received, providing a fast and accessi-

ble way for the team to monitor the status of patients.

Figure 8 shows the connection and disconnection notifica-

tions from health monitoring devices being successfully sent

to the channels configured in SNS. This allows real-time detec-

tion of device connectivity status, ensuring that any changes

are instantly recorded and monitored.
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Figure 8. Connection and disconnection notification flow delivered through

Telegram and Google Chat.

5 Security, Privacy and Scalability

Considerations

5.1 Security Considerations

Security and privacy are critical concerns in the proposed

architecture, given the continuous transmission of health-

related data. To address these concerns, multiple protection

mechanisms were implemented, covering data in transit, data

at rest, authentication, and anonymization.

All communication between the smartphone (used as a

fog node) and the cloud infrastructure is encrypted using the

SSL/TLS protocol. In particular, the MQTT connection to

the broker hosted on AWS IoT Core requires client authenti-

cation through X.509 digital certificates. This setup ensures

mutual authentication and guarantees that only registered and

authorized devices are able to publish health data, preventing

spoofing or unauthorized access attempts.

In the cloud environment, the persisted data is encrypted

using AES-256 algorithms, with encryption keys securely

managed via AWS Key Management Service (KMS). Access

to the NoSQL databases and log repositories is restricted

through granular Identity Access Manager (IAM) policies,

which define specific permissions for each service and user

role. This guarantees that only legitimate services can read

or write sensitive data.

To ensure compliance with privacy regulations such as the

Brazilian LGPD and the European GDPR, the system adopts

pseudonymization techniques. Each device is associated with

a clientHttpId and a patientId, which are anonymized identi-

fiers not directly linked to any personal information. Addition-

ally, no names or sensitive personal identifiers are transmitted

or stored as part of the data payload.

The architecture also ensures the authenticity of the device

that sends the data. Each smartphone must present a valid

client certificate signed by the system’s root certificate au-

thority to connect to the MQTT broker. The broker validates

the certificate before accepting any data, establishing a secure

trust relationship with the device. All received messages are

logged with metadata, including the device identifier, times-

tamp, and IP address, which supports traceability and forensic

analysis.

Furthermore, a dedicated NoSQL database stores applica-

tion logs, including authentication events and access patterns,

allowing for security auditing and anomaly detection. This

contributes to the overall robustness and transparency of the

system.

While the primary focus is on transmission and cloud secu-

rity, local risks on fog devices are also acknowledged. Poten-

tial threats such as smartphone compromise, insecure BLE

pairing with the wearable device, or unencrypted local storage

may affect data privacy. Although these aspects are beyond

the scope of this study, they can be mitigated through best

practices such as biometric or PIN-based access control, en-

crypted BLE communication, and secure local storage using

Android EncryptedSharedPreferences or SQLCipher. Future

versions of the architecture may incorporate these safeguards

to further reinforce device-level security.

This layered approach ensures data confidentiality, in-

tegrity, and authenticity while maintaining low latency and

compatibility with unstable mobile network environments.

Future improvements may include end-to-end encryption

(E2EE) and hardware-backed key storage on smartphones

to enhance security even further.

5.2 Scalability and Device Heterogeneity

While the evaluation focused on a single smartphone, the

architecture was designed to support large-scale deployments.

Its scalability relies on the elastic nature of the cloud environ-

ment, which allows automatic provisioning of resources to

meet growing demands. This includes the dynamic allocation

of computing power and storage as the number of connected

devices increases.

The use of MQTT as a lightweight messaging protocol en-

ables efficient management of high-throughput, low-latency

communication. By organizing messages into topics, the sys-

tem can isolate streams by device, user, or context, allowing

fine-grained control and parallel processing of incoming data.

Additionally, MQTT brokers can scale horizontally to handle

thousands of simultaneous connections, making them well-

suited for health monitoring applications with continuous data

flow.

On the backend, the architecture incorporates loosely cou-

pled services and asynchronous processing pipelines. This

ensures that data ingestion, processing, and persistence can

grow independently, without introducing bottlenecks. The

NoSQL database supports schema flexibility and high write

throughput, which further enhances the system’s ability to

ingest heterogeneous data types from a variety of mobile

devices and sensor configurations.

Together, these characteristics allow the proposed system

to maintain performance and reliability even as the number

of monitored users increases or device capabilities vary.
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Although the current implementation used a single smart-

phone model, the proposed architecture is designed to sup-

port a wide range of mobile devices and operating systems.

To ensure interoperability, the application was developed

with cross-version compatibility in mind and relies on widely

supported protocols such as BLE, GPS, and MQTT. For real-

world deployment, we recommend a minimum hardware spec-

ification of 4GB RAM, 32GB and Android 9 or higher, which

ensures sufficient processing power and background service

stability. Additionally, the use of adaptive data collection

intervals and modular sensor integration allows the system

to accommodate devices with varying capabilities and en-

ergy constraints. Future iterations may incorporate runtime

profiling to dynamically adjust processing and transmission

strategies based on device performance.

6 Evaluation

In addition to the main layered architecture developed (fog

and cloud), referred to as the Fog Computing Implementa-

tion (FCI), a secondary implementation called the Non-Fog

Computing Implementation (NFCI) was also developed. The

NFCI implementation uses only the cloud computing layer,

where the smartphone sends the data directly to the cloud via

the HTTP communication protocol, without utilizing the fog

computing layer.

We will evaluate the developed architecture by comparing

the two distinct implementations described. This evaluation

aims to identify the advantages and limitations of each ap-

proach, especially in terms of reliability and efficiency in

transmitting health data.

Finally, the evaluation will include an analysis of the ar-

chitecture as a whole, considering aspects such as latency,

alert generation, and the ability to operate in different envi-

ronments with varying connectivity. Evaluation criteria will

include connection stability, data transfer rate, packet loss,

and effectiveness in real-time alert generation.

In this context, a data packet refers to the set of information

collected from the patient’s sensors every second, such as

heart rate data, geolocation, and network state at the time of

collection. These packets are continuously transmitted every

second to the cloud processing layer, where they are analyzed

in real-time.

6.1 Main Architecture and Secondary Imple-

mentation

The use of the HTTP protocol presents significant limitations

compared toMQTT. HTTP is a request-response-based proto-

col, meaning that communication is unidirectional and only

occurs when the smartphone sends a request and the cloud

responds. This can result in higher latency and lower effi-

ciency in real-time data transmission, as each communication

requires the establishment of a new connection (Sharma and

Gupta, 2023). Additionally, HTTP lacks internal mechanisms

to ensure data delivery, which can lead to data loss in unsta-

ble or intermittent network conditions (Sasaki and Yokotani,

2019). These limitations can negatively impact the reliability

and efficiency of transmitting critical health data.

In contrast,MQTT is designed for continuous bidirectional

communication, allowing data to be sent and received in real-

time with lower latency. MQTT offers message delivery

guarantees through different Quality of Service (QoS) levels,

which are essential for the reliability of health data in envi-

ronments with unstable connectivity (Alshammari, 2023).

In the architecture, we use QoS level 1, which ensures that

a message is delivered at least once, with acknowledgment of

receipt. This service level strikes a balance between reliability

and efficiency, ensuring data packets are delivered even in the

case of temporary network failures, without the overhead of

multiple redundant transmissions (Alshammari, 2023). This

maintains a high message delivery rate with low latency.

6.2 Evaluation Criteria

The comparison between Fog Computing (FCI) and Non-

Fog Computing (NFCI), focusing on the connection with the

MQTT Broker, will address limitations identified in previ-

ous works, such as the lack of integration between different

communication technologies and the underutilization of the

computational power of smartphones.

The architecture aims to overcome these limitations by

using smartphones as fog nodes. The application of NoSQL

databases and the use of theMQTT protocol for continuous

real-time data flow are central elements of this approach.

The comparison between the FCI and NFCI implementa-

tions will be conducted based on the following criteria:

• Connection Stability: Evaluate the frequency of dis-

connections and the ability to automatically reconnect.

• Latency: Measure the time taken for data transmis-

sion from collection to persistence in the cloud-based

databases.

• Data Transfer Rate: Evaluate the amount of data trans-

mitted during the experiments.

• Packet Loss: Monitor the data lost during transmission.

6.3 Test Scenarios

Data collection and measurements were conducted in six dis-

tinct scenarios using the Open Signal software. This tool

tests network signals, including download, upload, and la-

tency, while also allowing the detection of signal presence

and quality as well as network performance evaluation.

6.4 Test Scenarios

The scenarios evaluated in this study were chosen to represent

environments with challenging connectivity characteristics,

such as high population density, environmental interference,

and adverse network conditions. Below, we describe the

tested scenarios and the observed results:

• Metro Rio, Line 1 - Rio de Janeiro - RJ: Constant

variations in signal quality were observed, with areas of

no connectivity and weak to moderate signal strength.

Underground stations exhibited high latency and fre-

quent disconnections, compromising the continuity of

real-time health monitoring.
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• Maracanã Stadium, Rio de Janeiro - RJ: During game

days, a high concentration of mobile devices connected

simultaneously to the network was observed, causing

transmission capacity overload. This congestion resulted

in conflicts and interference, negatively impacting net-

work stability and data transmission.

• Nilton Santos Olympic Stadium (Engenhão), Rio de

Janeiro - RJ: On game days, the environment exhibited

similar characteristics to the Maracanã Stadium, with

overloaded networks due to the large number of con-

nected devices. This overload caused instability, signifi-

cant transmission delays, and occasional packet losses.

• Copacabana Beach, Rio de Janeiro - RJ: The evalu-

ation on the beach revealed that the high concentration

of people in the area resulted in significant variations

in network quality, similar to those found in stadiums.

Additionally, the proximity to the sea introduced unique

instability factors, including environmental interference

that negatively impacted signal quality, especially during

peak hours.

• Guanabara Bay, Rio de Janeiro - RJ: During the ferry

transit between the cities of Rio de Janeiro and Niterói,

frequent changes in signal quality were observed. This

route presented additional challenges due to marine en-

vironmental interference and the constant adaptation of

networks to coverage areas. As a result, there was an

increase in latency, occasional disconnections, and vari-

ations in the stability of data transmission.

• Domestic Flight Brasília - Rio de Janeiro: In the aerial

scenario, monitoring was conducted during a commer-

cial flight aboard an Airbus A320 between the cities

of Brasília and Rio de Janeiro. During the route, con-

nectivity was characterized by intermittent periods of

connection due to the technical limitations of the Wi-Fi

network provided onboard. Latency was significantly

higher compared to other scenarios, often exceeding

1000 ms. Additionally, transmission was affected by

constant network changes during the flight, depending

on the coverage provided by satellites or ground stations.

These test scenarios highlight the significant challenges in

maintaining a stable and reliable network connection in ur-

ban and high-density population environments. The analysis

of this data is essential to evaluate the effectiveness of the

FCI and NFCI implementations under different connectivity

conditions and to identify potential areas for improvement in

the transmission of critical health data.

7 Results

This section analyzes the results of two experiments con-

ducted in the test scenarios shown in Figures 9 and 10.

• Experiment I - Performance Evaluation of NFCI and

FCI Architectures: This experiment was conducted

in three environments with distinct connectivity charac-

teristics: the Rio de Janeiro Metro, Maracanã Stadium,

and Nilton Santos Olympic Stadium (Engenhão). The

aim was to evaluate the efficiency of the NFCI and FCI

architectures in handling network intermittencies typ-

ical of high-circulation environments with significant

connectivity variations. During the tests, data packets

were sent every second to observe the capability of both

architectures (NFCI and FCI) to maintain data integrity

and continuity.

• Experiment II - Latency and Alert Emission Tests:

This experiment was conducted at the Nilton Santos

Olympic Stadium (Engenhão), during the ferry transit

across Guanabara Bay connecting the cities of Rio de

Janeiro and Niterói, at Copacabana Beach, and on a do-

mestic flight between Brasília and Rio de Janeiro. These

scenarios presented varying network conditions due to

factors such as natural interference and mobility. In each

location, tests were performed to measure the response

time between data collection and alert emission, evalu-

ating the system’s ability to quickly respond to critical

events, even under adverse connectivity conditions. This

experiment validates the FCI architecture in situations

where latency can directly impact decision-making in

remote monitoring.

Figure 9. Data collection in test scenarios: Nilton Santos Olympic Stadium

(Engenhão), Maracanã Stadium, and Copacabana beachfront, using the Xi-

aomi Mi Smart Band 4 during the experiments.

Figure 10. Data collection in test scenarios: Metro Rio, ferry Guanabara

Bay crossing, and domestic flight Brasília–Rio de Janeiro, using the Xiaomi

Mi Smart Band 4 during the experiments.

7.1 Performance of FCI and NFCI Architec-

tures - Metro

During the experiment in the metro, both architectures were

used simultaneously, and 12 transmission interruptions were

identified, lasting between 10 seconds and 2 minutes, over

a total of 90 minutes, with 5400 data packets sent. These

interruptions resulted in packet losses. Table 1 presents the
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results, highlighting the performance of each architecture in

handling these interruptions.

Table 1. Comparison of Performance Metrics - metro

Metrics NFCI FCI

Total Transmitted Packets 5400 5400

Packet Loss 1680 176

Successfully Delivered Packets 3720 5224

Packet Delivery Ratio (%) 68.89 96.73

Packet Loss Ratio (%) 31.11 3.27

This NFCI approach, although simple through the HTTP

protocol, may introduce additional latency and is more sus-

ceptible to data loss in cases of connection interruptions, due

to the need to establish a new connection for each data trans-

action. The values observed in the table for NFCI reflect this

dynamic, with a success rate of 68.89% and a failure rate of

31.11%, highlighting potential challenges in terms of latency

and data loss during connectivity disruptions.

On the other hand, the FCI architecture, by using theMQTT

protocol, supports persistent connections and allows the use

of the Transactional Outbox pattern to log locally collected

data before sending it to the cloud in cases of disconnection

and network interruptions. This approach offers an advantage

in outdoor environments, where connectivity has proven to

be unstable. The data in the table for FCI show a success rate

of 96.73% and a low failure rate of 3.27%, highlighting the

efficiency of the FCI architecture in ensuring a quick response

to critical events with minimal network overhead and lower

susceptibility to data loss.

7.2 Performance of the NFCI and FCI Archi-

tectures - Maracanã Stadium

The experiment was conducted at Maracanã Stadium during

the Flamengo versus Vasco match on June 2, 2024, with an at-

tendance of 62,288 spectators. Over the two-hour event, 7,200

data packets were transmitted. Each data packet sent during

both experiments represents a sample containing information

such as device battery level, heart rate, and geolocation. The

packets were transmitted every second, enabling continuous

and real-time monitoring.

A significant degradation in mobile network quality was

observed due to the overload of connected devices, leading

to increased latency, reduced transfer rates, and packet loss.

Table2 presents a comparative analysis of the performance

of each architecture under these conditions.

Table 2. Comparison of Performance Metrics - Maracanã Stadium

Metrics NFCI FCI

Total Transmitted Packets 7200 7200

Packet Loss 2569 215

Successfully Delivered Packets 4631 6985

Packet Delivery Ratio (%) 64.32 97.02

Packet Loss Ratio (%) 35.68 2.98

The Maracanã Stadium, being an open-air venue and sub-

ject to various network conditions, represents a complex sce-

nario for mobile connectivity. The FCI architecture demon-

strated greater efficiency in packet delivery, achieving a suc-

cess rate of 97.02% and a failure rate of only 2.98%. In

comparison, the NFCI architecture showed a success rate of

64.32% and a failure rate of 35.68%. These results highlight

how the FCI architecture provided lower data loss and better

connection stability.

7.3 Performance of the NFCI and FCI Archi-

tectures - Nilton Santos Olympic Stadium

(Engenhão)

Following the evaluation at Maracanã Stadium, a similar ex-

periment was conducted at Nilton Santos Olympic Stadium

during the Vasco versus Fluminense match on August 10,

2024, with an attendance of 20,003 spectators (Figure 9).Over

the two-hour event, 7,200 data packets were transmitted. As

observed previously at Maracanã Stadium, significant degra-

dation in mobile network quality was detected due to the

overload of connected devices, as summarized in Table 3.

Table 3. Comparison of Performance Metrics - Nilton Santos

Olympic Stadium (Engenhão)

Metrics NFCI FCI

Total Transmitted Packets 7200 7200

Packet Loss 2231 198

Successfully Delivered Packets 4969 7002

Packet Delivery Ratio (%) 69.01 97.25

Packet Loss Ratio (%) 30.99 2.75

The FCI architecture demonstrated greater efficiency in

packet delivery, achieving a success rate of 97.25% and a

failure rate of only 2.75%. In comparison, the NFCI archi-

tecture showed a success rate of 69.01% and a failure rate

of 30.99%. These results highlight how the FCI architecture

provided lower data loss and better connection stability.

These findings emphasize the advantage of the FCI architec-

ture in outdoor environments, where the network experiences

significant overload and interference.

7.4 Latency Testing and Alert Transmission

Latency tests were conducted in real-world scenarios with

highly variable network conditions: the Estádio Olímpico

Nilton Santos (Engenhão) during a football event, Copaca-

bana Beach on June 23, 2024—a Sunday with intense public

presence, the ferry route between Rio de Janeiro and Niterói

across Guanabara Bay, and a domestic flight between Brasília

and Rio de Janeiro. These locations were chosen to simu-

late challenging connectivity environments and evaluate the

responsiveness of the system in terms of latency and alert

delivery.

The monitoring system is configured to detect continuous

5-minute segments in which the heart rate remains outside

normal thresholds. This interval was selected based on medi-

cal studies on early warning systems and heart rate monitoring

(Ilyas et al., 2022; Vilela et al., 2018), which indicate that

sustained anomalies over this duration can reflect acute or

chronic conditions requiring attention. It also aligns with
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the design of clinical protocols that avoid false positives by

filtering transient fluctuations.

Once an abnormal 5-minute segment is identified, the sys-

tem triggers alerts to notify designated healthcare profes-

sionals or caregivers. These alerts depend on real-time data

transmission from the fog layer (smartphone) to the cloud

processing layer, and any delay impacts the timeliness of

intervention.

Throughout the experiments, network fluctuations led to

automatic switching between 3G, 4G, and 5G, particularly in

congested areas such as the stadium and beach. These fluctu-

ations revealed latency variations directly related to network

quality. The architecture’s ability to maintain performance

despite degraded connectivity demonstrates its robustness.

Comparative latency was also analyzed between the FCI (with

fog computing) and NFCI (cloud-only), showing superior re-

sponsiveness of the proposed FCI architecture in scenarios

with intermittent connectivity.

7.4.1 Latency Test Results

The results presented in the table below highlight the perfor-

mance differences between the architectures:

Table 4. Latency Testing - Nilton Santos Olympic Stadium (Engen-

hão)

Metrics NFCI FCI

Average Response Time 5G (ms) 871 98

Average Response Time 4G (ms) 1314 245

Average Response Time 3G (ms) 2608 383

Table 5. Latency Testing - Copacabana Beach

Metrics NFCI FCI

Average Response Time 5G (ms) 1116 110

Average Response Time 4G (ms) 1814 312

Average Response Time 3G (ms) 3306 409

Table 6. Latency Testing - Guanabara Bay

Metrics NFCI FCI

Average Response Time 5G (ms) 1951 326

Average Response Time 4G (ms) 2697 754

Average Response Time 3G (ms) 4012 1229

Table 7. Latency Testing - Domestic Flight - Brasília - Rio de

Janeiro

Metrics NFCI FCI

Average Response Time 5G (ms) 2951 433

Average Response Time 4G (ms) 3665 819

Average Response Time 3G (ms) 5542 1329

7.4.2 Calculation of Cumulative Delay for Alert Emis-

sion

The cumulative delay is a measure of the total time elapsed

from the detection of an event to the issuance of an alert,

taking into account network latency. This delay is influenced

by the latency in sending each data packet over the network.

The formula to calculate the cumulative delay in minutes is

given by:

Cumulative Delay (min) = Average Response Time (ms) × 300
1000 × 60

Cumulative Delay for Alert Emission results, are presented

in the following tables:

Table 8. Cumulative Delay Across 3G, 4G, and 5G Networks -

Nilton Santos Olympic Stadium (Engenhão)

Metrics NFCI FCI

Cumulative Delay 5G (min) 4.36 0.49

Cumulative Delay 4G (min) 6.57 1.23

Cumulative Delay 3G (min) 13.04 1.92

Table 9. Cumulative Delay Across 3G, 4G, and 5G Networks -

Copacabana Beach

Metrics NFCI FCI

Cumulative Delay 5G (min) 5.58 0.55

Cumulative Delay 4G (min) 1.56 1814

Cumulative Delay 3G (min) 16.54 2.04

Table 10. Cumulative Delay Across 3G, 4G, and 5G Networks -

Guanabara Bay

Metrics NFCI FCI

Cumulative Delay 5G (min) 9.76 1.63

Cumulative Delay 4G (min) 13.49 3.77

Cumulative Delay 3G (min) 20.06 6.15

Table 11. Cumulative Delay Across 3G, 4G, and 5G Networks -

Domestic Flight - Brasília - Rio de Janeiro

Metrics NFCI FCI

Cumulative Delay 5G (min) 14.77 2.165

Cumulative Delay 4G (min) 18.32 4.09

Cumulative Delay 3G (min) 27.17 6.64

7.4.3 Analysis of Results

The test results indicate that the FCI architecture exhibits

significantly shorter response times compared to the NFCI

architecture in both analyzed scenarios. At the Nilton Santos

Olympic Stadium (Engenhão), the FCI architecture achieved

lower cumulative delays across all tested networks (5G, 4G,

and 3G) compared to the NFCI. In contrast, the Guanabara

Bay scenario presented higher delays compared to the stadium

experiments, likely due to the maritime environment. The

movement of the vessel, greater distance from cellular towers,

and signal propagation over water may influence connection

quality, contributing to increased latency observed throughout

the journey.
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7.4.4 Impact of Delay on Alert Emission

The delay in alert emission can have a significant impact on

the ability of healthcare professionals to respond to critical

situations. In the context of continuous patient monitoring,

particularly in large-scale and high-density environments such

as a stadium, prompt detection and response to heart rate

anomalies can be crucial to saving lives.

• FCI Architecture: With a cumulative delay of approx-

imately 2 minutes in the worst-case network scenario

(3G), the architecture enables healthcare professionals to

be promptly notified of critical conditions. This agility

can be vital for initiating immediate medical interven-

tions and preventing severe complications.

• NFCIArchitecture: In contrast, it exhibits a cumulative

delay ranging from approximately 13 to 27 minutes in

the worst-case network scenario (3G). This significantly

longer response time can delay the notification of health-

care professionals, reducing the window of opportunity

for swift interventions and potentially compromising the

effectiveness of medical care.

7.4.5 Latency Variability

In addition to average response times, analyzing latency vari-

ability is essential to assess the reliability of each architecture

under unstable network conditions. Metrics such as stan-

dard deviation and interquartile range (IQR) provide a better

understanding of performance consistency.

Although this paper focuses primarily on average cumula-

tive delays, preliminary analysis indicates that the FCI archi-

tecture not only delivers lower mean latency but also shows

reduced variability compared to the NFCI. This is particularly

evident in 3G and 4G network scenarios, where packet loss

and retransmission events are more frequent.

Lower latency variability suggests greater system pre-

dictability a factor in real-time health monitoring systems

where consistent delivery is as important as speed. Future

versions of this study will include a complete statistical anal-

ysis of latency variance to validate this observation across all

test environments.

8 Discussion

The tests conducted in real-world scenarios demonstrated

that the FCI architecture, leveraging the smartphone as a fog

node, is more effective in locally processing data, reducing

latency, and minimizing dependency on constant cloud con-

nectivity. This approach proved essential for maintaining

real-time monitoring continuity, meeting Quality of Service

(QoS) requirements in critical healthcare applications.

The integration of fog computing and the use of the MQTT

protocol in the FCI architecture provided significant benefits

to key QoS metrics:

• Latency Reduction: Local processing at the fog node

enabled data to be analyzed quickly before being trans-

mitted to the cloud, reducing total delay and improving

system responsiveness.

• Transmission Reliability: The protocol demonstrated

resilience in scenarios with unstable networks, ensuring

continuous data transmission despite latency variations

or temporary disconnections.

• Minimization of Packet Loss: Although marginal

packet loss was attributed to interference and network

congestion, the packet delivery success rate exceeding

96% highlights the reliability of the implemented archi-

tecture.

The utilization of MQTT’s Will Messages feature was a

critical factor in ensuring message delivery during discon-

nections with the broker. This functionality maintained data

analysis continuity and mitigated the impact of temporary

failures on monitoring quality. In general medical applica-

tions, this capability is vital to ensuring that data gaps do not

compromise clinical analysis or delay medical interventions.

The FCI architecture demonstrated substantial advantages

over the NFCI, which relies exclusively on cloud processing

and storage. During testing, the FCI recorded lower cumula-

tive delays across all evaluated scenarios, even in congested

networks, highlighting its superiority in terms of latency. Fur-

thermore, it achieved a significantly higher packet delivery

success rate, especially in 3G and 4G networks, showcasing

its reliability. The use of fog-based databases and the MQTT

protocol optimized network usage, ensuring higher data in-

tegrity and reducing dependency on continuous infrastructure

availability.

The results reinforce that the integration of fog and cloud

computing, combined with theMQTT protocol, is an effective

solution for real-time remote monitoring. This architecture

not only meets the rigorous QoS requirements but also adapts

to unstable network contexts, as observed in the evaluated

scenarios. By reducing latency, improving reliability, and en-

suring data integrity, the FCI architecture enables significant

advancements in clinical practices and solutions for remote

patient monitoring.

9 Conclusion

The proposed architecture stands out from related works by

performing data collection, storage, and processing directly

on the smartphone, rather than centralizing processing in the

cloud. This approach reduces the dependency on constant

connectivity with remote servers and enables faster responses

to critical events. The results demonstrated lower latencies

and higher data integrity, even in mobile networks with inter-

mittent connectivity and instability.

The analysis presented in this paper enriches the literature

on distributed architectures for healthcare by showcasing how

the integration of non-relational databases and the Transac-

tional Outbox design pattern in fog computing environments

can significantly improve the responsiveness and reliability

of remote monitoring systems.

This approach not only increases the success rate of packet

delivery across networks but also marks a significant advance-

ment in resilience and responsiveness for real-time monitor-

ing systems. The findings validate the feasibility and impact

of the proposed solution, positioning it as an efficient and
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reliable alternative for health monitoring in outdoor environ-

ments.

Future work will focus on exploring advanced techniques

to reduce electromagnetic interference and mitigate network

overloads, with the goal of enhancing reliability, efficiency,

and traffic management for real-time monitoring applications.

This includes developing algorithms for dynamic adaptation

to varying mobile network conditions, analyzing patterns

of interference and congestion, and designing strategies for

optimizing packet routing and prioritization
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