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Abstract

Technology has significantly transformed human interactions with everyday objects, expanding their communication

capabilities. This broad connectivity to the Internet has given rise to the “Internet of Things (IoT)”, extending the

boundaries of the Internet and evolving those objects into smart objects. When interconnected, these smart objects

can collect and share information to provide services effectively. However, the intense data traffic and the diversity

of interaction methods among these objects bring challenges related to interoperability. Interoperability refers to the

ability of distinct systems to communicate effectively, ensuring data integrity. In this context, interoperability testing

assesses the capability of systems and devices to cooperate efficiently. Regarding the testing challenges faced in IoT,

we can highlight (i) the complexity of the IoT architecture, which involves multiple layers and system components;

(ii) the diversity of IoT protocols; and (iii) the heterogeneity of devices, which poses challenges in testing their

compatibility and managing their integration to ensure effective connectivity. To address these challenges, this paper

proposes a guide-based approach designed to systematize IoT interoperability testing. The guide was developed

following a systematic methodology, including literature reviews, data extraction and analysis, and observations

in real IoT environments. The guide covers 12 topics, such as the definition and correlation of IoT characteristics,

subcharacteristics, abstract test cases, measures, cost-benefit analysis, and tool suggestions. The guide evaluation

was conducted in three stages: (1) a structural evaluation using the Technology Acceptance Model (TAM); (2) a

controlled experiment applying the guide to test the interoperability of a real IoT application; and (3) an evaluation

of the guide with domain experts. The results of the three evaluations were positive, indicating that the guide is

effective in test planning, execution, and identifying IoT-specific failures.

Keywords: Internet of Things, Guidelines, Interoperability Testing

1 Introduction

Technology has significantly transformed how humans in-

teract with everyday objects (e.g., refrigerators, watches, air

conditioners, and cars [Mattern and Floerkemeier, 2010]), ex-

panding their communication capabilities. This broad connec-

tivity to the Internet has led to the emergence of the “Internet

of Things (IoT)”, which expanded the Internet’s boundaries

to include these objects, commonly referred to as “smart”.

When interconnected, such objects can collect and share in-

formation to provide services effectively.

According to Giusto et al. [Giusto et al., 2010], IoT repre-

sents a communication paradigm among smart objects, which

share information among themselves and other entities over

the network to provide services. Thus, IoT enables a wide

range of interactions between humans and objects (i.e. human-

thing interactions) and among the objects themselves (i.e.

thing-thing interactions), creating an interconnected ecosys-

tem.

The expansion of connected devices has presented var-

ious challenges in the development cycle of IoT systems,

especially in the testing phase. These solutions consist of

heterogeneous devices with distinct communication and in-

teraction characteristics, leading to the development of new

protocols and services for IoT systems [Zaidi et al., 2009].

Consequently, these systems rely on infrastructures consisting

of heterogeneous networks that require interconnection, Inter-

operability, performance, and security to ensure the desired

quality of service [dos Santos, 2016]. Because of this com-

plexity, software testing plays a critical role in that cycle, as it

aims to validate and verify the product’s functionality, perfor-

mance, security, and compliance, ensuring it delivers value

and meets user requirements [Myers et al., 2011; Coutinho

et al., 2016].

Thus, the key testing challenges faced in IoT are related to

Security, Interoperability, and Performance characteristics

[Carvalho et al., 2022]. These characteristics stand out as

central for ensuring the efficient and secure operation of IoT

applications.

Interoperability, the focus of our study, refers to the ability

of two or more systems to communicate effectively, ensuring

data integrity and operational efficiency. In this context, in-

teroperability testing verifies the systems’ ability to interact

consistently and cohesively. This test also evaluates the sys-

tems’ efficiency of communication and information sharing,

ensuring that resources can be accessed and used appropri-

ately across different systems and organizations [ISO/IEC

30141, 2018; Mattiello-Francisco, 2009].

The importance of addressing Interoperability issues is

frequently discussed in the literature [Soares, 2009; Gulla
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et al., 2006], particularly because of the intense data traffic

and diverse interaction methods among smart objects.

Interoperability issues arise, for instance, in common IoT

scenarios such as smart homes with various devices (e.g.,

voice assistants, security cameras, thermostats, smart bulbs,

and locks), where seamless communication between them is

crucial. This scenario introduces challenges related to archi-

tectural complexity, which involves multiple layers and sys-

tem components; the diversity of IoT protocols (e.g.,MQTT,

HTTP, and CoAP) and standards (e.g., Bluetooth and Zigbee);

and the heterogeneity of devices, which poses challenges in

testing their compatibility and managing their integration to

ensure effective connectivity. Moreover, network connectiv-

ity also plays a critical role, as interoperability testing must

evaluate the devices’ ability to maintain effective communi-

cation under different network conditions.

Considering the identified challenges and gaps, this paper

presents a guide-based testing approach focused on the In-

teroperability characteristic in the domain of IoT, leveraging

the methodology defined in previous studies [Carvalho et al.,

2022] [Branco et al., 2024].

To achieve this goal, we investigated the following key

research questions (RQ):

RQ1. What aspects should be considered to evaluate the

interoperability characteristic in IoT applications?

RQ2. How effective is the guide-based approach in evalu-

ating the interoperability characteristic in IoT applications?

Our approach provides systematized interoperability test-

ing based on the study of [Carvalho et al., 2022]. We have

used this study to select interoperability as a challenging char-

acteristic in IoT testing and to leverage our previous experi-

ence to build the IoT interoperability testing guide [Branco

et al., 2024]. Thus, initially, we conducted a literature re-

view based on the guidelines of systematic reviews proposed

by Kitchenham [Kitchenham et al., 2009]. Subsequently,

we identified the subcharacteristics of interoperability to de-

tail and assess interoperability more precisely, following the

ISO/IEC 25010 [ISO/IEC 25010, 2011]. We also searched

for standards, approaches, and tools used in the Interoperabil-

ity testing. The guide covers 12 topics, including definitions

and correlations, abstract test cases, measures, and tools to

support the Interoperability testing. Also, we provide a new

topic in the guide titled “Interoperability Testing Challenges”.

To evaluate the guide-based testing approach, we con-

ducted three evaluations: (i) guide evaluation using the Tech-

nology Acceptance Model (TAM) [Davis, 1989]; (ii) a con-

trolled experiment [Wohlin et al., 2012] to evaluate the use of

the guide for testing the Interoperability of an IoT application;

and (iii) evaluation with domain experts.

The results of the TAM-based evaluation indicated partici-

pants’ high acceptance of the guide, highlighting the positive

perception of its usefulness and ease of use. The controlled

experiment revealed that the guide significantly facilitated

the identification of Interoperability issues and enhanced the

tests’ effectiveness, demonstrating its practical effectiveness

and applicability to different IoT testing scenarios. The eval-

uation with experts shows positive results for planning and

executing Interoperability tests for researchers and industry

professionals.

The main contributions of this paper are:

• the guide for IoT interoperability testing, structured in

12 topics;

• the identification and categorization of Interoperability

Testing Challenges in IoT;

• the Wiki to facilitate the use of the guide; and

• a set of lessons learned related to developing and vali-

dating the guide-based approach.

The remainder of this paper is organized as follows: Sec-

tion 2 provides the background on IoT Interoperability Test-

ing. Section 3 describes the research methodology. Section 4

presents the testing guide covering its 12 topics for IoT. Sec-

tion 5 presents the Wiki. Sections 6, 7, and 8 present the three

evaluations conducted to assess the guide-based approach.

Section 9 discusses the results through the research questions.

Section 10 presents the lessons learned. Section 11 presents

the threats to validity. Section 12 presents the related work,

and finally, Section 13 presents the final considerations and

future directions.

2 Background

In this section, we present the central concept of this research:

Interoperability testing in IoT.

According to ISO/IEC 15926 [ISO 15926, 2011], Interop-

erability refers to the ability of different systems, devices, or

applications to work together effectively, enabling accurate

and efficient communication, program execution, and data

transfer.

This capability aims to integrate and enable independent

entities to work together, even when they are planned and

implemented separately [Motta et al., 2017]. From the user’s

perspective, Interoperability refers to the ability to access het-

erogeneous informational resources distributed across multi-

ple network nodes through a single interface without under-

standing the underlying storage mechanisms [Weiss et al.,

2019; Gulla et al., 2006].

Grounded in this principle, Interoperability testing evalu-

ates the ability of different systems, components, or devices to

communicate and work effectively and integrally in a specific

environment [Andrade and Luque, 2022]. This process evalu-

ates the system’s ability to exchange and process information

reliably and efficiently, ensuring seamless interaction and

collaboration among all components to fulfill their intended

functions.

According to ISO/IEC 21823:2022 [ISO/IEC 21823, 2022],

Interoperability in IoT environments can be defined as the abil-

ity of IoT devices and systems to communicate and cooperate

effectively within an integrated ecosystem. This interoperabil-

ity ensures that different devices, even those from different

manufacturers or using varying communication protocols,

can interact effectively, enabling efficient data exchange and

automated process execution.

Moreover, adopting a structured guide-based approach of-

fers significant advantages for Interoperability testing in IoT,

providing systematic, reusable guidelines that help address

the inherent complexity of heterogeneous IoT environments.

Unlike more ad hoc or layer-specific techniques, guides offer

a comprehensive and organized perspective. This promotes
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standardization of testing activities and clear documentation

of procedures, facilitating implementation across different

contexts by various professionals, including those who are

not software testing experts. This characteristic is particularly

relevant given IoT systems’ diversity of devices, protocols,

and standards.

An effective evaluation of interoperability in IoT environ-

ments requires an understanding of the operational context of

each device and system in the network, as well as their spe-

cific interactions and functionalities. This evaluation requires

a detailed analysis of the communication infrastructure and

interfaces of each IoT application to ensure that data exchange

and action coordination between devices occur efficiently and

integrally [Rowland et al., 2015].

The main challenges in Interoperability testing include

data heterogeneity, various communication protocols, data

transport methods, and access methods, which can render

communication inoperable [Nunes, 2011]. These factors pose

significant difficulties in converting heterogeneous data into

compatible formats, highlighting the need for system and

protocol standardization [Andrade and Luque, 2022].

In the context of IoT, despite the abundance of platforms,

there is a lack of scientifically grounded guidelines for their

use and validation [Cañas Betancur and Hernández Sánchez,

2019].

Methods for evaluating IoT applications include checklist-

based inspection techniques. These techniques assess the user

experience and are structured into five categories: context,

content, structure, images, and usability [Maia et al., 2012;

Caldas, 2023; Almeida, 2018].

Conversely, there are testing approaches focused on evalu-

ating critical IoT characteristics. The work [Carvalho et al.,

2022] proposes a testing guide for the performance character-

istic based on 11 key topics. These topics are derived from

the performance sub-characteristics established in [ISO/IEC

25010, 2011], and the guide can be instantiated for other IoT

characteristics.

3 Methodology for Instantiating the

Guide

We leveraged the methodology based on IoT characteristics

defined in a previous work [Carvalho et al., 2022] to develop a

testing guide focused on the Interoperability characteristic in

IoT. The guide’s structure is organized into 12 topics, forming

the foundation for its instantiation.

The methodology for instantiating the guide structure con-

sisted of six main activities, as illustrated in Figure 1.

The activities are presented in the following subsections.

3.1 Literature Review

The first activity consists of “Literature Review”. We fol-

lowed the guidelines based on systematic reviews proposed

by [Kitchenham et al., 2009]. We defined the goals, the

research questions, and a search string. To facilitate the pro-

cess, we used the Parsifal1 tool to plan, conduct, and report

1https://parsif.al/

Figure 1. Methodology used to instantiate the guide [Branco et al., 2024].

the research. The search string focused on the selected IoT

characteristic Interoperability as illustrated in Table 1.

Table 1. Search String.

(“internet of things”) AND (“interoperability test” or (“in-

teroperability testing”) AND (guideline OR method OR

approach OR challenges OR framework OR tool OR ar-

chitecture)

We executed the search string in ACM, Scopus, and IEEE

databases. This initial step followed a selection process using

predefined inclusion and exclusion criteria. The inclusion

criteria were defined to ensure the relevance of related studies

to the scope of the research, while the exclusion criteria aimed

to remove studies that did not meet the established objectives.

The selection criteria are illustrated in Table 2.

Table 2. Inclusion and Exclusion Criteria for Study Selection.

Inclusion Criteria (IC):

IC01 - Studies related to Interoperability testing in Internet

of Things applications. This criterion includes studies

addressing concepts or practices of Interoperability testing

applied to IoT systems.

IC02 - Studies presenting an IoT testing guide or similar

artifacts. This criterion includes studies that focus on de-

veloping specific IoT testing guides or similar artifacts.

IC03 - Papers available in English or Portuguese. This

category includes papers written in English, due to its

widespread dissemination of the language within the sci-

entific community, and in Portuguese, which is the native

language of the researchers.

Exclusion Criteria (EC):

EC01 - Duplicate studies have only one version selected.

EC02 - Studies that do not address Interoperability testing

for IoT applications: studies that do not present concepts,

methodologies, or approaches for Interoperability testing

in IoT applications.

EC03 - The study is not accessible.

EC04 - The study is a summarized version of another. In

this case, the full version of the study has been selected.

Executing the search string in the databases returned 393

studies from ACM, 288 from Scopus, and 134 from IEEE.

https://parsif.al/
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3.2 Analysis of the Selected Studies

The second activity was the “Analysis of the Selected Studies”.

This analysis occurred in two rounds. In the first round, we

read the titles and abstracts of the 815 identified studies and

selected 102 preliminary studies. In the second round, we

conducted a full reading of these studies: 50 from ACM, 24

from Scopus, and 28 from IEEE. Based on this set, the guide

was filled out and structured with 50 studies.

The data extraction focused on crucial aspects for building

the guide, including definitions of Interoperability, correla-

tions among characteristics, specific testing challenges related

to interoperability in IoT, and configuration requirements for

test environments. We also analyzed the decomposition of

Interoperability into subcharacteristics, the properties used to

evaluate these subcharacteristics, related measures, test cases,

cost-benefit aspects, and tools employed in the studies.

3.3 Construction of the Guide

The construction of the guide consisted of developing the

content according to the 12 topics that form its structure, as

described below.

1. Definition of the characteristic. Based on the liter-

ature review, this topic presents the main definitions

of the Interoperability characteristic, with the purpose

of establishing a standard of knowledge regarding this

characteristic.

2. Correlation of characteristics. This topic aims to

present the correlation of Interoperability with other

IoT characteristics, allowing the identification of their

impact, which can be positive, negative, or both.

3. Challenges of interoperability testing. This topic aims

to present the challenges faced in testing the Interoper-

ability characteristic in IoT applications.

4. Test environment configuration. This topic presents

the configuration of a test environment, covering hard-

ware and software required for validating the Interoper-

ability characteristic.

5. Definition of subcharacteristics. This topic presents

the definitions of the subcharacteristics of Interoper-

ability identified in the literature, describing how these

subcharacteristics were broken down for a more precise

evaluation of the interoperability characteristic. The

goal is to ensure conceptual standardization and a com-

prehensive understanding of each subcharacteristic.

6. Contextualization. This topic introduces a subcharac-

teristic in the context of IoT, explaining specific chal-

lenges it poses in ensuring effective interoperability.

This topic also outlines the properties related to the In-

teroperability subcharacteristics.

7. Abstract test cases. This topic presents abstract test

cases that can be concretized and adapted in the context

of the interoperability testing process in IoT .

8. Measurement. This topic provides measures identified

in the literature for evaluating Interoperability in IoT

applications.

9. Impact of subcharacteristics. This topic evaluates the

impact that one subcharacteristic may have on another,

whether positive or negative.

10. Cost-benefit. The cost-benefit calculation for conduct-

ing interoperability testing is presented using specific

variables. The calculation involves the relationship be-

tween the impact of the characteristic and the total cost

of test execution.

11. Suggested tools. This topic suggests tools identified in

the literature that can assist the test execution and the

measurements.

12. Example of using the guide. This topic provides an

example that demonstrates the step-by-step use of the

Interoperability Testing Guide based on an IoT scenario.

Additionally, topics were enriched with examples, such as

abstract test cases, measurements with explanations, device

examples, and a detailed explanation of the test environment

configuration.

3.4 Observation of the Behavior of IoT Appli-

cations

Interoperability testing plays a crucial role in ensuring the ef-

fectiveness of collaboration between IoT devices and systems.

Observing IoT applications in real-world settings provides

valuable insights into their interactions with the environment,

their responses to variable conditions, and their ability to

handle unforeseen events.

In the fourth activity, “Observation of the IoT Applications’

Behavior”, the guide was used in an IoT web application

called Rottas UFC2. This application aims to support public

transportation users by providing information such as bus

schedules, route details, and real-time location throughmobile

devices with GPS.

In this context, the observation of the Rottas-UFC web

application is particularly notable. When analyzing its per-

formance in real-world situations, specific challenges related

to Interoperability were identified, such as device resource

limitations, communication between devices, and different

protocols. Moreover, the guide’s usage facilitated the cre-

ation of new test cases, focusing, for example, on analyzing

protocol compatibility and verifying message consistency dur-

ing device communication. Therefore, observing the actual

behaviors of IoT applications is essential to ensure that the

tests accurately reflect the challenges faced when integrating

diverse systems.

3.5 Evaluation of the Interoperability Guide

The fifth activity conducted was the “Evaluation of the Inter-

operability Guide”. We performed this evaluation in three

stages, all designed to ensure the quality of the proposed

guide. For guide evaluations, we selected Rottas UFC, a real-

world IoT application developed by a postgraduate student

within the GREat3 (Group of Computer Networks, Software

Engineering, and Systems) research group, where one of the

authors is affiliated.

2The developers have authorized using the Rottas-UFC web application.

It is currently being registered under number 512024000782-2. Available

on: https://rottas-ufc.github.io/webapp/#/
3https://www.great.ufc.br/

https://rottas-ufc.github.io/webapp/#/
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In the first stage, a domain expert evaluated the guide. It

is worth noting that the expert conducting the evaluation is

the same one who initially proposed the guide’s structure and

instantiated it to Performance characteristic in IoT [Carvalho

et al., 2022]. Based on this expert evaluation, several im-

provements were suggested and incorporated into the guide,

such as the addition of new test cases to cover more complex

scenarios, the inclusion of detailed examples of challenges

encountered in interoperability, the introduction of illustrative

figures correlating relevant characteristics and measures, as

well as the creation of a correlation table between measures,

test cases, and evaluated subcharacteristics.

In the second stage, we conducted three evaluations of

the guide. The first evaluation was based on the Technol-

ogy Acceptance Model [Davis, 1989], while the second was

conducted through a controlled experiment. We performed

these evaluations with undergraduate and graduate students

from the Software Verification and Validation course offered

during the 2023.2 semester at the Federal University of Ceará

(UFC). Following the controlled experiment, we carried out

the third expert evaluation. Thus, the researchers and aca-

demic experts evaluated the guide. These evaluations pro-

vided valuable insights into the guide’s effectiveness, con-

tributing to further adjustments and continuous improvements

to the guide.

Simultaneously with the guide evaluation stages, all the

necessary instrumentation material for conducting the con-

trolled experiment was developed4, ensuring the accuracy

and reliability of the results obtained.

3.6 Refinement of the Guide

The last activity was the “Refinement of the Guide”. The

goal was to enhance its usefulness and effectiveness. This

step was conducted based on the analyses and evaluations in

previous activities (subsections 3.4 and 3.5), incorporating the

assessment of a real-world IoT application as well as feedback

from both experts and participants who evaluated the guide.

Based on the results of the three evaluations, several im-

provements were implemented in the guide, including:

• Addition of an initial description. A detailed explana-

tion of how to use the guide was included, facilitating

its application for different user profiles.

• Enhancement of the practical example. The test con-

ducted on an IoT application was further detailed, out-

lining the steps taken and the results obtained to clarify

the evaluation and make it more replicable.

• Detailed metrics. We provided concrete examples for

each metric, including an additional explanation to im-

prove the interpretation of the evaluated criteria.

• Inclusion of device usage examples. The specific de-

vices used in the tests were detailed, providing a more

practical context for applying the guide.

• Refinement of test cases. New test cases were specified

to cover a broader range of interoperability scenarios,

ensuring a more comprehensive evaluation.

4https://drive.google.com/drive/folders/
1DozFXdxNVxTbI5fs3pI81T0uQ2JEclJU

• Adjustments to the cost-benefit formula. The cost-

benefit formula was revised according to feedback, im-

proving accuracy and better reflecting the actual testing

effort.

• Improvement of guide illustrations. We restructured

the figures depicting the correlations between IoT char-

acteristics to enhance visual clarity and facilitate data

interpretation.

The aforementioned improvements were incorporated into

the guide, and a consolidated version was provided, thereby

enhancing its applicability and effectiveness for evaluating

interoperability in IoT environments.

4 Interoperability Testing Guide

The interoperability testing guide provides a comprehensive

approach for evaluating interoperability in different IoT ap-

plication scenarios.

In the guide, the interoperability characteristic is broken

down into four subcharacteristics: Data Semantics, Communi-

cation Protocols, System Integration, and Network Protocols.

For each subcharacteristic, the guide provides topics related

to their definitions, properties, test cases, and metrics.

The guide covers 12 topics, each organized as a section.

The complete version is available in the repository of this

study5.

Next, we present the sections of the Interoperability Testing

Guide.

4.1 Definition of Interoperability

This initial section of the guide aims to present the definitions

of Interoperability characteristic. The goal is to standardize

the interpretation of what will be tested, particularly for soft-

ware engineers and professionals from different fields (e.g.,

Software Engineering, Computer Networks). The section ti-

tled “Definitions of Interoperability” presents six definitions

of Interoperability extracted from the literature and standards

such as ISO/IEC 21823 and ISO/IEC 30141 [ISO/IEC 21823,

2022; ISO/IEC 30141, 2018]. In the following, we present

three examples of these definitions:

(1) Interoperability is the ability of two or more systems or

components to exchange information and effectively utilize

the information exchanged [Legner and Wende, 2006].

(2) Interoperability is the ability for different systems, de-

vices, or applications to communicate and interact efficiently

and smoothly [Ferreira, 2014].

(3) Interoperability in IoT refers to the ability of connected

devices (such as sensors, smart devices, gateways, etc..) to

communicate and interact efficiently and transparently, re-

gardless of their origin, manufacturer, or communication

protocol [ISO/IEC 21823, 2022].

4.2 Correlation of Characteristics

Recognizing and applying proper characteristic correlation is

essential to identify potential conflicts that may arise in IoT

5https://github.com/karinascb/INTEROPERABILITY-
TESTING-GUIDE-FOR-IoT

https://drive.google.com/drive/folders/1DozFXdxNVxTbI5fs3pI81T0uQ2JEclJU
https://drive.google.com/drive/folders/1DozFXdxNVxTbI5fs3pI81T0uQ2JEclJU
https://github.com/karinascb/INTEROPERABILITY-TESTING-GUIDE-FOR-IoT
https://github.com/karinascb/INTEROPERABILITY-TESTING-GUIDE-FOR-IoT
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testing, as discussed in our previous work [Carvalho et al.,

2022]. In this study, a set of 27 IoT-related characteristics

were identified through systematic mapping.

In the context of Interoperability, 14 IoT characteristics

were identified and correlated [Branco et al., 2024]. The

section titled “Correlation of Characteristics” in the guide

presents these correlation as illustrated in Figure 2.

Figure 2. Correlations of IoT characteristics with Interoperability [Branco

et al., 2024].

Following the recommendation of Carvalho et al. [Car-

valho et al., 2022], the characteristics were grouped into three

categories: positive (green rectangles), indicating a favor-

able influence on interoperability; negative (red rectangles),

indicating the opposite; and variable (yellow rectangles), de-

pending on the context of the application being tested.

As illustrated in Figure 2, the “Availability” characteristic

can positively impact interoperability when there are enough

servers to meet demand, accelerating the message exchange

process. However, it can have a negative effect if this condi-

tion is not met.

The correlation analysis presented in Figure 2 was con-

structed to highlight which characteristics according to ISO

standards-show influence on IoT interoperability. The figure

includes both main characteristics, extracted from two main

references: the ISO/IEC 25010 and the ISO/IEC 25012.

For example, ISO/IEC 25010 defines eight main quality

characteristics: Acuracy, Performance, Efficiency, Usabil-

ity, Reliability, Security, Avaliability, Maintainability and

Portability. Some elements represented in the figure, such as

Testability andModifiability, are explicitly defined as subchar-

acteristics ofMaintainability. These were included because

they demonstrated specific influence on interoperability sce-

narios and were considered individually due to their direct

influence on system integration.

In the case of Testability, its inclusion is justified by the

importance of verifying whether interoperable components

can be effectively tested regarding message exchange, sup-

ported protocols, and interface compliance. Systems with low

testability tend to hinder the detection of integration faults,

compromising interoperability.

Modifiability, on the other hand, was selected for repre-

senting the system’s ability to quickly adapt to new standards,

integration requirements, or changes in heterogeneous de-

vices, a recurring demand in IoT ecosystems.

Thus, the selection of these characteristics was guided by

theoretical foundations and their practical relevance observed

in the literature, maintaining coherence with the guidelines

of the ISO standards used as a basis.

Additionally, Availability, Testability, Robustness and In-

stabillty are not part of ISO/IEC 25010, but are defined in

ISO/IEC 25012 characteristics of quality. Their presence in

the figure reflects their strong impact on IoT environments,

where real-time availability of services and precision in ex-

changed data are fundamental for successful device interac-

tion.

Therefore, the 14 characteristics shown were not selected

to replicate the ISOmodel, but rather to represent the practical

influence each one has on interoperability in real-world IoT

scenarios. This decision was supported by empirical findings

and analysis.

Next, we present the definitions of these characteristics

according to positive, negative, and variable correlations.

Positive correlation with Interoperability

1. Availability. Refers to the system’s ability to be opera-

tional and accessible when needed, minimizing interrup-

tions or failures. High availability favors interoperability

by ensuring that different devices are always accessible

for data exchange. On the other hand, low availabil-

ity can compromise communication between systems,

especially in distributed architectures.

2. Robustness. This focuses on the system’s ability to

deal with adverse conditions, such as unexpected inputs

or failure situations, while maintaining its functional-

ity. Robustness enhances interoperability by enabling

the system to continue operating even in the event of

failures in partner devices. In contrast, fragile systems

may fail due to minor inconsistencies in communication

protocols.

3. Reliability. This is related to the system’s ability to per-

form its functions consistently and error-free over time.

A reliable system increases confidence in the exchange

of information between devices, which is essential for

interoperability. However, recurring failures can com-

promise communication and hinder cooperation between

heterogeneous systems.

4. Portability. Refers to the ability of a system to be easily

transferred or adapted to different environments or plat-

forms without significant loss of functionality. Portable

systems tend to be more interoperable, as they can run on

multiple platforms. Conversely, the lack of portability

limits the use of the system in specific contexts, reducing

its integration capacity.”

Negative correlation with Interoperability

5. Instability. Refers to the tendency of the system to

suffer unexpected failures or outages, resulting in incon-

sistent operation. An unstable system can interrupt the

exchange of information between interoperable devices,

causing synchronization failures or data loss, which

makes it difficult for the expected joint operation.
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6. Modifiability. This addresses specifically the ease of

changing a system to meet new requirements or correct

problems without causing undesirable impacts. Accord-

ing to ISO/IEC SQUARE 25000 [ISO/IEC 25000, 2005],

modifiability is a subcharacteristic of maintainability.

7. Accuracy. It refers to the degree to which the system pro-

vides correct results in accordance with expected values.

In the context of interoperability, accuracy is essential to

ensure that data exchanged between different devices is

interpreted correctly, avoiding inconsistencies in integra-

tion results. Failures in this aspect can compromise the

reliability of cooperative operations, directly affecting

the quality of communication between systems.

8. Security. This relates to the protection of system in-

formation and resources from unauthorized access, cy-

berattacks, and threats. Interoperability requires de-

vices to exchange data continuously; in this context,

well-implemented security measures ensure that this ex-

change occurs securely. However, overly restrictive

security mechanisms can hinder or block legitimate in-

tegrations.

9. Performance. Refers to the system’s ability to respond

effectively to requests and operate within established

limits, ensuring acceptable response times. Good perfor-

mance contributes to interoperability by enabling fast re-

sponses between connected devices. On the other hand,

unsatisfactory performance can cause delays in com-

munication, compromising integration between compo-

nents.

Variable correlation with Interoperability

10. Maintainability. This refers to the ability to change

a system efficiently, including corrections or improve-

ments, with low impact. Systems with high maintain-

ability tend to adapt better to interoperability needs, as

they can be modified to meet integration requirements

with other systems. In contrast, systems with low main-

tainability face challenges in updating and adapting for

compatibility. ISO/IEC 25000 [ISO/IEC 25000, 2005]

defines testability and modifiability as subcharacteristics

of maintainability.

11. Usability. This addresses the system’s ease of use, en-

suring it is intuitive and efficient for users. Good us-

ability can facilitate the configuration and operation of

interoperable devices for non-technical users. However,

confusing or poorly designed interfaces can hinder the

correct configuration of interoperability parameters.

12. Reusability. This refers to the ability of system compo-

nents or modules to be reused in different parts of the

software or other projects. Reusable components tend to

follow standards, facilitating their integration with other

systems. The absence of this characteristic can lead to

the creation of isolated and poorly compatible solutions.

13. Testability. This relates to the ease of performing effec-

tive tests on the system to verify its quality and function-

ality. According to [Filho et al., 2021], testability can

assess software quality, as it reflects the ability to test a

system with minimal effort. Indeed, high testability in

systems allows for the effective validation of whether

interfaces and communication protocols are working

correctly, which is essential to ensuring interoperability.

Conversely, difficulty in testing these interactions can

hide integration failures.

14. Efficiency. This concerns the optimized use of resources

such as CPU, memory and bandwidth to ensure adequate

system performance. In the context of interoperability,

efficiency plays a critical role in maintaining seamless

communication between systems, especially in environ-

ments with limited computational or network resources.

Inefficient use of resources can lead to delays or failures

in data exchange, negatively impacting the integration

and cooperation among heterogeneous devices.

4.3 Interoperability Testing Challenges

This topic presents the challenges that impact interoperability

testing in IoT applications. A total of 20 challenges were

identified. Figure 3 shows these challenges, divided into

three groups: (i) the most critical challenges mentioned in

the literature (red lines), (ii) the most cited challenges in

the literature (green lines), and (iii) challenges observed in

practice in IoT applications (yellow lines).

Figure 3. 20 challenges related to IoT interoperability testing [Branco et al.,

2024].

Below, we present four of the 20 interoperability challenges

that impact the testing of IoT applications:

1. Network protocols. The challenge of testing compati-

bility between different network protocols (e.g., TCP/IP,

UDP, HTTP, and MQTT), involves addressing protocol

diversity, integration complexity, and ensuring effective

communication between devices from different manufac-

turers. The challenge is: “How to test the compatibility

between different network protocols?” [Zanella et al.,

2014].

2. Data semantics. The challenge of ensuring the seman-

tic consistency of data exchanged between IoT devices

during testing, avoiding ambiguities, and ensuring a

common interpretation of the data between devices and

systems. The challenge is: “How to test the semantic

consistency of data exchanged between IoT devices?”

[Perera et al., 2014].
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3. Security. The challenges related to security involve

testing the effectiveness of protection measures imple-

mented, ensuring the integrity and confidentiality of

sensitive data, and ensuring that interoperability does

not introduce vulnerabilities. The challenge is: “How to

test interoperability without compromising the security

of IoT devices?” [Sicari et al., 2015].

4. Lack of Documentation. The lack of clear and detailed

documentation about devices and protocols can hinder

integration and communication between devices, affect-

ing interoperability. In this context, the testing activity

must handle incomplete information, integration diffi-

culties, and the need to develop test documentation. The

challenge is: “How to deal with the lack of documenta-

tion on devices and protocols?” [Vermesan and Friess,

2011].

4.4 Test Environment Configuration

An effective testing environment for interoperability in IoT

should include several basic components, such as one or more

IoT devices, network infrastructure, actuators, and an applica-

tion responsible for decision-making and command sending.

To complement the understanding of the IoT test environ-

ment configuration, Figure 4 gives an overview of the IoT

ecosystem, highlighting the relationships among devices, the

network, and the application. The image illustrates the flow

of interactions among sensors (responsible for collecting data

from the environment), the network infrastructure (which en-

ables communication between devices), the actuators (which

perform physical actions in response to commands), and the

application, which handles the decision-making process.

Figure 4. Relationship between sensors, actuators, network and IoT applica-

tion [Carvalho, 2022].

Building a diverse environment that covers different de-

vices, protocols, manufacturers, and network conditions is

crucial to ensure that IoT devices can communicate effectively

in real-world scenarios, regardless of their technical differ-

ences. The testing environment may include, for example,

the following components to simulate interoperability:

IoT Devices. Evaluating interoperability in IoT requires

using devices that can communicate with each other. These

devices include sensors, control devices, and network devices

compatible with the chosen communication protocol. For

example, temperature sensors from manufacturers A, B, and

C, as well as lighting actuators from manufacturers X, Y, and

Z, may be used to ensure effective communication between

different types of equipment.

Network Infrastructure. The network infrastructure must

be set up to enable continuous and secure communication be-

tween IoT devices. This setup may involve wireless networks

such as Wi-Fi and Bluetooth, switches, routers, and firewalls.

Tests can be conducted on Wi-Fi, cellular, and LPWAN (Low

Power Wide Area Network) networks to assess interoperabil-

ity in various network environments.

Actuators. Actuators are essential devices that perform

actions based on information received from sensors or com-

mands from external systems. In the interoperability evalua-

tion, actuators responsible for tasks such as opening and clos-

ing curtains, adjusting thermostat temperatures, and turning

electronic devices on or off are important for testing system

interaction and control.

Decision-Making and Command-Sending Applications.

Applications or platforms that make decisions based on in-

formation provided by IoT devices and send commands to

control them are crucial. These applications must be capable

of communicating with devices from different manufacturers

and protocols, ensuring system interoperability.

4.5 Subcharacteristics of Interoperabilty

In our approach, the Interoperability characteristic is subdi-

vided into four subcharacteristics: Data Semantics, Communi-

cation Protocols, System Integration and Network Protocols.

According to the instantiation methodology (see Section 3),

if a selected characteristic has subcharacteristics, we should

analyze and structure the data extracted from the literature

review, beginning for the topics related to the subcharacteris-

tics. In the guide, the following topics are presented for each

subcharacteristic:

• Definition of a Subcharacteristic. This topic pro-

vides a formal description of a subcharacteristic based

on ISO/IEC standards (e.g., ISO/IEC 30141 [ISO/IEC

30141, 2018]) and clarifies its meaning within the con-

text of Interoperability.

• Contextualization. This topic introduces a subchar-

acteristic in the context of IoT systems, explaining its

importance and the specific challenges it poses in en-

suring effective Interoperability. We also present the

properties related to the Interoperability. A property is

related to a quality measure element and can be quanti-

fied by a measurement method [ISO/IEC 25019, 2023].

In our approach, we defined measures based on the sub-

characteristics’ properties.

• Abstract Test Cases. This topic gives examples of

abstract test cases that can be used to create concrete

test cases. The test cases are hypothetical scenarios

developed to assess the behavior of a subcharacteristic

under various conditions.

• Measurements. This topic provides measures and eval-

uation methods to assess the effectiveness of the sub-

characteristic’s Interoperability, ensuring IoT devices
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can operate correctly in different scenarios.

In the guide, we specified 25 abstract test cases for the four

Interoperability subcharacteristics, as follows:

• 6 for Data Semantics;

• 7 for Communication Protocols;

• 5 for System Integration; and

• 7 for Network Protocols.

Each test case follows the same structure: the title describes

the test; the test environment specifies the required config-

urations; the precondition establishes the necessary prior

state; the step-by-step provides detailed instructions for ex-

ecution; and the postcondition indicates the resulting state

after completing the test.

In addition to the test cases, specific measurements were

selected for each subcharacteristic. A total of 19 measures

documented in the literature were selected to evaluate the

Interoperability, as detailed below:

• 4 for Data Semantics;

• 5 for Communication Protocols;

• 5 for System Integration; and

• 5 for Network Protocols.

The following subsections present the four subcharacter-

istics of Interoperability, organized according to the above-

mentioned topics.

4.5.1 Data Semantics

• Definition. According to ISO/IEC 30141:2018

[ISO/IEC 30141, 2018], Data Semantics refers to the

meaning and context of data. It is the ability to interpret

and understand the meaning of data, enabling different

systems and devices to share and use data consistently

and efficiently.

• Contextualization. In the IoT context, Data Semantics

refers to the ability to ensure that IoT devices and sys-

tems share information efficiently and accurately, even

when using different data formats or terminologies. This

attribute is crucial when diverse IoT devices must col-

laborate to complete a specific task. We identified eight

properties related to the Data Semantics, which are:

Common Interpretation, Terminology Harmonization;

Data Mapping; Semantic Compatibility; Consistency;

Accuracy; Vocabulary Comprehension; and semantic

Coherence.

• Abstract Test Cases. In the guide, we specified four

abstract test cases for the

5 Wiki

The proposed guide was carefully structured into sec-

tions to simplify the interoperability testing process in

IoT applications. To enhance usability and facilitate the

application of the guide, a Wiki platform6 was devel-

oped, inspired by the model proposed in a previous work

6Available at: https://laviniamatosof.github.io/interoper
ability_WIKI/

[Carvalho et al., 2022]. Figure 5 presents the structure

of the Wiki. The Wiki is designed as an interactive and

user-friendly tool, focusing exclusively on the interop-

erability characteristic and providing a comprehensive

environment to assist users in testing.

The Wiki allows users to intuitively navigate and select

the correlated characteristics and subcharacteristics of

Interoperability. Thus, users can select the subcharac-

teristics that best suit their applications’ scenarios and

specific needs. For each selected subcharacteristic, the

Wiki dynamically displays the relevant properties, rec-

ommended metrics, and associated abstract test cases.

This customization ensures users can efficiently con-

figure their tests, aligning them with specific technical

requirements or preferences.

Another relevant feature on the Wiki is the cost-benefit

(CB). In the Wiki, users can calculate the CB related to

the invested resources, such as time and effort allocated

to conducting interoperability testing. This feature gives

users a clear view of the trade-offs involved, aiding in

strategic decision-making and more efficient resource

allocation.

Additionally, the Wiki enables the generation of a cus-

tomized test plan based on users’ selections. This plan

consolidates all relevant information into a structured

and practical format, such as the chosen subcharacter-

istics, metrics, and test cases. The finalized plan can

be exported and saved as a PDF file, ensuring users

can access an organized and portable document for test

documentation.

Below, we describe the Wiki’s functionalities based on

the guide’s topics.

– Characteristic definition. The first step involves

selecting the definitions of Interoperability char-

acteristic in theWiki. Users can consult predefined

definitions to include in their test plans.

– Characteristic Correlation. This step involves

selecting the correlated characteristics that impact

on Interoperability. The Wiki provides the defi-

nitions of all 14 correlated characteristics (see Sec-

tion 4.2).

– Subcharacteristic selection. Users can select

which subcharacteristics related to Interoperability

will be evaluated. The Wiki presents four subchar-

acteristics (see Section 4). Detailed definitions

of each subcharacteristic are provided to facilitate

decision-making.

– Property selection. Users can also select specific

properties to be evaluated. If any property impacts

others, the Wiki raises warnings to highlight this

relationship and encourage the inclusion of corre-

lated properties.

– Test case recommendation. Based on the selected

properties, the Wiki suggests related abstract test

cases, which are visually highlighted. Users can

follow the recommendations or customize the list

by adding or removing test cases.

– Metric suggestion. Besides test cases, the Wiki

recommends appropriate metrics to evaluate the

https://laviniamatosof.github.io/interoperability_WIKI/
https://laviniamatosof.github.io/interoperability_WIKI/
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Figure 5. Overview of the Wiki designed for the Interoperability Testing Guide.

selected subcharacteristics based on the subcharac-

teristics’ properties previously selected. Similar to

test cases, the metrics can be adjusted according to

the user’s preferences.

– Cost-benefit calculation. The Wiki allows users

to calculate the cost-benefit of their choices using

average effort values. These values can be edited

to reflect specific scenarios. The result is displayed

in a quadrant that facilitates the analysis of the rela-

tionship between invested resources and expected

benefits.

– Tool suggestion. The Wiki suggests appropriate

tools for conducting the tests based on the selected

properties, metrics, and test cases.

– Test plan generation. The Wiki allows users to

generate a test plan based on their selections. Once

completed, the interoperability test plan can be

exported in PDF format, consolidating all informa-

tion in an organized file.

6 TAMModel Evaluation

The Technology Acceptance Model (TAM) was devel-

oped by Davis [Davis, 1989] and is widely used to under-

stand and predict user acceptance of new technologies.

The TAM suggests that technology acceptance is pri-

marily influenced by Perceived Usefulness (PU) and

Perceived Ease of Use (PEOU).

However, to provide a more comprehensive analysis,

the TAM model has been extended in several stud-

ies to include other relevant dimensions, as proposed

by Venkatesh and Davis [Venkatesh and Davis, 2000;

Venkatesh et al., 2003]. In this research, in addition to

the categories Perceived Usefulness (PU) and Perceived

Ease of Use (PEOU), other additional categories were

integrated: Future Use Intention (IU), Impact on Test-

ing Efficiency (IET), and Overall Satisfaction (OS). The

design of TAM evaluation is described below.

1. Objective. The evaluation conducted with the

TAM Model aimed to analyze the acceptance and

effectiveness of the Interoperability Testing Guide

for IoT Applications, focusing on users’ perception

of the Guide’s usefulness and ease of use.

2. Context. The guide evaluation was performed

in a university-level course on Software Verifica-

tion and Validation (V&V) offered to both under-

graduate and graduate students. Before the evalu-

ation, two leveling classes were conducted, each

for two hours. The first class was theoretical, ex-

plaining the concept of Interoperability testing, and

the second class was practical, performing Inter-

operability tests with smart devices, such as the

Alexa virtual assistant. The proper evaluation by

the students was then conducted during another

face-to-face V&V class, involving six undergradu-

ate students from a Computer Science course.

3. Instrumentation. The evaluation of the TAM

Model dimensions was performed through a struc-

tured questionnaire. The categories of the model

are:

(a) Perceived Usefulness (PU) refers to the de-

gree to which a person believes using a spe-

cific technology will improve their perfor-

mance at work or in their activities. We for-

mulated three questions to assess participants’

perception of the usefulness of the Interoper-
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ability Testing Guide.

(b) Perceived Ease of Use (PEOU) refers to the

degree to which a person believes that using

the technology will be effortless. Five ques-

tions were formulated to measure participants’

perception of the Guide’s ease of use.

(c) Future Use Intention (IU) assesses the like-

lihood that users will continue to use the tech-

nology in the future. We formulated two ques-

tions to assess whether participants intend to

use the Interoperability Testing Guide in fu-

ture projects.

(d) Impact on Test Efficiency (IET) measures

how the use of technology influences the effi-

ciency of tests performed. One question was

formulated to assess the impact of the Guide

on the efficiency of tests performed.

(e) Overall Satisfaction (OS) assesses users’ sat-

isfaction level with the experience of using

the technology. To assess the level of general

satisfaction of users regarding the Interoper-

ability Testing Guide, we formulated three

questions.

4. Participants. The evaluation using TAM involved

six Computer Science students enrolled in the Soft-

ware Verification and Validation course at the Fed-

eral University of Ceará (UFC). These students had

been previously informed about the experiment but

did not attend the initial leveling class for unspeci-

fied reasons. Therefore, they only participated in

the TAM evaluation, without prior training. They

were organized into pairs to evaluate the Interoper-

ability Testing Guide for an IoT application. Five

of the six participants were male, and their ages

ranged from 22 to 26 years old.

Although these participants did not attend the ini-

tial leveling class, efforts were made to ensure the

quality and consistency of their evaluation. Prior

to using the guide, they received a brief contextu-

alization about the objectives of the experiment,

the scope of the IoT application under analysis,

and the structure of the Interoperability Testing

Guide. Despite the absence of formal training, the

participants demonstrated basic familiarity with

the concepts of software testing, as they were reg-

ularly enrolled in a course covering topics related.

The decision to include them exclusively in the

TAM evaluation phase was based on the intention

to obtain an independent perspective on the guide’s

perceived usefulness and ease of use, aligned with

the objectives of the TAM model. This approach

contributed to capturing diverse user experiences,

complementing the insights gathered from the ini-

tial experiment group.

5. Results analysis. The Likert [1932] scale was

adopted as the response standard to analyze the

results of the TAM questionnaire7. Its purpose is

to specify the level of agreement or disagreement

7https://forms.gle/8j1zLyd4V4F9Uoi27

of respondents with respect to certain statements,

where “strongly disagree” corresponds to 1, “neu-

tral” to 3, and “strongly agree” to 5. The mode was

used as a statistical measure to identify the most

frequent value in the collected data.

6.1 Results and Discussion

The analysis and results of the TAM model evalua-

tion are presented below. The five stages assessed in-

clude Perceived Usefulness (PU), Perceived Ease of Use

(PEOU), Future Use Intention (IU), Impact on Test Ef-

ficiency (IET) and Overall Satisfaction (OS). The eval-

uation was conducted with six participants, who were

organized into pairs to evaluate the Rottas-UFC web

application8, using the Interoperability Testing Guide.

6.1.1 Perceived Usefulness

Three questions were developed to assess Perceived Use-

fulness (PU), as presented in Table 3.

Table 3. Questions to assess Perceived Usefulness.

ID Question Description

PU1 Was the Interoperability Testing Guide

useful for understanding how to conduct

the Interoperability testing process in an

IoT app?

PU2 Did the Interoperability Testing Guide

prove effective in planning/specifying test

cases in an IoT app?

PU3 Did the Interoperability Testing Guide

facilitate the performance of tests in an IoT

app?

Figure 6 shows the degree of agreement among partici-

pants regarding Perceived Usefulness of the Interoper-

ability Testing Guide for performing tests in Rottas-UFC

application. The analysis of these results provides a com-

prehensive view of the participants’ perception regarding

the effectiveness of the Guide in the various phases of

the testing process.

Figure 6. Usefulness Perception Assessment of the Guide.

When analyzing the results of question PU1, which as-

sesses the usefulness of the Guide in understanding the

process of conducting tests, we observed that all six

participants (100%) expressed total agreement with the

8The Rottas-UFC web application was provided by the authors and is in

the process of being registered under number: 512024000782-2
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Guide’s effectiveness in this regard. This result indi-

cates a unanimous perception that the Interoperability

Testing Guide was useful for understanding the process

of executing tests in an IoT application.

The high agreement among participants remains in ques-

tion PU2, which investigates the Guide’s effectiveness

in planning and specifying tests. All six participants

(100%) fully agreed that the Guide was effective at this

stage, reflecting a clear perception of the Guide’s use-

fulness in the test planning process.

Regarding questionPU3, which examines the Guide’s ef-

fectiveness in executing tests, four participants (66.7%)

fully agreed with the Guide’s effectiveness, while the

other two participants (33.3%) showed partial agree-

ment.

The PU category mode was 5. The results presented

in Figure 6 show a high perception of the usefulness

of the Interoperability Testing Guide among the partic-

ipants, highlighting its effectiveness both in planning

and conducting Interoperability tests in IoT applications.

However, the results showed that when using the Guide

to execute tests, two participants perceived partial effec-

tiveness.

6.1.2 Perceived Ease of Use

Five questions were developed to assess Perceived Ease

of Use (PEOU), as presented in Table 4.

Table 4. Questions to assess Perceived Ease of Use.

ID Question Description

PEOU1 Are the document structure (topics) and

instructions in the Interoperability

Testing Guide easy to understand?

PEOU2 Was the learning curve for using the

Interoperability Testing Guide smooth?

PEOU3 Was the organization of the topics and

the sequencing of the contents clear?

PEOU4 I consider that using the Guide

facilitates the planning/specification of

Interoperability tests in IoT app.

PEOU5 I consider that using the guide facilitates

the execution of Interoperability tests in

IoT app.

Figure 7 shows the participants’ agreement regarding

the ease of use of the Interoperability Testing Guide

when conducting tests in the Rottas-UFC application.

This assessment is crucial to understand whether the

Guide is intuitive and efficient, facilitating the planning

and execution of Interoperability tests in IoT applica-

tions.

The first question (PEOU1) assessed whether the struc-

ture of the topics and the instructions in the Guide were

easy to understand. The results show that four partic-

ipants (66.7%) fully agreed with this statement, while

two participants (33.3%) partially agreed.

The second question (PEOU2) investigated whether the

learning curve for using the Guide was smooth. The

Figure 7. Perceived Ease of Use Assessment of the Guide

results showed that three participants (50%) fully agreed,

while the other three (50%) partially agreed with this

statement.

The third question (PEOU3) examined whether the orga-

nization of the topics and the sequencing of the contents

were clear. The results show that one participant (16.7%)

fully agreed, while another five participants (83.3%) par-

tially agreed with this statement.

Regarding the perceived usefulness of the Guide, ques-

tion (PEOU4) revealed that five participants (83.3%)

fully agreed that using the Guide facilitates the planning

and specification of Interoperability tests in IoT appli-

cations. Only one participant (16.7%) partially agreed.

The last question (PEOU5) addressed whether using

the Guide facilitates the execution of Interoperability

tests in IoT applications. In this question, five partic-

ipants (83.3%) fully agreed with this statement, while

one participant (16.7%) partially agreed.

The mode for the PEOU category was 5. However, the

results indicated biased perceptions regarding the learn-

ing curve and the organization of the Guide’s topics.

Although the Interoperability Testing Guide was well

received in terms of ease of use, the results suggest that

improvements in the structure and clarity of the content

could be beneficial. For example, participants reported

that the organization of the topics could be more in-

tuitive, suggesting that the content be restructured to

facilitate navigation between sections. In addition, the

difficulty in following the amount of textual and visual

information presented was highlighted, which may have

overloaded the reading experience. Some participants

also felt that there was a lack of more varied scenarios

in the test cases, which made it difficult to understand

the applicability of the Guide in different contexts. An-

other recurring suggestion was to reduce the repetition

of content, emphasizing focusing on practical examples

that directly illustrate how to apply the tests. It was also

recommended that direct links to the Guide be included

in PDF format to facilitate quick access to instructions

and step-by-step instructions during the execution of the

tests.

The selection criterion adopted was participation in the

leveling classes, which provided essential theoretical and

practical knowledge about IoT and software testing. This

choice aimed to ensure that all participants had a standard

knowledge base before the assessment, allowing a more

accurate analysis of the applicability of the Guide.

The assessment was carried out with two groups, totaling

12 participants. Although the sample size is small, this

number is justified by the complexity and specificity of
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the test, which requires prior knowledge of IoT interop-

erability. In addition, the detailed and comprehensive

content of the Guide may have contributed to the dif-

ficulties reported, especially regarding cognitive load

and the need for greater objectivity in the instructions.

Despite the limited sample size, the results provide valu-

able insights into the usability of the Guide and point out

specific areas that can be improved to make it even more

effective in supporting the planning, specification, and

execution of interoperability tests in IoT applications.

6.1.3 Future Use Intention

For the analysis of Future Use Intention, we formulated

two questions. They addressed the participants’ willing-

ness to use the Guide in future projects and to recom-

mend it to colleagues. The questions are presented in

Table 5.

Table 5. Questions to assess Future Use Intention.

ID Question Description

UI1 Do I intend to continue using the

Interoperability Testing Guide in future

IoT test projects?

UI2 Would you recommend the

Interoperability Testing Guide to

colleagues who conduct tests on IoT app?

Figure 8 illustrates the participants’ agreement regard-

ing the Future Use Intention of the Interoperability Test-

ing Guide. This assessment is critical to understanding

the applicability and relevance of the Guide to your con-

text or for use in academia and industry.

Figure 8. Future Use Intention of the Guide.

Question UI1 revealed that four participants (66.7%) in-

tend to continue using the Interoperability Testing Guide

in future IoT testing projects. The other two participants

(33.3%) partially agreed.

Question UI2 revealed that five participants (83.3%)

would recommend the Interoperability Testing Guide

to colleagues who conduct tests on IoT applications. A

single participant (16.7%) partially agreed.

The mode for the UI category was bimodal, with modes

4 and 5. The results demonstrate a high intent for con-

tinued use and recommendation of the Interoperability

Testing Guide.

6.1.4 Impact on Test Efficiency

To analyze the impact on test efficiency, a question il-

lustrated in Table 6 was formulated to evaluate the con-

tribution of the Interoperability Testing Guide to the

overall effectiveness of tests in an application IoT.

Table 6. Questions to assess Impact on Test Efficiency.

ID Question Description

IET1 Has using the Interoperability Testing

Guide contributed to the overall

effectiveness of testing an IoT app?

Figure 9 shows agreement among participants regarding

the overall effectiveness of testing using the Interoper-

ability Testing Guide.

Figure 9. Impact on Test Efficiency of the Guide.

The results indicate that four participants (66.7%)

strongly agreed that the Guide significantly contributed

to the overall effectiveness of testing in IoT applications

(IET1), while two participants (33.3%) partially agreed.

The mode for the ITE category was 5. The results indi-

cate a high perception that the Interoperability Testing

Guide contributes significantly to the overall effective-

ness of testing in IoT applications.

6.1.5 Overall Satisfaction

Three questions were developed to assess overall satis-

faction. The questions are presented in Table 7.

Table 7. Questions to assess Overall Satisfaction.

ID Question Description

OS1 Was the Interoperability Guide clear and

understandable in terms of instructions and

approach to test planning?

OS2 Was the use of the Interoperability Testing

Guide clear and understandable in terms of

instructions and approach to test execution?

OS3 Overall, am I satisfied with the experience

of using the Interoperability Testing Guide?

Figure 10 shows the participants’ agreement regarding

the overall effectiveness of the tests performed using the

Interoperability Testing Guide.

Regarding the clarity and comprehensibility of the In-

teroperability Testing Guide for test planning (OS1),

four participants (66.7%) strongly agreed that the Guide
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Figure 10. Overall Satisfaction with the Guide.

was clear and comprehensible, while two participants

(33.3%) partially agreed with this statement.

For test execution (OS2), one participant (16.7%)

strongly agreed, while five participants (83.3%) par-

tially agreed with the clarity and comprehensibility of

the Guide.

Regarding overall satisfaction (OS3), it was revealed

that four participants (66.7%) strongly agreed that they

were satisfied with the experience of using the Guide,

while two participants (33.3%) partially agreed.

The mode for the OS category was 5. However, the re-

sults revealed a variable perception regarding the clarity

and comprehensibility of the Guide. Although most par-

ticipants considered the Interoperability Testing Guide

clear for planning tests, the perceived clarity for execut-

ing tests was less uniform. The responses suggest that,

while the Guide is well-rated for planning, improvements

are needed in its clarity and comprehensibility during

test execution to optimize the overall user experience.

7 Controlled experiment

In this study, we designed a controlled experiment

[Wohlin et al., 2012] to evaluate the effectiveness of

the Interoperability Testing Guide in practice by ana-

lyzing its content and structure. This experiment was

conducted in parallel with the TAM evaluation (see Sec-

tion 6) and comprised nine activities, as shown below.

1. The Experiment’s Idea focuses on evaluating the

practical effectiveness of the Interoperability Test-

ing Guide. The central aim was to compare the

Interoperability tests conducted in the IoT applica-

tion Rottas UFC between two participant groups:

one using the guide and the other not. Participants

conducted tests covering all stages from planning

to execution and fault identification.

2. Regarding Definition of the objective, we assess

whether the Interoperability Testing Guide for IoT

Applications meets the proposed objective by eval-

uating practical application under controlled condi-

tions to ensure an accurate analysis of the results.

3. In Participant selection, 12 students were invited

to attend the first theoretical and practical class.

These students were grouped into two groups: G1,

composed of six participants who used the guide,

and G2, composed of six participants who did not.

This division enabled a precise comparison of par-

ticipants who had used the guide and those who

followed traditional procedures. The composition

of the groups is detailed in Table 8.

To ensure comparability between the groups, a pre-

liminary leveling process was conducted with all

participants. This process included presenting fun-

damental concepts related to the Interoperability

characteristic and interoperability testing. Addi-

tionally, theoretical materials were provided, and

supervised practical exercises were conducted in

the classroom to promote a common understand-

ing among participants prior to the experiment. Ef-

forts were also made to maintain a balanced dis-

tribution between the groups in terms of educa-

tional level (undergraduate and master’s), profes-

sional background (academic and/or industry), and

prior experience with the relevant topics. In both

groups, at least one participant had prior experi-

ence with interoperability testing, while the others

demonstrated familiarity with non-functional re-

quirements. This systematic approach helped to

minimize biases related to technical knowledge and

contributed to a more robust comparison between

the groups.

4. The Definition of research questions (RQs) aims

to guide the evaluation. The following questions

were formulated accordingly:

(a) Q1. Does using the guide reduce the effort

required to conduct Interoperability test-

ing? This question investigates whether the

guide facilitates the execution of interoper-

ability tests, making the process more efficient

and less laborious.

(b) Q2. Does the guide facilitate the specifica-

tion of a greater number of test cases for

the evaluation of Interoperability? This ques-

tion investigates whether the guide helps to

increase the number of test cases specified,

providing more extensive and detailed cover-

age in the evaluation of Interoperability.

(c) Q3. Does the guide facilitate the identifica-

tion of failures that are specific to certain

protocols or configurations in an IoT appli-

cation? This question examines whether the

guide contributes to detecting specific failures

related to certain protocols or configurations,

which other testing techniques might not eas-

ily identify.

5. Based on the research questions, the Definition of

hypotheses were established to verify Q1, Q2 and

Q3 questions. The hypotheses were divided into

null (H0), which states that there is no significant

relationship, and alternative (H1), which indicates

that a significant relationship exists, as illustrated

in Table 9.

In this research, the null hypotheses aim to verify

whether the approach based on an Interoperabil-

ity Testing Guide requires the same testing effort

and detects the same number of failures as tradi-

tional tests. Conversely, the alternative hypotheses

clarify that structured guides reduce testing effort,
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Table 8. Profile of the Experiment Participants.

Education Position Expertise

Group G1 - With the Guide

Master Academic and Industry Interoperability

Master Academic and Industry Non Functional Requirement

Undergraduate Academia Interoperability

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Non Functional Requirement

Group G2 - Without the Guide

Undergraduate Academia Interoperability

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Non Functional Requirement

Undergraduate Academia Interoperability

Table 9. Relationship between Hypotheses and RQs.

Research Question Hypothesis

Q1 H0,0, H1,1

Q2 H0,1, H1,2

Q3 H0,3, H1,3

increase the number of generated test cases, and

the number of identified IoT failures compared

to traditional techniques. The description of each

hypothesis is presented in Table 10.

To evaluate the null hypotheses, we applied the

Student’s t-test proposed by Fienberg [Fienberg,

2006]. The decision to reject or accept the null hy-

potheses is based on the p-value (probability value)

relative to the established significance level. The

null hypothesis is rejected if the p-value is less than

the defined significance level. A significance level

of 0.05 is commonly used in statistical analyses.

The validity of applying the Student’s t-test was

previously verified by checking the required statis-

tical assumptions, the results9 are available in the

repository of this research10. Normality within

each group (n = 3) was assessed using the

Shapiro–Wilk test [Shapiro andWilk, 1965], which

is particularly recommended for small samples

(n < 50). The results indicated an approximately
normal distribution (p > 0.05), especially for the
variables “Effort: Time spent (in minutes) on plan-

ning” and “Number of test cases”. Homogene-

ity of variances between the groups was evalu-

ated using Levene’s test [Levene, 1960], which

also showed no significant differences (p > 0.05).
Based on these results, the application of the Stu-

dent’s t-test was considered appropriate, even with

a small sample size, as supported by [Ghasemi and

9Statistics Kingdomwas used as a support tool for carrying out statistical

calculations, available at: https://www.statskingdom.com/index.html
10https://github.com/karinascb/INTEROPERABILITY-

TESTING-GUIDE-FOR-IoT

Table 10. Experimental Hypotheses on Interoperability Testing.

Hypothe-

sis

Description

Null Hypotheses

H0,0 The structured guide-based approach to con-

ducting Interoperability testing activities re-

quires the same amount of effort as tradi-

tional testing.

H0,1 The structured guide-based approach pro-

duces the same number of test cases as tra-

ditional testing.

H0,3 The structured guide-based approach de-

tects the same number of IoT faults as tradi-

tional testing.

Alternative Hypotheses

H1,1 The structured guide-based approach re-

duces the testing effort more than traditional

testing.

Effort (With guide) < Effort (Without

guide)
H1,2 The structured guide-based approach pro-

duces more test cases than traditional test-

ing.

Number of test cases (With the guide) >

Number of test cases (Without the guide)
H1,3 The structured guide-based approach finds

more IoT faults than traditional testing.

Number of IoT failures (With the guide)

> Number of IoT failures (Without the

guide)

Zahediasl, 2012] and [Kim, 2015], who empha-

size the robustness of the Student’s t-test under

such conditions when assumptions are satisfied.

To strengthen the reliability of the analysis, the

non-parametric Mann–Whitney U test [Mann and

Whitney, 1947] was also applied as a sensitivity

check. The results were consistent with those of

the Student’s t-test, reinforcing the robustness of

https://github.com/karinascb/INTEROPERABILITY-TESTING-GUIDE-FOR-IoT
https://github.com/karinascb/INTEROPERABILITY-TESTING-GUIDE-FOR-IoT
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the conclusions. However, for the variable “Num-

ber of faults detected”, which exhibited a more

asymmetric distribution, the Mann–Whitney test

was prioritized in the interpretation of results.

Considering the applicability of Student’s t-test

with significance level (p − value > 0.05), in
this research, the testing effort is defined by the

time spent on test planning. Table 11 presents the

hypotheses and the evaluation methods.

Table 11. Hypothesis Evaluation Methods.

Hypothe-

sis

Evaluation Method

H1,1 The time spent on planning will be counted,

including defining test cases, selecting mea-

sures, and configuring the test environment.

The average time for each group will be cal-

culated. Data will be collected and com-

pared between groups to assess whether

there are differences in the effort required

to conduct testing based on whether or not

the guide is used.

H1,2 The number of test cases generated by each

group will be counted, and the average will

be calculated for each. These results will be

compared between groups to assess possible

differences in testing effectiveness.

H1,3 The number of IoT-related failures detected

by each group will be counted, and the av-

erage will be calculated for each. These val-

ues will be compared to determine whether

there are differences between groups in

the number of failures identified using the

guide.

6. In the Application definition activity, the IoT ap-

plication, Rottas2, was used. In this application,

users can view routes and schedules for intracam-

pus and intercampus buses, track the location of

buses in real-time, check estimated arrival times

at stops, obtain accurate information about the lo-

cation of intracampus stops, search for specific

locations within the UFC campus, such as build-

ings, colleges, laboratories and libraries, and filter

and sort buses on a specific line based on the stop

and/or schedule, facilitating efficient trip planning

and reducing waiting time at bus stops. Figure 11

presents screenshots of Rottas UFC, providing a

visual overview of previously described function-

alities.

The experiment was carried out in loco in the com-

puter laboratory of GREat, with the participation

of ten undergraduate and two graduate students un-

der the supervision of the research advisor (second

author).

7. A Definition of instrumentation included the

preparation of fault report (a spreadsheet template),

test execution script, video lessons related to In-

teroperability testing, and face-to-face leveling

classes.

In the initial stage of the instrumentation, a repos-

itory with explanatory videos on the concept of

Interoperability and on the execution of tests in

IoT applications was made available. To level the

students’ knowledge, we organized two classes: a

theoretical one, covering the fundamentals of Inter-

operability testing, including specific articles and

tutorials in addition to presenting the main testing

methodologies in IoT applications, and a practical

one, in which smart devices were used, such as

lamps and the virtual assistant Alexa.

The planning of the classes aimed to ensure uni-

form knowledge among all participants, allowing

everyone to understand both the concept and the

practice of Interoperability testing. In addition,

all the templates developed were made available

to all participants10. For the members of G1 (the

group that used the guide), a PDF version of the

Interoperability Test Guide for IoT Applications

was provided.

To record the application failures identified by the

participants, we provided a set of documents: (i)

a template for reporting failures, (ii) definitions

of the characteristics, and (iii) a definition of the

severity levels of the failures. The template for

reporting failures, based on the model proposed by

Carvalho et al. [Carvalho et al., 2022], includes

the following fields:

(a) Description (description of the detected fail-

ure)

(b) Test case/measurement (test case or measure-

ment in which the failure was detected)

(c) Characteristics (characteristics related to the

detected failure)

(d) Severity (severity level of the detected fail-

ure).

This set of documents was developed to ensure

systematic and detailed documentation of failures.

To assist in filling out the failure report, we pro-

vided a template that includes the definition of the

characteristics related to Interoperability, the defi-

nition of the specific IoT characteristics, and the

description of the severity levels of the failures. In

addition, the document contains a template for the

failure report.

To collect data from the experiment, such as du-

ration, documents used, and feedback, we admin-

istered a questionnaire to participants at the end

of the experiment10. The final questionnaire for

participants in group G1 (which used the guide) in-

cluded more questions specifically aimed at its use.

The distribution of these questions is presented in

Table 12.

In addition to the artifacts mentioned above, the ac-

cess link to the Rottas UFC application was made

available to participants, requesting that each par-

ticipant prepare a test plan and complete the check-

list and the failure report. All instruments used

in the experiment are available in the repository
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Figure 11. Rottas UFC web application.

Table 12. Categories and Number of Questions Related to the Experiment.

Category General questions Additional questions Sample additional questions

General 3 1 Was the process suggested in the guide

for conducting the tests followed?

Artifacts 4 1 -

Execution 1 8 Based on the guide, was the test plan

generated only once?

Effort 14 5 How much time was spent understand-

ing the guide?

Difficulties 4 2 Did you have any difficulties with the

tools suggested in the guide?

Final Considerations 2 - -

github.

Although no pilot was conducted, we leveraged

the instrumentation and insights from our previ-

ous evaluation of the Performance Testing Guide

[Carvalho et al., 2022]. We reviewed all artifacts

and tested them with the Rottas UFC application

to improve instrumentation.

8. For the Execution of the experiment, the partici-

pants started the process by individually answering

a pre-test questionnaire. This questionnaire was

intended to assess the participants’ understanding

of Interoperability testing and to ensure a “class

leveling” in prior knowledge on the topic. Each

step is detailed below:

(a) Step 1 - Understanding Interoperability. For

further clarification on Interoperability and

IoT testing, participants received a presenta-

tion on Interoperability testing and watched

related videos.

(b) Step 2 - Reading the Guide. Participants in

group G1 were instructed to read the guide

fully to understand the concept of Interoper-

ability testing for IoT applications.

(c) Step 3 - Understanding the Application.

Participants were instructed to learn about the

Rottas UFC application, which would be the

application under test.

(d) Step 4 - Application Configuration. Par-

ticipants were instructed to access the Rottas

UFC application and perform their configura-

tion according to the instructions provided.

(e) Step 5 - Access the Guide again. Participants

who used the guide were instructed to access

it again for more information about Interoper-

ability.

(f) Step 6 - Test Planning and Execution. Par-

ticipants were instructed to plan, build, and

execute Interoperability tests as instructed.

(g) Step 7 - Filling out the Fault Report. As

faults were detected, participants were asked

to complete the report (the spreadsheet) ac-

cording to the template provided.

(h) Step 8 - Answering the questionnaire. Upon

completing the evaluation, participants were

instructed to answer the questionnaire about

the evaluation, filling out the three available

tabs.

(i) Step 9 - Final Artifacts. Participants were in-

structed to generate three artifacts at the end of

the test: Test Plan, Failure Report, and Final

Questionnaire.

(j) Step 10 - Sharing the generated artifacts.

Participants were instructed to send all doc-

uments generated during the evaluation to a

specific email.

Each participant had, on average, two hours to

execute the experiment. The G1 participants who

used the guide followed 10 steps, while the others

followed 8. Steps 2 and 5 are exclusive to the G1

group that used the guide.

9. After executing the experiment, the Analysis and

Results of the artifacts sent by the participants

of each group was performed. The results were

compared between the groups and discussed to
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assess the contribution of the guide to improving

Interoperability testing.

In the following subsection, details of the data obtained,

the statistical calculations performed, and the results of

the hypotheses will be presented, as well as the answers

to the research questions listed for the experiment.

7.1 Analysis and results of the controlled

experiment

Table 13 shows experiment results, separating groups

that used the guide (G1) from those that did not (G2). For

each participant, ID, planning time, test cases specified,

and IoT failures reported are listed.

The time in minutes shows the effort spent reading the

guide, setting up the test environment, preparing test

cases, selecting measures, running tests, and defining

the test plan scope.

Table 13. Results of the controlled experiment.

ID Time Test IoT

(min) Case (#) failure (#)

Group 1 - G1

G1-1 50 8 3

G1-2 45 10 2

G1-3 40 6 0

Group 2 - G2

G2-1 90 4 0

G2-2 60 3 0

G2-3 50 6 2

When analyzing Table 13, we observe that the group

that used the guide (G1) produced more test cases and

identified more IoT failures than the group that did not

use the guide (G2). However, the planning and execution

time were shorter for group G1, except for participant

G1-1, whose planning time was equivalent to that of

participant G2-3 in group G2. This difference can be

attributed to the doubts expressed by some participants

during planning and IoT application testing.

Although all the necessary support was previously pro-

vided, including face-to-face guidance and classroom

discussions, these doubts may reflect a perception of

complexity in conducting Interoperability tests. When

faced with the need to start test planning from scratch,

participants in the group without the guide may have felt

unfamiliar with the procedure. Participants in the G1

group had access to the abstract test cases provided by

the guide, which facilitated the process. In contrast, the

G2 group had to create everything from scratch, further

contributing to the observed difference.

7.2 Analysis and results of the research

questions

This section presents the analyses and results of the re-

search questions formulated to evaluate the effectiveness

of the Interoperability testing guide. The research ques-

tions were designed to investigate specific aspects of the

application of the guide and its impact on the conduct of

the tests. For each question, hypotheses were formulated

and tested through statistical analyses based on online

tools111213 on the data collected during the experiment.

Q1 - Does using the guide reduce the effort required

to conduct Interoperability tests? To answer this re-

search question, two hypotheses presented in Table 14

were evaluated.

We applied the Student’s t-test to evaluate the null hy-

pothesis with a significance level of 0.05. The data used

consisted of the test-planning times, inminutes, collected

from participants’ responses to the final questionnaire

of the experiment. The time values were then compared

between groups G1 (with a guide) and G2 (without a

guide).

The average time was calculated by adding the times

spent on test planning for each group and dividing the

total by the number of participants. For example, the

values were added and divided by six. This analysis

allowed us to verify whether there is a statistically sig-

nificant difference between the test planning times of

the two groups, which could indicate the effectiveness

of the Interoperability test guide.

This result indicates a statistically significant differ-

ence, which means there is sufficient evidence to reject

the null hypothesis H0.0 - the structured guide-based ap-

proach to conducting Interoperability testing activities

requires the same testing effort as traditional Interoper-

ability testing.

The statistically significant difference implies that

the difference observed in test planning times between

groups G1 (with guide) and G2 (without guide) is not

due to chance but rather to the effect of the intervention,

which in this case is the use of the Interoperability Test

Guide. In other words, the use of the structured guide

demonstrated greater effectiveness in terms of reducing

the effort required for planning Interoperability tests

compared to traditional methods, as illustrated in Table

14.

As detailed when we presented the hypotheses, we com-

pare whether the Effort (with the guide) is lower than the

Effort (without the guide) (alternative hypothesis H1,1),

considering that the effort is measured by the time spent

(in minutes) on testing planning.

Q2. Does the guide facilitate the specification of a

larger number of test cases to evaluate Interoperabil-

ity?

Table 15 shows the results for the null hypothesis to

answer this research question.

We again applied the Student’s t-test with a significance

level of 0.05 to evaluate the null hypothesis. The data

used were the number of test cases generated, calculated

by dividing the groups. The p-value obtained was 0.023,

representing a lower value than the significance level es-

tablished at 0.05, resulting in a statistically significant

11https://www.graphpad.com/quickcalcs/pvalue1.cfm
12https://pt.symbolab.com/calculator/statistics/p-value
13https://www.omnicalculator.com/pt/estatistica/teste-t

https://www.graphpad.com/quickcalcs/pvalue1.cfm
https://pt.symbolab.com/calculator/statistics/p-value
https://www.omnicalculator.com/pt/estatistica/teste-t
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Table 14. Results of hypothesis H1,1.

Hypothesis Comparison G1 Mean G2 Mean Probability Result

H0.0 and H1.1 Effort: Time spent

(in minutes) on

planning

45 66 p-value = 0.035 Statistically

significant

difference

difference. This result indicates that the null hypoth-

esis H0,1, which states that the structured guide-based

approach produces the same number of test cases as

traditional testing, should be rejected.

Q3 - Does using the guide improve IoT fault detec-

tion?

To answer this question, we evaluated the null H0.3 and

the alternative H1.3 hypotheses (see Table 10).

We used the data on the number of detected IoT fail-

ures, as presented in Table 13. The p-value was 0.03

(see Table 16), which is below the significance level of

0.05, indicating a statistically significant difference.

Therefore, the null hypothesis H0,3, which states that the

structured guide-based approach to Interoperability test-

ing detects the same number of IoT failures as traditional

Interoperability testing, should be rejected.

During the analysis of the failures identified by partici-

pants, duplicates were removed, ensuring each distinct

failure was counted only once. In a second step, when

the same failure was identified by participants across

groups, it was counted once per group. For example,

the group with the guide (G1) identified five failures,

while the group without the guide (G2) identified two

failures that G1 had already identified. As a result, we

have five occurrences of failures in the experiment, but

only three distinct failures in the system under test. For

statistical analysis purposes, especially when evaluating

the effectiveness of failure identification, we considered

fivemajor failures, since each group was evaluated in-

dividually.

8 Evaluation with experts

To ensure the precision, relevance, and practical appli-

cability of the Interoperability Testing Guide for IoT

Applications, we evaluated it with experts in Software

Quality and Testing. The goal was to obtain techni-

cal and methodological validation of the guide, identify

its strengths and potential improvements, and ensure

it meets the needs and expectations of researchers and

professionals in the Software Testing field. The method-

ology used in the evaluation conducted with the experts

is presented below.

1. Objective. To evaluate the structure and content

of the Interoperability Testing Guide from the per-

spective of experts in Software Quality and Test-

ing.

2. Context. The evaluation was conducted remotely

over two weeks using the Rottas UFC web appli-

cation. A detailed script was provided to guide the

process.

3. Participants. Experts with experience in both

academia and industry. Table 17 presents the ex-

perts’ profile.

We observe that out of the six experts, three work

predominantly in the industry (ESP1, ESP5, and

ESP6), while three work in both industry and

academia (ESP2, ESP3, and ESP4).

All experts selected for the evaluation demon-

strated solid knowledge in software testing and

non-functional requirements, particularly in the

context of IoT systems. The selection aimed to

ensure diversity in professional backgrounds and

perspectives. The experts were invited to remotely

evaluate the Interoperability Testing Guide, and all

received prior instructions regarding the scope and

objectives of the evaluation. Additionally, they

were provided with a brief explanation of the con-

text in which the guide was developed.

4. Instrumentation.The data collection instrument

employed in the study was a questionnaire com-

prising 32 questions, organized into four distinct

sections:

– 6 questions about the expert’s profile;

– 7 questions related to the guide’s structure;

– 10 questions related to the guide’s content;

– 9 questions regarding the general perception

of the use of the guide.

The responses were gathered using a Likert scale [Likert,

1932], ranging from 1 to 5, where 1 corresponds to “

totally disagree” and 5 to “I totally agree.” This scale

was applied in Section “Evaluation of the Structure of

the Interoperability Testing Guide ”and Section 8.1.3

“General Perception of the Use of the Interoperability

Testing Guide”.

The experts assessed elements such as the clarity of

the provided materials, the organization of the sections,

and the guide’s effectiveness in supporting test activity

planning.

In the next subsections, we present the results of the

experts’ evaluation.

8.1 Results and Discussion

The results of the evaluation carried out with the experts

are presented in three stages: (i) Evaluation of the struc-

ture and content of the Interoperability Testing Guide,

as described in Section 8.1.1; (ii) Evaluation of the use

of the Interoperability Testing Guide, detailed in Sec-

tion 8.1.2; and (iii) General perception about the use of

the Interoperability Testing Guide, presented in Section

8.1.3.
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Table 15. Results of hypothesis H1,2.

Hx,y Comparison G1 Mean G2 Mean Probability Result

H0,1 and

H1,2

Number of

test cases/

Number of

groups

8 4 p-value = 0.023 Statisti-

cally

significant

difference

Table 16. Results of hypothesis H1,3.

Hx,y Comparison G1 Mean G2 Mean Probability Result

H0.3 and

H1.3

Number of

faults

detected/Num-

ber of groups

1.66 0.66 p-value: 0.03 Statisti-

cally

significant

difference

Table 17. Experts and their profiles.

ID Education Academic

Title

Experience Position Expertise

ESP1 Computer

Engineering

Bachelor Professional Test Analyst Software, IoT and

Interoperability testing

ESP2 Computer

Science

Master Academia and

Industry

Test Analyst IoT testing

ESP3 Computer

Science

Bachelor Academia and

Industry

Test Leader Software, IoT and

Interoperability testing

ESP4 Data Science Bachelor Academia and

Industry

Test Analyst Software Testing

ESP5 Systems

Analysis

Bachelor Professional Test Analyst Software Testing

ESP6 Software

Engineering

Master Professional Senior Test Analyst Software, IoT and

Interoperability testing

8.1.1 Evaluation of the Structure and Content of

the Interoperability Testing Guide

To assess the structure of the guide, we formulated seven

specific questions, as detailed in Table 18. These ques-

tions were designed to assess the suitability of the mate-

rials and the organization of the topics.

Figure 12 presents the agreement among experts regard-

ing the evaluation of the structure and content of the

guide. Each line represents a question related to the

evaluation.

Figure 12. Evaluation of the structure and content of the guide.

For question EC1, about the adequacy and effectiveness

of materials and instruments provided to understand the

guide, the results indicated that four experts (66,67%)

fully agreed with this statement. In contrast, two partici-

Table 18. Assessment of the structure and content of the guide.

Code Question

EC1 Were the materials and instrumentation

provided for using the guide adequate

and effective for understanding?

EC2 Did the organization of the topics of the

Interoperability Testing Guide facilitate

its understanding and use?

EC3 Were the topics covered in the guide

organized logically and sequentially?

EC4 Were the abstract test case examples

provided in the Interoperability Testing

Guide useful for creating concrete test

cases?

EC5 Did the Interoperability Testing Guide

prove effective in planning Interoper-

ability testing activities?

EC6 Were the examples and illustrations pro-

vided in the guide useful for understand-

ing the concepts presented?

EC7 Did you consider that the guide covers

all relevant aspects of Interoperability

testing in an IoT application?

pant (33,33%) partially agreed.



A Guide-based Approach for IoT Interoperability Testing Branco et al. 2026

Regarding questionsEC2, EC6, andEC7, all six experts

(100%) fully agreed with the questions. In questions

EC3 and EC5, five experts (83.3%) expressed complete

agreement. However, in question EC4, the distribution

of responses was more varied: three experts (50%) fully

agreed, two experts (33.3%) expressed partial agreement,

and one expert (16.7%) expressed a neutral opinion.

We calculated the mode of the experts’ responses. The

mode for the structure and content of the guide was 5,

indication strong agreement. The results suggest that the

guide is well-structured and organized. However, ques-

tion EC4 revealed that despite overall positive feedback,

some experts recommended improvements in certain top-

ics, particularly regarding the usefulness of the examples

provided for creating concrete test cases.

8.1.2 Evaluation of the use of the Interoperability

Testing Guide

To evaluate the use of the Interoperability Testing Guide,

we formulated 10 open-ended questions to investigate

the effectiveness and applicability of the Guide in dif-

ferent stages of the testing process. The questions are

presented in Table 19.

Table 19. Evaluation of the use of the Interoperability

Testing Guide.

ID Description

UG1 How was the execution of the tests?

UG2 How much time was spent reading and

understanding the Guide?

UG3 How much time was spent on the entire

evaluation, considering it consisted of five

effort-intensive steps: (i) Reading and un-

derstanding of the Guide; (ii) Test plan-

ning; (iii) Environment configuration; (iv)

Test specification; and (v) Test execution?

UG4 Did you use any tool suggested in the

Guide? Which one(s)?

UG5 Did you use any tool that was not men-

tioned in the Guide? Which one?

UG6 Did you use all the topics in the Guide to

plan, specify, and execute the tests?

UG7 Did you use anymeasurements? If so, how

many were collected?

UG8 Did you use any measurements that were

not presented in the Guide?

UG9 What IoT failures did you identify through

the use of the Guide?

UG10 If you found failures in the tested appli-

cation, did you have difficulty classifying

and assigning severity to these failures us-

ing the template provided in the instrumen-

tation?

The results obtained by the experts regarding the test

execution (UG1) revealed that five experts (ESP1, ESP3,

ESP4, ESP5, and ESP6) performed the tests exclusively

manually, which represents (83,33%) of the participants.

Only one expert (ESP2) used both manual and automatic

approaches.

The prevalence of manual execution can be attributed

to the complexity of the tests, which often require di-

rect human intervention. Although automation offers

efficiency, it can be more complex and time-consuming.

The only exception was the expert ESP3, who combined

manual and automatic methods. This choice highlights

the advantage of integrating both methods for a more

comprehensive and detailed evaluation, balancing the

accuracy of manual testing with the efficiency of automa-

tion. It should be noted that ESP3 is a test leader with

experience and knowledge in Interoperability testing.

Figure 13 presents the results obtained by experts on the

reading and understanding of the Guide (UG2). This

step is crucial to ensure that experts fully understand and

follow the instructions provided in the Guide.

Figure 13. Time spent reading and understanding the Guide.

The results show a relationship between domain exper-

tise and the time required to read and understand the

Guide. Experts who work exclusively in software test-

ing, such as ESP4 and ESP5, need between 2 and 3

hours to complete this step. In contrast, ESP1, ESP3,

and ESP6, who have experience in Software, IoT, and

Interoperability testing, completed the Guide in under

2 hours, suggesting that experience in these areas facili-

tates efficient comprehension of the Guide.

Conversely, the expert (ESP2), who has a background in

academia and industry and a focus on IoT testing, took

between 3 and 5 hours to complete the reading, indi-

cating a more detailed and careful analysis or possible

specific difficulties in understanding the material.

Variations in the time needed to read and comprehend the

Guide may be associated with the experts’ knowledge

domains. Those with experience in IoT, software, and

Interoperability testing generally took less time, while

experts who focused exclusively on software testing took

longer. However, the fact that most experts completed

the reading and comprehension relatively quickly in-

dicates that the Guide is generally well-structured and

easy to understand, regardless of their domain knowl-

edge. Figure 14 presents the total time spent on the

experts’ evaluation (UG3), considering the five steps:

reading and understanding the Guide, planning the tests,

configuring the environment, specifying and executing

the tests.
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Figure 14. Total time spent by the experts during the evaluation.

The results show variation in total time spent on the eval-

uation, reflecting differences in the experts’ knowledge

domains. Experts working in software testing, IoT test-

ing, and Interoperability testing, such as ESP1, ESP3,

and ESP6, completed all steps in 3 hours. This result sug-

gests that experience in these areas facilitates an efficient

and well-planned approach to all steps of the assessment.

In contrast, the ESP2 expert, who has experience only

in IoT testing, spent 5 hours or more completing the as-

sessment. This longer time may indicate a more detailed

approach or possible specific execution difficulties.

Experts with experience only in software testing, such

as ESP4 and ESP5, took between 3 and 5 hours to com-

plete the assessment. This time frame suggests that,

although testing experience allows for a comprehensive

assessment, more time may be needed to perform all the

proposed tasks.

The time variation among experts may reflect individual

differences in work methodologies, familiarity with the

content covered in the Guide, and perceived task com-

plexity. These results provide valuable insight into opti-

mizing the guide to make it more efficient and accessible

without compromising the quality and comprehensive-

ness of the assessment performed by the experts.

The results from the experts regarding the planning, spec-

ification, and execution of the tests indicate that only the

ESP3 expert covered all the topics of the Guide (UG6),

and was the only one to automate the tests. This expert,

who acts as Test Lead and has significant experience

in Software, IoT, and Interoperability testing, demon-

strated a comprehensive understanding and complete

application of the Guide.

The other five experts (ESP1, ESP2, ESP4, ESP5, and

ESP6) did not use all the topics in the Guide. They re-

ported not using the tools provided in the “Suggested

Tools” topic (UG5), which may indicate that the under-

standing was complex. Test automation, which requires

advanced knowledge, may have been a challenge for

these experts, contributing to the omission of this topic.

In addition, the lack of familiarity with the recommended

tools may have led to less confidence in applying auto-

mated tests.

Regarding the measures that experts used in their eval-

uation (UG7), Table 20 illustrates the distribution and

diversity of the measures collected by experts. The re-

sults show that three experts (ESP1, ESP3, and ESP6)

collected measures during their evaluation, whereas the

other three (ESP2, ESP4, and ESP5) did not. This find-

ing suggests that experts with deeper experience and ex-

pertise in the three testing domains were more inclined

to collect a broader set of metrics.

Table 20. Measurements used by the experts.

ID Measurement

ESP1 Average response time for information

requests; Success rate in integration with

transportation systems (M05 and M06);

ESP3 Average response time for information

requests; Success rate in integration with

transportation systems; Level of com-

pliance with communication protocols;

Time required to adapt the application to

new transportation systems; and Level of

security of data transactions (M05, M06,

M10, M11 and M12).

ESP6 Average response time for information

requests and Time needed to adapt the

application to new transportation systems

(M05 and M13)

Question UG9 seeks to identify whether the experts

detected failures during their tests. Table 21 gives an

overview of the failures identified by experts during their

evaluation of Rottas UFC.

Table 21. Failures identified by experts.

ID Failure Description

ESP1

and

ESP3

The application experienced periods

of inactivity that prevented access to

routes and schedules.

ESP1

and

ESP3

The application was slow to update

information.

ESP1

and

ESP3

The user interface is not very intuitive,

making navigation difficult.

ESP1

and

ESP2

Outages that affected the ability to ac-

cess information about bus schedules

and locations.

ESP1

and

ESP2

Bus arrival time estimates were incor-

rect

ESP1

and

ESP2

There were difficulties in integrating

with an external app, affecting the up-

dating of route and schedule informa-

tion.

ESP4

and

ESP5

It presented unexpected failures or

crashes during use.

ESP4

and

ESP5

Problems in communication between

the application and the transportation

systems resulted in outdated informa-

tion.
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The results indicate that the experts identified failures

in several Non-Functional Requirements (NFR), such

as availability, Interoperability, performance, usability,

and instability.

In addition, the six experts reported no difficulties in clas-

sifying and assigning severity to the identified failures

(UG10) using the template provided in the instrumenta-

tion. The absence of such difficulties suggests that the

Guide provides adequate tools and resources to facili-

tate the identification and analysis of problems in IoT

applications. This result reinforces the perception that

the Guide is intuitive and efficient, effectively guiding

the experts during evaluation.

8.1.3 General Perception of the Use of the Interop-

erability Testing Guide

To evaluate perceptions of the Interoperability Testing

Guide, we formulated 9 questions to determine whether

the Guide is helpful to experts. These questions are pre-

sented in Table 22. Questions PG1-PG5 were designed

using a Likert scale, while PG6-PG9 were open-ended.

Table 22. Questions about the Interoperability Testing Guide.

ID Description

PG1 Did using the Interoperability Testing

Guide facilitate test planning?

PG2 Did using the Interoperability Testing

Guide guide you in creating test cases?

PG3 Was the Interoperability Testing Guide

helpful in selecting measures?

PG4 Was the Interoperability Testing Guide

helpful in calculating the cost-benefit?

PG5 Did the Interoperability Testing Guide

give you a better understanding of Inter-

operability Testing?

PG6 Among the topics in the Guide, mark those

you found most relevant for IoT Interop-

erability Testing.

PG7 Was there any topic in the Guide that you

did not understand? Justify.

PG8 List the positive aspects of the Interoper-

ability Testing Guide for IoT.

PG9 List the improvement points of the Inter-

operability Testing Guide for IoT.

The results indicate a trend of approval regarding the

usefulness of the Interoperability Testing Guide among

experts. In the first three questions (PG1, PG2, and

PG3, all six experts (100%) strongly agreed with the

statements that the Guide facilitated the planning of In-

teroperability tests, guided the creation of test cases,

and was helpful in the selection of measures. These re-

sults indicate a positive and consistent perception of the

Guide’s effectiveness.

Regarding PG4, five specialists (83%) strongly agreed

that the Guide helped calculate the cost-benefit of an

Interoperability test. Only one participant (17%) was

neutral, suggesting that while the overall perception is

positive, there is a slight indication that the Guide could

provide greater clarity or detail on this aspect.

In PG5, four participants (67%) strongly agreed, and two

participants (33%) partially agreed that the Guide pro-

vided a better understanding of Interoperability testing.

This result indicates that the Guide aids understanding

of Interoperability testing, but it could still be refined to

improve clarity.

We calculated the mode based on responses to the five

Likert-scale questions. The overall mode for the percep-

tion of using the Interoperability Test Guide was 5. This

result indicates that most experts evaluated the Guide’s

usefulness positively, highlighting its effectiveness in

planning and executing IoT application tests. However,

the results suggest further topics that could be refined to

enhance the Guide’s clarity and practical applicability.

Regarding the open-ended questions, PG6 aims to iden-

tify the most relevant topics of the Interoperability Test-

ing Guide based on the experts’ evaluations. Table 23

presents the topics they highlighted.

Table 23. Most relevant guide topics for Interoperability testing.

Guide Topic Expert

Definition of Characteristics ESP1

Interoperability Testing Challenges ESP1

ESP2

ESP3

ESP4

ESP5

ESP6

Environment Configuration ESP1

ESP3

ESP4

ESP5

Cost-Benefit ESP1

Example of Guide Usage ESP1

ESP3

ESP4

ESP5

ESP6

Characteristic Correlations ESP2

ESP3

System Integration ESP2

ESP3

Tool Suggestions ESP2

ESP3

ESP4

ESP5

ESP6

Data Semantics ESP5

The results reveal that the topic “Challenges of Interop-

erability Testing” was the most mentioned, with all six

experts (100%) highlighting its importance. Indeed, this

topic is crucial for identifying and addressing specific

challenges in Interoperability testing in IoT.

The topics “Tool Suggestions” and “Example of Guide

Use” were both highlighted by five experts. The high

relevance of these topics indicates the need for practical
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tools and clear examples for effective testing.

The topics “Test Environment Configuration” and “Cor-

relation of Characteristics” were mentioned by four and

two experts, respectively, reflecting the importance of

properly preparing the testing environment and under-

standing correlations in Interoperability characteristics.

The topics “Definition of Characteristic”, “Cost-

Benefit”, and the subcharacteristic-related topics such as

“Data Semantics” and “System Integration” were men-

tioned less frequently, suggesting that, while relevant,

they are not considered priorities by all experts.

PG7 aims to identify whether any part of the Guide was

unclear to the experts and to have them justify any such

difficulties. The results reveal five main strengths: 1)

Clarity and Didactic Approach; 2) Practical Usefulness;

3) Organization and Examples; 4) Ease of Understand-

ing; and 5) Quality of the Material. Table 24 presents

the positive aspects highlighted by the experts.

Table 24. Positive Aspects of the IoT Interoperability Testing

Guide.

ID Expert’s Comment

Clarity and

Didactic

Approach

An educational support tool with ob-

jective definitions that greatly facili-

tates understanding for those unfamil-

iar with the field.

Practical

Usefulness

The Guide is useful for several soft-

ware testing activities, such as plan-

ning, specification, and execution of

tests.

Organiza-

tion and

Examples

The Guide is very well organized, uses

an easy-to-follow sequence, and the

test case examples are beneficial.

Ease of Un-

derstanding

It greatly simplifies understanding

and the steps required to conduct a

thorough test.

Quality of

the Material

This was a well-produced guide that

allowed me to conduct robust testing

based on the provided instructions.

While the Guide’s overall feedback was positive, a few

areas for improvement were noted in question PG9. Ta-

ble 25 presents the suggestions offered by the experts

who responded to this question.

The results show that the Guide is a valuable resource

that combines clarity, organization, and practicality to

support software testing activities. It is particularly ef-

fective for beginners, offering foundational knowledge

and practical guidance. Incorporating targeted improve-

ments—such as more detailed examples and streamlined

sections—could enhance its utility and impact, becoming

an indispensable tool for software testing professionals.

9 Discussion

This section presents key reflections on the research

questions that guided the study, focusing on evaluating

the Interoperability characteristic in IoT applications,

Table 25. Improvements for the Interoperability Testing Guide.

ID Expert’s Comment

“Example of

Guide Use”

It would be interesting to include an

example/template on creating an in-

teroperability test plan.

“Tool

Suggestions”

I understand the intent to cover ev-

erything in a general context, but I

would not include this section.

“Correlation

of Characteris-

tics”

I did not find much utility in the cor-

relations section.

the testing approaches used, and the associated chal-

lenges. The following subsections address each research

question individually.

9.1 RQ1. What aspects should be consid-

ered to evaluate the interoperability charac-

teristic in IoT applications?

This RQ aims to identify the core aspects that should

be considered when evaluating Interoperability in IoT

systems. By addressing this question, we first analyzed

existing testing approaches in the general software test-

ing domain. The goal was to understand how Interop-

erability was commonly evaluated. Then, we focused

on studies that aim to test Interoperability in the IoT do-

main14. In particular, the structure of the proposed guide

is based on the findings of our previous work[Carvalho

et al., 2022].

This two-step analysis supported the definition of both

the structure and content of the proposed testing guide.

Evaluating Interoperability in IoT environments requires

a systematic approach, considering the diversity of pro-

tocols, standards, and technologies involved [Rayes

and Salam, 2019][Atzori et al., 2010][Noura et al., 2019].

Defining clear testing objectives and selecting repre-

sentative scenarios are fundamental steps toward an

effective evaluation.

Related studies, such as [Zaidi et al., 2009], highlight

the importance of integration tests that simulate real-

world scenarios to evaluate the communication capa-

bilities among heterogeneous devices. However, such

tests often face challenges related to scalability and the

robustness of the applications under test.

In this direction, Rath et al. [Rath et al., 2018] recom-

mend the adoption of specialized tools as a promising

strategy, as they enable test automation and help identify

compatibility issues. However, many of these tools lack

a well-defined methodological structure that supports

a comprehensive evaluation of Interoperability.

The literature reveals a lack of specific methodologies for

evaluating Interoperability in IoT. In their absence, gen-

eral software strategies such as integration and system

testing are often adapted. However, these approaches

do not adequately address the heterogeneity of devices,

protocols, and environments inherent to IoT ecosystems.

14The complete list of selected studies is available at: https://dr
ive.google.com/file/d/1rKLYOSfSaAkwyg-9runt0TK1vSa2cBD9

https://drive.google.com/file/d/1rKLYOSfSaAkwyg-9runt0TK1vSa2cBD9
https://drive.google.com/file/d/1rKLYOSfSaAkwyg-9runt0TK1vSa2cBD9
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To address these gaps, we propose an Interoperability

Testing Guide structured based on established practices

and a well-defined methodology. This guide aims to

support practitioners and researchers by providing clear

procedures for conducting effective interoperability test-

ing.

The importance of structured evaluation approaches is

also reinforced by the findings of Carvalho et al. [Car-

valho et al., 2022] and Caldas et al. [Caldas, 2023],

which highlight the need for structured and systematic

evaluation approaches in IoT.

9.2 RQ2. How effective is the guide-based

approach in evaluating the interoperability

characteristic in IoT applications?

This research question focuses on evaluating the prac-

tical value of the proposed guide. The goal is to deter-

mine whether the guide’s structure facilitates the testing

process and whether its content is effective in assess-

ing interoperability aspects, providing a systematic and

comprehensive evaluation approach. Additionally, the

evaluation aims to capture different user perspectives

(e.g., beginners and experts from academia and industry)

regarding the guide’s benefits, limitations, and potential

adoption in their testing activities.

To assess the guide’s effectiveness, three different eval-

uations have been conducted. The first used the TAM

model to assess user acceptance of the Interoperabil-

ity Testing Guide, covering five dimensions: Perceived

Usefulness, Ease of Use, Future Use Intention, Impact

on Test Efficiency, and Overall Satisfaction. The second

was a controlled experiment involving two groups: one

that used the guide and the other that did not. This eval-

uation enabled a practical assessment of the structure

and content of the guide by utilizing a real-world IoT

application. The third evaluation involved the analy-

sis of experts and provided valuable feedback, which

contributed to the refinement of the guide.

The results of all three evaluations were positive, demon-

strating the effectiveness of the Interoperability Testing

Guide. The TAM evaluation revealed a global mode

of 5, indicating that “strongly agree” was the most re-

current response among participants for the majority

of the questions, thus demonstrating strong acceptance

and satisfaction with the Interoperability Testing Guide.

The controlled experiment statistically demonstrated that

the guide reduces the effort required to plan interop-

erability tests compared to traditional approaches and

provides well-defined test case specifications that effec-

tively support failure detection. Notably, the group using

the guide identified more failures and detected all the

failures found by the group without the guide. Finally,

the evaluation by experts confirmed that the guide helps

plan and execute interoperability tests. Additionally, the

guide demonstrated the ability to support IoT failure

detection through relevant test cases and measures.

Given the combination of user feedback, experimental

results, and expert analysis, the results demonstrated

substantial evidence of the guide’s effectiveness in sup-

porting interoperability testing in IoT applications. The

guide enhances test planning and execution, facilitating

the detection of interoperability failures through struc-

tured and well-defined test cases. These findings cor-

roborate the guide-based approach as a practical and

valuable tool for improving the quality of IoT systems.

10 Lessons Learned

The development of this research brought a series of

challenges and lessons learned that were fundamental

for creating and evaluating the interoperability testing

guide for IoT applications. We organized these lessons

into three main categories to facilitate reading and un-

derstanding: Methodology, Experiment Execution, and

Tools and Automation.

– Methodology

* LL01 - Complexity in instantiating the ap-

proach. The practical application of the guide

highlighted the need to adapt the methodol-

ogy proposed by [Carvalho et al., 2022] to the

specificities of different scenarios. It was chal-

lenging to clearly define the interoperability

subcharacteristics in different contexts, which

reinforced the importance of a flexible and

modular approach in the guide. In addition,

creating concrete and detailed examples was

essential to help evaluators understand the ap-

plication of the interoperability concept.

* LL02 - Technical understanding of the con-

cept of interoperability. Despite being a

widely discussed topic in the literature, IoT

interoperability still generates divergent inter-

pretations among experts and less experienced

users. Many participants had difficulty dis-

tinguishing between technical and semantic

interoperability during the evaluation. This

learning highlighted the need to include clear

definitions and practical examples in the guide

and the Wiki.

* LL03 - Complexity in conducting con-

trolled experiments. Running controlled ex-

periments highlighted the importance of creat-

ing diverse and representative scenarios. The

lack of real data and limited access to real test

environments made validation more challeng-

ing. This learning reinforces the need to ex-

pand the scope of case studies in future work,

exploring more complex and varied environ-

ments.

* LL04 - Balance between technical rigor and

practical applicability. One of the most sig-

nificant challenges was finding the balance be-

tween the technical depth of the guide and its

practical usability. Technical experts required

more detail in the metrics and sub-features,

while less experienced users preferred a sim-

plified approach. This experience highlighted
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the importance of building documentation that

caters to different levels of technical knowl-

edge.

– Experiment Execution

* LL05 - Difficulties in obtaining suitable IoT

applications. During the experiments, it was

a great challenge to identify and access IoT

applications that were sufficiently representa-

tive to validate the test guide. Many available

systems were proprietary, had access restric-

tions, or did not have adequate technical doc-

umentation for analysis. This difficulty high-

lighted the need to build simulated scenarios

to complement the experiments and explore

partnerships with companies that develop IoT

solutions.

* LL06 - Difficulty in recruiting experts for

evaluation. Identifying qualified experts with

relevant experience in software testing and

IoT was a great challenge. Despite significant

efforts, time and resource constraints made it

difficult to involve a larger number of evalua-

tors. This challenge highlights the importance

of building academic and industrial collabora-

tion networks and planning longer periods for

the evaluation phase.

* LL07 - Barriers to continuous feedback. Al-

though the feedback from experts was valu-

able, structuring the iterative stages of the eval-

uation was complex due to the limited avail-

ability of participants. Strategies had to be de-

veloped to consolidate the feedback received

and prioritize the most critical improvements.

This learning reinforces the importance of es-

tablishing clear processes for collecting and

analyzing feedback in future studies.

* LL08 - Difficulties in collecting data for

acceptance analysis. The TAM (Technol-

ogy Acceptance Model) application to assess

the acceptance of the guide revealed that the

questionnaires used could have been more de-

tailed and targeted. Many participants pro-

vided generic responses, which limited the

depth of the analysis. This point highlighted

the need to invest more time in the design

of data collection instruments to obtain more

accurate insights.

– Tools and Automation

* LL09 - Challenges in automating the guide.

Creating the Wiki to support the guide was

a significant advance. However, implement-

ing automation revealed limitations, such as

integrating complex functionalities, such as

cost-benefit calculation. Although functional,

the tool can still be expanded to include simu-

lations and more detailed reports.

11 Threats to Validity

During the three evaluations of the Interoperability

Testing Guide, some threats to validity were identified.

These threats are categorized into internal and external

validity, following the structure proposed by Wohlin et

al. (2012) [Wohlin et al., 2012]. Internal validity refers

to the reliability and absence of bias in the evaluation,

while external validity deals with the replicability of

the evaluation. The identified threats and the mitigation

strategies adopted are presented below.

11.1 Internal Validity

Threat 1: Lack of prior knowledge of participants

– Description: Some participants had no experience

with Interoperability testing could affect the eval-

uation’s quality.

– Mitigation: Introductory class discussions were

held before the evaluations, and a questionnaire

was applied beforehand to assess participants’

knowledge.

Threat 2: Limited number of participants

– Description: The evaluation had only six partici-

pants for the TAM model and 12 for the controlled

experiment, which could affect the representative-

ness of the results.

– Mitigation: Separate evaluations were conducted

to explore different aspects of the guide: accep-

tance (TAM), practical use (controlled experi-

ment), and technical validation with experts.

Threat 3: Limited time for the controlled experiment

– Description: The experiment was conducted in a

single two-hour class, which may have restricted

in-depth exploration of the guide.

– Mitigation: A detailed script and clear instruc-

tions were provided in advance to maximize the

efficiency of the available time.

11.2 External Validity

Threat 4: Use of a simulated environment

– Description: The experiment used Rottas-UFC to

simulate the operation of a bus, which may have

impacted the applicability of the results to real en-

vironments.

– Mitigation: The tool was configured by the owner

to realistically represent the vehicle’s operation

without altering the sequence of activities.

Threat 5: Evaluation with only one IoT application

– Description: The use of a single application may

limit the generalizability of the results.

– Mitigation: An application that covers basic IoT

functionalities was chosen, ensuring that Interoper-

ability could be tested in a representative manner.
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The mitigation strategies adopted aimed to minimize the

identified threats and strengthen the reliability and repli-

cability of the results of this study on the Interoperability

Testing Guide in IoT applications.

12 Related Work

We conducted a literature review that explored ap-

proaches that address the gaps in Interoperability testing,

focusing on the recent advancements in IoT application

development, including studies, guidelines, techniques,

methodologies, conceptual frameworks, and specific

testing processes. The main goal was to understand cur-

rent approaches and identify potential areas for advance-

ment and improvement in the field of Interoperability.

12.1 General Approaches to Interoperabil-

ity Testing in IoT Applications

Gunathilaka et al. [Gunathilaka et al., 2016] proposed

the SoftGrid system, a software-based smart grid test-

ing platform designed to evaluate interoperability and

security in IoT substation solutions. SoftGrid was devel-

oped to validate the accurate translation of messages sent

and received through gateways, ensure proper routing of

these messages, and confirm effective communication

with Intelligent Electronic Devices (IEDs). In addition,

it verifies the transmission and reception of messages

between the IEDs and the control center, ensuring ac-

curate processing and delivery. This system provides a

systematic approach to assessing interoperability in sub-

station environments, such as power transformation and

distribution units, focusing on efficiency, performance,

and security. However, its application is confined to sub-

stations and does not address broader interoperability

concerns across diverse IoT applications.

Kuzniar et al. (2012) [Kuzniar et al., 2012] introduced a

technique for testing the interoperability of OpenFlow

switches, essential components in software-defined net-

works. The study’s main goal was to automate the identi-

fication of test inputs that produce inconsistent behaviors

among different implementations of these switches. The

method began with individual testing of each switch,

applying a variety of inputs to observe and record their

behavior. With the results, an analysis was conducted to

identify whether a common set of inputs could trigger in-

consistencies across implementations. This approach in-

volved a detailed comparison of switch responses to iden-

tical inputs, enabling the detection of discrepancies that

could undermine interoperability in software-defined

networking environments. While effective, this tech-

nique is narrowly focused on OpenFlow switches. It

does not provide a general framework for testing inter-

operability across other IoT applications—a key focus

of the present study.

Mujjiga et al. (2007) [Mujjiga and Sukumaran, 2007]

proposed a framework for the automated generation of

interoperability tests based on the ”Model Testing” tech-

nique. This process involves developing device-specific

models aligned with manufacturer standards, described

in the System Annotation Language (SAL). These mod-

els represent device behavior according to the Consumer

Electronics Control (CEC) protocol, which aims to en-

hance functionality and interoperability within systems.

The framework includes the manual creation of device

models, followed by automated test generation using

the sal-atg tool to evaluate compliance with the com-

posite system model. While the approach enables the

verification of device functionality against established

standards, it lacks flexibility due to its reliance on pre-

defined models and limited coverage of generated test

cases. Additionally, the authors highlight challenges

posed by optional features and vendor-specific attributes,

suggesting an extension to the SAL language to improve

adaptability. In contrast, the present study proposes a

comprehensive interoperability testing guide focused

on validation rather than model generation. Our guide

encompasses 12 topics, including sub-characteristics,

detailed properties, metrics, and correlations between

interoperability and other IoT attributes.

12.2 Guidelines for Interoperability Evalu-

ation in IoT: Guides, Standards, and Check-

lists

Carvalho, Lelli, and Andrade (2022) [Carvalho et al.,

2022] proposed a structured testing approach for evalu-

ating IoT application characteristics, with a focus on per-

formance. Our previous work introduced a performance

evaluation guide organized into 11 topics, including the

definition of performance characteristics, abstract test

cases, metrics, tools, and more. The guide specifically

addressed the ”Performance” characteristic, subdivided

into three subcharacteristics: ”Temporal Behavior,” ”Re-

source Usage,” and ”Capacity.” The guide was evaluated

by experts and through a controlled experiment, demon-

strating positive impacts on assessing IoT performance

and identifying inherent flaws. In this work, we adapt

the methodology to develop a test guide for interoper-

ability, refining the original structure by adding a new

topic that addresses testing challenges.

The ISO/IEC 21823:2022 standard [ISO/IEC 21823,

2022] provides guidelines to ensure Interoperability in

IoT systems, facilitating effective communication and

operation across various devices and systems. It defines

Interoperability within IoT contexts, establishes specific

requirements, and outlines methods and techniques for

achieving it, including the adoption of common stan-

dards and protocols. The standard also introduces a

framework to assess and improve interoperability, pro-

moting the integration of multivendor devices. The ben-

efits of the standard include simplified integration of IoT

devices, adherence to uniform protocols, and improved

operational efficiency.

Caldas (2023) [Caldas, 2023] proposed a checklist for

evaluating Interoperability in IoT devices within smart

home contexts. The checklist identifies Interoperability

levels (technical, semantic, and organizational), defines
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a baseline of common devices and applications, and ex-

amines device components relevant to Interoperability.

It evaluates aspects such as communication technolo-

gies, API availability, manufacturer documentation, and

direct internet communication. Although practical for

evaluating residential IoT devices, this method is lim-

ited to a predefined set of questions and does not address

detailed sub-characteristics, properties, or metrics of In-

teroperability.

Motta et al., (2017) [Motta et al., 2017] explored the evo-

lution of Interoperability in modern software systems,

considering the influence of emerging technologies such

as IoT, smart objects, and contextual systems through

a literature review. They identified five dimensions of

Interoperability: exchange capability, cooperation, inte-

gration, system relationship, and ownership, alongside

seven key characteristics, including adaptive behavior,

availability, compatibility, compliance, dynamic connec-

tion, and standardization. These dimensions provide a

conceptual foundation for effective interaction in diverse

systems.

Silva (2019) [Silva, 2019] introduced ScenarIoT, a

checklist designed to evaluate IoT devices and system

interactions across different environments and config-

urations. The checklist addresses key aspects such as

component identification, functional and non-functional

requirements, and device interactions. It categorizes and

documents sensors, actuators, and tags while assessing

characteristics like performance, security, privacy, reli-

ability, scalability, and Interoperability. Additionally,

it inspects data and command flows between devices to

ensure efficient operation.

Unlike Caldas (2023) [Caldas, 2023], Motta et al., (2017)

[Motta et al., 2017], and Silva et al., (2019) [Silva, 2019]

we propose a test guide tailored to Interoperability test-

ing, structured into 12 topics that include abstract test

cases, properties, metrics, and correlations with other

IoT characteristics, enabling comprehensive validation

across varied scenarios.

12.3 Comparative Summary of the Studies

Based on the analysis of the aforementioned studies, dis-

tinct aspects and characteristics were identified in this

research. Table 26 groups the relevant studies, consid-

ering the flexibility of the methodologies (whether the

methodology can be applied to different IoT contexts),

the specific proposal (the main method or approach pro-

posed by each study), and the testing phase that the study

focuses on (planning, specification, execution, or others)

addressed in each work. Moreover, the table allows the

visualization of gaps and opportunities for improvement

in existing approaches, highlighting areas where the cur-

rent research can offer innovative and more effective

contributions. Thus, a direct comparison can be estab-

lished, illustrating how the methodology of this research

advances compared to previous approaches.

We observed that this research shares similarities with

the approaches adopted by other studies in testing Inter-

operability in IoT applications. However, some studies

do not explicitly clarify the most effective approaches

for this type of testing, especially regarding the flexibil-

ity of the methodologies and the phases of the testing

process.

The distinctive aspect of this research lies in the con-

struction of a structured guide in topics, which addresses

the definition and contextualization of Interoperabil-

ity in a comprehensive manner. This guide covers all

phases of the testing process, including planning, specifi-

cation, and execution. Additionally, the proposed guide

includes the definition of test cases, suggestions for tools

to automate the tests, abstract test cases, metrics, and

use case examples, offering a complete structure that

can be applied in various contexts and types of IoT ap-

plications.

13 Conclusion and Future Work

In this research, we proposed a guide-based approach

for Interoperability Testing in IoT. The goal is to of-

fer structured guidance for conducting interoperability

testing. The Interoperability Testing Guide was devel-

oped to address the testing challenges in IoT, such as

the complexity of the IoT architecture, the diversity of

IoT protocols, and the heterogeneity of devices. Indeed,

we cataloged 20 testing challenges concerning Interop-

erability.

The approach aims to address evident gaps, such as the

lack of standardization in interoperability testing proce-

dures, the absence of approaches to support this testing,

and the lack of recommendations for suitable tools to

assess Interoperability in IoT environments. We devel-

oped a guide based on two literature reviews to address

these gaps. The first review was comprehensive, aiming

to understand the Interoperability characteristic deeply.

The second review focused on developing the specific

topics of the guide.

To evaluate the Interoperability characteristic, we lever-

age ISO 30141 [ISO/IEC 30141, 2018] to divide this

characteristic into four subcharacteristics: Data Seman-

tics, Communication Protocols, System Integration, and

Network Protocols. Thus, the testing guide is structured

into 12 topics, covering essential aspects such as the

interoperability subcharacteristics (definitions, contex-

tualization, properties, test cases, and measurements)

We conducted three evaluations to assess the guide’s ef-

fectiveness: (i) an evaluation using the TAM model (ii)

a controlled experiment; and (iii) an evaluation with do-

main experts. Their results were positive, indicating that

the guide is effective in testing planning and execution

and in identifying IoT-specific failures.

In future work, several directions can be explored to

expand this research. One direction is to apply the In-

teroperability testing guide in an industry context; case

studies can then be used to evaluate its application across

diverse scenarios and assess the guide’s effectiveness in

real-world environments.
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Table 26. Related Work

Study Flexibil-

ity

Proposal Testing Phase Characteris-

tic

Zaid et al., (2009) No Contextual Signatures Execution Interoperabil-

ity

Gunathilaka et al., (2016) No Smart Networks Execution Interoperabil-

ity

Rath et al., (2016) No Automated Testing Execution Interoperabil-

ity

Kuzniar et al., (2012) No OpenFlow Switches Execution Interoperabil-

ity

Mujjiga et al., (2007) No Model Testing Planning Interoperabil-

ity

Haj (2018) No Automated Testing Execution Interoperabil-

ity

Motta et al., (2017) No Systematic Review Planning Interoperabil-

ity

Caldas (2023) Yes Checklist Verification Interoperabil-

ity

Silva et al., (2022) Yes Checklist Specification Interoperabil-

ity

ISO/IEC 21823:2022 Yes Guidelines for

Interoperability

Evaluation Interoperabil-

ity

Carvalho et al., (2022) Yes Performance Test Guide Planning, Specification,

Execution

Performance

This research Yes Interoperability Testing

Guide

Planning, Specification,

Execution

Interoperabil-

ity
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