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Abstract. Although the use of online services has increased substantially over the past decade, the strength of

user-created passwords has remained at concerning levels. This study aimed to develop and evaluate the efficiency

of a gamified application in promoting the behavior of designing strong passwords. Two rounds of experiments

were conducted, each lasting nine days. In the first experiment (n = 10), we evaluated the passwords generated
based on user inputs compared to random passwords. Our findings showed that our app generated passwords with an

improvement of 68.43 percentage points in the memorization test, 4.87 p.p. in the typing test, and 60.38 p.p. in the

combined memorization and typing test. In the second experiment (n = 15), we incorporated a dictionary-based
password generation policy into the evaluation and applied an automated tool for data collection. User input-based

passwords outperformed random ones by 87.26 p.p. in the memorization test, 2.75 p.p. in the typing test, and

85.92 p.p. in the combined test. Meanwhile, dictionary-based passwords showed improvements of 54.32 p.p., 1.69

p.p., and 69.70 p.p., respectively. Our approach proved promising in promoting strong and memorable passwords.

Nonetheless, EasyGuard requires further development and should be further investigated in future studies.
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1 Introduction

The use of the Internet has become increasingly pervasive

[Feldmann et al., 2021; Wells et al., 2023] and is accompa-

nied by cybersecurity challenges [Chigada and Madzinga,

2021]. One such challenge is user behavior when design-

ing passwords. Passwords are the primary mechanism for

authentication and data protection, and they will remain so

indefinitely [Bošnjak and Brumen, 2019]. However, they are

one of the most neglected components in the cybersecurity

field, even in the context of awareness campaigns about the

risks of cyberattacks [Bošnjak et al., 2018; Carvalho et al.,

2017; Ji et al., 2017].

This study expands upon the findings of Romão et al.

[2024], incorporating additional participants, a novel pass-

word generation algorithm, and a web-based tool designed to

automate the administration of forms and tests to facilitate the

app evaluation. In this study, our objective was to develop

and evaluate the efficiency of a gamified app designed to

promote the behavior of “designing strong and memorable

passwords”. The app was tested by evaluating the passwords

it generated under its two available policies, focusing on how

easy they were to type and remember, both in comparison to

each other and to randomly generated passwords. We investi-

gated whether the behavior of designing strong passwords is

acquired or improved after using the app. We also evaluated

the app’s usability.

This work distinguishes itself from other research in the lit-

erature primarily by focusing not only on developing technol-

ogy but also on achieving behavioral change. Moreover, we

evaluated the extent to which the technology effectively pro-

moted this change. In this study, we employed two password-

generation strategies through an application that incorporates

gamification to encourage the creation of strong passwords.

This study is organized as follows: first, we address the

research context and its motivations. In Section 2, we present

the main concepts and theories that guided the development of

the intervention and the discussion of the findings. In Section

3, we review the available scientific literature to identify the

gaps that allowed us to formulate our research problem. In

Section 4, we describe the methodology of the study, report-

ing the advances made from our previous work, and detailing

the characteristics of the developed technology, the evaluation

instruments, and the procedure for conducting the experimen-

tal evaluation. In Section 5, we present the results, discussion,

and limitations of the experiments conducted. Finally, in

Section 6, we suggest possible directions for future research

and conclude the study with a summary of our answer to the

research problem.

2 Background

2.1 Promoting secure behaviors from an edu-

cational perspective

Behavior is a term that encompasses psychological phenom-

ena such as cognition, feelings, and attitudes. It is defined
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in Behavior Analysis as a system of interactions between

the antecedent environment, an organism’s actions, and the

subsequent environment [Skinner, 1981; Kienen et al., 2022].

Designing strong passwords is a behavior whose antecedent

environment includes stimuli such as “knowledge about what

makes a password strong”, actions such as “identifying charac-

teristics of a strong password” and “writing a password”, and

a subsequent environment centered on “reducing the chances

of data loss and cyberattacks“. Analyzing behaviors is use-

ful for developing educational resources because it clarifies

which actions should be encouraged, under what conditions

they should occur, and what outcomes they should produce so

that the resulting behavior is considered correct and complete

[Kienen et al., 2022].

The app we created serves as a pedagogical resource be-

cause it aims to develop behavior [Cianca et al., 2020], fo-

cusing on the behavior of designing strong passwords. We

anticipated that those who did not know this behavior would

become able to demonstrate it after exposure to our app, with

that change indicating that learning had occurred [Kienen

et al., 2022]. Learning emerges from the selection of a per-

son’s actions within a given context, based on the conse-

quences that follow in the subsequent environment [Moreira

and Medeiros, 2018]. Such consequences are called rein-

forcers and are characterized by their effects of making an

action stronger and more likely to reoccur [Skinner, 1981;

Moreira and Medeiros, 2018]. The temporal proximity be-

tween action and consequence is critical for learning, and also

the repetition of the interaction between context, action and re-

inforcer [Skinner, 1981]. In practice, consistently delivering

immediate consequences to multiple people can be challeng-

ing. Therefore, digital and gamified educational resources

can help educators, since digital solutions can be scalable and

gamified ones tend to boost motivation.

2.2 Gamification

Gamifying means inserting game elements into non-game

contexts [Azoubel and Pergher, 2017]. Clearly defined objec-

tives, immediate feedback, progressively increasing difficulty,

and challenging activities are gamification techniques that

proved useful for teaching [Bai et al., 2020]. One reason for

this effectiveness is that gamification uses multiple reinforce-

ment strategies to select and maintain behaviors that we aim

to promote or develop [Groening and Binnewies, 2019]. For

instance, with a pleasant and user-friendly interface, the be-

havior of interacting with the gamified system is encouraged.

Indicating points earned and challenges overcome, increases

the chances of learning the actions that produced these conse-

quences.

In this sense, rather than merely raising awareness (as in

knowing something), we aim to create conditions that increase

the likelihood of designing strong and memorable passwords.

From this perspective, in addition to gamification, it was

helpful for the generated password to be easy to memorize.

2.3 Memory interpreted as behaviors of re-

membering and forgetting

Memory can be interpreted as a behavioral phenomenon that

involves the behaviors of remembering and forgetting [Skin-

ner, 1981]. Remembering consists of a person’s ability to be

durably modified (that is, learn) and, from that, to interact

with the environment in a new and consistent way [Skinner,

1981; Arantes et al., 2012].

Our app facilitates the behavior of remembering by request-

ing the insertion of words and numbers that hold meaning

for the user (considering our first password creation policy)

or by allowing him/her to select a set of words with mean-

ing (second policy). In a general analysis, as an in-depth

examination of the issue is beyond the scope of this article,

these inputs have meaning because they can be members of

an equivalent stimulus class (when, although distinct, they

share the same cultural/simbolic meaning), becoming more

memorable as the size of the class they belonged to increases

[Haydu et al., 2009]. They could also be stimuli linked by a

well-practiced behavioral chain (like a song, where singing

one verse increases the likelihood of recalling the next), which

also enhances memorability [Arantes et al., 2012]. Finally, it

remains necessary to clarify what constitutes a strong pass-

word.

2.4 Creation of strong passwords

Many studies evaluated what constitutes a strong password.

Ji et al. [2017] examined various password-cracking algo-

rithms in real databases and found that passwords with more

complex structures, a wide variety of symbols, and no easily

identifiable user data were more difficult to break. Bošnjak

and Brumen [2019] further observed that simply having a

very long password already made it stronger. According to

Glory et al. [2019], using longer passwords was easier for

users.

The well-established technique in the literature for evaluat-

ing these different policies, measuring a password’s strength,

is to calculate its entropy using the following equation: Pass-

word_Length × log2(Character_Set_Size). Strong passwords

are those whose entropy exceeds 60 bits [Glory et al., 2019].

3 Related works

We conducted a brief literature review to identify the exist-

ing knowledge gap from which this study could be proposed.

Švábenský et al. [2020] found, in a review on cybersecurity

education, that the teaching of how to create strong passwords

was seldom addressed. Carvalho et al. [2017], in turn, ob-

served that 40% of respondents in cybersecurity surveys did

not master strategies for creating secure passwords. It was

also verified by Abdrabou et al. [2021] that creating strong

passwords, compared to weak ones, required a high cognitive

cost for users, discouraging the adoption of secure passwords.

In this context, one should ask what can be done to help

users create strong passwords. To address this problem, Glory

et al. [2019] developed a password-generation algorithm that

uses keywords provided by the user and produces secure,
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memorable passwords that surpass both the entropy and us-

ability of passwords created by conventional password gen-

erators. This algorithm protects the user against brute-force

attacks by generating long passwords with varied characters,

and it defends against dictionary attacks by employing more

than one word, transforming text characters into special char-

acters, and inserting numbers. Although promising, that study

did not develop an application for real users, nor did it assess

whether the generated passwords were indeed memorable;

moreover, no strategy was devised to encourage people to

use this algorithm.

Bonk et al. [2021] found that policies emphasizing the

use of long passwords, if they are easy to type, favor the

creation of strong passwords, a strategy recommended by

Han et al. [2021] and Mukherjee et al. [2023] as secure and

lower in cognitive cost. Wu et al. [2022] suggested that long

passwords composed of five words, each with three to five

characters, are secure, although they were not found to be

memorable. These studies imply the need for security policies

that offer high usability and produce memorable, easy-to-type

passwords.

Paudel and Al-Ameen [2024] investigated how to motivate

users to create strong passwords. They assessed the impact of

persuasion techniques applied before the password creation

process, aiming to motivate users to reflect on the conse-

quences of using weak passwords. The strategies included

visual materials and statistical data, emphasizing the risks as-

sociated with weak passwords. The results demonstrated an

increase in user motivation regarding the behavior of creating

strong passwords. Our app uses gamified techniques to foster

motivation.

At the same time, recent studies have begun investigating

the use of password managers. Tian [2024] investigated the

factors influencing online service users’ adoption of password

managers. Their data suggest that social influence, cognitive

cost, and perceived risk directly impact trust in password man-

agers. In this context, we believe that learning new methods

for creating passwords, such as the algorithms implemented

in our app, may involve a lower cognitive cost.

Chatzoglou et al. [2024] evaluated the security of 24 mod-

ern password managers. The analysis revealed that 75% of

desktop passwordmanagers and 83% of browser plugin-based

managers temporarily store passwords in memory without

encryption, exposing them to potential risks. The study high-

lights that modern password managers remain vulnerable to

data breaches and cyberattacks despite implementing security

measures.

Considering these findings, we decided to refine the algo-

rithm from Glory et al. [2019] to develop and test an app that

generates strong and memorable passwords based on user in-

put, with the creation and use of strong passwords supported

by gamification — a context that may be especially effective

for young users [Farias et al., 2019]. We also included a sec-

ond password generation algorithm based on the five-word

password policy of Wu et al. [2022]. Table 1 compared the

attributes of the app we developed with those of the leading

password-generation solutions on the industry. As the table

shows, EasyGuard offers new features to users when com-

pared to what we found in the literature and the cybersecurity

industry.

In summary, our app lowers the cognitive load of creating

strong passwords by generating them, handling necessary

validations for the user, and offering cybersecurity tips, while

also motivating users to create better passwords through one

of the app’s two available policies.

4 Method

The evaluation of our app was divided into two distinct ex-

periments conducted in a laboratory setting. Based on the

results of the first experiment, we refined the app by adding

new features and tools to facilitate data collection. In the

following, we detail the two experiments. This research was

approved by the Research Ethics Committee, and all partici-

pants invited to this study were required to provide informed

consent prior to their participation.

4.1 Experiment 1

4.1.1 Computational solution

We developed a gamified password generator, called Easy-

Guard, which creates strong passwords by adhering to the

policy of generating long passwords with varied characters.

Although the app was designed to be intuitive and suitable

for adults of all ages, the evaluation was conducted with

participants aged 20 to 26 years, as this group was readily

available for testing. Participants were asked to employ mean-

ingful words or phrases and digits so that the password would

be memorable, emphasizing that obvious user information

should be avoided. To reduce the issue with obvious user

information, we checked for the use of common words in

passwords to avoid them. Finally, we created a gamified en-

vironment to encourage the use of the app and the creation of

strong passwords.

EasyGuard was developed as a Progressive Web Applica-

tion (PWA) using NextJS, a framework built on top of the

React library for interface development [Neutkens and Vercel,

2016; Walke and Facebook, 2013]. This approach allowed

us to simultaneously deploy the project as a web application

and as an Android app, maintaining typical native mobile

application features such as offline functionality and direct in-

stallation on devices. Additionally, it enabled app distribution

through platforms like the Google Play Store.

We implemented the entire project using TypeScript, a

typed extension of JavaScript that improved security through

static typing, simplified maintenance, and reduced potential

runtime errors [Hejlsberg and Microsoft, 2012]. We also

adopted the Model-View-ViewModel (MVVM) architectural

pattern, widely used in modern mobile application develop-

ment. This architectural pattern promoted a clear separa-

tion between the user interface components and the layers

responsible for business logic and data access. In addition,

adopting the MVVM pattern facilitated the implementation

of automated tests, including unit and integration tests. These

tests ensured that password generation procedures remained

compliant with defined security criteria, even in the event of

future code modifications. Screen examples can be seen in

Figure 1, and the application code is available on GitHub at

(https://github.com/hugoromao/easyguard).

https://github.com/hugoromao/easyguard
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Table 1. Attribute comparison between EasyGuard and leading industry password-generation tools.

Application Password persis-

tence

Generates

memorable

passwords

Total number of pass-

word-generation algo-

rithms

Uses user input

in generation

Gamifica-

tion

Cloud dependent

1Password 3 3 2 7 7 3
Bitdefender 3 7 1 7 7 3
Bitwarden 3 3 2 7 7 3
LastPass 3 3 2 7 7 3
EasyGuard 7 3 2 3 3 7

Figure 1. Example Screens from the EasyGuard App.

4.1.2 Password generation algorithm - The user-input

policy

Our algorithm (see Algorithm 1) first asked the user to enter

at least four words and two numbers, though more could

be added. The words needed to be meaningful and drawn

from diverse contexts. The app interface suggested that the

words form a story (e.g., “brave, crimson, grape, made a

trip”) so the password could be memorized without using

obvious user-related terms. Next, building on the work of

Glory et al. [2019], the algorithm checked whether the inputs

met the following criteria: (1) they could not be shorter than

three characters or repeated; (2) they could not form keyboard

layout patterns (e.g., QWERTY); (3) they could not appear

in our list of common Portuguese words.

The algorithm then concatenated the words provided, form-

ing a phrase. In a random decision, the words could be sep-

arated by random special symbols or one of the numbers

provided by the user. Consequently, the same sequence of

words could generate different passwords, thereby increasing

their strength, as suggested by Han et al. [2021] and Wu et al.

[2022]. In the final stage, we applied the LeetSpeak technique

to one type of character, chosen randomly (e.g., an example

with the letter “a”: the password brave#crimson.grape@made-

a-trip became br4ve#crimson.gr4pe@m4de-4-trip). Thus,

even if part of the words were compromised, the search space

for the correct password remains large.

The algorithm then performed additional validations, once

again innovating in relation to Glory et al. [2019]: (1) It calcu-

lated the generated password’s entropy, with a minimum ac-

ceptable value of 60 bits; (2) it checked whether the password

contained at least 16 characters, a requirement that increased

guessing difficulty [Wu et al., 2022; Mukherjee et al., 2023];

(3) it used two online security evaluation tools. On the Have

I Been Pwned website [Troy Hunt, 2013], which includes

data breaches from Brazil, we verified whether the generated

password had already been compromised. Next, we evaluated

the password’s strength on The Password Meter, commonly

used in the literature [Yıldırım and Mackie, 2019; Glory et al.,

2019]. Both tools are open-source projects, and communica-

tion with them was carried out through automated requests

to their web interfaces, which was the available means of

access at the time of app development. Currently, in the case

of Have I Been Pwned, an official API is available.

If the generated password did not satisfy any of these cri-

teria, the app asked the user to provide additional words as

input or to replace the current information with larger and

more complex words or digits. It is important to emphasize

that the entire password-generation process takes place on

the user’s device, and nothing is permanently stored, either

by the app or by the third-party tools we use. Furthermore,

the connection between the password generator and the on-

line tools was encrypted via the HTTPS protocol. This entire

process is summarized in Figure 2.

4.1.3 Gamified environment

The gamification employed in the application focused on cre-

ating: (1) an interactive tutorial to reinforce behaviors related

to interacting with the app; (2) achievements, (3) badges,

and (4) feedback on password strength to reinforce the be-

havior of designing strong passwords. In the following, we
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Figure 2. Flowchart of the password generation process based on user input.

Algorithm 1 Password Generation Algorithm

Require: Four words and two numbers significant to the user.

1: words← [buriti, crimson, brave, took entrance exam]
2: numbers← [43, 92], specialChars← [−, @, ∗, =, ., +, ; , /, (, ), !]
3: commonWordsList← list of common words, keyboardPatterns← list of keyboard patterns
4: uniqueWords← []
5: for i← 1, words.size do
6: if uniqueWords.includes(words[i]) then
7: Error: “Word ” + words[i] + “ is repeated.”
8: end if

9: if words[i].size < 3 then

10: Error: “Word ” + words[i] + “ is too short.”
11: end if

12: if keyboardPatterns.includes(words[i]) then
13: Error: “Word ” + words[i] + “ includes a keyboard pattern.”
14: end if

15: if commonWordsList.includes(words[i]) then
16: Error: “Word ” + words[i] + “ is too common.”
17: end if

18: uniqueWords.add(words[i])
19: end for

20: password← words.concat(getRandomItem(specialChars, numbers))
21: characters← password.splitCharacters(), randomChar ← getRandomItem(characters)
22: password← password.replace(randomChar, getRandom(specialChars, numbers))
23: if password.size ∗ log(countCharacterTypes(password), 2) < 60 then

24: Error: “Password entropy too low.”

25: end if

26: if password.size < 16 then

27: Error: “Password too short.”

28: end if

29: if externalEvaluation(password) = False then
30: Error: “Password failed security evaluation.”

31: end if

32: return password
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describe how these elements operate. In this study, we state

that the “app reinforces” in the sense that our expectation

is that the programmed consequences will have reinforcing

value for users. However, we recognize that asserting that a

consequence functions as a reinforcer depends on empirical

verification. For this reason, the app must be tested.

(1) Interactive Tutorial. It introduces the app, its features,

and how to use it upon first access, but it can be revisited if

the user needs it. We assessed that a newly installed app may

be aversive to the user since they still have to learn how to

use it [Sidman, 1995]. Therefore, this tutorial indicates the

expected behaviors and reinforces them when they are per-

formed. (2) Achievements. We adopted the design proposed

by Groening and Binnewies [2019], for whom achievement is

informative feedback on the user’s success in a task, reinforc-

ing the behaviors that must be learned. We used two types of

achievements: those related (i) to password usage and (ii) to

daily app usage, totaling 10 achievements. Upon completion,

the user receives a badge as a reward. To earn achievements,

the user must, on the achievements page, mark the achieve-

ment as completed or, in the case of those involving daily

usage, create passwords with the app for as many consecutive

days as possible. Encouraging password creation is impor-

tant for learning this behavior and for replacing any weak

passwords that the user may have. (3) Real-Time Feedback.

After providing the inputs, the user can copy the generated

password or edit it. To prevent users from editing the pass-

word in a way that makes it less secure, a feedback message

appears and changes according to the password’s entropy. If

the entropy falls below 60 bits, the copy-password function is

disabled, and the feedback message warns that the password

is weak.

4.1.4 Participants

Ten adults participated, with a mean age of 22.45 years

(±1.72), ranging from 21 to 26. P1, P6, P7, P8, P9, and

P10 were Computing students, P2 studied Visual Arts, and P5

studied Architecture. P3 was an IT professional, specialized

in interfaces, and P4 was a business administrator. We found

that 30% of this sample never updated their passwords, 30%

sometimes shared them, 70% never checked whether their

passwords were found in data breaches, 30% always stored

their passwords insecurely (e.g., in a text file), and 40% did

so occasionally; 70% used the same password regularly or

always, and only 20% considered themselves to always use

strong passwords. In addition to these participants, we en-

listed the help of a psychology student in the pilot study to

refine the data collection procedure. All participants signed

an Informed Consent Form (ICF).

4.1.5 Instruments

Except for the Usability Test, the instruments described be-

low were developed for this research. They have not yet

undergone psychometric studies.

Learning Test (Pre and Post-test). At the beginning of

the study and again at the end, we asked each participant

to perform the following task: “Create a password that you

consider strong and suitable for everyday use.” This allowed

us to examine potential changes in password length, variety

of characters used, and entropy.

Cognitive Cost Tests. (1) Memory Test: Two random

16-character passwords were generated for each participant,

who had three minutes to study them. At the end of this pe-

riod, as a distraction, each participant was shown two movie

trailers totaling five minutes. They were then asked to type

the passwords they had studied. After that activity, the partici-

pant generated two passwords using EasyGuard, and the same

procedure was repeated with new trailers. We then analyzed

which type of password yielded a higher percentage of correct

entries. This percentage was calculated based on the Leven-

shtein distance, a metric indicating the minimum number of

modifications required to transform one word into another

[Levenshtein, 1966]. In our study, we compared the pass-

words generated by the participants with the inputs provided

after the distraction periods. Passwords with fewer errors had

a lower Levenshtein distance, resulting in a higher percentage

of correct entries. We applied this metric in both the typing

test and the combined test. (2) Typing Test: We generated

a new password with each approach and asked participants

to type them, one at a time, as quickly as possible, repeat-

ing the process five times. This test evaluated the frequency

of typing errors for meaningful versus random passwords.

(3) Combined Memory and Typing Test: We generated a

new password with each approach and asked participants to

study it for three minutes and then type it from memory, one

at a time, as quickly as possible, repeating the process five

times. This test evaluated the frequency of typing errors when

participants relied solely on memory.

Engagement Tests. (1) Post-Study SystemUsability Ques-

tionnaire (PSSUQ): This instrument is widely adopted in the

literature [Vlachogianni and Tselios, 2023]. We used the

16-item reduced version of the Post-Study System Usability

Questionnaire (PSSUQ) found in Azlan and Junaini [2023],

but had not yet undertaken a cross-cultural adaptation, , which

is also a limitation of our study. Due to an error, Item 15 —

“This system has all the functions and capabilities I expect it to

have” — was not administered, which represents a limitation

regarding this particular data point. Therefore, we adminis-

tered 15 items from the PSSUQ, which originally contains

19 items as described by Lewis et al. [1990]. This instrument

employed a seven-point Likert scale (“1 = Strongly disagree”

to “7 = Strongly agree”), and its score was obtained by aver-

aging its item data points. A higher score reflected a stronger

agreement with respect to usability. Participants completed

the PSSUQ at the end of the tasks carried out in the labora-

tory and, optionally, after the ninth day of app testing. (2)

Password Generator Usage Log Protocol: This protocol was

manually filled in by the user and allowed us to record the

total number of created passwords and the dates on which par-

ticipants accessed the app during the nine days of use outside

the laboratory.

4.1.6 Data collection and analysis procedure

We conducted a pilot studywith a psychology student to refine

the experiment protocols and identify potential issues with the

assessment tools. The pilot study comprised two phases over

nine days. In the first phase, the participant completed the pre-
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test and, with the app installed on his/her phone, sequentially

performed the memory, typing, and usability tests. In the

second phase, the participant was instructed to use the app

for nine consecutive days and completed the post-test at the

end of this period.

Following the pilot study, we implemented two adjust-

ments to the main experiment: (1) we developed a combined

test that integrated the memory and typing tasks. During the

standalone typing test, we observed that participants first had

to look at the password displayed on-screen and only then

typed it, and this preliminary glance artificially inflated the

measured typing time; and (2) we reduced the memorization

time from five to three minutes, making the test more sensitive

to variations among password-generation methods. These

changes increased the sensitivity of the results, allowing us

to capture the effects of the proposed intervention more accu-

rately. The following describes the procedures performed in

the main experiment.

We divided the experiment into two stages. In the first

stage, carried out in a laboratory, participants signed the In-

formed Consent Form, took the pre-test, received the link to

access EasyGuard, and, after the interactive tutorial, began the

memory, typing, and combined tests. We collected data from

these tests through an external web form. Additionally, in the

memory and combined tests, we manually recorded the time

using a stopwatch. We subsequently refined this protocol in

Experiment 2, in which we used a form fully integrated into

the app, enabling greater precision and efficiency in data col-

lection. At the beginning of each test, we asked participants

to create passwords using EasyGuard and a Bitwarden-based

16-length random password generation algorithm, which was

selected because it is a robust open-source password man-

agement solution [8bit Solutions, 2016], and its password

generation algorithm reflects the conventional strategy of

fully random passwords. At the end of the tests, participants

were asked to complete the PSSUQ. Finally, we asked them

to try, at home, to earn the EasyGuard achievements over nine

days, registering their use of the tool with our Log Protocol.

In the second stage, we collected the app usage logs from

the participants, administered the post-test, and asked whether

they wanted to change any of their PSSUQ responses. We

adopted a qualitative-quantitative approach, primarily using

descriptive statistics. We calculated the Wilcoxon signed-

rank test, which is non-parametric, to compare pre and post-

test results and to examine performance differences based

on the use of the different EasyGuard password generation

algorithms.

4.2 Experiment 2

We refined our app based on the results obtained during the

first data collection. The improvements included the addi-

tion of a new password-generation policy, based on Wu et al.

[2022], grounded in a database of Portuguese words, the de-

velopment of an automated tool to assist in data collection,

and the refinement of the typing and combined tests. These

advancements are discussed in detail in the following subsec-

tions. Notably, this experiment tested the user-input policy

against our dictionary policy and both against the fully ran-

dom passwords.

4.2.1 Password generation algorithm - The dictionary

policy

The new generation algorithm creates passwords without

requiring user inputs by randomly selecting words from

a dictionary composed of 50,000 terms in Brazilian Por-

tuguese. To construct this dictionary, we utilized the Léxico

do Português Brasileiro database, available at https://lexi-

codoportugues.com, which provides a psycholinguistic cor-

pus of Brazilian Portuguese. From this database, we selected

the 50,000 most commonly used words to form the dictio-

nary used in the application. The chosen words are suffi-

ciently diverse to remain difficult to guess, even if the at-

tacker knows the dictionary. Our dictionary size results in

2,603,645,869,790,625,010,000 (approx. 271) possible com-
binations of unique five-word passwords. The dictionary used

in our application is available at https://bit.ly/3WUVKW3.

The algorithm selects five distinct words from the dictio-

nary and then randomly chooses a special character to serve

as a connector between the words that will form the password.

After this combination, the same validation criteria applied

to the first algorithm are used. The password must have a

minimum entropy of 60 bits, contain at least 19 characters,

and pass the evaluations from the previously mentioned on-

line platforms. If any of these requirements are not met, the

process of word selection and special character assignment is

repeated until all criteria are satisfactorily met.

The user has the freedom to run the algorithm as many

times as desired until finding a set of words he/she consider

suitable for their password. In the end, the generated password

can be edited, and with each modification, the minimum

requirements are re-evaluated. If the edited password does

not meet the requirements, the copy-password function is

automatically disabled, and a warning message is displayed

to the user.

4.2.2 Participants

Fifteen adults participated, with a mean age of 23.00 years

(±1.32), ranging from 20 to 26 years. All participants were

Computing students, except for P1, who was an Architecture

student. We observed that 6.7% of the participants never

updated their passwords, 53.3% occasionally shared them,

33.3% never checked whether their passwords had been ex-

posed in data breaches, 33.3% regularly stored their pass-

words insecurely (e.g., in a text file), and 33.3% did so occa-

sionally. Additionally, 46.7% regularly or always reused the

same password, and only 20.0% believed they always used

strong passwords. As in the first experiment, all participants

signed an Informed Consent Form (ICF).

4.2.3 Instruments

In the second experiment, we revised the Cognitive Cost Tests

to accommodate the inclusion of a new password generation

algorithm.

Cognitive Cost Tests. We made a few specific modifica-

tions to the cognitive cost tests applied in the first experiment.

First, we reduced the distraction time to three minutes in all

tests to make them less exhausting, particularly because we

added new steps to evaluate the dictionary-based password

https://lexicodoportugues.com
https://lexicodoportugues.com
https://bit.ly/3WUVKW3
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generation policy together with the policies from the previous

experiment. In addition, we added more recent trailers to

decrease the likelihood that participants had already watched

them. Another change compared to the first experiment is the

incorporation of the instruments directly into the application.

Users can access them through a digital form located in the

settings. This approach simplified the data collection process

by reducing researcher intervention, ensuring that all partic-

ipants received the same information, and enabling data to

be automatically sent to a database. Additionally, this solu-

tion allowed for the collection of additional metrics during

the tests. In the typing and combined tests, the typing times

between passwords were recorded, along with the total num-

ber of times that participants used the backspace function on

the keyboard. These improvements enabled a more detailed

and accurate assessment of usability aspects related to the

algorithms developed for the application.

4.2.4 Data collection and analysis procedure

Similar to the first experiment, the study was divided into two

stages. However, in the first stage, conducted in a laboratory,

we asked participants to install EasyGuard on their mobile

phones and complete the tool’s integrated form, which sim-

ulated the sequence of the pre-test and cognitive cost tests,

much like the previous experiment. In other words, unlike

the first experiment, in which we required the assistance of

an external form, in the second experiment we collected data

solely through the participant’s smartphone, without the need

to exit the app. At the end of this stage, they filled out the

PSSUQ, and for nine days, they sought to meet the goals

available in the application, recording their use of the tool in

a separate form.

The second stage of the study followed the same proce-

dure as the first experiment. In Experiment 2, given our

small sample and the lack of normality, we employed the

non-parametric Kruskal–Wallis H test, which provides an

overall rank-based comparison among the three algorithms,

and, when that omnibus test was significant, we carried

out Holm-adjusted Dunn post-hoc rank-sum tests to identify

which algorithm pairs differed.

5 Results and Discussion

In this section, we present our findings from the two experi-

ments. Based on the results, we formulated our response to

the research problem.

5.1 Experiment 1

5.1.1 Results of the memory, typing, and combined tests

Figures 3A, 3B, and 3C show the percentage of correct re-

sponses in the memory, typing, and combined tests for the 10

participants. Figure 3D shows the average percentage of cor-

rect responses for each test, according to the application used.

The results of the memory test indicated a higher percentage

of correct responses with EasyGuard (M = 92.81 ± 9.79)
compared to fully random passwords (M = 24.38± 30.61),
with a large effect size (z = 2.666, p = 0.009, rpb = 1). This

finding supports that passwords generated from user inputs

seemsmore memorable. The only exception we found was P2,

whose performance was similar for both types of passwords,

possibly due to using some memorization technique. We

highlight that participants P5 through P10 reported forgetting

the random passwords after the distraction period, and their

low percentage of correct entries suggests inattention. This

observation highlights the importance of investigating how

participants organize their strategies for memorizing pass-

words in future studies. Additionally, it would be beneficial

to conduct the test one day or more after password creation

to better reflect real-world conditions.

In the typing test, we evaluated the cost associated with

using passwords generated by both tools, given that pass-

words that are more difficult to type are more costly [Bonk

et al., 2021]. We found a smaller, non-significant difference

(z = 1.478, p = 0.153, rpb = 0.527) between the two ap-
proaches, with a 92% accuracy rate (±4.44) using EasyGuard
and 87.13% (±9.88) with randomly generated approach. Al-
though the passwords generated by our app tended to involve

lower typing costs, as they were composed of terms familiar

to the user [Shay et al., 2014; Bonk et al., 2021], the fact that

we did not control typing time or the total number of correc-

tions made while typing, and allowed participants to consult

the generated passwords, made it more difficult to detect a dif-

ference. These were aspects that needed improvement, which

we attempted to address by including the combined test. With

it, we found data favorable to EasyGuard. The mean accuracy

rate was 92.38% (±4.05) for our app and 32% (±38.28) for
random passwords, representing a significant difference with

a large effect size (z = 8.803, p = 0.006, rpb = 1). Once
again, participants P5 through P10 reported greater difficulty

in recalling the randomly generated passwords, explaining

that they sometimes forgot the password after watching the

trailers or confused it with previously created ones. Mean-

while, participants P1 through P4 showed little difference

between the approaches. Therefore, expanding the sample

and refining the tests are necessary for future studies. Next,

we examined how participants evaluated the app’s usability,

an important indicator of whether it tends to be used in a

real-world scenario.

5.1.2 Usability test results

Figure 4 displays the average usability scores per participant,

based on the PSSUQ. We observed a high overall PSSUQ

score, with a mean value of 6.71 (±0.21). The lowest mean
score was 6.33, suggesting that EasyGuard was perceived

as easy to use. Nevertheless, we believed that we still need

to improve EasyGuard because, during the testing sessions,

questions arose about how the tool worked (e.g., how to earn

achievements, and how many words and numbers could be

entered). According to Sauro and Lewis [2012], this was

an indication that the application’s features need further re-

finement. Next, we examined how participants used the app

outside the laboratory.
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Figure 3. Percentages of correct answers in the memory (Figure 3A), typing (Figure 3B), and combined (Figure 3C) tests, and the average percentage of

correct answers across all tests (Figure 3D).

Figure 4. Average score on the PSSUQ for each participant.

5.1.3 Results of the usage log protocol

During the app usage period, participants were instructed to

record the number of passwords created and the achievements

reached each day. The frequency of app use was a direct

measure of engagement in the behavior of “designing strong

passwords”.

On average, participants used the app for 1.60 days (±1.28).
P6 was the one who used the app the most, while P5 created

the most passwords (9) and reached the greatest number of

achievements (9). Conversely, P7 and P9 did not use the

app outside the laboratory. The achievements seemed to act

as reinforcers only for P2, P3, P5, and P6, as they created

the largest number of passwords. Groening and Binnewies

[2019] observed similar results, since one effect of using

achievements was an increase in persistence. However, upon

examining usage by P1 and P10, we noted that they gave up

right after the first day. As expected from theory, a stimulus

does not necessarily have the same value for different indi-

viduals, so it may reinforce one person’s behavior but not

another one [Moreira and Medeiros, 2018]. This leads us to

further studies because, in the face of a high-cost behavior,

such as creating strong passwords, whose reinforcing or puni-

tive consequences are delayed over time, we must continue

to investigate how to strengthen the creation of strong pass-

words by refining the gamification in our tool. Finally, we

needed to verify whether using EasyGuard led to any degree

of learning.

5.1.4 Learning test results (Pre and Post-Test)

Before the intervention, the passwords created had an average

length of 10.90 characters (±2.21), 3.70 groups of different
characters (±0.64), and 68.06 bits of entropy (±16.02). After
using the app, the average password length increased to 15.40

characters (±4.84), showing a statistically significant differ-
ence with a large effect size (z = 2.366, p = 0.022, rpb = 1).
While the variability of character groups was maintained,

entropy increased to 96.82 bits (±32.21), also representing
a statistically significant difference with a large effect size

(z = 2.521, p = 0.014, rpb = 1).
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5.2 Experiment 2

5.2.1 Results of the memory, typing, and combined tests

Figures 5A, 5B, and 5C present the percentage of correct

responses in the memory, typing, and combined tests for the

15 participants. Figure 5D presents the average accuracy

in each test according to the algorithm used. In the second

experiment, we incorporated a new password generation pol-

icy based on dictionary usage, along with metrics for the

average typing time (in seconds) and the average number of

corrections performed by each participant in the typing and

combined tests. A detailed presentation of the data from the

second experiment is shown in Table 2.

The results of the memory test indicated a higher percent-

age of correct responses for passwords generated from user-

input policy (M = 90.38 ± 14.93) compared to those gen-
erated using the dictionary policy (M = 57.44 ± 25.36)
and completely random passwords (M = 3.13 ± 4.42).
Upon conducting the Kruskal-Wallis test, we identified a

statistically significant difference with a large effect size

(χ2 = 34.215, df = 2, p < 0.001, η2 = 0.767). Subse-

quent Dunn’s post-hoc tests revealed differences among all

compared groups: user-input policy versus dictionary pol-

icy (z = 2.150, pholm = 0.032, rpb = 0.684) and versus

random passwords (z = 5.786, pholm < 0.001, rpb = 1),
as well as dictionary policy versus random passwords (z =
3.636, pholm < 0.001, rpb = 1).
In the typing test, we evaluated the cost associated with

using passwords generated by the different tested algorithms.

We found a difference that was not statistically significant

(χ2 = 5.015, df = 2, p = 0.081, η2 = 0.072) among the
three approaches regarding the average accuracy: 98.58%

(±1.87) for passwords generated from user-input policy,

97.53% (±2.89) for passwords generated from the dictio-

nary policy, and 95.83% (±3.37) for completely random

passwords. However, when analyzing the average typing

time and the number of corrections, passwords generated

from the user-input policy demonstrated the lowest cost, with

an average typing time of 10.07 seconds (±4.28) and 1.39
corrections (±1.18). Next, the passwords generated using
the dictionary policy recorded an average typing time of

16.15 seconds (±6.70) and 3.04 corrections (±2.34). Fi-

nally, the completely random passwords incurred the high-

est cost, with an average typing time of 22.85 seconds

(±18.80) and 1.55 corrections (±1.37). We found a sta-

tistically significant difference between the typing times

(χ2 = 8.845, df = 2, p = 0.012, η2 = 0.163). Dunn’s

post hoc tests showed that these differences hold only be-

tween the user-input policy when compared to the dictionary

(z = −2.433, pholm = 0.030, rpb = 0.573) and random (z =
−2.697, pholm = 0.021, rpb = 0.520) policies. We did not

find any statistically sound difference concerning the number

of corrections (χ2 = 5.089, df = 2, p = 0.079, η2 = 0.074).
Finally, the combined test results demonstrated favorable

outcomes for EasyGuard. Passwords generated from user

inputs achieved an average accuracy of 90.75% (±20.23),
with an average typing time of 8.43 seconds (±4.18) and an
average of 1.09 corrections (±1.02). In comparison, the pass-
words generated from the dictionary performedworse, with an

average accuracy of 74.54% (±30.12), an average typing time

of 15.16 seconds (±7.67), and an average of 2.61 corrections
(±2.01). Completely random passwords resulted in the worst

performance, with an average accuracy of 4.83% (±5.94),
an average typing time of 18.24 seconds (±19.96), and an
average of 1.25 corrections (±1.24). The accuracy difference
was statistically significant, with a large effect size (χ2 =
32.265, df = 2, p < 0.001, η2 = 0.721). In the post hoc
tests, we found that this difference occurred between the user-

input policy versus random passwords (z = 5.460, pholm <
0.001, rpb = 1) and between the dictionary policy versus
random passwords (z = 4.088, pholm < 0.001, rpb = 1). We

also found a statistically sound difference between the typ-

ing times (χ2 = 6.259, df = 2, p = 0.044, η2 = 0.101).
Post hoc tests indicated that this difference holds only when

comparing the user-input policy and the dictionary (z =
−2.399, pholm = 0.049, rpb = 0.578). There was a statisti-
cally significant difference among the groups considering the

corrections (χ2 = 6.782, df = 2, p = 0.034, η2 = 0.114),
but the post hoc tests, which have less statistical power,

showed no significant differences. The difference between

the user-input policy and the dictionary (z = −2.338, pholm <
0.058, rpb = 0.502), and the dictionary and the random pass-

word policy (z = 2.163, pholm < 0.061, rpb = 0.453) were
marginally significant.

Our results suggested that both tested policies are more

beneficial for users than random passwords. Considering

the present findings, the user-input policy showed the best

performance. Next, we analyzed how participants evaluated

the application’s usability.

5.2.2 Usability test results

Figure 6 displays the average usability scores per participant

on PSSUQ. The results indicated a high overall PSSUQ score

across all participants, with a mean value of 6.29(±0.76).
However, the minimum overall mean score observed was

4.93. We believe that some participants faced difficulties

understanding certain functionalities of the app, such as the

achievement system and the suggestion to use it in conjunction

with a password manager. Therefore, we considered that

enhancing the information in the interactive tutorial might

improve users’ understanding of the security features and

operation of EasyGuard. Next, we examined the app’s use

outside the laboratory.

5.2.3 Results of the usage log protocol

In the second experiment, participants used the application

for an average of 1.07 days (±1.29). Participants P10 and
P15 used the application for the longest duration (four con-

secutive days), while P1 and P4 created the highest number

of passwords (9). P1 also achieved the highest number of

accomplishments (9). On the other hand, participants P3, P5,

P9, P11, P12, P13, and P14 did not use the application at

any time after the laboratory experiment. The achievements

appeared to reinforce behavior only for P1, P4, P7, P10, and

P15, as these participants created passwords. Analysis of

the usage by P2, P6, and P8 revealed that they discontinued

use after the first day. These results indicate that, as in the

first experiment, the gamification strategies did not exert a
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Table 2. Data from memory, typing, and combined tests applied in the second experiment.

MEMORY TEST

Participants
EG - User-input EG - Dictionary Random

Avg. score Avg. time Avg.corrections Avg. score Avg. time Avg. corrections Avg. score Avg. time Avg. corrections

P1 100.00% N/A N/A 76.31% N/A N/A 3.13% N/A N/A

P2 87.50% N/A N/A 29.28% N/A N/A 6.25% N/A N/A

P3 100.00% N/A N/A 45.00% N/A N/A 6.25% N/A N/A

P4 84.38% N/A N/A 35.23% N/A N/A 3.13% N/A N/A

P5 100.00% N/A N/A 29.91% N/A N/A 3.13% N/A N/A

P6 100.00% N/A N/A 62.86% N/A N/A 3.13% N/A N/A

P7 96.88% N/A N/A 23.94% N/A N/A 3.13% N/A N/A

P8 100.00% N/A N/A 89.29% N/A N/A 0.00% N/A N/A

P9 100.00% N/A N/A 97.83% N/A N/A 0.00% N/A N/A

P10 46.88% N/A N/A 100.00% N/A N/A 15.63% N/A N/A

P11 84.38% N/A N/A 45.31% N/A N/A 0.00% N/A N/A

P12 75.00% N/A N/A 60.85% N/A N/A 0.00% N/A N/A

P13 100.00% N/A N/A 50.98% N/A N/A -3.13% N/A N/A

P14 56.25% N/A N/A 17.86% N/A N/A 0.00% N/A N/A

P15 90.63% N/A N/A 70.14% N/A N/A 6.25% N/A N/A

AVG 90.38% N/A N/A 57.44% N/A N/A 3.13% N/A N/A

STD 14.93% N/A N/A 25.36% N/A N/A 4.42% N/A N/A

TYPING TEST

Participants
EG - User-input EG - Dictionary Random

Avg. score Avg. time Avg. corrections Avg. score Avg. time Avg. corrections Avg. score Avg. time Avg. corrections

P1 98.75% 8.4 0 96.82% 31.6 0 88.75% 22.6 0

P2 98.75% 7.8 2.6 100.00% 9.2 3.2 93.75% 16 0.8

P3 98.75% 7.8 1.6 98.75% 12.2 2.4 93.75% 14.2 1.4

P4 100.00% 11.8 1 98.33% 7.6 1.2 92.50% 22 3.8

P5 100.00% 5 0.4 98.18% 24.8 2.4 100.00% 65.6 1.8

P6 100.00% 6 0.4 100.00% 13.2 0.6 98.75% 63.2 2.2

P7 97.50% 8.2 0 91.20% 22.4 4.2 92.50% 11.8 1

P8 100.00% 5.6 0.8 100.00% 10 2.2 100.00% 14.8 0.6

P9 100.00% 7.4 1.2 98.05% 13.2 1.6 93.75% 13.2 0.6

P10 100.00% 10.4 2.2 100.00% 18 6 95.00% 46.4 0

P11 100.00% 16 3.2 92.86% 20.8 4.8 97.50% 7 3

P12 95.00% 6.4 0 97.27% 20.8 6.8 98.75% 2.6 0

P13 97.50% 18.2 2 92.34% 12.6 1.6 98.75% 13.8 0.6

P14 98.75% 15.8 4 99.11% 17.8 8 100.00% 17.6 3.2

P15 93.75% 16.2 1.4 100.00% 8 0.6 93.75% 12 4.2

AVG 98.58% 10.07 1.39 97.53% 16.15 3.04 95.83% 22.85 1.55

STD 1.87% 4.28 1.18 2.89% 6.7 2.34 3.37% 18.8 1.37

COMBINED TEST

Participants
EG - User-input EG - Dictionary Random

Avg. score Avg. time Avg. corrections Avg. score Avg. time Avg. corrections Avg. score Avg. time Avg. corrections

P1 81.25% 8.4 0 69.58% 31.6 0 0.00% 22.6 0

P2 100.00% 7.8 2.6 41.46% 9.2 3.2 6.25% 16 0.8

P3 98.75% 7.8 1.6 97.39% 12.2 2.4 0.00% 14.2 1.4

P4 25.00% 11.8 1 20.75% 7.6 1.2 0.00% 22 3.8

P5 62.50% 5 0.4 100.00% 24.8 2.4 0.00% 65.6 1.8

P6 93.75% 6 0.4 100.00% 13.2 0.6 12.50% 63.2 2.2

P7 100.00% 8.2 0 46.00% 22.4 4.2 6.25% 11.8 1

P8 100.00% 5.6 0.8 100.00% 10 2.2 7.50% 14.8 0.6

P9 100.00% 7.4 1.2 98.95% 13.2 1.6 12.50% 13.2 0.6

P10 100.00% 10.4 2.2 54.76% 18 6 0.00% 0 0

P11 100.00% 16 3.2 78.75% 20.8 4.8 18.75% 7 3

P12 100.00% 6.4 0 90.24% 20.8 6.8 2.50% 2.6 0

P13 100.00% 18.2 2 99.41% 12.6 1.6 6.25% 13.8 0.6

P14 100.00% 3.2 0.8 20.75% 3.6 1.2 0.00% 6 3

P15 100.00% 4.2 0.2 100.00% 7.4 1 0.00% 0.8 0

AVG 90.75% 8.43 1.09 74.54% 15.16 2.61 4.83% 18.24 1.25

STD 20.23% 4.18 1.02 30.12% 7.67 2.01 5.94% 19.96 1.24
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Figure 5. Percentages of correct answers in the memory (Figure 5A), typing (Figure 5B), and combined (Figure 5C) tests, and the average percentage of

correct answers across all tests (Figure 5D).
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Figure 6. Average score on the PSSUQ for each participant.

motivating effect for the majority of the sample. Finally, we

examined whether the use of EasyGuard led to any degree of

learning.

5.2.4 Learning test results (Pre and Post-Test)

Weverified that before the intervention, the created passwords

had an average of 12.20 characters (±3.76), four different
character groups (±0), and 79.97 bits of entropy (±24.67).
After using the app, we found an average of 16.53 charac-

ters (±5.10) per password, with a statistically significant

difference and a large effect size (z = 2.706, p = 0.008,
rpb = 0.885). We observed that the variability of characters

remained constant, but the entropy increased to 107.96 bits

(±33.75), which was also a statistically significant difference
with a large effect size (z = 2.667, p = 0.009, rpb = 0.872).

5.3 General discussion

In summary, the results from both experiments suggested

that passwords generated by the algorithms implemented in

EasyGuard are more memorable than the completely random

approach, and they also offer greater usability, in terms of

ease of typing. These results corroborate the hypothesis of

Glory et al. [2019] that passwords generated from user inputs

are more memorable, and of Wu et al. [2022] that passwords

generated from a dictionary policy are easier to deal with

than usual random passwords we usually find in commercial

software.

We need to highlight that, in addition to the user input

policy, in our experiments passwords generated from dictio-

naries also proved promising, achieving higher accuracy rates

compared to completely random passwords. However, ac-

cording to Wu et al. [2022], long passwords composed of five

words may exhibit low long-term retention. Nonetheless, we

believe that the use of common words in our dictionary may

enhance the memorability of this policy. Therefore, we need

studies that evaluate the long-term usability of this policy

with a larger number of participants.

Finally, regarding the learning test, the results showed a

behavioral change in how users create passwords after being

exposed to the app, suggesting that the behavior of designing

strong passwords improved. Thus, we gathered preliminary

evidence that the EasyGuard app can be an effective peda-

gogical tool [Kienen et al., 2022].

5.4 Limitations

This study has limitations that should be considered in fu-

ture research. Regarding the algorithm, our approach favored

protection against brute-force and dictionary attacks, but it

remains vulnerable to attacks such as shoulder surfing. It

was not possible to determine whether the developed app

temporarily stores passwords in memory as plain text. Future

research should include a memory analysis during app exe-

cution to ensure that no sensitive data is retained in memory.

Additionally, we need to evaluate EasyGuard using instru-

ments with better psychometric evidence. For instance, the

PSSUQ was not specifically adapted to Brazilian culture. Fu-

ture studies should also deal with the need to collect data from

a larger, more age-diverse sample with longer app usage to

obtain more robust data on its efficiency.

Furthermore, we believe that enhancing the gamification

features — as well as adding new ones, such as daily rewards

and a scoring system— could be tested to increase participant

engagement. Similarly, integrating EasyGuard dynamically

into password creation forms in browsers through a widget

might facilitate access and encourage its adoption. Finally, it

is necessary to test this app against other existing password

generation apps, including at least one that aims to gener-

ate memorable passwords, such as Lingpass [Balayogi and

Kuppusamy, 2024].

6 Conclusion

The objective of this study was to develop and evaluate the

efficiency of a gamified app to promote the behavior of de-

signing strong passwords. We created the app to serve as a

reinforcing environment that reduces the effort involved in

creating strong passwords. We found that the use of mean-

ingful inputs or long passwords generated from dictionaries,

coupled with gamification elements, proved promising in en-

hancing this behavior. The results suggest that passwords gen-

erated by EasyGuard are more memorable and involve lower

cognitive costs compared to the usual approach of generating

fully random passwords. In future work, we will broaden our

sample to include participants from a wider range of ages,

backgrounds, and usage contexts to enhance the generaliza-

tion of our findings. We also plan to incorporate additional

scientifically tested password generation algorithms that pro-

vide less burdensome strategies for users. Furthermore, we

will refine the app’s gamified elements to boost adherence

and identify new reinforcers for strong-password behavior.

Finally, we intend to explore techniques for strengthening

passwords against additional attack vectors.

This study, although exploratory, produced promising re-

sults supporting the use of EasyGuard in scientific contexts.

We innovated primarily by advancing the algorithm for pass-

word creation based on user inputs and creating a Brazilian

dictionary that supports a second promising policy of strong

password creation. Furthermore, we developed a technologi-

cal artifact that implemented both algorithms. We also tested
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our app and its algorithm’s claims of being better than random

passwords in a realistic scenario, guided by solid psycholog-

ical theory. Finally, we developed resources to make our

data collection scalable and made our app available for sci-

entific use and scrutiny, since EasyGuard requires further

development and investigation by future studies.
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