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Abstract Cryptography based on elliptic curves is endowed with efficient methods for public-key cryptography.
Recent research has shown the superiority of the Montgomery and Edwards curves over the Weierstrass curves as
they require fewer arithmetic operations. Using these modern curves has, however, introduced several challenges
to the cryptographic algorithm’s design, opening up new opportunities for optimization. Our main objective is to
propose algorithmic optimizations and implementation techniques for cryptographic algorithms based on elliptic
curves. In order to speed up the execution of these algorithms, our approach relies on the use of extensions to
the instruction set architecture. In addition to those specific for cryptography, we use extensions that follow the
Single Instruction, Multiple Data (SIMD) parallel computing paradigm. In this model, the processor executes the
same operation over a set of data in parallel. We investigated how to apply SIMD to the implementation of elliptic
curve algorithms. As part of our contributions, we design parallel algorithms for prime field and elliptic curve
arithmetic. We also design a new three-point ladder algorithm for the scalar multiplication P + k(Q), and a faster
formula for calculating 3P on Montgomery curves. These algorithms have found applicability in isogeny-based
cryptography. Using SIMD extensions such as SSE, AVX, and AVX2, we develop optimized implementations of
the following cryptographic algorithms: X25519, X448, SIDH, ECDH, ECDSA, EdDSA, and qDSA. Performance
benchmarks show that these implementations are faster than existing implementations in the state of the art. Our study
confirms that using extensions to the instruction set architecture is an effective tool for optimizing implementations
of cryptographic algorithms based on elliptic curves. May this be an incentive not only for those seeking to speed
up programs in general but also for computer manufacturers to include more advanced extensions that support the

increasing demand for cryptography.
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1 Introduction

Extensive research efforts have focused on delivering public-
key cryptography securely and efficiently. Cryptography
based on elliptic curves provides more efficient methods
mainly due to the use of keys shorter than the ones used
in well-known cryptosystems, such at the RSA cryptosystem
by [Rivest et al., 1978], and in those based on the Discrete
Logarithm Problem (DLP) by [ElGamal, 1985]. Elliptic curve
cryptography has been endorsed by international agencies that
have produced standards for its usage such as [NIST, 2000;
ANSI, 1998; IEEE, 2000]. Despite these standards being in
circulation for several years, a recent line of research proposes
a shift to new elliptic curves with the aim of improving rigid-
ity on parameter selection and efficiency while preserving
high-security guarantees.

With the avalanche of novel elliptic curve proposals, such
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as the ones highlighted by [Bernstein and Lange, 2015], new
challenges have appeared. Former investigations focused on
elliptic curves given in the Weierstrass model; however, there
is still room for optimizing the operations of alternative ellip-
tic curve models, including the Montgomery curves by [Mont-
gomery, 1987], the Edwards curves introduced by [Edwards,
20071, which were further extended by [Bernstein et al., 2008].
The new algorithms for these curves must likely be adapted,
or otherwise reformulated considering the upsides and down-
sides of each model. New improvements could arise by an-
alyzing the algorithms from theoretical, computational, and
practical standpoints. Therefore, designing cryptographic al-
gorithms, implementing and putting them in practice is a task
currently in progress.

From the computational perspective, a compelling ap-
proach for improving performance is using extensions to the
instruction set architecture. Special attention is given to the
extensions that support the Single Instruction, Multiple Data
(SIMD) paradigm characterized in the parallel computing tax-
onomy by [Flynn, 1966]. Generally in this model, a vector
instruction encodes an operation that is executed over several
data units simultaneously. Figure 2 contrasts the number of
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Figure 1. Evolution of SIMD Instructions. Each bar represents an instruction set showing its release date (in the horizontal dimension), the number of
instructions (in the vertical dimension), and its domain of application (in the chromatic dimension). The marks show the release date of vector registers.

instructions used in scalar processing and vector processing.

(a) Scalar Processing
Four scalar instructions.

(b) Vector Processing
One vector instruction.

Figure 2. SIMD vector instructions.

Historically, SIMD processing has been shown effective
in the high-performance computing area applied to graphics
processing, scientific computing, mathematical simulation,
among other domains. In the early days, SIMD execution
units were exclusive of large workstations and supercomput-
ers; nowadays, SIMD vector units can be found at commodity
computers and portable devices [Thakkar and Huff, 1999;
Intel Corporation, 2011]. Figure 1 shows the increasing addi-
tion of extensions to the instruction set architecture and their
applicability to different domains. Hundreds of instructions
have been added in order to support SIMD processing for
integer and floating-point arithmetic. As can be seen, more
recently the new instructions target more specific domains,
for example, the inclusion of extensions tailored to accelerate
cryptography and machine learning algorithms.

1.1 Research Objectives

The widespread availability of SIMD execution units in com-
modity computers, Internet servers, and mobile devices moti-

vates their application to the implementation of cryptographic
algorithms. Nonetheless, a few resources explain how to use
SIMD units efficiently, and even fewer are dedicated to the
case of elliptic curve cryptography, and the secure software
development required in this domain. Moreover, it is un-
clear to what extent these computational resources can help
to improve efficiency.

It is interesting to know how to effectively apply SIMD
processing to elliptic curve cryptography. In particular, imple-
menting the algorithms derived from the recent proposals of
elliptic curves making use of the most advanced vector instruc-
tions and other extensions found in contemporary computer
architectures. For this reason, it is imperative to investigate
how to design new algorithms and data structures and/or how
to adapt the existing ones so that implementations take full
advantage of SIMD processing.

We claim that the execution of algorithms for elliptic curve
cryptography can be accelerated through a combination of
algorithmic optimizations, implementation techniques, and
the use of SIMD processing and other hardware extensions.

To support this assumption, we investigate algorithmic
optimizations and look for implementation techniques for el-
liptic curve algorithms emphasizing the application of SIMD
parallel processing.

An objective of our study is to close the gap between theory
and practice. For instance, in addition to proposing parallel
algorithms, we also cover their implementation in software.
We highlight some issues on security and performance arisen
during development and propose some solutions for them.
The design of our proposed algorithms also considers the
capabilities and limitations of the computer architecture under
evaluation.
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Our research aims to define an efficient SIMD applica-
tion strategy. Current computer architectures support hun-
dreds of SIMD instructions including SSE, AVX, AVX2,
and AVX512. Moreover, the number of more advanced in-
structions is gradually increasing in the upcoming computer
architectures (cf. Figure 1). Part of this research is to give
guidance on the use of SIMD instructions, to identify some
of their limitations, and to show how to apply them to elliptic
curve cryptography.

1.2 Contributions

Our contributions are the union of several layers of improve-
ments comprising: algorithmic optimizations for elliptic
curve cryptography, practical implementation techniques us-
ing SIMD processing for field operations, and the immediate
applicability of our findings in high-level applications such
as isogeny-based cryptography, hashing to curves, and hybrid
public-key encryption. More details can be found in the full
text by [Faz-Hernandez, 2022].

2 Algorithmic Optimizations

For Montgomery curves, we introduce a new Three-point
Ladder Algorithm that calculates the z-coordinate of P + kQ),
where P and @ are points on an elliptic curve F, and k is a
secret integer. Our method, shown in Algorithm 1, exhibits
a regular execution pattern taking as input the z-coordinate
of P, ), and Q — P, hence the name of three-point ladder.
At each iteration, a point doubling (2R2) and a differential
addition (R2+ (g, ) lo) are performed. To deal with secret val-
ues, the algorithm uses a conditional swap function (cswap),
provided either by hardware or software, that interchanges
Ry and R, only if the bit b is set. All operations must be
implemented using constant-time operations and no branches
depending on secret data help prevent against timing attacks.

Algorithm 1 Three-Point Ladder Algorithm for P + kQ.

Input: zp,xqg, g p are the x-coordinate of P, ), Q — P €
EN\{O, (0,1)}; and integers (n, k) such that 0 < k& < 2"
andn > 1.

Output: xp, g is the z-coordinate of P + kQ).

1: Let (kp—1, ..., ko)2 be the n-bit representation of k and
define k_1 =

2: Ry S~ IQ-pP, R+ zp, Ry X

3: fori < Oton —1do

4: b+ ki ®ki_

5: Ry, Ry < cswap(Ro, Ry,b)

6: Ro, Ry <+ 2R3, Ry Jr(Rl)Ro

7: end for

8: Ry, Ry + CSWElp(R(), Ry, kn,1)

9: return R;

Our algorithm improves in three aspects. First, it saves
one third of arithmetic operations than the previously-known
three-point ladder algorithm by [Jao et al., 2014]. Second,
when P and @ are known in advance, the algorithm allows
faster execution by employing precomputation. Third, when
precomputation is used, fetching precomputed values from
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Figure 3. New Three-point Ladder Algorithm. Calculating xp 220 from
Tp,TQ,TQ—P-

memory requires non-secret indexes, which naturally pre-
vents against side-channel attacks. Figure 3 exemplifies the
operation of the multiplication algorithm.

3 Implementation Techniques

In the following sections, we demonstrate techniques to speed
up implementations of arithmetic operations over prime fields
and elliptic curves whenever SIMD and other extensions to
the instruction set architecture are available.

3.1 Prime Field Arithmetic using SIMD

We initially focus on the SIMD parallel processing of prime
field arithmetic. To do so, we show data structures and
representation of numbers suitable for parallel processing.
Our study covers four families of prime moduli corresponding
to the ones used in recent proposals of new elliptic curves.
For each family, we show how to perform field operations
using scalar and vector instructions. Our benchmark analysis
shows that improvements in performance are more significant
when operating over larger numbers.

For smaller prime fields, manipulating data inside vector
registers using permutation instructions has a negative effect
on performance. This is explained because in the targeted
computer architecture, the AVX2 permutation instructions
have a higher latency than other vector instructions. Thus,
the vectorized implementation of smaller prime fields has a
notorious overhead limiting the amount of improvement.

A better approach that employs vector units more effi-
ciently is taking the SIMD’s essence to higher abstraction
levels. We follow the notion of n-way operations using the
n words of a vector register for calculating n field operations
in parallel. This approach is motivated due to the overheads
of using SIMD instructions to perform single field operations.
Figure 4 shows how to distribute the individual words of a
prime field element into a vector register. For example, note
that one can store data units in such a way to perform either
two-way or four-way operations. Using the AVX-512 in-
struction set, one extend this idea further to prepare data for
performing eight-way operations.

In addition to the SIMD extensions, we studied the efficient
application of other hardware extensions. We developed
efficient implementations of field arithmetic using the mulx
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Figure 4. Data structures for SIMD operations.

instruction and the adcx/adox instructions, which are part of,
respectively, the BMI and ADX instruction sets. Using these
instructions, our implementations render better performance
than using basic instructions. Nonetheless, our vectorized
implementations still offer superior improvements to prime
fields of larger size.

Armed with n-way field operations, we turned our attention
to investigate parallel algorithms for elliptic curve arithmetic
that benefit from them.

3.2 Elliptic Curve Arithmetic using SIMD

We target the formulation of parallel algorithms for elliptic
curves in three different models: Weierstrass, Montgomery,
and Edwards curves.

For Weierstrass curves, we adapt the IF;-complete formulas
in such a way that point addition is performed by two parallel
units. This enables the use of two-way field operations. The
explicit parallel algorithms together with timings for the P-
384 curve are available in a previous work by [Faz-Hernandez
and Lopez, 2016].

For Montgomery curves, we showed how to calculate the
Montgomery ladder step using two parallel units. The com-
mon implementation strategy for these two curve models
consists on using the 256-bit AVX2 vector unit for simulat-
ing two 128-bit parallel units. Thus, each 128-bit unit can
also be seen as two 64-bit parallel units that are dedicated to
field arithmetic. One reason that supports this approach is be-
cause it reduces the use of expensive permutation instructions.
Thus, our goal is to minimize the overheads we observed
in the vectorization of smaller prime fields. The findings
for Montgomery curves can be found at [Faz-Hernandez and
Lopez, 2015].

For Edwards curves, we focused on parallel algorithms for
point addition, point doubling, and scalar multiplication. Our
implementation strategy is to perform four-way operations
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using the 256-bit vector unit. Then, we developed parallel
algorithms for point addition (and doubling) using four-way
field operations. Additionally, we constructed a four-way
point addition that allowed us to perform parts of the scalar
multiplication in parallel. The design of all parallel algorithms
has the purpose to minimize the use of costly permutation
instructions. The combined application of these strategies
results on the acceleration of scalar multiplications that ulti-
mately achieves a speedup to the higher level cryptographic
algorithms.

4 High-Performance Implementation
of Cryptographic Algorithms

Building on top of the improvements on the prime field and
elliptic curve arithmetic, we found their direct applicability
for speeding up some cryptographic algorithms. Specifically,
we developed vectorized implementations of the ECDH and
ECDSA with the P-384 curve; the X25519, X448, and SIDH
Diffie-Hellman protocols; and the EdADSA, gDSA and hash-
based digital signature schemes. In all cases, we observed
performance improvements by using vector instructions.

4.1 The X25519 and X448 Protocols

The Diffie-Hellman protocol can be efficiently instantiated
with Montgomery curves. This protocol allows two parties to
agree on a shared secret and is widely used to establish secure
communications. Its performance-critical operation is scalar
multiplication: given an integer k and a point P = (zp,yp)
on an elliptic curve, a scalar multiplication algorithm calcu-
lates @ = kP = (zg,yg). [Montgomery, 1987] proposed
a special form of elliptic curves for speeding up computa-
tions. In this setting, operations require only the z-coordinate
of points, so they are correct up to the sign. Montgomery
devised a faster algorithm for calculating g given k and
xp. Fortunately, the z-coordinate is more than enough to
accomplish the Diffie-Hellman protocol.

We propose the use of the three-point ladder (Algorithm 1)
to calculate k£ P in [Oliveira et al., 2018]. Our approach relies
on an auxiliary low-order point .S, so we first compute Q' =
S+ %P using the three-point ladder, where A is the curve’s
order cofactor. For security, it is required to remove any low
order points. One can get rid of S by calculating QQ = hQ’
because the order of S'is at most / obtaining the desired result
Q =kP.

We apply this strategy to the X25519 and X448 Diffie-
Hellman protocols. We also specialize the algorithm to the
case when P is known in advance. Part of these results are
published at [Faz-Hernandez et al., 2019]. Table 1 shows a
comparison of several X25519 implementations. It is evident
that the use of advanced SIMD instruction sets reduces the
latency of X25519. Table 2 shows timings of the X25519
and X448 protocols measured on different platforms such as
the Haswell, Skylake and Tiger Lake micro-architectures.
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Table 1. Timings of the X25519 Diffie-Hellman protocol. Entries
are 10® clock cycles.

Implementation Inst. Sets  Haswell Skylake

[Moon, 2012] SSE2 237.6 196.2

[Moon, 2012] x64 166.3 140.0

[Faz-Hernandez

and Lopez, 2015] AVX2 156.5 137.8

[Chou, 2016] AVX 155.9 137.2
. x64,

gg?g]e“a & iy BMI2, 1443 1112

ADX

[Faz-Hernandez

etal., 2019] AVX2 121.0 99.4

[Faz-Hernandez AVX2, o 873

etal.,2019] AVX-512 ’

[Faz-Hernandez o

et al., 2019] AVX-512 81.6

Table 2. Timings of the X25519 and X448 Diffie-Hellman protocols,
and the Ed25519 and Ed448 signature schemes. Entries are 103 clock
cycles.

. . Tiger

Algorithm Operation  Haswell Skylake Lake

Key Gen. 43.7 34.5 18.2

X23519  Shared 121.0 994 507
Secret

Key Gen. 129.0 107.7 53.7

X448 Shared 428.1 3642  168.1
Secret

Key Gen. 42.8 34.8 18.4

Ed25519 Sign 48.6 39.5 20.1

Verify 156.0 123.3 77.1

Key Gen. 126.7 104.9 54.8

Ed448 Sign 132.7 110.1 57.4

Verify 465.8 409.5 193.6

4.2 The SIDH Protocol

Post-Quantum Cryptography is a branch of cryptography look-
ing for secure algorithms resistant against adversaries with
quantum computing power. In this field, isogeny-based cryp-
tosystems have been formulated by looking at the elliptic
curves as the vertex set of a regular graph, and isogenies, al-
gebraic maps that link two elliptic curves, as the edges. Given
a starting elliptic curve, it is easy to reach to other curves by
computing an isogeny; however, finding the path of isoge-
nies that connects two arbitrary elliptic curves in the graph
is known to be hard using either a classical or a quantum
computer, as shown by [Jao and De Feo, 2011].

[Velu, 1971] showed explicit formulas for isogenies that
require knowledge of the isogeny’s kernel. The kernel is
calculated as P+ k(Q), where P and () are points on an elliptic
curve, and k is a secret integer chosen uniformly at random.

We found direct application of our three-point ladder algo-
rithm for calculating the kernel of isogenies. The previous
three-point ladder algorithm by [Jao and De Feo, 2011] per-
forms two differential additions and one differential doubling
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Table 3. Timings of the SIDH-751 v2 implementation.
Skylake (106 cycles)

SIDH Operation
CLN! FLOR? Speedup
Key Generation Alice 357 269 1.33x
Bob 399 305 1.31x
Shared Secret Alice  33.6 249 1.35x
Bob 38.4 28.6 1.34x%

' [Costello et al., 2016]
2 [Faz-Hernandez et al., 2018]

per bit of the scalar. In contrast, our three-point ladder algo-
rithm reduces the operations to only one differential addition
and one differential doubling per bit. Theoretically, our algo-
rithm saves around a third of the arithmetic operations when
computing the kernel of the isogeny. We validate these ap-
proach experimentally by developing an optimized implemen-
tation of the Supersingular Isogeny Diffie-Hellman (SIDH)
protocol by [Jao and De Feo, 2011]. The description of our
three-point ladder algorithm and its implementation can be
found at [Faz-Hernandez et al., 2018]. Table 3 (as appears
in the original article) shows the timings measured in a Sky-
lake micro-architecture. The timings confirm the theoretical
estimates, and in total, our optimized SIDH implementation
provides 1.33 x faster operations.

In addition, we showed an optimized formula for tripling
points of Montgomery curves. That is, given a point P, it
calculates 3P. This operation is relevant for multi-base scalar
multiplication methods as well as in the SIDH protocol. SIDH
requires to evaluate 3" P for an integer n > 0. By applying
our formula, we reduce the total number of field operations
by an observable margin. We acknowledge some trade-offs
against formulas independently proposed by [Costello and
Hisil, 2017].

4.3 The EdDSA Signature Scheme

For digital signatures, the dominant operation of EdDSA is
the elliptic curve scalar multiplication. Figure 5 shows a
breakdown of the internal operations of the EADSA signature
scheme contrasting the timings measured by our vectorized
implementation. Our implementation of Ed25519, published
at [Faz-Hernandez et al., 2019], reduces by 19 % the latency
of signing and by 24 % the latency of signature verification.
Table 2 shows timings measured on Haswell, Skylake and
Tiger Lake micro-architectures of the Ed25519 and Ed448
signature schemes.

In February 2023, [NIST, 2023] approved the standardiza-
tion of EdDSA. In practical terms, it means that EdDSA is
endorsed to be used on Internet communications massively.
This is relevant to secure communication protocols such as
SSL/TLS, SSH, VPN, and others. Our contributions on ac-
celerating the performance of EADSA are pertinent.

4.4 The qDSA Signature Scheme

The qDSA signature scheme by [Renes and Smith, 2017] also
uses the fast arithmetic of Montgomery curves. In this case,
signing requires to perform a scalar multiplication kP using
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Figure 5. Breakdown of Ed25519’s internal operations.

only the z-coordinates of the points. In a previous work [Faz-
Hernandez et al., 2017], we apply a similar approach as the
one for the Diffie-Hellman protocol resulting on 35 % faster
signatures by employing the three-point ladder algorithm.
In addition, we propose an alternative signature verification
procedure that checks for a stronger signature verification.

4.5 Hash-based Signatures with SHA-NI

The availability of the SHA New Instructions (SHA-NI) al-
lowed us to reevaluate the performance of SHA-256. Hash
functions are relevant for their widespread application on
digital signature schemes and hash-based cryptographic algo-
rithms. Introduced by Intel in [Gulley ef al., 2013], SHA-NI
augments the instruction set architecture with seven instruc-
tions that calculate parts of the SHA-256 cryptographic hash
function. Looking at opportunities to employ these instruc-
tions efficiently, we develop a four-way pipelined implementa-
tion of SHA-256, i.e., it hashes four independent same-length
messages simultaneously. This function is an instance of
a more generic functionality called multiple buffer hashing.
Figure 6 shows the performance of our implementation as the
number and length of messages increases.
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Figure 6. Performance comparison SHA-256 hash (multiple buffer).

Based on these experimental measurements, we determine
the optimal number of messages to be processed by our
pipelined implementation. Observe that hashing eight mes-
sages produces diminishing returns, which is explained by
the increased memory used and a higher pressure on register
allocation. Thus, we conclude that hashing four messages
exhibits the best performance.

We use this multiple buffer hashing function on the imple-
mentation of the XMSS and XMSSMT hash-based signatures.

These signature schemes are in the portfolio of quantum-
resistant algorithms and are specified at the [RFC 8391] docu-
ment as well as recommended by NIST [Cooper et al., 2020].

Using SHA-NI, we observed that signature operations run
up to four times faster than using a non-hardware aided imple-
mentation. Moreover, the performance is slightly better than
implementing a four-way version with SIMD vector instruc-
tions. Figure 7 shows the latency of an XMSS signature using
the SHA-NI and the AVX2 SIMD instructions measured,
respectively, in the Zen and Kaby Lake micro-architectures.
The performance analysis presented in this section is available
at [Faz-Hernandez et al., 2018].

XMSS signature (h = 20) }—‘—

0 20 B Zen
.g % 15 [JKaby Lake
He 10
= 5
0 \ 1
sphlib SSE AVX2 SHA-NI4-SHA-NI

Figure 7. Timings of XMSS signing measured on Zen and Kaby Lake.

5 Further Applications

Several works have leveraged the foundational contributions
of the thesis. This section highlights relevant and novel cryp-
tographic algorithms benefiting from its proposals.

5.1 SQISign using the Three-Point Ladder

SQISign is a quantum-resistant signature scheme introduced
in 2020 by [De Feo ef al., 2020] that requires the calcula-
tion of isogenies between elliptic curves. Recently, it quali-
fied to the second round of the [NIST, 2024] project called
“Post-Quantum Cryptography: Additional Digital Signature
Schemes”. Among the contenders, SQISign’s keys and sig-
natures are in the shorter size range; and conversely, it is
significantly slower to be used in practice. SQISign needs
more optimizations for reducing its execution time.

In [Faz-Hernandez and Lopez, 2024], we look for similari-
ties with SIDH that help to speed up SQISign. We applied
our three-point ladder algorithm to SQISign and investigated
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its impact on the latency of signature operations. In this sig-
nature scheme, verifying a signature consists on validating
whether the challenge isogenies were computed honestly, and
to do so, several isogenies are performed by first calculating
their kernel. Like in SIDH, our three-point ladder algorithm
is directly applied to kernel calculation.

Using the SQISign’s accompanying reference implemen-
tation!, we measure the time taken to verify a signature for
the security parameters at Level 1. Timings are shown in
Table 4. From the experimental measurements, we observe
that signature verification gets 9 % faster just by replacing
the three-point ladder algorithm.

Table 4. Timings of SQISign verification at Level 1.

Three-point

[Jao and De Feo,  [Faz-Hernandez
Ladder 2011] tal., 2018]
Algorithm et
SQISign 6 6
Verification 20 x 10° cycles 18 x 10° cycles

A recent work by [Aardal ef al., 2024] presents state-of-
the-art techniques for SQISign implementation. Besides the
kernel calculation for isogenies, they employed our methods
in [Faz-Hernandez et al., 2018] for implementing fast field
arithmetic achieving significant savings. Another implemen-
tation of SQISign® performs P + k(@ invoking a function
for ko P + k1Q with kg = 1. In this case, our three-point
ladder algorithm can also be applied. SQISign is a promising
signature algorithm, however more investigation is needed
for reducing its execution time before it gets used in practice.

5.2 Hash to Curve using SIMD

A hash function H that maps bit strings to points on an el-
liptic curve E over a finite field F' is known as hashing to
curve. This function plays an important role in the random
oracle model when group-based cryptographic algorithms
are instantiated with elliptic curves. A general strategy for
constructing H is to compose a deterministic encoding with a
cryptographic hash function. [Brier et al., 2010] proved that

H(m) = f(ho(m)) + f(h1(m))

is indifferentiable whenever f is the Icart’s encoding, and hg
and h; are independent hash functions mapping to F'. Like
Icart’s, some other constructions have been proposed. Despite
these constructions having different parameters depending
on the elliptic curve and the underlying field, their execution
pattern is similar. The [RFC 9380] document presents state-
of-the-art hash functions for the most common elliptic curves
used in practice.

In [Faz-Hernandez and Lépez, 2020], we speed up the
execution of hashing to curve functions through SIMD paral-
lelism. Note that the internal operations of H can be split in
two sub-tasks: clearly, Py = f(ho(m)) and Py = f(h1(m))
are independent. Also, since the internal algorithms exhibit a

ISource code at: https://github.com/SQISign/sqisign/
2Source code at: https://github.com/SQISign/sqisign-ec23/
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regular execution pattern, both calculations can run in paral-
lel evenly. After the parallel stage is done, the final result is
aggregated. This processing is shown in Figure 8.

— me{0,1} ——

P=P+P

Hm)=PeEFE
Figure 8. Parallel hashing of m € {0,1}* to apoint P = H(m) € E.

To validate this approach, we implement a hash to curve
function H compatible with [RFC 9380] for the Edwards
curve used in Ed25519. An encoding f is usually represented
as algebraic rational functions over F, so f only requires
arithmetic operations in the field. For its implementation,
we make use of the two-way field operations implemented
with SIMD vector instructions to calculate two instances of
f simultaneously. Figure 9 shows how the speedup factor
varies as the message length increases. For short inputs, the
encoding dominates the computation limiting the speedup
factor to around 1.4x. For messages longer than 1 Kb, the
cost of message hashing starts to dominate the total cost of
H obtaining a speedup factor closer to 2 x (the ideal factor).
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Figure 9. Speedup factor of vectorized implementation of hash to curve
function for the Ed25519’s curve.

5.3 Faster HPKE Encryption with AVX512

We present novel results about the implementation of the
standard specification [RFC 9180] for hybrid public-key en-
cryption using the AVX512 vector instructions.

Secure communication is a central problem in cryptogra-
phy. Suppose Alice wants to send a message to Bob such
that only Bob can read it. Data encryption emerges as the
most natural solution for this problem. If only symmetric-key
cryptography is used, Alice and Bob must know a shared key
for encrypting (and decrypting) messages; however, Alice is
able to decrypt messages too, which unmet the initial require-
ment. On the other hand, using only public-key cryptography,
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Alice encrypts the message using Bob’s public key ensuring
that only Bob decrypts it. Unfortunately, public-key encryp-
tion algorithms are expensive and only short messages can
be encrypted. Therefore, a cryptosystem that addresses these
shortcomings is needed.

5.3.1 The HPKE Algorithm

Hybrid encryption is an approach that takes the best of both
worlds: it has a public-key component called key encapsula-
tion mechanism (KEM) (defining the KeyGen, Encap, Decap
algorithms), and a symmetric-key component called data en-
capsulation mechanism (DEM) (defining the Seal and Open
algorithms). Let A be the security parameter, Bob generates
his pair of keys as (pkpg, skp) g KeyGen(\). When Alice
wants to send a message pt to Bob, they proceed as follows.

Alice (pkB) Bob (pkB, SkB)

(k, ¢) < Encap(pkp)
ct + Seal(k,pt)
ct,c
k < Decap(skg, ¢)
pt < Open(k, ct)

A well-known hybrid encryption algorithm is the Diffie-
Hellman Integrated Encryption Scheme (DHIES, formerly
known as DHAES) introduced by [Bellare and Rogaway,
1997], and [Abdalla et al., 1999]. DHIES works on groups
and relies its security on the Gap Diffie-Hellman problem.
This same algorithm when instantiated with elliptic curves
is known as ECIES. In practice, several variants of ECIES
exist, however most of them are incompatible.

For interoperability reasons, [Barnes et al., 2022] proposed
a hybrid encryption algorithm called HPKE. It is based on
elliptic curves and is secure against chosen ciphertext attacks.
HPKE’s specification is the [RFC 9180] document published
by the Internet Research Task Force.

HPKE also allows Bob to authenticate messages sent by
Alice. To do so, Alice generates (pka, ska) <—g KeyGen(A),
which are used by the AuthEncap and AuthDecap functions.
Like Encap, AuthEncap takes as input Bob’s public key, as
well as Alice’s private key. AuthDecap guarantees that the
KEM shared secret was generated by Alice. Analogously,
AuthDecap is similar to Decap taking also Alice’s public
key as input, thus Bob is assured that the KEM shared secret
was generated by Alice. The authenticated version of HPKE
proceeds as follows.

Alice (pka, ska, pkp) Bob (pkp, skp,pka)

(k, ¢) « AuthEncap(pkp, ska)
ct + Seal(k,pt)
ct,c
k < AuthDecap(skp,c,pka)
pt < Open(k, ct)

HPKE constructs the KEM using modern Diffie-Hellman
functions such as X25519. The KeyGen algorithm is the
X25519’s key generation function. HPKE also uses an auxil-
iary key derivation function (KDF) that takes as input the key
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material and a context string for generating a symmetric key
k for DEM. [RFC 9180] provides the exact definition of all
HPKE operations, briefly shown in Algorithms 2, 3, 4, and 5.

Algorithm 2 Encap(pkp)

skp g {0,1}256

¢ < X25519.KeyGen(skg)

h < X25519.Shared(skg, pkg)
k < KDF(h,c || pkB)

return k,c

RANE S e

Algorithm 3 Decap(skp, ¢)
1: h + X25519.Shared(skp, ¢)
2: k < KDF(h,c || pkp)
3: return k

Algorithm 4 AuthEncap(pkp, ska)

skg g {O, 1}256

¢ < X25519.KeyGen(skg)

ho < X25519.Shared(skg, pkp)
hi < X25519.Shared(ska, pkp)
k < KDF(hg || h1,c || pkp || pka)
return k,c

AN AN

Algorithm 5 AuthDecap(skg, ¢, pka)

1: hg < X25519.Shared(skp, ¢)

2: hy + X25519.8hared(skp,pka)
3: k < KDF(ho || huc || pks || pka)
4: return k

5.3.2 Optimized AVX512 Implementation of HPKE

The performance-critical operation of HPKE is the execu-
tion of KEM. Each HPKE algorithm performs at least one
X25519 operation, and one additional X25519 operation if
sender’s authentication is required. In Section 4.1, we show
optimizations for X25519 that rely on AVX2 instructions and
are readily available for implementing the KEM functions.
Looking for more optimizations for HPKE, we note that
the encapsulation functions have independent X25519 com-
putations enabling their execution in parallel. Moreover, both
AuthEncap and AuthDecap calculate two X25519 shared
secrets over independent data. This is exactly the execution
pattern suitable for SIMD processing. Therefore, we im-
plement two-way parallel X25519 functions using AVX512
instructions by [Intel Corporation, 2018]. We employ the 512-
bit registers as two AVX2 parallel units of 256-bit registers.
Since the calculations in each unit are independent, there is
no need to move data between units avoiding slow operations
at all. We only move data at the beginning and at the end of
the function for loading and storing the keys. This paralleliza-
tion strategy also applies to the Encap function if we perform
X25519.KeyGen(z) equivalently as X25519 . Shared(z, 9).
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This parallel strategy can be generalized to other KEMs, such
as the X448 function and the Diffie-Hellman KEM based on
prime order curves.

We conduct a performance benchmark of our implementa-
tion and compare against OpenSSL (v3.2.2) and BoringSSL
(v0.20250114.0). We measure the latency of the KEM oper-
ations using X25519 and HKDF(SHA-256). Table 5 shows
the timings measured on a Tiger Lake micro-architecture.

Table 5. Timings of HPKE with X25519 and HKDF(SHA-256).
Entries are 10% clock cycles measured on Tiger Lake.

Auth
Encap

Auth
Decap

OpenSSL x64 302 168 431 312
BoringSSL  x64 264 155 405 296
x64 225 160 358 284
AVX2 209 142 325 251
AVX512 211 142 248 203

Code ISA  Encap Decap

This work

Speedup
AVX512 vs
BoringSSL

1.25x  1.09x 1.63x  1.45x

The measurements consistently show that the vectorized
AVX2 and AVX512 implementations outperform the non-
vectorized x64 implementations. In comparison to AVX2,
the AVXS512 implementation exhibits a better performance
for the authenticated operations validating our hypothesis.
Encap is faster in AVX2 because X25519 . KeyGen is calcu-
lated with a faster fixed-point scalar multiplication on the
Edwards curve, unlike the two-way X25519.Shared that
uses the Montgomery curve. Table 5 reports speedup factors
against BoringSSL as is faster than OpenSSL. The AVX512
implementation is 1.09x-1.25x faster than BoringSSL’s and
is 1.45x-1.63x faster for the authenticated mode.

In HPKE moving from the basic mode to the authenticated
mode incurs in overheads. For encapsulation, the sender
takes 1.42x more time using OpenSSL and 1.53x using
BoringSSL. The overheads are higher for decapsulation, the
receiver spends almost twice the time, 1.85x more time us-
ing OpenSSL and 1.90x using BoringSSL. In our AVX512
implementation, the overheads are lower only 1.17x for en-
capsulation and 1.42x for decapsulation.

HPKE significantly benefits from the use of vectorized im-
plementations. Using either AVX2 and AVX512, we reduce
the execution time of the KEM operations for the basic and
authenticated modes. Our implementations are available at
https://github.com/armfazh/hpke-simdium/.

6 Conclusion

Supported by the experimentation performed, we conclude
that the application of SIMD vector instructions reduces the
execution time of several cryptographic algorithms. We re-
mark that in order to get better performance algorithms must
be adapted accordingly. Some of these changes appear natu-
rally due to the SIMD parallel computing paradigm, however,
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others arose from the limitations of the instruction set used.

Our investigation provided optimizations and implemen-
tation techniques for accelerating cryptographic algorithms,
resulting in performance within the vanguard of speed capa-
bilities. The developed software implementations are readily
accessible for reproduction and future extension. Further-
more, the identified trade-offs and limitations in these devel-
opments may offer valuable insights for subsequent research.
We hope this work and the presented ideas motivate students
and researchers in their projects.
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