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Abstract. Federated learning (FL) enables the training of machine learning models on decentralized data, potentially

improving data privacy. However, the FL distributed architecture is vulnerable to poisoning attacks. In this paper,

we propose an FL method capable of mitigating these attacks through a triad of defense strategies: organizing clients

into groups, evaluating the local performance of global models during training, and using a voting scheme during the

inference phase. The proposed approach first divides the clients into randomly sampled groups, each generating

a distinct global model. Each client trains a local model on their private data and submits it to the central server.

The central server aggregates the local models within each group to generate the global models. Then, each client

receives all global models, selects the best performing one as their new local model, and the process repeats until

training is complete. During the inference phase, each client classifies its inputs according to a majority-based voting

scheme among the global models. Our experiments using the HAR and MNIST datasets demonstrate that our method

can effectively mitigate poisoning attacks without compromising the global model’s performance.
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1 Introduction

Traditional Machine Learning approaches require centraliz-

ing data on a single machine or datacenter. This data relating

to users and organizations may contain private information

that should not be shared, raising privacy concerns [Liu et al.,

2021]. Federated Learning (FL) allows participants to col-

laboratively train a shared model while ensuring that all data

remains stored locally on their devices, decoupling the ability

to do Machine Learning from the need to store all data in a

centralized server [Yang et al., 2019; McMahan and Ramage,

2017]. Compared to centralized learning, FL significantly

reduces server computation costs by outsourcing and paral-

lelizing the training process. FL also is a promising paradigm

to empower on-device intelligence and mitigate the privacy

and scalability issues in IoT systems [Witt et al., 2023].

In each iteration of a FL training scheme, the central server

sends the current global model to all clients. Then, these

clients train the global model using their private datasets and

upload the trained local model to the central server. After

receiving the local models of all clients, the central server

calculates the new global model by aggregating the local

models. The above steps will be repeated until the algorithm

converges. Sequentially, the clients use the learned global

model to make predictions for new inputs during the inference

phase [Zhang et al., 2021].

Despite its benefits, the Federated Learning (FL) paradigm

is vulnerable to Byzantine attacks, which represent a broad

class of adversarial behaviors in which malicious clients (also

known as Byzantine clients) act arbitrarily or deceitfully with

the intent to disrupt the collaborative training process [Wang

et al., 2022; Fang et al., 2020]. In the FL setting, such behav-

ior may include sending incorrect, inconsistent, or deliberately

manipulated models to the central server, thereby compro-

mising the integrity of the global model. Poisoning attacks

represent a particularly impactful and well-studied subclass

of Byzantine attacks. These can be categorized into two main

types: in data poisoning attacks, adversaries inject malicious

data into their local training datasets, while in model poison-

ing attacks, they directly tamper with the gradients or model

updates sent to the server [Tolpegin et al., 2020; Bouacida

and Mohapatra, 2021]. The result is a corrupted global model

with significantly reduced accuracy, undermining the sys-

tem’s performance on unseen inference data.

Robustness against Byzantine attacks, along with security

and privacy preservation, has been a central focus in FL re-

search. Exploring the field of Byzantine robust aggregation,

Xu et al. [2022] and Li et al. [2023] propose aggregation

techniques to identify suspicious local models and enhance

robustness. Another widely used method against poisoning

attacks is model analysis. Che et al. [2022] include a scoring

system to differentiate clients, an election strategy to select

representatives, and a selection strategy for committee forma-

tion, fostering a collaborative and secure training environment.

Also using a model analysis method, Jebreel et al. [2024] pro-

pose a fragmentation technique and, in addition, global and

local reputation vectors to select trustworthy clients. Zhang et

al. [2023], Cao et al. [2021], and Cao et al. [2022] organize

clients into subgroups to ensure a robust scenario against the

influence of malicious clients. Finally, Andreina et al. [2020]

use a method based on performance evaluation as a defense

strategy, exploring a unique characteristic of FL, the multiple

private datasets.

Our proposed approach combines three techniques to mit-
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igate poisoning attacks in FL: dividing clients into groups,

evaluating global model performance on local datasets, and

making inferences based on a voting scheme. Initially, the

central server randomly divides the clients into groups. After

the clients complete local training, they send their local mod-

els to the central server, which generates a global model for

each group. The global models are subsequently distributed

to all clients, ensuring that every participant in the Federated

Learning process receives all the global models generated by

the groups. Once the clients receive the global models, they

evaluate them using their own data and select the model with

the best predictive performance. This selected global model

becomes the client’s new local model. These steps are re-

peated until the training is completed. After the training phase,

the inference phase relies on a voting method. Given an input,

a client uses the global models to make predictions, and the

most frequent prediction is chosen as the final outcome for

that input.

The combination of these three techniques leverages their

strengths to address issues that arise when they are applied

individually. While each technique alone can reduce the

influence of corrupted local models to some extent, their

effectiveness decreases quickly as the number of malicious

clients increases. By integrating these three approaches, we

develop a model that is more resilient to a growing number

of malicious clients and can maintain training and test data

within the clients at all times.

The remainder of this paper is organized as follows. In

Section 2, we overview closely related work. In Section 3, we

present our proposed approach to mitigate attacks on FL. We

report on our experimental evaluation and results in Section

4. Finally, we conclude the paper in Section 5.

2 Related Work

In the FL field, robustness against Byzantine attacks and

preservation of security and privacy have been key focus ar-

eas. Various methods and frameworks have been proposed to

mitigate these threats and ensure the integrity of the globally

trained models. According to Xia et al. [2023], defense strate-

gies against poisoning attacks can be divided into three cate-

gories: 1) Model analysis, 2) Byzantine robust aggregation,

and 3) Verification-based methods. Model analysis methods

operate under the assumption that significant differences exist

between poisoned and benign models, and that these differ-

ences can be distinguished. In response, the Byzantine robust

aggregation strategy serves as a passive defense mechanism,

mitigating the impact of poisoning attacks by altering the

global model’s aggregation method. Complementing this,

the Verification-based defense strategy further strengthens

security by introducing a verification step, which prevents

attackers from forging data or models and complicates the

execution of attacks.

Within the category of Byzantine robust aggregation de-

fense, Xu et al. [2022] propose a filtering strategy based on

Truth Discovery aggregation, an unsupervised iterative tech-

nique that identifies and eliminates unreliable local updates.

Their approach, TDFL, demonstrates strong robustness even

in Byzantine-majority scenarios (>50% malicious clients),

effectively mitigating attacks without relying on a validation

set or reference model. However, the method does not ad-

dress incentive mechanisms for honest participation, which is

noted as a limitation to be explored in future work. Comple-

menting this category, Li et al. [2023] propose AutoGM, a

secure aggregation rule, variant of the Geometric Median that

adaptively excludes outliers and reweights updates based on

skewness thresholds. AutoGM can be applied in both tradi-

tional FL paradigms and Personalized FL paradigms, demon-

strating strong robustness against model and data poisoning

attacks. However, the approach depends on user-defined hy-

perparameters, which may require careful tuning to maintain

performance across varying conditions.

Expanding on this category, foundational methods such as

Krum, Median, and Trimmed Mean have played pivotal roles

in countering Byzantine threats. Blanchard et al. [2017] in-

troduced Krum, an aggregation rule that selects a local model

closest to the majority of other models, effectively filtering

out adversarial outliers. Yin et al. [2018] proposed both

Trimmed Mean and Median, each offering distinct strategies

to enhance robustness. Trimmed Mean aggregates model pa-

rameters independently, discarding a fixed proportion of the

highest and lowest values in each dimension, balancing com-

putational efficiency and resilience to adversaries. Median

computes the element-wise median of all updates, reducing

the influence of extreme values and providing strong defense

against malicious attacks. However, more recent studies have

shown that tailored attacks can be designed to exploit the

vulnerabilities of these aggregation rules, reducing their ef-

fectiveness in adversarial settings and highlighting the need

for more adaptive or context-aware defenses.

Moving towards a decentralized approach, Che et al.

[2022] explore the model analysis defense strategy, presenting

CMFL, a serverless FL framework that employs a committee

mechanism. In this framework, some clients are elected as

committee members responsible for monitoring the training

process and ensuring reliable aggregation of local gradients.

CMFL introduces a scoring system to evaluate clients, an

election strategy to select representatives, and multiple com-

mittee selection strategies tailored to different scenarios. The

framework achieves faster convergence and improved model

performance compared to traditional and Byzantine-tolerant

FL models. However, its robustness primarily relies on detect-

ing abnormal gradients, and it remains vulnerable to targeted

attacks such as backdoor poisoning, which highlighs the need

for more advanced election and selection mechanisms with

formal guarantees under such conditions.

Continuing with the model analysis strategy, aimed at en-

hancing security and privacy, Jebreel et al. [2024] propose

a novel lightweight protocol that enables participants to pri-

vately exchange and mix random fragments of their model

updates before submission to the server. This design preserves

the coordinate positions of parameters, allowing accurate ag-

gregation while preventing the server from reconstructing

original updates or linking them to specific users. The ap-

proach is reinforced by a reputation-based mechanism, where

both global and local reputations guide participant selection

and update weighting, improving resilience against adver-

sarial behavior. However, the framework has not yet been

evaluated under backdoor attacks or non-iid data scenarios,
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which can be critical challenges in practical federated learning

deployments.

Another widely used defense strategy in recent years in-

volves the possible groupings of clients. In this context,

Zhang et al. [2023] organize clients into subgroups with

a hierarchical k-ary tree structure, using random partitioning

and partial parameter disclosure to limit attacker influence.

They propose SAFELearning, a secure aggregation proto-

col that detects backdoor and model-poisoning attacks even

over encrypted updates, while preserving model privacy. The

protocol also improves scalability in computation and com-

munication.

Cao et al. [2021] propose an ensemble Federated Learning

approach that uses majority voting among multiple global

models trained on subsets of clients, also employing the de-

fense strategy based on dividing clients into groups. This

method ensures robustness when the majority of clients are

honest, even in the presence of a limited number of mali-

cious clients. Their approach achieves certified accuracy of

88% on MNIST when 20 out of 1,000 clients are malicious.

Similarly, Cao et al. [2022] extend the method by grouping

clients into probabilistic or deterministic subgroups, with each

global model trained on a subgroup. Their final aggregation

combines predictions from all models, enhancing robustness

against malicious influence. The proposed FLCert framework

provides provable security against poisoning attacks by using

ensemble models from client groups, ensuring that the major-

ity vote remains unaffected by malicious clients. However,

a limitation of this work is that it does not incorporate prior

knowledge about the learning task or the base FL algorithm

when deriving certified security levels, which may affect its

generalizability to diverse scenarios.

Finally, Andreina et al. [2020] propose a defense strategy

that leverages a unique characteristic of FL (clients’ access

to private datasets) to detect backdoor attacks through per-

formance evaluation.The authors propose BaFFLe, utilizing

validation clients to detect if the global model update has been

compromised by poisoning attacks, and discarding such up-

dates when necessary. The results obtained from BaFFLe can

achieve a detection accuracy of 100% with a false-positive

rate below 5%, on both CIFAR-10 and FEMNIST datasets,

even with small validation sets or when activated late in train-

ing. The defense remains compatible with secure aggregation

protocols and requires minimal changes to existing FL setups.

However, the method’s effectiveness relies on the assumption

that validation clients behave honestly and consistently hold

representative data, which may not always apply in practice.

The proposed approach combines three defense techniques

against poisoning attacks. Similarly to what Cao et al. [2021]

and Cao et al. [2022] propose, the first step of our approach

is a probabilistic grouping division. The next technique we

used for attack mitigation is model performance evaluation.

Andreina et al. [2020] propose a strategy where clients’ pri-

vate datasets are used to verify if an attack has compromised

the global model. In our approach, each client receives the

global models and uses their private dataset to evaluate these

models. After the evaluation, each client selects the global

model with the best predictive performance to be their new

local model. Finally, this work uses a voting strategy for in-

ference, similar to the ensemble Federated Learning used by

Cao et al. [2021] and Cao et al. [2022]. During the final step

of our approach, each client receives the global models and

uses majority voting among them to predict the labels. The

objective of combining these three strategies is to enhance the

model’s resilience against an increasing number of malicious

clients, addressing the challenge that other methods face when

dealing with large proportions of compromised clients. Table

1 compares the reviewed studies and the proposed approach.

3 Proposed Approach

Unlike traditional FL models, our proposed method begins

with the random grouping of n clients into N groups of k
clients each. The purpose of sampling the clients into groups

is that, as long as we do not have a vast majority of malicious

clients, we still have a high chance of retaining uncompro-

mised groups. When most clients are benign, the influence

of malicious clients is reduced, as a malicious client can only

affect the groups to which it belongs. It is also important to

highlight that the random division of groups is done in a way

that a client can belong to more than one group. Each client is

assigned to each group independently with probability p = k
n  ,

the probability of a client belonging to more than one group is

given in Equation 1. Accordingly, when a client is assigned

to multiple groups, its local model update is aggregated into

the global model of each group to which it belongs. Figure

1 shows the division of 5 clients (n = 5) into 3 groups (N =

3), with each group containing 2 clients (k = 2). Randomly,

clients 1 and 4 were assigned to group 1, clients 3 and 5 to

group 2, and finally, clients 2 and 4 to group 3.

P (X ≥ 2) = 1− (1− p)N −N p (1− p)N−1 (1)

Once the groups are defined, the training is initiated. The

central server sends a learning model to all clients, with this

initial model having automatic weights that follow a uniform

distribution, which will be updated over the training process.

After receiving the model, the clients update it using their

local data, thus generating n local models. Then, the clients

send their local models to the central server.

The central server uses the groups defined earlier to aggre-

gate the local models. Each one of the N groups generates a

global model GMi, which is the result from the aggregation

of the local models of the clients belonging to that group.

Thus, we will have GM1, GM2, GM3, ..., GMN . This pro-

cess can be observed in Figure 2 and detailed in Algorithm

1. Aggregation is an important step in FL systems. Our ap-

proach makes it possible to choose any aggregation method,

as this does not affect the functioning of our method. After

the global models are computed, the central server sends them

to each client, a step that can be seen in Figure 3.
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Table 1. Comparison among the reviewed approaches based on their reliance on client grouping strategies, whether the central server allows

different types of aggregation, and the use of client feedback for evaluating model performance. It also lists the types of attacks simulated in

each study.

Related work
Uses

grouping

Allows

different

aggregations

Uses client

feedback

Simulated

Attacks

Xu et al. [2022] × × ×

Label-Flipping,

Arbitrary

Model, Krum,

Trim and

Backdoor

Li et al. [2023] × × × Label-Flipping

and Gaussian

Che et al. [2022] × X X
Malicious

Gradients

Jebreel et al. [2024] X × X
Label-Flipping

and Gaussian

Andreina et al. [2020] × × X Label-Flipping

Zhang et al. [2023] X × ×
Label-Flipping

and Adaptive

Semantic

Cao et al. [2021] X X × Malicious

Gradients

Cao et al. [2022] X X ×
Label-Flipping,

Same-Value,

Krum and Trim

Our Approach X X X

Label-Flipping,

Same-Value,

Gaussian-Noise

and Gradient-

Scaling
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Figure 1. Example of the group division process with n = 5, N = 3 and

k = 2.

Algorithm 1 Group-based aggregation of local models by the

central server

Input:

- local_models: List of models, where the i-th entry

corresponds to client i
- groups: List of groups, each containing indices of

participating clients

Output:

- global_models: List of global models, one per group

Server executes:

1: global_models← [ ]

2: for each group in groups do

3: group_models← [ ]

4: for each client_index in group do

5: model← local_models[client_index]

6: append model to group_models

7: end for

8: Compute aggregated_model from group_models us-

ing chosen aggregation method (e.g., FedAvg)

9: Append aggregated_model to global_models

10: end for

11: return global_models

Sequentially, the proposed approach carries out a per-

formance evaluation step, which aims to improve the

whole system performance using clients’ private datasets

D1, D2, ..., Dn. Once the clients receive all the global mod-

els, they use their private validation datasets Di to evaluate the

global models GM1, GM2, ..., GMN . Then, each client com-

putes the F1-score for each global model based on their own

data, using the counts of true positives (TP), false positives

(FP) and false negatives (FN) extracted from the confusion

Figure 2. First and second steps of our proposal, where we can visualize the

clients training a local model with their private dataset and the central server

aggregating the local models into the global models according to the group

division.

Figure 3. Third step of our approach, where each client receives all previ-

ously calculated global models.
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matrix, as defined in Equation 2. The F1-score is a global met-

ric for evaluating predictive performance, particularly useful

in scenarios with class imbalance. Next, each client selects

the global model that achieved the highest F1-score in the

evaluation process and this global model becomes the new

local model for that client, as shown in Figure 4 and outlined

in Algorithm 2.

Global models produced by compromised groups are ex-

pected to perform worse in terms of F1-score, since they

were affected by poisoned models. This expectation is based

on the nature of the poisoning attacks evaluated in our ex-

periments, which are specifically designed to degrade model

performance. As a result, clients tend to discard these compro-

mised models during evaluation. By systematically avoiding

underperforming global models during the performance eval-

uation process, the influence of poisoned models is gradually

reduced over successive training rounds, as they are less likely

to be chosen and propagated. This dynamic acts as a filter-

ing mechanism that helps suppress the long-term impact of

adversarial behavior, contributing to the disappearance of poi-

soning effects on the global model. Furthermore, this solution

allows us to use the clients’ private datasets to guide model

selection, without compromising data privacy.

F1 = 2 TP

2 TP + FP + FN
(2)

Algorithm 2 Performance evaluation and selection of the best

global model by the client

Input:

- global_models: List of global models, one per group

- validation_data: Client’s private validation dataset

Output:

- selected_model: Global model with the highest F1-

score

Client executes:

1: best_f1←−∞
2: selected_model← None

3: for each model in global_models do

4: f1← EvaluateF1(model, validation_data)

5: if f1 > best_f1 then

6: best_f1← f1

7: selected_model← model

8: end if

9: end for

10: return selected_model

The steps described above are repeated until the end of the

training. When the training is completed, we move to the

inference phase, which relies on a voting method. Similarly

to the previous steps, the clients’ local models are aggregated

according to the initially defined groups. Shortly after, the

global models are sent to all clients. Once the clients have re-

ceived all the global models, they start the voting step, where

each client makes inferences with their own data. During

the inference phase, the N global models are used to predict

labels for inputs. Specifically, given a test input x, the client

uses each global model to predict its label. After that, the

client calculates the frequency of all predicted labels, which

Figure 4. Fourth, fifth and sixth steps of our approach, where each client

evaluates the received global models and selects the best of them to become

their new local model.

is the number of global models that predict a certain label for

x. Thus, the client takes a majority vote among the N global

models to predict the label for the input x. The label with

the highest number of predictions is the resulting label. A

detailed step-by-step description of this process is provided in

Algorithm 3, complementing the illustration in Figure 5. The

aim of this step is to ensure that the resulting label from the

majority vote among the N global models remains unaffected

by a limited number of malicious clients. When there are

ties, i.e., multiple labels have the same highest frequency, the

client randomly selects one of the tied labels.

Algorithm 3 Inference using majority voting over global

models

Input:

- global_models: List of global models, one per group

- x: Test input

Output:

- final_label: Predicted label for x via majority voting

Client executes:

1: Initialize label_votes as an empty map (label→ count)

2: for each model in global_models do

3: label← model.predict(x)

4: Increment count for label in label_votes

5: end for

6: Identify label(s) with the maximum vote count

7: if there is a tie among top labels then

8: final_label← randomly select one of the tied labels

9: else

10: final_label← label with the highest vote

11: end if

12: return final_label

3.1 Dealing with Malicious Selections

During the performance evaluation phase of our method, each

client assesses the global models GM1, GM2, . . . , GMN us-
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Figure 5. Seventh, eighth and ninth steps of our approach, where each client

makes inferences for their test data taking into account the majority vote

among global models.

ing its private validation dataset and selects the one with the

highest F1-score as its new local model. A malicious client,

however, may attempt to compromise the system by selecting

the worst-performing global model, i.e., the one with the low-

est F1-score, instead of the best, to degrade overall system

performance.

Despite this threat, the system demonstrates resilience to

such adversarial behavior as long as the number of malicious

clients m remains less than half of the total number of clients

n, i.e., m < n
2 .

This resilience stems from the majority voting mechanism

used during inference. Each client uses all N global models

to predict the label of a test input x, and the final output label

is determined by majority vote over the predictions from

these models. Even if some global models are influenced

by malicious clients during training, they are likely to be

outvoted if most global models were selected and trained by

benign clients who based their choices on accurate model

evaluations.

This approach aligns with principles from Byzantine Fault

Tolerance (BFT) theory, where systems that rely on majority

consensus can tolerate up to m < n
2 malicious participants

without compromising correctness [Marcozzi and Mostarda,

2024]. While classical BFT requires m < 2
3 for full consen-

sus (as in blockchain or secure databases), systems based on

simple majority voting can remain correct as long as fewer

than 50% of participants are malicious. Empirical results

supporting this claim are presented in Section 4.2.4. The

experiments show that model performance remains stable

until approximately 50% of the clients are malicious. When

this threshold is exceeded, a significant drop in accuracy and

F1-score is observed, confirming the expected breakdown

point.

4 Evaluation and Results

This section presents the evaluation of our proposed approach

through a series of experiments. The experiments were de-

signed to reflect practical FL scenarios, incorporating various

attack strategies to thoroughly evaluate the effectiveness and

resilience of the proposed method. We provide details on

the experimental setup, including datasets, FL configuration,

and the adversarial strategies applied. Following that, we

present and analyze the results across different perspectives,

comparing our method with a baseline and existing defense

techniques.

4.1 Experimental Setup

Datasets: We utilize the MNIST and Human Activity Recog-

nition Using Smartphones (HAR) datasets. Next, more details

about them are presented:

• MNIST: The MNIST dataset [Deng, 2012] is a widely

used dataset in machine learning, comprising 70,000

grayscale images of handwritten digits (0-9), each sized

28×28 pixels. Given its popularity for training machine

learning models, we employed it to simulate FL sce-

narios. Our experiments were conducted with 30 and
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50 clients. Initially, the dataset was split into training,

validation, and test sets, with 50,000 samples for train-

ing, 10,000 for validation, and 10,000 for testing. In our

federated environment, these subsets were evenly dis-

tributed among the clients, simulating each client having

its own private dataset.

• HAR: The Human Activity Recognition Using Smart-

phones (HAR) dataset [Reyes-Ortiz et al., 2012] was

created from recordings of daily activities performed

by individuals carrying a smartphone on their waist,

which was equipped with inertial sensors. The exper-

iments involved 30 volunteers aged 19 to 48, each

performing six activities corresponding to the six labels

in the dataset (WALKING, WALKING_UPSTAIRS,

WALKING_DOWNSTAIRS, SITTING, STANDING,

LAYING). The dataset includes 561 features and 10,299

instances. The HAR dataset is naturally federated for 30

clients, since the data for each volunteer can be easily

converted to the private dataset for a client. For this

reason, HAR clients do not have the same number of

samples (since the volunteers did not produce the same

amount of samples). Therefore, the first step was to

partition the dataset into private datasets for the clients,

followed by splitting these private datasets into training,

validation, and test sets based on percentages: 70% for

training, 10% for validation, and 20% for testing.

FL setup: For the MNIST dataset, experiments were con-

ducted with two variations in the number of clients: n = 30
and n = 50. For the 30-client scenario, one variation of N
were tested: N = 15. In the 50-client variation, three varia-

tions of N were also tested: N = 15, N = 25, and N = 35.

For the HAR dataset, experiments were conducted with 30

clients, as the dataset is naturally federated for 30 clients.

Three variations of N were tested: N = 9, N = 15, and

N = 21. Regarding the number of clients per group, values

closely aligned with those reported in the literature were se-

lected. Thus, the scenarios mentioned above were tested with

3 and 5 clients per group (k = 3 and k = 5). The aggregation

method chosen was FedAvg, which calculates the average of

local models. This method was selected for its performance,

efficiency, and scalability potential. Additionally, compared

to other aggregation methods like Krum, Trimmed Mean, and

Median, FedAvg has reduced operational costs.

Model Architectures and Parameter Settings: For the

MNIST dataset, we used a Convolutional Neural Network

(CNN) architecture proposed by Cao et al. [2021]. Key

parameters included a batch size of 32, a learning rate of

0.001, and Stochastic Gradient Descent as the optimizer.

The number of epochs was set to 100, with 10 global

iterations. For the HAR dataset, we employed a Deep Neural

Network (DNN) with two fully connected hidden layers,

each containing 256 neurons and using ReLU activation

functions, an architecture proposed by Cao et al. [2021].

The parameters for this model included a batch size of 64, a

learning rate of 0.001, and Stochastic Gradient Descent as

the optimizer. The number of epochs and global iterations

were 200 and 20, respectively.

Attacks: We chose four poisoning attacks with distinct

strategies, one targeting the data (Label-Flipping Attack), and

the others targeting the model (Same-Value Attack, Gaussian-

Noise Attack and Gradient-Scaling Attack). Although the

Same-Value Attack is a highly impactful method due to its

ability to completely nullify the functionality of the model, it

is also relatively easy to detect due to its extreme and uniform

nature. To ensure a more complete evaluation, we included

additional attacks, such as the Gaussian-Noise Attack and the

Gradient-Scaling Attack. These methods are subtler, making

detection more challenging and better reflecting real-world

scenarios where adversaries often employ sophisticated strate-

gies to evade detection.

• Label-Flipping Attack: The training data is targeted

by altering the labels of specific samples, as reported in

Xu et al. [2022]; Li et al. [2023]; Jebreel et al. [2024];

Andreina et al. [2020]; Zhang et al. [2023]; Cao et al.

[2022]. The objective is to induce a local model trained

with incorrectly labeled data. For the MNIST dataset,

malicious clients relabeled all their labels as “0”, while

for the HAR dataset, labels were changed to “WALK-

ING”.

• Same-Value Attack: The learning model is compro-

mised by setting all its parameters to a single value (as

described in Cao et al. [2022]), zero in our case. This

strategy nullifies the model’s ability to learn and make

accurate predictions. In our scenario, the attack is exe-

cuted by a malicious client when sending its local model

to the central server.

• Gaussian-Noise Attack: Gaussian noise is introduced

into the model updates by adding random perturbations

to the model parameters. This noise is generated by sam-

pling from a standard Gaussian distribution, which has

a mean (µ) of 0 and a standard deviation (σ) of 1. The

generated noise is then added directly to the existing pa-

rameters of the model, based on the method described in

Jebreel et al. [2024]. This disruption prevents the model

from converging properly, thus hindering the learning

process and making it harder for the model to achieve

accurate predictions.

• Gradient-Scaling Attack: Malicious clients scale their

local gradients to manipulate the learning model. Each

gradient element is multiplied by a random value λ ∈
[a, 1), where a is a constant determining the attack’s

intensity. In this experiment, a is set to 0.5, ensuring

the gradients remain within a controlled range while

amplifying the attack’s impact, as detailed in Che et al.

[2022].

4.2 Results

In this section, we present the results of experiments on the

approach proposed in Section 3. In our method, inference is

performed on each client’s device, and each client generates

their own performance metrics. However, for visualization

and comparative purposes, we report an overall F1-score

computed across all clients. It is important to clarify that

we calculated the global F1-score by first summing the true

positives (TP), false positives (FP), and false negatives (FN)
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from all clients, and then applying the standard F1-score

formula, as shown in Equation (2). This corresponds to the

micro-averaged F1-score [Takahashi et al., 2022]. We chose

the F1-score as it balances precision and recall in a single

metric. Precision measures the proportion of correct positive

predictions among all positive predictions made, while recall

measures the proportion of correct positive predictions among

all actual positive instances.

We then evaluate our approach against the following at-

tacks: Label-Flipping, Same-Value, Gaussian-Noise, and

Gradient-Scaling. Our method successfully mitigates label al-

terations in the Label-Flipping attack and reduces the impact

of the Same-Value attack, maintaining model functionality.

It also handles more subtle attacks like Gaussian-Noise and

Gradient-Scaling, preventing major disruptions to the train-

ing process. These results demonstrate the robustness of our

solution in ensuring model accuracy and reliability.

4.2.1 Our Approach vs. Single-global-model FedAvg

To assess the effectiveness of our defense strategies, we im-

plemented an FL setup based on the FedAvg aggregation

algorithm without any defense mechanism, referred to as

the ‘Single-global-model FedAvg’’ or “defense-less” method.

This setup enables us to evaluate whether our defense strate-

gies improve the system’s resilience to poisoning attacks un-

der various attack types, different client configurations, and

group setups. Figures 6, 7, 8, 9, and 10 present a comparison

between the proposed approach and the Single-global-model

FedAvg method. In all figures, it is clear that our strategy

outperforms the defense-less approach.

For the MNIST dataset, Figure 6 shows a significant dif-

ference between the proposed approach and the defense-

less method for the Label-Flipping and Same-Value attacks.

While the defense-less method experiences a performance

drop below 0.8 with more than 20% of malicious clients, the

proposed approach maintains an F1-score above 0.8 even with

90% of malicious clients. In Figure 8, for the Gaussian-Noise

attack, the defense-less method shows a performance decay to

approximately 0.6 from the start, with only 10% of malicious

clients, whereas the proposed approach keeps an F1-score

of 0.9 even with up to 70% of malicious clients. For the

Gradient-Scaling attack, the defense-less method manages to

maintain an F1-score above 0.8 with up to 50% of malicious

clients but is outperformed by the proposed approach, which

sustains an F1-score above 0.9 even with 90% of malicious

clients.

For the HAR dataset, Figure 7 demonstrates that for the

Label-Flipping attack, our approach achieves the same met-

rics as the defense-less method but with approximately 20%

to 33% more malicious clients. For the Same-Value attack,

the defense-less method quickly deteriorates, maintaining an

F1-score above 0.8 only for 10% of malicious clients. In

contrast, our approach maintains an F1-score above 0.8 with

up to 50% malicious clients, declining slowly thereafter. In

Figure 9, for the Gaussian-Noise attack, we observe that our

approach outperforms the defense-less method, maintaining

the same metrics but with 20% to 55% more malicious clients.

Similarly, for the Gradient-Scaling attack, our method main-

tains the same metrics but with 10% to 53% more malicious

clients.

In this work, there are three important variables, n (number

of clients), N (number of groups), and k (number of clients

per group), whose values vary throughout the study. Next,

we will analyze the impact of each variable.

In Figures 6 and 7, we can observe the impact of varying k.

Figure 6, which corresponds to the MNIST dataset, shows the

results for k = 3 and k = 5 (values chosen based on those

commonly used in the literature) under the Label-Flipping

and Same-Value attacks. In these results, the variation of k
was barely noticeable. Similarly, Figure 7, corresponding

to the HAR dataset, demonstrates a greater variation in the

results, where a smaller value of k (k = 3) achieved superior

performance. The improved results for a smaller k can be at-

tributed to two factors: the lower number of clients per group

reduces the likelihood of a malicious client compromising

that group, and the HAR dataset is more heterogeneous than

the MNIST dataset, which means that malicious clients can

have a greater impact.

Regarding the impact of varying the number of groups

(N ), we can conclude that there is no significant difference

in mitigation capacity across all attack types for both MNIST

and HAR datasets. This trend is evident in Figures 6, 7, 8,

and 9, where performance consistently starts to decline at the

same point regardless of the value of N . However, for the

HAR dataset under the Gaussian-Noise attack, it is possible

to observe a difference in performance between N = 9 and

N = 15 or N = 21, which appears to be an exception to

this general trend. Overall, this observation indicates that

we can opt for the smallest N , as it reduces the number of

groups and the associated global models, thereby lowering

the computational cost without compromising performance.

In Figures 6a, 8a, and 10, we utilized the same dataset

(MNIST) and the same number of groups (N = 15) while

varying the number of clients. Figures 6 and 8 correspond

to n = 50, whereas Figure 10 represents n = 30. This

allows us to observe the impact of changing the number of

clients on the results. We can observe a slight difference in

mitigation capacity. For 30 clients, depending on the attack,

performance started to decline earlier.

Aside from the numerical results, we can highlight the

architectural aspects that explain the superior performance of

the proposed approach over the defense-less method. First,

the use of multiple global models assigned to different groups

reduces reliance on a single centralized aggregation, thereby

mitigating the impact of compromised data or malicious client

behavior. This decentralized structure dilutes the influence of

poisoning attacks across several aggregators, making it more

difficult for adversarial contributions to dominate the final

model. Additionally, grouping clients leverages the natural

variability of local data, which proves particularly beneficial

in heterogeneous scenarios, such as the HAR dataset.

4.2.2 Separated Defenses

As previously mentioned, our approach combines three de-

fense strategies. In this subsection, we assess the individual

effectiveness of each strategy to better understand their contri-

butions to the overall defense mechanism. By testing separate

configurations, we aim to highlight that although each strategy
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Figure 6. Comparison of the Single-global-model FedAvg approach with the proposed approach using the MNIST dataset, with n = 50, N varying between

15, 25, and 35, and k varying between 3 and 5, for Label-Flipping and Same-Value attacks.

can offer some level of resilience against poisoning attacks,

they are significantly more effective when combined.

We examine two feasible combinations: one that pairs

group division with the evaluation of global model perfor-

mance, and another that combines group division with a

voting-based inference method. These are the only viable con-

figurations for individual assessment, as both the evaluation

mechanism and the voting process depend on the existence

of client groups to operate effectively. Without group divi-

sion, their logic cannot be meaningfully applied. At the same

time, group division alone does not provide robust defense

against adversarial clients, as it lacks mechanisms to detect

or mitigate malicious behavior.

In the first variation (defenses 1 and 2), the final voting

step is excluded. The n clients are first divided into N groups,

with each group consisting of k clients. Once the groups are

defined, local training begins. Afterward, the clients send

their local models to the central server, which aggregates them

based on the predefined groups. Following this aggregation,

clients receive all the aggregated global models and evaluate

their performance using private validation datasets. Each

client selects the global model with the highest F1-score as

their new local model. This process is repeated iteratively

until the training concludes.

The second variation (defenses 1 and 3) follows a similar

initial process. The n clients are first divided into N groups,

with each group consisting of k clients, and local training is

initiated. After training, clients send their local models to

the central server, which aggregates the models based on the

predefined groups. Each client then receives the global model

from the group they belong to (or randomly selected from the

groups they participate in, if they are part of multiple groups).

This iterative process continues until the training is complete.

Once training finishes, the inference phase begins, relying on

the previously described voting method.

In Figure 11, we present the results obtained using the

MNIST dataset. Across all tested attacks, the proposed ap-

proach outperformed methods that rely on only two out of

the three defenses. Notably, for three of these attacks (Label-

Flipping, Same-Value, and Gradient-Scaling), the F1-score

remained above 0.82 even with 90% of the clients being ma-

licious. For the other tested attack (Gaussian-Noise), the

F1-score exceeded 0.85 even with 70% of the clients being

malicious.

In Figure 12, we show the results for the HAR dataset. Sim-

ilar to MNIST, the proposed approach consistently outper-

formed techniques that utilize only two of the three defenses

across all attacks. Particularly noteworthy is the Gradient-
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Figure 7. Comparison of the Single-global-model FedAvg approach with the proposed approach using the HAR dataset, with n = 30, N varying between 9,

15, and 21, and k varying between 3 and 5, for Label-Flipping and Same-Value attacks.

Scaling attack, where the F1-score remained above 0.8 even

with 90% of the clients being malicious.

A deeper analysis shows that combining the three defense

strategies is essential for providing stronger protection against

poisoning attacks. Group division alone is insufficient, as

it only separates client data without addressing adversarial

behavior. The global model performance evaluation (de-

fense 2) serves as a filter, enabling clients to choose the best-

performing model and enhancing the final model’s robustness.

The voting mechanism (defense 3) further strengthens the de-

fense by enabling collective decision-making, minimizing the

impact of adversarial data. In conclusion, the integration of

these strategies creates a robust and adaptable defense system,

significantly improving resilience against various poisoning

attacks.

4.2.3 Our Approach vs. Other Existing Defenses

In this subsection, we compare the proposed defense strat-

egy with well-established defense methods, namely Krum,

Trimmed Mean, and Median. These methods represent some

of the most widely used techniques in federated learning to

address adversarial threats. By analyzing the performance of

these methods across different experimental conditions, we

can gain insights into the relative strengths and limitations of

each defense technique. Furthermore, this comparison helps

to highlight the unique advantages of our approach, especially

in scenarios where traditional defenses may fall short.

In Figure 13, we present the results obtained using the

MNIST dataset. Across all tested attacks, the proposed ap-

proach outperformed other existing defenses. For the Label-

Flipping and Same-Value attacks, there is a significant differ-

ence, where our approach maintains an F1-score above 0.8

even with 90% of the clients being malicious, while other

approaches achieve the same F1-score for at most 20% of

malicious clients. On the other hand, the Gaussian-Noise and

Gradient-Scaling attacks are more subtle, leading to defense

strategies producing more similar results, with our approach

performing marginally better.

In Figure 14, we show the results for the HAR dataset. Sim-

ilar to MNIST, the proposed approach performed better than

other existing defenses. For the Label-Flipping, Gaussian-

Noise, and Gradient-Scaling attacks, our approach achieved

an F1-score above 0.8, even with approximately 20% more

malicious clients compared to other defenses. For the Same-

Value attack, our approach maintained an F1-score above 0.7

even with 90% of the clients being malicious, while other

defense strategies achieved the same F1-score with only about

20% of malicious clients.

While methods like Krum, Trimmed Mean, and Median
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Figure 8. Comparison of the Single-global-model FedAvg approach with the proposed approach using the MNIST dataset, with n = 50, N varying between

15, 25, and 35, and k = 3 for Gaussian-Noise and Gradient-Scaling attacks.

rely primarily on model aggregation, our approach benefits

from group division, global model evaluation, and voting,

which help dilute the influence of malicious clients. This

results in superior performance, especially for attacks like

Label-Flipping and Same-Value, where our approach main-

tains high F1-scores even with a large percentage of malicious

clients.

4.2.4 Dealing with Malicious Selections

As mentioned in Subsection 3.1, during the performance eval-

uation phase of our method, a malicious client may attempt

to compromise the system by selecting the worst-performing

global model, i.e., the one with the lowest F1-score, instead of

the best, in an effort to degrade overall system performance.

In Figure 15, the curve labeled “Malicious Selections” repre-

sents exactly this adversarial scenario: our proposed method

is still being used, but the malicious clients intentionally mis-

report their evaluations to favor the worst model. Despite

this, we observe that our approach remains superior to the

Single-global-model FedAvg approach throughout the exper-

iment. Furthermore, the results indicate that model perfor-

mance remains stable even with malicious votes, up until

approximately 50% of the clients are malicious.

5 Conclusion

In this article, we proposed an FL system combining three dif-

ferent techniques to mitigate poisoning attacks. Our approach

divides the clients into randomly sampled groups, evaluates

the global model’s performance using the client’s private

datasets, and, during its final step, uses a majority voting

scheme to predict the labels. We assessed the effectiveness of

our proposal against four different attacks, three targeting the

model and one targeting the data, to ensure a more compre-

hensive evaluation of the robustness against poisoning. Our

solution proved robust in all scenarios, showcasing its ability

to protect against threats. All results obtained demonstrated

improvements over a basic FL approach without defenses.

Moreover, we highlighted the strength of our method through

the combination of these techniques, as isolating and testing

them individually showed that the full potential is realized

only when they are combined. This was further demonstrated

by the superior performance of our approach compared to

existing defense methods, such as Krum, Trimmed Mean, and

Median, in all tested scenarios.

Despite its robustness against malicious clients, the pro-

posed approach has limitations. The method introduces ad-

ditional complexity that can be justified by the improved
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Figure 9. Comparison of the Single-global-model FedAvg approach with the proposed approach using the HAR dataset, with n = 30, N varying between 9,

15, and 21, and k = 3 for Gaussian-Noise and Gradient-Scaling attacks.

Figure 10. Comparison of the Single-global-model FedAvg approach with

the proposed approach using the MNIST dataset, with n = 30, N = 15
and k = 3, for Label-Flipping, Same-Value, Gaussian-Noise and Gradient-

Scaling attacks.

resilience of the system. In addition, the proposed approach

does not distinguish between model degradation from poor

data and malicious behavior, which could result in the ex-

clusion of benign contributions. Moreover, strategically dis-

tributed malicious clients can still influence multiple global

models, reducing the system’s ability to filter out poisoned

models.

Declarations

Authors’ Contributions

Conceptualization, BOM and BBZ; Data curation, BOM; Formal

analysis, BOM; Investigation, BOM; Methodology, BOM and BBZ;

Project administration, BBZ; Software, BOM; Resources, BOM and

BBZ; Supervision, BBZ; Validation, BOM and BBZ; Visualization,

BOM; Writing – original draft, BOM; Writing – review & editing,

BOM and BBZ; All authors read and approved the final manuscript.

Competing interests

The authors declare that they have no competing interests.



A Triad of Defenses to Mitigate Poisoning Attacks in Federated Learning Mazetto and Zarpelão 2026

Figure 11. Comparison of the proposed approach with two variations, each

isolating different defense combinations, using the MNIST dataset with n =
50, N = 15, and k = 3, for Label-Flipping, Same-Value, Gaussian-Noise,

and Gradient-Scaling attacks. This comparison evaluates the performance of

Defenses 1 and 2, and Defenses 1 and 3, separately.

Figure 12. Comparison of the proposed approach with two variations, each

isolating different defense combinations, using the HAR dataset with n = 30,

N = 9, and k = 3, for Label-Flipping, Same-Value, Gaussian-Noise, and

Gradient-Scaling attacks. This comparison evaluates the performance of

Defenses 1 and 2, and Defenses 1 and 3, separately.

Figure 13. Comparison of the proposed approach with Krum, Trimmed

Mean, and Median, using the MNIST dataset with n = 50, N = 15, and

k = 3, for Label-Flipping, Same-Value, Gaussian-Noise, and Gradient-

Scaling attacks.

Figure 14. Comparison of the proposed approach with Krum, Trimmed

Mean, and Median, using the HAR dataset with n = 30, N = 9, and

k = 3, for Label-Flipping, Same-Value, Gaussian-Noise, and Gradient-

Scaling attacks.
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Figure 15. Analysis of the impact of clients issuing malicious votes using

the MNIST dataset with n = 50, N = 25 and k = 3.
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