
Journal of the Brazilian Computer Society, 2026, 32:1, doi: 10.5753/jbcs.2026.5565

� This work is licensed under a Creative Commons Attribution 4.0 International License.

Partial integrity, authenticity and belongingness using

modification-tolerant signature schemes

Anthony Bernardo Kamers � � [ Federal University of Santa Catarina | anthony.kamers@pos-

grad.ufsc.br ]

Gustavo Zambonin� [ Federal University of Santa Catarina | gustavo.zambonin@posgrad.ufsc.br ]

Thaís Bardini Idalino� [ Federal University of Santa Catarina | thais.bardini@ufsc.br ]

Paola de Oliveira Abel� [ Federal University of Santa Catarina | paola.abel@grad.ufsc.br ]

Jean Everson Martina� [ Federal University of Santa Catarina | jean.martina@ufsc.br ]

� Departamento de Informática e Estatística, Universidade Federal de Santa Catarina (UFSC), R. Eng. Agronômico

Andrei Cristian Ferreira, s/n, Trindade, Florianópolis, SC, 88040-900, Brazil.

Received: 15 February 2025 • Accepted: 20 June 2025 • Published: 16 March 2026

Abstract. Digital signatures allow us to ensure that the signed digital data is authentic and has not been modified.

However, even a single bit modification in the data invalidates the entire signature. In INDOCRYPT ’19, Idalino et

al. presented an efficient modification-tolerant signature scheme (MTSS) framework using combinatorial group

testing techniques, allowing the location and correction of modified parts of the signed data. In this work, we

implement their framework and discuss the practical performance of the solution. We also propose various necessary

auxiliary algorithms not explored in the initial work, such as the division of data into blocks and the generation of the

underlying combinatorial structure needed for the signature generation. Moreover, we propose a novel use case of

the framework, which we call the belongingness framework. This scheme allows the verification of the integrity and

authenticity of a subset of the signed data without having access to the whole data. This is particularly interesting in

big data applications, where access to the whole signed data is prohibitive due to storage limitations.
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1 Introduction

A traditional digital signature scheme allows a user to verify

the integrity and authenticity of digitally signed data. The

signature verification algorithm has a boolean output, which

allows for the detection of modifications; if a single bit of a

digitally signed document is modified, the respective digital

signature is considered invalid. In practical terms, the signer

and/or the information contained within the document may

not be trusted.

However, if additional properties such as location and cor-

rection of possible modifications are considered, digital signa-

tures can be employed in a variety of new scenarios. Idalino

et al. [2015] cites several use cases:

(i) modification discovery in fillable forms, allowing one

to sign an empty form and others to fill it in without

invalidating the original signature;

(ii) crime investigations by data forensics, where the inves-

tigator may retrieve more information about the attacker

by knowing what was modified [Goodrich et al., 2005];

(iii) improving the efficiency of computer systems: for in-

stance, by pinpointing where a large database was modi-

fied, without invalidating the entire database;

(iv) privacy protection, where parts of a signed document can

be intentionally redacted without invalidating the orig-

inal signature (e.g., content extraction [Steinfeld et al.,

2001] and redactable signatures [Johnson et al., 2002;

Haber et al., 2008]).

In the literature, the location property was addressed by

de Bonis and di Crescenzo [2011a,b] in the context of hash

functions, by di Crescenzo et al. [2004]; Goodrich et al.

[2005] in the context of message authentication codes, and

by Idalino et al. [2015, 2019] in the context of digital sig-

natures. In general, the authors propose to compute extra

integrity information that can be used later for the location of

modifications.

There also exist situations where portions of the data can

be intentionally removed, redacted, or modified. This is the

case of malleable signature schemes, which are studied under

the name of redactable and sanitizable signatures [Bilzhause

et al., 2017]. They allow the modification of the signed data

in a controlled way (in some cases, by a third party) while

the signature is still successfully verified. Such schemes are

commonly applied in privacy settings, in which portions of

the target data are required to be redacted [Johnson et al.,

2002; Haber et al., 2008; Lim and Lee, 2011].

Notably, the modification-tolerant signature scheme

(MTSS) framework employs combinatorial group testing tech-

niques, using cover-free families (CFFs), to locate modified

parts of a signed document [Idalino et al., 2019]. Intuitively,

a document to be signed is split into blocks, and these blocks

are combined and signed according to a CFF. When verifying

the signed document, the framework allows for the location

of modified blocks via the underlying CFF. If the blocks are

small enough, it is even possible to recover the original signed

document, depending on the parameter choices of the scheme.
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a b c d e f g h i j k l
1 1 0 0 1 0 0 1 0 0 1 0 0
2 1 0 0 0 1 0 0 1 0 0 1 0
3 1 0 0 0 0 1 0 0 1 0 0 1
4 0 1 0 1 0 0 0 0 1 0 1 0
5 0 1 0 0 1 0 1 0 0 0 0 1
6 0 1 0 0 0 1 0 1 0 1 0 0
7 0 0 1 1 0 0 0 1 0 0 0 1
8 0 0 1 0 1 0 0 0 1 1 0 0
9 0 0 1 0 0 1 1 0 0 0 1 0

(a) Incidence matrix of a 2-CFF(9, 12).

a b c d e f g h i j k l
Test 1 7 1 0 0 1 0 0 1 0 0 1 0 0
Test 2 7 1 0 0 0 1 0 0 1 0 0 1 0
Test 3 3 1 0 0 0 0 1 0 0 1 0 0 1
Test 4 7 0 1 0 1 0 0 0 0 1 0 1 0
Test 5 3 0 1 0 0 1 0 1 0 0 0 0 1
Test 6 7 0 1 0 0 0 1 0 1 0 1 0 0
Test 7 7 0 0 1 1 0 0 0 1 0 0 0 1
Test 8 3 0 0 1 0 1 0 0 0 1 1 0 0
Test 9 3 0 0 1 0 0 1 1 0 0 0 1 0

(b) Procedure to identify defects.

Figure 1. Matrix representation of a CFF and defect location procedure. Adapted from [Idalino and Moura, 2022].

Contributions. We address some open questions of the

proposal as laid out by Idalino et al. [2019]. Namely, we

concretely implement MTSS in a high-level programming

language and use different underlying signature schemes to

measure its performance. We suggest parameters feasible

for constructing CFFs in many scenarios and measure the

performance of signature algorithms with such constructions.

We also discuss strategies to divide to-be-signed documents

into blocks, considering different types of documents and

the criteria that affect error identification during signature

verification. Our contributions focus on data authenticity and

integrity; we do not explore privacy applications, such as

redactable and sanitizable signatures.

In the context of partial data integrity and authenticity, we

also explore the possibility of guaranteeing such properties in

a subset of the signed data. We make clear definitions for this

use case and name it belongingness framework. This is espe-

cially interesting in the context of big data, where the verifier

may not have access to the full data to perform the verifica-

tion of the digital signature. This subject has been somewhat

explored in the literature using different techniques [Goyal

and Vaikuntanathan, 2022; Lu et al., 2024; Yan et al., 2023].

We propose a variation of MTSS that can be used to verify

the authenticity and integrity of some parts of signed data

without having access to the entire data. Then, we instantiate

our belongingness framework using MTSS signatures.

This work is an extended version of [Kamers et al., 2024],

particularly in the following aspects:

(i) we consider a much larger variety of document types

and corresponding block division strategies;

(ii) we improve the CFF construction to ensure compatibility

with documents with an arbitrary number of blocks;

(iii) we improve theMTSS signature procedure by decreasing

the number of hash concatenations required;

(iv) we perform new experiments considering the influence

of different CFFs on MTSS signature operations;

(v) we give a definition of the subset verification problem

(without access to the entire signed data), namely, the

belongingness framework;

(vi) we give an overview of possible instantiations of the

belongingness framework, implement the proposed pro-

tocol using MTSS, and present a more detailed analysis

of its performance.

Organization. In Section 2, we briefly give the necessary

background to understand MTSS and our contributions. In

Section 3, we give technical details about the practical imple-

mentation of MTSS, such as document division into blocks

and construction of suitable CFFs. In Section 4, we discuss

the selection of parameters and other implementation choices

for MTSS; we also provide several performance and storage

measurements. In Section 5, we introduce the belongingness

framework, we define the framework and its requirements,

and then we instantiate the protocol with a variation of MTSS.

Finally, we compare this implementation with other suitable

candidates in the literature. Finally, in Section 6, we sum-

marize our contributions and suggest further contributions as

future work.

2 Definitions

2.1 Cover-free families

A set system is a tuple (X,B), where X is a set and B =
{B1, . . . , Bn} is a collection of subsets of X , called blocks.

Intuitively, a d-cover-free family is a set system where the

union of any d blocks does not cover any other block in B; a
formal definition is given as follows.

Definition 1 (d-CFFs [Idalino and Moura, 2022]) Let

d, t, n ∈ N, with d < t ≤ n. A d-cover-free family,

denoted d-CFF(t, n), is a set system (X,B) with |X| = t,
|B| = n, where for any block Bi0 and any other d blocks

Bi1 , . . . , Bid
in B we have that Bi0 is not contained in the

union Bi1 ∪Bi2 ∪ . . . ∪Bid
.

We may also define a d-CFF(t, n) in terms of its incidence
matrixM: a t× n binary matrix withMi,j = 1 if xi ∈ Bj ,

and 0 otherwise. In more detail, rows are indexed by xi ∈ X
and each column j is the incidence vector of the respective
Bj . In the literature, this matrix representation is also known

as a d-disjunct matrix [Du and Hwang, 2000]. We hereafter

say a binary matrix is d-CFF if its corresponding set system

is d-CFF.
Figure 1a shows an example of a 2-CFF(9, 12) incidence

matrix where t = 9, n = 12, X = {1, . . . , 9}, B =
{Ba, Bb, . . . , Bl}, where Ba = {1, 2, 3}, Bb = {4, 5, 6},
. . ., Bl = {3, 5, 7}. In this example, all blocks (columns)
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have a cardinality of 3, which is a consequence of the specific
d-CFF construction used here (via Proposition 1), and not a

general requirement.

Combinatorial group testing (CGT) is a testing technique

that aims at identifying up to d defective items from a pool of

n items. Instead of testing each item individually (performing

n tests), the idea consists of combining items into groups and

testing the groups instead. By doing so, we save on tests and

resources while being able to identify up to d defects.

Notably, a d-CFF(t, n) can be used in CGT. In this context,
each column ofM corresponds to an item being tested, and

each row ofM represents a group of items that will be tested

together. In other words, ifMi,j = 1, then the j-th item

belongs to the i-th group of items, which will be tested in

the i-th test. The d-CFF property allows us to perform only t
tests (one per row ofM) and easily identify up to d defects

among the n items in the following way: groups that pass the

test contain only non-defective items; remaining items are

considered defective.

By using a d-CFF in a CGT scenario, we have that the

union of d columns does not cover any other column, which

guarantees that for any combination of up to d defective items,

the non-defective ones can always be identified by the groups

that pass the test. For more details on algorithms for group

testing and results on CFFs, we refer the reader to [Du and

Hwang, 2000; Idalino and Moura, 2022; Wei, 2006].

Figure 1b shows the procedure with t = 9 tests (rows),

which are sufficient to test n = 12 items (columns a to l). The
figure also shows how we can identify two defective items

using only 9 tests of the 2-CFF(9, 12). We assume in this

example that items d and h (in red) are defective and, there-

fore, the groups of items represented by rows 1, 2, 4, 6, and 7
will fail their corresponding tests. However, groups 3, 5, 8, 9
passed the test, and therefore the items in these groups are

all non-defective (in green). Groups that fail the test must

contain at least one defective item, and so after identifying

the non-defective items, the remaining ones are the defective

ones (in red, items d and h). The fact that this is a 2-CFF
guarantees that any 2 defective items can be identified. If

there are more than d defective items, some non-defective

items might be erroneously considered defective due to the

CGT technique.

In a CGT context, given the number n of items to be tested

and the upper bound d on defective items, we are interested

in performing the smallest possible number of tests t while
being able to identify up to d defects. In the context of CFFs,

given values n and d, we aim to build d-CFFs that minimize
the number of rows t. This objective has been central to the
study of bounds and constructions for d-CFFs. For d = 1, an
optimal construction is given by Sperner set systems [Sperner,

1928].

Construction 1 (1-CFF(t, n) [Sperner, 1928]) Let n ∈ N
and t = min{s :

(
s

b s
2 c

)
≥ n}. Consider X = {1, 2, . . . , t}

and take B to be the collection of all distinct subsets of X of

size b t
2c.

Since all subsets are distinct and have the same size, no

subset is contained in any other, yielding a 1-CFF(t, n). For

d ≥ 2, it is known that t ≥ c d2

log d log n for a constant c

[Füredi, 1996; Ruszinkó, 1994; Wei, 2006]. The best con-

structive results are given by probabilistic methods, achieving

t = Θ(d2 log n) [Bshouty, 2015; Gargano et al., 2020; Porat

and Rothschild, 2011; Rescigno and Vaccaro, 2023]. We

hereafter consider a polynomial construction based on finite

fields. For a finite field Fq , consider Fq[x]<k as the set of all

polynomials with degrees less than k and coefficients in Fq .

Proposition 1 (d-CFF(t, n) [Erdős et al., 1985]) Let n ∈
N, q be a prime power, 2 ≤ k ≤ q, d ≤ b q−1

k−1c, and Fq

a finite field with q elements. Let X = Fq × Fq; then, for

each polynomial p ∈ Fq[x]<k we have an associated sub-

set Bp = {(a1, p(a1)), . . . , (aq, p(aq))}, and consequently

B = {Bp : p ∈ Fq[x]<k}. Thus (X, B) is a d-CFF(q2, qk).

For more details on cover-free families, applications, and

other constructions for the case d ≥ 2, we refer the reader to
the survey of Idalino and Moura [2022].

2.2 The MTSS framework

The MTSS framework is able to locate d modifications in

a signed document using a d-CFF(t, n). During the signa-

ture generation, a to-be-signed document must be split into

n blocks of s bytes to fit the underlying CFF. For blocks of
small enough size, the authors also propose correcting such

modifications. The signature must carry extra information to

provide the location of modified blocks of text. This extra

information is given in the form of t hashes, which are com-
puted according to the rows of the d-CFF. Thus, signature size
depends on t, d, and n, and it is crucial to provide parameter

sets compatible with several use cases.

Let Σ be a traditional digital signature scheme, with

the usual key generation (Σ.KeyGen), signature generation
(Σ.Sig), and signature verification (Σ.Ver) algorithms; letH
be a cryptographic hash function andM a d-CFF(t, n) inci-
dence matrix. We hereafter refer to a complete instantiation

of the framework as MTSS(Σ,H,M). MTSS has four algo-

rithms: KeyGen, Sig, Ver, and “verify-and-correct” (VCor);
a brief description of each one is given next. We also define

the set of modified blocks identified by the framework as I .
Let > be a valid output, and ⊥ otherwise; when applied to

verification, ⊥ means a verification failure.

KeyGen(λ). Let λ ∈ N be the security parameter. The

algorithm proceeds as follows.

1. Set (sk, pk)← Σ.KeyGen(λ).
2. Output (sk, pk).

Sig(m, sk). Let sk be a private key of Σ, and m =
(m1, . . . , mn) any message divided into n blocks. The al-

gorithm proceeds as follows.

1. For 1 ≤ i ≤ t and 1 ≤ j ≤ n, set ci to be the

concatenation of all mj such thatMi,j = 1, and Ti ←
H(ci).

2. Set hm ← H(m).
3. Set T ← (T1, . . . , Tt, hm).
4. Set σ′ ← Σ.Sig(T, sk).
5. Output (σ′, T ).
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Ver(m, σ, pk). Let m = (m1, . . . , mn) be any message

divided into n blocks, σ = (σ′, T ) anMTSS signature, with

T = (T1, . . . , Tt, hm), and pk the corresponding public key
of Σ. The algorithm proceeds as follows.

1. Set r ← Σ.Ver(T, σ′, pk). If r = ⊥, output (⊥, {}).
Otherwise, go to Step 2.

2. IfH(m) = hm, output (>, {}).
3. For 1 ≤ i ≤ t, compute T̃i as in Step 1 of Sig.
4. Set V ← {}. For 1 ≤ i ≤ t, if Ti = T̃i, set V ←

V ∪ {j :Mi,j = 1}.
5. Set I ← {1, . . . , n} \ V . If |I| ≤ d, output (>, I).

Otherwise, output (⊥, I).

VCor(m, σ, pk). Let m = (m1, . . . , mn) be any message
divided into n blocks, σ = (σ′, T ) an MTSS signature, and

pk a public key of Σ. The algorithm proceeds as follows.

1. Set (r, I) ← Ver(m, σ, pk). If r = ⊥, output
(⊥, {}, {}).

2. If |I| = 0, go to Step 7. Otherwise, set b ← min(I),
I ← I \ b, and proceed.

3. Set i to be the index of any rowMi such thatMi,b = 1
andMi,j = 0 for all j ∈ I .

4. For all j such thatMi,j = 1 and j 6= b, set hj ←
H(mj). Set cb = ⊥.

5. For every possible bit string q of size ≤ s:

(a) Set hb ← H(q).
(b) For 1 ≤ j ≤ n, compute T̃i as in Step 1 of Sig.
(c) If T̃i 6= Ti, continue to the next q.
(d) If cb = ⊥, set cb ← > and mb ← q; continue to

the next q.
(e) Output (>, I, ε), where ε is the empty string.

6. Go to Step 2.

7. Output (>, I, m).

We observe that, given only a signature σ and the number

of blocks n, one can reconstructM. This may be used for im-

plementation purposes. We refer the reader to [Idalino et al.,

2019] for a detailed algorithm explanation and proof of the

security and correctness of the framework. We highlight that

constructing a proof of security under an adversarial model,

such as an adaptive chosen-message adversary, is outside the

scope of this work; moreover, our work hereafter concentrates

its efforts on the location and correction of modifications on a

signed document, not exploring redactable signatures, which

were also proposed in [Idalino et al., 2019].

Remark 1 In contrast to Kamers et al. [2024], Step 1 of Sig
is slightly modified. Particularly, no blocks mj are hashed

prior to their concatenation in ci, as they do not need to

be uniquely identified. Consequently, the number of hashes

calculated in Sig, Ver, and VCor is reduced by a factor of

n. This was independently realized by Luo [2024], and the
author shows that this modification does not compromise the

security of MTSS. We briefly comment about this performance

improvement in Section 4.2.

In the following section, we address the practical conse-

quences of the algorithms above, such as the division of m
into n blocks, the construction ofM, and the impact of Σ,H,

and the aforementioned procedures on overall performance

and signature sizes.

3 Discussion on MTSS parameters

Several practical considerations were not given or deeply

explored in [Idalino et al., 2019]. We present the following

questions as a guideline for our discussion about parameters

and their consequences on implementations of MTSS.

Q1 How to efficiently implement message division, and what

are the consequences for Sig, Ver, and VCor?

We recall that all MTSS algorithms except KeyGen expect

to receive a message m already separated into n blocks; how-

ever, in practice, a user expects to simply input the entire

to-be-signed message, and an implementation of MTSS per-

forms the appropriate division. Hence, we define a Divide-
Blocks algorithm, which separates the input message m′ into

blocks according to some criteria depending on the file type.

Its output is a tuple (m, n), where m = (m1, . . . , mn). Our
implementation does not consider n as a free input because

of possible issues in locating errors using the Ver algorithm;
rather, we infer n from the type of document chosen. We

further address this question in Sections 3.1 and 4.1.

Q2 Which parameters are suitable for M and what is their

effect on performance?

As per Section 2.1, a CFF is defined via parameters d, t, and
n; our goal is to minimize t, so we have smaller CFFs. We

recall that n is the number of blocks of a message m′ given

by DivideBlocks, as discussed in Q1. The user is expected

to choose d, controlling how many modifications can be lo-

cated after the signature. Hence, we define the CreateCFF
algorithm as follows: if d = 1, the Sperner construction (cf.
Construction 1) is used; otherwise, we use the polynomial

over finite fields construction, which considers parameters

q, k, n (cf. Proposition 1). The output of CreateCFF is the

incidence matrixM. We further address this question in

Sections 3.2 and 4.1.

Q3 How does the choice of H impact overall performance?

We observe that algorithms Sig and Ver require t + 1 eval-

uations of the hash function H. Thus, the choice of the un-
derlying cryptographic hash function greatly influences the

performance of operations on signatures. We evaluate several

choices ofH, discuss the necessity of these hash calculations,
and give performance results and recommendations in Sec-

tion 4.2.

Q4 How does the choice of Σ impact overall performance?

We observe that Idalino et al. [2019] roughly estimates the

performance of MTSS depending on Σ. We give actual per-

formance and signature size results in Section 4.2.

3.1 Document types and blocks division

We remark that CFF blocks need not be homogeneous in size;

this is useful for digital documents since each file type has
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specific syntactic characteristics. However, as per Step 5

of the VCor algorithm, a large block implies a slower error
correction procedure since all possible bit strings need to be

searched to correct the block. Hence, efficient block division

criteria are relevant in this context. Idalino et al. [2019];

Pöhls [2018] consider strategies such as sequential ordering

considering some delimiter, non-sequential ordering using

complex structural data, a header in the file informing the

blocks, or a combination of these.

The easiest way to separate the content into blocks is to

divide a message into sequential sections of fixed size. How-

ever, this approach is not free of problems [Idalino et al.,

2015]. For any bit string that is divided into blocks, if any

bit is added to or removed from any block but the last, a cas-

cade effect happens to all subsequent blocks. To prevent this

problem, we must define document representations and block

delimiters for DivideBlocks. We note that each document

type has its own specificity.

In other words, we must define rules to divide a to-be-

signed document that: (i) consumes little computational re-

sources; (ii) avoid attacks that explore block division to in-

validate the whole signature; (iii) prevents the cascade effect.

Another problem is how we represent a block after we have

parsed the document. A block must clearly represent a part of

the document; blocks should be simple and effective, making

it easy to compute hashes of their content. We abstract a

block as a record data structure able to represent the contents

of different file formats homogeneously.

Definition 2 (Block record) A block is a record composed

of the following fields:

(i) an identifier, represented by a string, containing the

block name;

(ii) a level, represented by a non-negative integer, contain-

ing the hierarchical level of the block relative to the

original file;

(iii) the contents, represented by a string, containing the

actual data;

(iv) and attributes, represented by an associative array of

strings to strings, representing additional information

about the block.

A null object is defined as ε. An empty block is defined
by the symbol �. All fields are optional, but each document

type uses its configuration. We output the given parameters

separated by a vertical bar (U+007C) as the block representa-

tion. Our considerations include documents of the type plain

text, CSV, XML, JSON, PDF, and images (PGM, BMP, and

PNG). We will explain them in different categories: block

delimiters, hierarchical files, and fixed-size blocks. Hereafter,

we demonstrate effective ways to separate different file types;

in Figure 6 and Figure 7, we give examples of Block records

for XML and JSON documents.

3.1.1 Block delimiters

We define block delimiters for plain text and CSV files. For

plain text, we set the line break character (U+000A) as the

default delimiter. Hence, the number of lines must remain the

same to allow the location of modifications, but any individual

lines are modifiable. With this strategy, content can be added

or removed within a line, but creating or deleting lines will

cause a cascade effect on locating errors with MTSS.

When considering CSV files, we define three possible de-

limiters: line breaks (hereafter CSV-b), commas (U+002C,

hereafter CSV-c), or semicolons (U+003B). The choice de-

pends on how the document is structured. For instance, a

row of a CSV file is composed of cells, and a line break sepa-

rates each row; each cell is separated by either a comma or

a semicolon. Simply put, if we choose to delimit blocks by

line breaks, each block will correspond to a row of the file;

otherwise, to a cell.

By dividing the rows into blocks, we can detect if more cells

were added to a line, considering that the number of lines re-

mains the same. By contrast, if we consider the cells as blocks,

we will be able to locate modifications with higher granular-

ity; however, this strategy will work only in cases where

modifications were made to already existing cells. Modifi-

cations in which new cells are added or cells are removed

will cause a cascade effect. Although the second alternative

gives a more precise location capability, dividing into rows

is a more generic approach that tells us that at least one cell

in that row was modified.

3.1.2 Hierarchical files

Some file formats have their structure organized as a tree,

where child nodes inherit the properties and attributes of their

parent node. Usually, such files are meant to be human-

readable, facilitating the understanding of the whole docu-

ment. In this context, we address the XML, JSON, and PDF

file formats, but our approach can be adapted to other hierar-

chical file formats.

The block record of Definition 2 is precisely constructed

to support such tree structures. Without loss of generality,

we scan the document tree from top to bottom and separate

each element into blocks following a preorder traversal. We

build blocks with the properties and attributes presented in

the element and their level in the corresponding tree.

However, depending on the file format, an element can be

represented by different data structures. For instance, each

key in a JSON file can be mapped to a string, a sequence, an

associative array, etc. To clarify our proposed block division

for hierarchical files, we present the DivideBlocksHier and
DivBlocksHierRec algorithms.

DivBlocksHierRec(e, `, b, m, P ). Let e be an element of
the hierarchical file, ` ∈ N be the current depth of recursion

(on the hierarchical content), b a block (cf. Definition 2),
m a sequence of blocks (our final output), and P a set of

blocks. The algorithm proceeds as follows.

1. If e ∈ P , return ⊥. Otherwise, go to Step 2.
2. Set P ← P ∪ e.
3. If e is represented as an associative array, go to Step 4.

Otherwise, go to Step 5.

4. For all key-value pairs (k, v) ∈ e:

(a) Initialize a block bk with (k, `, ε, v.attributes).
(b) Set m← m || bk.

(c) Call DivBlocksHierRec(v, ` + 1, bk, m, P ).
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5. If e is represented as a sequence, go to Step 6. Other-
wise, go to Step 7.

6. For all i ∈ e, call DivBlocksHierRec(i, ` +
1, b, m, P ).

7. If e is represented as a primitive type, set b.contents←
e.

8. Return ⊥.

DivideBlocksHier(m′). Let m′ be a hierarchical file.

We assume the existence of a GetRoot(m′) procedure that

returns the root element of m′, according to the syntax of

its file format. The algorithm proceeds as follows.

1. Set r ← GetRoot(m′).
2. Set b← �.

3. Set m← ().
4. Set P ← {}.
5. Call DivBlocksHierRec(r, 1, b, m, P ).

6. Return (m, |m|).

DivBlocksHierRec is able to process some rather generic
data structures; nevertheless, some file formats have defined

additional structures. For instance, PDF incorporates any en-

codable content into streams [ISO/TC 171/SC 2, 2008] as raw

bytes, which, when interpreted, may be decoded to images,

audio, etc. Decoding these streams is a complex task, as each

encodable content differs; thus, we proceed differently. We

calculate a cryptographic hash of the raw bytes and put it

inside the contents field of a block. Therefore, if a stream is

changed by a malicious party, one is able to locate the modi-

fication due to a failed integrity check on the corresponding

block.

We need to consider the PDF from two points of view:

its visual content and its internal content. We note that the

visible written contents of a PDF file can also be encoded

into a stream. In other words, our algorithm divides the PDF

internal content into blocks, not the visual content per se. This

procedure is necessary since any component can overlay the

original written content due to features of the PDF file for-

mat [ISO/TC 171/SC 2, 2008, Section 7.5.6]. Moreover, the

modification of a PDF file entails changes to several internal

structures and, therefore, blocks. Hence, users intending to

sign PDF documents using MTSS should select a higher d.

3.1.3 Sequential fixed-size blocks

Although we have discussed the negative implications of

sequential fixed-size blocks, some file formats, such as im-

ages, benefit from this perspective. We consider dividing a

to-be-signed image into fixed-size blocks of the same width

and height. Also, some of these formats allow the inclusion

of arbitrary information in the header. However, we only

consider applying the block division to the image pixels and

identifying whether a “tile” was altered.

To expand the range of individual blocks, the user inputs

the desired size of a block into the application. We note this

approach is useful for images but not text-written formats.

When attackers modify images, the content is normally altered

but not added to or removed. The cascade effect only happens

when we modify the file structure per se. In text-focused

documents, attackers can make any of the previous since they

aim to modify the original signed content.

We consider Portable Gray Map (PGM), raster (bitmap),

and Portable Network Graphics (PNG) images in our discus-

sion and implementation. We choose such image formats as

they are representative of a wide variety of use cases, as the

formats have one, three, and four channels, respectively. The

division of blocks is similar to the one proposed by Luo [2024].

Let b′ ∈ N be a block size, and i an image with width and

height w, h ∈ N. The number of blocks is n = dw
b′ e × d h

b′ e.
If i has multiple channels, for each pixel, channel values are
concatenated and hashed.

3.2 CFF parameters

We remark on some initial observations from the algorithms

described in Section 2.2:

(i) the signature size grows with the number of blocks n;
(ii) to efficiently correct modifications, it is suggested to

limit the block size to a small enough size s. However,
this minimization leads to more blocks;

(iii) larger blocks lead to smaller n and consequently smaller

t, which implies smaller signatures and consequently

faster verification.

In this context, we aim to find ideal parameters for the poly-

nomial construction of CFFs, i.e., d ≥ 2. From Section 2.1,

we recall that n = qk or n = tk/2, t = q2, and d ≤ b q−1
k−1c.

To generate smaller CFFs and improve efficiency, we in-

crease the gap between the number of blocks and tests to

minimize t. The proportion between n and t is given by qk−2,
which gives us the signature compression rate; hence, larger

values for k lead to further gains in compression. However,

due to the upper bound of d, we observe that a smaller k is use-

ful for achieving larger error location abilities. On the other

hand, q ≤ 5 are not generally useful because they generate

1-CFFs, which are already optimally built using Sperner set
systems. The same occurs for k ≥ 7 since most constructions

with this parameter can be achieved via Sperner families or

are very large and out of the scope of most applications.

A d-CFF(q2, qk) allows locating up to dmodifications. The

ratio between d and n is given as follows: d
n = (q−1)/(k−1)

qk .

This leads us to a conclusion: for fixed n, smaller values of k
have a better proportion of modifiable blocks d. Furthermore,
the aforementioned relation between d, q, and k shows that

d grows with q. These statements help us answer Q2. In

summary, smaller values for k have more advantages: they

optimize the modification localization while obtaining modi-

fiable blocks at a higher number and proportion. Hence, we

suggest 3 ≤ k ≤ 7 and q > 5 to yield efficient constructions

when d ≥ 2.
We observe that the number of blocks n′ = |m| obtained

from DivideBlocks may not fit the n = qk parameter restric-

tion of Proposition 1 for a chosen d ≥ 2. To solve this, we
must choose a d-CFF(t, n) with n ≥ n′ and reduce the num-

ber of columns without changing its capability of identifying

up to d modifications. Since the d-CFF property from Defini-

tion 1 is true for any d + 1 blocks considered, it remains true

as long as n ≥ d + 1. Therefore, without loss of generality,
we simply remove the last n − n′ columns for the chosen
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Figure 2. General performance of auxiliary algorithms.

d-CFF. Furthermore, we define an auxiliary data structure to
speed up the process of creating CFFs without the need to

recompute parameters.

Definition 3 (CFF parameter associative array) Let q be

a prime power in {7, 8, …, 61, 64} and 2 ≤ k ≤ 18, with
k < q. For all q, k, calculate d, n and t according to Propo-

sition 1. We define A to be an associative array whose keys

are all possible values of d, and the corresponding values are
sequences of tuples in the form (q, k, n, t).

For a given d, the associated sequence of tuples in A is

ordered in the usual lexicographic order (i.e., smaller values

of q come first; if there is a tie, smaller k come first, and so

on). We remark that the limitations on q and k, which pro-
duce CFFs with d ≤ 31, are imposed solely for performance
reasons. We now describe the CreateCFF algorithm.

CreateCFF(d, m′, A). Let d ∈ N be the maximum num-

ber of modifications to be located, m′ a document, and

A an associative array constructed via Definition 3. The

algorithm proceeds as follows.

1. Set (m, n′)← DivideBlocks(m′).
2. Set c← 0.
3. If d = 1, set c to be a 1-CFF(t, n) with n ≥ n′, con-

structed according to Construction 1 and go to Step 6.

Otherwise, go to Step 4.

4. For all key-value pairs (d, (q, k, n, t)) ∈ A, if n ≥
n′, set c to be a d-CFF(t, n) constructed according to
Proposition 1 and go to Step 6.

5. If c = 0, return ⊥. Otherwise, go to Step 6.
6. SetM to the incidence matrix of c. If d 6= 1, go to

Step 7. Otherwise, go to Step 8.

7. SetM← (Mi,j)1≤i≤t,1≤j≤n−n′ .

8. ReturnM.

We observe that, at Step 5, if n < n′ for all parameters

in A, the algorithm aborts. This is also due to performance

reasons, as q and k grow rapidly.

Remark 2 Per our description of CreateCFF, we now re-

quire that d is appended to σ at the end of the signature

generation algorithm, as it is otherwise impossible to recon-

structM given the message m′ and σ. In other words, we

must know the difference n−n′ to correctly rebuild the CFF.

Further information on the performance of the algorithm is

given in Section 4.2.

4 Experiments

We provide an open-source implementation of the MTSS

framework as described in the original work [Idalino et al.,

2019]. We use Python 3.10 and run the tests on an Intel

Core i7-13700H @ 5.0 GHz with CPU performance scaling

disabled. Except when otherwise indicated, the performance

results presented in this section were calculated by executing

each algorithm 100 times and taking the mean.

We start by addressingQ4. The choice ofΣ does not affect

the overall performance of MTSS; it remains consistent with

the traditional Σ.Sig operation, as explored in the earlier ver-

sion of this paper [Kamers et al., 2024]. We hereafter choose

to set Σ to ML-DSA with NIST security level I (ML-DSA-I),

except when otherwise noted, as it is a recently standardized

post-quantum signature scheme [NIST, 2023].

Security levels are those given by NIST in the post-

quantum cryptography standardization process [NIST, 2016].

We also consider several cryptographic hash functions for the

choice ofH: SHA2-256, SHA2-512, SHA3-256, SHA3-512,
BLAKE2s, and BLAKE2b. We argue that these choices of

Σ and H represent a wide range of use cases and allow for

easier reproducibility of our results.

We follow the guidelines of the original authors of MTSS

in our implementation. Particularly, we parallelize hash com-

putations whenever possible inVCor. We anticipate that CFF

generation is costly when on-demand, i.e., in every computa-

tion of Sig, and if errors are detected by Ver. Therefore, we
implement a simple cache for d-CFF(t, n) with distinct d, t, n
to prevent such overhead.

We assume that all CFFs used are already cached and pre-
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viously serialized to memory, except when otherwise noted.

Finally, we execute DivideBlocks before every computation
of Sig andVCor; for theVer algorithm, it depends on whether
the original message has changed or not.

4.1 Auxiliary algorithms

As previously mentioned, auxiliary algorithms for MTSS cre-

ate overhead in signature generation and verification. In the

following, we answer Q1 and Q2 by respectively discussing

the practical consequences of implementing DivideBlocks
and CreateCFF.

4.1.1 Document division into blocks

Intrinsically, some files take longer to separate into blocks

than others due to their syntax and different parser implemen-

tations. For instance, XML files have the additional overhead

of canonicalization, and PNG images may have long headers

and the necessity of manipulating many layers of images (and

colors). It is important to recall that the performance of Di-
videBlocks affects signature generation (Sig) and signature
localization (Ver with the number of blocks altered |I| ≥ 1).
To assess the practical impact of using MTSS in real-world

scenarios, it is essential to understand how different types

of documents are consumed. According to Mlynkova et al.

[2006], the average size of XML documents is approximately

4.6 kB and typically contains a small number of nodes, with

99% of XML documents having fewer than eight levels. Sim-

ilarly, Rodríguez et al. [2016] provides an overview of file

types used and accessed through REST APIs, reporting that

the median size of JSON files is 1.5 kB; this work also ad-

dresses that images (JPG, GIF, and PNG), JSON, and XML

are among the ten most commonly used resources.

Furthermore, reports from Crawl [2024] and Johnson

[2021] indicate that PDFs are the second most widely used

document format on the internet, with usage steadily increas-

ing over time [Xiong, 2020]. On the other hand, CSV files are

predominantly used for importing/exporting datasets, creating

backups, or training machine learning models. While CSV

files tend to be larger in size, there is currently no precise data

available regarding their average size.

Figure 2a summarizes the performance of DivideBlocks
considering plain text, CSV-b, XML, JSON, PDF, and PNG

images of several sizes, separated into 20× 20 squares. We

remark that the algorithm is more affected as the number of

blocks increases, not the file size necessarily; as the number

of blocks grows, the algorithm becomes slower. However,

as the size of the document grows, some types of documents

keep the same number of blocks n, particularly PDF files.

One may wonder how PDF files are so fast using our algo-

rithm; we have two considerations: PDFs use more references

to already existing objects as they grow exponentially, and

the number of blocks remains almost fixed as the size of the

file grows. Nevertheless, other documents explored do not

have these concerns, as they have specific delimiters (block

delimiters, key-value mappings, or sequential fixed-size) and

do not have references to already existing objects. With the

performance results obtained, we can assert that the perfor-

mance of MTSS is not harmed by using DivideBlocks as

long as the file is not too large (exceeds 104 blocks). More

information will be provided in Section 4.2.

4.1.2 CFFs construction

We recall that, for the case of d = 1, the Sperner construction
gives the best values for t. For the case d ≥ 2, we consider the
construction based on polynomials over finite fields, with n =
qk and t = q2 for q a prime power and k a positive integer.

Figure 2b shows the performance of creating CFFs with this

construction for several choices of k and q. We observe that

as q increases, the execution becomes exponentially slower

since n = qk and, as n grows, the entire CFF grows.

A particularly efficient point is shown between 5 ≤ q ≤ 8,
and k = 5, where the parameters are among the ones proposed
in Section 3.2, and we can generate a large CFF in a reason-

able time (< 40ms). While q > 5 produces more valuable

CFFs, performance tends to decline for values greater than

this threshold. Techniques such as pre-constructing the CFFs

can mitigate this issue and improve the overall efficiency of

the framework.

4.2 Signature generation, verification and lo-

cation of modifications

Evidently, MTSS signature operations cause additional over-

head on top of traditional signature schemes, particularly

due to DivideBlocks and CreateCFF. We discuss how the

choice of Σ,H, andM impacts the overall performance of

each MTSS operation and other implementation details.

As per Remark 1, we performed modifications to the origi-

nal MTSS description, so we did not need to hash each block

while concatenating on Step 1 of Sig algorithm. While keep-

ing the same security implications, we have highly improved

its performance. Specifically, this modification lowers the

number of hash computations in Sig and Ver by a factor of
n. Empirically, our implementation demonstrates that this

optimization improves signature generation time by an aver-

age factor of 55×, and verification time (with |I| ≥ 1) by up
to 25×. In our current work, all experiments are performed
using this improvement.

Considerations about Sig. We divide the overall signature

generation procedure into two separate stages, PreSign and

Sig, for ease of discussion. In the PreSign stage, we handle

I/O operations, segment the message into blocks based on the

document type using DivideBlocks, and create or parse the
cached CFF with CreateCFF. As a practical consequence,
the implementation of signature generation takes an additional

parameter d so that auxiliary algorithms need not be invoked

by the user. The Sig stage implements the procedure ofMTSS

Sig as explained in Section 2.2.

When compared to the Sig algorithm presented in Sec-

tion 2.2, some small alterations were performed due to Re-

mark 2; we recall we are not able to reconstruct the CFF for

verification using the CreateCFF algorithm, because we are

not aware of the parameter d used for signing. We change

Step 3 of algorithm Sig to “Set T ← (T1, . . . , Tt,H(m), d)”.
As T is signed in Step 4, we can guarantee the integrity and
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Table 1. Performance and signature size of MTSS(ML-DSA, H, M) Sig for several choices of H and NIST security levels, using files with

different n. Values in parentheses are Σ.Sig. PreSign stage is not considered.

M

N
IS
T

Sig time (ms)

|σ| (bytes)
SHA-2 SHA-3 BLAKE

256 512 256 512 2s 2b 256 512

2-CFF
(25,

125)

I 3.98 (0.12) 0.63 (0.08) 0.59 (0.09) 0.43 (0.16) 0.29 (0.07) 0.28 (0.15) 3254 (2420) 4086 (2420)

II 0.80 (0.15) 0.57 (0.07) 0.60 (0.10) 0.68 (0.17) 0.39 (0.20) 0.28 (0.10) 4127 (3293) 4959 (3293)

III 0.53 (0.28) 0.54 (0.13) 0.48 (0.12) 0.44 (0.11) 0.36 (0.12) 0.31 (0.15) 5429 (4595) 6261 (4595)

2-CFF
(49,

2401)

I 4.05 (0.14) 3.92 (0.10) 3.80 (0.19) 4.09 (0.12) 3.67 (0.07) 3.59 (0.06) 4022 (2420) 5622 (2420)

II 4.01 (0.23) 3.90 (0.14) 3.91 (0.15) 4.09 (0.19) 3.83 (0.10) 3.69 (0.15) 4895 (3293) 6495 (3293)

III 3.99 (0.15) 3.98 (0.12) 4.01 (0.13) 4.16 (0.17) 3.79 (0.17) 3.69 (0.12) 6197 (4595) 7797 (4595)

3-CFF
(121,

14641)

I 72.04 (0.42) 70.40 (0.36) 71.35 (0.33) 72.92 (0.53) 69.80 (0.40) 69.40 (0.20) 6326 (2420) 10230 (2420)

II 72.11 (0.44) 70.95 (0.34) 71.16 (0.41) 72.75 (0.75) 70.01 (0.38) 69.23 (0.58) 7199 (3293) 11103 (3293)

III 74.83 (0.50) 70.84 (0.48) 71.53 (0.55) 73.26 (0.58) 70.52 (0.36) 70.01 (0.31) 8501 (4595) 12405 (4595)

authenticity of its data. We use d to reconstruct the necessary

blocks in the Ver algorithm, as it will be explained next.

Considerations about Ver. Analogously, we divide the

signature verification procedure into PreVer and Ver. The
PreVer stage handles I/O operations by reading the mes-

sage m, signature σ, and public key pk from the disk; the

PreVer stage follows the Ver algorithm. Again, we set

T = (T1, . . . , Tt, hm, d) as explained above. We note that

varying the number of altered blocks |I| does not greatly
impact location since Step 4 of Ver recognizes all modified
blocks in a loop, not stopping until it reaches all tests; for this

reason, our experiments consider |I| = 1 for simplicity.

In the context of MTSS, the usual signature verification

algorithm is performed when |I| = 0; we refer to this process
hereafter as Ver0. Otherwise, the location procedure is able
to identify how the original message was modified, referred

to as Ver1. In particular, the division of a message into blocks
and the construction of a CFF are only necessary if we are

locating errors. Consequently, we opt to perform experiments

focusing on the performance of the location.

Discussion. We start by providing good choices of Σ (vari-

ations of ML-DSA),H andM, subsequently answering Q4,

Q3 and Q2. We first show how the hash function affects

MTSS operations and then present how increasing the num-

ber of blocks n and tests t on a CFFM affects the overall

process. Table 1 shows the performance of MTSS signature

generation for various use cases. We remark that Sig has an

influence on the underlying CFF used, besides including a

call to traditional Σ.Sig; naturally, Sig is supposed to have a

slower performance than a traditional signature generation.

We point out the growth in signature size and lower per-

formance for documents with larger n and t. Larger n and

d require larger t, which is directly related to the number of
hash calculations performed during the signature generation.

Consequently, the choice of H plays a crucial role in the

performance of signature operations. We hereafter setH =
BLAKE2b, as it showed the best performance among the eval-

uated functions. We note that the choice of Σ does not affect

the overall performance, remaining consistent compared to a

call to the traditional signature generation.

The right-hand side of Table 2 shows similar consequences

to the performance of verification and location. Verifying

the signature with the original message, i.e., with |I| = 0, is
comparable to Σ.Ver, albeit with the overhead of the MTSS

signature being larger (cf. |σ| in Table 1). On the other

hand, the location performance relies on different factors. The

influence of the number of tests t and blocks n in modified

messages is apparent; we recall that in matrixM, we have

t rows and n columns. Therefore, the more these values

increase, the more time is required to identify alterations to

the original message.

Table 2 also complements the answers regarding the CFF

parameters on Q2 and gives an overview of different message

sizes. The upper group demonstrates how performance is

affected by using different files (increasing the number of

blocks n); on the other hand, the lower group shows how the

same message m behaves, expanding the number of possible

error localizations d.

We point out the execution time for the Sig and the Ver1,
highlighting how the framework’s efficiency decreases as

n, d, and t increase. This growth in parameters enhances

the precision in error localization but comes at the cost of

increased computational time for signature and location, as

well as signature size. More specifically, for a fixed document,

increasing n by dividing it into smaller blocks also increases

t, improving error localization granularity. However, with
more blocks, a higher d is also needed, which further impacts

t. We observe the following tradeoff: a smaller t gives a more
efficient location, while the tolerance to a larger number of

modifications d requires a larger t.

We highlight that the Sig performance time from Table 1

and Table 2 only considers the Sig stage. This allows us to

observe the overall CFF impact over the procedure, as well

as analyze the choice of Σ andH. The total time of Sig must

be added to the time of PreSign. To give a more general

overview of the impact of MTSS applied to different types of

documents and a variation of the number of blocks, we present

Figure 3. We highlight the various stages of the algorithms

to facilitate our demonstration of results.

We observe how PreSign easily overcomes the Sig stage

for files with greater n (some formats are more efficient than

others); in other words, the DivideBlocks impact over Sig
algorithm is greater proportionally to bigger files. As men-

tioned earlier, Ver is rather efficient for simple verification.
As n grows, and subsequently, the CFF parameters and the
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Table 2. Performance of signature operations of MTSS(ML-DSA-I, BLAKE2b, M) for several choices of M, plain text files of different

sizes. For ease of notation, we use Ver0 to refer to Ver with |I| = 0, and Ver1 to refer to Ver with |I| = 1. PreSign stage is not considered.

Parameters ofM Size (bytes) Time (ms)

d k q t n m σ Sig Ver1 Ver0 Σ.Ver

2 4 7 49 2401 4801 5622 8.49 29.06 0.05 0.08

2 4 9 81 6561 13121 7670 32.16 154.84 0.08 0.09

3 4 11 121 14641 29281 10230 94.93 627.10 0.11 0.09

4 4 13 169 28561 57121 13302 247.25 2047.66 0.19 0.13

1 - - 15

4096 8191

3446 8.49 47.75 0.11 0.07

2 4 8 64 6582 16.40 70.01 0.07 0.06

7 3 16 256 18870 47.77 172.08 0.10 0.08

63 2 64 4096 264630 570.53 2201.24 0.44 0.06

size of the signature, the location algorithm is greatly im-

pacted, taking more than 60% of the overall process (using

all algorithms) for most formats.

In view of this discussion, we argue that MTSS is appli-

cable to real-life scenarios, and its performance is not pro-

hibitive. Naturally, signature sizes grow with d, n, and t
grow; however, we remark that this is a reasonable trade-off,

considering the location and correction features obtained by

using an MTSS signature.

4.3 Correcting modifications

The VCor algorithm supersets Ver: modified blocks are first
located, and then corrections are performed. As mentioned in

Section 2.2, we need to brute-force all possibilities of the mod-

ified block, considering some character encoding. Aspects

such as the number of blocks, the number of modifications,

the content to be corrected, and the cryptographic hash func-

tion used affect the performance of the algorithm. Particularly,

the chosen H has a greater impact on correcting modified

blocks since a block with s bits requires 2s hash calculations.

We consider the MTSS(ML-DSA-I, BLAKE2b, 7-
CFF(126, 4096)) parameter set and define s ∈ N as the size

of each block in bytes; we remark that block sizes do not

need to be homogeneous in size, but for our experiments,

we will always consider blocks of the same size. The error

correction process operates at the block level, where at most

|I| ≤ d blocks may require correction. Consequently, the

total number of bytes to be corrected is |I| × s. We observe

that the overall performance for locating and correcting errors

is linearly proportional to |I|. From this, we infer that the

time complexity of the algorithm is O(|I| × f(s)), where
f(s) represents the super-linear growth rate concerning s.

Remark 3 Due to the modification provided and commented

on Remark 1, Step 6 of VCor needs to provide all the r-length
combinations of elements while allowing individual elements

to have successive repeats. This procedure makes VCor al-
gorithm performance to become poorer. While the procedure

of hashing individual blocks makes the performance Sig and

Ver worse, not making it for VCor becomes even worse due

to the required combinatorial algorithms.

We give some simple time measurements for |I| = 1:
(i) for s = 1, the algorithm took 576.28 ms; (ii) for s = 2, the

algorithm took 2141.63 ms; (iii) for s = 5, we estimate that
the algorithm would take approximately 80 days. We also

provide simple time measurements for s = 1: (i) for |I| = 1,
the algorithm took 68.78 ms; (ii) for |I| = 4, the algorithm
took 307.12 ms; (iii) for |I| = 7, the algorithm took 527.88

ms. This is not surprising due to the nature of the brute-force

algorithm for the correction of modifications. We conclude

that this is only viable for very small block sizes s and a very

small number of modifications |I|.

5 Ensuring data integrity of individual

blocks

We now consider a novel approach to the MTSS framework,

framed as a new question.

Q5 Is it possible to verify the integrity and authenticity of a

subset of the original signed data without having access to the

whole data?

Wewere inspired by big data applicationswhere a large signed

dataset is stored on a server, and the challenge is to verify the

integrity of a small portion of this data without downloading

the entire set. We aim to verify whether a given small portion

of data belongs to the original signed dataset, ensuring its in-

tegrity and authenticity. For instance, we want to verify that

a single page from a large signed PDF document belongs to

the whole document and check its integrity without accessing

the entire file. Many applications are considered within this

scenario, such as IoT, certificate transparency, Blockchain,

and countries’ federal registers. The approach we propose

in this section allows the entire document to be signed once,

enabling the verification of integrity and authenticity for each

subset of the original signed data without multiple signatures.

Here, we solely focus on integrity and authenticity verifica-

tion, and we do not explore applications of this scheme for

privacy protection or correction of modifications.

5.1 Definition and requirements

We formalize what we call the belongingness framework by

a tuple of algorithms (Sign, PartVer) as follows. Let S be a

server that keeps the information about a signed message m
and corresponding signature σ. Let C be a client with access
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Figure 3. Relative time spent in signature operations for MTSS(ML-DSA-I, BLAKE2b, M), for different number of blocks n (and CFFs M). The numbers

at the top of each bar represent the total time spent.

to σ and a piece of data mj , and is interested in verifying

whether mj ∈ m. When performing this verification, the

client is not only convinced that mj is a subset of m, but it

holds its integrity and authenticity by σ.

Let m = (m1, . . . , mn) be a message and Sign be an algo-

rithm that takes as input m and a secret key sk and produces

a digital signature σ = Sign(m, sk). The partial verification
algorithm PartVer takes as input a message mj , a public key

pk and σ, and outputs > only when mj ∈ m.

We highlight that PartVer should not require the entire

signed message m to verify that mj ∈ m. Ideally, σ should

carry enough information to guarantee integrity, authenticity,

and non-repudiation of mj , as well as to guarantee that mj is

part of m. In practice, we may need some extra information

in order to provide such properties (as shown in Section 5.5).

A trivial instantiation of this scheme would consist of sign-

ing each mi in m individually as σi = Sign(mi, sk) and
creating σ = (σ1, . . . , σn). The verification PartVer would
then verify mi with each σj ∈ σ and, if one of them is suc-

cessful, it outputs >. In this case, the verification requires

only mi and the list of n signatures. We note that the trivial

solution has a complexity that grows linearly with n and re-

quires us to generate, store, and potentially verify n digital

signatures, which can be infeasible for applications in big

data.

We acknowledge that there might be several ways to ap-

proach this problem in a non-trivial way, and in order to

analyze and compare possible solutions, we consider the fol-

lowing desirable (and possibly competing) objectives:

(a) minimize time consumption for creating σ;
(b) minimize the size of σ that needs to be stored by the

remote server;

(c) minimize the amount of data that a client/verifier needs

to download to run PartVer;
(d) minimize the overall amount of data transmitted between

client and server.

5.2 Practical example

To provide an intuitive explanation of the belongingness

framework, consider the example depicted in Figure 4. In the

framework, we have a client C, which has only a single frag-

ment of the original document and aims to verify its integrity

and authenticity without requiring access to the entire signed

message, which is located in S.
Let S be the server and let m = (a, b, c, . . . , l) denote

the original message composed of multiple blocks, which is

signed by S using the Sign algorithm from the belonging-

ness framework; this process yields a digital signature σ =
Sign(m, sk) under the author’s private key sk. The resulting
signature is made publicly available alongside any auxiliary

data necessary to support partial verification, i.e., thePartVer
algorithm.

Suppose a client, denoted as C1, holds block b and wishes
to verify whether this block is part of the original message m,

was authored by the original author, and remains unaltered.

To do so, client C1 initiates a verification query to the server

S, sending the tuple (b, pk). The server S responds with

auxiliary data required to reconstruct the relevant verification

context, here denoted as {Aux}. Using this information, C1
runs the PartVer algorithm, and obtains output >, indicating
that block b is indeed part of the signedmessage andmaintains
both its integrity and authenticity.

On the other hand, clientC2 holds a block z, which does not
belong to the original signed message m. Client C2 likewise

communicates with the server S, sending the tuple (z, pk).
The server processes the request and returns the necessary

verification information. However, executing the PartVer
algorithm, the output is ⊥, meaning that block z does not

belong to the signed message m.

This example concretely demonstrates how the belonging-

ness framework must work so clients can verify the integrity

and authenticity of specific blocks of a signed message with-

out requiring access to the entire content. Notably, the Sign
and PartVer algorithms must be independent of the underly-
ing signature scheme, and may be instantiated using various

constructions.

5.3 Applications for the belongingness frame-

work

Many applications shall benefit from using the belonging-

ness framework. For instance, applications that require the

generation and verification of several digital signatures could

especially benefit from it by saving on verification time and

the amount of data transmitted. In this section, we survey

some potential applications to motivate our framework.
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Figure 4. Belongingness framework verification process. The server holds the original signed message m = (a, b, . . . , l) and the signature σ. A client C1
positively verifies whether block b belongs to m, and holds its integrity and authenticity, while client C2 negatively verifies block z; in other words, we verify
that b ∈ m, but z /∈ m, while not requiring access to the entire message m.

When we discuss IoT scenarios, we consider embedded

devices whose primary goal is to perform their specific task

(usually communicating with other devices) at the highest

performance and the lowest energy cost, and communicate to

a central server to share their findings. Such communication

often needs to be secured and verified to check if the integrity

and authentication of the data are maintained. In situations

where multiple devices need to authenticate specific contents,

the belongingness framework allows efficient verification of

the integrity and authenticity of a portion of the transmitted

data. This is particularly useful in resource-constrained IoT

environments [Yan et al., 2023; Chen et al., 2021].

Certificate transparency [Laurie et al., 2021] creates public

logs to determinewhether certificate authorities have correctly

issued digital certificates. Traditionally, each certificate in

the log must be individually signed, leading to significant

storage overhead and requiring users to download and verify

all logged certificates to check for a specific one. In contrast,

the belongingness framework optimizes storage by removing

the need to store an individual signature for each certificate.

Instead, it computes and stores a compact cryptographic struc-

ture that can attest to the integrity and authenticity of multiple

certificates in the log. This eliminates the need for full log

access during the signature verification.

Distributed ledgers in blockchain provide strong security

guarantees but can be inefficient in certain verification pro-

cesses, particularly those requiring multiple lookups. For

instance, consider the case where a payer wants to later prove

to an auditor that a specific signed transaction exists within

the set of all transactions they have issued. In a naive ap-

proach, this verification would require checking and validat-

ing multiple digital signatures, e.g., for n signed transactions,

we potentially require n separate verifications, which can be

computationally expensive. The belongingness framework

can potentially improve performance in this scenario. Instead

of verifying each transaction individually, the auditor can

efficiently check the presence of a specific transaction using

PartVer [Han et al., 2023].
Finally, one particular application inspired the creation

of the belongingness framework: federal registers. Nations

are required to publish daily records of legislative activities

to ensure transparency and keep citizens informed about le-

gal developments; some examples include the United States

Federal Register and the Brazilian Diário Oficial da União

(DOU). The digital version of the federal registers is often

signed, typically in PDF format, and shared online. However,

individual legislative records should be verifiable in terms of

integrity and authenticity without requiring access to the en-

tire document. In order to achieve this, each record is signed

separately, leading to n signatures for a PDF with n pages.

The belongingness framework offers an alternative: instead

of signing each record individually, a single signature on the

entire daily federal register allows verification of any specific

record while preserving its authenticity and integrity.

5.4 Literature Review

The definition of belongingness presented above is generic

and open, and many possible solutions exist, addressing sev-

eral of the desirable aspects. Here, we present some existing

schemes in the literature that could be further explored as an

instantiation of the proposed belongingness framework.

5.4.1 Locally Verifiable Aggregate Signatures (LVAS)

Consider multiple pairs (mi, σi) of messages and their corre-
sponding signatures. Aggregate signatures allow the compres-

sion of the individual signatures σi into one single aggregate

signature σ′, saving storage, transmission, and verification

time. However, to determine whether a message mj belongs

to the set of messages m signed by the aggregate signature

σ′ (or, in other words, to verify σ′), we need access to all

individual messages mi.

To overcome the challenge of needing to access allmi ∈ m,

Goyal and Vaikuntanathan [2022] propose a Locally Veri-

fiable Aggregate Signature (LVAS), which introduces an

auxiliary “hint” that enables efficient verification of individ-

ual messages. Given an aggregate signature over a set of

signed messages m, a short hint h is generated for any spe-

cific message mi ∈ m. This hint preserves the integrity
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and authenticity properties of mi while allowing verification

without requiring access to the entire message set.

If we consider m = (m1, . . . , mn) and σ′ as the aggregate

digital signature of m, we can consider the local verifiable

signature scheme as a possible instance of a belongingness

framework; with that, we are able to answer whether mi ∈ m
using both σ′ and the hint h. In the context of our frame-

work, this mechanism aligns with the PartVer algorithm.

The verification process of local signatures follows a similar

approach: the verifier takes as input the public key pk, the
specific message mi, the aggregated signature σ′, and the

corresponding hint h. Notably, the hint can be precomputed
and stored. However, the procedure of hint generation is

costly (the author does not provide measurements) and must

be stored somewhere (whether in the client or the server).

By using LVAS as a solution for the belongingness prob-

lem, we can observe the following aspects: (a) forn individual

messages, n digital signatures need to be previously gener-

ated; (b) regarding storage, only the aggregated signature σ′

must be kept in the server S; (c) the client C must have access

to the four parameters mentioned in the verification algorithm:

(pk, mi, σ′, h); (d) finally, the only data transmitted between
the parties consists of the four parameters mentioned.

The hint generation algorithm is computationally intensive

(the authors do not provide specific performance measure-

ments). Additionally, it remains unclear where the hint h
would be located or how it could be securely stored and easily

accessed by the client C. Managing the hint h could become

challenging if the client is required to maintain a different

hint for each different message mi ∈ m. Furthermore, the

process still involves generating n individual signatures and

subsequently aggregating them, which may not be efficient

for big data scenarios.

5.4.2 Partial verification using MACs in industrial IoT

(PV-MAC)

In short, industrial IoT fog-based systems have three parties:

the data source (sensors), the fog node (which is resourceful

and processes most of the data), and the data user (IoT de-

vices). Data users require messages from data sources, but

do not have enough resources to verify the integrity of all

message cells, so this workload is divided among the fog

nodes. However, the fog node has other responsibilities, such

as data analysis and training, and delays can vary depending

on the available resources at the moment.

Traditional Message Authentication Code (MAC) schemes

require full-message verification, which is inefficient in such

applications, particularly when dealing with high-frequency

and large-volume data transmissions. Yan et al. [2023] pro-

pose a Secret Sharing Message Authentication Code (SS-

MAC) scheme that leverages secret sharing to enable partial

verification, or PV-MAC. In this approach, a message is di-

vided into k cells, each acting as a secret sharing key. It

combines with a Prefix-verifiable Message Authentication

Code (PMAC) so the data user can assure the integrity of the

cells it should know.

These keys allow the message to be reconstructed only

when a sufficient subset of cells is verified. The fog node,

which has greater computation resources than individual IoT

devices, selects a subset of at least k cells for verification. If

this subset meets the predefined threshold, the regenerated

MAC from the selected cells will match theMAC of the entire

message, ensuring its integrity without requiring full message

verification.

This method naturally integrates with the PartVer algo-
rithm. Here, the fog node generates and verifies the MAC

over a selected subset of k cells, and if the threshold is met,

the authenticity of the entire message is ensured. This enables

efficient verification while reducing computational overhead

for resource-constrained IoT devices.

Nevertheless, this approach is better suited for lighter appli-

cations due to the inherent overhead associated with managing

secret sharing keys. While it may be optimal for industrial IoT

in fog-based environments, its scalability limitations make

it less suitable for Big Data scenarios, which is our primary

focus.

5.5 Our proposal using MTSS

We positively answer Q5 by instantiating our belongingness

scheme using a variation of MTSS. We consider the signed

message to be split into n blocks, Sign is the MTSS signature

algorithm (Sig) as defined in Section 2.2, and PartVer is

here referred to as BlockVer, and aims to identify if a piece
of message mj is part of the full message m. In other words,

our belongingness instantiation is given by (Sig, BlockVer)
as presented next.

We define a protocol between two parties: the server S,
which stores the original document m, its corresponding

MTSS signature σ, and the system parameters of the frame-

work, and the client C, which requests whether some block

mj belongs to the original document m, i.e., mj ∈ m.

The server S stores a tuple Z = (m,H(m), σ, Σ,H, n),
where m = (m1, . . . , mn) is the message already split into
n blocks;H(m) is the cryptographic hash of m; σ = (σ′, T )
is an MTSS signature, and Σ,H, n are MTSS parameters

as shown in Section 2.2. Without loss of generality, S uses

H(m) as a unique index to identify the corresponding mes-
sage m. We assume that the client C knows H(m), which
is made publicly available by S. We recall that S can recon-

struct the d-CFFM, given the necessary parameters.

First, we provide an algorithm called BlockVer that allows
for the verification of the integrity and authenticity of a sin-

gle block from the MTSS scheme. Note that the following

algorithm requires an MTSS signature, a block mj that may

or may not be part of the signed message, but also some ex-

tra blocks m` in order to perform this verification. This is

because the signature is composed of hash values Ti, created

by concatenating some blocks of the message m according

to a d-CFFM.

BlockVer(mj , pk, Y ). Let mj be a block of a message

m, pk a public key of Σ, and Y = (σ, i, M, k), where
σ = (σ′, T ) is an MTSS signature, i ∈ N is an index such

that Ti is a hash of the MTSS signature in which block

mj appears (in such a row over an underlying CFF), M =
(m` ∈ m :Mi,` = 1, ` 6= j), and k is the relative position

(index) of mj ∈ Ti. The algorithm proceeds as follows.
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1. Set r ← Σ.Ver(σ′, T, pk). If r = ⊥, output ⊥. Other-
wise, go to Step 2.

2. Insert mj in the k-th position of M , so that M =
(m`1 , . . . , m`k−1 , mj , m`k

, . . . , m`|M|).
3. Set h′ ← H(m`1 ||m`2 || · · · ||m`|M|).
4. If h′ = Ti, output >. Otherwise, output ⊥.

Step 1 in BlockVer ensures that the set T of hashes from

σ is authentic and can be used to verify mj . The next steps

recreate the particular hash h′ using both mj and the other

blocks from M . Finally, in Step 4, we compare Ti, which

is the i-th hash of the signature, with the computed hash h′.

If they match, it means that mj is authentic and belongs to

the expected original message m. Otherwise, we have two

possibilities: (i) mj does not belong to m or has integrity

issues; (ii) some other ms ∈ M has integrity issues and is

the reason why Step 4 failed.

We can not be sure about (i) since we always depend on

other blocks to perform the verification. However, we can

still surpass case (ii) for up to d invalid accompanying blocks

ms since σ is an MTSS signature constructed from a d-CFF
M. Note thatM has several other rows (of index) i for which
Mi,j = 1, so we can ask the server for the next index i and
the corresponding set of accompanying blocks M . For each

new set of parameters, we can perform BlockVer again. If
Step 4 outputs > for one of them, we know mj is authentic

and belongs to m. Then, we propose an iterative protocol

between C and S as follows:

Belongingness protocol using MTSS.

1. C sends a tuple X = (H(m), j) to S, where j is the

index of the desired block; S keeps this information in

memory until C ends the protocol or until there are no

more index i (of row inM).

2. If S has no more index i, S sends ⊥ to C, which

terminates the protocol. Otherwise, S sends Y =
(σ, i, M, k) to C; the contents of Y are described in

BlockVer.
3. C sets r ← BlockVer(mj , pk, Y ).
4. If r = ⊥, C sends index i (of row inM) to S, so

it decides on a new index i and goes back to Step 2.

Otherwise, C sends > to S to end the protocol.

We highlight some observations regarding the chosen d-
CFFM. We observe that the number |M | of extra blocks
necessary for the verification of mj depends on the number of

1s per row inM. For instance, ifM is constructed using the

construction based on polynomials, we have |M | = qk−1−1.
In this case, we are interested in constructions that minimize

the 1s per row ofM, which is an open problem described in

[Idalino and Moura, 2022]. Assuming no storage limitations,

the server can focus on minimizing the number of 1s per row
in exchange for a larger t and, consequently, larger signatures.
This approach requires different CFF constructions than those

we used in this work. Finally, it is important to observe that

restarting the protocol with the next index i and tuple M in

case BlockVer outputs ⊥ can be performed several times,

which is equal to the number of 1s in column j ofM. For

the polynomial construction, this number is q; for the Sperner
construction, it is b t

2c.

Table 3. Performance overview for the MTSS belongingness pro-

tocol. The network delay and the network bandwidth are not con-

sidered; these results are obtained offline. The CFFs for each file

are the same as those used in Table 1. Plain text files were used for

simplicity. Signed with Σ as ML-DSA level I and H as BLAKE2b.

|M | represents the number of blocks transmitted from S to C; the

representation of |I| is the number of modified blocks in the server
data structure.

n |M | Time (ms)

Step 1 Step 2 Step 3

|I
|=

0 102 19 0.01 0.18 0.04

103 142 0.01 5.35 0.07

104 909 0.04 84.48 0.19

|I
|=

1 102 38 0.01 0.2 0.07

103 284 0.01 5.24 0.11

104 1817 0.04 81.66 0.27

|I
|=

2 102 76 0.01 0.2 0.12

103 426 0.01 5.37 0.17

104 2725 0.04 83.37 0.35

We emphasize that our solution uses the same signature

algorithm as the MTSS scheme, but we execute a partial

verification instead of the one from MTSS. We claim that our

signature used in the protocol σ resulting from Sig is secure

under the same assumptions proved by Idalino et al. [2019].

Moreover, our proposal assumes that C has access to the

block index j, which may not be practical in real-world appli-
cations. A more feasible approach would involve C sending

a tuple (H(m), mj) to S, or, to optimize network resources,
(H(m),H(mj)). Given that S is a resource-rich server in

terms of processing and storage, it would be possible to create

structural data that efficiently correlatesH(mj) with tests Ti

inM, allowing S to send the tuple Y back to C. Although

this would require additional algorithms and storage, it would

simplify the process for C, which would only need to have

H(m) and its block mj .

Our MTSS implementation for the belongingness frame-

work builds upon the existingMTSS codebase. For simplicity,

our focus is on verifying whether a single block mj ∈ m sat-

isfies the belongingness properties. However, the algorithm

could be extended to handle multiple consecutive blocks, en-

abling the identification of whether any subset of the original

document preserves these properties. We remark that this

procedure is out of the scope of this work.

Performance considerations The trivial solution presented

in Section 5.1 needs to perform n signatures and store them in

a list. Due to the MTSS properties, the Sig allows us to sign

it only once. Thus, we minimize the time consumption for

creating σ, regarding objective (a). As per objective (b), |σ|
grows according to the CFF parameters but is very compact,

as discussed in Section 4.2.

The largest data the client C needs to download is the set of

blocks M , which has size qk−1 − 1 for CFFs constructed via

the polynomial construction. Depending on the construction

of the d-CFF, this can be potentially large, which addresses
the performance objective (c) and can be further explored

and improved. The transmitted data from client to server
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is very small since it is only a message hash and an index.

However, the server-to-client data transmitted is larger due to

M . These considerations are important for the performance

objective (d).

Security considerations Hereafter, we consider a broad

explanation of how the cryptographic assumptions under our

protocol are secure. Nevertheless, we do not cover possible

threats and attacks to the overall protocol.

The security definition of the belongingness protocol us-

ing MTSS ensures that any subset of data verified against

an MTSS-signed message genuinely belongs to the original

data, providing integrity, authenticity, and non-repudiation.

Formally, security is assessed in a model where an adversary

can adaptively attempt modifications, removals, or reorder-

ing of individual message blocks, aiming to forge a valid

subset or compromise the authenticity of the message. Un-

der these assumptions, the protocol is secure if an adversary

has only a negligible probability of successfully verifying an

unauthorized or modified subset.

Our belongingness proposal relies on d-CFFs and crypto-
graphic techniques to achieve partial message verification.

The correctness of the scheme and its security depend funda-

mentally on the properties of collision resistance and unforge-

ability provided by the MTSS signature; the MTSS signature

security is based on the original work of [Idalino et al., 2019].

Any successful adversarial strategy against the protocol im-

plies the compromise of these cryptographic primitives.

In practical terms, our proposal tolerates controlled and

predefined modifications consistent with its d-CFF structure,

preventing unauthorized manipulations. Even if an attacker

could make changes in random blocks in the server, the inher-

ent location property of MTSS is able to identify the modifi-

cation; if more than d modifications were performed, we are

unable to complete the protocol, but we are able to identify

the forgery.

As future work, we intend to formalize the security of

the belongingness protocol in a game-based framework [Bel-

lare and Rogaway, 2004] and over network control. In other

words, we intend to prove that our belongingness is resistant

to adaptive chosen message attacks, replay attacks, and over

Auxiliary Information Leakage.

5.5.1 Implementation

Due to the usage of the MTSS signature, our protocol was

implemented by adapting the existing MTSS codebase with

punctual modifications. One key adjustment was the ability

to store the document in pre-divided blocks and index, both

the structured data and the corresponding MTSS signature,

prefixed by the document’s hashH(m).
To facilitate organization and testing, we store this infor-

mation in a structured JSON format. The JSON file includes

a mapping of each block index i to its corresponding message
mi and records the CFF parameters (t, n, d). This design

choice simplifies access and verification within the protocol.

Additionally, we store mi directly rather than its hash, mining

compatibility with the BlockVer algorithm, which operates
on full message blocks.

Furthermore, all the procedure occurs as an iterative proto-

col between C and S as shown in Section 5.5. To evaluate

the overall performance of such a protocol, we use the first

three steps shown in the belongingness protocol using MTSS,

where Steps 1 and 3 are client C attributions and calculations;

and Step 2 is a server S calculation.

Table 3 summarizes the performance overview between

the protocol steps. We remark that the Y parameter sent

from S to C is composed of multiple items; however, the

item that impacts the most is M , which is the set of extra

blocks that appear together with mj in the same row of the

CFF. For performance measurements, we only considered the

execution time in C and S, disregarding network bandwidth.
We have provided experiments considering at least 2-CFF,
i.e., we can provide integrity and authenticity for some block

mj even when two other blocks were altered on the server.

Table 3 considers elements with varied |I|, which, in this
case, we consider as altered blocks in the server; we perform

these experiments in order to test the iterative protocol of

the belongingness framework using MTSS signatures. We

can check how much slower Step 2 gets as we increase n
and, consequently, the CFF; this happens because the server

searches through the CFF, which possible rows can be used

to check the integrity and authenticity of mj . The impact of

|I| is not so relevant for the server, as it puts data in the cache
until it finishes the protocol. Similarly, we can observe how

much slower Step 3 gets (BlockVer algorithm) in the client
as we grow the number of modified blocks in the server.

Each time we increase the number of altered blocks in

the server |I|, the overall |M | transmitted between C and S
increases drastically. The behavior is due to the CFF prop-

erties. However, we can provide integrity, authenticity, non-

repudiation, and the certainty that any block mj belongs to

m, even when there is corruption on the server side.

5.5.2 Practical example using MTSS

MTSS is particularly well-suited to instantiate the belong-

ingness framework, due to its capacity to verify subsets of a

signed message with tolerance to modifications. In this sub-

section, we describe interactively how our MTSS proposal

applies to the belongingness situation, leveraging thePartVer
algorithm, or, in this case, BlockVer algorithm, because of
its CFF structure.

Figure 5 illustrates two scenarios in which MTSS is used as

a belongingness instantiation. We note that server S holds a

message m = (a, b, . . . , l), its MTSS signature σ = (T, σ′),
and its underlying CFFM; for simplicity, we useM as a

2−CFF(9, 12) as in Figure 1a.
In the first scenario (Figure 5a), client C holds block b and

sends X = (H(m), 2), where 2 indicates b is the 2nd block
in m. The server replies with a tuple Y = (σ, i, M, k) =
(σ, 4, {d, i, k}, 1), containing, respectively: the MTSS sig-

nature, the index i of a test row in the underlying CFFM
such that block b appears, the set M of accompanying blocks

in that row excluding b, and the relative position k of b in

the concatenation order. The client then performs the partial

verification BlockVer and obtains a positive result (>), which
confirms that b belongs to the original signed message m.

Since MTSS is inherently tolerant to modifications, the
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(a) Practical example of MTSS being used for the belongingness framework.
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(b) Practical example of MTSS being used for the belongingness framework, using its tolerant

property.

Figure 5. MTSS-belongingness

belongingness verification can still be successfully performed

even if some blocks of the original signed message m have

been altered by an adversary on the server side. In the sec-

ond scenario of our example (Figure 5b), client C initially

receives a tuple whose verification fails, due to the presence

of altered or corrupted blocks within M (either d, i, or k).
Thanks to the tolerant nature of MTSS, the server can retry

with a different row ofM that also includes b but excludes
the previously faulty blocks. This second attempt leads to a

successful verification, returning>. If the b block was altered
on the server, it would take w iterations to find out, where w
is the number of 1s in column b.

5.6 Comparison with literature review

Next, we perform a detailed comparison between the strate-

gies used for instantiating the belongingness framework: our

proposed approach using MTSS, the technique of LVAS, and

the PV-MAC mechanism. We perform comparisons around

the requirements stated in Section 5.1, covering the cost of

signature generation, storage efficiency, partial verification

cost, and overall scalability.

Signature generation In terms of signature generation,

MTSS exhibits a significant efficiency advantage in our sce-

nario of multi-block documents. During the signature process,

our MTSS Sig algorithm automatically divides a to-be-signed

document into blocks and encodes it using a CFFmatrix. Only

one cryptographic signature is required over a vector of hash

digests; although MTSS results grow linearly with the num-

ber of CFF tests t (as demonstrated in Section 4), they grow
logarithmically with the number of blocks n (as discussed in

Section 2.1). Moreover, it ensures full compatibility with the

belongingness framework.

The LVAS strategy incurs a higher generation cost for our

use case, i.e., multi-block documents. Specifically, a tradi-

tional signature must be computed for each individual block

before they are aggregated into a single signature. As such,

the number of signatures performed grows linearly with the

number of blocks n. While aggregating n signatures is effi-

cient, the cumulative cost of performing multiple signatures

exceeds that of MTSS.

PV-MAC introduces a dual-layer signature process, includ-

ing the generation of a hierarchical secret sharing MAC and

a prefix-verifiable MAC. This procedure, which is optimal

for fog-based architectures, results in higher overall signing

latency. Thus, although the mechanism enables a great work-

load distribution, its signature generation cost is high.

Storage efficiency The LVAS scheme exhibits the small-

est signature storage required among the strategies analyzed.

Regardless of the number of signed blocks n, the aggregation
procedure produces a single constant-size signature. How-

ever, partial verifications in LVAS additionally require ver-

ification hints to be provided to the verifier; such hints are

generated via a specific algorithm, extracting an inclusion

proof of such a message. Hints can be generated at query

time, which allows minimal storage; nevertheless, such an

algorithm grows linearly with n, which can be leveraged by
a caching mechanism.

Belongingness instantiation with MTSS produces a self-

contained signature structure not depending on external proofs

for partial verification. The MTSS signature encompasses

a collection of hash values, derived from the CFF structure,

thus growing linearly with t; its size grows logarithmically
to n using Sperner or the construction based on polynomials

over finite fields. The absence of correlating mj to a specific

hint generation simplifies both storage and retrieval.

Unlike MTSS and LVAS, which are digital signature

schemes, PV-MAC operates in different settings. It is struc-

tured on operating on ephemeral MACs in a fog-based ar-

chitecture. The goal is to split the storage responsibility be-

tween the fog node and the data user. Although the MACs

themselves are lightweight, the use of SS-MAC introduced

additional memory management complexity. Following this

logic, PV-MAC authentication data is designed to be dis-
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carded after verification, with transient storage, which cannot

be compared with LVAS and MTSS approaches.

Cost of partial verification The belongingness execution

for MTSS should be distinguished by the server and client

responsibilities, as clearly demonstrated in Table 3. On the

server side (Step 2), it must identify a suitable row in the CFF

where the target block mj appears; the bigger the CFF, the

greater the impact of this step. After identifying the corre-

sponding row, the server transmits some information for the

client, whose most important parameter is the set of blocks M
(blocks involved in the same test as mj). The bottleneck of

the communication is the set M , whereas it can be diminished

by reducing the number of 1s per row in CFFs.

On the client side, Step 3, i.e., the execution of BlockVer
algorithm, is the most demanding. This process is lightweight,

as it involves a Ver execution and hash checking. Also, the
greater the CFF, the greater the impact; however, the proce-

dure is very feasible for most parameters. By contrast, partial

verifications in LVAS at the client are constant-time, requir-

ing only a single operation (assuming the hint has already

been provided by the server); if not cached, the server must

execute the hint generation algorithm. In PV-MAC, partial

verification is distributed; while the fog node verifies a subset

of cells using MACs, the data user completes the verification

by checking the PMAC suffix. This procedure results in a

cost that scales linearly with the number of unverified blocks

(which is automatically handled by the algorithm).

Scalability The scalability of MTSS depends on the num-

ber of blocks sent over through the set M . In other words,

depending on the number of 1s per row in such a CFF, this

number depends on the construction used, and there is no

known construction to leverage it yet [Idalino and Moura,

2022]. However, we demonstrated how large documents

with large CFFs behave for the belongingness as per Table 3,

and we observed that the practical performance of MTSS

belongingness remains efficient.

In opposition, the LVAS scheme is more scalable, where

the aggregate signature remains constant in size, and client-

side verifications are independent of n. If hints must be gener-
ated on demand, the server has a slight overhead; we achieve

a trade-off by server-side caching in advance, or server-side

computation on demand. For the PV-MAC strategy, we have

a different scalability dimension, as it distributes verifica-

tion between the fog node and data users. Although each

individual verification is lightweight, the overall overhead

of SS-MAC and PMAC makes it scalable for medium-sized

industrial IoT deployments, but not as good for large-scale

datasets compared to MTSS and LVAS.

6 Conclusion

We implement the modification-tolerant signature scheme

(MTSS) framework, first introduced by Idalino et al. [2019],

in a high-level programming language. With that, we test

its overall performance for its different algorithms, such as

signing, verifying, locating errors, and correcting them. We

demonstrated how the traditional signature scheme Σ and

hash functionH affect the performance of their algorithms.

Additionally, we showed different arguments to give ideal

parameters for constructing CFFs, depending on how many

modified blocks d the scheme is able to handle.

We explored the challenges of dividing digital documents

into blocks, which is necessary to instantiate the MTSS frame-

work. We show that different approaches are necessary for

different types of blocks and present suggestions for PDFs, im-

ages, CSV, JSON, plain text, and XML.We note that complex

structured files, such as hierarchical ones, take more time to

parse and separate into blocks. We analyzed the performance

details using different parameters in our implementation of

the construction of CFFs by considering two different con-

structions: Sperner and polynomial; this led us to apply some

techniques to soften CFF construction, such as caching.

Finally, we introduced and formalized the concept of be-

longingness in digital signatures, addressing the challenge

of verifying whether a data subset is part of a signed docu-

ment without requiring access to the entire message while

guaranteeing the properties of integrity and authenticity. This

is particularly relevant in Big Data applications where ef-

ficient verifications are required. As part of this work, we

surveyed existing techniques, identifying approaches such as

Locally-Verifiable Aggregate Signatures (LVAS) and Partial

Verification MACs (PV-MAC) that partially or completely

address the belongingness definition.

However, the belongingness solutions rely on multiple sig-

nature generation or industrial IoT environments, making

them not completely suitable for decentralized, agnostic, ver-

ifiable settings. To overcome these limitations, we proposed

a new solution based on the MTSS signature and properties,

integrating it into an iterative client-server protocol. Differ-

ent from existing methods, our MTSS-based belongingness

framework enables long-term authenticity verification from a

single self-contained signature.

We leave it as future work to explore alternative implemen-

tations to improve the construction time of CFFs. Specifically,

investigate designs that are not constrained by attributes such

as prime power structures. Moreover, the DivideBlocks al-
gorithm for PDF documents could be improved. We examine

the possibility of dividing the written content (on the visual

content) of PDFs into blocks, utilizing a specific semantic

analyzer that does not allow any content to overlap with oth-

ers; this restricts both the user and the attacker’s resources,

but modifications could be located clearly. Also, we could

divide the PDF visual content into graphic regions [Wang

et al., 2023; Koreeda and Manning, 2021] of separate chunks

of some width and height that continuously comprehend a

graphical part of the document and analyze the overall impact

of such a solution.

Although the MTSS framework has demonstrated practical

viability, certain performance limitations persist, particularly

in the VCor algorithm, whose brute-force nature leads to

high computational cost. Our current implementation relies

on concurrent execution due to Python’s constraints, but we

believe that more advanced parallelization strategies could

yield significant improvements. In particular, Step 1 of the

Sig algorithm — which constructs the vector T by hashing

combinations of blocks according to each row of the incidence

matrixM — is inherently parallelizable, as each row can
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be processed independently. Consequently, Step 3 of the

Ver algorithm is also parallelizable. Furthermore, alternative

correction strategies, such as heuristic-guided or dictionary-

based methods, could reduce the cost of VCor.
Regarding the belongingness framework, we propose in-

vestigating constructions that minimize the number of 1s per
row to reduce the number of messages exchanged between

client and server in our belongingness protocol. Another di-

rection is minimizing the effects of reading and storing the

entire data structure to keep the messages on the server, po-

tentially using unranking techniques to compute all relevant

rows i for a given mj .

AlthoughMTSS signatures are secure, as proved in [Idalino

et al., 2019], it would be valuable to analyze the security of our

modified protocol against potential attacks. The current work

provides only a preliminary study in this regard, and further

research is needed to assess its resilience comprehensively.

Additionally, evaluating the impact of network interference

on the performance of the protocol would be advisable.
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XML blocks representation

Original XML:

<alert>
<pluginId>40012</pluginId>
<alert>Cross Site Scripting</alert>
<instances>

<instance>
<uri>https://example.com/search</uri>
<method>GET</method>
<param>q</param>
<evidence>&lt;script&gt;alert(1)&lt;/script&gt

;</evidence>
<attack>&lt;script&gt;alert(1)&lt;/script&gt;</

attack>
<messageId>42</messageId>
<source>

<origin>Passive Scanner</origin>
<timestamp>2024-11-22T10:42:33Z</

timestamp>
</source>

</instance>
</instances>

</alert>

Generated blocks:

1|alert
2|pluginId|40012
2|alert|Cross Site Scripting
2|instances
3|instance
4|uri|https://example.com/search
4|method|GET
4|param|q
4|evidence|<script>alert(1)</script>
4|attack|<script>alert(1)</script>
4|messageId|42
4|source
5|origin|Passive Scanner
5|timestamp|2024-11-22T10:42:33Z

Figure 6. Example of how an XML response is evaluated and structured into hierarchical blocks using DivideBlocks.

JSON blocks representation

Original JSON:

{
”alert”: {

”pluginId”: ”40012”,
”alert”: ”Cross Site Scripting”,
”instances”: [

{
”uri”: ”https://example.com/search”,
”method”: ”GET”,
”param”: ”q”,
”evidence”: ”<script>alert(1)</script>”,
”attack”: ”<script>alert(1)</script>”,
”messageId”: 42,
”source”: {

”origin”: ”Passive Scanner”,
”timestamp”: ”2024-11-22T10:42:33Z”

}
}

]
}

}

Generated blocks:

1|alert
2|pluginId|40012
2|alert|Cross Site Scripting
2|instances
4|uri|https://example.com/search
4|method|GET
4|param|q
4|evidence|<script>alert(1)</script>
4|attack|<script>alert(1)</script>
4|source
5|origin|Passive Scanner
5|timestamp|2024-11-22T10:42:33Z

Figure 7. Example of how a JSON response is evaluated and structured into hierarchical blocks using DivideBlocks.
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