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Abstract. Effective vulnerability management is essential for cybersecurity, particularly as the demand for skilled

professionals often exceeds supply. This paper investigates the application of Gaussian Processes (GPs) integrated

with Active Learning (AL) techniques to classify security vulnerabilities based on their risk of exploitation. The

main objective is to optimize the labeling process, thereby reducing the amount of labeled data necessary for training

an effective classifier. The proposed methodology combines the uncertainty predictions provided by GP models

with five established data selection strategies, utilizing a portfolio-based approach. The portfolio avoids the need of

choosing a single strategy and leverages the strengths of each technique. This approach enhances adaptability and

balances exploration versus exploitation in complex optimization scenarios, ultimately improving the diversity of

labeled samples and contributing to the development of better classifiers trained with less examples. Experiments

were conducted using the CVEjoin dataset, which encompasses over 200,000 vulnerabilities, across three distinct

evaluation scenarios. The different setups consider equivalent volumes of labeled data, but varying Active Learning

iterations. When considering a single strategy, the results indicate that the BSB (best and second best) method

consistently outperformed the others in terms of accuracy and F1 score, particularly with an increased number of

labeling iterations. In the scenario where multiple strategies are used in a portfolio, the results indicate gains in

all evaluation metrics. This study underscores the usefulness of a portfolio-based Active Learning approach in

optimizing the labeling procedure and, ultimately, prioritizing vulnerabilities for remediation. This research lays the

groundwork for extending the framework to other areas of cybersecurity, such as vulnerabilities in web applications

and cloud environments, thereby improving overall security measures in the digital landscape.
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1 Introduction

The growing number of connected devices in corporate net-

works and critical systems makes their management increas-

ingly challenging. This also broadens the attack surface,

exposing computational systems to malicious users and re-

quiring robust security strategies to mitigate vulnerabilities

[Jakkal, 2022]. The National Institute of Standards and Tech-

nology (NIST) defines vulnerabilities as weaknesses in an

information system or its implementation that can be exploited

by criminals [Ross, 2012].

An effective way to address this problem is to proactively

address vulnerabilities before they can be exploited. This ap-

proach is called Vulnerability Management (VM), an ongoing

process that identifies, classifies, prioritizes, and remediates

flaws in software, applications, and operating systems [Fore-

man, 2019]. To ensure a secure computing environment, it

is essential to assess vulnerabilities based on their severity

and likelihood of exploitation [Sabottke et al., 2015]. This

is done by collecting data from multiple sources, including

Common Vulnerabilities and Exposures (CVEs) registered in

the National Vulnerability Database (NVD) 1, threat intelli-

gence feeds, security advisories, and vendor bulletins, which

provide up-to-date information on emerging threats, helping

to understand the associated risks and how to combat them.

However, analyzing the vast volume and variety of data col-

lected in a computing environment also presents a significant

challenge for security teams. In addition to leveraging NVD

data on CVEs, it is critical to consider contextual information

specific to an organization’s computing environment—such

as asset relevance and operational importance. Collecting

this information enables a more accurate risk assessment,

providing insights into the likelihood of exploitation of vul-

nerabilities within the organizational context [Tenable, 2023].

By integrating technical and contextual factors, security teams

can more effectively identify and prioritize the vulnerabilities

that pose the greatest risk to the organization.

The number of security professionals available to handle

this type of task is small relative to the number of systems

and vulnerabilities that require attention [Hore et al., 2023].

Identifying and classifying flaws in critical components, such

as networks, applications, and operating systems, is a com-

1National Vulnerability Database, https://nvd.nist.gov/
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plex and time-consuming process, often performed manually.

This task requires specialized technical knowledge, making it

even more challenging. Accurate labeling of vulnerabilities,

especially regarding the risk of exploitation, is essential to

prioritize the most urgent threats and perform the necessary

remediations. With effective classification, security teams

can optimize their efforts by focusing on proactive mitiga-

tion strategies and defense mechanisms instead of relying on

manual classification [da Ponte et al., 2023].

Given the need to prioritize vulnerabilities and the limited

resources of information security teams, Machine Learning

(ML) techniques can be used to classify vulnerabilities based

on risk [Alshaya et al., 2023]. Active Learning (AL), a sub-

area of ML, identifies the most informative examples for

labeling, reducing the amount of data required for training

and the evaluation effort. This process allows the classifica-

tion model to efficiently prioritize vulnerabilities, simulating

the expertise of information security experts and optimizing

remediation efforts.

Vulnerability labeling is a challenging process, especially

when available data is limited. Gaussian Process (GP) models

emerge as a promising solution, as they are nonparametric

Bayesian methods that are particularly effective in scenarios

with few labeled data [Williams and Rasmussen, 2006]. In-

stead of providing only point estimates, a GP model provides

probability distributions, allowing to quantify the uncertainty

associated with predictions. This capability makes GPs ideal

for Active Learning (AL), where the selection of the most

informative samples is essential. By using GPs to identify

the most uncertain samples, the proposed method reduces the

need for large labeled datasets, allowing the model to focus

on the most complex and ambiguous cases, which reduces

the human effort in labeling and improves the efficiency of

the process, while maintaining satisfactory generalization.

A limitation of traditional AL methods is that they often

rely on a single sample selection strategy, which can result in

imbalanced exploration of the data space. To overcome this

limitation, we propose a portfolio-based approach (PA) that

uses multiple selection strategies to guide decision making

in complex optimization scenarios. The idea is to leverage

the strengths of each strategy to achieve greater adaptabil-

ity and balance exploration and exploitation [Vasconcelos

et al., 2019]. Although this concept has been widely used

in Bayesian optimization Hoffman et al. [2011], it can be

easily adapted to AL. The use of multiple selection strate-

gies improves the diversity of training samples, reducing bias

and ensuring more representative coverage of the features of

the analyzed patterns. This contributes to the robustness of

the model, allowing it to explore under-explored areas while

improving previously understood regions.

By integrating GP with AL, this work introduces an ap-

proach that reduces the need for large labeled datasets while

improving classification performance. The portfolio-based

selection strategy further enhances the process by offering

a dynamic selection of the most informative samples. This

approach optimizes the labeling effort and enables more effi-

cient prioritization of vulnerabilities, which is essential for

cybersecurity challenges. As the model refines its under-

standing of the data, it becomes more agile in adapting to

new threats, ensuring robust risk classification with minimal

human intervention.

This approach aims to improve the overall performance of

the model by leveraging the advantages of each strategy to

increase accuracy and reduce labeling effort, especially in sce-

narios with limited data. The classifier performance tends to

improve over time as more informative examples are labeled

and incorporated into the training set. This was validated

by comparing the uncertainty metrics alone and the portfo-

lio strategy, achieving 77% and 79% accuracy, respectively,

compared to 74% for the random selection method.

Given the cybersecurity context, this work presents the

following contributions:

1. Proposal for the use of GPs and AL for vulnerability

risk classification, taking advantage of the GPs’ ability

to deal with uncertainties and improve the accuracy of

predictions in the cybersecurity domain;

2. Evaluation of multiple AL strategies, identifying the

most effective method for labeling vulnerabilities with

minimal human effort, ensuring effectiveness in risk

classification;

3. Evaluation of a portfolio-based sample selection ap-

proach, introducing a combination of strategies to opti-

mize model efficiency and classification accuracy.

The rest of the paper is organized as follows: Section 2

presents concepts about AL and GP. Section 3 presentes a

review of related reviews works related to ML and AL in the

context of cybersecurity. Section 4 brings new updates on

the portfolio-based approach for sample selection. Section 5

discusses the dataset used, the evaluation methodology and

the main configurations used in the experimental scenarios

related to AL and GP. Section 6 shows the results related to

the evaluation of the selection strategies individually. Section

7 evaluates the approach using the portfolio of strategies,

section 8 presents some limitations of this study. Finally,

Section 9 presents the conclusion, summarizing the findings

and possible future directions for research.

2 Active Learning

This section introduces the main concepts related to AL, treat-

ing it as a technique that seeks to optimize the model training

process by reducing the amount of labeled data needed to

achieve good performance. In ML problems, algorithms often

require large volumes of labeled data to learn to make accurate

predictions. However, as mentioned in the previous section,

manually labeling data can be a costly and time-consuming

task, especially in complex domains such as cybersecurity.

This technique aims to minimize this effort by intelligently

identifying which data examples should be labeled to improve

the model more efficiently.

In AL, the machine learning model starts with a small

set of labeled data and makes predictions for a large set of

unlabeled data. The difference with AL is that, instead of

training the model with a large volume of labeled data, the

algorithm actively chooses the most informative data, that

is, the examples that are more difficult to classify or that are

on the border between different classes. These examples are
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then sent to an oracle (an expert or automated system) to be

labeled.

This process is iterative: In each round, the model is up-

dated with the new labeled data, and from there it selects more

samples for labeling. The objective is to optimize the time

and resources necessary for labeling by reducing the number

of labeled examples and enabling the model to learn more

efficiently.

2.1 Types of Selection Strategies in Active

Learning

There are several sample selection strategies in AL, each with

their own benefits and limitations [Blasco et al., 2024]. The

main selection strategies in the context of Active Learning

are presented below.

• Uncertainty Selection: Is one of the most common

strategies in active learning. In this approach, the model

selects samples about which it has the greatest uncer-

tainty, that is, those for which it does not have a clear or

reliable classification. This uncertainty can be measured

in several ways, such as the difference in probability

between the most likely classes or the variance of the

model’s predictions. In classification tasks, the model se-

lects samples whose predicted classes have probabilities

similar to or close to the decision boundary, indicating

greater uncertainty. In regression tasks, uncertainty is

calculated based on the variance of the predictions, with

the most uncertain samples having the highest variance.

• Diversity Selection: Seeks to select samples that cover

the widest possible range of features or regions of the

input space. The main goal is to ensure that the model

is trained on a representative range of data, without fo-

cusing too much on a narrow subset. Selection is done

based on the distance between samples, using metrics

such as Euclidean distance or other forms of similarity.

This type of selection ensures that the model learns about

different aspects of the data, while avoiding overfitting

on a homogeneous set of examples.

• Representativeness Selection: Focuses on choosing

samples that are representative of the unlabeled data set

as a whole. The model selects samples that are most

typical or central within the input space, ensuring that

the labeled data set is a good representation of the overall

data. In many cases, this is done using clustering tech-

niques such as K-means to select the central samples

from each cluster, which allows the model to capture the

overall characteristics of the data efficiently.

• Margin Selection: Is commonly used in classification

tasks and is based on the difference in probability be-

tween the most likely classes. The idea is that the model

chooses samples whose difference in probability be-

tween the two most likely classes is small, that is, those

in which the model is most uncertain about which class

is the most likely. This type of sample is located on

the ”border” between classes, representing cases that are

more difficult to classify and therefore more informative

for training.

• Class Expansion Selection: Or Query-by-Committee

(QBC), involves building multiple models, each with

a different hypothesis or configuration, for the same

problem. The sample to be selected is the one in which

the models disagree most strongly, that is, the samples

that cause a large divergence in predictions. This is based

on the idea that samples in which the models disagree

indicate uncertainty and are therefore valuable for model

learning.

• Error-Expectancy Selection: Focuses on identifying

the samples that, when labeled, would result in the great-

est reduction in model error. Rather than simply se-

lecting uncertain or representative samples, the model

chooses those that have the greatest potential impact on

reducing classification or prediction error. The idea is

that labeling these most impactful samples can lead to a

substantial improvement in the model’s overall perfor-

mance.

Therefore, Table 1 presents the main advantages and dis-

advantages between the selection strategies presented in this

section.

2.2 Gaussian Process Model

Gaussian Process Models provide analytical inferences

mainly for Gaussian likelihood regression tasks [Rasmussen

and Williams, 2006]. Since the problem addressed in-

volves multiclass classification, a categorical likelihood im-

plemented by the softmax function was chosen.

Following sparse GPs and variational inference [Hensman

et al., 2013, 2015] strategies, model predictions are approx-

imated by Monte Carlo samples, which are passed to the

softmax function to result in probabilities. Then, the aver-

age probability of each class can be calculated by taking the

average of the generated samples. More specifically, consid-

ering an input x∗, representing an unlabeled vulnerability,

and the corresponding s-th Monte Carlo sample f
(s)
c (x∗) of

the model posteriori for the risk class c, the probability of the

outcome (predicted class) y∗ will be given by:

P (y∗ = c | x∗) = 1
S

∑
s

softmax(f (s)
c (x∗)), (1)

softmax(f (s)
c (x∗)) = exp(f (s)

c (x∗))∑
c exp(f (s)

c (x∗))
, (2)

where S is the total number of Monte Carlo samples. The

predicted class will be the one with the highest average prob-

ability, i.e., c∗ = arg maxc P (y∗ = c | x∗). At the end of

these steps, the desired uncertainty criterion is applied. The

pattern with the highest value for the criterion in question

will be the one chosen to be labeled. The criteria used in this

work are detailed in the next section.

2.3 Sample Selection Strategies for Active

Learning

In the context of AL, uncertainty criteria are metrics used to

identify which data samples are most valuable to label and

add to the training set. The idea behind this selection is that
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Table 1. Comparison of Active Learning Selection Strategies.

Strategy Advantages Disadvantages

Uncertainty Selection Maximizes training efficiency by fo-

cusing on uncertain samples.

May select boundary samples that

are not representative.

Diversity Selection Ensures broad data coverage, pre-

venting overfitting.

More complex to implement; may

not always select the most informa-

tive samples.

Representativeness Selection Samples are representative of the

overall dataset.

May neglect outlier or boundary

samples, limiting learning.

Margin Selection Focuses on challenging samples, re-

fining decision boundaries.

May overlook informative samples

outside the margin.

Class Expansion Selection Very effective in finding informa-

tive, difficult samples.

Requires multiple models, increas-

ing computational cost.

Error-Expectancy Selection Directly improves performance by

focusing on impactful samples.

Error estimation can be difficult, es-

pecially with multiple classes.

the model has the greatest uncertainty in its predictions for the

chosen samples, which means that labeling them can provide

the greatest improvement in model learning [Pereira-Santos

et al., 2019]. To determine this uncertainty, it is necessary to

calculate the predicted class for each sample.

Least Confident. This criterion is defined as the comple-

ment of the highest average probability among the classes.

It is a straightforward strategy to implement; however, in

datasets with significant variations and noise, it may not be

sufficient to improve the model. This criterion is calculated

by:

lc(x∗) = 1− P (y∗ = c∗ | x∗). (3)

It is noted that a higher value for lc(x∗) is associated with

a lower confidence in the final prediction.

Best and Second Best (BSB) Also called margin criterion,

it measures the uncertainty of an ML model considering the

difference between the two highest predicted probabilities

for each sample, which represents a vulnerability. It is par-

ticularly effective in identifying samples where the model

has difficulty distinguishing between two or more classes,

especially in situations of similar confidence across multiple

classes. The BSB is less sensitive to imbalanced classes com-

pared to other criteria, providing a more balanced measure

of uncertainty [Joshi et al., 2009]. Mathematically, for an

input x∗, let P (y = c1 | x∗) be the predicted probability of

the most likely class c1, and P (y = c2 | x∗) the predicted

probability of the second most likely class c2, the BSB-based

uncertainty measure is defined by

∆(x∗) = P (y = c1 | x∗)− P (y = c2 | x∗). (4)

Entropy. Quantifies the uncertainty or disorder associated

with a probability distribution. Samples with high entropy in-

dicate greater model uncertainty, as they have more balanced

probability distributions between classes. This criterion is use-

ful for identifying regions of the input space where the model

has lower confidence in its predictions. Entropy captures

model uncertainty more completely, especially in situations

with unbalanced probability distributions, however it can be

computationally more expensive to calculate, especially in

models with many labels, being sensitive to class imbalance,

where uncertainty can be overestimated. for minority classes

[Joshi et al., 2009]. For discrete distributions, as is the case

with classification tasks, the entropy H(x∗) is defined by

H(x∗) = −
∑

c

P (y = c | x∗) log P (y = c | x∗). (5)

GPLCB - Gaussian Process Lower Confidence Bound.

Estimates uncertainty by considering the mean of the predic-

tive probabilities and the associated standard deviation. The

deviation is estimated from the softmax values calculated

from the Monte Carlo samples, being given by σc(x∗) =√
V[softmax(fc(x∗))], where V[·] is the sample variance

estimator, calculated considering the S samples f
(s)
c (x∗).

Samples with a lower confidence limit indicate greater [Gar-

nett, 2023] model uncertainty. The lower confidence limit is

given by

GPLCB(x∗) = 1− (P (y = c∗ | x∗)− βσc(x∗)), (6)

where β is a parameter that regulates the size of the confidence

interval to be considered.

3 Related Work

This section presents a literature review on ML and AL tech-

niques applied to the VM process (detection and assessment

phases), with a primary focus on the task of risk classification

of vulnerabilities.

Elbaz et al. [2021] adopted the AL technique to label a

dataset containing information about Common Platform Enu-
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meration (CPE) identifiers, extracted from vulnerability de-

scriptions published by NIST. The labeled data was used

to train a ML model capable of classifying vulnerabilities

into three distinct levels: (I) LOG, where the vulnerability

is recorded without immediate alerts; (II) TICKET, where a

ticket is generated for resolution during business hours; and

(III) ALERT, indicating a critical vulnerability requiring im-

mediate action. However, this solution has limitations, as it

relies solely on CPE information, which is often unavailable

at the time of vulnerability publication. Furthermore, it does

not consider other crucial information about vulnerabilities,

such as threat intelligence and specific context, which can

impact the accuracy of alert decisions for security analysts.

Kure et al. [2022] proposed an integrated method for risk

assessment in Cyber-Physical Systems (CPS) organized into

three distinct stages. In the first stage, assets are classified us-

ing fuzzy logic to determine their criticality. Analysts answer

five questions regarding the potential impact on the asset’s

Confidentiality, Integrity, and Availability (CIA), as well as

the time required for recovery after an attack. In the second

stage, a Machine Learning (ML) model is employed to predict

the vulnerability of assets to ten specific types of cyberattacks.

Finally, in the third stage, analysts assess the organization’s se-

curity controls’ compliance with the requirements established

by ISO 27005 [Firoiu, 2015]. The experiments demonstrated

the effectiveness of the asset criticality classification and the

evaluation of security controls.

Kashyap et al. [2022] discussed the detection of cyberat-

tacks in automotive traffic systems. The authors developed a

model based on GP to identify malicious vehicles in mixed

traffic environments. They also explored the possibility of

investigating and integrating other anomaly detection meth-

ods and ML techniques to complement the GP-based model,

aiming to enhance the ability to identify and respond to cy-

berattacks more broadly and effectively.

Sun et al. [2023] developed a framework called ASSBert,

which combines AL and semi-supervised learning to detect

vulnerabilities in smart contracts. The framework addresses

the challenge of limited labeled data by using ML to effi-

ciently select valuable data, improving the performance of

the detection model. In experiments, the application outper-

formed conventional methods, even with a small amount of

labeled data and a large amount of unlabeled data.

da Ponte et al. [2023] presented an AL-based methodol-

ogy to develop a supervised model capable of emulating the

expertise of specialists in vulnerability risk assessment. The

study emphasized the importance of incorporating vulnerabil-

ity information, threat intelligence, and contextual factors for

effective risk evaluation, in contrast to inadequate practices

that underestimate the likelihood and impact of vulnerability

exploitation. The experiments demonstrated that the solution

achieved high accuracy in identifying critical vulnerabilities,

with performance comparable to human analysts, with only

a slight difference of about 1%. The AL-based approach

proved highly effective in risk classification, quickly outper-

forming random instance selection, even in scenarios with a

large number of vulnerabilities. Additionally, it highlighted

how the AL strategy facilitated more informed and efficient

decision-making in comparison to random selection, ensuring

a more precise and adaptive risk prioritization process.

A Framework for Risk Assessment, Prioritization, and Ex-

plainability of Vulnerabilities (FRAPE) proposes a frame-

work for Risk-Based Vulnerability Management (RBVM),

aiming to enhance the analysis, classification, and prioritiza-

tion of vulnerabilities in organizations through AL and ML

techniques [Ponte et al., 2025]. The framework consists of

four main modules: data collection, vulnerability labeling

with the help of AL, classification and prioritization using

ML, and result interpretation. The FRAPE approach seeks

to reduce complexity and human error by assisting security

analysts in identifying the most critical vulnerabilities, al-

lowing for effective prioritization for mitigation. The use

of AL in FRAPE improves data labeling, while supervised

learning emulates the expertise of analysts, making the risk

management process more efficient.

While previous studies have advanced vulnerability detec-

tion and classification, they often focus on single techniques

without exploring combinations of models or strategies, lim-

iting the adaptability and robustness of the models. For ex-

ample, approaches relying solely on methods like random

forests or gradient boosting fail to leverage complementary

models or selection strategies to improve performance.

The portfolio-based approach in this study is particularly

effective in overcoming these challenges. By integrating di-

verse selection strategies, the model adapts to different stages

of the learning process, increasing its robustness. For instance,

when faced with limited labeled data or varying vulnerability

characteristics, the model can balance exploration of uncer-

tain areas and optimization of known regions using techniques

like entropy, BSB, and GPLCB.

Moreover, the portfolio-based AL strategy addresses scala-

bility issues inherent in traditional methods, where reliance on

manual labeling or fixed strategies can be slow and inaccurate,

particularly in large datasets. This approach allows the model

to scale efficiently, reducing labeling effort and improving

vulnerability prioritization for remediation. Its flexibility en-

ables continuous adaptation to new information, providing

a significant advantage in the ever-evolving cybersecurity

landscape.

In this context, this work differs from others by employing

advanced strategies for uncertainty estimation, combining

AL with the non-parametric GP model. The use of GP is

motivated by its ability to provide probabilistic predictions,

essential for quantifying uncertainty in ML models. A key

contribution of this study is the evaluation of various selec-

tion strategies, both individually and in combination, which

has been a limitation in prior research. Table 2 shows the

differences between these works and our approach. Experi-

menting with multiple strategies provides a more comprehen-

sive understanding of the trade-offs between exploration and

optimization, thereby enhancing decision-making.

4 Proposal

This study proposes an integrated solution using AL and GP

for the risk classification of security vulnerabilities. The

focus is to optimize data labeling, reducing the number of

examples required for training and minimizing human effort.

However, using a single selection strategy may be inadequate,
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Table 2. Comparison between related works and the present study.

Reference Context Classifiers
Uncertainty

Measurement
Portfolio

[Elbaz et al., 2021] Risk Classification CRFs Least Confident

[Kure et al., 2022] Risk Classification
KNN, NN, DT,

RF, LR, NB

- No

[Kashyap et al., 2022]
Vulnerability

Detection
GPR

- No

[Sun et al., 2023]
Vulnerability

Detection

BERT,

BERT-AL,

BERT-SSL,

ASSBERT

Entropy

No

[da Ponte et al., 2023] Risk Classification
RF, GB, RL,

SVC, MLP

Entropy No

This Work Risk Classification GP

Entropy, Least

Confident, BSB,

GPLCB

Yes

CRFs: Conditional Random Fields, KNN: K-Nearest Neighbors, NN: Neural Networks, DT: Decision Trees, RF: Random Forest, LR: Logistic Regression,

NB: Naive Bayes, BERT: Bidirectional Encoder Representations from Transformers, BERT-AL: BERT with Active Learning, BERT-SSL: BERT with

Semi-Supervised Learning, ASSBERT: An adversarially trained version of BERT, RF: Random Forest, GB: Gradient Boosting, RL: Reinforcement Learning,

SVC: Support Vector Classification, MLP: Multilayer Perceptron

since different regions of the data space may require different

approaches.

To overcome this limitation, we propose the use of a

portfolio-based approach, which combines multiple selec-

tion strategies, such as uncertainty selection, balancing ex-

ploration and exploitation. This allows for a more diverse

coverage of samples, reducing bias and ensuring a more ro-

bust representation of the data.

The integration of GP with AL and the use of the portfolio

approach offers an efficient solution, allowing the model to

learn from a reduced number of samples and quickly adapt

to new threats. This strategy optimizes human resources by

focusing efforts on the most relevant samples, while reducing

manual labeling effort. The following sections are dedicated

to defining how the sample selection was performed consid-

ering the portfolio.

4.1 Portfolio-Based Approach

The portfolio-based strategy in AL uses multiple sample selec-

tion criteria during training, combining different approaches

to ensure a balanced exploration of the data space. This allows

the model to explore regions of high uncertainty while lever-

aging the knowledge already acquired, optimizing learning

and focusing on the most informative instances for labeling.

By integrating several selection strategies (defined in sec-

tion 2.3), the portfolio provides flexibility to deal with differ-

ent uncertainty scenarios, ensuring a representative coverage

of the data space and reducing the risk of bias in sample

selection. This approach increases the learning efficiency,

contributing to the generalization of the model.

In addition, the use of a portfolio optimizes the use of la-

beled data, reducing the need for large volumes of samples

annotated by experts. By capturing different perspectives

on model uncertainty, the portfolio improves overall perfor-

mance, focusing on samples that cover unknown areas and

less represented classes.

In the context of vulnerability risk classification, the appli-

cation of a portfolio is innovative. Rather than relying on a

single uncertainty metric, the model selects samples based on

multiple uncertainty dimensions, which is crucial given the

multiple factors that affect vulnerability criticality. The inte-

gration of multiple strategies ensures more efficient learning

from the most relevant data, minimizing the labeling effort.

This research is one of the first to apply the portfolio ap-

proach in the cybersecurity domain. This application offers a

novel solution to address the scarcity of labeled data, making

the learning process more adaptable to the complexities of

the vulnerability context.

4.2 Iterative Cycle of Active Learning with

Portfolio of Strategies

The AL iterative cycle is a continuous and dynamic process,

composed of several phases that repeat at each iteration. Fig-

ure 1 illustrates these steps, which are essential to improve

the model’s performance with a reduced number of labeled

samples. The cycle is divided into the following phases:

(1) Initial Data: At the beginning of the cycle, we have

two data sets: the labeled data set, which contains samples

that are already known and labeled, and the unlabeled data set,

composed of samples that have not yet been classified. The
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Figure 1. Iterative Cycle of Active Learning.

initial data set can be selected randomly or based on specific

criteria (in this case, a study on the distribution of the data

that will be used is feasible)

(2) Training the Machine Learning Model: With the

labeled data set available, the ML model is trained. During

this phase, the model adjusts its predictions to minimize dis-

crepancies between the predicted classes and the actual labels

of the training samples. This phase is crucial, as it creates the

initial learning base that will guide the selection of the most

informative samples.

(3) Estimating Uncertainty in Predictions for Unlabeled

Data: After initial training, the model is applied to the un-

labeled data set. Here, the model evaluates the uncertainty

associated with each unlabeled sample. Uncertainty measures

how confused the model is about the predictions for these

samples. Instead of randomly labeling samples, the model

focuses on the most uncertain ones, as these are the ones that,

when labeled, can significantly improve its performance.

(4) Portfolio-Based Sample Selection: Once the uncer-

tainty of the samples has been assessed, the portfolio of strate-

gies comes into play. Instead of relying on a single selection

strategy, the model can use a combination of selection strate-

gies. As mentioned earlier, this allows for a more adaptive

choice, balancing the exploration of uncertain areas and the

optimization of well-understood areas. The model selects

the K most informative samples according to these different

uncertainty metrics.

(5) Labeling the Selected Samples: The K selected sam-

ples are then labeled. This process can be done by an expert

who assigns the correct labels based on technical knowledge.

In the experimental context, an oracle can be used to label the

samples based on knowledge external to the model. This step

is crucial because the labeled samples will be used to train

the model in the next iteration.

(6) Updating the Training Set: After labeling, the newly

labeled samples are added to the model’s training set. This

new dataset now includes both the previously labeled samples

and the new samples. The model then performs a new training

cycle using the updated data. This allows the model to refine

its predictions by learning from the new labeled samples.

4.3 Sample Selection with Portfolio Strategies

in Active Learning

Introducing a portfolio of strategies into AL significantly

improves the dynamics of model training, especially in the

selection of samples for labeling. While traditional methods

rely on a single selection approach, combining multiple strate-

gies allows for a more balanced exploration of the data space.

This ensures that many regions of high uncertainty over areas

with well-understood patterns are effectively explored.

This multi-strategy approach increases learning efficiency

by prioritizing the most informative instances and avoiding

overfitting to specific patterns or regions. By considering

a combination of uncertainty metrics, the model explores

diverse and underrepresented areas, quickly biases, and pro-

motes a more comprehensive learning process.

A crucial aspect of this methodology is to avoid duplicate

sample selection. The algorithm ensures that only unique and

informative samples are chosen in each iteration, maximizing

the efficiency of specialized labeling.

To implement this approach effectively, we implement

the following algorithm to select k samples per strategy. It

ensures that each strategy contributes independently to the

training process, avoiding redundancies in selection. The

central idea is to evaluate the informativeness of unlabeled

instances using a predefined set of strategies, ensuring that

each iteration enriches the labeled dataset with meaningful

points.

This algorithm follows a structured approach to iterative

sample selection, ensuring that each strategy independently

selects the most relevant data. By maintaining a separate set

of selected instances (L), duplication is avoided, ensuring

that the sample set remains diverse and representative of all

strategies.
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Algorithm 1 Sample Selection

Require: Uncertainty estimates U for unlabeled data, dataset

D, selection strategies S, number of samples per iteration

k
Ensure: Selected instances stored in L

L← ∅ . Set of selected instances

strategy_samples← ∅
strategy_labels← ∅
for each s ∈ S do . Iterate over selection strategies

Compute selection scores Q using strategy s over U
Rank instances based on Q in descending order

new_samples← ∅
new_labels← ∅
for each instance i in ranked list do

if i /∈ L then . Ensure no duplicates

Add i to new_samples
Retrieve label for i from D and store in

new_labels
end if

if size(new_samples) = k then

break . Stop after selecting k samples

end if

end for

L← L ∪ new_samples
strategy_samples[s]← new_samples
strategy_labels[s]← new_labels

end for

This process improves the adaptability of the model

throughout training. In the first few iterations, the exploration

of the dataset is expanded, capturing diverse patterns. As

learning progresses, the algorithm refines the selection based

on uncertainty measures, optimizing the model’s decisions

and focusing on the most challenging regions.

In addition, this approach promotes computational effi-

ciency by minimizing redundant computations. Each strategy

selects exactly k samples per iteration, balancing the explo-

ration of diverse areas of the data with the exploration of

regions of greatest uncertainty. This balance ensures that

the AL process remains robust and effective across different

datasets and classification challenges.

By combining multiple strategies, the portfolio approach

transforms the model’s learning trajectory. This increases

adaptability, improves efficiency, and strengthens general-

ization capabilities, resulting in more robust and accurate

classifiers.

5 Experiments

The AL process iterates by selecting the most informative

data instances for labeling. This iterative nature allows the

model to progressively refine its predictions, minimizing the

need for large amounts of labeled data. AL is iterative in

that it requires feedback from domain experts during each

iteration to label the most critical samples, improving overall

performance even when data is limited or incomplete [Swiler

et al., 2020].

The proposed methodology uses a GP model within an AL

framework to improve the vulnerability risk classification

process. Random selection will be used as a baseline to eval-

uate the performance of sample selection strategies in active

learning. Random selection involves choosing data samples

without considering model uncertainty, providing a reference

point for comparison. This establishes a performance bench-

mark, allowing the evaluation of more sophisticated methods

that incorporate uncertainty quantification, such as those ex-

plored in AL.

The following sections define the dataset used, the estab-

lished scenarios related to the model and the evaluation pro-

cess.

5.1 Dataset

The CVEjoin dataset2 was developed to assist cybersecurity

analysts and researchers in the risk assessment and classi-

fication of vulnerabilities, enhancing decision-making pro-

cesses related to vulnerability management. Unlike tradi-

tional datasets that use isolated information or metrics, such

as CVSS metric, CVEjoin incorporates additional contextual

threat intelligence, helping analysts understand the risk of

vulnerability exploitation more effectively.

The dataset is built by aggregating data from several trusted

sources, including the NVD, ExploitDB, MITRE’s CWE, and

others. The initial dataset includes over 200,000 vulnerabili-

ties, with information to reflect the vulnerabilities published

between 2002 and 2022. This information is gathered through

web scraping, API queries, and downloading JSON files from

various trusted sources. Automated tools, written in Python,

utilize libraries such as urllib 3 and BeautifulSoup 4 for data

mining.

The dataset contains 208 labeled samples, each with 29

attributes and categorized into four risk classes: Low, Moder-

ate, Important, and Critical. This classification is based on

the risk posed by the vulnerability, determined by both its

intrinsic characteristics (e.g., CVSS score, impact on CIA)

and external factors like exploitability (e.g., public exploits,

attack vector).

These risk labels are vital for prioritizing vulnerability re-

mediation and are intended to help organizations decide where

to allocate resources effectively in the face of potential cyber-

attacks.

Additionally, the dataset underwent a pre-processing phase

to manage its diverse attributes, which include continuous,

discrete, boolean, and categorical values. Categorical data

were converted to numerical values using the one-hot encod-

ing technique, as there is no inherent hierarchy among these

categories. Where necessary, the data was also normalized to

have zero mean and unit variance, ensuring consistency and

facilitating model training.

The CVEjoin dataset plays a pivotal role in our approach,

enabling the classification of vulnerabilities based on their

risk of exploitation. This classification allows us to streamline

critical processes, such as prioritizing vulnerability remedia-

tion, optimizing patch management strategies, and efficiently

2CVEJoin Security Dataset, https://github.com/
rodrigoparente/cvejoin-security-dataset

3URLIB, https://docs.python.org/3/library/urllib.html
4Beautiful Soup Documentation, https://beautiful-soup-

4.readthedocs.io/en/latest/

https://github.com/rodrigoparente/cvejoin-security-dataset
https://github.com/rodrigoparente/cvejoin-security-dataset
https://docs.python.org/3/library/urllib.html
https://beautiful-soup-4.readthedocs.io/en/latest/
https://beautiful-soup-4.readthedocs.io/en/latest/
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allocating cybersecurity resources. Furthermore, the dataset

is used to evaluate the performance of our GP model com-

bined with AL and PA strategies. This approach enhances the

model’s accuracy, adaptability, and efficiency in real-world

cybersecurity scenarios.

5.2 Machine Learning model evaluation

To evaluate the performance of the AL strategies and the ML

model, several key metrics will be used.

Accuracy measures the proportion of correct predictions

(true positives and true negatives) out of the total number of

samples. While useful, it can be misleading in imbalanced

datasets. Precision quantifies the model’s ability to avoid

false positives, calculated as the proportion of true positives

among predicted positives. It answers, ”How many of the

predicted positives were actually correct?” Recall assesses

the model’s ability to identify all true positives, calculated as

the proportion of true positives among all actual positives. It

is crucial in cases where missing positives (false negatives)

is costly, such as in cybersecurity. F1-Score combines pre-

cision and recall into a single metric, providing a balanced

measure that penalizes extreme values of either metric. It is

particularly useful in imbalanced datasets. Finally, the AUC

(Area Under the ROC Curve) evaluates how well the model

discriminates between classes. A higher AUC indicates better

class distinction, with a value closer to 1.0 reflecting a more

effective model.

5.3 Experimental Setup and Model Configura-

tions

To carry out this study, the GPyTorch 5 library was used,

which optimizes the use of hardware for GP model applica-

tions. Table 3 describes the configurations used for AL. Ini-

tial Size represents the amount of labeled data used to train the

model before starting the AL process, which is scaled propor-

tionally to the number of classes. Active Iterations represent

the number of AL cycles executed, where new samples are

selected and added to the training set. Active Selection per

Iteration configures the number of samples chosen in each

iteration to be labeled and included in training. Selection

Strategies represent the different methods for selecting the

most informative samples (described in section 2.3). Experi-

ments were carried out to evaluate AL strategies repeatedly

independently, increasing the statistical robustness and reli-

ability of the results. With more repetitions, the mean and

standard deviation of performance metrics provide a more

accurate estimate of the model’s actual performance, reducing

random bias caused by specific splits of the data.

Likewise, Table 4 presents the configurations used by GP.

Number of Tasks refers to the number of simultaneous tasks

that the GP model needs to solve. In this case, it is double the

number of classes to allow for multi-task modeling. Learning

Rate is a parameter that controls the speed of model adjust-

ment during training in order to guarantee model convergence.

Number of Induction Points is used to approximate GP on

5GPyTorch’s documentation, https://docs.gpytorch.ai/en/
stable/

Table 3. Active Learning settings used in the experiments.

Settings Value

Initial Size 10× Number of classes

Active Iterations Scenario-dependent

Active Selection by Iteration Scenario-dependent

Selection Strategies Least Confident, Entropy,

BSB, GPLCB

Independent repetitions 30

Data split (Train/Test) 90%/10%

large data sets. Likelihood Samples represent the number of

samples used in both training and testing to estimate the like-

lihood of the data, influencing the accuracy and robustness of

the model. Number of Epochs represents the total number

of complete passes through the training data set. Kernel is

used to measure the similarity between data, with the RBF

kernel, given by:

k(x, x′) = σ2
f exp(−1

2
∑

d

w2
d(xd − x′

d)2) (7)

a common choice in the literature. The values σ2
f and w2

d|Dd=1,

where D is the input dimension, are hyperparameters auto-

matically adjusted during the training itself [Rasmussen and

Williams, 2006; Hensman et al., 2013] .

Table 4. Gaussian Process model configurations.

Configurations Value

Number of tasks 2× number of classes

Learning rate 0.05

Number of inducing points 5× number of classes

Monte Carlo samples (train) 100
Monte Carlo samples (test) 1000
Number of epochs 3000
Kernel RBF

The configurations used in the experiments were carefully

selected to provide a fair and balanced assessment of the

model’s performance and active learning strategies. How-

ever, it is important to note that these configurations resulted

in increased execution times, as each repetition involved run-

ning a full set of active learning experiments. This process

includes retraining the model, selecting samples for labeling,

and evaluating performance, all of which require substantial

computational resources.

In terms of the AL approach, it will be shown in the fol-

lowing section that better performance is related to scenarios

where a small number of data points are labeled at a time.

This study explored several AL configurations simulating dif-

ferent levels of intervention by an information security expert

in the classification of vulnerability risk. The impact of the

expert’s interaction frequency and the number of iterations on

the accuracy of vulnerability risk classification was evaluated

through three distinct scenarios.

The first scenario, Scenario I, involves 100 iterations, each

requiring the labeling of a single vulnerability. While this

scenario provides a detailed and progressive analysis, it de-

mands significant time and effort from both the expert and the

system, as the model needs to be retrained after each iteration.

https://docs.gpytorch.ai/en/stable/
https://docs.gpytorch.ai/en/stable/
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In Scenario II, the number of iterations is reduced to 20,

with each iteration involving the labeling of 5 vulnerabilities.

This setup aims to balance expert interaction with the effi-

ciency of the AL process, requiring less time from the expert

while still maintaining reasonable accuracy.

Finally, Scenario III minimizes expert involvement by re-

ducing the number of iterations to 10, each involving the

labeling of 10 vulnerabilities. Although this scenario reduces

the frequency of model retraining, it may impact the overall

accuracy due to the lower frequency of expert interaction. Ta-

ble 5 summarizes the configuration of the analyzed scenarios.

Table 5. Active Learning Scenarios: Iterations and Selection Set-

tings

Scenario Active Iterations Active Selection

Scenario I 100 1

Scenario II 20 5

Scenario III 10 10

It is important to note that the random selection strategy

is used as a baseline for comparing the performance of other

AL strategies. Since random selection disregards model un-

certainty and relevance, it is expected to yield less optimal

results than more advanced methods that focus on selecting

the most informative samples.

6 Evaluation of Individual Sample Se-

lection Strategies

This section presents tables with the mean and standard devi-

ation of performance metrics for different sample selection

strategies at the end of the AL cycle. It also includes graphs

comparing mean accuracy curves across iterations of model

selection, labeling, and retraining. Additionally, the AUC

metric is calculated to quantify performance throughout itera-

tions, unlike other metrics that only reflect the final state. All

metrics were computed based on 30 independent repetitions

to ensure statistical robustness.

6.1 Scenario I Results

Table 6 presents the results of the mean and standard deviation

of the metrics achieved by the GP classification model at the

end of the cycle of different AL strategies in scenario I. In this

scenario, there are 100 AL iterations, where in each iteration,

one vulnerability is selected at a time by the strategy and

labeled by an expert.

When analyzing the results, it is observed that the random

strategy (random selection) presents the worst performance

with the lowest overall values. On the other hand, it is note-

worthy that all other AL strategies that use some uncertainty

calculation present better metrics than Random, and are close

to each other. The differences in performance between the

strategies can be attributed to the way each of them selects

the examples for labeling, with random selection not provid-

ing these benefits, which is reflected in lower values in the

evaluation metrics.

Table 6. Mean and standard deviation of different evaluation metrics

for the GP classification model considering various active learning

strategies in Scenario I.

Strategy
Accuracy

(µ ± σ)

Precision

(µ ± σ)

Recall

(µ ± σ)

F1-score

(µ ± σ)

BSB 0.78 ± 0.05 0.83 ± 0.06 0.78 ± 0.05 0.78 ± 0.06

Entropy 0.77 ± 0.05 0.86 ± 0.06 0.77 ± 0.05 0.77 ± 0.06

GPLCB 0.76 ± 0.05 0.80 ± 0.02 0.76 ± 0.06 0.76 ± 0.07
LC 0.78 ± 0.04 0.82 ± 0.06 0.77 ± 0.04 0.78 ± 0.05

Random 0.75 ± 0.05 0.78 ± 0.06 0.75 ± 0.05 0.74 ± 0.06

Considering the four metrics (accuracy, precision, recall,

and F1-score) together, it is evident that the BSB strategy per-

forms the best overall. While BSB and Entropy have similar

average values   across these metrics, the AUC curve played a

crucial role in the selection of BSB as the top-performing strat-

egy. The AUC for BSB (0.682) was slightly higher than that

of Entropy (0.679), indicating a better ability to discriminate

between classes throughout the AL process. This additional

metric highlights that BSB not only identifies true positives

effectively but also maintains better class separation com-

pared to Entropy, especially in cases where class boundaries

are unclear. Furthermore, BSB demonstrated a more bal-

anced measure of uncertainty, being less sensitive to class

imbalances than other strategies.

Figure 2 shows the average accuracy curves of the best per-

forming strategy (BSB) and the baseline strategy (Random),

as a function of the number of labeled data with their respec-

tive AUCs. With this graph, one can observe the behavior of

the strategies throughout the entire AL iterative cycle.
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Figure 2. Average accuracy and AUC as a function of the number of labeled

data in Scenario I.

As expected, it is observed that the accuracy of the vul-

nerability risk classification model increases as new samples

selected by the AL strategies are labeled by the expert and

used to retrain the model. Furthermore, it is observed that

as this process progresses with more labeled data, the BSB

strategy begins to outperform Random, culminating in a final

accuracy of 0.78, as observed in table 6. The greater accu-

racy of BSB throughout the AL iterations is quantitatively

demonstrated with a higher AUC value when compared to

the Random strategy, as reported in the graph legend.
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6.2 Scenario II Results

Table 7 presents the results of scenario II, where 20 AL itera-

tions are performed and 5 vulnerabilities are labeled at a time

by the expert. As observed in the previous scenario, the se-

lected selection strategy is also inferior to the other strategies,

and BSB presents the best overall analysis.

Table 7. Mean and standard deviation of different evaluation metrics

for the GP classification model considering various active learning

strategies in Scenario II.

Strategy
Accuracy

(µ ± σ)

Precision

(µ ± σ)

Recall

(µ ± σ)

F1-score

(µ ± σ)

BSB 0.77 ± 0.05 0.73 ± 0.06 0.77 ± 0.05 0.76 ± 0.06

Entropy 0.76 ± 0.05 0.72 ± 0.06 0.76 ± 0.05 0.75 ± 0.06
GPLCB 0.75 ± 0.05 0.74 ± 0.02 0.75 ± 0.06 0.75 ± 0.07
LC 0.75 ± 0.04 0.72 ± 0.06 0.75 ± 0.04 0.75 ± 0.05

Random 0.74 ± 0.05 0.72 ± 0.06 0.74 ± 0.05 0.74 ± 0.06

Figure 3 displays the graph with the average accuracy

curves and the respective AUCs of the BSB and Random

strategies as a function of the number of labeled data during

the iterative process. Once again, it is noted that BSB sur-

passes Random in terms of average accuracy in the final AL

iterations, reaching an accuracy of 0.77 and an AUC of 0.652.
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Figure 3. Average accuracy and AUC as a function of the number of labeled

data in Scenario II.

6.3 Scenario III Results

Table 8 and Figure 4 display the results of scenario III, where

fewer AL iterations are performed (ten) and more vulnera-

bilities are labeled at a time by the expert (ten). A similar

result to the other two scenarios is observed: the BSB strategy

obtained the best performance indicators in the vulnerability

risk classification, while Random presented the worst per-

formance. However, there is a more prominent gain in the

performance of BSB compared to Random in the average

accuracy and AUC curves throughout the AL process, as can

be seen in Figure 4.
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Figure 4. Average accuracy and AUC as a function of the number of labeled

data in Scenario III.

Table 8. Mean and standard deviation of different evaluation metrics

for the GP classification model considering various active learning

strategies in Scenario III.

Strategy
Accuracy

(µ ± σ)

Precision

(µ ± σ)

Recall

(µ ± σ)

F1-score

(µ ± σ)

BSB 0.76 ± 0.05 0.74 ± 0.07 0.76 ± 0.05 0.76 ± 0.06

Entropy 0.74 ± 0.05 0.74 ± 0.07 0.74 ± 0.05 0.74 ± 0.06
GPLCB 0.74 ± 0.05 0.76 ± 0.07 0.74 ± 0.05 0.73 ± 0.06
LC 0.76 ± 0.05 0.74 ± 0.07 0.76 ± 0.05 0.75 ± 0.04

Random 0.72 ± 0.04 0.71 ± 0.07 0.72 ± 0.04 0.72 ± 0.04

6.4 Best strategy for selecting samples individ-

ually

After conducting experiments in the three scenarios, the BSB

strategy proved to be the most effective for vulnerability risk

classification, outperforming the other techniques in most per-

formance metrics, particularly in Scenarios II and III. There-

fore, this subsection focuses on the detailed analysis of this

strategy during the labeling and retraining process within the

active learning framework.

Figure 5 shows the average accuracy curves and AUCs for

the BSB strategy as a function of the number of labeled data

points across all the previous scenarios. Scenario I appeared

to be the most robust and specific, characterized by labeling

one sample at a time, which requires more processing time but

provides the best evaluations and the highest AUC. However,

it is worth noting that the accuracy curves are quite similar,

which leads us to conclude that by increasing the number

of labels and reducing the time for labeling, we still obtain

good results while significantly reducing processing time and

computational cost.

7 Evaluation of Portfolio-Based Sam-

ple Selection Strategy

The strategy portfolio approach allows for the simultaneous

selection of samples based on different criteria, promoting

diversity and reducing bias in the selection of labeled data.

However, this approach is only applicable in Scenarios II

and III, where the number of samples selected per iteration is

aligned with the experiment setup.

In Scenario II, the total number of selections per iteration is
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Figure 5. Average accuracy and AUC of the BNB strategy according to the

number of labeled data for the different scenarios analyzed.

5. Given that the portfolio consists of 5 strategies (BSB, Ran-

dom, Entropy, GPLCB, and Least Confident), each selects

one sample (k = 1), ensuring an exact total of 5 samples per

iteration, which matches the expected setup. In Scenario III,

where the expected total number of selections per iteration is

10, the same five strategies select two samples each (k = 2),

resulting in the required 10 samples per iteration.

In Scenario I, the portfolio approach cannot be applied,

since only one sample can be selected per iteration. If each

strategy selected one sample, the total would be 5 samples

per iteration, exceeding the predefined limit of the experi-

ment. Restricting the selection to a single strategy per iteration

would contradict the concept of balanced and simultaneous

selection among strategies, making the portfolio approach

infeasible in this scenario.

Therefore, the strategy portfolio approach is feasible only

in Scenarios II and III, where k can be adjusted to maintain

consistency in the number of selections. In Scenario I, the re-

striction of one sample per iteration prevents the configuration

of a portfolio.

Table 9 summarizes the selection strategy for each scenario,

illustrating the constraints and corresponding values of k that

ensure alignment with the experimental setup.

Table 9. Portfolio selection strategy across different scenarios.

Scenario Total selection Samples per strategy (k)

I 1 Not applicable

II 5 1

III 10 2

The following subsections will show the main results found

in this approach. It will be possible to notice that there was

greater consistency in accuracy values.

7.1 Scenario II Results

In Scenario II, the portfolio-based strategy emerged as the

most effective method, outperforming others across all eval-

uation metrics. This strategy stands out due to its ability to

balance exploration and exploitation, ensuring that the most

informative samples are selected at each iteration, thereby

contributing to more efficient learning. By combining multi-

ple selection criteria, the portfolio strategy avoided overfitting

to specific regions of the data, leading to higher accuracy and

AUC compared to other strategies.

While the BSB strategy also delivered strong results, it

primarily focused on regions of high uncertainty, limiting

the diversity of selected samples. On the other hand, the

portfolio strategy’s combination of different selection criteria

provided a more balanced approach, reducing bias and en-

hancing generalization. As shown in Table 10, the portfolio

strategy outperformed both BSB and Random in terms of

accuracy, recall, and f1-score.

Table 10. Mean and standard deviation of different evaluation

metrics for the GP classification model considering the Portfolio

(K=1), BSB, and Random on Scenario II

Strategy
Accuracy

(µ ± σ)

Precision

(µ ± σ)

Recall

(µ ± σ)

F1-score

(µ ± σ)

BSB 0.77 ± 0.05 0.73 ± 0.06 0.77 ± 0.05 0.76 ± 0.06
Portfolio 0.79 ± 0.08 0.74 ± 0.11 0.77 ± 0.08 0.77 ± 0.09

Random 0.74 ± 0.05 0.72 ± 0.06 0.74 ± 0.05 0.74 ± 0.06

As a baseline, the Random strategy showed the poorest

performance, underscoring the fact that purely random selec-

tion does not effectively contribute to model training. This

highlights the importance of incorporating uncertainty-driven

strategies, which focus on areas with the highest uncertainty

for more efficient data labeling.

Furthermore, the results demonstrated that the portfolio

strategy’s diverse sample selection improved the decision

boundaries. Figure 6 presents the average accuracy and AUC

over the active learning iterations, illustrating that the portfo-

lio strategy consistently maintained the highest performance,

especially compared to the Random strategy.
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Figure 6. Average Accuracy and AUC as a function of the number of labeled

data in Scenario II for K = 1.

A key advantage of the portfolio-based strategy is its abil-

ity to prioritize both informative and representative samples,

allowing the model to refine its decision-making in areas of

high uncertainty. Figure 7 illustrates the average number

of selected samples per strategy, showing that Class 2 was

the most frequently selected by uncertainty-driven strategies

(Entropy, GPLCB, and Least Confident). This prioritization

occurs because Class 2 exhibited high ambiguity, making it a

target for strategies focused on reducing uncertainty.
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Figure 7. Average Class Selections per Strategy (average over 30 repetitions)

for Portifolio in Scenario II (k=1)”

Uncertainty-based strategies like Entropy and GPLCB fo-

cused heavily on Class 2, while BSB took a more balanced

approach, selecting both Class 1 and Class 2 samples nearly

equally. This strategy balanced the representation across all

classes, reducing bias and improving the model’s generaliza-

tion ability. The Random strategy, as expected, maintained a

more uniform selection across all classes, serving as a baseline

for comparison.

Additionally, the confusion matrix in Figure 8 supports

the effectiveness of the portfolio strategy. The highest clas-

sification accuracy was observed for Classes 0 and 3, which

were easier for the model to classify. These classes were se-

lected less frequently by uncertainty-based strategies since the

model already showed high confidence in classifying them.
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Figure 8. Confusion Matrix (average over 30 repetitions) for Portifolio in

Scenario II (K=1)

Class 2 showed the highest confusion rate, frequently being

misclassified as Class 1 or Class 3. This confirms the neces-

sity of prioritizing Class 2 with uncertainty-driven strategies,

which focus on improving the decision boundary where the

model faces the greatest challenge.

The analysis of the confusion matrix further validates the

strategic effectiveness of the portfolio. By focusing on classes

where uncertainty was highest, the portfolio ensured that the

most critical data points were labeled, optimizing the effi-

ciency of active learning. This led to balanced model improve-

ment, reducing errors in difficult classes while reinforcing

decision boundaries.

7.2 Scenario III Results

In Scenario III, where K=2, the active learning process al-

lows each strategy to select two samples per iteration. This

increases the volume of labeled data over time, enabling more

refined data acquisition. The results show that the portfolio

strategy balanced exploration and exploitation, effectively

optimizing the model’s learning curve.

Figure 9 illustrates the evolution of average accuracy and

AUC (Area Under the Curve) values for each strategy as a

function of the percentage of labeled data. The portfolio strat-

egy (K=2) achieved the highest AUC (0.66), outperforming

both the Random strategy (AUC: 0.607) and the BSB strat-

egy (AUC: 0.619). These findings suggest that the combined

selection of multiple strategies contributes to more efficient

learning, helping the model converge to better performance

with fewer labeled samples.
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Figure 9. Average Accuracy and AUC as a function of the number of labeled

data in Scenario III for K = 2.

Table 11 summarizes the mean and standard deviation of

the evaluation metrics for the BSB, Random, and Portfolio

strategies. As shown, the Portfolio strategy outperformed

the individual strategies across all metrics. These results

highlight the advantage of combining multiple selection cri-

teria, which not only account for uncertainty but also ensure

representativeness and diversity in the selected samples.

Table 11. Mean and standard deviation of different evaluation

metrics for the GP classification model considering the Portfolio

(K=2), BSB, and Random strategies on Scenario III.

Strategy
Accuracy

(µ ± σ)

Precision

(µ ± σ)

Recall

(µ ± σ)

F1-score

(µ ± σ)

BSB 0.76 ± 0.05 0.74 ± 0.07 0.76 ± 0.05 0.76 ± 0.06
Portfolio 0.79 ± 0.07 0.76 ± 0.12 0.79 ± 0.07 0.77 ± 0.09

Random 0.72 ± 0.04 0.71 ± 0.07 0.72 ± 0.04 0.72 ± 0.04

The higher values obtained by the Portfolio strategy sug-
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gest that combining multiple selection criteria allows for a

more balanced distribution of labeled samples across the fea-

ture space. This approach helps refine the model’s decision

boundaries more effectively compared to BSB and Random,

which primarily focus on uncertainty-driven sample selection.

The portfolio strategy’s improvement in recall (0.79) indi-

cates that the model was better at correctly identifying pos-

itive instances, showing a significant gain in generalization

capacity. These results underscore the value of combining

uncertainty-based strategies with others that ensure represen-

tativeness and diversity in the learning process.

Figure 11 shows the average class selections per strategy,

revealing that Class 2 was the most frequently selected by

uncertainty-based strategies (Entropy, GPLCB, and Least

Confident). The prioritization of Class 2 stems from the

high uncertainty surrounding this class, which makes it a

focal point for active learning strategies aimed at reducing

uncertainty.
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Figure 10. Average Class Selections per Strategy (average over 30 repeti-

tions) for Portifolio in Scenario III (k=2)

Uncertainty-based strategies, such as Entropy and GPLCB,

heavily prioritized Class 2, while the BSB strategy took a

more balanced approach, selecting both Class 1 and Class

2 samples almost equally. This approach ensured that the

model was not biased towards a single class, promoting a

more generalizable model. Random sampling, on the other

hand, exhibited a more uniform selection pattern across all

classes, which serves as a baseline for comparison.

The confusion matrix in Figure 10 illustrates the classifi-

cation performance of the model. Classes 0 and 3 achieved

the highest classification accuracy, showing that these cate-

gories were easier for the model to learn. These classes were

selected less frequently by uncertainty-based strategies, as

the model already exhibited high confidence in classifying

them.

Class 2, on the other hand, showed the highest confusion

rate, with frequent misclassifications as Class 1 or Class 3.

This result reinforces the necessity of prioritizing Class 2

with uncertainty-driven strategies. These strategies focused

on improving the decision boundaries where the model had

difficulty making accurate predictions.

Class 1 exhibited moderate performance, with a confusion

rate influenced by its similarity to Class 2, further justifying

the need for BSB’s balanced selection approach. This pre-

0 1 2 3
Predicted Class

0

1

2

3

Ac
tu

al
 C

la
ss

5.83 0.17 0.00 0.00

0.93 2.80 1.00 0.27

0.00 0.73 1.23 1.03

0.00 0.20 0.80 6.00

0

1

2

3

4

5

6

Figure 11. Confusion Matrix (average over 30 repetitions) for Portifolio in

Scenario III (K=2)

vented Class 1 from being neglected during active learning.

The analysis of selection patterns and the confusion matrix

reaffirms that the portfolio strategy efficiently directs data ac-

quisition to the most challenging regions of the decision space.

Uncertainty-based strategies focused on refining the decision

boundaries for Class 2, while BSB ensured representative

selection across the dataset. The presence of fewer selections

for Classes 0 and 3 highlights the model’s confidence in these

categories, optimizing the learning process and preventing

resources from being spent on already well-understood data

points.

7.3 Portfolio Strategy Performance in Differ-

ent Scenarios

The comparison between Scenarios II and III further high-

lights the effect of increasing the number of selections per

iteration. In Scenario II (K=1), where only one sample was se-

lected per iteration, the model’s accuracy grew more slowly as

data acquisition was more gradual. The uncertainty strategies

focused heavily on Class 2, which the model struggled to clas-

sify. The confusion matrix confirmed that misclassifications

between Classes 1 and 2 were a major challenge.

In Scenario III (K=2), where two samples were selected per

iteration, model learning was accelerated, leading to faster

improvements in performance. The portfolio strategy’s ability

to select more diverse samples contributed to this enhanced

performance, as evidenced by the reduced uncertainty in the

confusion matrix.

Ultimately, the findings suggest that increasing the number

of selections per iteration enhances active learning efficiency.

However, the success of this approach is contingent on the

quality of the selected samples, highlighting the importance

of the portfolio strategy in diversifying and balancing sample

selection. This methodology maximized knowledge acquisi-

tion, resulting in better model performance and more precise

decision boundaries.

Figure 12 shows a comparison of the performance of the six

different strategies in terms of F1-score. Observing the image,



Portfolio-based Active Learning with Gaussian Processes for

Vulnerabilities Risk Classification Ribeiro et al. 2026

it is possible to notice that the BSB and Portfolio strategies

stand out with the highest medians, indicating a superior

average performance compared to the others. In addition, the

Portfolio box is relatively narrow, suggesting less variability

in the results, that is, greater consistency. On the other hand,

the Random strategy has the lowest median and a wider box,

which reflects a lower and less stable performance.

The presence of outliers, such as isolated points above the

boxes in some strategies (for example, Least Confidence),

indicates that, although most of the results are concentrated in

a specific range, there are exceptional cases with significantly

better performance. This visualization allows us to conclude

that strategies such as BSB and Portfolio are the most recom-

mended for achieving high and consistent F1-scores, while the

Random strategy, as expected, presents the worst results. The

analysis reinforces the importance of choosing active meth-

ods instead of random ones for tasks that demand precision

and reliability.

Figure 12. F1-Score in Scenario III (K=2)

8 Discussion and Limitations

This section presents some limitations related to this work.

Although the Gaussian Process-based active learning model

presents significant advantages for vulnerability risk classifi-

cation, zero-day scenarios present some important limitations

that should be considered.

Zero-day vulnerabilities, by definition, lack information

at the time of discovery, making it difficult for probabilistic

models to accurately infer risk. Incomplete or poorly represen-

tative data can compromise the effectiveness of predictions.

Therefore, the ability of the model to generalize to new vulner-

abilities depends on the diversity and quality of the training

dataset. When faced with new combinations of attributes or

previously unobserved contexts, the risk assessment may be

uncertain or inaccurate. This highlights the importance of

comprehensive and up-to-date data, including information on

impacts and early exploits.

To maintain relevance and accuracy, the model should

be constantly fed with newly discovered vulnerabilities and

their actual behavior. Without this continuous cycle of up-

dating, it may become less effective at identifying patterns

in emerging threats. Active learning is only effective if there

is a dynamic flow of information for progressive adjustment.

In addition to the technical and contextual attributes cap-

tured by the model, the probability of exploitation can depend

on unpredictable external factors, such as human actions or

new attack techniques. This limits its ability to predict risks

with complete reliability, especially when dealing with new

threats. Finally, vulnerabilities with completely new charac-

teristics can generate initial periods of high uncertainty, until

the model accumulates enough information to provide more

reliable assessments. Adaptability directly depends on the

speed and scope of updates to the dataset, ensuring that the

system remains effective in the face of constant changes in

the cybersecurity landscape.

In real-world scenarios, our machine learning model with

active learning is better suited to Vulnerability Management

systems than Security Information and Event Management

(SIEM). While SIEMs require real-time analysis of large

volumes of dynamic data—which can limit the effectiveness

of complex or human-dependent models—VM operates in

a more analytical and periodic context. Here, the model can

prioritize vulnerabilities based on criteria such as criticality

and likelihood of exploitation, refining its predictions through

continuous feedback (active learning), without the pressure

of immediate responses.

In addition, VM deals with more structured data (such as

vulnerability scans and CVE databases), where false positives

are less critical and there is room for manual validation. Ac-

tive learning excels in this environment because it allows the

model to “learn” from experts over time, improving its accu-

racy in risk classification. In SIEMs, the need for speed and

adaptation to emerging threats makes the model less viable,

reinforcing that its natural application is to support proactive

decision-making in VM.

9 Concluding Remarks

This research explored the applicability of a Gaussian Process-

based Machine Learning model combined with Active Learn-

ing and the use of the Porftolio Strategy for classifying secu-

rity vulnerabilities in information technology systems based

on their exploitation risk.

The methodology was evaluated across three experimen-

tal scenarios, each varying in the number of vulnerabilities

labeled per AL iteration. The findings demonstrated that

AL strategies effectively reduce the human effort required

for vulnerability labeling without compromising the accu-

racy of risk classification models. A comparative analysis of

AL strategies revealed that sample selection based on model

uncertainty is more effective than random selection, empha-

sizing the importance of incorporating uncertainty to optimize

the learning process.

The experiments also highlighted that when using the port-

folio approach, the number of samples selected per iteration

significantly impacts the model’s learning efficiency. In sce-

narios where only one sample was labeled per iteration (K

= 1), the model’s improvement was more gradual, requiring

more iterations to achieve competitive performance. In con-

trast, when two samples per iteration were selected (K = 2),
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the model’s learning process accelerated, achieving higher

accuracy with fewer iterations. This shows that grouping

samples into larger labeling rounds improves learning effi-

ciency while reducing computational overhead and expert

interaction, making the AL process more scalable.

Furthermore, the study concluded that minimizing the num-

ber of AL iterations while grouping the same data volume

into larger batch labels optimizes the efficiency of model re-

training and minimizes human intervention in data labeling.

Future research will focus on extending the ML-based vulner-

ability risk classification framework to other domains such as

web applications and cloud environments, as well as further

exploring the portfolio-based sample selection process.
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