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Abstract. Feature selection plays a crucial role in developing effective predictive models by reducing dimensionality
and emphasizing the most relevant attributes. However, current research in this area often lacks comprehensive
benchmarking and frequently depends on proprietary datasets. These limitations hinder reproducibility and may lead
to inconsistent or suboptimal model performance. To address these limitations, we introduce the MH-FSF framework,
a comprehensive, modular, and extensible platform designed to facilitate the reproduction and implementation of
feature selection methods. Developed through collaborative research, MH-FSF provides implementations of 17
methods (11 classical, 6 domain-specific) and enables systematic evaluation on 10 publicly available Android malware
datasets. Our results reveal performance variations across both balanced and imbalanced datasets, highlighting
the critical need for data preprocessing and selection criteria that account for these asymmetries. We demonstrate
the importance of a unified platform for comparing diverse feature selection techniques, fostering methodological
consistency and rigor. By providing this framework, we aim to significantly broaden the existing literature and
pave the way for new research directions in feature selection, particularly within the context of Android malware

detection.
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1 Introduction

Feature selection is essential for developing effective predic-
tive models [Theng and Bhoyar, 2024; Assolin et al., 2025].
By identifying and focusing on the most informative subsets
of features, it reduces data dimensionality, enhances model
accuracy, and substantially decreases computational costs
during training [Dhal and Azad, 2022]. This process also
simplifies model structures, improving interpretability, effi-
ciency, and overall robustness [Naheed et al., 2020].

Many feature selection studies face two persistent chal-
lenges that continue to hinder progress in the field. The first
is a strong dependence on proprietary or inaccessible datasets,
which prevents the replication of experiments and validation
of findings. The second limitation is the restricted scope
of comparative evaluations, often limited to a small number
of baseline methods, which offers an incomplete picture of
how new approaches perform relative to existing alternatives.
Together, these issues undermine the reproducibility and re-
liability of results, potentially leading to biased conclusions
and limiting the broader adoption of proposed methods.

It is important to note that many studies (e.g., Mahindru
et al. [2024], Mahindru and Sangal [2021], Wang et al. [2021],
Galib and Hossain [2020], Alazab [2020], Cai et al. [2021],
Bhat and Dutta [2022], Sun et al. [2016], Wu et al. [2023],
Smmarwar et al. [2022], Chimeleze et al. [2022], Sahin et al.
[2023]) evaluate their proposed feature selection methods

against only a small subset of comparable techniques. This
limitation, similar to the issue of restricted dataset availability,
can result in biased assessments of each method’s true effec-
tiveness. The lack of broader comparative analysis restricts
the ability to perform a fair and comprehensive evaluation of
feature selection approaches, ultimately reducing confidence
in the generalizability and reliability of reported findings.

A persistent challenge in the field is the limited availability
of representative datasets for evaluating and comparing fea-
ture selection methods [Braganca et al., 2023; Soares et al.,
2021; Miranda et al., 2022; Waheed and Qadir, 2024; Albahar
et al., 2022; Kumar et al., 2022; Wang et al., 2022; Braganca
et al., 2025; Paim et al., 2025]. The absence of standardized,
publicly accessible, and up-to-date datasets hampers the con-
sistent validation of new approaches and compromises the
reproducibility of results across studies. Since the diversity
and representativeness of data are essential for developing
robust and generalizable feature selection techniques, this
limitation continues to be a significant obstacle to scientific
and practical advancement.

In the context of Android malware detection, feature selec-
tion assumes particular importance due to the high complexity
of mobile applications. Android apps make use of a wide
variety of permissions, components, and API calls, which
makes identifying the most relevant and discriminative fea-
tures a challenging task. Addressing this complexity requires
systematic methods that can handle high-dimensional data
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while maintaining model interpretability and efficiency.

To overcome these challenges, our framework, MH-FSF,
provides a structured, configurable, and extensible platform
for implementing and comparing feature selection methods.
It enables rigorous benchmarking, supports experimentation
with diverse datasets, and promotes the development of more
effective and efficient feature selection strategies applicable
to Android malware detection and other predictive modeling
domains.

By employing MH-FSF Rocha et al. [2025] to analyze
17 feature selection methods across 10 diverse datasets, we
demonstrate that performance variations across imbalanced
datasets underscore the complexity of real-world data analysis.
This highlights the necessity for appropriate data preprocess-
ing strategies or feature selection methods that account for
class asymmetry, ultimately improving prediction accuracy
and reliability.

Our findings reinforce the importance of platforms like
MH-FSF, which integrate a wide range of selection meth-
ods, enabling direct and comprehensive comparisons. All
evaluations are conducted on 10 publicly available and repre-
sentative datasets, ensuring replicability and validation. This
promotes standardization in feature selection research and
provides a scalable, accessible resource for the community.

The main contributions of this work are twofold:

* A comprehensive framework, MH-FSF, enabling the
reproduction and detailed implementation of 17 feature
selection methods (11 classical and 6 domain-specific).

* An in-depth comparative analysis of both classical and
domain-specific methods, applied to 10 widely used
Android malware detection datasets.

The remainder of this paper is organized as follows. In
Section 2, we present a comprehensive review of related work,
highlighting the limitations and challenges of existing feature
selection methods within the context of Android malware
detection. Section 3 details the feature selection methods
evaluated, distinguishing between classical approaches and
domain-specific strategies designed for Android security. In
Section 4, we introduce the MH-FSF framework, detailing its
modular architecture and functionalities. Section 5 describes
the experimental setup, including the datasets, evaluation met-
rics, and machine learning models employed. In Section 6,
we present and discuss the experimental results, comparing
the performance of different methods across various scenarios
and analyzing the impact of feature selection on malware de-
tection. Finally, in Section 8, we provide concluding remarks,
summarizing the study’s contributions, the implications of
our findings, and potential directions for future research.

This paper extends our earlier work presented at the Brazil-
ian Symposium on Information Security and Computer Sys-
tems (SBSeg 2024)". The original paper introduced MH-FSF
and summarized its core concepts; this expanded version of-
fers a more comprehensive literature review (Sections 2 and
3) and a more thorough evaluation of experimental results,
including an analysis of balanced datasets in Section 6. Con-
sequently, this paper provides a broader and more nuanced

'https://sol.sbc.org.br/index.php/sbseg_estendido/
article/view/30125
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understanding of the effects of feature selection strategies in
Android malware detection.

2 Related Work

Table 1 summarizes related work in the field. In particular,
many studies comparing feature selection methods focus pre-
dominantly on traditional techniques. The most frequently
used methods include [Sahin ef al., 2023; Islam et al., 2023;
Mahindru and Sangal, 2019; Zhao et al., 2015]:

* Information Gain (IG),

+ Chi-Square,

* Principal Component Analysis (PCA),

* Term Frequency-Inverse Document Frequency (TF-
IDF), and

* Recursive Feature Elimination (RFE).

Among recent comprehensive studies, Sahin ez al. [2023]
provides an extensive evaluation of 11 feature selection meth-
ods on a proprietary dataset (APKPure) using precision, recall,
and F1 score metrics. However, despite its broad scope in mal-
ware detection, several limitations constrain the effectiveness
and generalizability of its results.

The first limitation lies in the dataset. Although it may offer
valuable information about malware, the reliance on a single
data source restricts the generalizability of the study. Further-
more, the use of a proprietary dataset, which is unavailable
and lacks detailed documentation, hinders reproducibility and
independent verification of results. There is also a risk of
overfitting specific features of APKPure, which were used in
the construction of the dataset.

A second significant limitation is that the authors compared
their method with ten other methods, each implemented and
evaluated in different works using distinct datasets. Although
all studies focused on permission-type features, the lack of a
common dataset undermines the comparability and reliability
of the results.

With the exception of Islam et al. [2023], the studies listed
in Table 1, including Salah ef al. [2020], Fatima et al. [2019],
Zhao et al. [2015], Alomari et al. [2023], and Mahindru and
Sangal [2019], likely share the limitations discussed previ-
ously. These works lack sufficient evidence to demonstrate
the robustness of their methods across diverse datasets and
mitigate potential risks. Given that dataset diversity, which
includes various types and characteristics of malware, is cru-
cial for validating the efficiency and applicability of feature
selection methods in real-world scenarios, this remains a sig-
nificant concern.

Our research distinguishes itself through a more compre-
hensive and rigorous approach compared to related works.
We conduct an extensive evaluation of 17 feature selection
methods, encompassing 11 classical and 6 advanced tech-
niques, across 10 diverse datasets. Utilizing appropriate eval-
uation metrics, we effectively assess the generalization ca-
pabilities of these methods. This approach demonstrably
enhances the robustness, reliability, and generalization of our
findings, surpassing the scope and depth of existing studies.

It is important to highlight that our methodology encom-
passes a broader range of feature selection techniques com-
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Table 1. Feature selection methods used in context of Android malware.

Rocha et al. 2026

Reference Methods Metrics Datasets
# ] Names
Info Gain (IG), Odds Ratio (OR), ..
. Inverse Document Frequency (IDF) Precision, Own
Sahin et al. [2023] 8 p ’ Recall, (APKPure,
Document Frequency Limit, F1 Score VirusShare)
Chi-Square, M2, ACC, ACC2
Permissions Comparison,
Mutual Info (MI),
Subset CFs, Info Gain (I1G),
Random Decision Tree,
Genetic Algorithm, Precision, Own
Sahin et al. [2023] 11 FF-FA-Based TF-IDF, Recall, (APKPure)
IG and TF, F1 Score
Rough Set Theory (RST) & PSO,
Fast Correlation
Based Filter (FCBF),
Linear Regression (LR)
Accuracy, CICAndMal2020,
Islam et al. [2023] 2 RFE, PCA Precision, Recall, Drebin,
F1 Score, R2 CICMaldroid2020
TF-IDF, Accuracy, Precision, .
Salah et al. [2020] 2 FF-AF Recall?]Fl Score Drebin
Mutual Info (MI),
Deep Neural Network (DNN), Accuracy Own
Mahindru and Sangal [2019] | 8 Chi-Square, Gain Rate, F1 Score, (Google Play)
OneR, Linear Regression (LR),
PCA, Info Gain (IG)
ROC, Accuracy,
Fatima et al. [2019] 2 Genetic Algorithm Sensitivity, Own
Specificity, (IIT Kanpur)
Time
Chi-Square, Info Gain (IG), Accuracy, Precision, .
Zhao et al. [2013] 3 ! FrequenSel 1o FP Ra}t]e, Recall Drebin
. LSTM, Accuracy, Precision,
Alomari ef al. [2023] 2 Multiple Correlations Recallf]Fl Score Kaggle
Artificial Bee Colony (ABC),
ANOVA, Chi-Square, LASSO, Adroit, AndroCrawl,
Info Gain (IG), PCA, Android Permissions,
Linear Regression (LR), DefenseDroid PI,
Mean Absolute Deviation (MAD), Accuracy, DefenseDroid A
Our Work 17 Pearson Correlation Coef. (PCC), Fl Siere’CROC’ (C, D, K),
ReliefF, RFE, Drebin-215,
JOWMDroid, Multi-Tiered (MT), KronoDroid R,
RFG, SemiDroid, KronoDroid E
SigAPI, SigPID
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pared to existing studies, spanning from classical methods
like Information Gain (IG) and Principal Component Analysis
(PCA) to advanced algorithms such as Artificial Bee Colony
(ABC).

Furthermore, a key distinction of our work is the systematic
reproduction, implementation, and evaluation of six sophisti-
cated, domain-specific methods, including SemiDroid, RFG,
JOWNDroid, MT, SigPID, and SigAPIL.

Consequently, this study provides the first comprehensive
comparative analysis of both classical and advanced feature
selection methods specifically tailored for the Android mal-
ware domain.

In the security domain, feature selection plays a strate-
gic role by enabling the development of leaner and more
interpretable models, which are crucial for informed decision-
making. In addition to improving transparency in detection
criteria, effective feature selection enhances computational
efficiency, which is a critical factor in real-time detection sys-
tems where rapid response is essential to prevent and mitigate
attacks [Subbiah and Chinnappan, 2021; Thakkar and Lohiya,
2022].

3 Feature Selection Methods

Feature selection methods aim to identify and select a subset
of relevant features to construct predictive models. These
techniques enhance model performance by eliminating irrele-
vant or redundant features, reducing overfitting, improving
generalization, and decreasing computational overhead. In
our research, we categorize these methods into two groups:
classical and domain-specific (or advanced).

Classical feature selection methods have been extensively
studied and applied across various domains, including mal-
ware detection. These methods encompass well-established
techniques such as Principal Component Analysis (PCA),
Linear Regression (LR), and Information Gain (IG).

Domain-specific feature selection methods are designed to
address the unique characteristics of Android applications and
the behavioral patterns of malicious apps. These methods con-
sider both static features, such as permissions and API calls,
and dynamic features, such as system call patterns. It is hy-
pothesized that incorporating these domain-specific features
enhances Android malware detection capabilities. However,
the direct applicability of classical methods to Android mal-
ware detection may be limited due to the inherent complexity
and domain-specific nature of Android application features.

To systematically evaluate both classical and domain-
specific (advanced) feature selection methods for Android
malware detection, we developed a software framework that
integrates the reproduction and implementation of six ad-
vanced methods and eleven classical methods.

This collaborative effort, spanning approximately three
years and involving over seven researchers, has resulted in
three publications. These works detail the framework’s ar-
chitecture, the systematic approach to reproducing and im-
plementing the methods reliably, and the initial validations
of the early methods [Soares et al., 2022; Costa et al., 2022;
Neves et al., 2023].
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However, previous publications focused primarily on ad-
vanced methods within the framework, using three to five
datasets. These studies provided foundational insights that
informed the current work, particularly highlighting the chal-
lenge of generalizing methods across datasets from different
domains.

In this study, we extended our framework by adding eleven
classical feature selection methods, adhering to the rigorous
procedures established in previous work, as detailed in Costa
et al. [2022]. For instance, each method’s reproduction and
implementation undergo review and technical evaluation by
at least three researchers. Furthermore, we utilize ten diverse
datasets, presenting a significant challenge for assessing the
generalization capabilities of these methods.

Table 2 provides an overview of the seventeen methods
now available in our software framework, accessible through
a public GitHub repository [Rocha ef al., 2024].

This repository represents the third generation of our frame-
work, incorporating substantial structural changes and the
addition of eleven new methods compared to the previous
version. Notably, beyond the six advanced methods listed in
Table 2, the framework includes additional methods such as
FSDroid, ABC, and LR. These methods were excluded from
the current analysis due to their consistently inferior perfor-
mance compared to SemiDroid, SigPID, and RFC across at
least three of the datasets used, as demonstrated in our earlier
work [Neves et al., 2023].

It is noteworthy to observe in Table 3 the evaluation con-
text of the six domain-specific feature selection methods em-
ployed in this study. Originally, each of these methods was
designed and evaluated using a single, proprietary dataset,
often constructed by combining samples from various other
datasets and sources. Datasets such as Drebin, Android Per-
missions Dataset (Android P. D.), and Android Malware
Dataset (Android M. D.) are frequently cited as base datasets
in the construction of these proprietary datasets.

In addition to the reliance on single, non-reproducible
datasets, most authors utilize only imbalanced datasets. This
practice can adversely affect the performance of these meth-
ods when applied to different datasets.

4 The MH-FSF Framework

Figure 1 illustrates the MH-FSF framework’s architecture,
which comprises four primary stages:

1. Data Manipulation,

2. Feature Selection Methods,

3. Machine Learning Model Training and Evaluation, and
4. Results Visualization.

The first stage involves dataset selection and preparation,
ensuring the representativeness and robustness necessary for
feature selection methods. Data preparation encompasses
data quality and integrity measures, including the removal of
null values (NaN), duplicates, class balancing, sampling, and
subsampling.

Subsequently, feature selection reduces data dimension-
ality and identifies the most relevant features for classifica-
tion models. The MH-FSF framework currently integrates
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Table 2. Feature selection methods implemented in MH-FSF, categorized as classical or domain-specific, including selection strategy and
original reference.

Type || Method | Selection | Reference
Artificial Bee Colony (ABC) Subset Karaboga ef al. [2014]
ANOVA Subset Sthle and Wold [1989]
Chi-Square Ordering Tallarida et al. [1987]
) Info Gain (IG) Ordering Azhagusundari et al. [2013]
% LASSO Subset Ranstam and Cook [2018]
2 Linear Regression (LR) Subset Sahin et al. [2023]
d Mean Absolute Deviation (MAD) | Ordering Konno and Koshizuka [2005]
PCA Subset Kurita [2019]
Pearson Correlation Coef. (PCC) | Ordering Cohen et al. [2009]
ReliefF Ordering | Robnik-Sikonja and Kononenko [2003]
RFE Ordering Darst et al. [2018]
JOWMDroid Subset Cai et al. [2021]
§ Multi-Tiered (MT) Subset Bhat and Dutta [2022]
= RFG Subset Alazab [2020]
Eu) SemiDroid Subset Mahindru and Sangal [2021]
7 SigAPI Subset Galib and Hossain [2020]
SigPID Subset Sun et al. [2016]
Table 3. Datasets of methods specific to Android malware domain.
Method || Features | Balanced | # Features | # Samples | Dataset
SemiDroid P+A No 1842 500K Own (APKs + Android P. D.)
RFG A No 27253 36915 Own (VirusTotal + AndroZoo + etc.)
JOWNDroid P+A No 643 163556 Own (Drebin + AMD + APKs)
MT P+A+I No 61 11449 Own (Virustotal, VirusShare + Drebin)
SigPID P Yes 135 310926 Own (APKs + Android M. D.)
SigAPI A No 142 18769 Own (Drebin + Android P. D.)
[P] Permissions, [A] API Calls, [I] Intents
Data Features Model . . oL
Datasets Preparation Selection Training Evaluation Visualization
Adroit NaN Removal ABC JOWNDroid SVM Accuracy Bar Chart
AndroCrawl Duplicate Removal ANOVA MT RandomForest Precision Confusion Matrix
Android Permissions Balancing Chi-Square RFG KNN Recall Radar Chart
DefenseDroid A (C, D, K) Sampling : IG SemiDroid Other F1 Score Other
DefenseDroid PI Subsampling LASSO SigAPI ROC - AuC
Drebin-215 Other LR SigPID McCC
KronoDroid E MAD Other Confusion Matrix
KroinoDroid R PCA Other
Other PCC
ReliefF
RFE

Figure 1. Overview of MH-FSF: The four main steps of the pipeline.

domain-specific feature selection methods tailored for An-
droid malware detection, such as SemiDroid [Mahindru and
Sangal, 2021], RFG [Alazab, 2020], JOWNDroid [Cai et al.,
2021], MT [Bhat and Dutta, 2022], SigPID [Sun et al., 2016],
and SigAPI [Galib and Hossain, 2020], alongside classical
methods like ANOVA, Chi-Square, LASSO, PCA, ReliefF,
and RFE. Each method offers a unique approach to evalu-
ating and selecting significant features, contributing to the
development of more accurate and efficient models.

Following feature selection, MH-FSF trains models using
machine learning algorithms, including SVM, RandomForest,
and KNN. Model evaluation is then conducted using perfor-
mance metrics such as accuracy, precision, recall, F1 score,
ROC-AUC, and MCC.

Finally, results are visualized through bar charts, confusion
matrices, radar charts, and other visualization techniques,
facilitating result interpretation, pattern identification, and
clear communication of findings.

Beyond these core functionalities, MH-FSF offers exten-
sibility, enabling the rapid and straightforward integration
of new feature selection methods. This adaptability ensures
the framework evolves with emerging research needs and the
development of novel techniques, maintaining its relevance
in the rapidly advancing field of machine learning. The abil-
ity to incorporate new methods without requiring significant
structural modifications is a key factor in the framework’s
long-term viability and sustained relevance.

To add a new feature selection method to the framework
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of MH-FSF, simply follow these steps:

1. Create a new directory named after the method identifier
inside the methods folder. This directory will contain
all files related to the new feature selection method.

2. Add an about . desc file providing a brief description of
the method, including its main characteristics, purpose,
and any relevant references.

3. Implement the method logic in a run. py file. In this file,
import the required libraries and define two mandatory
functions:

* add_arguments defines the specific command-
line arguments for the new method. This allows
flexible configuration and integration with the
framework.

* run executes the feature selection algorithm and
saves the reduced dataset upon completion. This
function should also handle logging, timing, and
error reporting to ensure consistent output across
all methods.

The framework supports a diversified methodology, offer-
ing flexibility for application across different domains and
datasets. Additionally, MH-FSF provides customization fea-
tures, allowing users to adapt feature selection strategies ac-
cording to specific domain requirements.

Due to its simple and independent structural design, MH-
FSF offers intrinsic scalability, as methods are independent,
and there is no limit to the number of them that can be incor-
porated. In terms of performance, the framework supports
parallel execution of methods, incorporates error handling,
and includes logging mechanisms, ensuring reliability and
facilitating debugging during execution.

Additional details about datasets, framework implemen-
tation, installation instructions, execution environments, pa-
rameters, and other technical information are available in the
MH-FSF GitHub repository?.

Although the primary focus of this study is Android mal-
ware detection, the MH-FSF framework was designed with
a high degree of modularity and flexibility, making it appli-
cable to a wide range of domains, such as network traffic
analysis, biomedical data interpretation, and fraud detection.
Its architecture supports easy replacement of datasets and fine-
tuning of classifiers, allowing the framework to be adapted
and generalized to diverse supervised learning scenarios.

5 Experimentation

To evaluate and compare the 17 feature selection methods
integrated into the MH-FSF framework, we curated and em-
ployed 10 publicly available datasets. Table 4 presents these
datasets, indicating the number and types of features (API
calls, permissions, intents, and opcodes) as well as the counts
of benign and malicious samples. As shown, the datasets dis-
play substantial heterogeneity, with wide variations in sample
size, feature composition, and feature dimensionality.

For the DefenseDroid dataset, we utilized four distinct
variants. The first variant, DefenseDroid PI, comprises per-
missions (P) and intents (I). The second variant consists of

2https ://github.com/SBSegSF24/MH-FSF
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Table 4. Summary of datasets used by MH-FSF framework.

Dataset Features Complete Bal;::rced
# Types M. B. Class
Adroit 166 P 3418 | 8058 3418
A(24)
AndroCrawl 81 1(8) 1017086562 | 10170
P(49)
Android 151 | P ||17787| 9077 || 9077
Permissions
DefenseDroid P(1490)
Pl 2938 1(1448) 6000 | 5975 5975
.. 14275,
D:ffgs%D%d 6003, A | 5254 | 5222 || 5222
> 6003
A(73)
. P(113)
Drebin-215 215 0(6) 5560 | 9476 5560
1(23)
. P(146)
KronoDroid R. || 246 A(100) 41382 |36755| 36755
. P(145)
KronoDroid E. || 268 A(123) 28745135246 | 28745

three variations of API calls (A), denoted as DefenseDroid A
(C, D, and K), where C, D, and K represent the application of
closeness (C), degree (D), and Katz (K) techniques for data
normalization to generate tabular and binary datasets.

To evaluate the datasets resulting from feature selection
(reduced datasets), we employed three classifiers: KNN
(clustering-based), RF (tree-based), and SVM (margin-based).
For implementation and experimentation, we used the default
configuration of the scikit-learn library, version 1.5.2
[Pedregosa et al., 2011].

Beyond traditional evaluation metrics (accuracy, precision,
recall, and F1 score), we also incorporated the Matthews Cor-
relation Coefficient (MCC), which quantifies the correlation
between predicted and actual classes. MCC achieves high
values only when the classifier performs optimally across all
four cells of the confusion matrix [Cao et al., 2020].

Given the inherent imbalance typically observed in our
datasets, we opted for stratified cross-validation, which main-
tains the original class proportions during evaluation. Cross-
validation is commonly performed with K = 5 or K = 10,
as these values offer test error rate estimates with controlled
bias and variance [James ef al., 2013]. We adopted the de-
fault K = 5 configuration of the scikit-learn library for our
experiments.

To ensure reproducibility, we conducted all experiments
on a machine equipped with an Intel(R) Xeon(R) CPU E5-
4617 processor at 2.90GHz, 64GB of RAM, and 800GB of
storage, running Linux Ubuntu 22.04 LTS. Additional details
regarding the experimental environment are available in the
MH-FSF GitHub repository.

6 Results

The Table 5 presents the top-performing feature selection
methods, ranked in descending order based on recall and F1
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score metrics. These results were derived by aggregating the
performance of three classifiers (KNN, RF, and SVM) across
all datasets, encompassing both balanced and imbalanced
scenarios.

Table 5. F1 scores and recall of methods on datasets.

Balanced Complete

Method |1 T Recall | FI \%ecall
ABC _ [[085] 0.84 [0.72] 0.73
ANOVA_ [[0.90 | 0.88 [ 0.90 | 0.90
Chi-Squarc_|| 0.90 | 0.88 [[0.90 | 0.90
1G 0.90 | 0.88 [[ 0.90 | 0.90
JOWMDroid | 0.90 | 0.89 [ 0.65 | 0.64
LASSO | 0.90 | 0.89 [0.91 | 0.91
LR 0.87 | 086 [ 0.87 | 0.87
MAD | 0.90 | 0.88 [[0.90 | 0.90
MT 0.77 076 [[0.79 | 0.78
PCA__ | 0.67 | 0.63 [ 067 0.66
PCC 0.90 | 0.88 [[0.90 | 0.90
RFE 0.90 | 0.89 [[0.90 | 0.90
ReliefF | 0.71 | 0.68 [ 0.63 | 0.64
RFG [ 0.72] 0.70 |[0.87 | 0.87
SemiDroid || 0.90 | 0.89 [ 0.90 | 0.90
SigAPI | 0.87 | 0.86 [[0.90 | 0.90
SigPD | 0.71| 0.66 | 0.65| 0.67

The analysis of results, complemented by the boxplots in
Figure 2, provides clear evidence of the varying effective-
ness of feature selection methods across both balanced and
complete datasets.
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Figure 2. F1 score distribuition by method.

LASSO and RFE stand out as the top-performing methods,
consistently achieving F1 scores and recall values above 0.9.
Their boxplots show low variability, with compact interquar-
tile ranges and no significant outliers, indicating stable and
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reliable performance. This consistency suggests a strong gen-
eralization capability, even across datasets with distinct class
distributions. The effectiveness of these techniques, which
are based on regularization and wrapper strategies, stems
from their ability to accurately identify and retain the most
relevant features while maintaining high precision and recall.

SigAPI also stands out as a competitive and reliable
method. While not always outperforming LASSO or RFE,
it exhibits consistently high F1 scores across datasets, with
minimal performance degradation in both balanced and im-
balanced conditions. Its semantic understanding of API usage
contributes to more stable selection outcomes, particularly in
real-world malware detection contexts.

In contrast, methods such as PCA, ReliefF, and SigPID
perform substantially worse, particularly on complete datasets.
Their corresponding boxplots show broader interquartile
ranges and noticeably lower medians, indicating higher sen-
sitivity to data imbalance and distributional shifts. For in-
stance, PCA’s reliance on variance as a selection criterion
often leads to the exclusion of highly discriminative features,
especially when variance does not align with class boundaries
—as clearly reflected in the lower performance distributions
of both F1 and recall. Similarly, ReliefF and SigPID exhibit
significant variability, suggesting that their selection heuris-
tics are less robust when faced with heterogeneous or skewed
data.

Methods such as Chi-Square, IG, ANOVA, and MAD
demonstrate competitive mid-range performance, especially
in balanced scenarios. Although they do not surpass LASSO
or RFE, their visual profiles show moderate variability and
relatively high medians, suggesting that they can serve as
strong baseline approaches when computational simplicity
or interpretability is a priority. These methods also benefit
modestly from balancing, with slightly more compact score
distributions observed in a balanced setting.

It is also worth highlighting the performance of domain-
specific methods such as SemiDroid, SigAPI, and JOWM-
Droid. Some, like SemiDroid and SigAPI, achieve results
comparable to classical techniques, while JOWMDroid un-
derperforms, as evidenced by more dispersed boxplots and
occasional outliers. This inconsistency, clearly observable in
visualizations, supports the notion that many domain-specific
methods are not consistently benchmarked against a broad
and representative set of alternatives. As a result, conclusions
drawn from isolated evaluations may lack generalizability
and potentially overestimate the actual performance of such
methods.

Taken together, these findings reinforce the importance of
using robust, stable, and well-generalized feature selection
techniques in malware detection pipelines. The comparative
visual analysis underscores not only which methods perform
best on average but also which offer consistent results across
diverse data conditions, an essential criterion for real-world
applicability.

To further elucidate the performance of these methods, we
present Matthews Correlation Coefficient (MCC) heatmaps
for each method across two dataset types: complete (Figure 3)
and balanced (Figure 4). The MCC metric provides valuable
insights into the effectiveness of the methods. For instance,
LASSO and RFE consistently demonstrate superior perfor-
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mance on datasets such as KronoDroid R, KronoDroid E, and
Drebin-215, across both balanced and imbalanced (complete)
versions. This consistency suggests that these techniques
effectively identify and select relevant features, even in the
presence of class imbalance.

Datasets like Adroit, AndroCrawl, and Android Per-
missions present substantial challenges for feature selection
methods. Class imbalance frequently impairs the ability of
these methods to effectively differentiate malicious behav-
iors, as demonstrated by the performance variations observed
before and after dataset balancing.

SigAPI method achieved the highest performance on
datasets comprised solely of API calls (DefenseDroid A (C),
(D), and (K)), with MCC values of 88.00%, 87.43%, and
87.55%, respectively. This method’s specialization in han-
dling API call features is evidenced by its consistent perfor-
mance across all scenarios. Although it did not achieve the
absolute highest overall performance, its narrow margin com-
pared to LASSO and strong performance on other datasets
suggest rigorous design and evaluation, resulting in robust
generalization capabilities.

The variability in results across imbalanced datasets high-
lights the inherent complexity of real-world data analysis,
where class imbalances are prevalent. Addressing this com-
plexity necessitates appropriate data preprocessing strategies
or the adoption of feature selection methods specifically de-
signed to handle such asymmetries, thereby enhancing pre-
diction accuracy and reliability.

Our findings highlight that proper data balancing is critical
to maximizing the effectiveness of feature selection methods,
as it ensures that the most relevant features are identified
consistently, regardless of class distribution.

Among the evaluated techniques, LASSO, RFE, and
SigAPI emerge as the most reliable, consistently achieving
high average performance with low variability across both
the F1 score and recall metrics. These methods exhibit an
effective trade-off between precision and recall, supporting
efficient and dependable malware detection. In contrast, ap-
proaches such as ReliefF and JOWMDroid reveal notable
limitations, highlighting the need for further refinement or
development of alternative strategies to ensure accurate classi-
fication. This analysis reinforces the importance of selecting
robust and stable detection techniques to enhance the overall
reliability of malware detection systems, thereby contributing
to more secure computing environments.

Furthermore, these results suggest a potential bias in the
design of methods like JOWMDroid, which were evaluated
on a single proprietary dataset (unavailable for replication)
and compared to only two classical methods, often in a manner
that raises concerns regarding the fairness of the comparisons.

The superiority of the LASSO and RFE methods is closely
associated with their ability to manage correlations among fea-
tures, remove redundancy, and generate models with stronger
generalization capabilities. LASSO, in particular, tends to
retain a single representative variable from a group of highly
correlated features, thereby simplifying the model while pre-
serving most of the relevant information. In contrast, methods
such as PCA and ReliefF exhibited lower performance on
imbalanced datasets, as they do not explicitly consider the
importance of minority classes. Similarly, techniques like
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JOWMDroid and SigPID were negatively impacted due to
their strong dependence on specific feature types, such as
permissions, which limit their effectiveness in datasets where
API calls are predominant.

7 Discussion

First, it is crucial to emphasize that evaluating feature selec-
tion methods using a representative and substantial number of
datasets (e.g., ten) is essential for developing effective models
for Android malware classification. Such evaluations provide
valuable insights into the strengths and weaknesses of various
methods, guiding future research directions.

We now address the key research questions that guided
our study. The answers and findings aim to provide valuable
insights for researchers advancing feature selection methods
in the context of Android malware detection.

Are domain-specific feature selection methods more efficient
than classical ones in detecting Android malware?

In general, certain classical feature selection methods have
demonstrated greater efficiency compared to domain-specific
methods. However, both types of methods possess distinct
advantages and disadvantages. While most feature selec-
tion methods can identify effective feature subsets, they may
struggle with complex datasets or those with a high number
of features. This can lead to suboptimal performance when
applied to datasets using features outside their design scope.
For example, SigPID, which specializes in permissions, en-
counters difficulties when applied to API-based datasets.

Proper feature selection significantly enhances the perfor-
mance of classification models. Therefore, it is critical to
carefully consider dataset characteristics before selecting a
method for Android malware detection. Furthermore, com-
bining different algorithms and techniques may yield optimal
results.

Which is the best feature selection method for Android mal-
ware detection?

Based on the Matthews Correlation Coefficient (MCC)
results presented in the heatmap in Figure 3, LASSO demon-
strated strong performance across nearly all datasets, indi-
cating its potential as a robust feature selection method for
detecting malicious samples. LASSO exhibited consistent
MCC values, making it a reliable candidate for feature selec-
tion in this domain.

However, LASSO exhibited lower performance on the
Adroit dataset. We attribute this to LASSO’s tendency to
select a single variable from highly correlated variable groups,
potentially overlooking others. Given the high correlation
among features in the Adroit dataset, LASSO may fail to
select all relevant features, leading to information loss.

Datasets such as Adroit, AndroCrawl, and Android Per-
missions present challenges for feature selection methods.
Methods that excelled on balanced versions of these datasets
(e.g., ABC, JOWMDroid, PCA) demonstrated superior per-
formance, as evidenced by higher MCC values. This suggests
that class imbalance in imbalanced data can compromise the
ability of feature selection methods to effectively differentiate
malicious behaviors, as demonstrated by the improved results
after balancing.
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The variability in results across imbalanced datasets under-  gardless of class distribution.
scores the inherent complexity of real-world data analysis,
where class imbalances are prevalent. Addressing this com-
plexity necessitates appropriate data preprocessing strategies
or the adoption of feature selection methods specifically de-
signed to handle such asymmetries, thereby enhancing pre-
diction accuracy and reliability.

Finally, the complete set of results encompassing all 17
methods, 10 datasets, and 3 models is available in the MH-
FSF framework repository on GitHub [Rocha ef al., 2024].
This open access allows readers and researchers to perform

Our results demonstrate that proper data balancing is cru-  detailed analyses, reproduce experiments, and engage in fur-
cial for maximizing the efficacy of feature selection methods,  ther discussions on the performance of specific methods or
ensuring the identification of the most relevant features re-  datasets.
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8 Final Considerations and Future Di-
rections

In this work, we introduced the MH-FSF framework to over-
come key limitations in current feature selection research,
particularly the absence of robust benchmarking and the chal-
lenges of reproducibility resulting from limited comparative
analyses and reliance on proprietary datasets. MH-FSF offers
a comprehensive, modular, and extensible platform for imple-
menting, reproducing, and evaluating a wide range of feature
selection methods. The framework integrates 11 classical and
6 domain-specific techniques and supports experimentation
across 10 publicly available Android malware datasets, fos-
tering transparency, comparability, and advancement in the
study of feature selection.

Our findings underscore the critical need for unified plat-
forms like MH-FSF to facilitate direct and comprehensive
comparisons of feature selection methods. By demonstrat-
ing performance variations across balanced and imbalanced
datasets, we highlighted the importance of data preprocessing
and selection criteria that account for class asymmetries. The
availability of MH-FSF on GitHub [Rocha et al., 2024], in-
cluding all implementations, experiment automation scripts,
datasets, and detailed results, ensures transparency and repro-
ducibility, fostering methodological consistency and rigor in
future research.

Future research directions may include:

1. Expanding the MH-FSF framework with additional fea-
ture selection methods to broaden its scope and applica-
bility.

2. Evaluating feature selection methods on contemporary
and updated Android malware datasets to ensure rele-
vance to current threats.

3. Applying explainable AI (XAI) techniques to elucidate
the behavior of feature selection methods and enhance
the interpretability of results.

4. Assessing the performance of feature selection methods
in real-time data collection environments to evaluate
their practical applicability.

5. Investigating the impact of adversarial attacks on feature
selection to understand and mitigate potential vulnera-
bilities.

By pursuing these directions, we aim to further broaden
the existing literature and pave the way for new research
advancements in feature selection, particularly within the
context of Android malware detection.
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