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Abstract The ever-increasing number of Android devices and the accelerated evolution of malware, reaching over

35 million samples by 2024, highlight the critical importance of effective detection methods. Attackers are now

using Artificial Intelligence to create sophisticated malware variations that can easily evade traditional detection

techniques. Although machine learning has shown promise in malware classification, its success relies heavily on the

availability of up-to-date, high-quality datasets. The scarcity and high cost of obtaining and labeling real malware

samples presents significant challenges in developing robust detection models. In this paper, we propose MalSynGen,

a Malware Synthetic Data Generation methodology that uses a conditional Generative Adversarial Network (cGAN)

to generate synthetic tabular data. This data preserves the statistical properties of real-world data and improves the

performance of Android malware classifiers. We evaluated the effectiveness of this approach using various datasets

and metrics that assess the fidelity of the generated data, its utility in classification, and the computational efficiency

of the process. Our experiments demonstrate that MalSynGen can generalize across different datasets, providing a

viable solution to address the issues of obsolescence and low quality data in malware detection.

Keywords: Android Malware, Machine learning (ML), Artificial Inteligence (AI), Conditional Generative Adversarial

Networks (cGANs), Synthetic data

1 Introduction

With approximately three billion Android devices in operation

worldwide [Gartenberg, 2021], the mobile cybersecurity land-

scape faces formidable challenges. In 2024 alone, Kaspersky

reported over 33.3 million cyberattacks targeting smartphone

users globally, encompassing diverse forms of malware and

unwanted software [Kaspersky Lab, 2024]. Adding to this

problem, attackers are using Artificial Intelligence (AI) to

rapidly generate new malware variants by exploiting patterns

learned from existing malware [Renjith et al., 2022]. Fur-

thermore, AI generators can potentially learn from benign

applications, enabling malware to evade advanced antivirus

solutions. Consequently, there is a pressing need for innova-

tive techniques that can not only detect current threats, but

also anticipate future ones.

Recent research demonstrates the effectiveness of super-

vised learning techniques in detecting and mitigating threats

to Android malware, achieving high detection rates when

combined with robust feature engineering [Kouliaridis and

Kambourakis, 2021;Meijin et al., 2022]. However, the perfor-

mance of these methods depends on: (1) the quantity of train-

ing samples, ensuring a sufficiently representative dataset;

(2) the representativeness of attributes, encompassing the di-

versity and volume of features; and (3) the currency of the

dataset, reflecting the latest trends and technological advances

of malware [Botacin et al., 2021; Paullada, A. et. al., 2021].

The scarcity of high-quality training data is a primary factor

that contributes to the failure of 80% of AI projects [AI&Data

Today, 2023]. Specifically, sample size, feature representa-

tiveness, and data recency directly influence the performance

of Android malware detection models [Miranda et al., 2022;

Kouliaridis et al., 2020; Wang et al., 2019]. This challenge is

exacerbated by the increasing use of generative AI technolo-

gies, such as Generative Adversarial Networks (GANs), by

attackers to rapidly and continuously mutate malware [Xiao

et al., 2018; Chauhan et al., 2021; Hu and Tan, 2022].

Obtaining sufficient, representative, and up-to-date real

Android malware samples is a complex, costly, and time-

consuming undertaking [Vilanova et al., 2022; Siqueira et al.,

2021, 2022; Assolin et al., 2022; Rocha V. et. al, 2023]. Lim-

itations such as the difficulty of acquiring malicious samples

and the labor intensive labeling process, exemplified by the

restricted labeling rate of services such as VirusTotal1, render

the continuous creation of updated datasets for model training

and validation technically impractical.

Synthetic data generation has emerged as a valuable solu-

tion to address data scarcity across various domains. While

numerous generic tools exist for generating synthetic tabular

data [Xu et al., 2019; Rajabi and Garibay, 2022], specific

applications within the Android malware domain remain un-

explored. This domain presents two key challenges: hyper-

parameter selection and synthetic data evaluation. Firstly,

the effectiveness of machine learning algorithms, particu-

larly deep learning models like cGANs, is highly sensitive

to hyperparameter tuning [Weerts et al., 2020; Kurach et al.,

2019; Sabiri et al., 2022]. Secondly, there is a lack of stan-

1VirusTotal, a leading API service for metadata labeling, limits pro-

cessing to 250 labels per day: https://developers.virustotal.com/
reference/overview.
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dardized metrics for evaluating synthetic data, both generally

[Platzer and Reutterer, 2021] and within the specific context

of Android malware. Ideally, synthetic data should maintain

statistical fidelity to the original data while enhancing its util-

ity for training supervised learning models. Furthermore, the

generation processmust be computationally efficient, offering

a cost-effective alternative to acquiring real data.

This paper introduces MalSynGen (Malware Synthetic

Data Generation), a comprehensivemethodology and publicly

available framework for generating and evaluating synthetic

tabular data tailored for Android malware detection. We uti-

lize a conditional Generative Adversarial Network (cGAN)

model, inspired by [Mirza and Osindero, 2014], to generate

synthetic data. Our evaluation framework assesses: (i) the

fidelity of the generated synthetic data compared to real data,

and (ii) the utility of the synthetic data in Android malware

classification using a variety of classifiers. This work sig-

nificantly expands upon our prior research by providing a

more detailed methodology, a broader evaluation across di-

verse Android malware datasets, and a thorough analysis of

computational resource consumption.

The key contributions of this expanded research are:

1. A cGAN model designed to generate synthetic tabular

data that effectively supports Android malware classifi-

cation.

2. A systematic methodology for training and evaluating

the proposed cGAN model.

3. A comprehensive set of metrics for assessing both the

fidelity and utility of the generated synthetic data in An-

droid malware classification.

4. An extensive evaluation across multiple established An-

droidmalware datasets, demonstrating the generalization

capabilities of our methodology.

The remainder of this paper is structured as follows: Sec-

tion 2 reviews related work. Section 3 details the conceptual

methodology and cGAN model. Section 4 outlines the eval-

uation process, including implementation and deployment

details. Section 5 presents and discusses the evaluation re-

sults. Finally, Section 6 summarizes the main conclusions

and outlines future research directions.

2 Related Work

In Table 1, we present the main related works in the context

of tabular data augmentation. We list the techniques, met-

rics, domain, and datasets used in each work. As it can be

seen, GANs are frequently used to generate synthetic tab-

ular data. However, other techniques are also used in the

data augmentation process, such as the use of large language

models (LLMs) [Borisov et al., 2022] and diffusion mod-

els [Villaizán-Vallelado et al., 2025], due to their ability to

effectively capture and generate complex patterns.

Most solutions for tabular data seek to capture the partic-

ularities of a specific context, such as healthcare [Choi, E.

et. al., 2017], demographics [Rajabi and Garibay, 2022] and

malware VBA [Mimura, 2020]. We can also observe that

three solutions are specific to the context of malware Android,

where we can see a predominance of cGANs [Amin et al.,

2022; Li et al., 2024].

While prior solutions largely evaluate synthetic data utility

through supervised learning model performance, they pre-

dominantly rely on standard binary classification metrics like

precision, accuracy, recall, and F1-score. Furthermore, they

typically utilize synthetic data in either the training or evalua-

tion phase, but not both. This approach presents challenges,

as high performance could stem from mere data replication

rather than genuine novelty, while entirely novel data might

yield poor classification if lacking inherent structure.

To overcome these limitations, we expand upon existing

metrics by proposing two distinct categories: utility and fi-

delity. Utility metrics align with those commonly used in

related works, whereas fidelity metrics, as emphasized in re-

cent research [Canbek et al., 2021; Rainio et al., 2024], are

specifically designed for assessing generative models and syn-

thetic data quality. Additionally, we integrate synthetic data

into complementary evaluation methodologies to enhance

robustness. Unlike previous works that primarily use the

Training on Synthetic, Testing on Real (TSTR) method, we

adopt a dual approach: Training on Synthetic, Testing on Real

(TSTR) and Training on Real, Testing on Synthetic (TRTS).

This comprehensive strategy ensures a more thorough evalu-

ation.

3 Malware Synthetic Data Generation

(MalSynGen)

This section details the conceptual components of theMalSyn-

Gen framework, encompassing both the overall methodology

and the underlying cGAN model. We begin by outlining

the methodological process and subsequently describe the

generative model.

3.1 Methodology

We illustrate the execution flow of theMalSynGen framework

in Figure 1. The proposed flow consists of three main steps:

selection and manipulation of the original dataset, training of

classifiers, training of the conditional Generative Adversarial

Network (cGAN), and evaluation of results.

In the first stage, selection, we choose a real dataset and

perform balancing by the class (benign or malignant) with the

fewest samples between the two categories. The balancing

of the benign and malignant samples of the dataset is ac-

complished through the use of subsampling techniques. We

then prepare the dataset for k-folds cross-validation. The

balanced real dataset is divided into k equally sized subsets,

and at each iteration, one part is chosen as the evaluation

subset (Dataset r) and the remaining (k-1) subsets are used
for training (Dataset R).
In the training step, the framework receives as input the

cGAN training hyperparameters2 and the hyperparameters

of the classification algorithms. In addition, for each fold,

the respective training (R) and evaluation (r) subsets are used.
The training dataset (R) and part of the hyperparameters are

2In this work, we implement our own cGAN model.
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Table 1. Related works on the context of synthetic tabular data. We list the Technique, metrics domain and datasets

Publication Technique Metrics
Evaluation

Method
Datasets

Choi, E. et. al. [2017] GAN
Precision, F1 score, recall,

Bernoulli distribution
TSTR 2 medical

Xu and Veeramachaneni [2018] GAN
F1 score, accuracy,

mean squared error, and absolute squared error
TSTR 3 general purpose

Park, N. et. al [2018] GAN

Cumulative distribution,

F1 score, mean relative error,

Euclidean distance, and AUC

TSTR 4 general purpose

Xu et al. [2019] cGAN
Accuracy, F1 score,

R², and log-likelihood
TSTR 7 general purpose

Mimura [2020] GAN
Accuracy,

F1 score, and Recall
TSTR 1 VBA malware

Rajabi and Garibay [2022] GAN
Accuracy,

F1 score, and measure of discrimination
TSTR 5 demographic data

Amin et al. [2022] GAN
F1 score, recall, accuracy,

precision, AUC, FPR, and coverage
TSTR 2 Android malware

Borisov et al. [2022] LLM

Machine learning efficiency,

accuracy, distance to the

closest registries, measure of discrimination,

and

bivariate joint distribution chart

TSTR 6 general purpose

Casola et al. [2023] cGAN

F1 score, recall,

accuracy, precision,

KL divergence, maximum

mean discrepancy, and mean squared error

TSTR 1 Android malware

Li et al. [2024] cGAN
F1 score, recall,

accuracy, and precision
TSTR 2 Android malware

Zhao et al. [2024] cGAN

Accuracy, F1 score, AUC,

mean absolute error,

R² score, and variance score

TSTR 6 general purpose

Villaizán-Vallelado et al. [2025]
Diffusion

Model

Average Wasserstein distance,

Mean Jensen-Shannon distance,

Mean L2 distance

of the correlation matrices,

Machine learning efficiency,

and F1 score

TSTR 10 general purpose

This work cGAN

F1 score, recall, accuracy,

precision, AUC,

cosine similarity, squared error,

p-value, mean discrepancy, and
Euclidean distance

TSTR/ TRTS 7 Android malware

used to train the cGANgenerative neural network. The trained

cGAN instance is then used to generate a synthetic training

dataset (S). In sequence, the same cGAN instance is used

to generate a synthetic evaluation dataset (s) by performing
a transformation over the real evaluation subset dataset (r).
It is important to note that the evaluation data and synthetic

evaluation data are not used at any point to train or fine-tune

the cGAN generative model.

In addition to training and using cGANs to generate syn-

thetic data, we also need to select, tune, and train classi-

fiers (e.g., Support Vector Machine, Decision Tree) to sub-

sequently assess the utility of the generated synthetic data.

We implement the two methods proposed in [Esteban et al.,

2017]: training on real data (R) and test the classifier with
synthetic data (s) (TRTS) and; training on synthetic data (S)
and test with real data (r) (TSTR).
In the evaluation stage, we execute the classifiers and

compute the primary metrics, utility and fidelity.

For each trained classifier and corresponding evaluation

subset, we extract the binary classification test results, specif-

ically the counts of true positives, false positives, true nega-

tives, and false negatives.

From these binary classification results, we construct con-

fusion matrices and calculate standard binary classification

metrics, including Accuracy, Precision, Recall, AUC, and

F1-Score. Given that false negatives are more detrimental

than false positives in malware detection, we prioritize Recall

over Precision.

Upon completing the k-fold cross-validation, we proceed to

the utility evaluation. This involves calculating the mean and

standard deviation of each primary metric for each classifier,

using both the Training on Synthetic, Testing on Real (TSTR)

and Training on Real, Testing on Synthetic (TRTS) methods.

Subsequently, we conduct a fidelity assessment to deter-

mine if the synthetic evaluation dataset (s) accurately reflects
the statistical properties of the real evaluation dataset (r).
This assessment employs metrics such as cosine similarity,

Euclidean distance, and squared error, which evaluate both
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Figure 1. Selection, training, and evaluation of cGANs using MalSynGen. Solid arrows denote the sequential order of processes, while dotted arrows indicate

the flow of artifact creation or utilization (datasets, models, raw data, and performance metrics). Certain artifacts are depicted multiple times to streamline the

visualization of arrow intersections.

the individual feature distributions and the multivariate corre-

lations between features.

Finally, we assess the faithfulness of the synthetic data’s

utility to the real data’s utility using the Wilcoxon signed-

rank test [Wilcoxon, 1945]. This test operates on paired

samples, with two hypotheses: H0, indicating no statistically
significant difference between the samples, and H1, indicat-
ing a statistically significant difference. The test calculates

the absolute differences between paired samples, ranks these

differences, and computes a concordance coefficient. The

resulting p-value is compared to a threshold to determine
whether to reject or accept H0. To provide a comprehensive
evaluation of classifier parameters, we calculate the average

of the p-values obtained from the utility metrics for these

hypothesis tests.

3.2 The Generative Model

The core intelligence of MalSynGen lies in its neural network

model. Our approach is based on the Conditional Genera-

tive Adversarial Networks (cGANs) architecture [Mirza and

Osindero, 2014], an extension of GANs that incorporates

conditional variables to guide both the generation and dis-

crimination of synthetic samples. The model consists of a

generator, responsible for synthesizing samples, and a dis-

criminator, tasked with distinguishing between real and gener-

ated instances. Both components are trained in an adversarial

manner, optimizing their cost functions concurrently to reach

an equilibrium where the generator produces samples indis-

tinguishable from real ones.

In the proposed model, the sample labels (benign or mali-

cious) are incorporated into the generator and discriminator

through an embedding layer. This hidden layer projects that

information into a latent space compatible with the model

inputs. This mechanism explicitly conditions the generation

of samples of the desired class, encouraging the modeling of

the underlying probability distribution of each data category.

The generator and discriminator sub-models are composed

of sequences of densely connected layers, with variable num-

bers of neurons, interspersed with dropout layers [Creswell

et al., 2018], used to mitigate overfitting. The use of dropout

aims to reduce the discriminator’s excessive dependence on

specific patterns of the training set [Kim and Park, 2023],

preventing the generator from directly replicating the learned

examples instead of capturing the latent distribution of the

data. Different values were adopted for the dropout rates of

both the generator and the discriminator, depending on the

dataset considered.

The nonlinear activation applied to the hidden layers is the

Leaky Rectified Linear Unit (LeakyReLU) [Maas et al., 2013].

This activation function was chosen for its superior training

performance compared to other ReLU functions [Radford,

2015]. In the output layers, we use the sigmoid function,

ensuring that both the generator outputs and the discriminator

predictions remain within the range [0, 1], consistent with the
normalization of the input data. We decided not to include

normalization layers, a common practice in deep networks,

in the final implementation based on empirical experiments.

This result is justified by the reduced depth of the architecture

and the prior normalization of the input data to the range

[0, 1], which minimizes the occurrence of problems such as
dissipation or explosion of the gradient.

For the training process, the loss function Binary Cross-

Entropy was used, which is suitable for problems involving

binary classification, such as the problem of distinguishing

between real and generated samples. This function is widely

used for training adversarial networks.

Figure 2 illustrates the general architecture of a cGAN,
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where both the generator and the discriminator are fed labels.

The generator uses these labels and latent noise to generate

synthetic data, while the discriminator is trained with real data.

The discriminator then tries to distinguish between real and

synthetic data. Based on the results of the data classification,

the loss value of the network is assigned, which is then used

to adjust the weights and parameters of the network.

Labels

Latent
Noise

Generator

Discriminator

Real 
Data

Loss

Synthetic Data

Figure 2. MalSynGen is based on the architecture of Conditional Generative

Adversarial Networks (cGANs).

Figures 3 and 4 present the detailed architecture of the

cGAN components shown in Figure 2: the discriminator and

the generator. These components have similar structures, with

the main difference being their input and output. Initially, an

embedding layer is used to concatenate the latent noise and la-

bels, transforming them into values in the latent space. These

values are then processed through intermediate blocks, which

consist of dense layers, activation functions, and dropout lay-

ers, all aimed at learning the data distribution and performing

classification. Finally, dense layers, along with their activa-

tion functions, are responsible for normalizing the output and

defining the format of the generated data.

Latent
Noise Labels

Embedding Layer

Intermediate blocks

Dense Layer

 Relu Activation

Concatenation

Dense Layer

Intermediate activation

Dense Layer

Intermediate activation

Dropout

Generator

Figure 3. Generator of the cGAN architecture used in MalSynGen.

4 Evaluation

In this section, we present the results of utilizing the MalSyn-

Gen framework to generate synthetic datasets. We evaluate

two scenarios:

1. whether the synthetic dataset preserves the essential char-

acteristics of the original dataset (i.e., fidelity), while

effectively extending and diversifying it.

2. whether the synthetic data can be used with classifiers

(i.e., utility).

Real Data Labels

Embedding Layer

Intermediate blocks

Dense Layer

Sigmond Activatiopn

Concatenation

Dense Layer

Intermediate Activation

Dense Layer

Intermediate Activation

Dropout

Discriminator

Figure 4. Discriminator of the cGAN architecture used in MalSynGen.

Table 2 summarizes the hyperparameters used in the instan-

tiation and training of our cGAN model. The evaluation was

performed using 10-fold cross-validation (k-fold = 10) with
a batch size of 256 and the LeakyReLU activation function.

The range of epochs was chosen based on the range sug-

gested by Antunes et al. [2023], and the density of neurons

per layer was determined based on the ranges explored in

Fristiana et al. [2024], as well as the dropout rates with the

supporting middle and upper range from Seybold et al. [2018],

which suggests rates from 0.2 to 0.4 for the dropout rate.

4.1 Android Malware Datasets

Table 3 presents the specifications of the datasets used in

this study, obtained from the Malware-Hunter project pub-

lic repository3. The table provides details on the number of

features, as well as the number of malignant and benign sam-

ples, including the total number of samples. According to the

repository, the datasets include up to 200 features selected

using the chi-square method, and each dataset has a balanced

total of up to 10,000 samples per class.

In order to further analyze the datasets used, we present

in Figure 5 a comparative clustering analysis of malware

samples, visualized using PCA-reduced 2D projections with

K-means clustering. While clusters are distinguished by color

within each plot for visual identification, it is important to note

that identical colors across datasets do not indicate cluster

correspondence.

The datasets exhibit distinct clustering patterns that indi-

cate the potential existence of malware families, defined as

groups of samples that share similar behavioral or structural

characteristics. Higher-resolution versions of the clustering

visualizations for each dataset are available in the GitHub

repository4 . Each dataset presents unique clustering dynam-

ics, highlighting variations inmalware distribution and feature

representation across different data sources.

The Drebin dataset (Figure 5a) exhibits four clusters. Three

of these clusters are tightly grouped in the leftmost corner

of the figure. The third cluster (light green) represents the

majority of samples (3411), while cluster 2 contains a single

outlier sample.

3https://github.com/MalwareDataLab/MalSynGen on the folder
Experiment_results, accessible in the jbcs tag: git checkout tags/jbcs

4https://github.com/MalwareDataLab/MalSynGen on the folder
Datasets,accessible in the jbcs tag: git checkout tags/jbcs

https://github.com/MalwareDataLab/MalSynGen
https://github.com/MalwareDataLab/MalSynGen
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Table 2. Hyperparameters used in the instantiation and training of our cGAN model.

Parameter Androcrawl Drebin Adroit Android P Kronodroid E Kronodroid R

Epochs 2,000 5,000 5,000 1,000 5,000 5,000

Neurons per layer (G) 2,048 2,048 64 1,024 512 512

Neurons per layer (D) 512 1,024 32 512 256 256

Dropout rate generator 0.2 0.2 0.05 0.2 0.025 0.025

Dropout rate discriminator 0.4 0.4 0.1 0.4 0.05 0.05

Initializer deviation 0.5 0.5 0.5 0.5 0.4 0.4
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Figure 5. Clustering of malware samples within datasets.

Table 3. Datasets considered for this study

Dataset Features Malware Benign Total

Adroit 118 3,418 3,418 6,836

Androcrawl 136 10,170 10,170 20,340

Android Permissions 148 9,077 9,077 18,154

Drebin215 200 5,555 5,555 11,110

KronoDroid Real Device 200 10,000 10,000 20,000

KronoDroid Emulator 200 10,000 10,000 20,000

In contrast, the Androcrawl dataset (Figure 5b) shows more

dispersed clustering with five distinct groups. Clusters 0, 2,

and 3 maintain somewhat comparable sizes (ranging from

1,500 to 2,300 samples). Cluster 1 (blue) appears to be com-

posed of scattered samples (286), and cluster 4 (light green)

emerges as the predominant group (4,176).

Additional plots of malware sample clusters for all other

datasets can be found in Appendix B.

4.2 Fidelity Metrics

In this study, fidelitymetrics are used to measure the similarity

between real and synthetic data. We consider the following

fidelity metrics: mean squared error, cosine similarity, and

squared Euclidean distance, as shown in Table 4, where n rep-

resents the total number of samples; x and y are, respectively,
the synthetic and real values of each sample.

These metrics enable us to verify whether the synthetic

dataset reproduces the statistical characteristics of the original

dataset. This includes not only the distribution of individual

features but also the multivariate correlations between them,

ensuring that the synthetic set mirrors the same population as

the original. Additionally, we evaluate positive and negative

samples separately to ensure that each class closely resembles

the original.

Specifically, the Mean Squared Error is a metric used to

assess the quality of a regression model. It is measured by

calculating the mean of the squared differences between the

predicted values (xi) and the real values (yi). A lower value

indicates that the predicted values are closer to the real values.

However, a value of zero is not ideal in our case, as it indicates

that the model generated identical values to the real values.

Table 4. Fidelity metric formulas used to evaluate the similarity

between real data (x) and synthetic data (y); n represents the total

number of samples.

Metric Formula

Cosine similarity
x · y

|x||y|

Squared Euclidean distance δ · δT , where

δ = µreal − µsynth,

µreal = 1
n

∑n

i=1 xi, and

µsynth = 1
m

∑m

j=1 yj

Mean squared error
1
n

n∑
i=1

(xi − yi)2

Cosine similarity is a metric used to measure the similarity

between two vectors. In our case, it is used to compare the

synthetic and real values (x and y, respectively). The simi-
larity value ranges between 0 and 1, with values closer to 1

indicating higher similarity between the vectors. However,

a value of 1 is not desirable, as it indicates that both sets are

identical.

The squared Euclidean distance, similarly to the mean

squared error, is a metric used to measure the difference be-

tween two sets. It returns the squared difference between the

means of the real and synthetic samples. A smaller value

indicates that the predicted values are closer to the real values.

However, a value of zero indicates that both sets are identical;

therefore, an ideal value approaches zero but is not equal to

zero.

4.3 Utility Metrics

We also consider utility metrics to assess the performance

of machine learning classifiers trained with synthetic data,

considering both TRTS (train on real, test on synthetic) and

TSTR (train on synthetic, test on real) evaluation methods. To

evaluate the utility of the generated data, we considered four



Synthetic Data: AI’s New Weapon Against Android Malware Diniz et al. 2026

classifiers: SupportVectorMachine (SVM), Decision Tree

(DT), XGBoost, and Stochastic Gradient Descent Regressor

(SGDR).

In each fold, we applied the classifiers to both the real and

synthetic datasets generated by each cGAN configuration.

Based on the results, we generated confusion matrices and

ROC curves, and extracted the previously defined utility met-

rics: accuracy, precision, recall, F1-score, and AUC (Area

Under the ROC Curve).

While accuracy, precision, recall, and F1-score are com-

monly used metrics, we also focus on the AUC, a statistical

metric used to evaluate the performance of a machine learn-

ing model, particularly in binary classification tasks. The

AUC graphically represents the relationship between the true

positive rate (TPR) and the false positive rate (FPR) across

different decision thresholds. A value of 1 indicates a model

with perfect predictions, 0.5 indicates a model that makes

random decisions, and a value of 0 suggests the model makes

all predictions incorrectly. The formula for calculating the

AUC is as follows:

AUC = TPR − (1 − TN

FP + TN
) · FPR (1)

To verify the statistical significance of the metrics, we uti-

lize the Mann-Whitney U test. The Mann-Whitney U test

operates on two independent samples with two hypotheses:

H0, which states that there is no statistically significant differ-
ence between the distributions of the samples, and H1, which
states that there is a statistically significant difference. This

is determined by calculating the U statistic based on the sum

of the ranks of ordered observations from the same sample.

This calculation results in a p-value, which is compared with
a threshold to determine whether to reject or accept H0.
To complement and validate the utility metrics, we cal-

culate the average of the p-values obtained from the utility

metrics for our null hypothesis (H0), which posits that there is
no statistically significant difference between the performance

of the two classifier sets, thereby demonstrating comparable

utility. This averaging provides a comprehensive assessment

of the classifier parameters. Furthermore, we adopt a thresh-

old of 0.05 for the p-value, a standard value widely accepted
in scientific literature, to conduct our experiments.

In addition to the utility metrics, we also collect data on

the consumption of computational resources at the end of the

evaluation. This includes the percentage of CPU and memory

usage during each iteration of the training stage, providing

insights into the computational demands of our approach.

4.4 Environment and Technologies

Four machines with Debian GNU/Linux 12 distributions (ker-

nel 6.1.0-27-amd64), x86-64 architectures, Intel(R) Core(TM)

i7-9700 CPUs, and 16 GB of RAM were used to perform the

experiments in this study.

To implement and execute the core architecture of our

cGAN, we used Python (version 3.8) and the following main

libraries:

• NumPy 1.21.5: Used for various vector and matrix op-

erations involving the labels and samples generated by

the network.

• Keras 2.9.0: Used to define the conditional models of

the generator and discriminator.

• TensorFlow 2.9.1: Applied in conjunction with Keras

to define the network’s loss functions.

• Pandas 1.4.4: Responsible for processing and handling

input and output data in CSV format.

• scikit-learn 1.1.1: Used to stratify folds during execu-

tions and to calculate evaluation metrics.

• MLflow5: To track computational resource consumption

metrics.

Furthermore, more details on the cGAN implementation,

resources used, and results of all executions can be found in

the GitHub repository6.

5 Results and discussion

5.1 Utility metrics

Figure 6 presents the average 10-fold cross-validation re-

sults for the SVM classifier across all six datasets, visualized

through a performance heatmap. In this visualization, darker

shading indicates better performance (values closer to 1.0),

while lighter shading signifies poorer performance (values

closer to 0.0). For each of the six datasets, the heatmap orga-

nizes results by five key evaluation metrics (accuracy, preci-

sion, F1-score, AUC, and recall), with each metric showing

paired rows for both TSTR (Train on Synthetic, Test on Real)

and TRTS (Train on Real, Test on Synthetic) scenarios.

With the sole exception of the Android Permission dataset,

the remaining datasets consistently demonstrated high utility

metrics, with values ranging from 0.79 to 0.98 across all eval-

uated metrics in both TSTR and TRTS scenarios. Particularly

noteworthy are the recall values, which ranged from 0.84 to

0.97. This is a crucial metric for malware classification, as

false negatives carry significant security implications. These

robust results strongly suggest that the generated synthetic

data is highly useful for malware classification across multiple

diverse datasets. Additionally, the diminished performance

observed for the Android Permission dataset (with metrics

ranging between 0.55 and 0.61) likely reflects inherent con-

straints in its source data. This is further supported by prior

experiments using real-world data for both evaluation and

training, which yielded a similarly low performance for this

specific dataset.

A complete list of all classifiers used in this study, along

with their corresponding utility metrics, can be found in Ap-

pendix A.

In Table 5, we present the p-values obtained from the

Wilcoxon test for accuracy, precision, F1-score, recall, and

AUC for each classifier. Each p-value indicates the statistical
significance of the differences between the classifier sets.

The results indicate that in most cases, there is no statisti-

cally significant difference between the classifier sets, regard-

less of the classifier used. The only exception was observed

with the XGBoost classifier for the Kronodroid Emulator

dataset, which had a p-value of 0.0348. Although this value

5https://mlflow.org/
6https://github.com/MalwareDataLab/MalSynGen

https://mlflow.org/
https://github.com/MalwareDataLab/ MalSynGen
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Figure 6. Performance heatmap of SVM classifier utility metrics across all datasets for TSTR and TRTS scenarios.

Table 5. p-values of the classifier metrics

Dataset SVM Decision Tree SGD Regressor XGBoost

Adroit 0.0668 0.3906 0.2254 0.1563

Androcrawl 0.0570 0.1566 0.4945 0.1281

Android Permissions 0.4287 0.3020 0.5871 0.7745

Drebin 0.1801 0.3223 0.2164 0.3219

Kronodroid Emulator 0.1134 0.0684 0.1062 0.0348

Kronodroid Real 0.1109 0.3641 0.0602 0.1867

is below the defined threshold, it is close to the limit. Even so,

the model’s performance metrics remain high, with accuracy

ranging from 0.86 to 0.88, recall between 0.85 and 0.88, and

a high AUC, ranging from 0.93 to 0.95. Furthermore, an

anomalous behavior is observed with the Android Permission

dataset, where the p-values are high, between 0.3020 and
0.7745, indicating high similarity between the performance

of the two classifier sets, despite the low utility metrics.

In Figures 7 and 8 we present a comparative analysis of

MalSynGen against SDV’s CTGAN [Xu et al., 2019]. This

comparison is conducted through 10-fold cross-validation

using SVM classifiers on the Drebin and Androcrawl datasets.

For both MalSynGen and CTGAN, identical hyperparame-

ters are maintained for the AndroCrawl and Drebin datasets,

as specified in Table 2. The only exceptions are a reduced

layer configuration (256G/64D layers) and the application

of 100 training epochs across both models. The evaluation

comprehensively implements both TSTR (Train on Synthetic,

Test on Real) and TRTS (Train on Real, Test on Synthetic)

methodologies for each model.

The results indicate that MalSynGen generates synthetic

data with superior utility metrics across both evaluation

paradigms (TSTR and TRTS), demonstrating an average im-

provement of 0.18375 on the Androcrawl dataset and 0.1025

on the Drebin dataset, compared to CTGAN.Although a slight

exception is observed in the TSTR recall value for the Drebin

dataset (0.55 for MalSynGen versus 0.61 for CTGAN), the

overall findings suggest that MalSynGen consistently outper-

forms CTGAN in the context of Android malware classifica-

tion for this specific scenario.

5.2 Fidelity metrics

In Table 6 and Table 7, we present the results obtained for the

fidelitymetrics (cosine similarity, squared Euclidean distance,

and mean squared error) for the datasets considered in this

study.

Table 6. Fidelity metric values for positive samples (malware).

Positive Samples

Dataset Cosine Euclidean Distance Squared Error

Adroit 0.697 0.097 0.052

Androcrawl 0.602 0.151 0.116

Android P 0.321 0.017 0.035

Drebin 0.370 0.398 0.138

Kronodroid E 0.632 0.352 0.141

Kronodroid R 0.626 0.277 0.167

Table 7. Fidelity metric values for negative samples (benign).

Negative Samples

Dataset Cosine Euclidean Distance Squared Error

Adroit 0.589 0.127 0.045

Androcrawl 0.523 0.050 0.088

Android P 0.359 0.016 0.037

Drebin 0.540 0.262 0.169

Kronodroid E 0.676 0.110 0.098

Kronodroid R 0.641 0.102 0.104

The cosine similarity results indicate that the synthetic data
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Figure 7. Comparative utility metrics for MalSynGen and CTGAN SVM performance on Drebin dataset
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Figure 8. Comparative utility metrics for MalSynGen and CTGAN SVM performance on Androcrawl dataset



Synthetic Data: AI’s New Weapon Against Android Malware Diniz et al. 2026

is similar, but not identical, to the original data, as the values

approach 1, except for the Android P and Drebin datasets.

However, as previously emphasized, the metrics obtained

from classifiers trained with Android P are inherently low,

leading to the synthetic data exhibiting similar behavior. Re-

garding Drebin, despite having a cosine similarity of 0.370

for positive samples, which is low compared to other results,

its other metrics and the value for negative samples indicate

that the data still capture the data patterns.

The mean squared error values indicate high similarity

between the synthetic and original data for all datasets, as

they are close to zero, though not exactly zero. Furthermore,

the Euclidean distance values corroborate the squared error

results. The only exceptions are the Drebin, Kronodroid E,

and Kronodroid R datasets, which show slightly higher val-

ues. Nevertheless, these values remain within an acceptable

threshold, and the other metrics demonstrate positive results.

5.3 Computational Resources

In Table 8, we present the results obtained by tracking the

consumption of computational resources (CPU and memory),

along with the total time used to run all experiments (i.e.,

10 runs for TRTS and TSTR each). The experiments were

conducted in the environment described in Section 4.4.

Table 8. Average consumption of computational resources.

Dataset CPU (%) Memory (%) Execution time

Adroit 44.09% 15.51% 0.731h

Androcrawl 75.49% 17.18% 2.8h

Android P 66.04% 23.87% 2.2h

Drebin 78.40% 18.10% 4.1h

Kronodroid E 50.97% 18.33% 3.4h

Kronodroid R 51.97% 18.10% 3.3h

The results suggest that configurations with higher layer

density (Androcrawl and Drebin) exhibit the highest CPU

usage, while those with a greater number of epochs (Adroit,

Kronodroid E, and Kronodroid R) show the highest memory

consumption and execution time. This indicates a correla-

tion between hyperparameters and computational resource

consumption. Additionally, the results demonstrate that Mal-

SynGen is CPU-intensive but does not consume excessive

memory during execution. The variations in computational

resource consumption are primarily influenced by dataset size

and hyperparameter values.

6 Final Remarks

MalSynGen is a publicly available framework designed for

training and evaluating cGAN generative networks, specifi-

cally for generating synthetic tabular datasets in the context

of Android malware detection. It employs a methodology

that rigorously assesses both the utility and fidelity of the

generated data.

Key findings from experiments conducted on six Android

malware datasets demonstrate that the synthetic datasets pro-

duced by MalSynGen are:

• Useful: Exhibiting high utility metrics, with values rang-

ing from 0.75 to 0.98 in five datasets, and high AUC

scores (0.80 to 0.99), confirming consistent and positive

performance across various classifiers.

• Faithful: Maintaining fidelity to the original data, as

evidenced by cosine similarity approaching 1 in four

datasets, mean squared error values close to zero, and

Euclidean distance values within acceptable thresholds.

Analysis of computational resource consumption indicates

that MalSynGen is CPU-intensive but does not require exces-

sive memory. Furthermore:

• Configurations with higher layer densities increase CPU

usage.

• Configurations with a higher number of epochs demand

more memory and execution time.

Future research directions may include:

• Expanding the evaluation protocol to incorporate addi-

tional metrics of utility, statistical fidelity, privacy risk,

and computational performance, as well as assessing the

impact of different machine learning classifiers.

• Conducting a systematic comparative analysis with

general-purpose synthetic data generation tools under

controlled experimental conditions and using identical

datasets.

• Extending the methodology to support alternative neural

architectures for synthetic tabular data generation, in-

cluding recent generative models and hybrid approaches.

• Evaluating the framework across a broader range of cy-

bersecurity scenarios and large-scale datasets, includ-

ing recent benchmarks such as MH-1M Bragança et al.

[2025] and other emerging datasets.
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A Classifier Utility Metrics Across All

Datasets

In this appendix, we present the set of utility metrics for

all classifiers across each evaluated dataset. We detail the

mean values of the utility metrics (AUC, precision, recall,

accuracy, and F1-score) obtained for MalSynGen through a

10-fold evaluation process, employing both the TSTR (Train

on Synthetic, Test on Real) and TRTS (Train on Real, Test

on Synthetic) methods.

The detailed results are visualized in:

• Figure 9 (Androcrawl) 7

• Figure 10 (Drebin)

• Figure 11 (Adroit)

• Figure 12 (Kronodroid Emulator)

• Figure 13 (Android Permission)

• Figure 14 (Kronodroid Real Device)

For each classifier, these figures display five pairs of bars,

with each pair representing one of the five metrics (accuracy,

precision, F1-score, AUC, and recall). Within each pair, one

bar illustrates the value for the TSTR scenario, and the other

for the TRTS scenario.
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Figure 9. Utility metrics AndroCrawl dataset
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Figure 10. Utility metrics Drebin dataset

7Higher resolution of the images can be found at https:
//github.com/MalwareDataLab/Datasets-JBCS/tree/
b53e8a184003d775e02c2dc3e9b953ffcb8d6a9c/Figures
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Figure 11. Utility metrics Adroit dataset
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Figure 12. Utility metrics Kronodroid E dataset
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Figure 13. Utility metrics Android P dataset
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Notably, all classifiers consistently exhibited high util-

ity (0.75–0.9), particularly in AUC, precision, and F1-score,

across most datasets. As previously discussed, the Android

Permissions dataset represented an exception. These consis-

tent results further confirm the practical utility of our synthetic

data for malware classification. We also observed a stable

performance hierarchy among the classifiers: Support Vector

Machines (SVM) consistently delivered the highest utility,

followed by XGboost, SGD Regressor, and Decision Tree

models.

B Malware Sample Clustering Across

All Datasets

In this appendix, we present the clustering results for the

other datasets considered in this study, visualized using PCA-

reduced 2D projections with K-means clustering. While we

distinguish clusters by color within each plot for visual iden-

tification, we note that identical colors across datasets do not

indicate cluster correspondence.
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Figure 15. Clustering of malware samples in Kronodroid E dataset.
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Figure 16. Clustering of malware samples in Kronodroid R dataset.

Analyzing the figures, we observed two distinct clustering

patterns, similar to those presented in Figure 5. In the first

SVM Decision Tree SGD Regressor XGboost
Classifiers

0.0

0.2

0.4

0.6

0.8

1.0

Va
lu

e

0.
81

0.
78 0.
80

0.
79

0.
88

0.
82 0.
84 0.
86

0.
83

0.
78

0.
85

0.
80

0.
96

0.
84 0.
86 0.

92

0.
77 0.
78

0.
77 0.
780.
79

0.
79 0.

83

0.
790.
80

0.
78 0.
80

0.
79

0.
87

0.
81 0.
84 0.
85

0.
85

0.
80 0.
81 0.

860.
91

0.
80

0.
89 0.

92

Adroit

Accuracy TSTR
Accuracy TRTS

Precision TSTR
Precision TRTS

Recall TSTR
Recall TRTS

F1 Score TSTR
F1 Score TRTS

AUC TSTR
AUC TRTS

Figure 17. Cluster analysis of malware samples in Adroit dataset.
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Figure 18. Cluster analysis of malware samples in Android Permission

dataset.

pattern, Figures 15 and 16 exhibit distinct groupings that re-

semble Figure 5(a) (Androcrawl). These are characterized by

one dominant cluster containing the majority of samples (e.g.,

Cluster 3, 4,307 in Kronodroid E; Cluster 4, 3,674 in Kron-

odroid R), alongside several secondary clusters of comparable

size. These figures also include small outlier clusters (e.g.,

Cluster 0, 32 in Kronodroid E; Cluster 3, 58 in Kronodroid

R).

The second pattern, observed in the Adroit and Android

Permission datasets, is more similar to Figure 5(b) (Drebin).

In these cases, samples and clusters are grouped more tightly

together, with a very small number of anomalous samples

forming their own distinct clusters (e.g., Cluster 1, 1 sample in

Android Permission; Cluster 1, 3 samples in Adroit dataset).
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