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Abstract. The expanding connectivity within smart cities has dramatically increased the attack surface, posing
significant challenges for Intrusion Detection Systems (IDSs). A critical aspect of effective IDSs is the selection of
relevant features to accurately identify potential attackers. Traditional feature selection methods, including filter-based
(fast but potentially less accurate), wrapper-based (accurate but computationally intensive), and embedded (classifier-
dependent) approaches, each present inherent limitations. Recent advancements propose alternative strategies, such
as using Explainable Artificial Intelligence (XAI) algorithms to enhance filtering techniques, hybridizing filter
and wrapper methods, and combining these strategies to optimize performance. However, a systematic evaluation
of these novel feature selection methods within the context of diverse smart city environments remains largely
unexplored. This work presents a comprehensive assessment of feature selection techniques for IDSs in multiple
Smart City domains, including healthcare and transportation. Our analysis focuses on evaluating the trade-offs
between classification performance and feature reduction achieved by hybrid (IWSHAP), metaheuristics (GRASPQ-
FS) and XAl-based approaches (SHAP Ranking). The experimental results indicate that XAl-based methods achieve
a favorable trade-off between dimensionality reduction and predictive performance, consistently preserving high
F1-Scores (often exceeding 90%) while simultaneously reducing the feature set by substantial margins (e.g., over
90%). Although metaheuristic approaches can achieve superior feature reduction, they often require meticulous
tuning to prevent performance degradation. This study underscores the potential of XAl-driven feature selection to
enhance IDSs’ effectiveness within complex Smart City ecosystems.
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1 Introduction

The evolution of smart cities, driven by the integration of
information, communication, and control technologies within
Cyber-Physical Systems (CPS), has enabled sophisticated
automation and real-time decision making across critical sec-
tors such as healthcare [Abbas ef al., 2024], energy [Diaba
et al., 2024], and transportation [Din et al., 2024; Dui et al.,
2024]. By improving connectivity and fostering synergies
among diverse systems, smart cities aim to improve urban
efficiency, sustainability, and quality of life. However, this
technological advancement significantly expands the attack
surface, highlighting security as a paramount concern [Saber
and Mazri, 2021; Demertzi ef al., 2023].

Intrusion Detection Systems (IDSs) are fundamental to
mitigating these threats, continuously monitoring CPS layers
to detect malicious activities [Mitchell and Chen, 2014; Kayan
et al., 2022; Stutz et al., 2024]. In the dynamic and complex
environments of smart cities, network attacks can compromise
critical processes, leading to severe disruptions in productivity
and ecosystem security [Cherdantseva et al., 2016; Evancich

and Li, 2016; Su, 2018; Demertzi et al., 2023; Awajan, 2023;
Javeed et al., 2023; Kim et al., 2024].

Feature selection is a strategic step in optimizing IDSs per-
formance [Bakro et al., 2024; Li et al., 2024; Turukmane
and Devendiran, 2024]. By eliminating irrelevant features,
this process accelerates data processing and enhances detec-
tion accuracy [Turukmane and Devendiran, 2024; Fang et al.,
2024; Pesaramelli and Sujatha, 2024; Quincozes ef al., 2020].

However, traditional feature selection methods, which in-
clude filter-based, wrapper-based, and embedded approaches,
each present inherent limitations that can affect scalability,
interpretability, or adaptability to complex data environments.
Filter-based methods, while computationally efficient, of-
ten fail to account for feature interactions or their impact on
the specific learning model, potentially leading to the selec-
tion of redundant features or missed optimal combinations.
Wrapper-based methods, in contrast, are highly dependent
on the chosen classifier and computationally intensive due to
repeated model retraining, making them prone to overfitting
and inefficient for large datasets. Lastly, embedded methods
integrate feature selection directly into the model training,
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resulting in classifier-dependent features that may not gen-
eralize well to other algorithms and offer less flexibility in
identifying a minimal feature subset.

To address these shortcomings, alternative approaches have
been proposed: (i) replacing filter methods with Explainable
Artificial Intelligence (XAI) algorithms [Khani et al., 2024;
Arreche et al., 2024]; (ii) hybridizing filter and wrapper meth-
ods [Moradkhani et al., 2015; Quincozes et al., 2024]; and
(iii) combining these various strategies [Scherer et al., 2024a].

Despite recent progress in feature selection methodologies,
a thorough evaluation of cutting-edge techniques tailored to
the unique demands of smart city environments is notably
absent. This research gap is critical, as smart cities require
a nuanced equilibrium between minimizing feature sets and
maximizing intrusion detection efficacy. Although hybrid
and XAl-driven approaches demonstrate potential to improve
selection efficiency, the absence of standardized benchmarks
impedes the determination of optimal strategies for different
operational contexts.

In this work, we present a comprehensive evaluation
of feature selection methods for IDSs by systematically
comparing multiple approaches across diverse smart city
scenarios (e.g., vehicular, healthcare), encompassing XAlI-
based, metaheuristic, and hybrid strategies. The evaluated
methodologies include Incremental Wrapper Subset Selection
(IWSS) [Bermejo et al., 2009], SHapley Additive exPlana-
tions (SHAP) Ranking, IWSHAP, and Greedy Randomized
Adaptive Search Procedure with Priority Queue for Feature
Selection (GRASPQ-FS) [Quincozes et al., 2024], as well as
their integrated variants. Our findings demonstrate that the
efficacy of each approach is highly context-sensitive, neces-
sitating tailored evaluations for specific application domains.

2 Background

In this section, we delve into the foundational concepts of
smart cities and CPS, analyze their associated security threats
and detection methodologies, and discuss the application of
feature selection within Intrusion Detection Systems.

2.1 Smart Cities and Cyber-Physical Systems

Smart cities represent a paradigmatic evolution in urban man-
agement, leveraging cyber-physical technologies to promote
greater operational efficiency, environmental sustainability,
and quality of life. The systematic incorporation of connected
devices and sensors allows for the continuous collection and
analysis of data from different domains, enabling real-time
decision-making and the optimization of essential services
such as transportation, energy, health, and public safety. In
this context, communication between distributed components
plays a central role, enabled by a wide range of technologies
and protocols. Among these, we have, as an example, the
Controller Area Network (CAN), which is widely used in
vehicle embedded systems and adapted in urban scenarios to
enable efficient communication between sensors, actuators,
and control units. Figure 1 illustrates a representative smart
city scenario, highlighting the integrated interaction between
multiple connected subsystems.
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Figure 1. Smart City Applications.

CPSs amalgamate computational components, communi-
cation networks, and integrated hardware to interact with the
physical environment in a coordinated and autonomous man-
ner (e.g., sensors and actuators). They embody the next gen-
eration of embedded systems, where the seamless integration
and interaction between the physical and virtual realms are
fundamental [Marwedel, 2021]. Unlike traditional systems,
CPSs exhibit a profound integration between computational
and physical processes, wherein computational components
monitor and control physical processes, often through cyclic
feedback, resulting in mutual influence.

The applications of CPSs within smart cities are diverse,
spanning industrial environments where interconnected ad-
vanced manufacturing systems enhance production efficiency
and flexibility; smart energy grids that integrate information
and communication technologies into electrical networks to
bolster energy supply efficiency and sustainability [Diaba
et al., 2024]; transportation infrastructures, encompassing
autonomous vehicles and real-time traffic management [Din
etal.,2024; Dui et al., 2024]; medical and healthcare systems,
such as the Internet of Medical Things (IoMT), which inter-
connect medical devices [Abbas et al., 2024]; and numerous
other applications.

The archetypal architecture of a CPS comprises three pri-
mary layers: the perception layer, featuring sensors and ac-
tuators that interface directly with the physical environment;
the transmission layer, responsible for the communication
and transport of information between the perception and ap-
plication layers; and the application layer, where data are
processed for decision-making, control algorithm execution,
and the provision of interfaces for users and other systems.
The transmission layer is particularly critical, serving as the
connective tissue that links the distributed components of the
system, enabling real-time information exchange [Mahmoud
et al., 2015; Kato et al., 2024; Faliagka et al., 2024].

Network connectivity is a quintessential characteristic of
CPSs, facilitating the exchange of information among mul-
tiple distributed systems and devices. This connectivity is
implemented through multiple communication technologies
and protocols, encompassing both wired and wireless net-
works, as well as conventional and industrial standards such
as the CAN network, and it supports a wide variety of inter-
connected devices.
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2.2 Threats and Detection Methods

In smart city applications, security is paramount to ensure
operational continuity, prioritizing service availability, data
integrity, confidentiality, and authenticity [ Ashibani and Mah-
moud, 2017]. This emphasis stems from the critical nature
of real-time monitoring and control inherent in the CPSs that
constitute smart city infrastructure. To achieve these secu-
rity objectives, we employ various cyber defense strategies,
focusing particularly on the transmission layer. Although con-
sidered one of the most resilient layers, a successful breach
permits attackers to manipulate, intercept, and retransmit
information without constraints on the compromised chan-
nel, thereby endangering system operation and security [Cao
et al., 2020]. Control of the transmission layer also facilitates
network overload attacks, exposing CPSs to threats such as
Denial of Service (DoS) and port scanning attacks [Cao et al.,
2020; Sharafaldin ef al., 2018].

To detect these malicious activities, we utilize IDSs that
monitor and analyze network traffic for anomalous behav-
ior. IDSs can leverage signature-based or anomaly-based
techniques [Ahmad et al., 2021]. Signature-based techniques
offer high accuracy for detecting known attacks with prede-
fined signatures. Anomaly-based techniques, conversely, aim
to identify anomalous behavior, including zero-day attacks,
and generally offer faster detection speeds [Garcia-Teodoro
et al.,2009; Kwon et al., 2019; Quincozes et al., 2020]. How-
ever, anomaly-based methods often produce a higher rate of
false positives, as not all anomalies correlate with malicious
actions.

Regardless of the technique employed, we recognize that
an IDS must be configured with the most relevant features for
the specific threat being targeted. Feature relevance directly
correlates with the system’s detection objectives. Therefore,
we emphasize the careful selection of features during system
preparation, as they dictate critical performance metrics such
as identification time and accuracy.

To evaluate and refine identification and defense strate-
gies, we understand the importance of characterizing attacks
targeting diverse computer network and CPS contexts. In
conventional networks, PortScan and Distributed Denial of
Service (DDoS) attacks pose significant challenges. PortScan,
a reconnaissance attack, involves identifying open ports to ex-
ploit as entry points for network compromise. DDoS attacks,
on the other hand, aim to overload network resources, caus-
ing service interruptions and compromising critical system
availability [Sharafaldin et al., 2018].

Within CPSs, each domain faces distinct attack vectors. For
instance, fabrication and masquerade attacks are prevalent
threats in vehicular CPSs. These attacks exploit vulnerabili-
ties in CAN networks, which lack robust data integrity and
authenticity mechanisms. Fabrication attacks involve inject-
ing false information to manipulate processes, while mas-
querading allows attackers to impersonate legitimate users to
gain unauthorized access. These attacks challenge identity
and authentication controls, compromising data security and
system trust [Jeong et al., 2024].

In the IoMT, security is paramount due to the direct im-
pact on patient safety and privacy [Abbas et al., 2024]. Re-
connaissance (Recon) and identity spoofing (Spoofing) are
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significant threats. Recon involves gathering detailed envi-
ronmental information to map vulnerabilities, while spoofing
falsifies device or user identities to manipulate data flow and
gain unauthorized access. These attacks compromise data se-
curity, physical safety, and patient privacy, which are critical
in sensitive medical environments [Dadkhah et al., 2024].

2.3 Feature Selection

The precise and appropriate selection of features processed
by machine learning algorithms is crucial for IDSs to effec-
tively identify diverse attack types, capturing their unique
characteristics and patterns. An incorrect choice of features
could not only diminish detection capabilities, but also signif-
icantly elevate the false positive rate, thereby compromising
the system’s efficiency and reliability in detecting specific
threats. We recognize that this selection process can be exe-
cuted through various methodologies, each tailored to specific
domains.

2.3.1 Filter Methods

We understand that filter methods for feature selection utilize
performance metrics independent of specific system algo-
rithms, identifying optimal features based on a scoring algo-
rithm followed by filtering. In this approach, we can rank
features using metrics such as Information Gain (IG) and
Information Gain Ratio (IGR). IG quantifies the reduction
in uncertainty about a target variable given the value of an
attribute, while IGR normalizes this measure to account for
the attribute’s cardinality, mitigating bias towards attributes
with numerous categories [Esseghir, 2010]. Recent advances
propose replacing traditional filter methods with XAl algo-
rithms, as these algorithms also enable feature ranking based
on their importance in predicting attack classes [Okada ef al.,
2025; Bataineh et al., 2024; E. L. Asry et al., 2024; Scherer
et al., 2024a).

2.3.2 Wrapper Methods

We employ wrapper methods that integrate the machine learn-
ing algorithm into the feature selection process by evaluating
feature subsets based on their predictive performance. These
methods generate and assess multiple candidate subsets using
the algorithm. We can utilize various strategies to construct
these subsets. For instance, IWSS [Bermejo ef al., 2009] con-
structs feature subsets by retaining performance-enhancing
features and discarding noncontributing ones, yielding an
optimized subset.

2.3.3 Embedded Methods

We acknowledge that the embedded methods perform feature
selection concurrently with the execution of the detection algo-
rithm, contrasting with other approaches where selection oc-
curs offline. These methods aim to reduce the computational
overhead associated with other selection techniques [Chan-
drashekar and Sahin, 2014; Guyon and Elisseeff, 2003].
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2.3.4 Hybrid Methods

We utilize hybrid methods that combine the aforementioned
approaches to identify an optimized feature subset with re-
duced computational effort. For example, Greedy Random-
ized Adaptive Search Procedure with Priority Queue for Fea-
ture Selection (GRASPQ-FS) employs a basic filtering algo-
rithm to generate a concise set of candidate features, which are
then used to build optimized solutions via a wrapper-based
local search [Quincozes ef al., 2020]. More recent hybrid
methods incorporate XAl-based filtering to rank relevant at-
tributes, followed by wrapper methods for optimal subset
selection. For instance, IWSHAP [Scherer et al., 2024a]
combines IWSS [Bermejo et al., 2009] with SHAP as an
XAl-based filtering strategy.

3 Related Work

Smart cities present an increasing demand for increasingly
accurate and optimized IDS models, capable of addressing
both general scenarios and highly specialized domains (e.g.,
vehicle and healthcare environments). In this context, we
have observed the development of various feature selection
approaches, each employing a diverse range of methodologies
and applications. The following discussion details these re-
lated works, which are summarized in Table 1 and compared
with our approach.

We have observed that XAl-based tools have recently been
introduced as filtering methods for feature selection, offer-
ing high precision in identifying the most relevant variables
for specific models due to their explainable nature [Khani
et al., 2024]. The INSHAP method, for example, was pro-
posed to optimize feature selection in an IDS tailored for CAN
networks, maximizing learning model performance while en-
suring decision interpretability, a crucial aspect in critical en-
vironments such as the vehicular domain. We recognize that
the benefits of this approach are twofold: (i) it improves pre-
dictive performance metrics (i.e., F1-Score, recall, precision,
and accuracy), and (ii) it significantly reduces runtime and
the number of features required to identify an attack [Scherer
et al., 2024a).

We have also found that using XAl-based techniques for
feature selection has gained prominence in other intrusion
detection domains. The work [Arreche et al., 2024] pro-
poses XAl-based approaches that utilize SHAP to assess the
importance of features extracted from network traffic data.
This research, conducted using the CICIDS-2017 [Sharafaldin
et al., 2018] and RoEduNet-SIMARGL2021 [Mihailescu
et al., 2021] datasets, demonstrates that XAlI-guided feature
selection can improve the effectiveness of the Al model in
IDSs, as well as provide deeper insights into their decisions.
Compared to traditional feature selection methods, we have
found that XAl-based techniques showed superior perfor-
mance, highlighting their potential in cybersecurity contexts.
Moreover, the study underscores the importance of explain-
ability in IDS analysis, allowing security analysts to interpret
and act more precisely based on model outputs [Arreche et al.,
2024].

Similarly, [Khani et al., 2024] applies XAl to improve
the feature selection performance in IDSs. The study
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explores the applicability of SHAP to identify impor-
tant features extracted from network traffic data. Us-
ing the CICIDS-2017 [Sharafaldin et al., 2018] and CIC-
Darknet2020 [Habibi Lashkari ef al., 2020] datasets, the re-
search highlights that the selection of XAl-driven features not
only improves the performance of the classification model,
but also improves the understanding of the decision-making
processes of these models. Comparative analyses with tra-
ditional feature selection methods reveal that XAl-based ap-
proaches achieve superior results, especially in classifying
encrypted traffic.

Although [Khani et al., 2024] presents a promising ap-
plication of XAl to enhance feature selection in IDSs, we
believe that future research could explore additional avenues
to further refine this approach. For example, incorporating
metaheuristic algorithms could provide alternative strategies
for navigating complex search spaces, while investigating
hybrid feature selection methods that combine traditional
techniques with XAl-driven approaches could complement
the existing framework. These potential enhancements may
offer further improvements in feature selection performance.

Similarly, [Sivamohan and Sridhar, 2023] introduces
a novel approach using a Bidirectional Long-Short-Term
Memory-based XAl framework (BiLSTM-XAI). This frame-
work combines advanced neural network architectures with
XAI techniques to improve both the detection accuracy and
interpretability of intrusion behaviors. The paper presents a
robust feature selection method through the Krill Herd Opti-
mization (KHO) algorithm and reports a classification accu-
racy of 98.2% using the Honeypot and NSL-KDD [Tavallace
et al., 2009] datasets, showcasing its superior performance
against existing detection methods. However, we have no-
ticed that the dataset used in this study raises concerns due to
its severe obsolescence, a critique that has been highlighted
in the literature over the past decade [Divekar et al., 2018].

In [Shanbhag et al., 2024], the authors investigate various
metaheuristic algorithms along with traditional machine learn-
ing classifiers to optimize feature selection in IDSs. Their
approach incorporates techniques such as Genetic Algorithm,
Particle Swarm Optimization, and Grey Wolf Optimization
to enhance the performance of classifiers like Decision Trees
and Random Forests. The effectiveness of these methods is as-
sessed primarily through the test score metric, which accounts
for multiple factors, including the F1-Score, recall, precision,
recorded runtime, and the final subset length. Although we
acknowledge that this study aligns with ours, demonstrating
the potential of hybrid approaches to improve the detection
accuracy of IDSs through metaheuristics, it does not explore
the XAl-based approach. Furthermore, we have observed
that the results obtained in the study rely on the obsolete
NSL-KDD [Tavallaee et al., 2009] dataset.

Finally, we have seen that metaheuristics like GRASP have
demonstrated significant efficiency in feature selection tasks,
particularly in scenarios involving complex and heteroge-
neous datasets. GRASP, which combines a greedy approach
with randomized search, has been adapted to optimize in-
trusion detection in the CPS perception layer by selecting
features that improve classification accuracy while reducing
computational overhead [Quincozes et al., 2020]. The in-
tegration of metaheuristics like GRASP with other filtering
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Table 1. Related Works.
Cells Caption: @ Yes; O No.

Selection . e .
Work Method Scenario XAI Metaheuristics Hybrid
Arreche et al. [2024] Filtering Educational Networks @ O O
Khani ez al. [2024] Filtering Overlay Networks ] O O
Sivamohan and Sridhar [2023] KHO Traditional Networks () O O
Shanbhag et al. [2024] Metaheuristics ~ Traditional Networks O [ [ ]
Quincozes et al. [2020] GRASP-FS Sensor Networks O { (]
Quincozes et al. [2024] GRASPQ-FS  IEC-61850 Networks O (] L
Scherer et al. [2024a] IWSHAP CAN Networks o @) ()
IWSHAP,
This Work GRASPQ-FS, Smart Cities ® ® (]
SHAP, IWSS

approaches has also shown promise. In [Quincozes ef al.,
2024], the combination of the GRASP-FS metaheuristic with
a Priority Queue-based filtering approach proved to be highly
effective in improving model precision and optimization.

4 Feature Selection Algorithms

In this section, we present a detailed analysis of the IWSHAP,
SHAP Ranking, GRASPQ-FS, and IWSS algorithms, which
constitute the methodological foundation of our study. We ex-
amine the underlying theoretical principles of each approach
to provide a comprehensive understanding of their application
in our research.

4.1 TWSS

We utilize the IWSS algorithm, which adheres to a wrap-
per methodology, employing an iterative and incremental
approach for feature selection. To elucidate the IWSS pro-
cess, we consider a dataset containing Y features as input.
This process is illustrated in Figure 2 and is described below.

The process begins by sequentially iterating through each
feature in the dataset, assessing the impact of its inclusion
on the trained model’s performance. At each iteration, the
model performance metrics are computed. If the inclusion of
a feature leads to an improvement in the evaluated indicators,

o || —

Input
Iterate
feature

l

F1-Score 2
Best_f1

Discard the
feature

No?
Save set
and metrics

Figure 2. Illustration of the IWSS process.

we retain it in the selected subset. Conversely, if the feature
does not contribute positively, we discard it and the process
advances to the subsequent feature. This procedure continues
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until all Y features have been analyzed.

Consequently, the algorithm yields a subset M of selected
features, representing those that positively contributed to the
model’s performance [Bermejo ef al., 2009].

4.2 IWSHAP

We employ IWSHAP, an extension of the IWSS wrapper-
based algorithm. Specifically, IWSHAP is a hybrid method
that leverages an XAl algorithm, namely SHAP, to rank fea-
tures by their importance before applying the sequential fea-
ture analysis with IWSS. Once the features are ranked, we
combine them incrementally, eliminating those that do not
positively impact the F1-Score until the optimal set of features
is identified, as illustrated in Figure 3.

Covoe ]| — {8}

Input XAl Method

{Input:
Ordered
dataframe}

Iterate ‘
» feature

l

Train Model And
Calculate Metrics

|

U g

| | | F1-Score =

. No? Best_f1 Yes? =
Discard the y : Save set
feature and metrics

Figure 3. Illustration of the IWSHAP process.

This method is highly efficient, as it avoids blindly testing
features and instead prioritizes the most relevant ones for
detecting an attack. We have found that this approach has
proven promising, reducing the number of features by more
than 90% while achieving slight improvements in prediction
performance metrics [Scherer ef al., 2024a].

4.3 SHAP Ranking

We employ a ranking-based feature selection method that
utilizes SHAP values to rank features by their importance. In
practice, we can either select the top K features or apply a
threshold cut-off based on the magnitude of the SHAP value.
Both strategies aim to efficiently identify the most relevant
features without an exhaustive search, although they carry
the risk of misidentifying the optimal cutoff point.

To mitigate the risk of an arbitrary threshold, in this work,
we perform an exhaustive search to determine the optimal
cut-off that maximizes performance metrics. This system-
atic evaluation ensures a fair comparison between the SHAP
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Ranking method and other feature selection approaches. Fig-
ure 4 illustrates the complete process of the SHAP Ranking
method, from feature classification to selection of the optimal
set of features through an exhaustive search.

{Ordered?r
—_

features
XAl Method l

Iterate
—>
feature

O
Train Model
R
AV
n Save best set
—Dqﬂ and metrics
Calculate Metrics I
l AN
Record the A
round il
l Log analysis
More

features?

Figure 4. SHAP Ranking with exhaustive search for the best cutoff.

After ranking features using SHAP values, we implement
an iterative cumulative procedure in which features are incre-
mentally added to the model to evaluate their impact on perfor-
mance. Initially, the model is trained using only the highest
value feature; subsequently, it is re-trained with the high-
est value feature combined with the second highest-valued
feature, and this process continues until all features are in-
corporated. Ultimately, we select the subset of k features
that yields the highest performance metrics, such as F1-Score,
recall, or precision [Scherer ef al., 2024a].

However, it is important to note that this algorithm is signif-
icantly more resource-intensive than its alternatives, such as
IWSHAP and IWSS, because it does not discard any features
during the selection process.

44 GRASPQ-FS

We utilize GRASPQ-FS [Quincozes et al., 2024], which be-
longs to the class of hybrid approaches, similar to IWSHAP,
and is an extension of the GRASP-FS metaheuristic [Quin-
cozes et al., 2020]. The algorithm comprises two primary
phases: the construction phase, where initial solutions are
generated, and the local search phase, where these solutions
are refined. The algorithm receives as input a labeled dataset,
a user-defined number of features N to be selected, and stop-
ping criteria for both phases. It also computes a Restricted
Candidate List (RCL), built by ranking all features according
to their Mutual Information (MI) and selecting the top-ranked
ones. Figure 5 illustrates the step-by-step operation of the
GRASPQ-FS algorithm, highlighting the construction and
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Figure 5. GRASPQ-FS process. Adapted from [Quincozes et al., 2024].

In the construction phase, GRASPQ-FS generates initial
solutions by randomly selecting NV features from the RCL.
Each candidate solution is evaluated using a machine learning
classifier, and its quality is measured via the F1-Score. The
best-performing solutions are stored in a priority queue, which
dynamically retains only the top candidates based on their
F1-Scores. This selective mechanism limits the number of
solutions passed to the next phase, improving computational
efficiency while preserving detection performance. The left
portion of Figure 5 represents this phase, including the inputs,
solution generation, evaluation, and filtering via the queue.

In the local search phase, only the solutions stored in the
priority queue are refined. GRASPQ-FS explores the neigh-
borhood of each solution by applying local modifications, typ-
ically replacing one feature at a time, and then re-evaluating
their corresponding F1-Scores. If a better F1-Score is ob-
tained, the solution is updated. This process continues itera-
tively for each queued solution until no further improvements
are observed or the iteration limit is reached. The best solu-
tion found across all local searches is returned as the final
selected feature subset. This phase is represented on the right
side of Figure 5, emphasizing the iterative refinement and
selection of the final output. The resulting subset contains
exactly N features, as defined by the user at the beginning of
the process [Quincozes et al., 2024].
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5 Materials and Methods

In this section, we will detail the descriptions of the materials
and methods used. This includes the datasets, preprocessing,
classifier algorithms, experimentation scenarios, and experi-
mental setup.

5.1 Data and Processing

In the experiments carried out, we used three different
datasets, each extracted from a specific environment within
the transmission layer, as summarized in Table 2.

Table 2. Summary of Datasets Used in the Study.

Dataset Context Features Attacks Considered
X-CANIDS  Vehicular 688 Fabrication,
Masquerade
Computer DDoS,
CICIDS Networks 78 PortScan
CICIoMT  Healthcare 45 Recon,
Spoofing

The first dataset used was X-CANIDS [Jeong ef al., 2024],
collected from a Hyundai LF Sonata 2017 e-VGT vehicle,
representing a realistic vehicle environment. This dataset is
derived from the CAN network and contains 688 features ex-
tracted from the raw CAN frame structure, including message
identifiers, alive counters, checksums, and payload fields.
In other words, the captured CAN messages were deserial-
ized to expose low-level communication attributes exchanged
between Electronic Control Units (ECUs). The dataset com-
prises legitimate communications as well as malicious traffic,
covering attacks such as fuzzing, fabrication, suspension,
masquerade and replay.

For this work, fabrication and masquerade attacks were
selected, as they present more subtle characteristics and rep-
resent significant challenges for automated detection. These
attacks target the integrity and authenticity of in-vehicle com-
munication over the CAN bus, directly exploiting its inherent
lack of source authentication. Successfully identifying these
manipulation and impersonation attempts is paramount for
ensuring the safety and reliability of vehicular CPSs within a
smart city context.

The second dataset used was CICIDS [Sharafaldin et al.,
2018], originating from a network environment with 78 fea-
tures simulating real conditions. This dataset consists of
labeled network traffic, containing detailed information such
as packet headers, flow-level features (e.g., flow duration,
packet length statistics), source and destination IPs, ports,
protocols, and attack types. It encompasses various attacks,
such as botnet, brute force, DoS, and DDoS. For this study,
we specifically used DDoS and PortScan attacks, which are
highly relevant for network security analysis.

Finally, we employed CICIoMT [Dadkhah ef al., 2024],
a dataset representing the medical environment with infor-
mation on 18 types of cyberattacks targeting 40 IoMT de-
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vices. This dataset comprises 45 features and covers widely
used protocols in healthcare devices, such as Wi-Fi, MQTT,
and Bluetooth. The features include both packet-level and
protocol-specific fields, such as signal strength, transmission
rates, connection durations, and session metadata. For the
present work, we specifically selected “reconnaissance” and
“spoofing” attacks. These attack types were chosen because
they represent foundational security challenges in diverse
IoMT environments typical of smart healthcare. Reconnais-
sance is a crucial precursor phase for targeted attacks, while
spoofing directly undermines device/user identity and access
control mechanisms. Detecting these activities is vital for
safeguarding sensitive patient data and ensuring the trustwor-
thy operation of interconnected medical devices.

Our choice of these three datasets (including CICIoMT)
was motivated by the search for a comprehensive representa-
tion of various scenarios present in a smart city. This approach
goes beyond an analysis focused solely on sensors, contem-
plating other relevant dimensions of the urban environment.

We preprocessed all datasets using a standardized approach.
We applied the LabelEncoder method from the scikit-
learn library to all necessary columns, ensuring consistent
encoding of categorical variables. In the CICIDS and CI-
CIoMT datasets, we removed samples with null values to
maintain data integrity. To ensure reproducibility, we split
the data into 80% for training and 20% for testing, setting the
random_state parameter to 42.

5.2 Classifiers

In the classification stage of our experiments, we selected XG-
Boost [Chen and Guestrin, 2016], LightGBM [Ke et al., 2017],
and HistGradientBoosting (HistGradient) [Guryanov, 2019].
Our choice was based on their widespread adoption in intru-
sion detection tasks, their ability to handle high-dimensional
and imbalanced data, and their distinct optimization strategies,
which allow us to compare performance, speed, and stabil-
ity across realistic scenarios. Although all these algorithms
are rooted in decision tree learning, they follow different
approaches, which we discuss below.

XGBoost implements the gradient boosting method, where
trees are iteratively added to correct the residual errors gen-
erated by previous trees. Tree splits are performed with the
objective of maximizing the reduction of the loss function at
each node, taking into account information gains weighted
by feature importance [Chen and Guestrin, 2016].

LightGBM, also based on gradient boosting, distinguishes
itself by being faster and more memory-efficient. It employs
a technique called Leaf-to-Leaf Growth, which prioritizes the
expansion of nodes with the highest residual loss, rather than
performing simultaneous splits on all leaves, as in XGBoost.
This strategy often results in more asymmetric and deeper
trees, optimizing overall performance [Ke ef al., 2017].

Finally, HistGradient utilizes an approach based on the dis-
cretization of continuous feature values into discrete intervals
(bins), creating histograms to accelerate and simplify split
calculations. Unlike the preceding methods, its trees grow in
a more controlled manner, typically with a fixed depth, which
helps in avoiding excessive splits and contributes to greater
model stability [Guryanov, 2019].
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These methodological distinctions highlight the particu-
larities and inherent benefits of each algorithm during the
classification stage. We detail the discrepancies between
these methods in Section 6, where we present and analyze
the results obtained for each algorithm, also considering the
different feature selection methods explored.

5.3 Experimentation Scenarios

We used the IWSS (Section 4.1), IWSHAP (Section 4.2),
SHAP Ranking (Section 4.3), and GRASPQ-FS (Section 4.4)
algorithms as reference methods for our experiments. These
algorithms served as the primary comparative basis; however,
we also explored combinations among them to form mixed
methods. This approach aimed to perform a comprehensive
analysis of their capabilities and interactions.

In addition to executing experiments within each of the
domains considered in this work using each reference algo-
rithm individually, we implemented variants that integrate
their results to evaluate different approaches.

The following provides a summary of the combined algo-
rithms used to form these new hybrid methods.

* I-G-FS (IWSS GRASPQ Feature Selection): This
method performs a preliminary feature reduction using
the IWSS algorithm, the result of which is subsequently
processed by the GRASPQ-FS algorithm.

* S-G-FS (SHAP GRASPQ Feature Selection): In this
case, the output of the SHAP Ranking is used as input for
the GRASPQ-FS algorithm, producing a distinct final
feature subset.

* IS-G-FS (IWSHAP GRASPQ Feature Selection):
Similarly, this dataset is produced by feeding the set
obtained by the IWSHAP algorithm into the GRASPQ-
FS algorithm.

* F-G-FS (Full GRASPQ Feature Selection): In this
method, the GRASPQ-FS algorithm is applied directly
to the complete set of features of each dataset without
preliminary feature reduction.

Additionally, throughout this work, we use the term FULL
to represent a complete dataset without the application of
feature selection techniques. This term consistently refers to
one of the X-CANIDS, CICIDS, or CICIoMT datasets.

Regarding the specific configurations adopted for the
GRASPQ-FS algorithm and its combinations with other meth-
ods, we conducted all experiments using the parameters pre-
sented in Table 3.

Table 3. Parameter values, based on Quincozes et al. [2024].

Parameter Value

Number of Local Search Rounds 100
Number of Construction Rounds 100
Restricted Candidate List 30
Final Subset Length 5
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5.4 Experimental Setup

We conducted the experiments on a computing platform that
features mid-range hardware, specifically a tenth-generation
Intel® Core™ i5 processor, 48 GB of RAM, and the Linux
Ubuntu 24.04 LTS operating system.

6 Results

To perform a thorough evaluation of the effectiveness and effi-
ciency of the algorithms and classifiers used in this study, we
consider two primary factors: performance metrics and fea-
ture reduction capacity. We emphasize that a model achieving
the highest performance metrics does not necessarily qualify
as the optimal choice if its feature reduction capabilities are
inadequate. Conversely, a model capable of reducing 99% of
the features is of limited utility if its subsequent performance
is sub-par. We discuss the results of this evaluation in the
following sections.

6.1 Performance Evaluation

In Table 4, we present the F1-Scores recorded for each sce-
nario, with the highest metric in each row highlighted in bold.
Given the extensive number of scenarios we analyzed, we
focus on the F1-Score as a comprehensive and robust indica-
tor. This metric effectively encapsulates the balance between
precision and recall, thereby providing a reliable measure of
overall model performance. The results presented are based
on an 80% training and 20% testing split of the dataset.

Before discussing the effect of each feature selection
method, we can extract two general observations from our ex-
periments: 1) behavioral fluctuation across different datasets
and attack types, and ii) performance variation from the clas-
sifier’s perspective. In particular, performance (F1-Score)
varies significantly between different datasets and attack
types. For CICIDS (DDoS and PortScan), the classifiers
achieve nearly perfect scores (99.99% or 100%) across all fea-
ture selection methods. X-CANIDS and CICIoMT datasets
exhibit greater variability, indicating the impact of feature se-
lection methods. However, from the classifiers’ perspective,
XGBoost consistently achieves high F1-Scores, especially in
the X-CANIDS and CICIDS datasets. LightGBM also per-
forms competitively, particularly in CICIDS and CICIoMT.
HistGradient tends to have lower performance in some cases,
particularly for the X-CANIDS dataset.

Once preliminary observations are discussed, an effective
way to interpret the results presented in Table 4 is by focus-
ing on the columns corresponding to each feature selection
algorithm. In general, we can visualize the following key
observations: IWSS and SHAP-based methods (SHAP, TW-
SHAP) often perform well, sometimes better than the FULL
feature set. However, employing GRASPQ-FS as an attempt
to enhance the feature subsets selected by SHAP (as illustrated
by the S-G-FS results) generally leads to lower F1-Scores,
suggesting that it may not be as effective as the other eval-
uated methods. An exception is observed for the CICIDS
dataset, where the approach achieves comparatively better
results, as discussed previously. Finally, F-G-FS and IS-G-
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FS perform inconsistently, excelling in some cases while
performing poorly in others.

The poorest performance metrics were observed in S-G-
FS and F-G-FS on the largest dataset (X-CANIDS). This
indicates that both the SHAP and FULL methods are un-
suitable for serving as an initial algorithm to compose a
shortlist of candidate solutions for GRASPQ-FS. In turn,
SHAP demonstrates strong performance when applied in-
dependently, emerging as the top-performing method in 14
out of 18 cases.

In summary, the results from the F1-Score perspective high-
light that XGBoost and LightGBM are the best performing
classifiers overall. Feature selection can significantly im-
prove performance, through a considerable reduction of fea-
tures, which directly impacts computational performance, and
considerable increases in F1-Score, especially on challenging
datasets such as X-CANIDS and CICIoMT. For simpler cases
(such as CICIDS), feature selection has minimal impact, since
the classifiers already achieve near-perfect performance. The
IWSS and SHAP-based methods tend to provide the most
significant benefit from feature selection, although they were
not suitable as construction phase methods for GRASPQ-FS.
Furthermore, the results presented in Table 4 indicate that
the SHAP classification approach stands out as the most con-
sistent strategy, particularly in scenarios that do not involve
traditional networks. Although hybrid techniques were ex-
plored, the combination of different methods did not produce
substantial performance improvements.

It is crucial to emphasize that these conclusions are drawn
solely from performance metrics. Feature reduction is specif-
ically analyzed in Section 6.2, where GRASPQ-FS demon-
strates outstanding performance. Based on the experiments
conducted so far, the ranking-based SHAP approach emerges
as the most effective method to balance performance and
simplicity in feature selection within the evaluated smart city
scenarios. However, we must carefully consider the trade-off
between the performance metrics discussed in this section
and the dataset reduction capability (discussed in the next
section).

6.2 Feature Reduction

In this section, we evaluate the feature reduction capabili-
ties of the algorithms examined in this study. The results,
presented in Table 5, include the total number of selected
features and the corresponding reduction percentages.

The columns “TWSS” and “I-G-FS” in Table 5 present the
feature reduction achieved by the IWSS algorithm and the ad-
ditional reduction obtained by applying the GRASPQ-FS algo-
rithm to the IWSS-reduced datasets, respectively. Likewise,
“SHAP” and “S-G-FS”, as well as “IWSHAP” and “IS-G-FS”,
indicate the percentage of feature reduction achieved by the
SHAP Ranking and IWSHAP methods individually, along
with the additional reduction obtained by applying GRASPQ-
FS to the datasets initially reduced by these methods. Since
GRASPQ-FS generates a subset of features with a fixed length
predefined (set to 5 features by default [Quincozes et al.,
2024]), it consistently produces solutions that adhere to this
constraint.

Based on the performance results discussed in Section 6.1,
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Table 4. Performance results: F1-Score (%) achieved by each method.

Dataset Attack Classifier IWSS I-G-FS SHAP S-G-FS IWSHAP IS-G-FS F-G-FS FULL
XGBoost  93.15 83.16 93.40  838.52 72.86 72.86 7286  91.96
Fabrication  LightGBM  90.84 87.76  90.65  72.68 87.92 84.47 7286  89.77
XCANIDS HistGradient 88.41  84.75  90.82  72.68 87.58 82.17 7286  89.96
(683) XGBoost 95.63 85.77 9672  57.03 96.37 92.25 52.50  95.60
Masquerade  LightGBM 9134 8433 9334  58.60 93.87 88.49 5986  92.65
HistGradient 55.04  62.02  93.97  57.66 93.19 85.01 5499 9205
T T XGBoost 100 99.99  99.99 ~ 9999 9999 9999 9999 ~ 9999 -
DDoS LightGBM  99.99 100 99.99  99.99 99.99 99.99 100 99.99
CICIDS HistGradient 99.99  99.99 9999 99,99 99.99 99.99 99.98  99.99
(78) XGBoost  99.99 99.99 99,99 99,99 99.99 99.99 99.99 99,99
PortScan LightGBM  99.99 9999 9999 9998 99.99 99.99 99.99  99.99
HistGradient 99.99  99.99 9999 99,99 99.99 99.99 99.99 99,99
D XGBoost  99.49 9922 99,51  99.04 9948  99.16  99.16  99.47
Recon LightGBM 9943  99.03  99.44  98.86 99.42 99.18 99.09  99.43
CICIoMT HistGradient 99.42  99.04  99.44  99.08 99.42 99.07 99.02  99.41
(45) XGBoost 93.83  90.70  93.95  90.97 93.80 91.52 90.95  93.66
Spoofing LightGBM 9326 91.63 9343  90.46 93.31 91.65 90.58  93.35
HistGradient 93.24 9132  93.76  90.87 93.37 91.42 91.14  93.37

Table 5. Feature Reduction Results (%) as a metric to assess the effectiveness of different approaches in minimizing the feature set.

Dataset Attack Classifier IWSS I-G-FS SHAP S-G-FS IWSHAP IS-G-FS F-G-FS
XGBoost 95.06 99.27 94.33 99.27 99.71 99.71 99.27
Fabrication  LightGBM  96.51 99.27 91.42 99.27 97.97 99.27 99.27
XCANIDS HistGradient 9520  99.27 80.52 99.27 95.20 99.27 99.27
(688) XGBoost 9549  99.27 93.02 99.27 97.38 99.27 99.27
Masquerade  LightGBM 9520  99.27 93.02 99.27 97.24 99.27 99.27
HistGradient 98.11 99.27 49.85 99.27 96.80 99.27 99.27
XGBoost 8590  93.59 87.18 93.59 85.90 93.59 93.59
DDoS LightGBM  87.18 93.59 88.46 93.59 84.62 93.59 93.59
CICIDS HistGradient 87.18 93.59 85.90 93.59 84.62 93.59 93.59
(78) XGBoost 83.33 93.59 61.54 93.59 92.31 92.31 93.59
PortScan LightGBM  87.18 93.59 87.18 93.59 84.62 93.59 93.59
HistGradient 89.74 89.74 78.21 93.59 88.46 93.59 93.59
XGBoost 55.56  88.89 28.89 88.89 68.89 88.89 88.89
Recon LightGBM  46.67 88.89 26.67 88.89 68.89 88.89 88.89
CICIoMT HistGradient 42.22 88.89 0.00 88.89 64.44 88.89 88.89
(45) XGBoost 53.33 88.89 33.33 88.89 66.67 88.89 88.89
Spoofing LightGBM 5556  88.89 28.89 88.89 62.22 88.89 88.89
HistGradient  53.33 88.89 0.00 88.89 68.89 88.89 88.89

it is evident that DDoS and PortScan attacks are easily de-
tected, regardless of the feature selection method employed,
or even in the absence of any selection method. In such
cases where detection performance cannot be significantly
improved, feature reduction can still streamline the analysis
process by minimizing the amount of required information.
A smaller set of features leads to faster and more efficient
evaluation. In this context, all GRASP-based methods (i.e.,
I-G-FS, S-G-FS, IS-G-FS, and F-G-FS) successfully reduced
the total number of features by 93.59% for most classifier algo-
rithms without compromising their detection performance. In
particular, XGBoost demonstrates outstanding performance,
achieving a perfect 100% F1-Score to detect DDoS attacks
within the CICIDS dataset while reducing 93.59% of the fea-
tures by I-G-FS.

Moreover, other key insights emerge from our analysis
of Table 5. In particular, IWSS demonstrates its strength in
handling larger datasets, where it achieves significant fea-

ture reductions. However, its efficiency diminishes with
smaller datasets, such as the CICIoMT dataset, where the
reduction is less pronounced. In contrast, the performance
of the GRASPQ-FS variants is particularly noteworthy with
smaller datasets, where other algorithms struggle. Therefore,
although GRASPQ-FS did not achieve the highest F1-Score,
as observed in the previous section, it proved to be the most ef-
fective method to reduce the number of features. This makes
it a suitable choice for feature selection in computationally
constrained smart city scenarios, where feature reduction may
be mandatory.

Despite its strengths, GRASPQ-FS-based algorithms have
inherent limitations, particularly their inability to operate
on datasets with a reduced number of features in the RCL.
This limitation became evident in three instances during the
experiments: twice for the IS-G-FS method and once for the
I-G-FS algorithm.

The first instance of this behavior occurred in the X-
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CANIDS dataset during a fabrication attack, where the IW-
SHAP method, when combined with the XGBoost classifier,
generated a feature subset containing only two features. The
second instance was observed in the CICIDS dataset during
a portscan attack with XGBoost, where IWSHAP produced
a final subset of six features. The third case also happened
within the CICIDS dataset, during a portscan attack using the
HistGradient classifier. In this scenario, the IWSS method
resulted in a feature set of eight, which proved insufficient for
the GRASPQ-FS phase within the I-G-FS method to execute
properly. This insufficiency is explained by the experimental
configuration, in which GRASPQ-FS, although set to build
an RCL of size 30, receives a dynamic feature input in the
I-G-FS scenario. In this specific case, the number of available
features was smaller than 30, which led to the insufficiency
of GRASPQ-FS.

In the three specific cases where the GRASPQ-FS phase
could not be executed, the reduction percentage for meth-
ods combining a baseline algorithm with GRASPQ-FS (such
as IS-G-FS and I-G-FS) remained identical to that achieved
by the baseline method alone. This indicates that, in cer-
tain configurations, the algorithm’s local search phase may
not provide additional benefits beyond the initial reduction
process.

For the SHAP experiments, we conducted an extensive
analysis to determine the optimal cut-off threshold for feature
selection. The number of features retained at the top of the
ranking varied according to the classifier and dataset used.
Under this approach, SHAP generally demonstrated slightly
lower reduction capability than IWSS, especially in smaller
datasets. In some cases, SHAP failed to remove any features;
instead, it reordered their

Furthermore, Table 5 highlights the synergistic potential
of combining the IWSS and SHAP algorithms. This hybrid
approach consistently outperforms its individual components,
even in challenging scenarios such as the CICIoMT dataset,
where both IWSS and SHAP individually performed worse in
terms of feature reduction. A particularly notable example is
the fabrication attack evaluated with the XGBoost classifier,
in which the number of features was reduced from 688 to
only two, representing a reduction of 99.71%. However, it
is crucial to consider the corresponding F1-Score, which, at
72.86%, is insufficient for practical applications. Therefore,
considering only feature reduction in cases like this is neither
fair nor helpful.

Finally, the standalone performance of the GRASPQ-FS
algorithm, applied to complete datasets (F-G-FS), is detailed.
The results confirm GRASPQ-FS’s capability for aggressive
feature reduction, achieving substantial reductions even for
large datasets. However, its fixed output of five features
introduces a limitation. For example, reducing a dataset with
688 features to only five can lead to suboptimal performance
metrics. This is evident in the X-CANIDS dataset, where
the masquerade attack yielded an F1-Score of approximately
50%, and the fabrication attack reached around 72%, despite
a reduction of 99.27%.

Although the GRASPQ-FS algorithm offers flexibility in
customizing the final number of selected features, we found
that achieving an optimal balance often requires a trial-and-
error approach, necessitating multiple iterations. This itera-
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tive process presents a disadvantage when compared to other
algorithms that do not demand such fine-tuning, making them
more straightforward and efficient in practical applications.

We present more information on GRASPQ-FS variants
in Section 6.3, where we conduct a comprehensive analysis
of feature reduction during its construction and local search
phases.

6.3 GRASP-based Feature Reduction

In this section, we analyze the influence of the construction
and local search phases in GRASP-based methods (i.e., those
ending with “-G-FS”), providing deeper insights into their
effectiveness in feature selection.

In Figure 6, detailed information is presented about the
GRASP-based algorithms, illustrating how their construction
and local search phases perform in terms of feature reduction
across different attacks, datasets, and classifier algorithms.

Since all feature selection methods in Figure 6 are based on
GRASPQ-FS, the implementation used in this work enforces
a fixed-size output, resulting in all solutions reaching the same
final feature reduction. However, the key differences lie in the
magnitude of reduction achieved in each phase, construction
and local search. The I-G-FS and IS-G-FS methods, which
are based on IWSS and IWSS with SHAP, tend to perform
more aggressive reductions in the construction phase, conse-
quently limiting the search space available for the local search
phase. This pattern is particularly noticeable in datasets with
fewer features, such as CICIoMT, where the initial reduction
exceeds 60% in some cases.

Another trend is the behavior of the HistGradient model,
which tends to retain more features during the construction
phase. When combined with the S-G-FS technique, which
employs SHAP-Ranking during this stage, the percentage of
feature reduction in the construction phase is significantly
lower, reaching approximately 50% in the case of the Mas-
querade attack within the largest dataset (X-CANIDS). An
even smaller reduction is observed for the Spoofing attack
within the smallest dataset (CICIoMT), where no feature re-
duction occurred during the construction phase, with all re-
duction taking place in the local search phase. In particular,
CICIoMT generally exhibited a lower impact on feature re-
duction in the construction phase, except for the case of Hist-
Gradient processing the Recon attack, where an anomalous
behavior led to a significant feature reduction in the SHAP-
Ranking-based construction phase. This suggests that the
Recon attack can be effectively described with a smaller set
of features, according to the observed SHAP values.

In general, the IS-G-FS and I-G-FS methods, which lever-
age IWSS, tend to produce more aggressive reductions in the
construction phase. This, in turn, reduces the search space
and restricts the alternatives available for feature reduction
in the local search phase. The size of the dataset also plays
a crucial role in the reduction pattern: datasets with fewer
features, such as CICIoMT, experience a more pronounced
impact in the construction phase. Meanwhile, the S-G-FS
method exhibits a more gradual reduction, particularly when
using HistGradient, due to its tendency to retain a higher
number of features early on.

These findings highlight the importance of choosing an
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Figure 6. Feature reduction (%) by GRASP-based variants with XGBoost, LightGBM, and HistGradient on different datasets and attack types.

appropriate feature selection strategy based on both the char-
acteristics of the dataset and the types of attacks analyzed.

6.4 Impact of Selected Features on IDS

This section provides an overview of how the most influen-
tial features, identified by hybrid and XAlI-based methods,
correspond to the expected behavior of different attack types.
While Section 6 focuses on performance metrics and fea-
ture reduction, here we highlight representative examples
that illustrate the alignment between selected features and
the operational characteristics of the evaluated attacks across
different domains.

In the vehicular CPS scenario (X-CANIDS dataset [Jeong
et al., 2024]), the features selected for detecting Fabrica-
tion and Masquerade attacks reveal clear alignment with the
internal logic of CAN-based threats. For Fabrication at-
tacks, highly influential features such as 2BO_SAS_Angle,
2BO_SAS_Stat, and 50C_CF_Clu DTE indicate manipula-
tions targeting steering stability and fuel estimation, consis-
tent with the tactic of injecting crafted messages that mimic
legitimate traffic but distort critical control information. The
presence of 5BO_CF_Clu_Odometer as a recurrent feature
across both attacks suggests attackers aim to falsify metrics
displayed to drivers. In Masquerade scenarios, although less
extensively discussed in the dataset, similar dependencies on
identifiers and payload consistency are expected, reinforc-
ing the relevance of features tied to message structure and
ECU-specific semantics. Altogether, these findings support

the notion that meaningful feature selection in CAN networks
must capture not only statistical variance, but also reflect the
adversarial strategies aimed at specific vehicular subsystems.

In the IoMT domain (CICIoMT), attacks such as Recon
and Spoofing target device identification and communica-
tion metadata. The feature selection process consistently
prioritized attributes related to signal strength, transmission
rate, and session identifiers. These variables are essential
for identifying anomalies in access patterns or unexpected
communication flows, supporting detection mechanisms that
prevent unauthorized access or data manipulation in sensitive
medical contexts.

For Reconnaissance attacks, the consistently most impor-
tant features include flag counts (fin_count, rst_count,
syn_count), packet rates (Rate), packet sizes (Tot size,
Max, Tot sum), inter-arrival time (IAT), and header informa-
tion (Header_Length). The relevance of these characteris-
tics stems from the fact that reconnaissance attacks generally
involve probing ports and services, generating traffic with
atypical characteristics, such as incomplete connections or
elevated packet rates for short periods. The presence of con-
nection flags and atypical flow metrics are direct indicators
of scanning activities. Furthermore, Protocol Type and
the identification of the use of specific protocols (e.g., UDP,
HTTP, HTTPS, TCP, ICMP, Telnet, SMTP) also prove impor-
tant, suggesting that the IDS can detect the exploitation of
unusual services or protocols in medical devices during the
reconnaissance phase.

In Spoofing attacks, where identity falsification is the core
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of the threat, features such as packet rates (Rate, Srate),
inter-arrival time (IAT), and packet size statistics (Max, Min,
AVG, Tot size)are crucial. This is because a spoofed device
or user may exhibit traffic patterns that deviate significantly
from legitimate behavior, such as sending data at irregular
rates or intervals, or with packet sizes that are not typical of the
emulated device. The relevance of Protocol Type and flags
(e.g., psh_flag_number, ack_flag_number, rst_count,
syn_count) is also observed, as an attacker might attempt
to use unexpected packet sequences or protocols to maintain
falsification or deceive the system. Detecting these behavioral
anomalies is vital for communication integrity and patient
data privacy.

For the computer network scenario using the CICIDS
dataset Sharafaldin et al. [2018], our evaluation of DDoS and
PortScan attacks relied predominantly on statistical and flow-
based features. Examples include Total Fwd Packets,
Flow Duration, and Flow Packets/s. These attributes
proved instrumental in capturing volumetric anomalies and
scanning behaviors, which are characteristic of reconnais-
sance and service disruption attempts. The consistent appear-
ance of these features among the top-ranked across various
selection strategies reinforces their critical importance in base-
line network protection.

For DDoS attacks, the consistently most relevant fea-
tures include Total Length of Fwd Packets, Total
Length of Bwd Packets, Total Fwd Packets, Total
Backward Packets, Flow Duration, and Destination
Port. The high relevance of these characteristics is jus-
tified by the very volumetric nature of DDoS, which
aims to overload network resources. The detection
of abnormal data volumes (e.g., Total Length of Fwd
Packets, Total Fwd Packets) and the identification of
multiple connection attempts to a specific Destination
Port are essential for identifying the attack. Further-
more, features related to connection flags (e.g., SYN
Flag Count, FIN Flag Count, ACK Flag Count) and
initial window sizes (e.g., Init_Win_bytes_forward,
Init_Win_bytes_backward) also prove important, as they
can indicate abnormal handshake patterns or atypical connec-
tion terminations in an overload attack.

In the case of Port Scan attacks, Destination Port
emerges as the most critical feature, which is expected, given
that the attack consists of probing multiple ports to iden-
tify vulnerabilities. Additionally, features such as Flow
Duration, Packet Length Mean, Bwd Packet Length
Max, Flow IAT Std, Fwd IAT Mean, Flow Bytes/s,
Flow Packets/s, Flow IAT Min, Fwd IAT Total, and
PSH Flag Count are also highly relevant. These features
allow the IDS to identify unusual scanning patterns, such as
many short connections to different ports, atypical packet
sizes, or irregular inter-arrival times that do not result in nor-
mal communication, being crucial for effective network re-
connaissance detection.

The correspondence observed between the selected fea-
tures and the operational patterns of each attack indicates that
these methods can reveal how intrusions manifest at the data
level. Thus, beyond enhancing performance metrics, feature
selection also supports the interpretation of adversarial behav-
ior, reinforcing its role as a strategic component in the design
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of transparent and security-aware IDS models.

6.5 Discussion

After evaluating the performance of these algorithms in var-
ious scenarios, considering both the F1-Score and the ca-
pability to reduce features, the nuances and particularities
of each technique become evident. By combining insights
from Table 4 (F1-Score performance) and Table 5 (Feature
Reduction effectiveness), we can analyze the key trade-offs
between maintaining classification performance and reducing
the number of features.

The scatter plots in Figure 7 visually highlight the trade-offs
between classification performance (F1-Score) and feature
reduction in different feature selection methods. From the
overall distribution in Figure 7a, it is evident that most of the
methods maintain high F1-Scores, even with a substantial
reduction in features. However, there are noticeable vari-
ations between different techniques, emphasizing that the
effectiveness of feature selection depends on the dataset and
the method applied.

One key observation is that SHAP-based methods, particu-
larly SHAP and IWSHAP, provide a strong balance between
performance and feature reduction. These methods appear in
the upper right region of the plots, indicating that they can
remove a significant number of features while still preserving
high classification accuracy. This suggests that SHAP-based
approaches are well-suited for scenarios where both accuracy
and computational efficiency are priorities.

It is important to emphasize that feature reduction has a
direct and measurable impact on system performance. Be-
yond lowering computational complexity, our results demon-
strate that feature selection, when performed with suitable
algorithms such as SHAP or INSHAP, can also improve clas-
sification accuracy. For example, in the X-CANIDS dataset,
IWSHAP reduced the feature set by more than 99% while
achieving an F1-Score above 93%, outperforming the model
trained with all features. These findings confirm that feature
reduction is not merely an optimization for efficiency but also
a factor that directly contributes to model effectiveness in
complex smart city scenarios.

In contrast, GRASPQ-FS-based methods (IS-G-FS and
F-G-FS) demonstrate extreme feature reduction capabilities,
often reaching reductions above 88.89%. However, as seen in
the CICIDS dataset, if the initial feature selection step leaves
too few features, the GRASPQ-FS phase may be unable to
proceed, which leads to no additional reduction. This high-
lights a potential limitation of these methods in cases where
the selection of the baseline features is overly aggressive.

It is also important to consider feature selection not as a
static preprocessing step, but as a continuous and adaptive
process that can operate in parallel with the deployed IDS.
In dynamic environments such as smart cities, network be-
havior and attack patterns may evolve over time, potentially
reintroducing the relevance of previously discarded features.
Therefore, maintaining the ability to revisit and reconstruct
feature sets in response to traffic shifts is essential to pre-
serving detection effectiveness. This perspective aligns with
recent research efforts that propose continuous and distributed
feature selection mechanisms, such as GDLS-FS [Silva ef al.,
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Figure 7. Comparison of F1-Score and Feature Reduction across different feature selection methods.

2023], which integrates GRASP-based heuristics with local
search to support adaptive feature selection in real-time intru-
sion detection scenarios.

Furthermore, it is worth highlighting that although the
methods present a considerable computational cost during
their process, especially SHAP Ranking, the computational
performance is improved with the result of these processes,
through the reduction of characteristics, which makes the
processes computationally lighter, leading to better perfor-
mance [Scherer et al., 2024a].

7 Conclusion

This study conducted a comprehensive evaluation of feature
selection techniques for IDSs in smart city environments,
addressing the critical trade-offs between classification per-
formance and feature reduction. We analyze a diverse range
of methods, including XAl-driven techniques (SHAP, IW-
SHAP), traditional wrapper techniques (IWSS), and hybrid
metaheuristic-based techniques (GRASPQ-FS and its varia-
tions).

Our results revealed that SHAP-driven methods (SHAP,
IWSHAP) consistently achieved high classification perfor-
mance while maintaining substantial feature reduction, posi-
tioning them as a robust choice for balancing accuracy and ef-
ficiency. In contrast, GRASPQ-FS demonstrated remarkable
feature reduction, often exceeding 90%, but its performance
was highly dependent on the initial feature selection phase. In
certain instances, when the initial reduction was excessively
aggressive, GRASPQ-FS was unable to effectively refine the
feature set, limiting its overall effectiveness.

Hybrid approaches that combined GRASPQ-FS with
SHAP or IWSS did not produce significant improvements in
classification performance, suggesting that these methods are
best suited for scenarios requiring extreme feature reduction
rather than enhancement of detection performance. More-
over, we observed that the size of the dataset and the type of
attack significantly influenced the effectiveness of feature se-
lection techniques, reinforcing the need for adaptive strategies
tailored to specific IDS use cases.

In future work, we plan to explore adaptive feature selec-

tion frameworks that dynamically adjust selection strategies
based on dataset characteristics, as well as investigate the
integration of additional machine learning models to enhance
IDSs’ robustness. Our findings provide valuable information
for optimizing IDSs deployment in smart city environments,
where efficiency, interpretability, and robust cybersecurity
are paramount.
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