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Abstract. Noise in data is an underexplored source of bias. This study investigates the impact of noise on both the

performance and fairness of three classic classifiers: Random Forest (RF), Support Vector Machine (SVM), and

Logistic Regression (RL), using four public datasets for binary classification. A comparative analysis is conducted to

examine the effects of different types and levels of noise introduced in a predictor variable (protected attribute) and/or

the response variable (class). Performance is measured using accuracy (ACC), while model fairness is evaluated

using the Average Absolute Odds Difference (AAOD) metric, with a binary attribute as the protected. We results

suggest that injecting noise into both the class label and the protected attribute (cn) yields results similar to injecting

noise only into the labels (ln). The observed robustness of the Average Absolute Odds Difference (AAOD) under

these conditions warrants careful interpretation. As AAOD values tend to decrease or remain stable despite increasing

noise levels, there is a risk that the metric may be insensitive to noise. This suggests that AAOD might artificially

report higher fairness in scenarios where significant underlying disparities actually persist.
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1 Introduction

Machine Learning (ML) models are rapidly spreading

throughout society, increasingly influencing people’s daily

lives in various domains. They are used in critical situations

where decisions have significant consequences on people’s

lives, such as decision-making in criminal justice, granting

financial loans, selecting job candidates, allocating medical

resources, and assessing insurance risks, among other appli-

cations.

However, these applications could rely on data that present

limitations in data collection processes, such as measurement

errors, incomplete data, distorted data, among others, meaning

they exhibit noise to a greater or lesser extent. In classification

models, noise can affect attributes or the class by altering their

values and can result from inaccuracies in human-generated

labels [Davani et al., 2022], errors in input attributes, imper-

fect algorithms for inferring protected attributes [Ghosh et al.,

2021], or intentional data tampering [Ghosh et al., 2022].

The learning process with noisy data can hinder this learning

and bias the results, making classifiers less accurate in their

performance.

On the other hand, noise in data is an underexplored source

of bias, according to [Corbett-Davies et al., 2017], which

can exacerbate existing social discrimination against minority

or vulnerable groups, such as women, indigenous peoples,

migrants, etc., leading to a detriment in social welfare and co-

hesion [Barocas et al., 2017]. Therefore, several researchers

have focused on developing classifiers that jointly optimize

predictive performance and fairness [Ghosh et al., 2023].

[Caton and Haas, 2024] compiles and classifies the proposals

of several of these algorithms that incorporate one or more

fairness metrics into the optimization functions of machine

learning algorithms with the objective of maximizing per-

formance and fairness, among the most recent of which are

[Yeom and Fredrikson, 2020], [Gao et al., 2022], [Grazzi

et al., 2022], [Hossain et al., 2021], [Huang et al., 2022],

[Stefano et al., 2020], [Blanzeisky and Cunningham, 2022],

[Ferry et al., 2023], [Roh et al., 2021] and [Patil et al., 2021].

Since noise in real-world data is not quantifiable and its

characteristics are unknown, different studies have introduced

synthetic noise experimentally and in a controlled manner,

allowing conclusions to be drawn according to the type of

noise, its frequency, and its characteristics. Most of these

studies have analyzed the effect of noise on the label [Canalli

et al., 2024], [Silva et al., 2024], [Wang et al., 2021], [Wu

et al., 2022] and [Xia et al., 2020] or the effect of noise on the

protected attribute [Ghosh et al., 2023], [Celis et al., 2021]

and [Khani and Liang, 2020] and very few in both conditions.

To deepen the understanding of the relationship between

noise in data—whether in the classes, attributes, or both—and

its impact on the performance and fairness of classification

models, this study aims to explore empirically how noise can

affect the performance metric and fairness metric in binary

classifiers. A comparative analysis is conducted to examine

the effect of incorporating different types and levels of noise

into a predictor variable (attribute) and/or the response vari-

able (class) in three traditional classification algorithms, more

used as baseline models, using four public datasets.

Comparative evaluations, such as the one presented in this

study, are essential for researchers and machine learning prac-

titioners, as the findings can serve as a reference by providing

the scientific community with valuable information about the

relative performance of these classical classifiers. Moreover,
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they can offer guidelines for selecting the “best” classifiers in

real-world scenarios and highlight areas that still require the

development of new algorithms, providing a solid framework

for rigorous evaluation.

This study is structured as follows: Section 2 offers a

brief introduction to related work, baseline classification algo-

rithms, and the metrics used to assess predictive performance

and fairness. Section 3 details different techniques employed

to introduce noise into the dataset. Section 4 outlines the ex-

perimental approach, including a description of the datasets

used. Finally, Section 5 presents the results obtained and

Section 6 the conclusions derived from the study.

2 Related work

In the context of classification models, studies have focused

on the effect of class noise, paying little attention to the im-

pact of attribute noise in datasets and scant attention to the

combined impact in both situations [Sáez, 2022]. According

to the systematic review by Gupta and [Gupta and Gupta,

2019], class noise impacts more than attribute noise, but both

degrade performance.

Within the context of fair classification models, [Angwin

et al., 2016] initiated debates about biases in algorithmswithin

systems that automate decisions. [Dwork et al., 2012] in-

troduced the concept of fairness, and [Zemel et al., 2013]

proposed statistical parity and fair learning methods. Arising

from these are various proposals for metrics to measure fair-

ness and mitigation algorithms [Hardt et al., 2016]; [Choulde-

chova, 2017];[Mehrabi et al., 2021]. Comparative studies

of different algorithms are standard practice among machine

learning researchers [Ghosh et al., 2023]. Among the com-

parative studies of fair classification algorithms are those

by [Friedler et al., 2019], who show that there is a trade-off

between fairness and accuracy in many of these algorithms,

and those by [Hort et al., 2021], who provide a conceptual

framework for the balance between them.

All these comparative studies start from baseline models

(reference models without any fairness constraints), such as

Logistic Regression (LR), Random Forest (RF), Decision

Trees, Support Vector Machines (SVM), Naive Bayes, among

others. However, these studies have not delved into the differ-

ences among them in the presence of noise, leaving questions

about how the impact of noise in data varies in fairness metrics

and the trade-off between fairness and accuracy unanswered.

It also raises the question of whether this impact depends on

the type of baseline model chosen.

2.1 Classifiers

The specialized literature has introduced various classification

methods. According to the survey conducted by Hort et al.

[2024], the algorithms Random Forest, Logistic Regression,

Neural Network and Support Vector Machine are among the

top four most frequently used algorithms.

2.2 Model Performance and Fairness Metrics

Currently, it is common to evaluate the accuracy of a model’s

predictions and its performance using loss functions. These

metrics compare the actual or known value with the predic-

tion made by the model. The goal of these functions, also

known as error functions, is to minimize them, which results

in a more accurate model. There are various types of loss

functions, depending on whether the problem is regression

or classification [Khani, 2021]. The most widespread and

commonly used method for evaluating the performance of

a classification model is accuracy. This measure represents

the proportion of correct predictions made by the model com-

pared to the total number of predictions. Most studies that

assess the effect of noise on classification models evaluate

performance and accuracy using this metric [Alharbi, 2024];

[Hasan and Chu, 2022].

On the other hand, fairness refers to the development of

models that do not introduce or perpetuate unfair biases

against specific groups. Ensuring fairness is crucial to making

sure that automated decisions are just and non-discriminatory,

especially in sensitive applications such as hiring, loan ap-

provals in the financial system, or legal decisions in the judi-

cial system. To measure fairness in classification models, the

literature has proposed metrics through two main approaches

[Mehrabi et al., 2021]; [Pessach and Shmueli, 2022]; [Caton

and Haas, 2024]:

• Group fairness (statistical): This approach is based

on assessing fairness through statistics and metrics

calculated for different demographic groups or subpop-

ulations within the overall population. These groups

are typically defined based on sensitive attributes such

as gender, race, age, etc. The goal is to ensure that

the model does not discriminate against any of these

groups.

• Individual fairness (counterfactual): This approach

focuses on fairness at the individual level by comparing

the model’s decisions for an individual with the deci-

sions it would have made for the same individual in a

counterfactual world where certain sensitive attributes

are altered. The principle is that the model’s outcome

should not change significantly if an individual’s sensi-

tive attributes were altered.

The group-based approach has used as the most promi-

nent framework in the literature [Mehrabi et al., 2021]. Its

associated metrics are essential for evaluating and ensuring

that classification models do not exhibit bias against specific

sensitive or protected groups.

One of these metrics is the Average Odds Difference

(AAOD). It is based on the confusion matrix and combines

two aspects related to equal odds (EO): false positives (FP)

and false negatives (FN), which are common errors in classi-

fication models. This metric is defined as the average of the

absolute difference in the False Positive Rate (FPR) and the

True Positive Rate (TPR) between the privileged or protected

group (A) and the unprivileged or unprotected group (B). This

metric measures the average of the absolute probability differ-

ences between different demographic groups for FN and FP.
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[Ghosh et al., 2023] use a similar metric as a tool to assess the

fairness of the model between different demographic groups.

The AAOD measure is defined as follows:

AAOD = 1
2 |FPRA − FPRB | + 1

2 |TPRA − TPRB |
(1)

where:

FPR: false positive rate for A or B

TPR: True positive rate for A or B

An AAOD of 0 indicates that the model is perfectly

fair, as there are no differences in false positive and false

negative rates between the groups. An AAOD greater than

0 indicates that there are differences in error rates between

groups, suggesting bias in the model.

To clarify the terminology used in this study, consider a

classification task on the Adult Census dataset, where the

goal is to predict whether an individual has income level

more than $50000 (high-income). Here, ‘sex’ serves as

the sensitive attribute. This attribute defines two distinct

protected groups: ‘Male’ (often the privileged group) and

‘Female’ (the unprivileged group). When we refer to Group

Fairness, we evaluate whether the model’s predictions—such

as the probability of being classified as ‘high-income’ —are

balanced across these demographic segments, regardless of

their underlying distribution.

3 Noise model in data

[Sáez, 2022] indicates that many classification algorithms are

designed to handle data in which noise may exhibit particular

characteristics. However, the noise affecting real-world data

is often difficult to quantify, and its characteristics are largely

unknown. To assess the effectiveness of these methods in a

controlled environment, noise models have been proposed

that introduce errors into datasets in a supervised manner.

These models facilitate control over the type, amount, and

characteristics of the added noise, allowing the design of

experimental frameworks suitable for the objective of the

study and the extraction of meaningful conclusions. Their

use enables, for instance, the study of circumstances under

which classifiers are most affected (depending on the type and

level of noise) or the evaluation of the effectiveness of noise

pre processing techniques to detect and correct introduced

errors. [Sáez, 2022] structures the elements and configuration

of noise models into three key components: the selection

procedure, the type of noise, and the alteration procedure.

The selection procedure involves identifying the values

(indexes) of the attribute and/or tags that will be altered. The

noise type refers to the variable(s) affected by the noise model,

which may involve: (a) the class, (b) the attribute, or (c) both,

i.e., both the class and the attribute. Finally, the alteration

procedure defines how the selected values will be modified

during the selection process.

4 Experimental analysis

Four distinct datasets, all focused on binary classification

tasks, were selected following the review results given by

[Hort et al., 2024], we used three of the most established

datasets in the literature: Adult, COMPAS, and German. The

fourth dataset, OULAD, was included as it is one of the most

recent, as noted by [Le Quy et al., 2022].

To assess fairness, a binary sensitive or protected at-

tribute—such as gender or race—was considered to determine

whether the models are fair toward both groups defined by

this attribute.

1. OULAD [Kuzilek and Zdrahal, 2015]: The dataset con-

tains information of students and their activities in the

virtual learning environment (VLE) for seven courses.

Following data cleaning and exclusion of missing val-

ues, the final sample consisted of 31 482 samples and

8 attributes. The prediction task was on the class label

‘final_result’ (pass, non_pass) and ‘gender’ was used as

the protected variable for the analysis as shown in Table

1.

2. Adult [Becker and Kohavi, 1996]: Its goal is to predict

whether annual income of an individual exceeds $50K/yr

based on census data. Following data cleaning and ex-

clusion of missing values, the final sample consisted of

48842 and 12 attributes. The target variable is income,

indicating whether an individual makes less or more than

50K, and ‘sex’ (male or female) was used as the pro-

tected attribute. An overview of attribute characteristics

is shown in Table 2.

3. Compas [Angwin et al., 2016]: It contains information

used by the COMPAS system, a proprietary software

developed by Northpointe, which is used in US criminal

justice systems to predict the risk of criminal recidi-

vism. After cleaning and filtering out missing values,

the dataset was reduced to 6 172 instances and 8 fea-

tures whose description is showed in Table 3. The

‘two_year_recid’ variable was designated as the target,

and race (Caucasian/Other) was the protected attribute.

4. German [Hofmann, 1994]: The dataset includes 1000

complete instances (with no missing values), with the

response class serving as the target variable. Initially,

the initial ‘Per-stat’ attribute was decomposed to disso-

ciate sex/gender from personal status, resulting in two

separate attributes: ‘marital status’ and ‘sex’. The sex

attribute was designated as the protected variable for the

analysis. The attributes description is shown in Table

4.

An experiment was designed to evaluate the performance

and fairness of three classical classifiers: Random Forest,

Support Vector Machine, and Logistic Regression, in the four

datasets. In addition, this experiment aims to offer a deeper

understanding of the theoretical fairness and predictability

limits of these classifiers when the data contains noise.

According to the nomenclature proposed by [Sáez, 2022],

the noise model utilized is the symmetric uniform label (at-

tribute or both), where the procedure for selecting the cases

to be altered is random with equal probability, and the disrup-

tion or alteration procedure consists of flipping the values of
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Table 1. OULAD dataset. Attributes characteristics

Atribute Type Values Description

gender Categorical 2 Protected attribute. Gender

region Categorical 13 The geographic region

highest_education Categorical 5 The category of the highest student education level

imd_band Categorical 10 The index of multiple deprivation (IMD) band of the place where the

student lived

age_band Categorical 3 The category of the student’s age

num_of_prev_attempts Numerical 0 - 6 The number times the student has attempted this module

studied_credits Numerical 30 - 655 The total number of credits for the modules the student is currently

studying

disability Categorical 2 Whether the student has declared a disability

final_result Categorical 2 Target class. Whether the student’s final result was pass or non with a

distribution ratio of 53:47, respectively.

Table 2. Adult dataset. Attributes characteristics

Attribute Type Values Description

age Numerical 17 - 90 The age of an individual

workclass Categorical 4 The employment status

education-num Numerical 1 - 16 The highest level of education achieved in numerical form

marital-status Categorical 4 The marital status.

occupation Categorical 3 The general type of occupation

relationship Categorical 5 Represents what this individual is relative to others

race Categorical 2 Race

sex Categorical 2 Protected attribute. The biological sex of the individual.

capital-gain Numerical 0 - 99999 The capital gains for an individual

capital-loss Numerical 0 - 4356 The capital loss for an individual

hours-per-week Numerical 1 - 99 The hours an individual has reported to work per week

native-country Categorical 2 Whether or not an individual’s country of origin is the US

income Categorical 2 Target class. Whether or not an individual makes more than $50,000

annually with a distribution ratio of 25:75, respectively.

Table 3. COMPAS dataset. Attributes characteristics

Attribute Type Values Description

c_charge_degree Categorical 2 The degree of the current charge (F: Felony, M: Misdemeanor)

race Categorical 2 Protected attribute. The race/ethnicity of the defendant

age_cat Categorical 3 Age category of the defendant

sex Categorical 2 The sex of defendent

priors_count Numerical 0 - 38 The number of prior criminal offenses/convictions

two_year_recid Categorical 2 Target class. Whether the defendant was rearrested within two years or

non with a distribution ratio of 46:54, respectively.

length_of_stay Numerical -1 - 799 Calculated number of days the defendant stayed in jail.

juv_crime Numerical 0 - 20 Calculation of the total number of prior offenses committed by an indi-

vidual while they were a minor.
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Table 4. German dataset. Attributes characteristics

Attribute Type Values Description

StaAcc Categorical 4 The status of existing checking account

DuMon Numerical 4 - 72 Duration of the credit (month)

CredHis Categorical 5 The credit history

Purpose Categorical 10 Purpose (car, furniture, education, etc.)

CredAmt Numerical 250 - 18424 Credit amount

SaveAcc Categorical 5 Saving account/bonds

PreEmpl Categorical 5 Present employment since.

InsRt Numerical 1 - 4 The installment rate in percentage of disposable income

OthDebtor Categorical 3 Other debtors / guarantor.

PreRe Numerical 1 - 4 Present residence since

Property Categorical 4 Property

Age Numerical 19 - 75 The age in years

IntPla Categorical 3 Other installment plans

Housing Categorical 3 Housing (rent, own, for free)

ExstCredit Numerical 1 - 4 Number of existing credits at this bank

Job Categorical 4 Job

NoMain Numerical 1 - 2 Number of people being liable to provide maintenance for

Phone Categorical 2 Telephone

ForWorker Categorical 2 foreign worker

Response Categorical 2 Target class. The customer’s level of risk (good or bad) with a distribu-

tion ratio of 7:3 respectively.

sex Categorical 2 Protected attribute. The sex

marital Categorical 2 The marital status

the label or the protected attribute, as illustrated in Figure 1.

Noise was introduced in three different ways, depending on

the type of noise:

• Noise in the class (ln): Noise is introduced into class

labels with 5-level: 0%, 10%, 20%, 30% or 40% of the

label class’s values flipped.

• Noise in protected attribute (an): Noise is introduced

into protected attribute with 5-level: 0%, 10%, 20%,

30% or 40% of the protected attribute’s values flipped.

• Combined noise (cn): Noise is introduced to both the

class and the protected attribute. It should be noted

that the procedure for selecting cases to be altered was

performed twice, once to alter the labels and once to alter

the attribute. This implies that there could exist cases

where the values of both the labels and the attribute were

flipped, and consequently, the percentage of these cases

was recorded in each repetition.

After adding the noise, the data were randomly divided

into a 80:20 ratio for the training and test sets. The split is

performed by ensuring that the training and test sets have

approximately the same proportion of observations from each

target class as the initial data set. This is essential to avoid

bias, especially with unbalanced datasets. The data are mod-

eled using one of the algorithms under study, and the accuracy

and fairness (AAOD) metrics are calculated from the pre-

dictions.The experiment is repeated 10 times for each noise

type and level, using different data partitions for the training

and test sets to ensure statistical reliability and evaluate the

stability of each classifier’s metrics.

Figure 1. Experimental process for altering the dataset

5 Results and discussion

In this section, the results of the experiments of the three

classification methods are described, showing their perfor-

mance in the presence of synthetic noise. Figures 2–5 show

the measures of accuracy and fairness that are taken along the

levels of added noise for each classifier in the four datasets.

The solid lines correspond to the average of the ten runs for

each noise level.

For the OULAD dataset (as shown in Figure 2), accuracy
is observed to decline as the noise level increases when noise

is added solely to the label (ln) or when it is added to both the

label and the protected attribute (cn). This trend, however,

is not observed when noise is added only to the protected

attribute (an). For the classifiers, the graph displays the Ran-

dom Forest has lower accuracy values compared to the other

two methods.

In the same figure, the averages of the AAOD equity mea-

surements appear more stable when noise is added to the label

(ln) or to both (cn). However, the behavior appears to slightly

diverge when noise is added to the protected attributes (an).

Slightly higher values are observed with Logistic Regression

than with the other two methods.

Considering the results for the Adult dataset, shown in

Figure 3, the ACC values are practically decreased by the

increase in noise when noise is added solely to the labels (ln)

or to both the labels and the protected attributes (cn), com-
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(a) ACC over OULAD

(b) AAOD over OULAD

Figure 2. Accuracy and AAOD for OULAD dataset. Each point is the average of ten runs for the given classifier, dataset and noise level.



Analysis of Performance and Fairness of Classification Algorithms with Class and Protected Attribute Noise Vargas& Delgadillo. 2026

pared to the values that tend to remain stable when the noise

is added only to the protected attributes (an). The AAOD val-

ues exhibit an apparent decrease when noise is applied solely

to the protected attribute (an). Conversely, this behavior is

not replicated when noise is added to the label (ln) or to both

features (cn)

Taking into account the results for the German dataset

(shown in Figure 4), it is observed that the ACC measure-

ments exhibit quite similar behavior across the three classi-

fiers. Clearly, these values decrease when subjected to label

noise (ln) or combined noise (cn), but they do not decrease

when the noise type is attribute noise (an). Regarding the

equity measurement (AAOD), a certain stability is also ob-

served across all three types of noise (label noise, attribute

noise, and combined noise: ln, an, and cn).

For the Compas dataset, the ACC values do not exhibit

a complete tendency to decrease when noise is applied to

the label (ln) or combined (cn), unlike the other datasets.

Furthermore, when attribute noise (an) is introduced, ACC
shows no significant change, similar to the observations in

the other datasets.

It is observed that for the four datasets, the ACC measure

exhibit similar behavior across all three algorithms and at

all noise levels when noise is added to the labels (ln) or

when noise is added to labels and protected attribute (cn). It

was observed that the accuracy decreases as the noise level

increases, except in the Compas dataset. However, when

noise is added to the protected attribute, the accuracy level

is observed to remain relatively constant across all noise

levels. On the other hand, it is observed that the Random

Forest classifier exhibits lower performance than the other

algorithms, except in the German dataset.

Regarding the observed AAOD values, a similar pattern in

behavior is observed when noise is injected into the label (ln)

compared to when noise is injected into both (cn) in almost all

datasets, with slight differences in the Adult dataset. When

noise is added to the protected attribute, the figures show that

the AAOD values tend to decrease slightly as the noise level

increases, except for the German dataset. Furthermore, for

this dataset, the behavior of these values remains stable across

all noise levels for any noise type (ln, an, and cn) and even

for any of the classifiers.

6 Conclusions and recommendations

In general, the effect of noise does not appear to be significant

when introduced into the protected attribute (an), as the

accuracy metric demonstrates strong robustness, and the

equity metric also shows robustness, albeit to a lesser extent,

as the percentage of noise in the data increases. Conversely,

this phenomenon does not occur when noise is injected solely

into the labels (ln) or into both attributes and labels (cn), as a

decrease in model performance is observed. Therefore, if a

dataset is suspected to contain noise primarily in the class

label, it can be assumed that the accuracy will be significantly

affected as the noise level increases. This is not the case for

the fairness metric, which appears to be more robust.

A point to highlight is the similarity in the behavioral trend

of the values for both metrics (ACC and AAOD) across

the different noise levels between ln and cn. This suggests

that injecting noise into both the class label and the protected

attribute (cn) yields results similar to injecting noise only

into the labels (ln). Furthermore, it should be noted that

this behavior differs when noise is injected solely into the

protected attribute (an), specifically, the ACC metric does

not appear to be affected as the noise level increases, while

the AAOD metric shows an apparent slight decrease as the

noise level rises.

Regarding the fairness metric, the impact of noise tends

to decrease or at least remain constant as the noise level is

increased. This suggests that the metric is either insensitive to

noise levels or that the observed trend is driven by the noise

itself: as randomness obscures the underlying data structure

across all groups, inter-group disparities diminish, leading to

a convergence toward fairness. Consequently, higher noise

levels may artificially inflate fairness scores, raising the con-

cern that the metric may report equity where none actually

exists.

This study presents some limitations, including the exclu-

sive evaluation of binary classifiers, the use of a single equity

metric based on a group-based approach, the consideration

of only one binary sensitive attribute, and, from an experi-

mental perspective, the simultaneous injection of noise only

into protected attribute of the dataset. Therefore, a deeper

exploration of the effect of noise on other inequity metrics

constructed under the same or different approaches, as well

as studying the effect considering a non-binary sensitive at-

tribute or multiple sensitive attributes, or conducting more

controlled experimentation by adding noise only to the sensi-

tive attribute and analyzing its effect, could be of interest to

the fair machine learning research community.
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(a) ACC over Adult

(b) AAOD over Adult

Figure 3. Accuracy and AAOD for Adult dataset. Each point is the average of ten runs for the given classifier, dataset and noise level.
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(a) ACC over German

(b) AAOD over German

Figure 4. Accuracy and AAOD for German dataset. Each point is the average of ten runs for the given classifier, dataset and noise level.
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(a) ACC over Compas

(b) AAOD over Compas

Figure 5. Accuracy and AAOD for Compas dataset. Each point is the average of ten runs for the given classifier, dataset and noise level.
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