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Abstract The Controller Area Network (CAN) bus continues to serve as the core communication backbone of modern

vehicles. However, its original design did not incorporate fundamental security mechanisms, leaving in-vehicle

networks vulnerable to cyberattacks such as spoofing, replay, message injection, and denial-of-service. As a result,

Intrusion Detection Systems (IDSs) have become an essential component of automotive cybersecurity, providing

continuous monitoring of CAN traffic to identify malicious behavior. In recent years, researchers have increasingly

turned to intelligent IDS solutions based on Machine Learning (ML), Deep Learning (DL), and hybrid learning

approaches to enhance detection capability. Althoughmany of these studies report impressive detection accuracy, their

evaluation practices often vary significantly, and claims related to real-time performance or lightweight deployment

are frequently made without sufficient practical validation. This survey provides a structured, deployment-focused

review of learning-based IDSs for CAN bus security published between 2019 and 2025. Building on prior surveys

that emphasize detection accuracy and high-level method categorization, this work evaluates IDS approaches from a

practical perspective by considering detection performance alongside computational efficiency, real-time feasibility,

and deployment readiness in resource-constrained automotive environments. ML-based, DL-based, and hybrid IDS

approaches are organized within a unified taxonomy and systematically compared across model architectures, attack

scenarios, datasets, real-time feasibility, lightweight design claims, and validation strategies. A key contribution

of this survey is the introduction of explicit and consistent criteria for labeling IDSs as lightweight, real-time, or

deployable, based only on substantiated evidence such as ECU-oriented runtime analysis, embedded evaluation, or

real-vehicle experimentation. Through a set of unified comparative tables, the survey highlights common evaluation

gaps, and mismatches between reported performance and practical feasibility.

Keywords: Controller Area Network, Intrusion Detection System, Machine Learning, Deep Learning, Automotive

Cybersecurity, Cyberattacks, CAN Bus Security, Hybrid, Vehicle Networks.

1 Introduction

The automotive industry is undergoing a rapid transforma-

tion, with vehicles evolving from mechanical systems into

sophisticated cyber-physical platforms integrating connectiv-

ity, automation, and software-defined functionalities. This

transition, while improving safety, comfort, and efficiency,

has significantly expanded the attack surface of in-vehicle

networks. At the heart of vehicle communication is the Con-

troller Area Network (CAN) bus, a lightweight and real-time

protocol that enables efficient message exchange among Elec-

tronic Control Units (ECUs) responsible for critical functions

such as braking, steering, engine control, and infotainment

[Al-Jarrah et al., 2019; Lotto et al., 2024a; Bozdal et al., 2018].

Despite its widespread adoption, the CAN bus was designed

without inherent security mechanisms such as encryption, au-

thentication, or access control [Koscher et al., 2010]. It is

highly vulnerable to cyberattacks, including spoofing, replay,

message injection, denial-of-service (DoS), and fuzzing, that

can affect vehicle safety and user privacy [Kang et al., 2018;

Palanca et al., 2017; Li et al., 2021]. As vehicles increas-

ingly integrate remote connectivity via Bluetooth, cellular,

and Vehicle-to-Everything (V2X) interfaces, attackers can

exploit not only physical but also remote attack vectors, in-

creasing the risk of cyber intrusions [Talebi, 2015].

Conventional security measures such as cryptography and

firewalls are often unsufficient alone in CAN networks due

to their tight constraints on latency, bandwidth, and com-

putational resources [Bozdal et al., 2018]. Intrusion Detec-

tion Systems (IDS) have emerged as a key component of

automotive cybersecurity, providing mechanisms to monitor

in-vehicle network traffic in order to detect anomalies and

mitigate attacks in real time [Almehdhar et al., 2024; Khraisat

et al., 2019].

In recent years, researchers have increasingly adopted artifi-

cial intelligence (AI) methods to improve intrusion detection

in automotive systems. These include Machine Learning

(ML), Deep Learning (DL), and hybrid approaches, each of-

fering specialized strengths for IDS development [Tanksale,

2019; Hossain et al., 2020b; Chougule et al., 2024]. Machine

Learning-based IDS uses a variety of algorithms, such as

Support Vector Machines (SVM) [Cortes and Vapnik, 1995],

Decision Trees (DT) [Quinlan, 1986], Random Forests (RF)

[Breiman, 2001], K-Nearest Neighbors (KNN) [Cover and
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Hart, 1967], Extreme Gradient Boosting (XGBoost) [Chen

et al., 2015], and Naïve Bayes (NB) [Duda et al., 2006],

which offer inherent model transparency with low compu-

tational overhead, making them suitable for deployment on

resource-limited ECUs. However, their dependence on manu-

ally engineered features limits their ability to generalize to un-

seen attacks [Alfardus and Rawat, 2021] [Gundu and Maleki,

2022]. Deep Learning-based IDS, such as Recurrent Neural

Networks (RNNs) [Elman, 1990], Long Short-Term Mem-

ory (LSTM) networks [Hochreiter and Schmidhuber, 1997],

Convolutional Neural Networks (CNNs) [LeCun et al., 2002],

and Transformer-based models [Vaswani et al., 2017], over-

come these limitations by automatically extracting feature

and sequence-based patterns from raw CAN traffic, achieving

state-of-the-art accuracy in detecting complex attack vectors

[Samir et al., 2024; Alkhatib et al., 2022; Zhou et al., 2024].

Hybrid IDS approaches, which combine the complementary

strengths of ML and DL, further enhance detection perfor-

mance and adaptability, addressing the diverse and evolving

threat environment in vehicular networks [Chougule et al.,

2024; Althunayyan et al., 2024; Nichelini et al., 2023]. Sev-

eral recent surveys have explored IDS in broader cybersecu-

rity domains, including network-based IDS, industrial control

systems, IoT environments, and general AI-driven detection

paradigms. These works investigate advanced learning strate-

gies such as Transformer-based models Kheddar et al. [2024],

large language models Kheddar [2025], and deep transfer

learning Kheddar et al. [2023], offering valuable insights into

IDS design trends and evaluation methodologies. However,

their analyses remain largely domain-agnostic and do not

address the protocol-specific characteristics, real-time con-

straints, and deployment challenges unique to in-vehicle CAN

bus networks. Consequently, a dedicated and CAN-focused

survey remains necessary. Table 1 lists the acronyms used in

this survey.

To systematically examine the current state of research

in learning-based intrusion detection for in-vehicle CAN

networks, this survey is guided by a set of research questions

aimed at structuring the analysis of existing studies and

identifying key research gaps:

1. What categories of learning-based intrusion detection

approaches, including ML, DL, and hybrid methods, have

been proposed for in-vehicle CAN networks?

2. What datasets, attack scenarios, and evaluation practices

are most commonly used to assess CAN bus IDSs?

3. How consistently do existing studies substantiate claims

related to lightweight design, real-time capability, and de-

ployment feasibility in resource-constrained automotive envi-

ronments?

4. What key limitations, unresolved challenges, and future

research directions can be identified in the current body of

literature on learning-based CAN IDS?

2 Review Methodology

This section outlines the methodology used to conduct the

review. It describes the literature search strategy, the criteria

applied for study selection, and the data extraction process

used to organize and analyze the studies included in this sur-

vey.

2.1 Search Strategy

A systematic literature search was performed using Google

Scholar as the primary discovery tool to identify and retrieve

relevant studies from major scholarly databases, including

IEEE Xplore, ACM Digital Library, SpringerLink, and Sci-

enceDirect. This approach ensured comprehensive coverage

across the domains of automotive cybersecurity, embedded

systems, and machine learning, leveraging Google Scholar’s

broad indexing to capture interdisciplinary research.

The search primarily focused on studies published between

2019 and 2025 in order to identify recent and relevant research

on learning-based IDSs for CAN-based in-vehicle networks.

Earlier works were included where appropriate to provide

foundational background on CAN security, early IDS con-

cepts, and classical machine learning techniques referenced by

later studies. The review primarily prioritized peer-reviewed

journal and conference publications. However, a limited num-

ber of recent preprints, technical reports, and official industry

resources were also considered when they provided important

contextual or emerging information relevant to the survey.

2.2 Search Terms

The literature search used combinations of keywords related

to CAN networks, intrusion detection, and learning-based

approaches. Representative search strings included combina-

tions such as:

• (“CAN bus” OR “Controller Area Network”) AND (“in-

trusion detection” OR “IDS” OR “anomaly detection”)

• (“CAN bus” OR “in-vehicle network”) AND (“machine

learning” OR “deep learning”)

• (“automotive cybersecurity”) AND (“CAN intrusion de-

tection”)

• (“vehicle CAN network”) AND (“hybrid intrusion de-

tection” OR “deep learning IDS”)

• (“lightweight IDS” OR “lightweight intrusion detec-

tion”) AND (“CAN bus” OR “in-vehicle network”)

• (“real-time detection” OR “real-time IDS”) AND (“au-

tomotive cybersecurity” OR “CAN network”)

• (“embedded systems” OR “embedded deployment”)

AND (“intrusion detection” OR “IDS”)

• (“automotive cybersecurity”) AND (“lightweight IDS”

OR “real-time intrusion detection”)

2.3 Inclusion and Exclusion Criteria

To maintain consistency and relevance, explicit inclusion

and exclusion criteria were applied during the study selection

process.

Studies were included if they met the following criteria:

• The review primarily focused on peer-reviewed jour-

nal articles and conference papers. A limited number

of preprints, technical reports, and official industry re-

sources were also consulted when they offered additional

recent or contextual information relevant to the survey.
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Table 1. List of acronyms used throughout this paper.

Acronym Definition Acronym Definition

ACK Acknowledgment KNN K-Nearest Neighbors

AD Attack and Defense LDA Linear Discriminant Analysis

AI Artificial Intelligence LLC Logical Link Control

AMP Arbitration on Message Priority LR Logistic Regression

ANFIS Adaptive Neuro-Fuzzy Inference System LSTM Long Short-Term Memory

ANN Artificial Neural Network MAC Medium Access Control

AUC Area Under Curve MBR Modified Bat Algorithm

Bi Bidirectional MCFO Metaheuristic Central Force Optimization

BNN Binarised Neural Network ML Machine Learning

C2F Coarse-to-Fine MLP Multilayer Perceptron

CAN Controller Area Network NB Naive Bayes

CAN FD Controller Area Network with Flexible Data

Rate

NN Neural Network

CAN XL Controller Area Network Extra Long NRC National Research Council (Canada)

CH Car Hacking NRZ Non-Return to Zero

CNN Convolutional Neural Network OCSVM One-Class Support Vector Machine

CRC Cyclic Redundancy Check OTA Over-the-Air

DANN Dynamic Artificial Neural Network RL Reinforcement Learning

DIDS Distributed Intrusion Detection System RNN Recurrent Neural Network

DL Deep Learning ROAD ORNL Automotive Dynamometer

DNN Deep Neural Network RPM Revolutions Per Minute

DoS Denial of Service RTR Remote Transmission Request

DT Decision Tree SA Survival Analysis

DTL Deep Transfer Learning SC Subtractive Clustering

ECU Electronic Control Unit SOF Start of Frame

EOF End of Frame SRR Substitute Remote Request

ET Extra Trees SVC Support Vector Classification

FCM Fuzzy C-Means (Clustering) SVM Support Vector Machine

FFNN Feed-Forward Neural Network SVDD Support Vector Data Description

FL Federated Learning TF-IDF Term Frequency – Inverse Document

Frequency

FNR False Negative Rate TPMS Tire Pressure Monitoring System

FPR False Positive Rate UAVCAN Uncomplicated Application-level Vehicular

Communication and Networking

GAN Generative Adversarial Network V2I Vehicle-to-Infrastructure

GCN Graph Convolutional Network V2X Vehicle-to-Everything

GMM Gaussian Mixture Model VGG Visual Geometry Group

GNN Graph Neural Network XGBoost Extreme Gradient Boosting

GRU Gated Recurrent Unit

HSNRFM Hybrid Similar Neighborhood Robust

Factorization Machine

IDS Intrusion Detection System

IDE Identifier Extension

iForest Isolation Forest

IoT Internet of Things

IVN In-Vehicle Network

• Research focused on intrusion detection in CAN-based

in-vehicle networks.

• Studies proposing or evaluating ML, DL, or hybrid IDS

approaches.

• Papers providing experimental evaluation, datasets, or

quantitative performance results.

• Publications written in English, with the main review

emphasis placed on studies published between 2019 and

2025.

• Earlier foundational studies were included where ap-

propriate to support the technical background of the re-

viewed IDS approaches.

Studies were excluded if they met any of the following

conditions:
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• Papers addressing general automotive cybersecurity

without focusing on CAN intrusion detection.

• Studies lacking sufficient technical detail or experimen-

tal evidence for meaningful comparison.

• Works focused exclusively on cryptographic protection

or authentication mechanisms without clear relevance

to IDS design, evaluation, or comparative discussion,

except when cited for background context.

2.4 Article Selection and Data Extraction

Articles were selected using a staged screening approach.

First, titles and abstracts were reviewed to identify studies

relevant to CAN bus intrusion detection. Papers that passed

this initial screening were subsequently assessed through full-

text review to confirm their relevance for inclusion in the

survey.

For each selected article, several attributes were extracted

to enable structured comparison across the literature. These

attributes included the learning paradigm (ML, DL, or hybrid),

model architecture, attack scenarios, dataset characteristics,

evaluation metrics, reported detection performance, latency

or runtime evidence, lightweight design claims, and, where

reported, evidence related to real-time operation, lightweight

implementation, or deployment feasibility. This information

forms the basis of the comparative analysis and taxonomy

presented in the subsequent sections of this survey.

While the search strategy aimed to capture themost relevant

literature, the goal of this survey is not to exhaustively include

every published study, but rather to identify representative and

relevant works that reflect current research trends in learning-

based CAN IDSs.

3 Related Surveys

Several surveys have examined the cybersecurity challenges

associated with CAN systems in modern vehicles.

Al-Jarrah et al. categorized IDSs into flow-based, payload-

based, and hybrid approaches, and further grouped them by

detection technique, including rule-based methods, statisti-

cal and entropy-based models, and early machine-learning

approaches. While several learning-based techniques were

discussed, such as early neural networks, Hidden Markov

Models(HMM), SVMs, and sequence-modeling approaches,

the coverage of ML and DL methods remained limited and

non-systematic. [Al-Jarrah et al., 2019]. Authors in [Young

et al., 2019] provided an early and structured overview of

IDSs for automotive CAN security, with the primary objective

of unifying threat models, assumptions, and terminology used

in automotive IDS research, however, the survey offered only

limited coverage of learning-based approaches. In [Dupont

et al., 2019a] the authors focused primarily on organizing

existing approaches rather than evaluating detection perfor-

mance, and introduced a CAN-specific taxonomy based on

the number of frames analyzed, the type of data exploited

(timing, CAN ID, and payload), and the method used to con-

struct the detection model (specified versus learned). While

several learning-based techniques, including early neural-

network and sequence-modeling approaches, are briefly dis-

cussed, coverage of ML and DL methods remains limited

and non-systematic. The study in [Lokman et al., 2019] fo-

cused on unifying CAN-related threat models, attack surfaces,

IDS architectural placement within the IVN, and detection

paradigms, and introduced a CAN-specific taxonomy based

on four dimensions: detection approach, IDS placement lo-

cation, attacking technique, and technical challenges. The

primary objective of the survey was to organize existing re-

search rather than to evaluate detection performance. The

use of ML and DL approaches for IVN intrusion detection

was acknowledged in [Wu et al., 2019], and ML-based IDSs,

such as SVMs, HMMs, and DTs, along with early DL models

including DNNs and LSTM-based predictors, were primarily

introduced as illustrative examples of functional-level de-

tection, but a structured comparison of model architectures

was not provided. Authors in [Aliwa et al., 2021] discussed

anomaly-based IDS approaches that include statistical meth-

ods and ML-based techniques for detecting abnormal CAN

traffic patterns. However, ML and DL approaches are dis-

cussed at a high level, without a systematic breakdown of

specific ML or DL models.

Karopoulos et al. presented a comprehensive survey-

of-surveys on in-vehicle IDSs, proposing a unified meta-

taxonomy while systematically reviewing CAN-centric ML,

DL, and hybrid IDS approaches. The authors integrated di-

verse classification schemes from prior IVN-IDS surveys

into a unified taxonomy based on deployment location, de-

tection type, protocol layering, and reaction type, which en-

abled more consistent comparisons across studies. Within

this framework, ML and DL approaches were categorized as

subclasses of anomaly-based IDS, alongside statistical and

physical-characteristics-based methods. However, the survey

did not compare individual ML and DL models in terms of

detection accuracy, computational complexity, or real-time

feasibility [Karopoulos et al., 2022]. Fakhfakh et al. pre-

sented a systematic literature review of cybersecurity attacks

targeting CAN bus based vehicles, with a strong emphasis

on developing a comprehensive taxonomy of both local and

remote attack scenarios and analyzing the validation strate-

gies used to assess proposed security solutions. The survey

examined validation approaches such as simulation, experi-

mentation, and formal verification; however, these analyses

focused on correctness and evaluation methodology rather

than on practical deployment feasibility. While the authors ac-

knowledged the role of IDS, learning based IDS approaches,

including ML and DL methods, were discussed only at a high

level and primarily as representative categories within the

broader IDS landscape. The survey did not provide a struc-

tured or comparative analysis of ML or DL model architec-

tures, feature representations, datasets, detection performance

metrics, or real-time deployability on resource constrained

ECUs [Fakhfakh et al., 2022]. The work in [Rajapaksha

et al., 2023] systematically organized learning-based intru-

sion detection techniques, including traditional ML, DL, se-

quence learning, and hybrid models, and provided a strong

taxonomical structure with broad coverage of ML and DL

approaches and benchmark datasets. However, it did not

present a structured evaluation of deployment feasibility or

real time operational constraints. Another contribution pre-

sented in [Nagarajan et al., 2023] is a detailed taxonomy of
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ML and DL techniques, ranging from traditional ML methods

(e.g., OCSVM, HMMs, and DT) to DL architectures such as

CNNs, RNNs (LSTM/GRU), autoencoders, attention-based

models, and hybrid CNN-RNN frameworks; however, the

emphasis is placed on algorithmic categorization rather than

on practical deployment feasibility, lightweight operation, or

real time constraints. [Sharmin et al., 2024] systematically

analyzed existing CAN IDS benchmarking efforts along five

dimensions: IDS type, attack model, evaluation type (offline

versus online), workload generation, and evaluation metrics.

Although ML and DL–based IDSs were included within the

reviewed benchmarking and comparative studies, the paper

did not provide a structured architectural comparison or a

performance-level analysis.

The work in [Almehdhar et al., 2024] presented a well-

structured taxonomy that categorized IDS techniques into

non-ML, traditional ML, DL, and hybrid approaches. It

demonstrated strong coverage of model architectures, in-

cluding CNNs, RNNs, autoencoders, transformers, GANs,

and DRL-based IDSs, and discussed emerging paradigms

such as federated learning and transfer learning. However,

deployment-oriented aspects and real-time feasibility were

addressed primarily at a descriptive level. The survey did not

provide a systematic comparison of these aspects across the re-

viewed studies. Although lightweight operation and practical

deployability were acknowledged as important challenges,

these aspects were not consistently evaluated or validated

across the surveyed works.

The authors in [Lotto et al., 2024a] presented a thorough

and well-structured analysis of cryptographic authentication

protocols for the CAN, examining the security properties and

operational considerations of 15 widely studied authentication

schemes. Rather than broadly surveying CAN vulnerabilities,

IDSs, or generic countermeasures, as was common in earlier

works, the authors focused on authentication mechanisms. By

doing so, they introduced a unified comparison framework

built on clearly defined security requirements and practical

operational criteria, enabling a more focused and technically

grounded evaluation of CAN authentication protocols.

Authors in [Althunayyan et al., 2025] presented a compre-

hensive survey of learning-based IDSs for IVNs, systemati-

cally reviewing ML, DL, and federated learning approaches

for CAN-bus security. Thework employed a structured search

methodology and categorized IDSs based on the types of at-

tacks they detect, including known, unknown, and combined

threats, while also reviewing commonly used evaluation met-

rics. Although the authors emphasized the importance of time

and memory considerations for automotive environments, the

survey did not provide a structured comparison of deployment

validity, real-time operation, or lightweight validation across

the reviewed studies.

Building on the organizational contributions of prior sur-

veys, existing literature has systematically structured intru-

sion detection research for CAN-bus–based systems by classi-

fying approaches into ML, DL, and hybrid categories. These

surveys have been instrumental in consolidating fragmented

research, clarifying detection paradigms, and establishing

taxonomies that contrast learning strategies, feature represen-

tations, and attack models. However, a recurring limitation

explicitly acknowledged in many of these surveys often high-

lighted as a research gap or future direction is the lack of

consistent evaluation of lightweight operation, real time fea-

sibility, and practical deployment suitability under in vehicle

constraints.

Despite the growing number of surveys on CAN bus se-

curity, most existing reviews primarily emphasize detection

accuracy and high-level method categorization, while the eval-

uation rigor of intrusion detection approaches is treated incon-

sistently. In particular, aspects such as whether lightweight

claims are explicitly supported, real-time feasibility is clearly

demonstrated, and validation extends beyond offline perfor-

mance metrics are often insufficiently examined. To address

this gap, this survey provides a focused and literature-driven

review of IDS research published between 2019 and 2025,

systematically analyzing ML, DL, and hybrid approaches for

CAN bus security. Beyond summarizing attack scenarios,

datasets, and reported detection performance, the survey ex-

plicitly documents whether each study claims or demonstrates

lightweight operation under computationally constrained in-

vehicle environments, and it critically examines deployment

considerations and real-time feasibility, which are systemati-

cally reported in the comparative analysis presented in Section

6.

Table 2 provides a detailed comparison of prior related

surveys and the present survey with respect to key aspects,

including coverage of ML, DL, and hybrid approaches, the

use of datasets, lightweight and ECU-oriented design consid-

erations, real-time feasibility, and deployment validation.

4 Contribution of This Survey

This survey provides a focused and systematic review of IDSs

for in-vehicle CAN security, addressing several limitations

observed in prior surveys. While prior studies have made

substantial contributions in organizing IDS taxonomies, char-

acterizing attack surfaces, analyzing datasets, and reporting

detection performance, this work places explicit emphasis

on lightweight operation, real-time feasibility, and practical

deployability under in-vehicle constraints.

The main contributions of this survey are summarized as

follows:

• Deployment-Oriented Review Framework: This survey

adopts explicit and consistent evaluation criteria to ex-

amine whether reported IDS approaches demonstrate or

substantiate claims of real-time operation, lightweight

design, and feasibility on resource-constrained ECUs,

rather than relying solely on offline performance metrics.

• Structured Taxonomy of Intelligent IDS Approaches: A

clear and unified taxonomy is presented to categorize in-

telligent CAN bus IDSs into ML, DL, and hybrid (ML +

DL) approaches, enabling consistent comparison across

learning paradigms, detection strategies, and operational

assumptions.

• Comprehensive Comparative Analysis Across Multiple

Dimensions: Beyond detection performance, the sur-

vey systematically documents and compares IDS stud-

ies with respect to attack scenarios, dataset character-

istics, inference or execution time, lightweight claims,

validation methodology, and deployment context. This



Learning-Based Intrusion Detection Systems for In-Vehicle CAN Networks:

A Comprehensive Survey with Deployment and Real-Time Considerations Ghadi and Khan 2026

Table 2. Comparison of existing surveys on IDSs for CAN bus networks.

Survey ML DL Hybrid Datasets
Lightweight /

ECU Focus

Real-Time

Feasibility

Deployment

Validation

[Al-Jarrah et al., 2019] X X X X × × ×

[Young et al., 2019] Partial Partial × × Partial × ×

[Dupont et al., 2019a] Partial Partial Partial × × × ×

[Lokman et al., 2019] X X X × × × ×

[Wu et al., 2019] X X × X × Partial ×

[Aliwa et al., 2021] X X X X Partial Partial Partial

[Karopoulos et al., 2022] X X X X × × ×

[Fakhfakh et al., 2022] X X X × × × X

[Rajapaksha et al., 2023] X X X X × × ×

[Nagarajan et al., 2023] X X Partial X × × ×

[Sharmin et al., 2024] X X X X Partial × ×

[Almehdhar et al., 2024] X X X X × Partial Partial

[Lotto et al., 2024a] × × × × × × ×

[Althunayyan et al., 2025] X X X X Partial Partial Partial

This Survey X X X X X X X
Note: Partial denotes high-level or conceptual coverage with limited systematic methodology, experimental evaluation, or deployment validation.

multi-dimensional comparison provides a more realistic

assessment of IDS maturity and readiness.

• Overview of CAN IDS: This survey discusses publicly

available and restricted CAN intrusion detection datasets

in terms of vehicle realism, attack coverage, labeling

strategies, and data characteristics.

• Explicit Criteria for Real-Time and Lightweight Clas-

sification: Clear and consistent criteria are defined for

labeling IDS approaches as real-time, deployable, or

lightweight. Studies are marked accordingly only when

supported by explicit evidence such as ECU-oriented

runtime evaluation, real-vehicle experiments, or embed-

ded feasibility discussions.

• Discussion of Research Gaps and Practical Constraints

This survey discusses open challenges related to model

generalization, evaluation realism, dataset bias, and de-

ployment validation. The discussion highlights practical

constraints that limit real-world adoption and outlines

research directions that emphasize scalable, lightweight,

and operationally viable IDS solutions for automotive

environments.

4.1 Organization of this survey

The remainder of this survey is organized as follows: Section

5 provides background on the CAN protocol, including its

architecture, communication mechanisms, inherent security

vulnerabilities, common attack types, and an overview of

publicly available and proprietary CAN IDS datasets. Sec-

tion 6 presents a structured taxonomy and systematic review

of recent intelligent IDS approaches for CAN bus security,

categorized into machine learning based, deep learning based,

and hybrid (ML + DL) methods. Within each category, IDS

approaches are systematically analyzed with respect to de-

tection performance, computational efficiency, real-time and

deployment feasibility, lightweight design claims, datasets,

and validation strategies. Section 7 discusses and synthesizes

key observations drawn from the cross-study review, empha-

sizing evaluation practices, dataset influence, and trade-offs

between detection capability and deployability. Section 8 ex-

amines deployment challenges and practical limitations that

limit the transition of IDS solutions from experimental stud-

ies to real-vehicle environments. Section 9 identifies open

research challenges and future directions, including bench-

marking, robustness, interpretability, and scalable deploy-

ment strategies. Finally, Section 10 concludes the survey by

summarizing the main findings and outlining the implications

for advancing practical and reliable CAN bus IDSs.

5 Background

In-vehicle communication networks-particularly the CAN-

serve as the backbone of modern automotive electronics, fa-

cilitating real-time data exchange among various ECUs. The

widespread adoption of CAN can be attributed to its sim-

plicity, fault tolerance, and cost-effectiveness [Bozdal et al.,

2018]. However, the protocol lacks built-in security features

such as message authentication and encryption, making it

inherently vulnerable to attacks including spoofing, message

injection, replay, and DoS. These vulnerabilities are further in-

creased by the integration of remote connectivity technologies

such as Bluetooth, cellular networks,Vehicle to Infrastructure

(V2I), and V2X communications, which greatly increases the

risk of attacks [Bozdal et al., 2018]. Due to the CAN bus’s

real-time and low-latency design requirements, conventional

security mechanisms like encryption and firewalls are often

unsuitable [Avatefipour andMalik, 2018]. Various intelligent

and traditional techniques have been developed to provide ef-

ficient and accurate intrusion detection within CAN networks.

This background section begins with an overview of the CAN

bus, followed by a discussion of its security vulnerabilities
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and IDS background.

5.1 Controller Area Network

The CAN is a communication system developed by Bosch

in the early 1980s, used in vehicles to enable efficient data

exchange between various nodes, commonly known as ECUs.

Each ECU either senses and reports specific information or

receives data from other ECUs, processes it, and shares the

results across the network. Examples of nodes connected

to a vehicle’s CAN network include the engine control unit,

airbag system, audio system, and tire pressure monitoring

system (TPMS).

The CAN network and its communication protocol are

relatively simple yet highly reliable, enabling seamless

communication among all connected nodes. Its architecture

prioritizes robustness, simplicity, and deterministic behavior

which are key requirements for safety critical automotive

systems. Each CAN node can receive messages on the net-

work and determine whether the message is intended for it by

interpreting specific encoded information within the message.

This information defines the message type and other critical

aspects, such as its priority, which is managed through a

process known as arbitration. The CAN network primarily

consists of two main wires: CAN High (CAN H) and CAN

Low (CAN L). Each node is connected to the network and

has the ability to both send and receive messages. The CAN

protocol employs a multi-master, broadcast architecture,

allowing any ECU to transmit a message when the bus is idle.

Once a message is sent to the bus, all connected nodes can

receive, parse, and process it if the message is intended for

them. Figure 1 part (a) depicts the CAN bus with some nodes

connected. Physical information of the CAN bus is governed

by the physical layer, while data frame and error detec-

tion is governed by the Data link layer [Al-Jarrah et al., 2019].

Physical Layer

The CAN bus physical layer defines various param-

eters, such as cable types, electrical signal levels, node

requirements, cable impedance, baud rate, cable length,

and termination. For example, the classical CAN bus

operates at a baud rate of 1 Mbit/s, while the flexible data

rate version operates at 5 Mbit/s. Similarly, the CAN bus

must be properly terminated with a resistance, typically

120 ohms. Signals on the CAN bus can be either 0 or

1, where 1 refers to a recessive state and 0 refers to a

dominant state. The CAN bus utilizes the Non-Return to

Zero (NRZ) encoding technique. Due to imperfections in

signal transitions, stabilization time is required during bit

transmission. Each bit is divided into 8 to 25 time segments,

with sampling typically occurring at two-thirds of the bit

duration. A synchronization process ensures that each

ECU aligns its sampling phase with the bitstream edges.

Receiving nodes adjust their sample points to match the

transmitter’s timing, accounting for delays introduced by

physical distance and signal propagation.[Lotto et al., 2024b].

Data Link Layer

The data link layer services are implemented in the Logical

Link Control (LLC) and Medium Access Control (MAC) sub-

layers of a CAN controller. The LLC provides acceptance fil-

tering, overload notification and recovery management. The

MAC is responsible for data encapsulation (de-capsulation),

frame coding (stuffing/de-stuffing), medium access manage-

ment, error detection, error signaling, acknowledgement, and

serialization (de-serialization) [Specification, 1991] [Lotto

et al., 2024b].

CAN frames include several built-in error detection

mechanisms, such as Cyclic Redundancy Check (CRC), bit

stuffing, and acknowledgment (ACK) slots, all of which

help maintain message integrity in noisy environments

[Specification, 1991].

Architecture of a CAN-Based ECU

Each ECU in a CAN-based vehicle network is typically

composed of three essential components: amicro-controller, a

CAN controller, and a CAN transceiver. The micro-controller

executes the software logic, processes input from sensors, and

controls actuators. The CAN controller manages communica-

tion on the network, handling tasks such as message framing,

bit timing, error detection (e.g., CRC), and filtering based

on message identifiers. This filtering is critical, as all mes-

sages on the CAN bus are broadcast to all ECUs-only those

with matching acceptance filters process the message con-

tent [Bozdal et al., 2018][Specification, 1991]. The CAN

transceiver serves as the interface between the controller and

the physical bus. It converts logic-level signals to differential

voltages on the two-wire bus (CAN-H and CAN-L), and vice

versa. This differential signaling is key to the protocol’s noise

resilience and fault tolerance, particularly in the electromag-

netically noisy environments of modern vehicles [Specifica-

tion, 1991] [Presi, 2013]. This design facilitates a flexible

and efficient communication network, allowing ECUs to ex-

change time-critical data across multiple vehicle subsystems.

Figure 1 part (b) illustrates the internal structure of a typical

CAN node, including its three core components: the Micro-

controller, CAN Controller, and CAN Transceiver.

The CAN protocol has evolved through several versions,

each addressing bandwidth and functionality needs while pre-

senting new cybersecurity implications. CAN 2.0, the most

widely used standard, supports up to 1 Mbps data rates and

uses 11-bit or 29-bit identifiers but lacks native security fea-

tures such as authentication or encryption, making it vulnera-

ble to spoofing, injection, and replay attacks [Bozdal et al.,

2018]. To address increasing data demands, CAN FD was

introduced, enabling up to 64-byte payloads and transmission

speeds up to 8 Mbps. However, its expanded frame length

and flexible timing further expose the network to fuzzing and

advanced injection attacks [Lotto et al., 2024a]. The latest

iteration, CAN XL, offers bandwidths up to 20 Mbps and

includes optional support for CANsec, which introduces au-

thentication and encryption at the protocol level [Cena et al.,

2025]. While CANsec represents a major step forward, most

vehicles remain backward-compatible, inheriting vulnerabili-

ties from earlier versions. As modern vehicles increasingly

utilize mixed-version in-vehicle networks combining CAN

2.0, CAN FD, and CAN XL, IDSs must be robust enough to

operate across varying frame formats, data rates, and security

features [Althunayyan et al., 2024].

CAN Frame Structure
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Figure 1. CAN bus Network. a) represents example of different nodes connected to the bus. b) represents a typical CAN node architecture

A CAN data frame consists of multiple fields and is avail-

able in two primary formats: the standard format, which uses

an 11-bit identifier, and the extended format, which uses a

29-bit identifier [Al-Jarrah et al., 2019]. Figure 2 shows a

typical CAN frame highlighting both formats. The key fields

in each frame are described in Table 3.

The CAN utilizes a communication protocol known as

Carrier Sense Multiple Access with Collision Detection and

Arbitration on Message Priority (CSMA/CD+AMP) [Lotto

et al., 2024b]. In this protocol, Carrier Sense Multiple Ac-

cess (CSMA) ensures that each node monitors the bus and

transmits only after detecting a period of inactivity. If two or

more nodes attempt transmission simultaneously, Collision

Detection and Arbitration on Message Priority (CD+AMP) is

used to resolve conflicts.

Collisions are handled through a bit-wise arbitration mecha-

nism based on the identifier field, which encodes the message

priority. During arbitration, each transmitting node compares

its own transmitted bits with those observed on the bus. Since

CAN uses dominant (bit 0) and recessive (bit 1) logic, a node

transmitting a recessive bit but detecting a dominant bit will

stop transmitting. As a result, the message with the lowest

numerical ID (i.e., highest priority) wins arbitration and con-

tinues transmission, while all others back off until the bus

becomes idle again [Al-Jarrah et al., 2019].

This arbitration ensures that no data is lost, even when mul-

tiple nodes contend for the bus. Additionally, it guarantees

that higher-priority messages are delivered deterministically,

making CAN suitable for real-time applications. However,

this mechanism imposes a limitation on bus bandwidth.

According to protocol specifications, the signal propagation

time between any two nodes must not exceed half the

duration of one bit, effectively placing an upper bound on the

data rate and the physical length of the CAN bus[Lotto et al.,

2024b].

Security Challenges in CAN Networks

While the CAN protocol is efficient for real-time commu-

nication, it lacks foundational security measures. Moreover,

As vehicles integrate more ECUs and external connectiv-

ity, critical vulnerabilities will increase [Bozdal et al., 2018;

Koscher et al., 2010]. One major vulnerability arises from

the broadcast-based transmission of CAN messages, which

occurs without authentication. This permits attackers with

physical or remote access to inject unauthorized messages,

enabling spoofing and message injection attacks with mini-

mal resistance. Furthermore, CAN does not support message

confidentiality; any node connected to the network can mon-

itor control and system-level traffic [Bozdal et al., 2018].

Message integrity is poorly enforced. While CRC can detect

random transmission errors, it cannot prevent intentional mod-

ification or manipulation of message content by malicious

attackers. [Almehdhar et al., 2024]. The arbitration-based

bus access mechanism is also a point of exploitation. At-

tackers can initiate DoS attacks by transmitting high-priority

messages in rapid succession, thereby blocking access for

authorized ECUs and disrupting normal vehicle operations

[Bozdal et al., 2018; Koscher et al., 2010].

The adoption of V2X communication, Over-the-Air (OTA)

updates, and cloud-connected services has further intensified

security concerns. Studies have demonstrated feasible attack

vectors through telematics systems, mobile applications, and

OTA firmware delivery mechanisms [Kang et al., 2018;

Palanca et al., 2017; Talebi, 2015]. Several real-world

incidents have highlighted the severity of vulnerabilities

in CAN–based in-vehicle communication systems. In the

widely publicized 2015 Jeep Cherokee hack by Miller and

Valasek, researchers demonstrated a full remote-to-physical

attack chain against a production vehicle. By exploiting

vulnerabilities in the vehicle’s Uconnect infotainment

system, the attackers were able to remotely compromise

the head unit over a wireless interface and subsequently

pivot to the internal CAN networks. This access enabled the

injection of malicious CAN messages targeting safety-critical

electronic control units, allowing manipulation of vehicle

functions in a moving vehicle. Importantly, the attack was

performed on an unaltered, commercially available Jeep

Cherokee, highlighting that the vulnerability was not the

result of laboratory modifications but inherent architectural

weaknesses in real-world automotive systems. The incident
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Figure 2. CAN Bus Typical Frame

has since been widely discussed in the automotive security

community and is often cited as a motivating example in

subsequent research, demonstrating the need for improved

in-vehicle security mechanisms capable of detecting anoma-

lous CAN traffic in deployed vehicles [Miller and Valasek,

2015]. Similarly, Ken Tindell and Ian Tabor documented

how certain Toyota RAV4 models could be compromised

by physically accessing the CAN bus through exposed

wiring behind the vehicle’s headlights. By tapping into this

wiring, an attacker can directly connect to the CAN bus

without triggering conventional intrusion mechanisms. The

attack involves injecting carefully crafted CAN messages

that spoof signals normally generated by the smart key

receiver, effectively convincing the vehicle that a valid key

is present. As a result, the vehicle’s immobilizer system

can be disabled, allowing the doors to be unlocked and

the engine to be started. This attack highlights a critical

architectural weakness in CAN-based in-vehicle networks,

where the absence of message authentication and source

verification enables unauthorized devices with physical

access to impersonate legitimate ECUs and perform safety-

and security-critical actions [Azzarà, 2023]. And also, Groza

and Murvay introduced an intrusion detection approach

based on Bloom filtering for in-vehicle networks. The filter

is designed to avoid false negatives and achieves a reported

recall of 100%. Their method relies on CAN frame identifiers

and selected portions of the data field to capture message

periodicity, allowing it to detect frame modification and

replay attacks. While the authors note that the approach could

be adapted to other in-vehicle communication protocols, it is

mainly demonstrated on CAN traffic. A notable drawback

is the additional processing load placed on ECUs, which

may interfere with timely system responses [Bari et al.,

2023]. These incidents significantly increased awareness

among automotive original equipment manufacturers

(OEMs) of the security limitations of legacy in-vehicle

networks and motivated the adoption of stronger cyberse-

curity practices, including secure development lifecycles,

continuous risk assessment, and monitoring mechanisms,

as reflected in regulatory guidance such as the NHTSA

Cybersecurity Best Practices for the Safety of Modern Vehi-

cles [National Highway Traffic Safety Administration, 2020].

Types of Attacks on CAN Bus

Understanding the classification of CAN-based attacks

is essential for designing effective IDS. The following cate-

gories represent the most significant types of attacks observed

in CAN bus networks:

• Denial-of-Service Attacks: These attacks aim to flood

the CAN bus with high-priority messages, preventing

authorized ECUs from accessing the network. Attack-

ers exploit the priority-based arbitration mechanism to

gain control over communication, leading to failure or

unresponsiveness in critical vehicle systems.

• Fuzzing Attacks: In fuzzing, attackers send corrupted,

randomized, or unexpected messages to ECUs in an at-

tempt to exploit software vulnerabilities or failure system

functions.

• Spoofing and Masquerade Attacks: Spoofing involves

injecting messages that impersonate an authorized ECU

by replicating its message identifiers and timing charac-

teristics. This can manipulate vehicle behavior or hide

the presence of malicious activity.

• Replay Attacks: These involve capturing authorized

CAN messages and retransmitting them at a later time to

produce unauthorized actions. For example, replaying

door-unlock messages can grant unauthorized access to

the vehicle.

• Suspension Attacks: Attackers intentionally prevent spe-

cific ECUs from sending their periodic or control mes-
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Table 3. CAN data frame fields descriptions.

Field Description

Start of Frame (SOF) A single dominant bit that signals the start of the message transmission.

Identifier (ID) An 11-bit field indicating the message priority and type. In extended frames, this

field is expanded with additional bits.

Remote Transmission Request

(RTR)

A single-bit field used to request data. A dominant bit indicates a data frame, while

a recessive bit indicates a remote frame.

Substitute Remote Request

(SRR)

Present only in extended frames, replacing the RTR bit and used as a placeholder.

Identifier Extension (IDE) Indicates whether the frame is standard (dominant bit) or extended (recessive bit).

Reserved Bits (r0, r1) Reserved for future CAN protocol use and typically set to dominant.

Data Length Code (DLC) A 4-bit field representing the number of data bytes (0 to 8) in the payload.

Data Field The actual message payload, ranging from 0 to 8 bytes.

Cyclic Redundancy Check

(CRC)

Contains a checksum used to detect errors in the transmitted frame.

Acknowledge (ACK) Comprises two bits: an ACK slot overwritten by receivers to indicate successful

reception, followed by an ACK delimiter.

End of Frame (EOF) A sequence of seven recessive bits marking the end of the data frame.

sages, often by exploiting flow control or arbitration

rules. This disrupts time-sensitive subsystems such as

braking or steering.

• Data Falsification Attacks: Here, the attacker modifies

the content of messages, such as changing Revolutions

Per Minute (RPM) values, gear positions, or sensor read-

ings. This can mislead vehicle control mechanism and

compromise safety.

These attack types emphasize the importance of robust

and adaptive IDS capable of identifying emerging threats.

Effectively tackling this diverse range of threats remains

a central goal in securing automotive in-vehicle networks

[Almehdhar et al., 2024].

5.2 Overview of CAN IDS Datasets

Several datasets have been introduced to support research

on CAN bus intrusion detection systems. As summarized in

Table 4, most of the available datasets are publicly accessi-

ble, while a smaller subset remains proprietary or subject to

restricted access. These datasets are fundamental to the devel-

opment, training, and evaluation of IDS solutions for CAN

bus security. However, they differ considerably in terms of

vehicle diversity, traffic realism, attack coverage, labeling

strategy, and data scale, all of which directly affect the validity

and generalizability of reported detection performance.

Early datasets such as the TU Eindhoven CAN Bus dataset

[Dupont et al., 2019b] and OTIDS [Lee et al., 2017] focused

on controlled attack injection and provided multiclass anno-

tations for common attack types including denial of service,

fuzzing, replay, and spoofing. The widely adopted Car Hack-

ing dataset [Song et al., 2020; Seo et al., 2018] emphasizes

large scale message volumes and reproducibility, but its re-

liance on simulated environments and binary labeling limits

realism and fine grained attack differentiation. In contrast,

benign only datasets such as AEGIS [He et al., 2020] and the

HCRL CAN signal extraction dataset [Song and Kim, 2021]

provide high fidelity real vehicle traffic and are primarily

suited for anomaly based or unsupervised IDS evaluation

rather than supervised attack classification.

Most datasets apply binary labeling schemes that distin-

guish between normal and malicious traffic, although several

more recent datasets support multiclass labeling to differen-

tiate attack categories such as denial of service, spoofing,

fuzzing, and masquerade attacks. Labeling is typically per-

formed through controlled injection procedures or predefined

attack timestamps, as observed in datasets such as SynCAN

[Hanselmann et al., 2020] and HCRL SA [Han et al., 2018].

However, the labeling process and its consistency across

datasets are often insufficiently documented, which limits

reproducibility and complicates cross dataset performance

comparison in IDS studies.

More recent datasets reflect a shift toward higher realism

and richer feature representations. The CRYSYS dataset

[Gazdag et al., 2023] combines real and simulated traffic

with structured multiclass attack scenarios, while the REAL

ORNL dataset provides real vehicle data with decoded signals,

timing information, and advanced targeted attack labels. The

XPeng G9 based dataset [Sun et al., 2024] further extends

this trend by incorporating real world traffic and hybrid attack

scenarios at both message and signal levels.

6 Recent Intelligent IDS Approaches

As cybersecurity threats targeting the CAN bus continue to

increase, IDS have become a critical component of IVN secu-

rity architectures. In response, a wide range of intelligent IDS

approaches have been proposed in the literature, differing

in how CAN traffic is analyzed, how abnormal behavior is

identified, and how malicious activity is classified. Based

on a review of recent and representative studies, these ap-

proaches can be broadly grouped into ML, DL, and hybrid

IDS methodologies. Figure 3 depicts the three categories
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along with representative foundational models.

In this work, IDS approaches are organized according to

how CAN traffic information is represented and utilized for

detection, how models learn to distinguish normal from ma-

licious behavior, and the type of algorithms employed. In

addition, the organization accounts for reported practical con-

siderations, including computational efficiency, interpretabil-

ity, and feasibility under in-vehicle deployment constraints

Tables 6, 8 and 10 provide a structured summary of the

key characteristics of the reviewed ML, DL, and hybrid

learning-based CAN bus intrusion detection studies, respec-

tively. Specifically, for each study presented in these sections,

the reported information includes the model architecture, at-

tack types considered, real-time and deployment feasibility,

datasets used for evaluation and lightweight feasibility. Each

comparison table is followed by an additional table that re-

ports the the highest reported detection metrics for each study,

as presented in Tables 7, 9 and 11.

In this survey, real-time and deployability are marked only

when the paper explicitly states real-time capability, or the

evaluation includes real-vehicle testing, or the authors provide

quantitative/qualitative evaluation consistent with in-vehicle

constraints (e.g., ECU-oriented runtime/latency, embedded

feasibility discussion, or similar). Reported training or testing

time alone is not treated as sufficient evidence of real-time

operation, particularly when experiments are conducted on

desktop or server-class hardware; studies lacking explicit

runtime evaluation or realistic deployment context are not

considered to demonstrate real-time or deployment feasibility.

In addition, each study is examined with respect to whether it

explicitly claims lightweight design, supported by clear indi-

cations such as reduced parameter count, memory/compute

footprint, simplified architecture, or embedded suitability dis-

cussion. Finally, the validation label was assigned based on

whether a study performed evaluation beyond offline metric

reporting, such as using simulation platforms, real vehicles,

embedded hardware, or online/real-time testing. Studies rely-

ing solely on offline dataset-based metrics were classified as

not validated.

6.1 Machine Learning-Based Intrusion Detec-

tion for CAN Bus Security

Machine learning based intrusion detection systems represent

one of the most established and widely explored approaches

for securing CAN bus communications. In this survey, the

studies grouped under the ML category are classified as such

because they rely on explicit, domain-informed feature en-

gineering rather than learning directly from raw CAN traf-

fic. Specifically, CAN messages are analyzed using protocol

knowledge to extract meaningful features such as message

identifier patterns, payload-related statistics, and timing or

periodicity behavior, which are then provided as structured in-

puts to classical learning algorithms. Detection is performed

using widely adopted ML models, including Support Vec-

tor Machines, Decision Trees, Random Forests, gradient-

boosting methods such as XGBoost, k-Nearest Neighbors,

Naïve Bayes, and isolation-based anomaly detectors [Alme-

hdhar et al., 2024]. For example, SVMs effectively handle

high-dimensional engineered CAN features [Tanksale, 2019;

Wang et al., 2018; Bari et al., 2023], tree-based models of-

fer transparent and low-latency decision logic [Alfardus and

Rawat, 2021; Gundu and Maleki, 2022; Guezzaz et al., 2021],

and gradient-boosting methods such as XGBoost provide ro-

bust generalization across diverse attack patterns while main-

taining computational efficiency [Zhou andWang, 2018; Bari

et al., 2023; Li et al., 2023]. These models operate on fixed

feature representations and do not perform automatic hierar-

chical or end-to-end representation learning, which clearly dis-

tinguishes them from deep learning–based approaches. Based

on differences in learning strategy, model family, and evalua-

tion or deployment context,while sharing the same feature-

engineering paradigm, the reviewed ML-based IDS are fur-

ther categorized into supervise, one-class and novelty-based

detectors, tree-based and gradient-boosting models, ensemble

learning strategies, graph-enhanced classical ML approaches,

and deployment-oriented implementations.

6.1.1 Supervised Classical Machine Learning

Early ML-based CAN IDS primarily adopt supervised learn-

ing, where labeled CAN traffic is used to distinguish normal

and malicious behavior. Table 5 highlights the fundamen-

tal design considerations in how CAN bus IDSs use labeled

versus unlabeled data. Approaches relying on labeled data

perform well under controlled conditions but often struggle to

scale as attack patterns evolve, whereas unlabeled-data meth-

ods better reflect in-vehicle operating environments, but with

increased uncertainty in detection outcomes. This trade-off

motivates growing interest in semi-supervised and hybrid IDS

strategies that aim to balance robustness with practical de-

ployability. Commonly employed models include SVM, DT,

Random RF, KNN, MLP, and probabilistic models. These

approaches rely on engineered features

Support Vector Machines are commonly adopted in super-

vised CAN intrusion detection due to their ability to learn

maximum-margin decision boundaries and effectively handle

high-dimensional handcrafted features through kernel func-

tions. Their strong generalization capability and robustness

on small-to-medium-sized datasets make them suitable for

security-oriented anomaly detection tasks with relatively low

inference cost [Abdullah and Abdulazeez, 2021]. However,

empirical evaluations demonstrate that while SVMs achieve

high detection accuracy for certain attack types, their train-

ing and inference overhead can be prohibitive compared to

tree-based alternatives, particularly under fuzzy or highly im-

balanced attack scenarios [Tanksale, 2019; Moulahi et al.,

2021]. Comparative studies using real CAN traffic further

show that Decision Trees and Random Forests consistently

outperform SVMs in terms of execution time while maintain-

ing comparable or superior detection performance [Bari et al.,

2023; Alfardus and Rawat, 2021].

Several works emphasize feature engineering as a key fac-

tor in improving supervised ML performance. By incor-

porating temporal features such as time intervals between

CAN messages, detection accuracy can be significantly im-

proved without increasing model complexity [Gundu and

Maleki, 2022]. Large-scale evaluations confirm that tree-

based models and classical ensembles provide a favorable

trade-off between accuracy, interpretability, and computa-
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Figure 3. Intelligent IDS broad orgnization alongside foundational examples

tional efficiency, making them suitable for real-world vehic-

ular deployments [Kalkan and Sahingoz, 2020; Islam et al.,

2024].

6.1.2 One-Class and Novelty-Based Anomaly Detection

To address the scarcity of labeled attack data and the emer-

gence of zero-day threats, many studies adopt one-class learn-

ing and unsupervised anomaly detection. These methods

model normal CAN behavior and identify deviations as poten-

tial intrusions, reducing reliance on attack-specific labeling.

One-Class SVM (OCSVM) is widely used in this con-

text, often enhanced through meta-heuristic optimization tech-

niques to improve boundary selection and detection stability.

Optimized OCSVM-based IDS have demonstrated high de-

tection rates for flooding and message injection attacks using

real vehicle data, although several studies remain limited to

offline evaluation [Al-Saud et al., 2019]. Extensions incorpo-

rating timing and frequency features report real-time detection

latencies on the order of milliseconds, supporting feasibility

for in-vehicle deployment [Avatefipour et al., 2019].

Alternative one-class approaches such as Support Vector

Data Description (SVDD) and Isolation Forest further im-

prove robustness by modeling temporal dependencies and

reducing false negatives [Li et al., 2021; Sharmin andMansor,

2021]. Notably, ZeroCAN introduces a per-ECU anomaly

modeling strategy using feature-driven SVMs, demonstrat-

ing reliable zero-day attack detection across multiple vehicle

platforms with very low false-positive rates [Rendel et al.,

2025]. Intrusion prevention extensions that actively discard

malicious frames further highlight the practicality of unsuper-

vised ML for real-time automotive security [De Araujo-Filho

et al., 2021].

6.1.3 Tree-Based and Gradient-Boosting Models

Tree-based classifiers and gradient-boosting techniques repre-

sent one of the most effective ML families for CAN intrusion

detection. Models such as Random Forest, Extra Trees, and

XGBoost excel at capturing nonlinear relationships among

handcrafted CAN features while maintaining fast inference.

Extensive evaluations across multiple real CAN datasets

demonstrate that gradient-boosted decision trees achieve con-

sistently high detection accuracy with low false-positive rates

across diverse attack types, including spoofing, fuzzing, and

replay attacks [Anjum et al., 2022]. Feature selection strate-

gies further reduce dimensionality and computational over-

head while preserving performance, reinforcing the suitability

of tree-based ML for embedded environments [Aksu and Ay-

din, 2022].

6.1.4 Ensemble Learning Strategies

To improve robustness and generalization, several studies

employ ensemble learning through stacking, blending, or vot-

ing mechanisms. By combining complementary classifiers,

ensemble-based IDS can mitigate weaknesses of individual

models while preserving lightweight operation.

Stacked ensembles integrating Random Forest, XGBoost,

Decision Trees, and related models achieve high detection

accuracy across multiple attack scenarios without relying

on deep learning [Alalwany and Mahgoub, 2024; Wu and

Tao, 2024]. More advanced frameworks such as BEPCD

introduce adaptive blending and confidence-driven voting,
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Figure 4. Taxonomy of ML-based IDS for CAN bus security.

Table 5. Comparison of labeled and unlabeled data in CAN bus IDSs.

Type of

Data
Definition

Learning

Paradigm

Example in

CAN Bus IDS
Strengths Limitations

Labeled CAN traffic

annotated with

predefined classes

(e.g., normal,

attack)

Supervised

learning

CAN messages labeled

as normal or malicious

during training

High detection

accuracy; clear

decision boundaries

Requires costly,

attack-specific

labeling and limited

generalization to

unseen attacks

Unlabeled CAN traffic without

predefined labels;

patterns inferred

automatically

Unsupervised

/ semi-

supervised

learning

Raw CAN traffic

where anomalies are

detected based on

deviations from

learned normal

behavior

No labeling required;

improved detection

of unknown attacks

Higher false-positive

rates and reduced

interpretability of

detection results

accompanied by detailed complexity and latency analysis,

demonstrating compatibility with automotive-grade ECUs

and real-time deployment requirements [Xu et al., 2025a].

6.1.5 Graph-Based Feature Engineering with Classical

ML

Recent studies enhance classical ML by modeling CAN traf-

fic as temporal or directed graphs, enabling extraction of

structural and relational features that capture communication

dynamics between message identifiers. These graph-derived

features are then classified using lightweight probabilistic or

tree-based models.

Graph-based Gaussian Naive Bayes and centrality-driven

feature representations achieve high detection accuracy while

significantly reducing training data requirements [Walid

et al., 2024]. By avoiding deep neural architectures, graph-

enhanced ML approaches maintain interpretability and low

computational overhead, making them particularly attractive

for resource-constrained automotive platforms

6.1.6 Deployment-Oriented and Embedded ML Imple-

mentations

While many ML-based CAN IDS are evaluated offline, a

growing body of work explicitly addresses embedded deploy-

ment. Implementations on RISC-V platforms and low-cost

hardware demonstrate that classical ML models such as Deci-

sion Trees and Random Forests can achieve sub-millisecond

inference latency under real CAN traffic conditions [Bonomo

et al., 2024]. Additional studies integrate functional testing

and trusted computation mechanisms, reinforcing the practi-

cality of ML-based IDS for safety-critical automotive subsys-

tems [Al Maruf and Azim, 2024].

Probabilistic modeling approaches using Bayesian Net-

works further illustrate that interpretable ML can be deployed

on embedded hardware for intrusion detection in simulated

and real-time vehicular environments, albeit with moderate

detection performance compared to ensemble-based methods

[Casillo et al., 2019].

Table 6 summarizes the surveyed ML–based intrusion de-
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Table 6. ML-Based IDS Studies for CAN Bus Security.

Study Model / Approach Attack / Scenario
Real-Time

& Deployable

Dataset

Type
Lightweight

Validation

Feasibility

[Tanksale,

2019]

SVM Injected anomalies / signal

manipulation

× Synthetic anomalies × ×

[Al-Saud

et al., 2019]

SVM DoS × Real CAN data × ×

[Avatefipour

et al., 2019]

OCSVM, MBA Injection and frequency

manipulation

X Private real vehicle

(Dodge RAM, DoS

injection)

× ×

[Yang et al.,

2019]

DT, RF, ET, XGBoost DoS, Fuzzy, Spoofing, Port

scan, Brute force

× Car-Hacking, CI-

CIDS2017

× ×

[Nazakat and

Khurshid,

2019]

MLP, DT DoS, Fuzzy × HCRL dataset × ×

[Kalkan and

Sahingoz,

2020]

RF, Bagging DT, Ad-

aBoost, NB, LR, ANN

DoS, Fuzzy, Spoofing

(RPM, Gear)

× Public × ×

[Moulahi

et al., 2021]

SVM, DT, RF, MLP DoS, Fuzzy, Impersonation × Kia Soul × ×

[De Araujo-

Filho et al.,

2021]

IPS, iForest, OCSVM Fuzzing, Gear spoofing,

RPM spoofing

X Public real-vehicle × X

[Li et al.,

2021]

M-SVDD, G-SVDD Data modification, out-of-

order messages

× Private (Luxgen U5, Kia

Soul)

× ×

[Sharmin

and Mansor,

2021]

iForest, timing-based

anomaly detection

Gear spoofing, RPM spoof-

ing, DoS, Fuzzy injection

× Public X ×

[Alfardus

and Rawat,

2021]

KNN, RF, SVM, MLP DoS, Impersonation, Fuzzy × Real CAN traffic × ×

[Anjum et al.,

2022]

XGBoost DoS, Fuzzy, Spoofing,

Flooding, Malfunction

× Real: Hyundai Sonata,

Kia Soul, Chevrolet

Spark; Car-Hacking

× ×

[Gundu

and Maleki,

2022]

RF, KNN, XGBoost DoS, Fuzzy, Impersonation × Public real-vehicle × ×

[Aksu and

Aydin, 2022]

MGA + (DTC, SVC, KNC,

LRC, LDAC)

DoS, Fuzzing, Spoofing

(Gear, RPM)

× HCRL-Car Hacking,

UNSW-NB15, CIC-

IDS2017

× ×

[Bari et al.,

2023]

SVM, DT, KNN DoS, Impersonation,

Fuzzy, Flooding, Malfunc-

tion

× Kia Soul and Chevrolet

Spark

× ×

[Alalwany

and Mah-

goub, 2024]

RF, DT, XGBoost DoS, Fuzzing, Replay,

Spoofing

X Real: IEEE DataPort × X

[Wu and Tao,

2024]

DT, ET, XGBoost DoS, Gear spoofing, RPM

spoofing, Fuzzy

× Car-Hacking × ×

[Walid et al.,

2024]

Graph-based + (GNB,

LDA, DT, GB, XGBoost)

DoS, Fuzzy, Spoofing,

RPM, Gear, mixed attacks

× Public: Car-Hacking × ×

[Bonomo

et al., 2024]

KNN, DT, RF, XGBoost,

K-Means

DoS, Impersonation X Public + real vehicle

(HCRL, Renault Oroch)

× X

[Al Maruf

and Azim,

2024]

NB, SVM, DNN Frequency and data anoma-

lies

× Synthetic and real

(Hyundai)

× X

[Xu et al.,

2025a]

RF, ET, XGBoost, Cat-

Boost

DoS, Spoofing, Fuzzing,

Replay

X Public: HCRL-CHDC,

CIC-IOV2024

X X

[Rendel et al.,

2025]

SVM DoS, Fuzzy, Spoofing,

data-altering

X CAN Train and Test X X

[Palma et al.,

2025]

RF, ET, XGBoost, Ad-

aBoost, LR, DNN

DoS and spoofing (gas,

speed, steering, RPM)

× CIC-IOV2024 × ×

tection studies and provides a detailed comparative analysis

across multiple dimensions, including the employed model or

approach, attack scenario, real-time and deployability claims,

dataset type, lightweight characteristics, and validation fea-

sibility. The comparison indicates that strong detection per-

formance can be achieved using established techniques such

as SVMs, DTs, and tree-based ensemble methods across di-

verse attack types and real-world CAN datasets. Lightweight

suitability is evaluated based on evidence reported in the lit-

erature, including inference or execution time, algorithmic

complexity, and explicit discussion of deployment under in-

vehicle ECU constraints, as reflected in the table.To clearly

summarize the reported detection performance across the re-

viewed studies, an additional table is provided that presents

only the best detection metrics reported in the literature. This

information is summarized in Table 7.

Overall, ML-based IDS techniques offer strong detection

capabilities, adaptability, and computational efficiency for

CAN bus security. Tree-based and ensemble models stand

out for their accuracy and runtime performance, while unsu-
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Table 7. Best reported detection metrics of ML-based IDSs for CAN bus security.

Study Best Detection Metrics (As Reported)

[Avatefipour et al.,

2019]

TPR: up to 97.01%; FPR: as low as 6.45%

[Al-Saud et al., 2019] Detection rate: 96.1%; False alarm rate: 6.45%; Miss rate: 3.9%;

Correct reject rate: 93.55%

[Nazakat and Khurshid,

2019]

Accuracy: 100%

[Yang et al., 2019] Accuracy: 100%; Detection rate: 100%; FAR: 0%; F1-score: 1.0

[Kalkan and Sahingoz,

2020]

F1-score: 1.00 (gear spoofing); 0.99 (fuzzy); 0.98 (DoS); 0.94

(combined dataset)

[Moulahi et al., 2021] Not reported

[Sharmin and Mansor,

2021]

AUC: 0.966 (gear spoofing); 0.974 (RPM spoofing)

[Li et al., 2021] Accuracy: up to 99.535%; Recall: up to ∼90% (out-of-order attacks);

Precision: >90%

[De Araujo-Filho et al.,

2021]

Accuracy: up to 99.92%; Precision: up to 99.57%; Recall: up to

100%; F1-score: up to 99.48%

[Alfardus and Rawat,

2021]

Accuracy: up to 100% (DoS, impersonation); 99.99% (fuzzy);

F1-score: 1.0; FPR: 0.0%

[Anjum et al., 2022] Accuracy: 99.99%; Precision: 100%; Recall: 100%; F1-score:

0.9996; FPR: 0.0000

[Gundu and Maleki,

2022]

Accuracy: 97%; Precision: 0.97; Recall: 0.97; F1-score: 0.97

[Aksu and Aydin, 2022] Accuracy, Precision, Recall, F1-score, and AUC: up to 100%

[Bari et al., 2023] Accuracy: up to 99.9%; Recall: ≈1.0

[Wu and Tao, 2024] Accuracy: 99.21%; Precision: 95.22%; Recall: 98.84%; F1-score:

96.98%; FPR: 0.95%; FNR: 1.95%

[Alalwany and

Mahgoub, 2024]

Accuracy: 98.5%; Precision: 98.7%; Recall (Detection Rate): 98.5%;

F1-score: 98.5%

[Al Maruf and Azim,

2024]

Accuracy: 99.3%; SVM: 99.07%; Naïve Bayes: 96.96%

[Bonomo et al., 2024] F1-score: 100%; 99.97% (DoS + impersonation, KNN); 99.51%

(impersonation, DT/RF/XGBoost)

[Walid et al., 2024] Accuracy: 99%; Recall: 100%; F1-score: 0.99; Training time:

≈0.0044 s (GaussianNB, 30% data)

[Palma et al., 2025] Accuracy: 100%; Precision: 100%; Recall: 100%; F1-score: 100%

[Rendel et al., 2025] TPR: 100%; FPR: < 0.01%; AUC: 1.0

[Xu et al., 2025a] Accuracy: 99.96–100%; Precision: 99.99–100%; Recall:

99.99–100%; F1-score: 99.99–100%

pervised and probabilistic methods contribute to robustness

against emerging threats. The integration of timing features,

multi-vehicle datasets, and hybrid modeling strategies contin-

ues to push the boundaries of intelligent intrusion detection

in automotive systems.

6.2 Deep Learning-Based Intrusion Detection

for CAN Bus Security

Recently, DL models have emerged as powerful tools for

enhancing the security of in-vehicle communication systems,

particularly the CAN bus. Deep learning techniques are well

suited for capturing complex attack patterns and modeling

large-scale, high-dimensional CAN traffic data. Inspired by

the human brain, DL models utilize interconnected artificial

neurons to automatically learn hierarchical feature represen-

tations, enabling effective detection of subtle and evolving

cyberattacks in modern vehicular networks.

To enable a structured and comparative analysis, the fol-

lowing discussion categorizes DL–based CAN IDSs into four

primary classes: supervised deep learning approaches, unsu-

pervised and self-supervised methods, advanced spatiotem-

poral and hybrid representation models, and lightweight,

deployment-oriented solutions. Fig. 5 illustrates the adopted

taxonomy and highlights the main architectural themes and

representative techniques within each category. This orga-
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Figure 5. Taxonomy of DL-based IDS for CAN bus security.

nization emphasizes both the methodological characteristics

and key implementation considerations of the surveyed ap-

proaches. A more detailed quantitative comparison is pro-

vided in Table 8 and Table 9 which summarizes key aspects of

each study, including the model type, attack scenarios consid-

ered, real-time deployment feasibility, datasets used, whether

lightweight operation is claimed, and whether any validation

beyond offline evaluation is provided. In addition to the best

reported evaluation metrics.

6.2.1 Supervised Deep Learning for CAN Bus Intrusion

Detection

This section reviews deep learning–based intrusion detection

approaches for in-vehicle CAN networks that learn discrimi-

native traffic representations directly from raw or minimally

processed CAN messages. The studies in this category pri-

marily employ neural architectures such as recurrent and con-

volutional networks to capture temporal dependencies, spatial

patterns, or their combination in CAN traffic, enabling ef-

fective detection of known attack behaviors. While these

methods often achieve high detection accuracy under super-

vised learning settings, most evaluations remain limited to

offline or workstation-based experiments, with real-time ECU

deployment constraints rarely addressed explicitly.

Hossain et al. introduced a deep learning–based intrusion

detection approach for CAN networks using LSTM models.

By modeling CAN traffic as temporal sequences, the study

demonstrated that recurrent neural networks can effectively

capture sequential dependencies inherent in CAN commu-

nication [Hossain et al., 2020b]. Authors in [Hossain et al.,

2020a] explored a CNN-based IDS operating directly on raw

CAN message fields. Using a one-dimensional convolutional

architecture. A study by [Amato et al., 2021], investigated

the use of feedforward neural networks, including multilayer

perceptrons, for CAN bus intrusion detection. By modeling

CAN payload bytes as feature vectors, the study showed that

relatively simple deep architectures can learn malicious injec-

tion patterns without protocol reverse engineering. Aurhors

in[Samir et al., 2024] presented a comparative deep learning

study evaluating LSTMand one-dimensional CNNmodels for

CAN intrusion detection across multiple datasets. The work

highlights the complementary roles of temporal and spatial

feature learning in CAN traffic analysis, while remaining lim-

ited to offline evaluation scenarios. Another study proposed

an end-to-end deep learning intrusion detection framework

for CAN bus communication in autonomous vehicles. The ap-

proach employs a hybrid CNN–BiLSTM architecture to learn

local signal patterns and long-term temporal dependencies

directly from raw CAN messages, eliminating manual fea-

ture engineering and improving robustness against malicious

behavior [Siddiqui et al., 2025].

Authors in [Rai et al., 2025] presented a framework for

CAN bus security, evaluating LSTM, GRU, Bi-LSTM, and

VGG-16 models across multiple public automotive datasets.

The study showed that recurrent models capture temporal

dependencies in CAN traffic, while the VGG-16–based CNN

achieved stable performance when spatial representations

were incorporated, though the evaluation was conducted on

desktop hardware without ECU deployment validation. An-

other study proposed a system for in-vehicle CAN networks

that sequentially combines RNN and LSTM models. The

framework processes CAN messages as sequential data, us-

ing cascaded temporal modeling to improve discrimination

between normal traffic and multiple attack behaviors without

relying on handcrafted features [Al-Aql and Al-Shammari,

2024]. Authors in [Samir et al., 2024] proposed a deep learn-

ing–based intrusion detection framework for in-vehicle CAN

bus security using recurrent and convolutional neural archi-

tectures. The study evaluates LSTM and one-dimensional

CNN models across multiple public and simulated datasets.

6.2.2 Unsupervised and Self-Supervised Deep Learning

Unsupervised and self-supervised deep learning approaches

have gained increasing attention for CAN bus intrusion detec-
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Table 9. Best reported detection metrics of DL-based IDSs for CAN bus security.

Study Best Detection Metrics (As Reported)

[Hossain et al., 2020b] Accuracy: 99.995%; Recall (TPR): ≈1.0; F1-score: ≈0.9999; AUC:

1.0; FPR: 0.00004; FNR: 0.0002

[Hanselmann et al.,

2020]

Accuracy: 0.996; AUC: 0.983; TPR: 0.997; TNR: 0.999

[Hossain et al., 2020a] Multiclass: Accuracy up to 99.99%, Recall ≈1.00, F1-score ≈0.999;

Binary: Accuracy 100%, F1-score 1.00

[Mehedi et al., 2021] Accuracy: 98.10%; Precision: 98.14%; Recall: 98.04%; F1-score:

97.83%; ROC-AUC: 95.42%

[Narasimhan et al.,

2021]

Accuracy: 0.803; Precision: 0.747; Recall: 0.863; F1-score: 0.801

[Amato et al., 2021] Precision: 0.974; Recall: 0.965; F1-score: 0.967; AUC: ≈0.989

[Ma et al., 2022] DoS: Precision 0.9993, Recall 0.9991, F1-score 0.9992; Fuzzy:

Precision 0.9932, Recall 0.9913, F1-score 0.9922; Spoofing:

Precision 0.9995, Recall 0.9931, F1-score 0.9963

[Desta et al., 2022] Accuracy: 0.999; TPR: 0.998; FPR: 0.002; ROC-AUC: ≈1.0;

Latency: ≈117 ms

[Rajapaksha et al.,

2022]

F1-score: 100%; FPR: 0%; FNR: ≈0%; Latency: 10 ms

[Lin et al., 2022] Accuracy: 99.79%; Precision: 99.95%; Recall: 98.58%; F1-score:

99.24%; ROC-AUC: 99.95%

[Wei et al., 2023] AUC: 0.923; AUPR: 0.885; Precision: 0.837

[Devnath, 2023] Accuracy: 99.89%; Precision: 1.00; Recall: 1.00; F1-score: 1.00

[Levy et al., 2023] Accuracy: up to 100%; ECU ID accuracy: 99.8–99.9%; Precision:

>0.99; Recall: 1.00

[Gao et al., 2023] Accuracy: 99.992%; Precision: 99.993%; Recall: 99.97%; F1-score:

99.97%

[Samir et al., 2024] Accuracy: up to 99.20%; F1-score: up to 0.9928; FPR: as low as

0.0018; FNR: as low as 0.0053

[Chougule et al., 2024] Accuracy: 99.595%; Precision: 99.5835%; Recall: 99.5799%;

F1-score: 99.5801%

[Rangsikunpum et al.,

2024]

Accuracy: 99.83%; Precision: 99.88%; Recall: 99.64%; F1-score:

99.76%

[Kang et al., 2024] TPR: 0.960; TNR: 0.997; F1-score: 0.971

[Shi et al., 2024] Accuracy: ≈99%; F1-score: ≈99%; FPR: ≈0.5%

[Zhou et al., 2024] Accuracy: 100%; Precision: 100%; Recall: 100%; F1-score: 1.000;

ROC-AUC: ≈0.9999

[Al-Aql and

Al-Shammari, 2024]

Accuracy: 93%; Precision/Recall/F1-score (weighted): 0.93; AUC:

0.97–1.00

[Xu et al., 2025b] Accuracy: 98.98% (software), 98.81% (FPGA);

Precision/Recall/F1-score: ≈0.99; Latency: 1.88 ms

[Rai et al., 2025] Accuracy: 100%; Precision: 100%; Recall: 100%; F1-score: 1.000

[Wang et al., 2025] Accuracy: 99.9%; Precision: 99.9%; Recall: 99.9%; F1-score:

99.9%; Latency: 0.56 ms

[Aljabri et al., 2025] Accuracy: 99.95%; Recall: 99.97%; F1-score: 99.97%; FPR: 0.01%;

Latency: 0.17 ms

[El-Fatyany et al., 2025] Accuracy: 100%; Precision: 100%; Recall: 100%; F1-score: 100%;

FPR: 0; Latency: 0.0437 ms / 100 frames

tion because they can learn normal communication patterns

directly from data, without relying on labeled attack samples.

These methods typically model CAN traffic using representa-

tion learning, reconstruction, clustering, or predictive objec-

tives, allowing them to capture normal behavior and identify

deviations that may indicate anomalous or previously unseen
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attack activity.

Narasimhan et al. proposed an unsupervised deep learning-

based CAN intrusion detection framework that learns la-

tent representations using a deep autoencoder and sepa-

rates normal and malicious traffic via Gaussian Mixture

Model (GMM) clustering, without requiring labeled data

[Narasimhan et al., 2021]. Authors in [Shi et al., 2024] pro-

posed IDS-DEC, which jointly learns spatiotemporal repre-

sentations and performs deep embedded clustering using an

LSTM–CNN autoencoder with entropy-regularized cluster-

ing. Another stuudy proposed AMAEID, which employs an

attention-enhanced denoising autoencoder trained on unla-

beled CAN payloads to detect abnormal message injection

behavior [Wei et al., 2023]. Author proposed CANet, in

[Hanselmann et al., 2020], which uses ID-specific LSTM sub-

networks and an autoencoder-style reconstruction mechanism

to model normal CAN behavior. Anomalies are identified

based on reconstruction deviations, enabling detection of pre-

viously unseen attacks without labeled data. A lightweight

study autoencoder-based approach by [Kim et al., 2025] op-

erates exclusively on normal traffic, with anomaly detection

performed using a single threshold derived via kernel density

estimation. Authors in [Xin et al., 2025], proposed LUFT-

CAN, which jointly analyzes temporal and frequency-domain

characteristics of CAN traffic by leveraging spectral patterns

of CAN ID sequences to distinguish normal and malicious be-

havior. Another model introduced by [Alkhatib et al., 2022],

CAN-BERT, adapts the BERT language model to learn nor-

mal CAN identifier sequences using a masked language mod-

eling objective. By treating CAN IDs as tokens and learning

bidirectional contextual dependencies without labeled attack

data, the framework enables effective detection of message

injection anomalies while maintaining low inference latency.

6.2.3 Advanced Representation andHybrid Deep Learn-

ing Models

This section reviews advanced representation learning and

hybrid deep learning–based intrusion detection systems for in-

vehicle CAN networks. Unlike single-model approaches, the

studies in this category integrate multiple deep learning com-

ponents or heterogeneous data representations, such as tem-

poral dynamics, spatial correlations, attention mechanisms,

and structural relationships, to capture complex CAN traffic

behaviors.

Chougule et al. proposed HybridSecNet, a two-stage deep

learning framework that combines temporal modeling and

spatial feature extraction for CAN intrusion detection. An

LSTM-based binary detector is followed by a CNN-based

multiclass classifier, enabling reliable detection while reduc-

ing unnecessary computation [Chougule et al., 2024]. Au-

thors in [Kang et al., 2024] introduced CANival, a multi-

modal CAN intrusion detection framework that fuses timing-

based analysis with signal-level deep learning. By combining

temporal and payload representations through decision-level

fusion, CANival improves detection coverage across multi-

ple attack types. Zhou et al. proposed a multi-scale intru-

sion detection framework that integrates LSTM, CNN, and

Transformer models with attention-based feature fusion. The

combination of temporal, spatial, and long-range dependency

representations enhances robustness against diverse CAN at-

tack behaviors [Zhou et al., 2024]. Gao et al. presented an

attention-enhanced CNN-BiLSTMmodel that jointly captures

spatial, temporal, and contextual dependencies in CAN traf-

fic, enabling accurate multi-class intrusion detection across

diverse attack scenarios [Gao et al., 2023]. Authors in [Wang

et al., 2025] proposed a hybrid CAN intrusion detection frame-

work combining WGAN-GP–based data augmentation with a

CNN-LSTM prediction model. By jointly addressing data im-

balance and temporal dependencies, the framework achieves

high detection performance with low-latency real-time feasi-

bility. Another study by [El-Fatyany et al., 2025] introduced

EF-IDS, a hybrid deep learning IDS that integrates UNET-

based spatial feature extraction with LSTM-based temporal

modeling, demonstrating real-time feasibility on embedded

automotive hardware. Authors proposed Rec-CNN, in [Desta

et al., 2022], which reformulates CAN intrusion detection us-

ing recurrence plot representations and CNN-based learning,

enabling advanced spatiotemporal representation of sequence-

level anomalies. Authors proposed an on-the-move intrusion

detection framework that transforms CAN features into image

representations and applies deep CNN-based feature learning,

demonstrating the effectiveness of representation learning

for CAN attack detection [Lin et al., 2022]. A GCNIDS,

introduced by [Devnath, 2023], a graph-based intrusion detec-

tion system that models CAN traffic as dynamic graphs and

applies graph convolutional networks to capture structural

dependencies between messages.

6.2.4 Lightweight and Deployment-Oriented Deep

Learning IDS

This section focuses on lightweight and deployment-oriented

deep learning intrusion detection systems designed to oper-

ate under the strict computational, memory, and latency con-

straints of in-vehicle environments. The studies reviewed here

emphasize practical deployability through compact model ar-

chitectures, hardware-aware designs, physical-layer analysis,

and real-time or near–real-time validation on embedded or

automotive-grade platforms. Rather than prioritizing archi-

tectural complexity, these approaches demonstrate how deep

learning can be adapted for efficient, reliable CAN intrusion

detection in resource-constrained vehicular systems.

Ma et al. proposed a GRU-based lightweight intrusion de-

tection system for in-vehicle CAN networks with a strong em-

phasis on real-time deployability. The framework employs a

compact GRU architecture to reduce computational overhead

and was physically deployed and evaluated on an in-vehicle

embedded platform (NVIDIA Jetson Xavier NX), demonstrat-

ing real-time performance under realistic automotive resource

constraints [Ma et al., 2022]. Authors in [Rajapaksha et al.,

2022] proposed CAN-CID, a GRU-based intrusion detec-

tion system for in-vehicle CAN networks designed for near

real-time deployment. The approach combines a shallow

GRU model with a time-based detector and is trained exclu-

sively on benign traffic. In another study, authors introduced

MULSAM system for vehicular CAN buses with a focus on

real-time deployment. To support practical in-vehicle use,

the authors implemented a hardware-accelerated FPGA ver-

sion, demonstrating low inference latency and strong energy
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efficiency suitable for resource-constrained automotive plat-

forms [Xu et al., 2025b]. A low-power intrusion detection

system based on a BNN and implemented on an FPGA was

introduced by [Rangsikunpum et al., 2024]. By exploiting

1-bit neural operations and a lightweight two-stage architec-

ture, the proposed design significantly reduces computational

complexity and power consumption, making it well suited for

real-time deployment on cost-constrained automotive hard-

ware platforms. Authors in [Zhang et al., 2024] proposed

an intusion system for in-vehicle CAN networks that tar-

gets strict memory and latency constraints of embedded auto-

motive platforms. By employing a binarized convolutional

neural network with binarized weights and activations, the

framework enables real-time intrusion detection under severe

resource constraints while maintaining robust detection ca-

pability. A study proposed a real-time IDS that combines

dynamic feature engineering with a lightweight deep neural

network. The framework is designed to meet strict latency

requirements and remain suitable for resource-constrained

automotive platforms [Aljabri et al., 2025]. Authors in [Zhao

et al., 2024] proposed a lightweight GRU-based IDS that

maintains low latency and compact model size. Experimental

evaluation on real CAN traffic demonstrates real-time detec-

tion performance, highlighting the suitability of the approach

for deployment in resource-constrained vehicular environ-

ments. Authors in [Xun et al., 2021] proposed VehicleEIDS,

an external IDS that operates at the physical layer using dif-

ferential voltage signals. By exploiting hardware-level sig-

nal inconsistencies and applying a one-class deep learning

model, the system enables protocol-independent detection

of external attacks across different vehicles and operating

conditions. Authors in [Levy et al., 2023] introduced CAN-

LOC, a DL-based intrusion detection and localization system

for in-vehicle CAN networks based on physical-layer volt-

age side-channel analysis. The framework enables intrusion

detection, localization, and continuous ECU authentication

without modifying the CAN protocol, demonstrating robust-

ness to environmental variation and poisoning attempts.

6.3 Hybrid IDS Approaches for CAN Bus Se-

curity (ML + DL)

Hybrid approaches combine the strengths of both ML and DL

to enhance detection robustness and adaptability. These sys-

tems typically apply rule-based filtering or machine learning

preprocessing first. The refined inputs are then passed to a

deep learning classifier for final decision-making [Chougule

et al., 2024; Nichelini et al., 2023]. Recent developments

also include federated and privacy-aware architectures to fa-

cilitate secure, distributed training across multiple vehicular

nodes without compromising data ownership [Althunayyan

et al., 2024]. By utilizing complementary detection mecha-

nisms, hybrid IDS are well-suited to identify a broad range

of threats, including composite attack chains, adaptive spoof-

ing, coordinated DoS, and multi-modal intrusion scenarios.

This layered design enhances the system’s capability to de-

tect both known and previously unseen threats in real-time

automotive environments [Chougule et al., 2024]. Xun et

al. proposed a side-channel–based intrusion detection system

for in-vehicle CAN networks that combines physical-layer

voltage feature extraction with learning-based fingerprint-

ing. Differential voltage features from CAN-H and CAN-L

signals are used to construct ECU fingerprints, which are

analyzed using a FeatureBagging ensemble integrated with

a CNN-based model to detect both external injection attacks

and internally compromised ECUs without relying on pay-

load semantics [Xun et al., 2023]. Zhang et al. proposed

a federated graph neural network–based intrusion detection

system for CAN bus security that models CAN traffic as di-

rected message graphs and combines anomaly detection with

deep graph-based classification. The two-stage pipeline in-

tegrates one-class detection with open-set attack recognition

to detect known and unseen attacks while supporting real-

time, privacy-preserving multi-vehicle deployment [Zhang

et al., 2023]. Nichelini et al. proposed CANova, a modular

intrusion detection framework for in-vehicle CAN networks

that hybridizes rule-based, timing-based, distance-based, and

learning-based detection methods. CAN identifiers are dy-

namically assigned to the most suitable detector based on

extracted signal characteristics, enabling flexible and scalable

detection of diverse CAN attack behaviors [Nichelini et al.,

2023]. He et al. proposed HSNRFM, a hybrid intrusion detec-

tion model for in-vehicle CAN networks that combines neural

feature enhancement with factorization-machine–based inter-

action modeling. A fully connected network improves raw

CANmessage representations, while neighborhood similarity

and feature interaction modeling jointly enhance anomaly

detection capability beyond conventional machine learning

approaches [He et al., 2021]. Sun et al. proposed CCID-

CAN, a hybrid intrusion detection framework that integrates

a rule-based VBIN mechanism with Kalman filtering and a

Naïve Bayes classifier for CAN bus attack detection. The

system was evaluated on real-vehicle CAN traffic under mul-

tiple attack types and demonstrated high detection accuracy

with low per-message latency suitable for real-time in-vehicle

deployment [Sun et al., 2024]. Dwivedi proposed an anomaly-

based intrusion detection system for in-vehicle CAN networks

that combines classical machine learning and deep learning

models. By incorporating temporal and attack-frequency fea-

tures, the framework improves detection performance across

multiple attack types, with ensemble and recurrent neural net-

work models achieving the strongest results [Dwivedi, 2022].

Purohit and Govindarasu proposed a two-stage anomaly de-

tection system for in-vehicle CAN networks that combines

lightweight rule-based filtering with tree-basedmachine learn-

ing classifiers. Frequent attack patterns are filtered using

rules, while Decision Tree, Random Forest, and XGBoost

models detect more subtle anomalies, achieving an effective

balance between detection performance and computational

efficiency suitable for real-time deployment [Purohit and

Govindarasu, 2022]. Kumar et al. proposed a hybrid AI-

based intrusion detection framework for CAN bus security

that integrates representation learning and neural classifica-

tion. The approach uses a Restricted Boltzmann Machine

for feature extraction followed by a dynamically optimized

neural network, enabling detection of multiple CAN attack

types using real CAN traffic, although evaluation is limited

to offline experiments [Kumar et al., 2024]. Al Isawi et al.

introduced a neuro-fuzzy intrusion detection framework for

electric vehicle CAN bus security that combines fuzzy logic
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Table 10. Hybrid-Based IDS Studies for CAN Bus Security.

Study Model / Approach Attack / Scenario
Real-Time

& Deployable

Dataset

Type
Lightweight

Validation

Feasibility

He et al.

[2021]

HSNRFM Data-field manipulation /

message anomaly (byte-

level perturbation)

× OTIDS × ×

Dwivedi

[2022]

Logistic Regression, SVC,

RF, XGBoost, FFNN,

LSTM

DoS, Fuzzy, Spoofing

(Gear, RPM)

× CAR-Hacking + real

CAN traffic (NRC)

× ×

Purohit and

Govindarasu

[2022]

Rule-based + DT, RF, XG-

Boost

DoS, Fuzzy, Impersonation × HCRL (real vehicle CAN

traffic)

X ×

Xun et al.

[2023]

Feature Bagging + CNN External injection, ECU

masquerading

X Real vehicle voltage sig-

nals (Buick Regal, Lux-

gen U5 SUV)

X X

Nichelini

et al. [2023]

CANova (rule + flow +

VAR + RNN-AE)

Spoofing, Fuzzing, DoS,

Drop, Replay, Continuous

Change

X Real vehicle CAN data

(ReCAN C-1) + synthetic

attack injection

× X

Zhang et al.

[2023]

GNN + SVDD + OpenMax DoS, Fuzzy, Suspension,

Replay, Spoofing

X Ford Transit + HCRL

CAN data

X X

Im et al.

[2024]

RF, kNN, LP, SVM + rule-

based

DoS, Spoofing (Gear,

RPM), Fuzzy

× Car-Hacking X ×

Kumar et al.

[2024]

MCFO–DANN DoS, Fuzzy, Impersonation × Javed et al. (2021) × ×

Sun et al.

[2024]

CCID-CAN (VBIN +

Kalman Filter + Naïve

Bayes)

Spoofing, Fuzzy, Replay,

Suppression, Hybrid

X Real CAN traffic from

XPeng G9

X X

Driouch et al.

[2024]

CANSat-IDS: ANN + Ker-

nel SVM

DoS, Fuzzy injection, Re-

play, Impersonation

X Song and Kim +

UAVCAN

X X

Khan et al.

[2024]

DivaCAN: DNN + LGBM

+ RF + ET + Bagging +

kNN

DoS, Fuzzy, Impersonation × Lee et al. (2017) CAN

dataset

× ×

Al Isawi et al.

[2025]

ANFIS-SC, ANFIS-FCM DoS, Impersonation X Real Electric Vehicle X ×

Balasubra-

manian et al.

[2025]

TF-IDF + DNN Fuzzing, Spoofing, Mas-

querade

X AD, HCRL (CH and SA),

ROAD

X X

with neural learning through an Adaptive Neuro-Fuzzy In-

ference System. Clustering-based fuzzy rule generation and

neural adaptation enable accurate detection of DoS and imper-

sonation attacks while improving interpretability compared to

purely deep learning–based IDS approaches [Al Isawi et al.,

2025]. Driouch et al. proposed CANSat-IDS, a distributed

hybrid intrusion detection system that combines machine

learning and deep learning models within a space–ground ar-

chitecture. Lightweight time-based detection is performed on

board, while more complex content-based analysis is handled

on the ground, enabling effective intrusion detection under

strict energy and computational constraints [Driouch et al.,

2024]. Khan et al. proposed DivaCAN, an ensemble-driven

intrusion detection framework for in-vehicle CAN networks

that employs a stacked design of heterogeneous base learners

and a meta-level classifier. By combining diverse models to

capture complementary CAN traffic characteristics, the frame-

work improves robustness against variability in real-world

vehicular environments [Khan et al., 2024]. Balasubramanian

et al. proposed CANLP, an intrusion detection framework

that applies natural language processing techniques to raw

CAN frames treated as structured sequences. Operating at

the per-frame level without relying on signal decoding or tim-

ing assumptions, the approach enables precise detection of

stealthy CAN attacks in a vehicle-agnostic manner [Balasub-

ramanian et al., 2025]. Im et al. proposed a hybrid intrusion

detection architecture for in-vehicle CAN networks that in-

tegrates machine learning-based detection with lightweight

rule-based cross-check filters. By validating IDS outputs us-

ing attack-specific rules derived from CAN identifiers and

payload characteristics, the framework enhances robustness

while remaining suitable for resource-constrained in-vehicle

deployment [Im et al., 2024]. A more detailed quantitative

comparison is provided in Table 10 and Table 11 which sum-

marizes key aspects of each study, including the model type,

attack scenarios considered, real-time deployment feasibility,

datasets used, whether lightweight operation is claimed, and

whether any validation beyond offline evaluation is provided.

In ad- dition to the best reported evaluation metrics.

7 Discussion and Summary

A structured, deployment-oriented synthesis of recent in-

trusion detection systems for in-vehicle CAN networks is

presented through a comparative analysis of ML, DL, and

hybrid-based IDS approaches. The analysis indicates that

high detection performance is widely reported in the litera-

ture; however, evaluations are often conducted under settings

that do not reflect real in-vehicle operating constraints. Ex-

perimental validation typically focuses on a narrow subset

of injection-based attacks, with performance primarily sum-

marized using accuracy-oriented metrics such as precision,

recall, and F1-score, and commonly assessed through offline

experimentation or workstation-class hardware.

While the surveyed studies reflect current research trends

and representative evaluation practices, the analysis is inher-

ently shaped by the availability of datasets, reporting stan-
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Table 11. Best reported detection metrics of Hybrid-based IDSs for CAN bus security.

Study Best Detection Metrics (As Reported)

He et al. [2021] Precision: 0.845; Recall: 0.845; AUC: 0.9216; AUPR: 0.9194

Dwivedi [2022] Accuracy: 100%; F1-score: 1.00; AUC-ROC: 1.00

Purohit and

Govindarasu [2022]

Accuracy: 97.62%; F1-score: 0.972

Xun et al. [2023] Accuracy: 98.9%; Precision: 99.7%; Recall: 98.2%; F1-score:

98.9%; FPR: 0.4%; FNR: 1.8%

Nichelini et al. [2023] Accuracy: 0.9997; Precision: 0.9987; TPR: 1.0; FPR: 0.0004;

F1-score: 0.9936; Inference latency (TTP): 0.2568 ms

Zhang et al. [2023] Accuracy: 100%; Precision: 100%; Recall (TPR): 100%; F1-score:

100%; AUC-ROC: 1.00; Latency: ≈3.0 ms

Kumar et al. [2024] Accuracy: 98%; Precision: 95%; Recall: 93%; F1-score: 96%

Sun et al. [2024] Accuracy: ≈99–100%; Precision: ≈99–100%; Recall: ≈99%;

F1-score: ≈99%; Inference latency: 0.69 ms

Driouch et al. [2024] Accuracy: 99.87%; Precision: 99.9%; Recall (TPR): 99.99%;

F1-score: 99.86%

Khan et al. [2024] Precision: 94.93%; Recall: 94.98%; F1-score: 94.97%; FPR: 0.21%;

FNR: 0.31%

Im et al. [2024] Accuracy: ≈99.99%; Precision: ≈100%; Recall: 100%; F1-score:

≈99.98%

Al Isawi et al. [2025] Accuracy: 99.68%; Precision: 0.988; Recall (TPR): 0.999; TNR:

0.999; F1-score (binary): 0.993; FPR: 0.001; FNR: 0.001

Balasubramanian et al.

[2025]

Accuracy: ≈99.7%; F1-score: 0.9974; TPR: ≈1.0; FPR: ≈0;

Inference latency: 0.049 ms

dards, and the level of experimental transparency within the

literature. These factors influence how IDS performance is

reported and interpreted across studies.

A central observation is that lightweight and real-time

claims are frequently not matched by the level of evidence

provided to support them. Although many studies describe

their approaches as lightweight, explicit validation, such as

ECU-oriented runtime analysis, embedded deployment, or

real-vehicle testing, is often absent, making direct comparison

across IDS approaches challenging.

Dataset characteristics also play an important role in shap-

ing reported IDS performance. Studies relying on simulated

or narrowly scoped datasets often report higher detection ac-

curacy, whereas evaluations using real-vehicle traffic tend to

expose more realistic trade-offs between detection capability

and computational feasibility.

From a system-level perspective, no single IDS paradigm

satisfies all detection and deployment requirements across

scenarios. Machine learning approaches typically offer lower

computational overhead and greater interpretability, while

DL–based methods enable richer representation learning at

higher computational cost. Hybrid approaches seek to com-

bine these strengths, with mixed effectiveness depending on

design choices and deployment context.

Across the surveyed studies, a quantitative examination

of the reported evaluation metrics reveals several consistent

trends. Building on this, a more detailed quantitative synthesis

based on the summarized detection metrics further clarifies

the performance characteristics of different IDS paradigms.

ML-based approaches generally report detection accuracy in

the range of approximately 96% to 100%, with most studies

clustering around 98–100%, although moderate variability

is observed across different datasets and attack scenarios.

DL-based approaches exhibit a wider performance range,

from approximately 80% in certain unsupervised settings to

nearly 100% in supervised configurations, with the majority

of studies reporting accuracy above 98%. Hybrid approaches

demonstrate similarly high performance, typically ranging

from approximately 97% to 100%, with a strong concentration

of results near the upper bound. This trend is further reflected

in Table 12, where representative models across all categories

demonstrate similarly high detection performance despite

differences in latency and deployment characteristics.

Despite these high reported values, the quantitative differ-

ences between ML, DL, and hybrid approaches are relatively

small, often within a narrow margin of 1–3%. This suggests

that the choice of model architecture alone does not fully

account for performance gains. Instead, dataset characteris-

tics, attack injection methods, and evaluation setups appear

to have a more significant impact on reported results. Fur-

thermore, the frequent occurrence of near-perfect detection

metrics across multiple studies raises concerns regarding po-

tential dataset bias, limited attack diversity, or evaluation

under controlled conditions. These observations indicate

that reported performance improvements are not always sta-

tistically distinguishable in practical settings and should be

interpreted with caution, particularly in the absence of stan-

dardized benchmarking and cross-dataset validation. Further-

more, latency and computational efficiency are reported less

consistently across the literature, making direct comparison
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difficult. While several lightweight IDS designs demonstrate

sub-millisecond inference latency on embedded platforms,

many studies reporting high detection accuracy do not pro-

vide detailed runtime or resource utilization analysis. These

observations highlight that detection accuracy alone does not

fully capture the practical effectiveness of CAN intrusion

detection systems, and that evaluation realism, computational

efficiency, and deployment feasibility are equally important

factors when comparing IDS approaches.

To provide a consolidated quantitative view of detection

performance, latency characteristics, and deployment-related

evidence across representative CAN bus intrusion detection

systems, Table 12 summarizes key aspects of selected ma-

chine learning, deep learning, and hybrid approaches.

8 Deployment Challenges and Practi-

cal Limitations

Despite steady progress in CAN bus intrusion detection re-

search, moving IDS solutions from experimental studies into

real vehicles remains challenging, largely due to the lim-

ited computational and memory capacity of automotive elec-

tronic ECUs. While many IDS approaches-particularly DL

based models achieve strong performance in offline evalua-

tions, they are commonly assessed on desktop-class hardware,

which introduces uncertainty about whether similar perfor-

mance can be sustained under the strict real-time and resource

constraints of in-vehicle environments. Real-time operation

presents an additional deployment challenge, as an IDS de-

ployed on a CAN bus must process high-rate message streams

with minimal latency to avoid interfering with safety-critical

vehicle functions. However, many studies do not report de-

tailed latency measurements, end-to-end timing behavior, or

ECU-level execution characteristics, making it difficult to

determine whether proposed approaches can operate reliably

during continuous, real-world vehicle operation.

However, some studies validate CAN bus IDS using

simulation-based and hardware-based experimental environ-

ments to assess deployment realism. Software-in-the-loop

(SIL) validation is commonly conducted using automotive

simulation platforms such as CARLA or industry-grade tools

like Vector CANoe, where realistic driving scenarios and

protocol-level CAN traffic are generated and attack behaviors

are injected in a controlled manner to evaluate runtime stabil-

ity and detection latency [Dosovitskiy et al., 2017; Vector In-

formatik, 2023]. More advanced validation adopts hardware-

in-the-loop (HIL) setups, in which IDS models are deployed

on embedded ECUs or low-cost automotive hardware con-

nected to real CAN transceivers, enabling measurement of

inference latency, memory usage, and real-time feasibility

[Casillo et al., 2019; Bonomo et al., 2024]. A limited number

of studies further employ traffic replay or partial vehicle-level

experimentation based on real CAN traces to preserve real-

ism while mitigating safety risks [Miller and Valasek, 2015].

Despite these advances, full vehicle-scale validation remains

rare due to safety, legal, and proprietary constraints, high-

lighting a persistent gap between experimental evaluation and

real-world deployment.

9 Open Research Challenges and Fu-

ture Directions

While CAN bus intrusion detection has advanced consider-

ably, several challenges remain before these systems can be

reliably deployed in real vehicles. One recurring issue is the

lack of standardized and realistic benchmarking. Current stud-

ies often rely on different datasets, attack configurations, and

evaluation metrics, which makes it difficult to draw consistent

conclusions or fairly compare proposed methods. Developing

shared benchmarks that better reflect real driving conditions

and diverse attack behaviors would greatly strengthen future

research.

Another open challenge lies in reliability across different

vehicles and conditions. Many IDS models are trained un-

der controlled conditions and may not perform consistently

when applied to different vehicle platforms or evolving traffic

patterns. Future research should focus on adaptive detection

mechanisms that can maintain reliable performance over time

and under changing operational conditions.

Interpretability is becoming increasingly important for

DL–based IDSs deployed in safety-critical automotive envi-

ronments. Although complex models can achieve strong de-

tection performance, their limited transparency reduces trust

and limits practical adoption by making detection decisions

difficult to understand and analyze. This lack of clarity com-

plicates validation and error analysis and poses challenges for

debugging and regulatory evaluation, highlighting the need

for greater transparency when applying DL–based IDS in

real-world vehicular systems.

Adversarial robustness and evasion resistance remain

largely underexplored in current CAN bus intrusion detection

research. Most existing IDS models are evaluated under static

attack assumptions, where malicious behavior is injected with-

out considering adaptive or model-aware adversaries. As

DL–based IDS become more prevalent, understanding how

these systems perform under evasion strategies, adversarial

perturbations, or stealthy attack patterns designed to bypass

detection is increasingly important. Future work should in-

vestigate adversarial threat models, robustness evaluation pro-

tocols, and defense mechanisms tailored to in-vehicle CAN

environments to ensure reliable operation under realistic and

evolving attack conditions.

Looking ahead, lightweight model optimization, federated

learning, and secure update mechanisms represent promising

directions for practical deployment. In addition, emerging

paradigms such as foundation models, self-supervised learn-

ing, and large languagemodels are expected to play an increas-

ingly important role and will be considered in future work to

further enhance the adaptability and intelligence of CAN in-

trusion detection systems. These approaches can help reduce

computational overhead, protect data privacy, and enable con-

tinuous improvement across vehicle fleets. Addressing these

challenges will be essential for transitioning CAN intrusion

detection systems from research prototypes into dependable

components of real-world automotive security systems.
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Table 12. Unified quantitative comparison of representative CAN-bus IDS models.

Category Model
Representative

Study Detection Performance

(Reported)

Latency

/ Throughput Deployment

/ Resource Evidence

ML Decision Tree (DT) Bonomo et al.

[2024]

Accuracy ≈99.9%;

F1-score ≈1.0

< 1.2 ms per

message

RISC-V embedded

platform; real-time

capable

ML Random Forest

(RF)

Alalwany and

Mahgoub [2024]

Accuracy ≈98.5%;

AUC ≈1.0

∼0.26–0.30 s

(system-level)

Real CAN data;

system-level

evaluation

ML One-Class SVM

(OCSVM)

Avatefipour and

Malik [2018]

High TPR; low FPR

across datasets

∼1 ms per CAN

message

Explicit real-time

latency evaluation

ML XGBoost Xu et al. [2025a] F1-score ≈99% (most

attacks)

∼43.6 ms

(reported latency)

Model size, MACs,

and complexity

reported

DL LSTM Hossain et al.

[2020b]

Accuracy >99.9%

(binary and multiclass)

Not reported Offline evaluation

(desktop GPU)

DL GRU (lightweight

RNN)

Ma et al. [2022] F1-score >99.9% ∼650 messages /

100 ms

Jetson Xavier NX

embedded

deployment

DL 1D-CNN Hossain et al.

[2020a]

Accuracy ≈99.99% Not reported Offline evaluation

only

DL Autoencoder

(unsupervised)

Kim et al. [2025] Accuracy ≈99.2% ∼0.07 ms per

inference

FPGA deployment;

low LUT/FF usage

DL CNN–LSTM Wang et al. [2025] Accuracy ≈99.8%;

F1-score ≈99.7%

∼1.1 ms

(embedded

controller)

Embedded

automotive domain

controller

Hybrid Rule-based +

XGBoost

Purohit and

Govindarasu

[2022]

Accuracy ≈97.6%;

F1-score ≈0.97

∼350 s

(system-level test)

Hybrid filtering and

ML evaluation

Hybrid CANova (modular

hybrid IDS)

Nichelini et al.

[2023]

Accuracy up to 0.9997;

low FPR

Real-time capable

(reported)

Real CAN traffic;

timing-aware design

Hybrid Kalman filter +

Naïve Bayes

Sun et al. [2024] Accuracy ≈99.5–99.9% ∼0.69 ms per

message

Real-vehicle

deployment with

latency

Hybrid CANLP (TF–IDF +

compact DNN)

Balasubramanian

et al. [2025]

F1-score ≈0.997 ∼0.049 ms per

frame

Raspberry Pi 3/4

embedded

deployment

Hybrid Federated GNN +

SVDD/OpenMax

Zhang et al.

[2023]

High accuracy; open-set

robustness

∼3 ms per CAN

graph

Federated

multi-vehicle

deployment

10 Conclusion

This survey presented a structured, deployment-oriented re-

view of learning-based intrusion detection systems for in-

vehicle CAN networks, covering representative ML,DL, and

hybrid approaches reported between 2019 and 2025. Rather

than focusing solely on detection accuracy, the survey ex-

amined IDS designs using a broader practical perspective,

considering reported evaluation realism, computational com-

plexity, inference latency, data requirements, and the extent

to which real-time or in-vehicle deployment claims are sup-

ported in the literature.

The survey also highlights the strong influence of dataset

characteristics and labeling strategies on reported IDS perfor-

mance. Supervised approaches relying on labeled data typi-

cally achieve high accuracy under known attack conditions

but face challenges related to scalability, labeling cost, and

generalization. Unsupervised and semi-supervised methods

better reflect realistic in-vehicle data availability but introduce

uncertainty in detection outcomes. These design considera-

tions motivate growing interest in hybrid and semi-supervised

designs that seek to balance robustness, adaptability, and prac-

tical feasibility.

By organizing existing work within a unified taxonomy
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and providing consolidated comparison tables, this survey

aims to clarify current evaluation practices, expose common

limitations, and support more transparent and reproducible as-

sessment of CAN bus IDSs. The identified gaps suggest that

future research should place greater emphasis on realistic val-

idation, standardized reporting of latency and resource usage,

and explicit deployment evidence on embedded or vehicle-

grade platforms. Addressing these challenges is essential

for advancing CAN bus intrusion detection from promising

experimental models toward reliable, operationally viable

automotive security solutions.
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