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Abstract. Modern vehicles increasingly rely on interconnected systems, combining internal networks (e.g., CAN)
with external interfaces (e.g., embedded Wi-Fi). While this connectivity enables advanced functionalities, it also
expands the potential attack surface for cyber threats. Existing intrusion detection solutions often address these
layers in isolation, but we identify a need for integrated, explainable, and user-centered approaches. In this work,
we propose a conceptual architecture for explainable intrusion detection in connected vehicles. Our solution
simultaneously analyzes CAN and Wi-Fi traffic, using supervised learning models (XGBoost) for anomaly detection.
To ensure interpretability, we apply SHAP to quantify feature importance and leverage Large Language Models
(LLMs) to generate clear, textual explanations from the results. For validation, we conduct experiments using the
X-CANIDS and AWID2 datasets, simulating common attacks such as fuzzing, fabrication, Evil Twin, and Hirte. Our
results demonstrate that combining XAl and LLMs produces accurate, auditable narratives about attacker behavior,

improving transparency in automotive security systems.

Keywords: Explainable Artificial Intelligence (XAI), CAN bus, Wi-Fi attacks, Intrusion Detection System (IDS), SHAP,
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1 Introduction

Modern vehicles have evolved into highly connected com-
putational platforms due to the increasing digitalization of
the automotive industry. While traditional in-vehicle com-
munication relies on the Controller Area Network (CAN),
contemporary cars also incorporate external connectivity tech-
nologies such as built-in Wi-Fi. These advancements enable
functionalities like Over-the-Air (OTA) updates, infotain-
ment, remote diagnostics, and mobile device pairing, but they
also introduce new attack vectors that expand the threat sur-
face [Wang et al., 2024; Sharmin et al., 2024; Liu et al., 2025;
Sreelekshmi and Aji, 2025].

The CAN network has long been a focus of security re-
search due to its broadcast communication model, lack of
encryption, and weak authentication mechanisms between
Electronic Control Units (ECUs) [Van Herrewege et al.,
2018; Liu et al., 2025]. ECUs are specialized embedded
computing nodes that constitute a complex distributed sys-
tem within the vehicle. In modern automotive architectures,
these units effectively transform the vehicle into a *datacen-
ter on wheels’, where each node manages specific mission-
critical functions—such as braking, engine control, and steer-
ing—while relying on constant, low-latency communication
to ensure operational safety. Attacks such as fuzzing, spoof-
ing, and message fabrication have shown that CAN traffic
can be manipulated to disrupt critical vehicle functions [Woo
et al.,2014; De Vincenzi et al., 2024]. With the addition of

Wi-Fi connectivity, risks are no longer confined to the inter-
nal network [Wang ef al., 2024]. This expanded connectivity
allows attackers to target vehicles remotely, often without
physical access [Kabilan et al., 2024].

Vehicular Wi-Fi networks are vulnerable to attacks like
Evil Twin and Hirte, where attackers impersonate access
points or exploit authentication protocols to intercept or inject
malicious traffic [Aminanto and Kim, 2017; Kolias et al.,
2016; Villain et al., 2024]. These attacks take advantage of
weaknesses in the IEEE 802.11 protocol and embedded device
configurations, potentially serving as gateways for deeper
intrusions into the vehicle’s systems. The combination of
CAN and Wi-Fi layers creates a complex, multi-layered risk
landscape [Kabilan ef al., 2024; Wang et al., 2024; Villain
et al.,2024; Liu et al., 2025].

Machine Learning (ML) based Intrusion Detection Systems
(IDSs) have become essential for identifying and mitigating
attacks in vehicular networks. However, many of these mod-
els operate as black boxes, providing little transparency into
their decision-making processes. This lack of interpretability
limits their practical usability, especially in automotive secu-
rity, where decisions must be clear and auditable [Zhang et al.,
2022]. Explainable Artificial Intelligence (XAI) techniques,
such as SHapley Additive exPlanations (SHAP) [Lundberg
and Lee, 2019], aim to address this challenge by providing
human-understandable explanations.

Despite progress in XAl for intrusion detection, two major
challenges remain: (i) the need for expert knowledge to make
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SHAP outputs more interpretable [Le et al., 2023; Jeong et al.,
2024; Khani et al., 2024; Gupta and Seeja, 2024], and (ii)
limited research on intrusion detection for both CAN and
Wi-Fi networks. Recent efforts have explored using Large
Language Models (LLMs) to translate SHAP explanations
into natural language narratives [Liu ef al., 2023; Alawida
et al., 2023], but these hybrid approaches have yet to be thor-
oughly tested in automotive contexts. To our knowledge, no
existing solution is specifically tailored for CAN and Wi-Fi
networks. As noted by [Zytek et al., 2024], many current
XAI explanations including those based on SHAP are often
difficult for domain experts without ML expertise to under-
stand. While initial solutions like XAlstories [Martens et al.,
2025] have used LLMs to improve explanation accessibility,
they remain largely unexplored in vehicular settings.

We address this gap by proposing a novel architecture!
that integrates intrusion detection systems, XAl techniques,
and LLM-based interpretation for the explainable analysis of
cyberattacks in connected vehicles. Our approach leverages
XA to identify key intrusion-related features and employs
large language models to generate semantically meaningful
explanations that support human understanding and analysis.

The remainder of this paper is organized as follows. In
Section 2, we examine security threats in vehicular networks,
with a focus on vulnerabilities in CAN and Wi-Fi communi-
cations. Section 3 introduces the fundamentals of explainable
artificial intelligence and discusses the role of LLMs in seman-
tic interpretation. Section 4 reviews related work on intrusion
detection and interpretability, highlighting gaps in the exist-
ing literature. Section 5 describes the proposed architecture,
including its data flow and the integration of XAl and LLM
components. Section 6 presents the experimental evaluation,
covering classification results, generated explanations, and
system performance. Section 7 discusses threats to validity
and limitations of the approach, and finally, Section 8 con-
cludes the paper and outlines directions for future research.

2 Security Threats

Modern vehicles rely heavily on communication between
internal and external subsystems, with protocols like CAN
and wireless interfaces (e.g., Wi-Fi) playing a central role.
While this integration enables advanced functionalities, it
also expands the attack surface, exposing vehicle systems to
various threats. In this section, we examine the primary attack
vectors associated with these two critical components.

2.1 Threats in the CAN Network

The CAN protocol serves as the primary in-vehicle communi-
cation standard for message exchange between ECUs, includ-
ing systems for braking, engine control, steering, and airbags.
Originally developed in the 1980s to meet automotive industry
demands, CAN employs a message-oriented architecture with
low latency and high resilience to electrical faults [GmbH,

I'This work is an extension of “Modelos Interpretaveis com Inteligén-
cia Artificial Explicavel (XAI) na Detecgdo de Intrusdes em Redes Intra-
Veiculares (CAN)” (available at: https://sol.sbc.org.br/index.
php/sbseg/article/view/30042).
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1991]. However, its design assumes a closed and trusted en-
vironment, resulting in the absence of fundamental security
mechanisms such as authentication, encryption, and integrity
checks [Wang et al., 2024].

Attackers exploit these vulnerabilities through various tech-
niques. Fuzzing attacks inject random messages to trigger
unexpected system behavior [Marchetti and Stabili, 2017],
while message fabrication allows adversaries to spoof legiti-
mate signals from critical ECUs, such as falsifying speed or
torque data without detection [Woo ef al., 2014]. The broad-
cast nature of the CAN protocol further exacerbates these
risks, as any connected ECU can listen to or transmit mes-
sages, facilitating sniffing and spoofing attacks in vehicular
environments. [Jeong et al., 2024].

The lack of authentication enables man-in-the-middle at-
tacks, particularly when physical access is obtained through
the OBD-II port [Kabilan ef al., 2024; Wang et al., 2024].
With the increasing use of diagnostic tools and Bluetooth
adapters connected to the CAN network, the security risks
grow, especially when integrated with externally connected
vehicle systems.

2.2 Threats in the Wi-Fi Interface

Wi-Fi connectivity has become standard in modern vehicles,
supporting features like in-car hotspots, smartphone pairing,
multimedia streaming, OTA updates, and remote manage-
ment systems. While essential for vehicle modernization,
this external communication layer introduces a critical attack
surface due to its exposure to remote threats.

Wi-Fi-based attacks are more accessible than those target-
ing the CAN bus, as they can be executed remotely using
low-cost equipment and often without physical access to the
vehicle [Kabilan et al., 2024]. The most relevant attack types
can be summarized as follows:

« Evil Twin: A rogue access point mimics a legitimate
one to capture traffic from connected devices [Kolias
et al., 2016]. In vehicular networks, this could target
Wi-Fi-enabled ECUs.

 Hirte: This attack combines frame fragmentation and
packet injection to exploit vulnerabilities in the 802.11
protocol [Aminanto and Kim, 2017].

In automotive environments, Wi-Fi exploitation can serve
as an entry point for pivoting into the CAN network. For
example, an ECU handling telemetry or infotainment may act
as a bridge between Wi-Fi and the CAN bus. Without proper
network segregation, cross-layer attacks can compromise crit-
ical vehicle functions through initial external exploitation
[Kabilan ef al., 2024; Wang et al., 2024].

3 Explainable Artificial Intelligence

Ensuring that stakeholders can understand and verify model
decisions is a critical requirement for vehicular security sys-
tems, where transparency directly impacts operational trust.
Explainable Artificial Intelligence (XAI) addresses this chal-
lenge by making machine learning models interpretable, shift-
ing from ’black-box’ predictions to auditable results. Among
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XAI methods, SHAP has emerged as particularly valuable.
Based on game theory concepts, SHAP quantifies how each
feature contributes to a model’s predictions for each in-
stance[Lundberg and Lee, 2017].

In automotive security applications, SHAP has proven
useful for both explaining intrusion detection system out-
puts and supporting attack forensics. For instance, research
shows SHAP can identify which vehicle signals - such as
Clu.0dometer or SAS.Angle - most strongly influence a
model’s classification of fabrication or fuzzing attacks target-
ing these components [Marchetti and Stabili, 2017].

For Wi-Fi networks, SHAP analysis helps determine
the importance of network attributes like frame.len,
wlan.duration, and wlan.fc.subtype in detecting mali-
cious traffic. Studies using the AWID2 dataset [Kolias et al.,
2016] demonstrate these features effectively distinguish be-
tween legitimate and malicious network activity [Kolias et al.,
2016; Aminanto and Kim, 2017].

While SHAP provides valuable insights, interpreting its
outputs remains challenging for professionals without ML ex-
pertise. This is where LLMs show promise as complementary
tools. LLMs can transform technical SHAP visualizations
into natural language explanations. For example, an LLM
might generate:

The increased wlan. duration value in this in-
stance suggests abnormal channel occupancy, a
pattern commonly associated with Evil Twin at-
tacks. GeneratedbyGPT — 4

Recent research highlights LLMs’ potential to enhance XAl
interpretation, offering contextualized insights that support
security system audits [Alawida ef al., 2023; Martens et al.,
2025]. In automotive applications, this combined approach
could make explainability more accessible across various
contexts - from manufacturer interfaces to diagnostic centers
and incident response systems.

4 Related Work

Research in automotive network security has evolved to ad-
dress two key aspects: protecting internal vehicle communica-
tions (particularly CAN networks) and securing external con-
nectivity (such as embedded Wi-Fi). While ML approaches
have demonstrated strong potential for intrusion detection in
both domains, their growing complexity has created new chal-
lenges in model interpretability that the research community
is actively addressing.

The literature reveals three main research directions in
this field. First, numerous studies have focused on detect-
ing CAN bus attacks, with approaches ranging from tradi-
tional signature-based methods to advanced deep learning
techniques [Marchetti and Stabili, 2017; Woo et al., 2014].
Second, researchers have investigated Wi-Fi specific threats
in vehicular contexts, developing detection methods for at-
tacks like Evil Twin and Hirte [Kolias ef al., 2016; Aminanto
and Kim, 2017]. Third, and most recently, the field has seen
growing interest in making these detection systems more trans-
parent through Explainable Al (XAI) techniques [Lundberg
and Lee, 2017; Zhang ef al., 2022].
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4.1 Explainable IDSs for CAN

Research has demonstrated numerous successful implementa-
tions of IDSs for CAN networks [Marchetti and Stabili, 2017;
Kang et al., 2016; Woo et al., 2014]. While these models
show effectiveness in detection, most lack formal explainabil-
ity mechanisms in their decision-making processes. Recent
work has begun incorporating techniques like SHAP to in-
terpret the importance of CAN message features (e.g., IDs,
payload content, periodicity) in anomaly prediction [Gupta
and Seeja, 2024; Khani et al., 2024]. However, these explana-
tions remain largely technical and inaccessible to non-expert
users in real-world deployments.

Jeong et al. [2024] made significant progress with their X-
CANIDS system, which uses an autoencoder neural network
evaluated across six architectures (e.g., FC, CNN, LSTM).
Their contribution includes the publicly available X-CANIDS
dataset collected from a 2017 Hyundai Sonata, featuring dese-
rialized CAN payloads converted to human-readable signals.
While this improves data interpretability, the work does not
incorporate XAl techniques to explain model decisions in a
transparent manner.

The explainability challenge is further examined by Lund-
berg et al. [2022], who focus specifically on interpreting
DNN-based CAN intrusion detection. Their approach faces
limitations due to the Survival Dataset [Han et al., 2018],
where many features lack clear semantic meaning. This re-
stricts the practical utility of their XAl visualizations for real-
world automotive security applications.

Several studies encounter similar limitations with existing
datasets. Le et al. [2023] demonstrate this issue when apply-
ing SHAP explanations to XGBoost models trained on the
Car-Hacking Dataset [Seo et al., 2018]. Like the Survival
dataset, its features often lack clear real-world interpretations,
limiting the effectiveness of XAl tools. This problem per-
sists in works by Metwaly and Elhenawy [2023], Ding et al.
[2024], and Wickramasinghe et a/. [2023], all constrained by
dataset interpretability issues.

Wickramasinghe et al. [2023] propose an adversarial ML
approach that requires generating new samples for explana-
tion. While innovative, this method is model-specific and not
easily transferable to other IDS implementations.

The challenges extend to specialized CAN implementations
as well. Hong and Yoo [2024] study UAVCAN networks in
drones, using SHAP to explain their heterogeneous ensemble
model’s detection of various attack types. However, dataset
imbalance and feature correlation issues potentially compro-
mise both model robustness and explanation reliability.

4.2 XAI-Based IDS for Wi-Fi Networks

Recent research has explored the application of XAI methods
to improve intrusion detection in Wi-Fi networks, primarily
focusing on model interpretability and feature selection. Ta-
ble 2 summarizes key contributions in this domain. These
studies demonstrate how XAI techniques can enhance un-
derstanding of model decisions while revealing persistent
challenges in achieving truly accessible explanations.
Gimenes [2024] developed an XAl-based feature selection
method for detecting impersonation attacks using the AWID2
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Table 1. Related works on intrusion detection in CAN networks with XAl or interpretable signs.

References Technique/Model

Database Main Limitations

[Kang et al., 2016],
[Woo et al., 2014]

Random Forest,
XGBoost
Autoencoder
[Jeong et al., 2024]
Neural Networks
DNN with a proprieta
[Lundberg ef al., 2022] With a proprictaty
explanation method
Adversarial learning with
embedding XAI

XGBoost with

[Wickramasinghe ef al., 2023]

. Lacks an interpretable analysis
Car-Hacking o
of the decision process.

X-CANIDS Absence of XAl
Survival Ignores performance metrics.
Survival Explanation lacks generalization.

Limited dataset (12 attributes,

[Le et al., 2023]
SHAP

Heterogeneous ensemble

[Hong and Yoo, 2024]
with SHAP

[Metwaly and Elhenawy, 2023],
[Ding et al., 2024],
[Wickramasinghe ef al., 2023]

Multiple ML-based

approaches

Car-Hacking . .
most with unknown meaning).

Data imbalance and
UAVCAN . .
risk of overfitting.

Survival Lacks semantic interpretability.

Table 2. Feature selection and explainability in IDSs: Wi-Fi and other XAlI-based IDSs.

Main Contributions

References Method Dataset
[Gimenes, 2024] SHAP AWID2
[Khani et al., 2024] SHAP AWID
[Gupta and Seeja, 2024]  SHAP AWID
[Reyes et al., 2020] SHAP AWID

XAl-based feature selection for Impersonation in Wi-Fi.
XAl-based IDS in Wi-Fi attacks.

XAl-based IDS in Wi-Fi attacks.

WNIDS in Wi-FI attacks.

dataset. Their SHAP-based approach successfully identified
critical features for attack classification while providing vi-
sual explanations of feature contributions. However, these
explanations remain technical in nature, requiring network
security and ML expertise for proper interpretation. The study
does not bridge the gap to semantic understanding of 802.11
protocol behaviors or attack patterns.

Similar limitations appear in the work of Khani et al.
[2024], who implemented a CNN-based IDS with SHAP
interpretability. While their system effectively revealed fea-
ture importance across different attack scenarios using the
AWID dataset, the insights are presented through technical vi-
sualizations without deeper protocol-level explanations. This
restricts the practical utility for security professionals lacking
ML expertise during operational analysis.

Gupta and Seeja [2024] demonstrated how SHAP could
enhance traditional IDS models for Wi-Fi networks, using the
AWID dataset to provide a clearer understanding of model
behavior. Their work successfully increased trust in Al-based
detection but similarly stopped short of translating technical
explanations into more accessible security insights.

A more structured approach comes from Reyes et al. [2020],
whose WNIDS system combines feature reduction (from 154
to 7-19 features) with SHAP-based explainability. While
achieving 99.42% accuracy in detecting flooding, imperson-
ation, and injection attacks on the AWID-CLS-R dataset, their

explanations still require specialized knowledge to interpret
the SHAP outputs effectively.
These studies collectively reveal three key limitations:

* Over-reliance on SHAP as primarily a visualization tool
rather than an explanation generator.

+ Lack of semantic interpretation connecting features to
protocol behaviors and attack patterns.

* Persistent need for technical expertise to use them.

The current state of research shows promising technical
achievements in feature selection and model transparency,
but leaves significant room for improvement in making expla-
nations truly accessible to non-expert security practitioners.
Future work could benefit from combining SHAP analysis
with protocol-aware interpretation layers to bridge this gap
in operational settings.

4.3 Integration of XAl and LLM:s for IDS

The combination of XAI and LLMs represents an emerging
research direction in IDS. While initial studies demonstrate
the potential of LLMs to enhance the interpretability of XAI
outputs, most existing approaches focus on generic network
security domains rather than specialized vehicular networks.

Recent work by Khediri et al. [2024] illustrates this trend,
using Mistral 7B to interpret SHAP explanations from a Ran-



Natural Language-Based Explainable Intrusion Detection for Vehicular Networks

Machado et al. 2026

Table 3. Works related to XAI and Generative Models (LLMs)

Study Approach

Main Contribution

[Khediri et al., 2024]
[Ali and Kostakos, 2023]

SHAP + LLM

[Lim et al., 2025] SHAP/LIME + DeepSeek V3
[Baral et al., 2024] ML/DL + SHAP/LIME + LLMs
[Mavrepis et al., 2024] x-[plAIn]: LLM for XAl

[Zytek et al., 2024] LLMs + SHAP

[Zeng, 2024] LLM + SHAP

XAlstories with GPT-4
ChatGPT + SHAP Global plots
LLM + LIME + Domain Rules
LLMs and XAI

XAI, LLMs, and VLMs

[Martens et al., 2025]

[Hsu et al., 2024]

[Alnahdi and Narain, 2024]
[Bilal et al., 2025]

[Mumuni and Mumuni, 2025]

HuntGPT: ML + SHAP/LIME + GPT-3.5

SHAP explanations translated into LLM using Mistral 7B
Interactive IDS dashboard with XAl and LLM integration
Technical outputs translated into accessible explanations
User-level adaptive explanations

Audience-adaptive explanation generation
Human-readable narratives using GPT-3.5/4

SHAP translated into plain language using Mistral 7B
SHAP and CF converted into narrative explanations

Key data extracted and explained in text

Evaluation of XAl alignment with expert knowledge
Review of LLM-based interpretability strategies

Tools and examples for explaining explanations

dom Forest model trained on the CICIDS2017 dataset. Al-
though their approach successfully translates technical fea-
ture importance into natural language, it doesn’t address the
unique requirements of automotive networks like CAN or
vehicle Wi-Fi. Similar limitations appear in Ali and Kostakos
[2023]’s HuntGPT system, which combines SHAP/LIME
with GPT-3.5 Turbo for enterprise network security using the
KDD99 dataset as a benchmark.

More specialized applications are beginning to emerge.
Lim et al. [2025] developed a phishing detection framework
that pairs logistic regression with dual XAI methods (LIME
and SHAP), using DeepSeek V3 to generate protocol-aware
explanations. Their approach achieves 98.4% accuracy while
providing clear natural language interpretations of phishing
tactics. Similarly, Baral et al. [2024] created an IoT security
framework that adapts Gemini and OpenAl explanations to
different administrator expertise levels.

Several studies specifically address the challenge of mak-
ing XAI outputs accessible. Mavrepis et al. [2024] developed
”x-[plAIn]”, a custom LLM that tailors XAl summaries to
audience knowledge levels. Hsu et al. [2024] focused on inter-
preting SHAP global plots through LLM generated narratives,
while Alnahdi and Narain [2024] automated XAl evaluation
against domain rules using GPT-4.

The most relevant conceptual advances come from Zytek
et al. [2024] and Zeng [2024], who systematically compared
LLM performance in explaining SHAP outputs. Their work
demonstrates GPT-4’s superior clarity over traditional vi-
sualizations while identifying key limitations like prompt
sensitivity. Martens et al. [2025]’s "X Alstories” further vali-
dates this approach through user studies showing improved
understanding with GPT-4-generated narratives.

Comprehensive surveys by Bilal ef al. [2025] and Mumuni
and Mumuni [2025] categorize these approaches, highlighting
the growing “explaining the explanations” paradigm. How-
ever, as shown in Table 3, none specifically address the auto-
motive domain’s unique requirements for CAN and vehicular
Wi-Fi security.

4.4 Discussion

Our literature review reveals several important limitations in
current research, as summarized in Table 4. While existing
studies have made progress in individual areas, our work
represents the first comprehensive integration of CAN, Wi-Fi,
XAl and LLM technologies for vehicular security.

Three key gaps emerge from our analysis. First, most
studies examine either Wi-Fi or CAN networks in isolation,
neglecting the critical security implications of their intercon-
nection. Modern vehicles increasingly rely on both external
interfaces and internal networks operating together, yet re-
search has not adequately addressed this integrated attack
surface. Second, while SHAP has advanced model inter-
pretability, its technical outputs remain challenging for non-
experts. The visualization-heavy approach common in current
work creates accessibility barriers for security professionals
without data science training. Third, the potential of LLMs
to bridge this interpretability gap through semantic explana-
tions remains largely unexplored in the automotive context
in existing literature.

These limitations are particularly concerning given the
growing complexity of connected vehicles. Urban environ-
ments present dynamic threat scenarios where multiple net-
work interfaces interact, yet current detection systems lack
both the holistic perspective and explainability needed for
effective security operations. Our proposed framework ad-
dresses these gaps by combining multi-layer intrusion detec-
tion with LLM enhanced explainability tailored to automotive
networks in pratice.

The most promising direction emerging from recent liter-
ature is the “explaining the explanations” paradigm demon-
strated in generic domains. However, as shown in Table 4,
no existing solution adapts this approach specifically for the
unique requirements of vehicular networks. Our work fills
this critical gap while maintaining the technical rigor needed
for automotive cybersecurity applications.
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Table 4. Selected studies on XAl and LLMs for CAN and Wi-Fi

References CAN Wi-Fi XAl LLM

[Marchetti and Stabili, 2017] *
[Woo et al., 2014] *
[Kolias et al., 2016]

[Aminanto and Kim, 2017]

[Khani et al., 2024]

[Gupta and Seeja, 2024]

[Alawida et al., 2023]

[Liu et al., 2023]

This Work * *

L S S

L S S
>*

5 Proposed Architecture

This section presents a modular and interpretable architecture
for intrusion detection in connected vehicles. The system
operates across both internal communication channels, repre-
sented by the CAN bus, and external communication channels,
represented by the Wi-Fi network. It is organized into four
main stages: (i) data processing and classification, (ii) ex-
plainability and visualization, (iii) semantic interpretation,
and (iv) deployment integration.

Due to the heterogeneity of vehicular data sources and
protocols, the classification stage relies on domain-specific
models tailored to each communication layer. In contrast, the
subsequent stages responsible for explainability and semantic
interpretation are designed as a unified pipeline, combining
XAl techniques and generative models to produce consistent
and integrated explanations across domains. This design
enables a holistic explanation workflow that is independent
of the underlying classifier while preserving interpretability.

Together, these components form a cohesive pipeline that
transforms raw vehicular communication data into explain-
able intrusion alerts, as illustrated in Figure 1. Each stage of
the architecture is described in detail in the following sub-
sections. Additional implementation aspects, including pro-
gramming languages, libraries, interface design, and other
technical details, are discussed in Appendix A.

5.1 Data Processing and Classification

Our architecture processes data from two distinct sources: the
CAN bus and the Wi-Fi interface. Each domain produces
raw traffic that first undergoes preprocessing, where protocol-
specific features are extracted and organized into structured
datasets (the CAN Dataset and the Wi-Fi Dataset).

For the CAN Dataset, we collect data via devices con-
nected to the vehicle’s OBD-II interface or through simulated
CAN messages, as commonly found in datasets such as X-
CANIDS. The captured information includes identifiers (IDs),
payloads, and timestamps, representing signals from various
ECUs such as brakes, steering, engine, and airbags. For the
Wi-Fi Dataset, we consider IEEE 802.11 packet data from
real-world datasets AWID2, which contains message fields
such as frame size (frame.len), channel occupation time
(wlan.duration), and packet subtype (wlan.fc.subtype)
in the dataset.
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Natural Language Results

Figure 1. Overview of the IDS architecture: components and data flow.

Both data sources are first passed to a preprocessing module
that prepares the inputs for the learning stage. This phase
includes noise filtering, feature normalization, categorical
encoding using one-hot or ordinal schemes depending on
the feature type, class balancing through techniques such
as SMOTE or undersampling, and feature selection based
on variance analysis, correlation measures, or preliminary
estimates of predictive importance.

After preprocessing, the datasets are processed by two
separate classification models. Although the same learning
algorithm, such as XGBoost, can be employed for both traffic
types, each model is trained on a dedicated dataset, one for
CAN traffic and another for Wi-Fi traffic, with the objective
of identifying anomalies or intrusion events. This method-
ological separation at the classification layer is essential due
to the heterogeneous nature of CAN and Wi-Fi features, as
it avoids feature incompatibility and preserves detection fi-
delity. By isolating the learning process, each model can
fully exploit domain-specific characteristics without interfer-
ence from unrelated traffic patterns, leading to more reliable
classification results.

The main integration and methodological contribution of
the system occurs in the subsequent explainability and se-
mantic interpretation stages. These stages unify the technical
outputs produced by the independent classifiers into a single
explanation pipeline based on XAI and generative models,
addressing the research gap discussed in Section 4.4. For in-
stance, fields such as Clu.0dometer and EPS. Spd may indi-
cate spoofing attacks in the CAN domain [Jeong et al., 2024],
while features such as wlan.duration and frame.len are
commonly associated with Evil Twin attacks in the Wi-Fi
domain [Khani et al., 2024; Gupta and Seeja, 2024].

In addition to detecting intrusions, this stage provides input
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for explainability and visualization. Both classification mod-
els are transferred to the next stage to support these functions
for downstream analysis..

5.2 Explainability and Visualization

To enhance interpretability, each classifier is followed by
an explainability module that applies post hoc techniques
such as SHAP to quantify feature contributions and clarify
classification decisions for each instance.

The output of this process is presented through explainable
visualizations, enabling human operators or automated au-
diting mechanisms to trace the reasoning behind each alert.
These visual summaries make the system’s internal behav-
ior transparent and support a fine-grained understanding of
model outputs during incident investigation.

While XAl-based tools provide summarized and insightful
information, they often require technical knowledge of the
application domain, such as understanding Wi-Fi and CAN
frame details. As a result, human interpretability at this stage
is primarily limited to domain experts.

5.3 Semantic Interpretation

To make Al-based decision-making more accessible, our ar-
chitecture includes a semantic interpretation layer that gen-
erates natural language descriptions of each detection event.
This module processes the structured outputs from the ex-
plainability stage and reformulates them into concise textual
summaries. Instead of requiring analysts to interpret technical
plots, the system provides explanations such as:

“The communication channel was occupied for an
excessive period by beacon-type transmissions, sug-
gesting a potential impersonation attempt via a
rogue access point (Evil Twin).”

This component facilitates communication between the sys-
tem and its users, particularly in operational contexts where
justifications must be recorded, reported, or understood by
non-expert stakeholders. By translating technical outputs into
natural language, this layer ensures traceability and clarity
even for users without deep domain knowledge.

6 Evaluation

We evaluate our approach through four main components: the
simulated scenario for our proof of concept (Section 6.1), clas-
sification results (Section 6.2), natural language explainability
outcomes (Section 6.3), and a discussion on the approach’s
effectiveness (Section 6.4).

6.1 Scenario and Implementation

Figure 2 shows how we integrated the proposed IDS architec-
ture within a modern vehicle’s communication infrastructure.
The Telematics Control Unit (TCU) serves as the central
hub connecting internal CAN systems with external wireless
networks used for connectivity.
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Figure 2. Overview of the IDS architecture showing component interactions
and data flow.

To emulate realistic vehicular network traffic, we used two
publicly available datasets that represent both external and
internal communication channels. For wireless network anal-
ysis, we selected samples from the AWID?2 dataset [Kolias
et al., 2016], including Normal traffic and impersonation-
based attacks, namely Cafe Latte, Hirte, and Evil Twin. The
selection was intentionally restricted to impersonation attacks
and their corresponding benign samples in order to focus
the analysis on a well-defined and practically relevant threat
class.

To reduce class imbalance and mitigate bias during model
training, we applied an undersampling strategy to enforce a
strict 1:1 ratio between attack and normal samples, resulting
in 20,079 instances per class. This controlled balance pre-
vents the classifier from being biased toward the predominant
benign traffic class and enables a fair evaluation of detection
performance.

For in-vehicle communication analysis, we used the X-
CANIDS dataset [Jeong et al., 2024], which provides rep-
resentative CAN traffic traces containing Normal, Fuzzing,
and Fabrication attack classes. Following the same prepro-
cessing principles, the dataset was balanced by combining
392,387 benign instances with an equal number of malicious
instances, yielding a 1:1 macro-class distribution. This strat-
egy supports robust supervised learning while maintaining
consistency across both communication domains. Together,
these datasets provide a controlled yet representative test en-
vironment for evaluating the proposed architecture across
internal and external vehicular networks.

The architecture pipeline was implemented using Python as
the primary programming language. Data preprocessing and
manipulation were performed using the pandas and numpy
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libraries, covering tasks such as data cleaning, transformation,
temporal aggregation, and categorical encoding. For classifi-
cation, we employed XGBoost through the xgboost library
to analyze both CAN and Wi-Fi traffic and to distinguish be-
tween benign and malicious samples. XGBoost was selected
due to its strong performance and native compatibility with
SHAP, which was used to generate feature-level explanations
via the shap library.

For semantic interpretation, we integrated multiple large
language models through their respective APIs, including
ChatGPT 4o, DeepSeek V3, and Gemini 2.5 Flash. These
models were used to translate SHAP-based feature attribu-
tions into human-readable explanations, enabling analysts to
interpret detected intrusions in natural language.

6.2 Classification Results

Before conducting explainability analysis, we evaluated
model performance on both Wi-Fi and CAN intrusion scenar-
ios to ensure our interpretability techniques would be applied
to reliable detection systems. Figure 3 compares four key met-
rics—Precision, Recall, F1-Score, and Accuracy—for CAN
attacks (fuzzing and fabrication) and Wi-Fi attacks (Evil Twin
and Hirte) in our evaluation..

Fuzzing

Fabrication I Hirte EEEEE

Evil Twin 21

100
80 -
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40 -
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s

Precision Recall F1-Score Accuracy

Figure 3. Performance metrics comparison for CAN and Wi-Fi attack
detection.

For CAN-based detection, the model showed slightly bet-
ter performance on fuzzing attacks, with 98.93% Precision,
99.89% Recall, 99.41% F1-Score, and 99.71% Accuracy.
Fabrication attacks also achieved strong results with 92.42%
Precision, 93.63% Recall, 93.04% F1-Score, and 98.43% Ac-
curacy. The marginal difference suggests the model captures
fuzzing patterns more effectively while maintaining robust
fabrication detection across scenarios.

Wi-Fi attack detection performed exceptionally well, with
both Evil Twin and Hirte attacks exceeding 99% across all
metrics. These results demonstrate the model’s capability to
reliably distinguish malicious wireless communications from
normal traffic in pratice.

The high classification performance establishes a trustwor-
thy foundation for our explainability pipeline. When models
achieve such consistent results, the subsequent SHAP anal-
ysis and LLM generated explanations can more accurately
represent the actual decision making process. This reliabil-
ity is particularly important for security applications where
explanation fidelity directly impacts operational trust.

6.3 Explainability Results

We analyze the XAl results generated through SHAP sum-
mary plots and their natural language interpretations using
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multiple LLM prompts. Each prompt examines different as-
pects of attacker behavior to provide comprehensive insights.

The SHAP summary plots visualize feature importance,
where each dot represents a data instance and each row cor-
responds to a vehicle system feature (CAN) or 802.11 frame
field (Wi-Fi). The horizontal position shows the SHAP value,
indicating the feature’s impact on model decisions: positive
values suggest intrusion detection, while negative values indi-
cate normal behavior. Color coding represents feature values,
with blue for low values and red for high values.

To extract natural language explanations from the SHAP
plots, we used six distinct prompts with three LLMs (ChatGPT
40, DeepSeek V3, and Gemini 2.5 Flash):

+ #P1: Describe the attacker’s typical behavior based on
the most influential SHAP features.

 #P2: Identify signs of manipulation or malicious actions
in the SHAP plot.

* #P3: Determine if certain variables show consistent
elevation/reduction during attacks.

* #P4: Analyze whether influential variables reveal attack
mechanisms or sequences.

» #P5: Assess if the attacker attempts behavior camou-
flage or makes abrupt changes.

* #P6: Infer the attacker’s likely actions and potential
goals.

#P6: Infer the attacker’s likely actions and potential goals.
Although the generative Al component was configured to
produce three independent outputs for each prompt, as de-
scribed in Appendix A, Listing 5, the results reported in the
following tables consolidate these responses into a single,
representative narrative for each LLM. This consolidation
facilitates a clearer and more focused comparative analysis
across models.

The following subsections present and discuss the SHAP
visualization results (Figures) together with the correspond-
ing LLM interpretations (Tables) for each attack type. This
structured presentation enables systematic comparison of ex-
planatory behavior across different attack scenarios and inter-
pretation strategies.

6.3.1 Fuzzing Attacks

Figure 4 shows the SHAP summary plot for fuzzing
attacks detected by the XGBoost model trained on
CAN data from the X-CANIDS dataset. The most im-
pactful features include 5FA_CR_Wcs_ErrStat, 042_
CR_Datc_RearDrTempDispF, and 042_CF_Datc_C02_
Warning, which are related to environmental controls, error
states, and internal comfort metrics. These indicators suggest
that the attacker manipulates peripheral ECUs to introduce
noise, thereby destabilizing the vehicle’s internal network.
Table 5 presents the natural language outputs generated
by the three LLMs in response to prompts #P1 through #P6.
Across prompts #P1 to #P4, a largely consistent interpreta-
tion emerges. Both ChatGPT 40 and DeepSeek V3 describe
an attack scenario in which the adversary injects a high vol-
ume of malformed or arbitrary messages into multiple ECUs.
ChatGPT 40 emphasizes the brute-force and randomized na-
ture of the attack, highlighting the absence of clear targeting.
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Figure 4. SHAP Values for Fuzzing Attack.

DeepSeek V3 complements this view by identifying the af-
fected subsystems, such as temperature and odometer sensors.
Gemini 2.5 Flash reinforces these interpretations by focus-
ing on the presence of out-of-range values and the attacker’s
apparent intent to probe system fault tolerance.

Some explanations provided by the LLMs emphasize
features that are not among the most visually prominent
in the SHAP summary plot. For example, references to
220_LAT_ACCEL reflect the models’ ability to combine sta-
tistical feature attribution with semantic knowledge about the
criticality of specific ECUs and their role in potential attack
progression. This behavior illustrates how LLM-based inter-
pretation can complement SHAP visualizations by providing
context that is not immediately apparent from feature ranking
alone.

6.3.2 Fabrication Attacks

We analyze fabrication attacks using the SHAP summary
plot in Figure 5, evaluated with our XGBoost model
trained on the X-CANIDS dataset. The most influen-
tial features include 2BO_SAS_Angle, 2BO_SAS_Stat, and
5BO_CF_Clu_Odometer, which reveal the attacker’s strategy
of forging messages that imitate legitimate vehicle telemetry,
particularly targeting steering and odometer data systems at
the ECU level.

Table 6 shows the LLM responses to prompts #P1 through
#P6. For prompts #P1 to #P4, we observe that all three LLMs
recognize the injection of fabricated messages into the CAN
bus. ChatGPT 4o notes the attack’s sophistication, high-
lighting the use of alive counters and checksums to evade
detection. DeepSeek V3 specifically identifies steering and
stability systems as primary targets, indicating potential safety
implications. Gemini 2.5 Flash presents a contrasting view, in-
terpreting the signal changes as obvious and easily detectable,
suggesting a more aggressive approach.
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Figure 5. SHAP Values for Fabrication Attack.

The responses to prompt #P5 reveal a clear divergence
in interpretation. While ChatGPT 40 and DeepSeek V3 de-
scribe a stealthy attack that mimics normal traffic patterns,
Gemini 2.5 Flash characterizes the observed alterations as
abrupt and easily detectable. This contrast reflects the differ-
ent analytical emphases adopted by each model. ChatGPT 4o
and DeepSeek V3 prioritize the plausibility of spoofing tech-
niques and camouflage strategies, whereas Gemini 2.5 Flash
focuses on overt deviations from expected behavior.

Rather than indicating inconsistency, this divergence high-
lights the complementary nature of a multi-LLM interpreta-
tion strategy. By exposing alternative perspectives on the
same attack scenario, the architecture supports a more nu-
anced understanding of attacker behavior, balancing inter-
pretations centered on stealth against those emphasizing de-
tectability.

For prompt #P6, we find consensus among all models that
the attacker’s primary goal involves altering vehicle behavior
through falsified telemetry data. This manipulation could
potentially bypass security measures or trigger unexpected
responses from ECUs, though the methods of execution differ
in their subtlety according to each LLM’s interpretation.

6.3.3 Hirte Attacks

We examine the Hirte attack through the SHAP summary
plot in Figure 6, generated from our XGBoost model
trained on hirte and normal samples from the AWID
dataset. Our analysis reveals three key features that domi-
nate the detection: radiotap.datarate, wlan.duration,
and wlan.fc.frag. These parameters, which control trans-
mission rate, frame duration, and fragmentation, indicate the
attacker’s strategy of manipulating physical and MAC layer
characteristics to blend malicious activity with legitimate traf-
fic patterns. These findings support existing research showing
Hirte attacks exploit timing and QoS vulnerabilities to evade
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Table 5. Natural language explanations for the Fuzzing attack in the CAN communication channel.

Prompt ChatGPT 40

DeepSeek V3

Gemini 2.5 Flash

The attacker floods the vehicle network with
malformed CAN messages targeting critical

The attacker’s behavior involves manipulat-
ing or generating messages related to vehicle
status, errors, and sensor readings.

Yes, anomalies in features like 220 LAT AC-
CEL or SFA_CR_Wecs_ErrStat suggest deliber-

Yes, strong positive SHAP values for features
like error status and sensor readings clearly
indicate malicious data manipulation.

Variables like 044 CR Datc_OutTempF or
540_CF_Acu_NumOfFit show extreme values,

Yes, many key variables show high values
systematically elevated during attacks, likely
caused by the attacker injecting abnormal or
out-of-range data.

The attacker likely starts with non-critical mod-
ules (e.g., climate control) before targeting
safety-critical systems (e.g., 220 LAT AC-

The variables strongly reveal the attack mech-
anism involves injecting abnormal data values
into specific vehicle communication fields, not
the temporal order of events.

Changes are abrupt (e.g., implausible odometer
values), suggesting no effort to mimic legiti-

The significant impacts and correlation of high
feature values with attack prediction suggest
the changes are distinct and likely detectable,
not camouflaged like normal traffic.

#P1 The attacker floods the CAN bus with random
messages targeting unrelated ECUs.
sensors (e.g., temperature, odometer).
#P2 Yes, widespread anomalies across different sig-
nals indicate malicious injection patterns.
ate fuzzing to trigger errors.
#P3 The lack of pattern suggests randomized injec-
tions aiming to trigger fault responses.
indicating injected garbage data.
#P4 The dispersed impact reveals a non-sequential,
brute-force style of attack.
CEL)
#P5 The changes are abrupt and clearly deviate from
normal traffic, making them easy to detect.
mate traffic.
#P6 The attacker is injecting arbitrary CAN frames

to disrupt communication and test system re-
silience.

The attacker disrupts vehicle systems by over-
whelming CAN bus messages, possibly to
cause malfunctions or crashes.

The attacker is injecting abnormal data into
vehicle parameters, aiming to trigger errors
or discover vulnerabilities in how the system

processes unexpected inputs.

detection [Dresch et al., 2024].
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Figure 6. SHAP value distributions for Hirte attack detection.

The SHAP plot demonstrates how both high and
low values of features like frame.len, wlan.seq, and
wlan.fc.subtype influence model decisions. This pattern
reflects the Hirte attack’s dual strategy of using fragmentation
and sequence spoofing while carefully manipulating control
fields. By varying packet sizes and protocol headers, attack-
ers exploit weaknesses in client-side packet processing while
maintaining the appearance of normal network activity at the
traffic level.

Table 7 presents the LLM-generated explanations of Hirte
attack patterns. All three models consistently identify the
attack’s reliance on low-level parameter manipulation, partic-
ularly in Quality of Service fields, timing information, and
frame header attributes. This agreement reinforces our ob-
servations regarding the attack methodology, which aims to
subtly disrupt communication while closely mimicking legit-
imate traffic patterns.

The emphasis placed by the LLMs on Quality of Service
features, even when these attributes do not rank among the
most statistically prominent in Figure 6, reflects their semantic
understanding of the Hirte attack model. Rather than relying
solely on rank-ordered feature importance, the models priori-
tize protocol-level exploitation patterns, highlighting aspects
that are conceptually central to the attack mechanism.

We observe strong alignment across prompts #P1 to #P4
in the LLM responses. Both ChatGPT 40 and DeepSeek
V3 highlight the attacker’s approach of blending malicious
activity with normal network patterns through QoS and timing
manipulation. In #P1, they describe how the attacker adjusts
QoS fields and timing parameters to appear legitimate, with
DeepSeek noting the subtle degradation of communication
quality that results. This complements ChatGPT’s focus on
how these tactics evade detection systems in #P3.

Gemini 2.5 Flash agrees on the targeted features but
presents a more detailed enumeration of affected parameters,
consistently mentioning data rate, duration, fragmentation, se-
quence, and timestamp across #P 1 and #P3. However, Gemini
takes a different position in #P5, arguing that the attack pat-
terns are readily detectable based on SHAP value magnitudes,
contrasting with ChatGPT and DeepSeek’s characterization
of a more subtle infiltration.

For prompt #P4, all models recognize sequencing and tim-
ing manipulation as core components of the attack. Chat-
GPT goes further by suggesting the attacker replicates ex-
pected packet ordering, while DeepSeek and Gemini maintain
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Table 6. Natural language explanations for the Fabrication attack in the CAN communication channel.

Gemini 2.5 Flash

The attacker forges CAN messages (e.g., steer-
ing angle, odometer) to spoof vehicle sensors

Attacker manipulates parameters (elevating an-
gle/odometer, lowering statistics) to trigger
”Fabrication” detection.

Yes, features like 280 SAS Angle and check-
sums (220_ESP12_Checksum) show tamper-
ing, indicating message fabrication.

Yes, clear manipulation patterns (elevated an-
gle/odometer, reduced statistics) are linked to
”Fabrication.”

580 CF_Clu_Odometer or
280_SAS_Speed are altered to fake readings,
suggesting spoofed data injection.

Consistently elevated angle/odometer and re-
duced statistics indicate intentional data alter-
ation/injection.

The attacker likely targets safety-critical sys-
tems (e.g., steering, ESP) first, then alters less

Influential variables reveal *what* and *how*
is altered, but not the attack’s order or specific
mechanism.

Some features (e.g., checksums) mimic valid
messages, but others (e.g., implausible steering

Changes are abrupt and easily detectable, with
no signs of camouflage.

ID ChatGPT 4o DeepSeek V3
#P1 The attacker crafts realistic CAN messages by
imitating legitimate patterns like alive counters
and checksums. or controls.
#P2 Yes, the SHAP values show tampering in criti-
cal message integrity fields like checksums.
#P3 Crafted values in alive counters and checksums ~ Values like
reveal deliberate fabrication of trusted signals.
#P4 The attacker maintains expected message order
and timing to mimic real ECU communication.
critical metrics (e.g., odometer).
#P5 The forged data closely imitates normal pat-
terns, indicating an attempt to evade detection.
angles) are clearly malicious.
#P6 The attacker is injecting fake but plausible CAN

frames to manipulate vehicle behavior without
triggering alerts.

The attacker fabricates CAN messages to ma-
nipulate vehicle behavior (e.g., false speed read-
ings) or bypass security checks.

Attacker manipulates vehicle parameters to
trigger “Fabrication,” likely aiming to cause
errors or exploit system vulnerabilities.

a more conservative interpretation, describing feature alter-
ations without speculating about specific event sequences.

The responses to #P6 show renewed agreement about the
attacker’s objectives. All three models identify communi-
cation disruption and malicious packet injection as primary
goals, with ChatGPT emphasizing covert access, DeepSeek
considering denial-of-service possibilities, and Gemini ex-
panding the scope to include exploitation through control and
timing manipulation techniques.

6.3.4 Evil Twin Attacks

We analyze Evil Twin attacks using the SHAP summary
plot in Figure 7, generated from our XGBoost model
trained on evil twin and normal samples from the AWID
dataset. Our examination reveals three critical detection
features: wlan_mgt.fixed.capabilities.preamble,
radiotap.datarate, and frame.len. These parameters,
which control frame transmission characteristics, signal rates,
and packet structure, are commonly forged by attackers when
creating rogue access points that impersonate legitimate
ones. This technique enables man-in-the-middle attacks by
deceiving clients into connecting to the malicious AP under
attacker control [Dresch et al., 2024].

The SHAP plot demonstrates how both high and low val-
ues of these features influence model decisions. This pattern
reflects the attacker’s strategy of carefully adjusting signal
strength, frame sizes, and management field contents to blend
with legitimate network traffic. By maintaining plausible
transmission characteristics while subtly altering key parame-
ters, the attack aims to evade detection while maintaining its
malicious functionality.

Table 7 presents the LLM generated explanations of Evil
Twin attack patterns. While all three models agree on the core
impersonation strategy - where attackers mimic legitimate
APs by manipulating transmission characteristics - each pro-
vides unique insights into the attack methodology. This com-
plementary perspective helps build a more comprehensive
understanding of how Evil Twin attacks operate in wireless
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Figure 7. SHAP value distributions for Evil Twin attack detection.

networks under real conditions..

Our analysis of prompts #P1 through #P3 reveals strong
agreement about the attacker’s manipulation of physical and
QoS parameters to mimic legitimate access points. ChatGPT
details the crafting of beacon and QoS fields, while DeepSeek
specifically notes adjustments to data rate and signal strength.
Gemini contributes additional insight by identifying preamble
modifications - a detail overlooked by the other models. When
examining persistent value manipulation in #P3, we observe
ChatGPT focusing on signal strength anomalies and buffer
irregularities, whereas Gemini reiterates its findings regarding
elevated preamble and data rate configurations across packets.

The responses to prompt #P2 uncover further distinctions
in model interpretations. Both ChatGPT and DeepSeek iden-
tify encryption-related anomalies, including WEP IV and
QoS buffer fields. Gemini maintains its consistent focus on
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Table 7. Natural language explanations for the Hirte attack in the Wi-Fi communication channel.

Prompt ChatGPT 40

DeepSeek V3

Gemini 2.5 Flash

#P1 The attacker manipulates QoS fields and timing ~ The attacker likely manipulates QoS fields and  The attacker manipulates transmission param-
information to simulate normal traffic while  timing-related parameters to mimic legitimate  eters like data rate, duration, fragmentation,
subtly interfering with communication. traffic patterns while subtly disrupting commu-  sequence, and timestamp.

nication flow.

#P2 Yes, the prominence of QoS-related features  Yes, the plot indicates manipulation of QoS and ~ Yes, abnormal values in data rate, duration,
suggests intentional interference with traffic  timing features, suggesting a Hirte attack aimed ~ fragmentation, sequence, and timestamp show
prioritization, typical of targeted disruptions. at disrupting Wi-Fi communication. clear signs of malicious manipulation.

#P3 Yes, systematic changes in fields like  Variables like QoS priority and timing param-  Yes, data rate/duration/frag are high, se-
‘wlan.qos.priority‘ and ‘frame.time_delta‘ indi- eters show systematic changes, likely due to  quence/timestamp are low, indicating crafted
cate deliberate timing and priority alterations  the attacker intentionally altering packet timing  packets exploiting header and timing fields.
to mislead detection mechanisms. and priority to cause disruptions.

#P4 The dominance of timing and sequence features ~ The influential variables suggest the attack in- The variables indicate the mechanism of
suggests the attack unfolds by mimicking ex-  volves manipulating packet sequencing and  packet manipulation (headers, timing), but not
pected packet order while injecting anomalies. QoS settings to degrade network performance  the sequence of attack events.

systematically.

#P5 The attacker seems to camouflage their behav-  The attacker appears to camouflage their ac-  Significant SHAP impacts from specific value
ior by adjusting subtle features rather than in-  tions by subtly altering traffic patterns, making  ranges suggest the changes are distinct and
troducing abrupt anomalies. the changes less detectable. likely detectable, not camouflaged.

#P6 The attacker appears to replicate legitimate traf-  The attacker is manipulating QoS and timing pa- ~ The attacker is sending malicious packets with
fic flows to gain access or inject malicious pack- ~ rameters to disrupt Wi-Fi communication, pos-  altered network control and timing data, possi-
ets without triggering alarms. sibly aiming to degrade network performance  bly for disruption or exploitation.

or cause denial of service.
Table 8. Natural language explanations for the Evil Twin attack in the Wi-Fi communication channel.

Prompt Output
ChatGPT 4o DeepSeek V3 Gemini 2.5 Flash

#P1 The attacker mimics access point characteristics ~ The attacker likely manipulates data rates and ~ The attacker likely manipulates physical layer
by forging beacon and QoS parameters. signal strength to mimic a legitimate AP. parameters like preamble and data rate.

#P2  Yes, abnormal values in encryption and buffer  Yes, features like WEP IV and QoS priority ~ Yes, high values in preamble and data rate char-
QoS fields reveal crafted management frames.  show anomalies typical of Evil Twin attacks. acteristics indicate malicious activity detected

by the model.

#P3  Repeated anomalies in signal strength and  Variables like frame length and signal strength ~ Yes, preamble and data rate appear consis-
buffer indicators suggest persistent imperson-  are altered to deceive devices into connecting.  tently high, suggesting the attacker is config-
ation attempts. uring specific network parameters.

#P4  The manipulation of beacon timing and QoS ~ The attack likely starts by spoofing beacon  The variables reveal changes in packet struc-
patterns points to a structured impersonation  frames, then adjusts QoS to prioritize malicious  ture and characteristics, indicating the attack
strategy. traffic. mechanism, not the order.

#P5  The attacker camouflages behavior by aligning  The attacker subtly mimics normal traffic but  Significant SHAP values suggest changes are
with typical frame sizes and QoS structures. leaves detectable traces in encryption-related  impactful and potentially detectable, not cam-

features. ouflaged.

#P6  The attacker is simulating a fake access point  The attacker is likely hijacking sessions or steal-  The attacker is altering network transmission

to deceive clients into connecting.

ing credentials via a fake AP.

parameters, possibly to impersonate a legiti-
mate network.

physical-layer alterations, demonstrating its particular atten-
tion to low-level transmission characteristics throughout the
analysis in this section..

For prompt #P4, we find ChatGPT and DeepSeek detecting
sequential patterns in the attack strategy. ChatGPT describes
coordinated manipulation of beacon timing and QoS patterns
as part of a deliberate impersonation scheme. DeepSeek pro-
poses a more defined progression, beginning with spoofed
beacons followed by QoS parameter adjustments. Gemini of-
fers a contrasting perspective, acknowledging the altered vari-
ables reflect the attack mechanism but questioning whether
they reveal any temporal sequence.

Prompt #P5 exposes differing views on attack stealth. Chat-
GPT and DeepSeek both identify attempts to blend with nor-
mal traffic patterns - ChatGPT through typical frame sizes
and QoS alignment, DeepSeek through subtle mimicry with
detectable encryption artifacts. Gemini presents a divergent

assessment, arguing the high SHAP values indicate obvious,
uncamouflaged anomalies.

Finally, prompt #P6 shows all models converging on the
fundamental attack objective: AP impersonation. ChatGPT
frames this as deception to lure client connections, DeepSeek
extends the analysis to potential credential theft and session
hijacking, while Gemini remains anchored in its examination
of transmission parameter manipulation. This multi-faceted
interpretation provides comprehensive coverage of both the
technical execution and potential consequences of Evil Twin
attacks in real deployments.

6.4 Discussion

Our proof of concept demonstrates that combining SHAP-
based feature attribution with LLM-generated semantic in-
terpretation enables both high detection performance and
human-interpretable explanations across different vehicular
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communication channels. The XGBoost classifiers achieved
near-perfect detection rates for Wi-Fi attacks (Evil Twin
and Hirte) while maintaining F1-scores above 93% for more
challenging CAN bus attacks (fabrication). These results,
obtained using established benchmark datasets (AWID2 and
X-CANIDS), support the effectiveness of the SHAP explana-
tion process as well as the ability of LLMs to translate feature
attributions into meaningful natural language narratives.

Direct quantitative comparison with related work that em-
phasizes performance metrics is limited by the lack of se-
mantic interpretability in many legacy datasets, such as the
Car-Hacking Dataset, which constrains the meaningful ap-
plication of XAI techniques. Accordingly, the primary ob-
jective of this work is not to pursue marginal improvements
in detection metrics over non-interpretable baselines, but to
demonstrate explanation fidelity, semantic transparency, and
practical interpretability in vehicular intrusion detection.

The SHAP analysis revealed that the most influential detec-
tion features correspond to known attack patterns in each do-
main. For CAN attacks, we found that fabrication attempts pri-
marily targeted critical motion signals like 2BO_SAS_Angle
and 5BO_CF_Clu_0Odometer, consistent with attempts to de-
ceive vehicle safety systems [Dresch ef al., 2024]. Fuzzing
attacks, by contrast, showed distinctive patterns in cabin sen-
sor frames and error status flags, matching expected noise
injection behavior.

In Wi-Fi attacks, we observed that physical layer parame-
ters (radiotap.datarate, wlan.duration) and fragmen-
tation control (wlan. fc.frag) were most significant for de-
tecting Hirte attacks, while management frame characteristics
(wlan_mgt.fixed.capabilities.preamble)proved cru-
cial for identifying Evil Twin attempts. These findings align
with known attack methodologies and provide actionable in-
sights for security analysts.

While SHAP offers mathematically rigorous explanations,
its visual representations remain challenging for non-experts
to interpret. Our LLM integration addresses this limitation
by translating complex SHAP plots into clear natural lan-
guage explanations. Although we observed some variation
in the LLMs’ outputs, they consistently converged on core
attack characteristics, providing complementary perspectives
that balance specificity and clarity. This two-layer approach
effectively addresses the interpretability gap identified in re-
cent XAl research for network security [Zytek et al., 2024],
making the system more accessible for operational use in
industrial environments at scale.

7 Threats to Validity

While this work presents a novel integration of explainable
artificial intelligence and large language models for vehicular
intrusion detection, several threats to validity may affect the
interpretation and generalization of the results. Following
established guidelines for empirical research [Wohlin et al.,
2012], we discuss these threats in terms of construct validity,
internal validity, external validity, and conclusion validity.
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7.1 Construct Validity

Construct validity concerns whether the study measures what
it intends to measure.

This work relies on two widely used benchmark datasets,
X-CANIDS and AWID2, which introduce temporal and con-
textual limitations. X-CANIDS was collected from a 2017
Hyundai Sonata and may not fully represent modern vehicular
architectures that increasingly adopt CAN-FD, Automotive
Ethernet, and enhanced ECU security mechanisms. Similarly,
AWID2 was captured in 2016 and predates recent Wi-Fi stan-
dards such as WPA3 and several important attack classes
discovered in subsequent years. As a result, the reported
performance metrics should be interpreted as representative
of the attack types and conditions present in these datasets,
rather than as a comprehensive assessment of current or future
vehicular threat landscapes.

The evaluation focuses on a limited set of attack types,
namely fuzzing and fabrication in the CAN domain, and Evil
Twin and Hirte attacks in the Wi-Fi domain. Although these
attacks are well documented and practically relevant, they rep-
resent only a subset of possible adversarial behaviors. More
complex scenarios such as multi-stage attacks, coordinated
cross-layer attacks, zero-day exploits, or stealthy long-lived
intrusions are not covered. Therefore, the reported detection
performance reflects effectiveness on known attack patterns
rather than general robustness against all possible threats.

Explainability is assessed through qualitative analysis of
LLM-generated narratives guided by predefined prompts.
While this approach enables semantic interpretation of SHAP
outputs, it does not include formal or quantitative metrics
for explanation quality. Properties such as fidelity to feature
attributions, completeness of coverage, and operational use-
fulness are not measured objectively. Differences observed
across LLMs highlight this limitation, as no ground truth an-
notations or human evaluation benchmarks are available to
determine explanation correctness.

To address class imbalance, the datasets were artificially
balanced using undersampling to achieve equal proportions
of attack and normal samples. Although this is a common
practice in intrusion detection research, it does not reflect
real-world traffic conditions, where malicious events are rare.
This choice may lead to optimistic performance estimates,
particularly with respect to false positive rates, and limits the
direct applicability of the results to operational environments.

Future work should incorporate human-centered evaluation
methods to assess explainability more directly. Controlled
user studies with domain experts could measure comprehen-
sion, trust, cognitive load, and practical usefulness, allowing
explainability to be evaluated as a property of human un-
derstanding rather than solely as semantic consistency with
model outputs.

7.2 Internal Validity

Internal validity addresses whether observed effects can be
attributed to the proposed approach rather than to confounding
factors.

The study exclusively employs XGBoost as the classifica-
tion algorithm, primarily due to its strong performance and
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compatibility with SHAP. However, no systematic compari-
son with alternative models, such as deep learning architec-
tures, is conducted. As a result, it is not possible to determine
whether the observed performance is specific to XGBoost or
influenced by dataset characteristics. Although the proposed
explainability architecture is model-agnostic in principle, the
lack of algorithmic ablation limits claims about optimal model
choice.

The semantic interpretation layer relies on multiple large
language models that exhibit non-deterministic behavior. As
shown in the results, different LLMs may produce partially
divergent interpretations for the same SHAP inputs. This
variability arises from inherent randomness in text generation
and differences in model training. The current approach does
not include automated mechanisms to detect hallucinations,
resolve conflicting explanations, or formally verify alignment
with feature attributions. Consequently, explanation reliabil-
ity may depend on expert oversight in practical use.

Model training and evaluation are based on fixed train test
splits provided by the original dataset publications, without
extensive hyperparameter optimization or cross-validation.
While this practice supports reproducibility and fair com-
parison with prior work, it introduces the risk of sensitivity
to specific data partitions. Confidence intervals or repeated
evaluations would strengthen statistical claims, although the
primary contribution of this work lies in explainability rather
than marginal performance gains.

Future research should analyze explanation stability across
multiple training runs, random seeds, and parameter settings.
Comparing SHAP distributions and generated narratives un-
der controlled variations would help identify stable explana-
tory patterns and improve reproducibility.

7.3 External Validity

External validity concerns the generalizability of the findings
to other contexts and deployment settings.

The CAN-based evaluation relies on data from a single
vehicle model produced by one manufacturer. CAN mes-
sage identifiers, signal encodings, and timing characteristics
vary substantially across manufacturers, which limits direct
transferability of learned feature patterns. While the underly-
ing attack mechanisms generalize conceptually, the specific
features and decision boundaries learned in this study may
not apply to vehicles from other vendors. Broader validation
would require multi-manufacturer datasets, which remain
scarce due to proprietary constraints.

All experiments are conducted on static, pre-recorded
datasets in a controlled environment. The proposed pipeline
has not been validated under real-world operational conditions
that involve strict latency requirements, physical layer noise,
mobility effects, and hardware constraints. In particular, the
combined latency of classification, SHAP computation, and
LLM-based explanation generation is incompatible with real-
time safety-critical decision making. The current design is
therefore more suitable for post-incident analysis and offline
auditing than for real-time prevention.

The evaluation does not account for concept drift, where
normal behavior and attack patterns evolve over time due
to software updates, changing usage patterns, or adaptive
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adversaries. Without mechanisms for continuous learning
or periodic retraining, model performance may degrade in
long-term deployments.

In addition, the work does not demonstrate integration
with automotive industry standards such as ISO 26262, AU-
TOSAR Adaptive, or UNECE R155 and R156. Compliance
with these standards is essential for production deployment,
particularly given the non-deterministic nature of LLM com-
ponents. Addressing these aspects would require close col-
laboration with industry partners.

To strengthen external validity, future work should evalu-
ate the explanation pipeline under naturally imbalanced data
distributions and in more realistic operational settings. Such
studies would clarify how feature attributions and explana-
tions behave under real-world traffic conditions.

7.4 Conclusion Validity

Conclusion validity relates to the strength of the relationship
between the applied methods and the reported outcomes.

The study does not include direct experimental compar-
ison with state-of-the-art intrusion detection systems using
identical datasets and evaluation protocols. Differences in
preprocessing, data splits, and experimental setups across
prior work make fair head-to-head comparison difficult. As
a result, claims about performance superiority are not sup-
ported. The primary contribution lies in explainability rather
than in outperforming existing detectors.

Performance metrics are reported from single experimen-
tal runs without statistical significance testing or confidence
intervals. Although classification results are deterministic un-
der fixed random seeds, variability in explanation generation
is not statistically analyzed. Multiple replications with formal
testing would provide stronger evidence of result stability.

Finally, the system is not evaluated against adversarial at-
tacks designed to evade detection or manipulate explanations.
Both machine learning models and post hoc explanation meth-
ods are known to be vulnerable to such attacks. In high-stakes
automotive security contexts, the absence of adversarial ro-
bustness evaluation represents an important limitation.

Future work should explore mechanisms to audit and con-
strain LLM-generated explanations, including stricter ground-
ing to feature attributions, explicit uncertainty signaling, and
verification steps. Comparative studies between template-
based and generative explanations could further clarify trade-
offs between expressiveness, faithfulness, and reliability.

By acknowledging these threats, we contextualize the re-
sults appropriately and outline clear directions for future re-
search. These limitations do not diminish the core contri-
bution of this work, which demonstrates the feasibility and
practical value of integrating SHAP-based explainability with
LLM-driven semantic interpretation for vehicular cybersecu-
rity.

8 Conclusion
This paper proposed a conceptual architecture for explainable

intrusion detection in connected vehicles, addressing the joint
analysis of two critical communication layers: the internal
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CAN bus and the external Wi-Fi interface. By considering
these layers together, the work reflects the growing complex-
ity of modern vehicular attack surfaces, where internal and
external networks interact and cannot be treated in isolation.

The proposed architecture combines supervised learning
for detection, SHAP for feature-level interpretability, and
large language models for semantic explanation. XGBoost
was employed as the classification backbone, while SHAP
was used to quantify the contribution of protocol-level fea-
tures to intrusion decisions. On top of this, LLMs were inte-
grated to translate technical attribution outputs into natural
language descriptions of attacker behavior. This design en-
ables an intrusion detection system that not only achieves
high detection performance, but also produces explanations
that are accessible and meaningful to human analysts.

Experimental results using the X-CANIDS and AWID2
datasets show that the approach achieves strong classifica-
tion performance across different attack types in both CAN
and Wi-Fi domains. More importantly, the SHAP analysis
consistently highlighted features that align with known attack
mechanisms, and the LLM-generated explanations converged
on coherent descriptions of attacker strategies, objectives,
and behavioral patterns. These findings demonstrate the fea-
sibility of combining XAl and generative models to improve
transparency and auditability in vehicular intrusion detection.

At the same time, this work positions explainability as a
central design goal rather than a secondary visualization step.
While SHAP provides mathematically grounded explanations,
its outputs remain difficult to interpret for non-experts. The
integration of LLMs addresses this gap by enabling seman-
tic interpretation, bridging low-level feature attribution and
higher-level security reasoning. However, as discussed, the
quality, stability, and reliability of LLM-generated explana-
tions remain open challenges that require further investiga-
tion.

As future work, we plan to evaluate the proposed archi-
tecture in more realistic and operational settings, including
naturally imbalanced traffic, multi-vendor vehicle data, and
longitudinal scenarios subject to concept drift. We also in-
tend to explore alternative XAl techniques, different model
families, and mechanisms for formally assessing explana-
tion quality through human-centered evaluations. Finally,
investigating methods to constrain, validate, and audit LLM-
generated explanations will be essential for deploying explain-
able intrusion detection systems in safety-critical vehicular
environments.

Overall, this work demonstrates that integrating SHAP-
based explainability with LLM-driven semantic interpretation
is a viable and promising direction for advancing transparency
in vehicular cybersecurity. Rather than claiming a final solu-
tion, the paper establishes a methodological foundation for
explainable, auditable, and human-centered intrusion detec-
tion in connected vehicles.
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A Appendix - Implementation

The XAI Eva Insights? is a tool designed to enhance inter-
pretability in IDS for vehicular networks. With an emphasis
on transparency and the interpretability of ML model de-
cisions, XAI Eva Insights integrates XAI techniques with
LLMs to convert complex outputs into actionable and com-
prehensible insights. The application was developed using
the technologies and versions listed in Table 9.

Table 9. Technologies and Versions of the XAI Eva Insights System

Technology/Library Version
Python 3.11.0rcl
Languages HTML 5
CSS 3
JavaScript ES6+
Groq 0.28.0
LLMs OpenAl 1.86.0
DeepSeck API
Gemini API
Model XGBoost 3.02
XAI SHAP 0.48.0
Flask 3.1.1
Pandas 2.3.0
Matplotlib 394
Python Libraries  Scikit-learn 1.7.0
Werkzeug 3.1.3
NumPy 2.2.6
Requests 2323

Next, we detail the system’s architecture, key features, and
technological implementation, supported by user interface
illustrations throughout this section.

A.1 Architecture and Workflow

The XAl Eva Insights operates through a modular architecture
that orchestrates data processing, intrusion detection, inter-
pretability, and semantic translation. The workflow begins
with the ingestion of network traffic data, which undergoes
preprocessing to ensure consistency and analytical readiness.
ML models, specifically based on XGBoost, are employed
to classify intrusion attempts. The resulting predictions are
passed to an XAl module, which leverages SHAP to quantify
the influence of each feature. Finally, a semantic interpreta-
tion module—powered by LLMs translates these technical
explanations into natural language narratives.

As illustrated in Figure 8, the architecture comprises the
following components:

* Wi-Fi and CAN Data Sources: Responsible for col-
lecting raw traffic data from vehicular networks.

* Preprocessing: Performs data cleaning, normalization,
and feature engineering to prepare the data for analysis.

2https://github.com/AI-Horizon-Labs/XAI-Eva-Insights.
The source code will be made available upon acceptance of the manuscript.
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Figure 8. Overview of the XAI Eva Insights Architecture: Components and
Data Flow.

* XGBoost: The system’s core classifier, responsible for
detecting intrusion patterns within Wi-Fi and CAN traf-
fic datasets.

* Wi-Fi and CAN Models: XGBoost models specifically
trained for each network type to optimize detection per-
formance in distinct vehicular contexts.

* XAI (SHAP): The explainability module applies the
SHAP algorithm to produce local explanations of the
model’s predictions, highlighting the contribution of
each input feature.

« Explainable Visualization: Presents SHAP outputs
through intuitive graphical representations, facilitating
user understanding of feature relevance.

* Generative Al: A semantic layer that uses LLMs to
transform SHAP’s technical insights into descriptive
natural language summaries.

+ Natural Language Results: The final system output,
offering clear, human-readable explanations of each in-
trusion detection instance.

A.1.1 Dataset Processing and Validation

After the user uploads a file, the system validates the
dataset to ensure it is suitable for explainable analysis. The
validate_dataset function performs checks for the pres-
ence of numerical columns and verifies whether the last col-
umn can serve as the target variable:

[
| | def validate_dataset (df):

4

5

errors [1
if df.empty:

errors.append("The dataset is empty")
if len(df.columns) < 2:


https://github.com/AI-Horizon-Labs/XAI-Eva-Insights
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errors.append("The dataset must have at
least 2 columns")
numeric_cols = df.select_dtypes(include=["
float64", "int64"]).columns
if len(numeric_cols)
errors.append("The dataset must contain
at least one numerical column")
return errors

Listing 1: Dataset Validation Before SHAP Analysis

A.1.2 Model Training with XGBoost

Once the dataset passes validation, the system automatically
determines whether the classification problem is binary or
multi-class. Based on this detection, it trains an appropriate
XGBoost model. The following code snippet illustrates this
logic in the implementation:

if unique_classes ==

model = xgb.XGBClassifier (random_state=42,
eval_metric="logloss")
else:
model = xgb.XGBClassifier (random_state=42,

eval_metric="mlogloss")

model.fit (X, y)

Listing 2: Model Training with XGBoost

A.1.3 SHAP Value Generation and Visualization

After training the model, SHAP is employed to compute fea-
ture importances. A beeswarm plot is then generated to vi-
sually represent the impact of each feature on the model’s
predictions in aggregate:

explainer = shap.Explainer (model)
shap_values = explainer (X)

plt.figure(figsize=(12, 8))

shap.plots.beeswarm(shap_values, show=False,
max_display=15)

plt.title("SHAP Feature Importance", fontsize=16)

plt.savefig(image_path, dpi=300)

Listing 3: SHAP Value Calculation and Plot Generation

The plot is automatically saved and rendered within the
application interface, offering users a visual explanation of
the model’s behavior.

A.1.4 Explanation Generation with LLMs

The system enables users to select a language model for gen-
erating explanations based on the key features identified by
SHAP. The following snippet illustrates the conditional exe-
cution depending on the chosen model:

if chosen_model == "openai':
return call_openai(data)
elif chosen_model == "gemini":

return call_gemini (data)

# ... other options

Listing 4: Conditional Call to the Selected LLM

10
11
1
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To generate the explanation, a prompt is automatically
constructed with summary information about the dataset and
its most influential features:

prompt = f"""
DATASET INFORMATION:

Samples: {n_samples}
Features: {n_features}

TOP FEATURES:

{feature_1}: {importance_1}

Generate 3 practical insights based on this.

Listing 5: LLM Prompt Construction

A.1.5 Web Interface and Results Visualization

Finally, the SHAP plot and the generated natural language ex-
planations are dynamically rendered in a web interface. This
is handled via an HTML template, as demonstrated below:

return render_template("analysis.html",
shap_image=results["
shap_image"],
insights=results["insights

n])

Listing 6: Rendering Results in the Web Interface

This interface provides an intuitive way for users to explore
and interpret model results, even without advanced expertise
in ML or explainability techniques.

A.2 User Interface and Functionalities

The XAI Eva Insights interface was designed to be intuitive
and efficient, guiding users from dataset upload to the vi-
sualization of interpretable insights. The user experience is
organized into clear and sequential steps, facilitating interac-
tion with complex ML and XAI processes.

A.2.1 Home Screen

The home screen, shown in Figure 9, serves as the system’s
entry point. It provides a concise overview of the XAl Eva
Insights value proposition, emphasizing its ability to convert
raw data into actionable insights through explainable ML
analysis. The Start Analysis button initiates the workflow,
while the icons at the bottom highlight the platform’s core
functionalities: CSV upload, SHAP visualizations, and the
generation of natural language insights.

A.2.2 Upload and Model Selection

After initiating the analysis, users are directed to the up-
load screen (Figure 10), which allows for the submission
of datasets in CSV format. This data serves as the foundation
for the explainability workflow.

A key feature of this screen is the ability to select the lan-
guage model (LLM) that will be used to generate the textual
explanations. The system provides flexibility by offering mul-
tiple LLM options—each accompanied by a brief description
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Figure 9. Home screen of XAI Eva Insights.

of its characteristics. Examples include: Fast and efficient,
Detailed analysis, Advanced insights, and Focused on code
and logic. This helps users select the most appropriate model
according to their objectives and preferences.

Eva Andlise de Insights SHAP

o

Envie seu Dataset

Figure 10. Dataset upload and Al model selection interface.

A.2.3 SHAP Visualization

Once the dataset is processed and the ML models are applied,
XAI Eva Insights generates SHAP based visualizations to
enhance the interpretability of the predictions. Figure 11
presents a SHAP feature importance plot (beeswarm plot),
which helps users understand how each feature in the dataset
contributes to the model’s decision-making process.

In this plot, each point represents an individual data in-
stance. The horizontal position of each point corresponds to
the SHAP value, indicating the magnitude and direction of
that feature’s impact on the model’s output. This visualization
enables rapid identification of the most influential features,
offering a comprehensive view of the internal logic behind
the model’s predictions.

|~ Visualizagao SHAP

SHAP Feature Importance
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rame time.relative e R
wian fetype ]
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Figure 11. Visualization of SHAP Feature Importance.
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A.2.4 Natural Language Generated Insights

A key innovation of XAI Eva Insights lies in its ability to
convert complex SHAP outputs into understandable and ac-
tionable natural language insights. As shown in Figure 12,
the system presents explanations that go beyond numerical
values delivering narrative summaries of model behavior.
These insights describe attacker behavior patterns, iden-
tify the most influential features for detection, and suggest
practical implications for vehicular security. For instance,
one explanation may emphasize the importance of a tempo-
ral feature, indicating that the sequence of network events is
critical for identifying an intrusion. Another may highlight
the relevance of a specific Wi-Fi frame type, suggesting the
need for further investigation or refined feature engineering.
This functionality significantly lowers the barrier to un-
derstanding complex ML models, making interpretability
accessible to both domain specialists and non-experts.

@ Insights Gerados

Figure 12. Natural Language Insights Generated by XAl Eva Insights.

A.3 Technologies and Implementation

XAI Eva Insights is built upon a robust and scalable tech-
nological stack, with the backend primarily implemented in
Python using the Flask framework. This combination sup-
ports agile development, ease of deployment, and seamless
integration with ML and XAl libraries.

Table 9 outlines the main technologies and their respective
versions used in the system.

A.3.1 Backend

The system’s backend is implemented in Python, utilizing the
Flask microframework. This choice enables a lightweight and
flexible structure for API development and HTTP request han-
dling. The pandas and numpy libraries are employed for ef-
ficient data manipulation and preprocessing, which are essen-
tial for the data cleaning and feature engineering stages. The
xgboost library serves as the core component for training and
inference of intrusion detection models, while shap is respon-
sible for generating explainable Al outputs. Integration with
LLMs is achieved via the APIs of groq, openai, gemini,
and deepseek, allowing the system to flexibly choose the
most appropriate model for semantic interpretation of model
outputs.
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A.3.2 Frontend

The frontend of XAI Eva Insights is developed using stan-
dard web technologies: HTML for content structure, CSS for
visual styling and layout, and JavaScript for dynamic inter-
activity. The combination of these technologies results in a
responsive, modern, and user-friendly interface that facilitates
seamless interaction—from uploading datasets to visualizing
SHAP-based explanations and natural language insights.

A.4 Development and Testing Environment

The development and testing of the XAl Eva Insights system
were carried out in a high-performance environment to ensure
stability, responsiveness, and the computational capability re-
quired for processing large datasets and executing ML models
under load.

The primary development machine was an Alienware x17
R2 notebook, with the following specifications:

* Operating System: Zorin OS 17.3 Core (64-bit)

* Processor: 12th Gen Intel® Core™ i9-12900HK (20

threads)

RAM: 64 GB

* Graphics Card: NVIDIA GeForce RTX 3080 Ti Lap-
top GPU / PCle / SSE2 and Mesa Intel® Graphics (ADL
GT2)

» Storage: 4 TB

The codebase was developed primarily using the following
software tools:

* Visual Studio Code (VS Code): Version 1.101.2
e Sublime Text: Version 3.2.2

Project dependencies were managed using pip, the stan-
dard Python package manager. For local testing and execu-
tion, the system was run directly via the terminal using the
command python3 app.py. All command-line operations
were conducted through the default terminal of Zorin OS. The
web interface was tested and validated using Google Chrome,
version 138.0.7204.49 (64-bit), ensuring compatibility and
a consistent user experience in a widely adopted browsing
environment across platforms.

A.5 Conclusion

XAI Eva Insights represents a meaningful advancement in
the application of XAI to vehicular cybersecurity. By inte-
grating the predictive power of ML models with SHAP-based
interpretability and the natural language generation capabili-
ties of LLMs, the system delivers a comprehensive solution
for understanding and mitigating cyber threats in automotive
environments at scale.

Its intuitive interface and the ability to produce clear, ac-
tionable explanations even for non-specialists are crucial for
fostering trust in Al-based security systems and for enabling
informed decision-making in critical contexts. Beyond en-
hancing intrusion detection capabilities, the tool contributes
to the democratization of explainability, providing accessible
insights into the reasoning behind detections a foundational
step toward the broader adoption and continual refinement of
security solutions for connected vehicles.
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A.6 Future Work

As a direction for future work, we propose a comprehensive
evaluation of the outputs generated by the different LLMs
integrated into XAl Eva Insights. The goal is to assess which
language model delivers the most effective and accurate in-
sights across various vehicular intrusion scenarios. As the
primary direction for future research, we propose the develop-
ment of a formal framework to quantify the semantic fidelity
of LLM-generated explanations. This involves measuring
the alignment between the model’s textual narratives and
the underlying mathematical feature attributions provided
by SHAP, ensuring that no information loss or hallucination
occurs during the translation process.

Additionally, we plan to conduct human-in-the-loop user
studies with security analysts to evaluate the practical utility
and cognitive load of our natural language insights in real-
world incident response scenarios.

Finally, future iterations will explore the integration of
multimodal XAI, combining interactive visualizations with
real-time audio alerts for in-vehicle diagnostic systems.
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