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Abstract

[Context] Software requirements are mainly specified using natural language, which is prone to produce ambiguous

specifications. This challenge becomes bigger when dealing with requirements that must comply with regulations,

the so-called legal requirements. [Objectives] This work investigates the state of practice to tackle ambiguity of

legal requirements. The goal is to identify the factors that help or harm ambiguity resolution of legal requirements in

companies that need to comply with data protection laws. [Methods] A qualitative study, based on semi-structured

interviews, was performed with twenty-two Brazilian IT professionals, from eighteen companies, to gather their

views on how to deal with ambiguity resolution of legal requirements. The interview data were recorded, transcribed,

and analyzed using qualitative coding techniques, including open and axial coding. [Results] Findings reveal that

ambiguity resolution involves the participation of many actors, including the development team, customer, and

specialized support areas (Legal, Ambiguity analysis, or Anonymity Sector), also considering the involvement of

experienced team members and domain experts. This study also brings a set of factors that positively or negatively

influence the quality of legal requirements specifications. [Conclusion] These positive and negative factors, the

practices to elicit and specify legal requirements, as well as, the practices to reduce ambiguity in such requirements,

can be used as a guide for companies concerned with data protection laws compliance.

Keywords: Legal Requirements; Ambiguity; Regulatory Requirements; Qualitative study; Data Protection Laws

1 Introduction

Information technology (IT) companies must comply with

relevant laws and regulations to ensure that their business and

system requirements are in legal compliance to avoid the risk

of costly penalties, lost reputation, and brand damage result-

ing from non-compliance [Ghanavati et al., 2014; Akhigbe

et al., 2019; Väyrynen et al., 2025].

Data protection laws have emerged as a critical concern

because many companies collect, store, and manage user’s

personal information to deliver their products and services

[Gharib et al., 2020]. For example, the legislation of the

European Union (EU) named the General Data Protection

Regulation - GDPR, which entered into force on 24 May

2016 and applied since 25 May 2018, through the Regulation

EU 2016/679 [European-Union, 2018] requires organizations

and companies that collect and process personal and sensitive

data of European citizens to comply with GDPR [Tankard,

2016]. Personal data refers to information managed by organ-

izations about an identified or identifiable individual [Blix

et al., 2017].

The Brazilian General Law of Personal Data Protection

or LGPD (in Portuguese, Lei Geral de Proteção de Dados

Pessoais), Law 13.709/2018 [Brasil, 2018], has ten chapters

and 65 articles dealing with control measures, evidence of

compliance, rights, and obligations regarding the processing

of personal data. To achieve compliance with data protection

laws, companies must define which regulatory requirements

address the law and the appropriate technologies, privacy

controls, and safeguards to implement them [Tankard, 2016].

Legal texts are full of ambiguities, often planned ones,

called intentional ambiguity [Otto and Antón, 2007; Massey

et al., 2014; Väyrynen et al., 2025]. This type of ambiguity

allows laws and regulations to avoid dependence on tech-

nologies or practices that may change over time [Berry and

Kamsties, 2004; Otto, 2009]. To achieve compliance in the

context of software development, teams need to resolve ambi-

guity in legal texts, describing them as unambiguous, testable

regulatory requirements (so called, legal requirements).

Recent systematic literature mappings/reviews evidenced

that the current literature does not present studies related to

how the industry deals with the ambiguity of legal require-

ments when developing software systems [Akhigbe et al.,

2019; Netto et al., 2019a; Andrade et al., 2023; Kosenkov

et al., 2025; Spósito et al., 2025].

In fact, many approaches intend to help engineers ad-
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dress ambiguity in legal requirements [Bhatia et al., 2016;

Ghanavati et al., 2014; Kempe et al., 2024] and align system

requirements with legal constraints [Otto and Antón, 2007;

Deng et al., 2011; Ayala-Rivera and Pasquale, 2018; Peixoto

et al., 2022; Baldassarre et al., 2020; Tsohou et al., 2020;

López et al., 2020; Saraiva and Soares, 2023; Ellen Renner

Ferrão et al., 2024; Singhal and Breaux, 2025; Abualhaija

et al., 2025; Cerqueira et al., 2025]. However, these works did

not include empirical studies exploring and identifying cur-

rent practices used in industry to address ambiguity resolution

in legal requirements.

In this context, this paper presents the results of an explor-

atory study to collect evidence about how IT organizations

address ambiguity in legal requirements specification when

implementing software that must comply with data protection

laws. To achieve this, we conducted 22 semi-structured inter-

views with professionals in the Midwest (4), Northeast (15),

and Southeast (3) regions of Brazil. Previous work [Netto

et al., 2019b] reported the findings of three public and four

private companies in Brazil. This more extensive work is the

result of 18 Brazilian public (6) and private (12) IT compan-

ies. As a result, we discovered some factors to create a story

representing how the companies involved in this study resolve

ambiguities in the specification of legal requirements. A story

is simply a descriptive narrative about the phenomenon of

study [Pandit, 1996]. In addition to providing an enriched

story that depicts factors that help and hamper the quality

of legal requirements specifications, this new work also un-

covered and described the practices adopted in industry to

elicit and specify legal requirements as well as to resolve the

inherent ambiguity present in such requirements. These prac-

tices form a guide that can help practitioners in the software

industry comply with data protection laws.

This paper is structured as follows. Section 2 discusses re-

lated work. Section 3 describes the research method. Section

4 presents our analysis and results. Finally, section 5 presents

the conclusions and future directions of this research.

2 Related Work

Identifying and extracting ambiguity in software requirements

from legal texts is a recurring problem in Requirements En-

gineering (RE). Boella et al. [2014] contrasted the method-

ologies for extracting legal requirements adopted by the RE

community (software analysts) and by legal practitioners.

Their critical analysis shows that most approaches are devised

without direct involvement of practicing lawyers, yielding

oversimplified legal models that hinder acceptance in real

world projects. They propose that systems enable dialogue

between legal and industry experts, raise awareness of the

cultural gap between those experts, and facilitate clear com-

munication in the legal RE process. Boella et al. [2014]

present a conceptual critique rather than an empirical study.

The interpretation of legal provisions for legal requirements

should be entrusted to legal experts. A recent work confirms

these findings [Klymenko et al., 2022].

Canedo et al. [2020] and Sirur et al. [2018] identify pro-

fessionals’ perceptions of how companies are developing

systems in compliance with personal data protection laws

(LGPD and GDPR, respectively). Canedo et al. [2022], in

other work, investigated the guidelines adopted by Brazilian

agile teams to perform privacy requirements elicitation to

achieve compliance with LGPD. However, these works are

not concerned with identifying how ambiguity is solved in

the specification of legal requirements in the context of com-

pliance with personal data protection laws.

Ambiguities are prevalent in laws and regulations [Massey

et al., 2014]. According to Massey et al. [2015], many of

the approaches developed to mitigate or disambiguate the

requirements specifications are not appropriate for dealing

with legal ambiguities. They cannot quickly rewrite legal

texts, and they must be clarified through interpretation rather

than a reformulation if ambiguity appears in current law or

regulation. Lawyers and engineers bring different, sometimes

conflicting perspectives to interpreting legal texts [Swire and

Anton, 2014]. In 2024, the same research group investigated

whether a heuristic-based approach could support developers

modeling, analyzing, and communicating regulatory ambi-

guity. The findings revealed several challenges in modeling

ambiguous requirements. Nevertheless, the modeling process

improved how ambiguities were communicated and analyzed

among team members [Kempe et al., 2024].

Recent studies (e.g., [Raj et al., 2025; Berry et al., 2025])

rely on automated solutions to detect and resolve ambiguity in

requirements specifications, but neither of themwas evaluated

in the context of regulatory requirements. In fact, evidence

has shown that “disambiguation process is mostly a manual

processes that depends on the expertise of the compliance

officer”, according to López et al. [2020]

Li et al. [2022] performed an empirical study in a single

company using design science research during 16 months to

understand the company’s practices to achieve GDPR compli-

ance. In this study, ambiguity was identified as a challenge to

achieving legal compliance. Depending only on developers

to perform ambiguity resolution may produce wrong or inac-

curate requirements. The study also found that asking advice

from external consultancy may produce conflicting answers

regarding the ambiguous requirement. Although some in-

sights emerged from the in-depth ethnographically performed

by the authors, the study’s goals didn’t include the identi-

fication of practices to address ambiguity resolution in legal

requirements.

This work aims at bringing empirical evidence on how

practitioners deal with ambiguity in legal requirements.

3 Research Method

This section presents the design and planning of an interview-

based study involving professionals from different companies

and stakeholders who support the software development pro-

cess (e.g., legal specialists, project managers, analysts, among

others). The study aims to understand how the software de-

velopment industry (public and private organizations) deals

with the ambiguity inherent in specifying legal requirements.

To conduct this study, we followed five phases of the re-

search method proposed by Kitchenham et al. [2002]: (i)

Definition of goals and research questions; (ii) Design and

planning of the interview protocol, including interview script;
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(iii) Evidence collection through interviews; (iv) Data ana-

lysis (recording audio files transcripts, coding, interpreting);

(v) Reporting the results.

Definition of Goals. This paper aims to understand better

how companies (public and private) deal with the inherent

ambiguity in the legal requirements specification in a software

development process involving legal compliance. Thus, the

following research question guides this study: RQ1: How

do organizations deal with ambiguity in legal requirements

specification?, according to the practitioner’s perspective. To

get a more complete picture of the phenomenon under study,

two other questions must be answered:

• RQ1.1: How do companies perform legal requirements

elicitation? and

• RQ1.2: How do companies perform legal requirements

specification?

Study Design and Planning. Interviews allow a better

understanding of the questions and explain the aspect under

study. Besides, interviews allow discussions and clarifica-

tions when gathering the data, making it possible to invest-

igate and compensate for differences in understanding and

terminology [Franch et al., 2020]. It is essential to consider

that requirements practices and requirements-related concepts

can differ from project to project. Then, the interviews were

transcribed, codified, and analyzed.

Participants. The sample of participants consists of em-

ployees of public and private companies consolidated in the

Brazilian software development market. In this study, pub-

lic companies are governmental organizations in charge of

developing software and providing IT services for public ad-

ministration companies. These companies typically have a

robust legal department composed of legal experts involved

in understanding the rules they have to comply with when reg-

ulations like LGPD [Brasil, 2018], GDPR [European-Union,

2018], or others come into force.

To increase data diversity, we looked for companies with

different characteristics regarding size (large and small, hav-

ing respectively more and fewer than 50 workers), sector

(public or private), and domain (see Table 1). We use the do-

main classification of software companies defined by Franch

et al. [2020]: (i) Software Consultancy Companies (SCCs)

that performed software development tasks for different Cli-

ents as their primary business; (ii) IT Departments (ITDs)

that usually performed or outsourced some software develop-

ment tasks for covering the organization’s internal demands;

(iii) Software Houses (SHs) that develop and commercialize

specific proprietary solutions.

About 70 IT professionals of different positions (de-

velopers, requirements analysts, project managers, legal spe-

cialists, and others) were invited by email to be interviewed

(available in Netto et al. [2026]). From these, 22 agreed to be

interviewed voluntarily. Those who agreed were required to

sign a Consent Term (available in Netto et al. [2026]), which

guaranteed confidentiality of the data, anonymity, and the

right to withdraw from the research at the moment.

We aimed for good coverage of age, background, education,

years of employment, and participation in different organiz-

ations to ensure a potentially fertile sample. The average

participants’ experience is 14.7 years, with values ranging

from 3 to 31 years (see Table 1). Of the 22 participants,

thirteen have more than ten years of experience.

Data Collection. The second stage of the interview-based

study protocol is to perform the semi-structured interviews.

We are using an interview script specifically designed and

composed of 15 open-ended questions (interview script for It

professionals available in Netto et al. [2026], interview script

for other professionals available in Netto et al. [2026], follow-

ing Strandberg’s guidelines for ethical interviews [Strandberg,

2019]. The questions were presented in a funnel format, with

more general questions presented initially (i.e., interviewee

education, background, professional experience, company

characterization, which are relatively simple to answer). The

preliminary questions were followed by the more specific

questions related to the context of this work [Runeson et al.,

2012]. Two researchers with more than 15 years of experi-

ence in the RE field analyzed the interview script. A pilot

interview was performed with a senior IT professional from a

public Company, validated the interview script, and improved

it. Then, the answers from the pilot interview were discarded.

Before the interview, each participant received by email

the Consent Term (available in Netto et al. [2026]), which

explained the overall objective and importance of the research,

guaranteed data confidentiality, participation anonymity, and

the right to withdraw from the research at any moment.

The first author conducted the interviews using a remote

call, such as phone call, Skype, GoogleMeet, or Hangouts and

recorded all interviews with each interviewee’s permission.

They occurred between November 2018 and October 2019.

Each interview lasted an average of 47 min and, altogether,

it resulted in 17h and 23 min of audio time. Collected data

were discussed between the authors, and inconsistencies were

addressed in discussions and/or complementary explanations

provided by the participants. When doubts arose regarding

answers, we contacted the interviewee again to clarify these

doubts.

Data Analysis We followed the guidelines provided by

Corbin and Strauss [2014] to categorize and synthesize data

to identify the practices adopted to reduce ambiguity in legal

requirements specification. The first author transcribed each

audio interview, all interviews were anonymized, and QDA

Miner Provalis Research [2024] was used to support the ana-

lysis process. The manual transcription process was valuable

for the research because it allowed a more accurate interpret-

ation of the data. The interview transcripts lasted an average

of 2h and 12 min, and, altogether, it lasted 48h 40 min.

Portions of the text were labeled using codes (we started

using open coding, then axial coding, and, finally, selective

coding) [Corbin and Strauss, 2014]. Coding consists of as-

signing conceptual labels (representing a specific theme, area,

construct) to essential portions of the interview transcript.

One code is usually assigned to many pieces of text, and one

piece of text can be assigned more than one code [Runeson

and Höst, 2009]. At the beginning of the analysis, we used

open coding to identify relevant portions of each interview

transcript and created the nodes from the interviewees’ ex-

cerpts.

According to Corbin and Strauss [2014], axial coding is

used to analyze the relationships between the concepts and

categories identified during the open coding phase. While



How Do Brazilian IT Companies Address Ambiguity Resolution in Legal

Requirements Specification? Netto et al. 2026

Table 1. Characterization of the Participants

ID

[1]

IT

Exp.

[2]

Position C. ID

[3]

Pub. or

Priv.

C. Dom.

[4]

C. Age

[5]

Emp. [6]

S1 31 IT Director C01 Public SCC /

ITD

50+ 1000-5000

S2 10 Project Mgr. C01 Public SCC /

ITD

50+ 1000-5000

S3 5 Programmer Analyst C02 Private ITD 20-30 6000+

S4 18 Senior Mgr. C03 Public ITD 20-30 51-200

S5 22 Program Analyst C04 Public SCC 10-19 11-50

S6 3 Deployment Analyst C05 Private SCC 10-19 51-200

S7 9 Req. Analyst C06 Private SCC 20-30 501-1000

S8 3 Req. Analyst C07 Private SCC 0-5 11-50

S9 15 Project Mgr. C01 Public SCC /

ITD

50+ 1000-5000

S10 7 Product Owner C08 Private SH 10-19 11-50

S11 8 Req. Analyst C09 Public ITD 50+ 501-1000

S12 9 Privacy and Security

Mgr.

C10 Private SCC / SH 5-10 51-200

S13 5 Anonymization Mgr. C10 Private SCC / SH 5-10 51-200

S14 18 IT Lawyer C11 Private SCC 20-30 51-200

S15 17 Project Mgr. C12 Private SH 10-19 300+

S16 23 Project Mgr. C13 Private SH / ITD 20-30 51-200

S17 20 Senior Dev. C14 Private SH 15 201-300

S18 14 Quality Analyst C15 Public SCC /

ITD

50+ 1000-5000

S19 8 Security Consultant C16 Private SCC 0-5 1-10

S20 15 Project Mgr. C17 Private SCC 20-30 300+

S21 30 IT Mgr. C06 Private SCC 20-30 501-1000

S22 18 IT Lawyer C18 Public Educ. 20-30 501-1000
[1] Interviewed ID; [2] Years of IT Experience in Industry; [3] Company ID; [4] Company Domain; [5] Company Age; [6] Number of Employees.

open coding involves breaking down the data and grouping

them in similar codes, axial coding examines how these cat-

egories relate to one another. Vollstedt and Rezat [2019]

states that, after the data have been fragmented during open

coding, axial coding reorganizes them by establishing links

between a category and its subcategories, enabling a deeper

understanding of the structure and relationships within the

emerging theory.

Figure 1 presents the general grounded theory analysis

workflow adopted in this study, while Figure 2 illustrates

concrete examples of how interview excerpts were coded and

interpreted.

Figure 1 illustrates the process started from interview tran-

scripts which were examined through open coding to identify

relevant excerpts and generate initial codes. Similar codes

were then compared and grouped into categories through

axial coding. During this stage, codes were iteratively re-

fined as new evidence emerged. The generated codes were

continuously compared across interviews using the constant

comparison method, enabling continuous refinement of codes

and categories by comparing data segments within and across

interviews. And then grouped into categories through axial

coding. Categories were also revisited and refined whenever

new codes or interpretations emerged, ensuring consistency

and conceptual alignment. Next, factors with positive or

negative influence on the categories were identified through

interpretation of the interview evidence. Finally, selective

coding was used to integrated the identified categories into

the core categories and the emerging explanation of how com-

panies address ambiguity in legal requirements specification.

The coding process was iterative and involved constant

comparison across interviews, allowing categories to evolve

as new data emerged. Although theoretical saturation was

not formally measured, no substantially new categories were

identified in the later stages of analysis, suggesting sufficient

coverage of the phenomenon.

Figure 2 provides concrete examples of how excerpts from

the interviews were coded and interpreted during the analysis.

We started from the interview transcripts by marking and

coding relevant parts of the text (Figure 2 (a)), which gave

rise to the codes (Figure 2 (b)). Then, we compared all codes

built in the first step and grouped the codes referring to the

same concept into a category (Figure 2 (c)). To perform this

step, we analyzed the coded interview transcripts again to

ensure that the similar codes referred to the same concept.

This example illustrates how multiple codes reflecting similar

concepts were abstracted into a higher-level category during

axial coding.

For example, analyzing the excerpt from interview 09,

“...The customer comes, he brings expert people in that busi-

ness who are people who will test the system...”, we assigned

the code customer’s specialized team. In the excerpt from in-
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Figure 1. Grounded theory analysis workflow used in this study

Figure 2. Illustrative examples of the coding process. (a) Open coding of

interview transcripts; (b) generated codes; (c) category building from related

codes; (d) example of identifying a factor with negative influence.

terview 10, “...if we have something a bit confusing, speaking

of legislation, we have a legal support person...”, we assigned

the code legal support. These codes were constantly com-

pared to codes in the same interview and other interviews.

We perceived the similarity between these codes (customer’s

specialized team and legal support) and merged them to create

the “specialized support area” category in axial coding.

To improve reliability, two authors independently coded

the data and discussed discrepancies until consensus was

reached. Disagreements were resolved through discussion

with the remaining authors, ensuring consistency and redu-

cing individual bias. Each transcript was analyzed again to

ensure that all relevant detail was captured and correctly co-

dified. The categories represent how the industry addresses

ambiguity in privacy requirements specification.

In addition to categories, we identified secondary factors

(represented as a statement with an arrow to a category) that

positively (+) or negatively (–) influence them. These factors

were derived through interpretation of the interview data and

represent conditions that either support or hinder ambiguity

resolution.

In the following, we have an excerpt from an interview

interpreted as a negative influence (we highlighted, in bold,

the terms that caught our attention when we were coding):

“[...] it is very frustrating when we talk about developing

based on legislation. There was much feedback when the

law changed [...] made it very difficult because sometimes

we had the project almost done and had to go back and adapt

to attend law” [Interviewee S10].

The analysis of this excerpt with the other interviews, using

the constant comparison method, can create a factor that neg-

atively impacts a category. In this case, Figure 2 (d) shows

the process for identifying the negative factor (2) Constant

changes in the law make legal compliance difficult. Simil-

arly, a factor with positive influence appears.

Lastly, in selective coding, these codes, from axial coding,

were related in categories. The goal of selective coding is to

integrate the different categories that have been developed,

elaborated, and mutually related during axial coding into one

cohesive theory [Vollstedt and Rezat, 2019]. Thus, selective

coding chooses the core category and relates it with the other

categories from axial coding. The core category described

“the central phenomenon around which all the other categories

are integrated” [Corbin and Strauss, 2014].

The core is the category that accounts for a large portion

of the variation in a pattern of behavior and is considered

the central theme or main concern or problem for the parti-

cipants [Glaser, 1978]. Some criteria for choosing a category

as the core: it must be central and related to several other

categories and their properties; it must frequently reoccur in

the data; it relates meaningfully and quickly with other cat-

egories [Glaser, 1978]. Having detected the core category, the

researcher knows the central phenomenon of his/her research

and can finally answer the research question.

We found the two categories that passed all the cri-

teria for the core: “Specialized support area,” and a

“Communication between development team members.”

Figure 3 illustrates the core categories and their relationship.

3.1 Threats to validity

We classify the threats according to the categories defined by

Runeson and Höst [2009]. For theConstruct Validity, we es-

tablished rigorous planning and protocols for data collection

and analysis, as suggested by Runeson and Höst [2009]. Ad-

ditionally, we carefully designed the interview script and per-

formed a pilot interview with a public company professional

with extensive software development experience, whose an-

swers were later discarded. Besides, it is essential to mention

that we carried out this study with Brazilian software compan-

ies, where Portuguese is the first language. We translated the

participants’ quotes that were reproduced in this document.

Also, the Consent Term informs the subjects that particip-

ation should be voluntary and withdrawal is possible at any

time. The data they provided is confidential, anonymized,

and aggregated with the other interviews, i.e., they will not

be analyzed individually, not allowing the identification of

research participants so that the subjects could freely share

their practical experiences.
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Concerning Internal Validity, we used maximum vari-

ation sampling to have good coverage, background, and dif-

ferent views regarding the requirements elicitation and spe-

cification activities for legal requirements. The interviewees

were utterly free to present a project, and the interviewer

did not influence this decision. Finally, the presented pro-

jects were of different sizes and types, and the interviewees

had different backgrounds (see Table 1). All the interviews

were analyzed independently to avoid researchers’ bias in the

coding process. Following this individual analysis, the two

researchers discussed each code and its content and refined

the coding structure to reduce overlaps. Moreover, they re-

fined aspects to identify and eliminate any individual biases.

Furthermore, we check the categories from the data gathered

to confirm that none of them refuted any conclusions.

External Validity. Due to interviews carried out in

Brazilian software companies with different interviewers’

backgrounds, company size, and characteristics, interviewed

could have used certain practices in a specific company and

not in others. Therefore, it will not be easy to replicate the

study. Considering the number of interviewees (with different

expertise) and companies that operate in diversified domains,

the study results can be generalized with a certain degree of

confidence.

Reliability. In qualitative research, the data analysis con-

sists of interpretation and coding of excerpts from the in-

terviews. Therefore, the codes would probably be partly

different with a different set of interviewees. To increase

the reliability, we realized a review of the findings by an-

other researcher, maximum variation sampling to have good

coverage [Robson, 2002], and get different views regard-

ing the ambiguity in privacy requirements specification. We

use a non-probabilistic sample to increase the potential for

generalization of the findings and reduce bias in selection.

Conducted the interviews at different companies, and each

interview happened in only one work session, thus avoid-

ing bias through subjects discussing the interview amongst

themselves.

When conducting sufficient interviews, one criterion is

“saturation”, i.e., when no new information or viewpoint is

gained from new subjects [Corbin and Strauss, 2014]. Dey

[1999b] states that instead of theoretical saturation, it is better

to guarantee that categories are consistently built from the

data. Therefore, saturation is closely related to the notion of

theoretical sampling— the idea that sampling is guided by the

necessary similarities and contrasts required by the emerging

theory [Dey, 1999a]. At least two researchers analyzed all

the interviews and the coding process in this research. There-

fore, although theoretical saturation was not tested, we are

confident that we achieve the theoretical sufficiency to apply

the findings to other situations.

4 Results and Analysis

We have followed a narrative style integrating quasi-quotes

from the interviewees in the general explanations to present

the results. These quasi-quotes mean syntactical adaptations

of the sentences to make them fit the story (e.g., including

the missing context in the sentence, aligning verb tenses, and

others) [Franch et al., 2020].These quasi-quotes include the

identifier of the subjects between curly braces.

The models for public and private companies presented

in Figure 3 show the categories (represented by rectangles)

and explains the factors that affect positively (+), i.e., cor-

roborate, or negatively (-), i.e., oppose the factors, influence

how Brazilian IT companies address ambiguity in privacy re-

quirements specification. Figure 3 is divided into two parts to

improve readability. Figure 3 – Part 1 presents the categories

related to Requirements Elicitation and the communication

dynamics among development team members. Figure 3 –

Part 2 presents the categories related to Requirements Spe-

cification, the role of the Specialized Support Area, and the

mechanisms used to reduce ambiguity in legal requirements.

In addition to the categories related to Requirements Elicita-

tion and Requirements Specification, the model includes two

core categories that cut across these activities: Communica-

tion between Development Team Members and Specialized

Support Area. These core categories support both phases

and contribute to reducing ambiguity in legal requirements.

To facilitate their location and reference in Figure 3, they

are bold and numbered. The larger arrows connecting only

categories represent that the related categories can influence

each other. The rectangle with the red border highlights the

core categories. We found the two categories that passed all

the criteria for the core were “Specialized support area” and

a “Communication between development team members.”

The “Specialized support area” assists both in Require-

ments Elicitation and Requirements Specification. The

Company has professionals with specialized skills that sup-

port projects, Reducing Ambiguity. “Communication

between development team members” assists both in Re-

quirements Elicitation and Requirements Specification,

and helps in Reducing Ambiguity.

Brazilian IT public companies have certain peculiarities

because their units are spread over several cities or states.

These companies serve public customers, have their own

data center infrastructure, use a consolidated development

process based on SCRUM to develop new products, or carry

out major evolutionary maintenance, which has a durability

of more than three months. Own separate development units

and technology standards to ensure software developed at any

development unit has the same quality. Eight interviewees

from six different companies are from public companies (see

Table 1).

In this context, in general, all projects are aligned with legis-

lation, provisional measure1, or the law. Thus the company’s

software development processes are published for society as

a whole, and there is a repository internally with standards,

laws, articles, or any artifact related to customer demand.

Articles 23 to 27 of the LGPD [Brasil, 2018] deal with the

processing of personal data by the Public Authorities.

IT private companies have certain peculiarities. These

companies have several customers (tax, health, legal, educa-

tion, among others domains), their development processes

are based on agile methods. All companies adhere to Agile

1A provisional measure is a legal act in Brazil through which the Pres-

ident of Brazil can enact laws without approval by the National Congress.

There are two requirements for a provisional measure to be used: urgency

and relevance of the matter regulated.
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Figure 3. Model explaining how Brazilian IT companies address ambiguity in privacy requirements specification. (Part 1) Requirements elicitation and

communication factors. (Part 2) Requirements specification and specialized support areas.

Scrum for large-scope projects or new systems development.

Correction demands projects adhere to the waterfall method.

Fourteen interviewees from twelve different companies are

from private companies (see Table 1).
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According to the interviewees, legal requirements are those

that the legislation discusses and states how to treat inform-

ation and the functional requirements that the system must-

have.

4.1 Core Category - Communication between

Development Team Members

Communication between all project members is one of the

most cited factors to understand ambiguous legal require-

ments and better specify legal requirements (see Figure 3 -

Part 1). The (12) Participation of the customer’s special-

ized team or (5) The customer validates the requirements

analyst’s understanding. Another factor that positively in-

fluencesCommunication between development teammem-

bers category are (11) Broader understanding of the cus-

tomer’s business, and (22) Skills of the multidisciplinary

team member.

Nevertheless, the Requirements Analyst and team member

first meet to discuss and develop a shared understanding in-

side the team. It is essential that (9) Team members have

the same understanding. If it is impossible to understand

within the team or between teams working on similar needs

to mature the understanding, but if the decision still seems

ambiguous, the Project Manager or Business Analyst will

contact the customer ((4) customer involvement in the pro-

ject), or customer’s specialized team ((12) Participation of

customer’s specialized team), or (6) There is legal support

in the company to clarify the doubt.

In most interviewed companies, the software development

process follows agile methods ((7) Using agile techniques).

Teams typically hold weekly meetings and maintain close

interaction with the company’s legal department to support

compliance-related activities.

Nevertheless, agile methods also encourage customers to

participate more actively in the development process. In this

context, the customer plays an important role in (5) validat-

ing the understanding of the requirement analyst of the

requested functionality. If the customer reviews what was

delivered and realizes that it does not correspond to what was

expected, the feature is not accepted. Instead, the ambiguity

in the requirement must first be clarified. After the issue is

resolved, the feature is re-estimated and scheduled again as a

task for a future sprint. The following quote exemplifies this:

“The origin was a very high-level legal requirement, and I

think there was a natural maturation of the understanding

on the part of the client; at the time, however, we were not

following agile methods; as the client refined the idea, we did

not interact much with him; we delivered a solution, but the

solution was not adequate” [Interviewee S15].

During the development, if any doubts arise because the

information is ambiguous or makes impossible to follow the

functionality flow, the first thing to do is to talk to an experi-

enced team member to get a better understanding. Usually,

some people have contacted the customer during the survey

of the product’s first view within the team. These people

remain as a specific reference to answer questions about that

business. This strategy is similar to that presented by Berry

and Kamsties [2004] “is communicating an interpretation

back to the author of the requirements, after which she can

easily point out misinterpretations”.

Usually, when team project members need some under-

standing from the legal text, the people involved read the law

itself and talk with the customer. They deepen their under-

standing by (17) Studying personal data protection laws.

The best way to remedy ambiguity is to communicate with

someone knowledgeable in the business, between team mem-

bers, a team that works on similar demands, or the client

himself. Thus, (12) Participation of the customer’s special-

ized team positively influences the reduction of ambiguity in

specifying requirements. These findings are evidenced by the

following quotes: (i) “Moreover, ask him about some points

of the law that are ambiguous, or difficult to understand, or

know in the IT area” [Interviewee S18]; and (ii) “The best

way for us to overcome this problem of knowing if it is aligned

with the Client’s needs is to have the most frequent contact

with him” [Interviewee S05].

4.2 How do Companies Perform Legal Re-

quirements Elicitation?

The software development project starts when the client sends

a demand to the Company. Then, the Business Analyst raises

the Client’s needs at a very high level. Many interviewees

reported that the source of legal requirements is legislation,

manuals, and regulations that determine the mechanics of op-

eration, interpretation of specific legislation for each domain,

and interaction with the customer.

The requirements elicitation session occurs, in all inter-

viewed companies, through interviews with customers to

identify needs and understand the Company or department’s

routines that the software product to be developed will be

executed. Wagner et al. [2019] indicate the interview as the

most popular approach to capture requirements. In addition

to interviews, Company C03 carries out some ethnographic

activities.

The creation of prototypes is a strategy widely used, and

its validation by the customer. We cannot affirm that using

these techniques positively or negatively influences legal

requirements’ elicitation, as we do not verify if the techniques

are used correctly. We only present the techniques mentioned

by the interviewees. Some companies use other techniques,

such as workshops, document analysis and meeting records.

We depict the practices for requirements elicitation found in

this study in Figure 4.

Most interviewees’ companies work (7) Using agile tech-

niques. Roles on the agile team (Product Owner (PO), De-

velopment Team, Team Lead) plan the sprints for each set of

items in the product backlog that will be developed. There-

fore, closer contact with the Client ((4) customer involve-

ment in the project) is necessary because (21) The customer

presents the legal framework related to its area of activity

(laws, norms, standards, among others), and there is the break-

down of the requirements for the sprint.

The elicitation of legal requirements has its particularities

to software requirements. It demands knowledge of those

involved in the project concerning the laws that regulate the

software’s domain to be developed. Thus, the Company must

provide (3) Training on data privacy and personal data
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Figure 4. How do Companies perform Legal Requirements Elicitation?

protection regulations (e.g., GDPR and/or LGPD), to stim-

ulate the requirements analyst, business analyst, or other par-

ticipants in the elicitation session about privacy and personal

data protection (through lectures, events, courses, among

others). (3) Training on data privacy and personal data

protection regulation is also a personal factor, as the initi-

ative to take courses related to privacy and data protection

may come from the employee. Training on data privacy or

personal data protection is essential to assist the customer

identify the software’s legal requirements.

Another factor that positively influences theRequirements

Elicitation category has (26) Multidisciplinary team ac-

cording to the project’s needs with members with (11)

Broader understanding of the customer’s business. The

requirements elicitation and specification steps make it easy

when the domain is known.

Conversely, an unknown customer domain negatively influ-

ences the requirements elicitation category, and it can cause

interpretation difficulties. However, this negative factor can

be resolved if there is the support of team members from

the specialized support areas in the requirements elicitation

sections ((6) There is legal support in the company, (12)

Participation of the customer’s specialized team, and (13)

Technical support area participation), which positively

influence the Requirements Elicitation category.

Analyzing these excerpts from the interviews, we identi-

fied that no support from the specialized legal area at the

company could negatively influence eliciting legal require-

ments. As such, (6) There is a legal support in the company

helps understand and interpret specific legal terms, reducing

ambiguous software requirements specifications.

The (20) Participation of development team members

in the requirements elicitation session positively influences

the category Requirements Elicitation because they give

examples and, based on practical cases, raise business rules

and the first needs. Also, (4) customer involvement in the

project is a facilitator and success criterion for carrying out

Requirements Elicitation of legal requirements for employ-

eesWorking with Data Protection Regulations in regulated

project environments. And, (1) the time to entry into force

of the law is short and makes the implementation of some

features unfeasible influences the Requirements Elicita-

tion negatively, as quoted by a participant: “sometimes the

law has a concise date to come into force, some requirements

should be in the software do not go because of the develop-

ment time” [Interviewee S04].

Another factor that negatively influences the elicitation of

requirements is the (2) Constant changes in the law make

legal compliance difficult. According to Interviewee S06

“if I develop software for six months, this law can change.

Can happen. We read, scrutinized, detailed, studied a lot,

understood several things, and finished the development. The

legislation is changing”. Figure 3 - Part 1 presents the factors

that influence the Requirements Elicitation category.

4.3 Core Category - Specialized Support Area

This section explains this category influences the Reducing

Ambiguity, Requirements Elicitation and Requirements Spe-

cification categories. The legal requirements have a partic-

ular characteristic: they demand in-depth knowledge of the

domain. All interviewed subjects reported that clients usu-

ally allocate a specialist or a specialized team to accompany

the project (that we call the (12) Participation of the cus-

tomer’s specialized team). The team members are Legal

Experts, Business Analysts, Domain Experts, Auditors, and

other stakeholders. Customer’s specialized team functions as

a facilitator for understanding the client’s domain, mediating

the discussion with the Business Analyst and Requirements

Analyst. The customer’s specialized team present the legal

basis, assisting in interpreting the legal privacy requirements,

monitoring the software development life cycle as a whole,

conducting the legal compliance analysis, and certifying that

the software complied with the legislation and was delivered

as specified. Some companies reaffirmed the importance

of (12) Participation of the customer’s specialized team:

“The customer’s team has to be responsible for giving us reg-

ulations and standards that regulate his business area, the

data flow that they will use. Furthermore, after that, we go

through an analysis stage; the development team consults

the sources on GDPR and takes internal notes and starts the

discussion” [Interviewee S03].

The first thing to meet a legal requirement is to map the

Data Flow Diagram (DFD) to understand what will happen

to people’s data. Detailed mapping of this data is required to
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identify which sectors can access this data. Data flow map-

ping was vital in any compliance attempt. As states Sirur et al.

[2018] without understanding where their data was transmit-

ted and stored, organizations felt they could not hope to have

enough control over their data to protect it. While this was

feasible for more essential or more data protection-focused

companies, this was a highly challenging task due to the over-

head involved in mapping out complex webs of data networks.

The following quote exemplifies this: “To analyze that a

given data passes through several sectors of the Company. In

this process, we need to integrate Legal, IT, and Governance.

Legal gives the legal interpretation, Governance explains

what the internal procedures (business rules) are and, then

IT translates into the computational language” [Interviewee

S07].

Although privacy and security issues are often treated as

responsibilities of specific sectors, respondents emphasized

that compliance affects the entire organization. Interviewee

S22 stated that “(24) Privacy Culture in the Company is

essential for compliance with data protection laws and should

be aligned with Privacy by Design (PbD)”. Participants also

highlighted that (18) Compliance improves Company im-

age, reinforcing that privacy culture and organization-wide

awareness are fundamental for legally compliant software.

Despite the growing discussion around GDPR and LGPD,

some respondents reported (10) Lack of awareness about

Data Protection Regulations, while others highlighted that

(19) The Company is not concerned about legal compli-

ance. These factors negatively affect compliance efforts and

reveal limited knowledge about personal data protection laws.

Therefore, organizations should promote training initiatives

on privacy and legal requirements.

The formation of (26) Multidisciplinary team according

to the project’s needs is crucial for eliciting legal require-

ments. The (22) Skills of the multidisciplinary team mem-

ber, diverse knowledge, and versatile characteristics (specify,

code, testing, database, and user interface skills). The roles

participating are the most diverse: Client Project Manage-

ment, Technical Leader (also named, Focal Point), Service

Management Analyst (from the perspective of the develop-

ment company is the person who best knows that service),

Product Owner (PO), Scrum Master, developers, analysts

(requirements, integration, and testing), software designers,

and architects. In addition to these roles, Business Analysts

specialized in the field (tax, health, education, among others).

In the software development Company, the (13) Technical

support area participation is not part of the development

team but provides consultancy (software architects, informa-

tion security, project managers, lawyers, among others). Its

role is to help the team overcome a complex problem and

transfer their skills to one or more developers on the team.

One Public Company has specialists identifying and treat-

ing ambiguity, and one Private Company has specialists in

data anonymity. Support from technical experts has a compli-

ance characteristic regarding team members’ work, project

adherence, and execution against established company stand-

ards, identifies vulnerabilities, points that may violate the law,

protects sensitive personal data, or any other identified risk.

In all Public Companies (6) There is legal support in

the company that guides the project involved regarding the

developed software’s security and legal privacy requirements.

However, this support is not within the development team,

as stated by Interviewee S18. The business analyst, along

with the legal support area, will make a deep understanding

of this legislation and support the requirements analyst and

development team in discussion with the customer about how

these legal requirements translate into technical solutions.

Together, they will understand the law and extract the details

that need to be in the system, both functional software and

work process requirements: “We take this law, do the first

job of reading, and, together with the client, we identify in

the system what these points are, which must be changed and

by our law’s understanding” [Interviewee S05].

We identified two scenarios in these private companies

related to factor (6) There is legal support in the company.

The legal sector is part of the software project team [Inter-

viewee S12] or working together only in specific situations

[Interviewee S10]. One of the companies has a legal person

dedicated to privacy, bringing the development team and the

legal sector closer. We believe that this is the ideal compos-

ition of a team when it comes to Legal Requirements. The

following quotes exemplifies this: [1] ”Today, there is a per-

son in the Legal sector dedicated to privacy. We hope that he

will read and understand the law, explain and pass on this

knowledge to people who need to act on the adequacy part,

and that act as a consultant to help us get into compliance”

[Interviewee S12]; and [2] ”We have a person of legal sup-

port, a lawyer, that is when it is very critical, and there is a

very high risk of us doing something, not in compliance. We

trigger it much more as support” [Interviewee S10].

Moreover, the second scenario in private companies, is

when there is no support from the Company’s specialized

legal area [Interviewees S07 and S16], illustrated by the fol-

lowing quotes: [1] ”There is no independent sector for legal

software compliance, and there is a legal sector responsible

for the compliance. This means that the focus is not 100%

on software compliance because of several other day-to-day

demands” [Interviewee S07]; and [2] ”Today, the Legal de-

partment is more focused on another activity line. It turns

out that people in the IT technical area have to interpret

everything we already seek legal support, but it is never sat-

isfactory” [Interviewee S16].

The company of interviewees S12 and S13 has an anonym-

ization sector. This sector is responsible for ensuring the

user’s privacy, and one of the ways to achieve it is to have

the data anonymized. LGPD [Brasil, 2018] article 5th indent

III defines anonymized data as those related to the holder that

cannot be identified or by whoever performed the collection or

any other person, considering reasonable and available use of

technical means at the time of treatment. Some (27) Privacy-

enhancing techniques mentioned by the interviewees are

encryption, hash, differential privacy, among others. The fol-

lowing quote exemplifies this: “We are trying to anonymize

all products, and we are doing privacy weeks, which is, like,

every quarter, we take a week for everyone to focus on privacy,

try to find privacy solutions for the company” [Interviewee

S12].

Having a (11) Broader understanding of the customer’s

business, the (12) Participation of the customer’s special-

ized team and (13) Technical support area participation
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(anonymization team, compliance area, and has a legal person

dedicated to privacy) positively influences the Specialized

Support Area category (see Figure 3 - Part 2).

4.4 How do companies perform legal require-

ments specification?

In Brazil, public companies must comply with the Open Data

Policy [Brasil, 2011], which aims to improve the culture of

public transparency. Interviewee S22 states that “Our main

challenge here at the Company is to specify the legal re-

quirements for the data to be public without violating the

fundamental right of staff because as a public institution, we

have to comply with open data laws”. Therefore, in addition

to complying with LGPD, it is necessary to consider other

laws that regulate access to information.

Techniques for requirements specification in public Com-

panies include describing use case, user stories, requirements

documents, personas, IEEE requirements specification tem-

plate, the requirement recorded in their tools, but (23) always

in natural language. The practices for Requirements Spe-

cification are depicted in Figure 5.

A company specifies requirements in its own template

and registers them in an issue tracking tool. The customer

approves the requirements specification before starting the

development.

The process of extracting the legal requirements from the

law is manual, when (14) The data protection regulation is

clear/precise, as quoted by a participant: “when the legisla-

tion is well written, it has entirely drawn the flow data, enters

such data, and information processed in such a way, it says

the processing rule and will come out in the end. So this will

become a likely software requirement” [Interviewee S05].

Another factor contributing to a precise specification and

ambiguity reduction is when we have the ((11) Broader un-

derstanding of the customer’s business i.e., context is not

entirely new.

The legal snippet in the requirements specification docu-

ment is used to perform traceability among the legal snippet

and the requirements, as quoted in the following: “For each

specified legal requirement, there will be a section in the

document that says ”to meet the requirement of Law X,” and

it wrote the full reference of the law” [Interviewee S04].

If there is a disagreement between what is stated in the law

with the stakeholder requirements, communication and trust

are essential pillars. If something has come into conflict or a

question has arisen, the customer has to decide. The law needs

to be followed as it is written. Then, the Requirements Analyst

records what the customer has requested and is aware. If

the legal requirement conflicts with other requirements, then

“ the whole scenario must be analyzed, the representative

stakeholders must be identified to analyze the law, identify

the particularities and verify the feasibility of the specification

of the legal requirement ”[Interviewee S08].

(5) The customer validates requirement analyst under-

standing or (12) Participation of the customer’s special-

ized team continuously validates the interpretation of Re-

quirements Analyst or others involved in the project for re-

quirements specification. (7) Using agile techniques favors

verifying and validating the requirements specification during

the product development until the final approval, as the fol-

lowing quote exemplifies: “Sprint validations are essential

to escape surprises and much rework” [Interviewee S18].

Interviewees from two private companies (C02 e C07)

cited that they do not specify requirements, as they receive

the requirements already specified or don’t use any document

to specify them, only tools such as issue tracking systems.

Some projects are based on the waterfall model. In these

cases, the requirements are specified and documented in a

spreadsheet or the Jira software Atlassian [2025]. Finally,

the specifications’ doubts are resolved with the customer ((4)

customer involvement in the project), and the customer val-

idates the requirements. Then, the requirements are divided

into sub-requirements and assigned to the development team

members. Other techniques used in Waterfall projects are use

cases and a few high and low-fidelity prototypes. The factors

that influence the Requirements Specification category are

shown in Figure 3 - Part 2.

4.5 How do Companies deal with inherent

Legal Requirements ambiguity?

Figure 3 - Part 2 presents the factors that influence the Redu-

cing Ambiguity category. The practices adopted to reduce

ambiguity are summarized in Figure 6. Interviewees cite that

when (16) Law is subjective and challenging to understand,

the procedures for reducing ambiguity in legal requirements

vary among Companies: consult the customer, (8) Consult

Government Agencies and (15) Consult internal sectors,

case law, request the (12) Participation of the customer’s

specialized team to try to resolve the identified ambiguity,

and cases of penalties for companies that failed to comply

with the GDPR, for example. Others bring together the (13)

Technical support area participation or experienced team

members to reach a consensus on understanding the identi-

fied ambiguity ((22) Skills of the multidisciplinary team

member).

In two Public Companies and one Private Company, three

areas discuss the interpretation of a legal requirement (IT,

Business/Governance, and Legal). The Legal (which inter-

prets the law) and Business/Governance (which explains what

the procedures are and how to operate them) need to reach an

understanding and, therefore, present to the IT sector to “trans-

late” the legal requirement into computational language. The

different points of view are presented, how this legal require-

ment will impact each area, a risk assessment and analysis of

the state of the art techniques is carried out. The articulation

of actions will give more protection to the customer product

development.

The Reducing Ambiguity category presents considerable

divergences between public and private companies when it

comes to LGPD, for example. Analyzing the excerpts of In-

terviewee S22, from a Public Company, he/she mentions that

“the law is extremely generalist, it does not objectively say

what the requirements are”. We analyzed excerpts similar

to this one and categorized them in the factor (16) Law is

subjective and challenging to understand. Already, inter-

viewee S21, an employee of a private company, cites “LGPD

is very didactic. I think of it as a step-by-step”. Similar ex-

cerpts were categorized under the factor (14) Data protection
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Figure 5. How do companies perform legal requirements specification?

Figure 6. How do Companies deal with inherent Legal Requirements ambiguity?

regulation is clear/precise. Such divergences are due to sev-

eral factors such as a background in the law, position at the

company, experience in projects related to legal requirements

and the interpretation of the law may be different for each

individual. Therefore, we have two factors that influence the

Reducing Ambiguity category: one positively (14), and the

other negatively (16).

When team members are unfamiliar with the law, they start

by (17) Studying personal data protection laws, organizing

workshops, and sometimes participating in specific training

sessions to develop a shared understanding. As the following

quote shows: “The customer presents the Laws and stand-

ards that regulate your business area. We read the laws, do

the workshop, sometimes, specific training. Sometimes, we

have to specialize in legal language to collect laws for that

particular business.” [Interviewee S04].

Moreover, only adopting (25) Verification and Valida-

tion techniques for legal requirements is not sufficient to

ensure compliance. Companies also need a (11) Broader

understanding of the customer’s business, the adoption of

(27) Privacy-enhancing techniques, and formal education

on privacy practices.

When the law comes from a Federal Agency, for example,

which is much larger than the Company, the customer does

not feel comfortable giving an understanding of the law and

the company decides to (8) Consult Government Agencies

and (15) Consult internal sectors.

LGPD [Brasil, 2018] defines the Brazilian National Data

Protection Authority (in Portuguese, Autoridade Nacional de

Proteção de Dados - ANPD), which until the date of realiza-

tion of these interviews is not acting. One interviewee pointed

out that he could consult the ANPD to obtain guidance for the

interpretation of ambiguity. The ANPD will function as an

Information Commissioner’s Office [2025], for example, is

the UK’s independent authority, set up to uphold information

rights in the public interest, promoting openness by public

bodies and data privacy for individuals.

The public Company C01 has a team for Ambiguity Ana-

lysis. That is not involved in demand, does not interact with

the customer, does not engage with the context. This team ana-

lyzes the description of the requirements produced to identify

if it is objective, precise, and does not give rise to double

interpretation. If it is not satisfactory, ask the responsible for

making the necessary corrections. Thus, software document-

ation produces better quality and decreases rework and risks

not correctly meeting what the customer requests- contrib-

uting to strengthening the Company’s image (i.e., gaining

credibility with your customers, competitive advantage over

the competition, attracting investors, and investments).

The participation of the company’s (13) Technical sup-

port area in the development process positively influences

the reduction of ambiguity in the specification of require-
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ments and the achievement of legal compliance, as stated by

the interviewee S01: “We have an area not related to my

Department, which guides us in Data Protection”.

In private companies, interviewees cite that support for the

technical area for reducing ambiguity occurs in several ways

during the software development process: (i) ”Although I

work very hard in this field, I have people on my team respons-

ible for making all this interpretation and translating what

the legislation requires into a requirement for developers to

code” [Interviewee S20]; (ii) “There is a second team, be-

sides mine, specialized in scoring the security of applications

within the company” [Interviewee S03]; and (iii) “Currently,

we have this anonymization team and the Legal team. So,

together we define these privacy parameters” [Interviewee

S12].

The legal sector members act as consultants. So whenever

there is a failure to understand a particular item, and it has a

legal or operational nature, usually hold a meeting. This legal

sector positions itself on ambiguity or difficulty and presents

its understanding.

Interviewee 21 cited cases where the interpretation of am-

biguous sections of the legislation caused sensitive personal

data from users to be collected and sent to partners for mar-

keting purposes. These facts were analyzed by the Legal

sector, which suggested changes in collecting and sharing

with partners based on LGPD. Furthermore, notified the part-

ner Company to send its commitment to safeguarding the

data, which is the motivation for using all the guiding prin-

ciples that must be observed as a minimum requirement for

an excellent personal data processing activity, as established

in I to the X items of LGPD Section 6 [Brasil, 2018].

Interviewees S14 and S19 act as consultants in IT projects

supporting the Requirements Analysts. They cite the follow-

ing procedures for reducing ambiguity in legal requirements:

“Usually, I try to know the real impact that ambiguity can

cause to the Client. I try much more to understand the context

of ambiguity to know the possible interpretations. Moreover,

together with the Client, measure the level of risk he is ex-

posed to” [Interviewee S14].

To summarize the findings and provide practical guidance

for practitioners, we derived a checklist of practices for ad-

dressing ambiguity in legal requirements (Table 2). The

checklist is grounded in the factors identified in Figure 3

and in the practices reported by the interviewees. Each prac-

tice is associated with the phase of the RE process in which

it is most relevant.

5 Final Remarks and Future Direc-

tions

Ambiguity in legal and software requirements specification is

a well-known problem in academic and industry communities.

Privacy is a matter that deserves attention from everyone

within the company because it is a point of vulnerability in

the actions that it performs in the company. Thus, this paper

presented a qualitative study on how Brazilian IT companies

(public and private) deal with the inherent ambiguity in legal

requirements specification.

We present 27 factors that affect positively or negatively the

categories (Requirements Elicitation, Requirements Specific-

ation, Communication between development team members,

Reducing ambiguity, Specialized support area). Moreover,

these factors can be recommendations considered during the

privacy requirements specification with reduced ambiguity

when developing software systems that must comply with

data protection laws.

The requirements elicitation session occurs through inter-

views. Therefore, closer contact with the client is necessary

because the customer presents the legal framework (laws,

norms, standards, among others) related to its activity area.

Training on data privacy and personal data protection reg-

ulation helps the requirements analyst to identify software

requirements. The requirements analyst needs to count on

a multidisciplinary team. According to the project needs,

the analyst may require the participation of members with

a broader understanding of the customer’s business, as well

as professionals from the company’s legal support area, the

customer’s specialized team, and the technical support area.

The procedures adopted to reduce ambiguity in legal re-

quirements vary among companies. These procedures may in-

clude consulting customers, government agencies, or internal

sectors, analyzing case law, and requesting the participation

of the customer’s specialized team. In addition, the customer

or the customer’s specialized team continuously validates the

analyst’s interpretation of the requirements.

As ongoing research, we aim to conduct a cross-sectional

survey through a self-administered questionnaire online to

reach participants from different countries and states in Brazil.

The survey aims to collect the software practitioners’ percep-

tions regarding the factors and actions to achieve ambiguity

resolution, presented in this paper, and complement these

findings. The goal is to create consolidated guidelines based

on best practices to promote compliance of software require-

ments specifications with data protection laws.
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Table 2. Checklist of Practices for Addressing Ambiguity in Legal Requirements

# Practice Phase Description Related

Factors

(Figure 3)

1 Involve legal and domain experts Elicitation /

Specification

Ensure the participation of legal special-

ists or domain experts to interpret le-

gislation and support requirements ana-

lysis.

(6), (12), (13)

2 Maintain frequent communication

with the customer

Elicitation /

Specification

Interact regularly with the customer to

clarify ambiguities and validate the in-

terpretation of legal requirements.

(4), (5), (12)

3 Promote multidisciplinary collabor-

ation

Elicitation /

Specification

Form teams composed of professionals

with diverse expertise (e.g., developers,

analysts, legal experts, governance).

(22), (26)

4 Establish shared understanding

within the team

Elicitation Encourage discussions among team

members to ensure a common under-

standing of legal requirements.

(9)

5 Study relevant legislation and regu-

latory frameworks

Elicitation /

Ambiguity

Reduction

Analyze laws and regulatory docu-

ments related to the system’s domain to

improve interpretation of legal require-

ments.

(17), (21)

6 Provide training on data protection

and privacy regulations

Elicitation Offer training sessions, workshops, or

courses on regulations such as GDPR

or LGPD.

(3)

7 Use agile practices for iterative val-

idation

Specification Apply agile practices (e.g., sprint re-

views, regular meetings) to validate re-

quirements continuously and detect am-

biguities early.

(7)

8 Maintain traceability between legal

texts and requirements

Specification Explicitly reference legal provisions in

requirements documentation to support

compliance verification.

(14), (23)

9 Consult government agencies when

interpretation is unclear

Ambiguity Re-

duction

Seek guidance from regulatory agen-

cies when legal requirements are diffi-

cult to interpret.

(8)

10 Consult internal sectors for legal in-

terpretation

Ambiguity Re-

duction

Engage internal departments such as

legal, governance, or compliance to cla-

rify ambiguous legal requirements.

(15)
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