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Abstract. Given the ease of unsupervised access and the growing risks faced by minors online, safeguarding
children’s digital rights has become increasingly urgent. As personal data becomes a major economic asset, govern-
ments worldwide are enforcing stricter age assurance requirements for digital platforms. This study investigates age
assurance mechanisms on the social media platforms most frequently used by Brazilian children and adolescents.
First, we created test accounts and analyzed the terms of use and age assurance procedures of YouTube, TikTok,
Instagram, and WhatsApp. Second, we examined contributions submitted to a public consultation on platform
regulation conducted by the Comité Gestor da Internet no Brasil (CGLbr) to identify expert concerns and expectations
regarding age assurance. Third, we conducted a systematic mapping study of age verification research published
between 2020 and 2025, examining categories of age verification methods, data modalities, evaluation approaches,
and evidence regarding their effectiveness. Our findings indicate that platforms in Brazil largely mirror patterns
observed in previous international studies, relying on mechanisms that can be easily circumvented. The literature
similarly reveals the absence of a universally effective solution, highlighting trade-offs between robustness, privacy,
and inclusion. Rather than proposing a new age-assurance mechanism, we provide a contextual and integrative
examination of existing approaches within the Brazilian regulatory and child-protection context. Taken together,
the results suggest that age assurance should not be understood solely as a technical challenge, but as a broader

socio-technical issue involving child protection, data governance, and digital rights.
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1 Introduction

In 2025, the global social media user figure had exceeded 5
billion [Kemp, 2025]. Today, they extend far beyond commu-
nication tools, increasingly functioning as spaces to identity
construction, self-expression, and professional development,
including the emergence of child influencers and “sharenting”
as a practice [Albuquerque ef al., 2024; Ngai et al., 2015].

In this context, children and adolescents are increasingly
accessing digital platforms independently, often without adult
supervision [Pasquale ef al., 2022; Jarvie and Renaud, 2024].
In Brazil, 93% of individuals aged 9 to 17 are Internet users,
representing approximately 24.5 million young people, many
of whom access digital platforms several times a day [Cetic.br
and NIC.br, 2024]. This intensive participation suggests
that childhood is increasingly experienced through digital
interactions, which can generate significant consequences for
children’s and adolescents’ everyday lives and well-being
[Farthing et al., 2021].

Users under the age of 18 account for approximately one-
third of Internet users in Brazil [Cetic.br and NIC.br, 2024].
Studies have associated excessive engagement with digital
platforms with dependency, reduced participation in offline
activities, and potential impacts on physical and psychological
well-being [Ngai et al., 2015]. The constant pressure to main-
tain and update online profiles may also contribute to stress

and emotional burden, while young users can be exposed to
unethical design practices, including manipulative and decep-
tive design [Albuquerque et al., 2024]. Taken together, this
evidence indicates that, as access to digital platforms becomes
increasingly widespread, children and adolescents may be
exposed to a broad range of online risks.

Studies have documented multiple risks faced by children
and adolescents across digital platforms. In community- or
forum-based environments, such as Discord, young users
may experience cyberbullying, with potentially severe and
long-lasting psychological consequences [Slonje et al., 2013].
Other studies have shown how social media platforms can be
used to target children through personalized advertising [Car-
valho and Marques-Neto, 2024] and, in more severe cases,
facilitate the dissemination of child sexual abuse material
[Coelho and de Oliveira, 2021]. In environments where con-
tent moderation practices are more flexible, users may also
be exposed to harassment, adult content, and online scams
[Faraz et al., 2022]. Taken together, this evidence suggests
that inadequate access control and protection mechanisms
may increase children’s vulnerability to harmful content, in-
teractions, and practices in digital environments.

Therefore, children’s and teenagers’ online browsing
presents a dilemma for researchers, families, and regulatory
entities, among other stakeholders involved in the digital
protection of this group. These platforms offer numerous
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opportunities for developing educational, communication,
and creative skills [Hasebrink ez al., 2008]. However, they
pose risks to physical health and psychological well-being
[Staksrud and Livingstone, 2009].

In this article, we evaluate the age assurance mechanisms
employed by social media platforms that are part of the every-
day digital experiences of children and adolescents in Brazil.
Platform selection was informed by findings from the 7ec-
nologias de Informagdo e Comunica¢do (TIC) Kids Online
Brasil 2024 survey, conducted annually by the Comité Gestor
da Internet no Brasil (Brazilian Internet Steering Committee,
CGL.br) [Cetic.br and NIC.br, 2024]. Our analysis replicates
previous studies that investigated the robustness of access
control mechanisms in popular applications used by young
users in Ireland [Pasquale et al., 2022; Curley, 2020]. Addi-
tionally, we examine expert perspectives on this topic through
contributions submitted to the CGI.br public consultation on
platform regulation conducted in 2024 [Comité Gestor da
Internet no Brasil (CGI.br), 2025].

This article extends and revises our WebMedia 2025 paper
[Theodoro and Valenga, 2025]. The extension introduces
a systematic mapping study and provides a broader socio-
technical integration of the empirical platform evaluation,
expert consultation data, and literature evidence. The empiri-
cal platform evaluation is designed as a contextual replication
and extension of previous international studies on age assur-
ance [Pasquale et al., 2022; Curley, 2020]. Because these
previous evaluations were conducted using Irish versions of
the applications, their findings are geographically bounded
and may not reflect age-assurance practices under different
regulatory and data-protection contexts. We therefore apply
and adapt this established approach to platforms operating in
Brazil, examining how these mechanisms are implemented
within the country’s regulatory and child-protection context.

Our findings indicate that the age assurance procedures
used by platforms in Brazil are similar to those found in Ire-
land and can be easily circumvented by users. Although some
platforms have introduced initiatives for stronger protection or
more inclusive forms of supervised access, these mechanisms
remain limited and frequently rely on self-reported informa-
tion. The mapping study reveals a growing research interest
in age assurance and a broad range of proposed approaches,
particularly document-based and biometric methods. How-
ever, the literature highlights the absence of a universally
effective solution, pointing instead to persistent trade-offs be-
tween robustness, privacy, and inclusion. Our results suggest
that age assurance should not be treated solely as a technical
challenge, but rather as a socio-technical issue involving child
protection, data practices, and regulatory concerns.

The contribution of this study does not lie in proposing
a novel age-assurance mechanism, for example. Instead, it
combines a contextual replication of platform evaluations
in Brazil with evidence from the CGIL.br public consultation
and a systematic mapping study. The mapping provides a
structured synthesis of the age-assurance landscape by char-
acterizing existing mechanisms, data modalities, evaluation
practices, and recurring trade-offs. Together, these sources
enable an integrated socio-technical analysis of age assur-
ance and its implications for child protection, privacy, and
inclusion.
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2 Conceptual Background

2.1 Online Risks to Children

The risks to which children and young people are exposed
online are commonly classified into at least three categories:
content, contact, and conduct risks [Hasebrink et al., 2008;
Staksrud and Livingstone, 2009]. Content-related risks in-
volve exposure to potentially harmful material, including
advertisements, spam, and violent, misleading, racist, or sex-
ual content. Contact-related risks involve children’s passive
participation in online activities and include interactions with
strangers, experiences of bullying or manipulation, tracking
practices, and the collection of personal data.

Conduct risks, in contrast, assume a more active role by
children and adolescents, involving behaviors such as partici-
pating in gambling activities, accessing illegal content, pro-
ducing pornographic material, or encouraging self-destructive
practices among peers [Staksrud and Livingstone, 2009; Liv-
ingstone and Stoilova, 2021; Faraz et al., 2022].

In addition to these categories, Livingstone and Stoilova
[2021] identify a fourth type of risk associated with the rela-
tionship between digital service providers and children and
adolescents. Contractual or commercial risks reflect the in-
creasing commercialization of children’s personal data and
emerge when children accept providers’ terms of service,
either intentionally or unintentionally, often without fully
understanding their implications [Mascheroni, 2020].

Digital platforms are frequently criticized for failing to
provide terms and policies tailored to children and adolescents,
instead relying on technical and legal language that can be
difficult for young users to understand. As a result, these
platforms often neglect the accessibility and usability of such
information for younger audiences and fail to adopt strategies
that actively promote family involvement in data privacy and
protection of children and adolescents [Farthing et al., 2021].

Table 1 summarizes the 4C model and relates the four types
of online risk to the roles assumed by children and adolescents
in digital environments.

2.2 Age Assurance and Regulations

Given the ease of unsupervised access and the risks asso-
ciated with digital platforms (particularly social media) the
need for technology companies to safeguard children’s and
adolescents’ rights by default becomes increasingly critical.
This principle has recently been discussed under the concept
of Children’s Rights by Design, which advocates for embed-
ding child protection considerations into the design of digital
services from the outset [Livingstone and Stoilova, 2021; Far-
thing et al., 2021]. This concern becomes even more relevant
considering that the large amount of personal data collected
from young users through digital platforms has become a
significant economic asset [Laterga, 2022].

This scenario has led governments worldwide to intro-
duce stricter regulations requiring digital service providers
to adopt more robust age assurance mechanisms [Jarvie and
Renaud, 2024]. Legislative initiatives, including Brazil’s
Law No. 15,211/2025, the Estatuto Digital da Crian¢a e do
Adolescente, suggest different approaches to age assurance,
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Table 1. 4C Model — Online Risks for Children and Adolescents (adapted from Livingstone and Stoilova [2021]).

Conduct
Child as Actor

Contract
Child as Consumer

Content Contact
Child as Recipient Child as Participant
Aggressive Exposure to violent, hateful, Harassment, stalking, and in-
racist, or extremist material.  trusive or excessive surveil-
lance.
Sexual Exposure to sexual and/or  Sexual harassment; produc-
pornographic material. tion, solicitation, or dissemi-
nation of child sexual abuse
material; sextortion.
Values Exposure to misleading, ma- Extremist recruitment, ide-

nipulative, or ideologically
biased content, including dis-

ological indoctrination, and
processes of radicalization.

Bullying, hate speech, and
social exclusion.

Sexual harassment, coercive
threats of abuse, and sexually
explicit communications.

Participation in communities
or networks associated with
potential harm.

Identity theft, fraud, coer-
cion, scams, and phishing.

Commercial live-streaming
of child sexual abuse and traf-
ficking for purposes of sex-
ual exploitation.

Gambling practices, algorith-
mic filter bubbles, and ma-

information.

nipulative consumer target-
ing.

including the use of artificial intelligence techniques such
as facial analysis and age estimation based on photographs
[Brasil, 2025; Jarvie and Renaud, 2024]. Digital platforms
have adopted different age-assurance approaches, including
age verification based on official identification documents
and age estimation based on facial images, such as photo or
video selfies [Cetic.br, 2026].

A related study conducted by Jarvie and Renaud [2024]
analyzes major legal frameworks concerning online age assur-
ance worldwide. Their findings identify significant regulatory
progress in regions such as the European Union and the United
States, mapping initiatives designed to protect children from
harmful online content. Although several European countries
had previously implemented laws concerning online child
protection, a broader legal framework for personal data pro-
tection was only established in 2018 through the General Data
Protection Regulation (GDPR) [GDPR.info, 2016]. The study
also highlights broader initiatives, such as the multinational
EU Kids Online research network [Hasebrink ef al., 2008],
which investigates risks and benefits related to children’s
digital participation, including issues related to privacy, data
protection, and age assurance.

In the United States, the Children’s Online Privacy Protec-
tion Act (COPPA) represents an important milestone in the
protection of children’s personal data [Federal Trade Com-
mission, 1998]. COPPA [Federal Trade Commission, 1998],
enacted in 1998, considered the concept of the digital age of
consent, establishing restrictions on the collection and use of
personal data from children under the age of 13 and effectively
defining this threshold as the minimum age for many digi-
tal services and social media environments [Pasquale et al.,
2022]. China has likewise adopted highly restrictive mea-
sures concerning minors’ access to online content. Enacted in
2019, the Provisions on Cyber Protection of Personal Infor-
mation of Children (PCPPIC) established specific guidelines
for children’s data protection and defines the age threshold at
14, rather than the more conventional 18 or 21 years [Jarvie
and Renaud, 2024].

In Brazil, children’s personal data are protected by the
Lei Geral de Prote¢ao de Dados Pessoais (LGPD), which re-
quires specific parental or guardian consent for the processing
of children’s data. However, this requirement does not extend

to adolescents [Brasil, 2018]. In addition, the Estatuto da
Crianga e do Adolescente (ECA) establishes that the process-
ing of children’s data must occur according to the principle
of the child’s best interests [Brasil, 1990]. Laterga [2022]
argues that, where the LGPD does not provide sufficient guid-
ance, institutions such as the Agéncia Nacional de Prote¢do
de Dados (ANPD)' may play an important complementary
regulatory role. The author also highlights the international
influence of COPPA, which has become a reference frame-
work for child data protection practices in several countries,
including Brazil Laterca [2022].

Across the jurisdictions discussed above, the literature
points to increasing regulatory attention regarding the process-
ing of children’s personal data. Motivated by this scenario,
Pasquale ef al. [2022] and Curley [2020] investigated age
assurance mechanisms in social media platforms to exam-
ine whether children and adolescents in Ireland had safe and
supervised access to these environments. The present study
builds upon and extends the protocol adopted in these studies.

To effectively manage age-related access and regulatory
compliance, it is important to distinguish among the different
approaches used to assess a user’s age. According to the
Brazilian National Data Protection Authority [ANPD, 2026],
age-related assessment mechanisms can be organized into
four interconnected concepts, which operate as distinct yet
complementary components within the broader age assurance
ecosystem, as illustrated in Figure 1.

Age Assurance is an umbrella framework encompassing
different methodologies and systems designed to verify, esti-
mate, or infer an individual’s age or age group. This broader
concept enables institutions to determine age eligibility with
varying levels of confidence and precision. In this context,
age estimation is a probabilistic approach that predicts a per-
son’s likely age based on the analysis of behavioral patterns or
biometric characteristics. Common indicators include facial
geometry, vocal attributes, and digital interaction behaviors.

In its turn, age verification is a process that seeks to con-
firm an individual’s exact age using highly reliable and au-
thoritative sources. Typical mechanisms include government-
issued identification documents (e.g., passports or ID cards),
financial credentials, and secure digital identity services (e.g.,

!Official ANPD website: https://www.gov.br/anpd/.
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Age Verification

Figure 1. Age Assurance Components.

GOV.br). Finally, age inference is an indirect and comple-
mentary approach that estimates a user’s likely age group
through contextual indicators. Rather than relying on explicit
proof, it uses variables such as browsing behavior, purchasing
history, and educational information to support broader age
assurance systems.

3 Research Method

This study was structured into three methodological stages: (i)
an empirical evaluation of age assurance mechanisms on four
digital platforms; (ii) an analysis of contributions submitted
to the CGLbr public consultation on platform regulation; and
(iii) a systematic mapping study of age assurance research
published between 2020 and 2025. The following subsections
describe the procedures adopted in each stage.

3.1 Age Assurance Mechanisms on Digital
Platforms

Based on data from the 7/C Kids Online Brasil 2024 survey on
Internet and social media use among children and adolescents
aged 9 to 17 [Cetic.br and NIC.br, 2024], we selected the
digital platforms most frequently used by this population
in Brazil. The empirical evaluation followed the procedure
adopted by Curley [2020] and discussed by Pasquale et al.
[2022].

With regard to the online habits of Brazilian children and
youth, the TIC Kids Online Brasil 2024 survey found that 93%
of this age group accesses the internet primarily to listen to
music and do school research (86%), watch videos or movies
(84%), play games (76%) use social media, and send instant
messages (76%). The most popular platforms used were
WhatsApp, YouTube, Instagram, and TikTok, and 83% of
them have their own profiles [Cetic.br and NIC.br, 2024].

Based on the online behavior of kids and teens and consid-
ering the specifics of Brazilian legislation on the processing
of personal data (LGPD), this study examined the main apps
used multiple times a day by kids and teens aged 9 to 17 in
Brazil: WhatsApp, YouTube, Instagram, and TikTok Cetic.br
and NIC.br [2024]. On these platforms — one messaging app
(WhatsApp) and three social media and entertainment plat-
forms (YouTube, Instagram, and TikTok), — we evaluated
the main age assurance mechanisms used by analyzing their
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terms of service (to assess criteria such as “minimum age”)
and the procedures for children’s and adolescents’ profiles
(by creating fictitious profiles with ages of 12, 13, and 16).
Hence, no real children participated and no personal data from
children were collected.

Thus, this study on age assurance mechanisms was guided
by two research questions (RQs) proposed by Pasquale et al.
[2022]:

* RQ1 - Do the application’s terms of use incorporate the
age limits established by data protection regulations?

* RQ2 - Do applications implement robust age assurance
mechanisms for their users?

The tests were conducted between March and May 2025
using the mobile applications available at the time on iOS.
We analyzed the mobile versions of each app, given that 81%
of accesses are made via mobile devices Cetic.br and NIC.br
[2024]. In Table 2, we outline the protocol, consisting of
seven questions, used to evaluate the applications.

Table 2. Management of Underage Users in Online Platforms.

# Question

1 What is the minimum age stated in the Terms of Use?
Is it mandatory to input the age on sign-up?

3 If the answer to the previous question is yes, what hap-
pens if age 12 is entered?

4 If age 13 is entered, are there any additional assurance
processes (e.g., e-mailing a parent)?

5 Is it possible to bypass the existing age assurance pro-
cess?

6 Ifage 16 is entered on sign-up, is there any age assurance
process enabled?

7 At any point, is the minimum age made clear to the user?

In Europe, the minimum age at which children can consent
to the processing of their personal data may vary between 13
and 16 years across Member States [Pasquale ef al., 2022].
Therefore, the tests considered both age thresholds. Although
Brazilian legislation does not establish the same distinction,
we replicated all steps of the original evaluation protocol to
preserve consistency with the previous study.

During this process, we considered the guiding questions
listed in Table 2. Question 1 pertains to the terms of use,
while questions 2 through 6 are based on practical tests. Fi-
nally, question 7 combines the results of both. All ques-
tions were addressed during the testing phase, with one re-
searcher responsible for conducting the review and a second
researcher analyzing and discussing the evidence obtained.
Hence, the empirical platform evaluation was conducted by
one researcher and subsequently reviewed by a second re-
searcher.

3.2 Challenges and Expectations for Regulat-
ing Age Assurance on Digital Platforms

To provide additional insights into the age assurance mecha-
nisms of the platforms evaluated, we examined consultation
data from CGIL.br regarding platform regulation, which re-
ceived approximately 1,400 contributions from individuals
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and organizations in the government, nonprofit, and corpo-
rate sectors, as well as input from the scientific community
[Comité Gestor da Internet no Brasil (CGI.br), 2025].

The results of the consultation were published by CGIL.br
in multiple formats, including a website, CSV file, and PDF
report [Comité Gestor da Internet no Brasil (CGIL.br), 2025].
We searched the PDF using Portuguese terms related to age
assurance, including terms corresponding to “age verification”
and “assessment.” The retrieved passages were inspected and
retained when they substantively addressed age restrictions,
age-assurance mechanisms, their limitations, or proposals for
improving age assurance on digital platforms. This process
resulted in a corpus of 14 excerpts, which were transferred to
a text file for qualitative analysis.

Google NotebookLM was used as an Al-assisted analytical
support tool to generate and organize candidate themes from
the 14 excerpts. The multiple interactions with the tool were
conducted during the analysis, with instructions that resulted
in the thematic organization. The candidate themes generated
with the support of NotebookLM were subsequently reviewed
against the original excerpts by the researchers, who assessed
their coherence and correspondence with the source mate-
rial. The researchers then validated the final categorization,
resulting in four themes: age restrictions as a mitigation strat-
egy, limitations of current age restrictions, suggestions for
more effective age assurance, and challenges of rigorous age
assurance. Thus, NotebookLM supported the initial organiza-
tion of candidate themes, while their interpretation and final
validation remained the responsibility of the researchers.

This study did not recruit, contact, or interact with human
participants. The consultation analysis relied exclusively on
contributions previously made publicly available by CGL.br
as part of its public regulatory consultation. No attempt was
made to re-identify contributors beyond the information con-
tained in the public dataset.

3.3 Systematic Mapping Study

The systematic mapping study was guided by the recommen-
dations of Petersen ef al. [2015]. These guidelines informed
the organization of the mapping into four main activities:
definition and calibration of the search strategy, screening of
retrieved studies according to the eligibility criteria, structured
extraction of data from the included studies, and synthesis of
the extracted evidence according to the research questions.

The systematic mapping study aimed to answer the follow-
ing research questions:

* RQ3: What age assurance categories are discussed in
the literature?

* RQ4: What modalities and data types are used?

* RQ5: How are age assurance mechanisms evaluated?

* RQ6: What conclusions are reported regarding effec-
tiveness?

Then, we conducted a comprehensive search across six dig-
ital libraries: IEEE Xplore (ieeexplore.ieee.org,
accessed December 27, 2025), Google Scholar
(scholar.google. com, accessed February 19, 2026), ACM
Digital Library (d1.acm.org, accessed January 24, 2026),
ScienceDirect (sciencedirect. com, accessed February 11,
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2026), Wiley Online Library (onlinelibrary.wiley.com,
accessed February 11, 2026), and JSTOR (jstor.org,
accessed February 11, 2026). The search targeted studies
published between 2020 and 2025 and focused specifically on
age assurance research. The final search string was defined
through an iterative calibration process involving testing and
refinement across the selected digital libraries: Title:(age)
AND Title: (verification OR assurance OR estimation OR
assessment).

The mapping was restricted to English-language publica-
tions retrieved from the six selected digital libraries. This
scope was adopted to maintain a consistent search strategy
across the selected international databases and to ensure the
feasibility of the screening and analysis process. Therefore,
Portuguese search terms and regional sources, such as SBC
OpenLib, were not included in the search strategy.

The initial search returned 889 records: 385 from IEE-
EXplore, 100 from Google Scholar, 266 from ACM Digital
Library, 79 from ScienceDirect, 11 from Wiley Interscience,
and 48 from JSTOR. A multi-stage screening process was
then applied to refine the corpus.

Then, we considered the following inclusion criteria:

 The study’s primary contribution concerns the design,
implementation, evaluation, or application of age assur-
ance methods, systems, or policies;

* When multiple papers reported the same study, only the
most complete version was included;

* When multiple studies appeared within a single paper,
each relevant study was treated independently.

In addition, we had the following exclusion criteria:

* Studies not written in English;

* Papers outside the age assurance research domain;

+ Studies for which the full text was unavailable or could
not be accessed in PDF or Microsoft Word format;

* Duplicate records indexed across multiple digital li-
braries.

In the first screening stage, titles were reviewed to identify
and remove false positives, resulting in the exclusion of 536
articles outside the scope of this study. Most excluded papers
were related to clinical medicine and age assessment examina-
tions rather than technical age assurance systems. This stage
retained 165 articles from IEEE, 47 from Google Scholar,
104 from ACM, 23 from ScienceDirect, 2 from Wiley, and
12 from JSTOR. Subsequently, the abstracts of the remaining
studies were analyzed, leading to the exclusion of an addi-
tional 37 articles (15 from IEEE, 7 from Google Scholar, 13
from ACM, and 2 from ScienceDirect).

Following title and abstract screening, a deduplication
process was performed to ensure that only unique records
remained. This step removed 51 duplicate entries indexed
across multiple databases, resulting in a consolidated set of
265 unique studies. Efforts were then made to obtain full-
text versions of all identified articles, including direct contact
with authors and requests through academic networks such as
ResearchGate. While 245 studies were successfully retrieved,
20 remained inaccessible. The resulting corpus of 245 articles
formed the basis for data extraction and subsequent analysis.
The complete selection process is illustrated in Figure 2.
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The mapping did not adopt a dedicated grey literature
search strategy. The corpus was retrieved exclusively through
the six digital libraries described above, according to the
predefined search string and selection criteria. Hence, non-
peer-reviewed materials indexed by these sources, such as
institutional reports, policy documents, and technical publica-
tions, could be included when they met the eligibility criteria.
However, we did not conduct complementary searches target-
ing grey literature repositories, governmental websites, NGO
publications, industry reports, or other sources outside the
selected databases. Therefore, the mapping should not be in-
terpreted as providing systematic coverage of grey literature.

3.3.1 Data extraction

Following the final selection of 245 accessible articles, a
structured data extraction process was conducted to collect
the information necessary to address the research questions
of this systematic mapping study. To ensure consistency
and completeness, a standardized extraction framework was
applied to all studies. Table 3 summarizes the extracted data.

Table 3. Data extraction fields and descriptions applied to the final
corpus of articles.

Data Field Description

Functional Tech-
nical Implemen-
tation

AV  Category
Developed /

Does the paper propose a functional imple-
mentation of an AV method?

The broad approach used to verify age, such
as analyzing physical traits, reviewing ID

Addressed cards.

Specific Tech- The specific tools or logic powering the sys-
nology / Algo- tem, such as artificial intelligence.

rithm

Modality The type of information the system looks at

to make a decision, like photos of a face.
The collections of information used to teach
the system or test if it works correctly, such
as public photo galleries or private collec-
tions of user data.

Datasets Used

Evaluation The setting or method used to see if the pro-
Framework / posed system actually works, like a con-
Method trolled laboratory experiment, real-world

testing, or theoretical analysis.

Evaluation Met-
rics

Quantitative Re-
sults

Conclusions on
Effectiveness

The criteria used to judge the obtained re-
sults, can be used to obtain quantitative re-
sults or give more insights to the conclu-
sions.

The numerical results from the testing phase,
showing the actual performance scores or
error margins of the system.

A short summary of the authors’ final
thoughts on how well their AV methods be-
have in practice based on their insights.

The primary goal of collecting these data was to understand
the theoretical foundations of age assurance approaches and
their practical feasibility and real-world applicability.
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3.3.2 Thematic Synthesis

During the thematic synthesis phase, the extracted data were
used to organize the studies into a hierarchical taxonomy
aimed at characterizing the research landscape, as illustrated
in Figure 3. The first level of classification relied on the
Functional Technical Implementation attribute, dividing the
corpus into two primary branches: studies proposing practi-
cal, operational systems (Has technical implementation) and
studies without a technical implementation (No fechnical im-
plementation). This initial distinction separated hands-on
engineering and system development research from broader
theoretical, policy-oriented, or review-based studies.

The second level of categorization relied on the Age As-
surance Category Developed / Addressed attribute to further
refine these branches according to their technological focus.
Studies with technical implementations were subdivided into
biometric-based approaches and other implementation cate-
gories. In contrast, studies without technical implementations
were grouped according to the scope of their analysis, result-
ing in categories such as biometric-focused analyses, compar-
ative studies examining multiple age Assurance categories,
and broader conceptual discussions of age assurance. This
structure provides a clearer view of the current distribution
of research efforts and highlights trends within the field.

3.3.3 Data Analysis

The scope of this analysis focused on studies that simultane-
ously evaluate multiple age assurance categories. This deci-
sion was motivated by future research directions identified
in our previous work [Theodoro and Valenga, 2025], which
highlighted the need to systematically examine a broad range
of age assurance mechanisms, including self-declaration ap-
proaches, hard identifiers, and commercial and technical so-
lutions. The goal was not only to assess the robustness of
these alternatives but also to understand implementation trade-
offs, particularly those involving personal data processing
and privacy risks.

By concentrating on studies that compare multiple age
assurance categories, the present research addresses this pre-
viously identified gap. Studies limited to isolated technical
implementations or broad conceptual discussions cannot pro-
vide the comparative evidence necessary to evaluate trade-
offs across different approaches. Therefore, focusing on the
category Analysis of Many Age Assurance Categories enables
a broader assessment of robustness, privacy implications,
practical considerations, and legal or regulatory requirements
associated with age assurance mechanisms.

4 Age Assurance in Digital Platforms

This section addresses the research questions by describing
the mechanisms and terms of use for age assurance on the
selected platforms, as assessed during the tests conducted.

4.1 WhatsApp

According to WhatsApp’s Terms of Service, the platform is
intended for users who are at least 13 years old, though this age
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Figure 2. Study selection flow diagram for the systematic mapping study.

Age
Assurance (AA)

Has technical

implementation

No technical

implementation

A L

Biometric
implementation

Other
implementations

Analysis of biometric
implementations

\} General

;(Analysis of many
' AA categories !

AA analysis

Figure 3. Article categorization

Idade. E necessario ter pelo menos 13
(treze) anos para se registrar e usar os
nossos Servigos (ou mais, se for exigido
pela legislagdo do seu pais ou territério que

Insira seu niumero de
telefone

regula o uso dos nossos Servigos para vocé

estar autorizado a se registrar e usar os 0 WhatsApp precisa confirmar seu
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Qual é o meu niimero de telefone?

nossos Servigos sem a necessidade de
autorizagao dos seus pais). Além da
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considerada insuficiente para validar a

+55 Numero de telef...

aceitagdo dos nossos Termos em seu pais
ou territdrio, seus pais ou responsaveis
legais deverao aceitar nossos Termos em
seu nome. Pega para seus pais ou
responsaveis legais lerem estes Termos
com vocé

Figure 4. WhatsApp — Portuguese Terms of Service and account creation.
Relevant text translated from Portuguese: “You must be at least 13 years old
to use our Services, or older if required in your country.”

may be higher depending on the laws governing the service
in the user’s jurisdiction. The Terms also require parental
consent if the user’s age is considered insufficient to accept
them under the applicable legislation. Although WhatsApp
is clear about age restrictions for its users, the platform does
not employ any type of age assurance mechanism. Simply
entering a phone number is sufficient to create an account (cf.
Figure 4).

4.2 YouTube

YouTube’s Terms of Service set the minimum age for access-
ing its services at 13 and require parental consent for users
under 18. The platform stands out for offering a version of its
services tailored for children, YouTube Kids, which requires
registration by parents or guardians. This approach is notewor-
thy for creating an inclusive and age-appropriate environment

that minimizes exposure risks while encouraging the positive
use of technology in children’s development [Livingstone
and Sylwander, 2025]. However, this version of the platform
was not mentioned in the original study and is not among the
four main platforms highlighted in the T/C Kids Online Brasil
2024 survey [Cetic.br and NIC.br, 2024]. Therefore, we are
considering the standard version of YouTube.

The platform is integrated with Google, which means that
users must have a Google account to access YouTube services.
For this reason, our tests were conducted through Google (Fig-
ure 5), in accordance with its terms of service and registration
procedures. For teenagers, parental controls become optional.
Since YouTube offers the Family Link feature, children can
invite their parents or guardians to monitor their access. How-
ever, this option is not presented during account creation and
must be actively sought out in the settings, which could be
interpreted as misleading design (since child protection is not
the default setting) [Albuquerque ef al., 2024].

4.3 Instagram

Instagram’s Terms of Use also establish that users must be at
least 13 years old or the minimum legal age in their country
of residence, as shown in Figure 6.

Whenever a user attempts to create an account, the app
asks for their date of birth. If the user enters an age of 12,
the app blocks the registration process. For users aged 13
and 16, accounts are automatically created in “teen” mode.
No request for parental consent is made, although Instagram
applies different policies based on the age stated. (Figure 7).

User accounts for children under 16 have recently adopted
a design that is more focused on protecting children’s rights
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Figure 5. YouTube/Google — Age restrictions and parental supervision for
users under 13. Relevant text translated from Portuguese: “The account
cannot be added” and “Responsible family members can configure resources
for supervision and monitor the use of Google services.”

4. Seus compromissos
Em troca de nosso compromisso em fornecer o Servico, exigimos que vocé se comprometa com o
exposto a seguir.

4.1 Quem pode usar o Instagram. Queremos que nosso Servigo seja o mais aberto e inclusivo
possivel, mas também desejamos que ele seja seguro e esteja em conformidade com a lei. Por
isso, precisamos que vocé se comprometa em relacdo a algumas restricdes para fazer parte da
comunidade do Instagram.

® Vocé deve ter pelo menos 13 anos ou a idade minima legal em seu pais para usar o
Instagram.

Figure 6. Instagram — Terms of Use and access for children. Relevant
text translated from Portuguese: ““You must be at least 13 years old or the
minimum legal age in your country to use Instagram.”

Nao foi possivel criar uma
conta para vocé

Nao foi possivel cadastrar
voceé no Instagram.

Figure 7. Instagram — Preventing account registration by users under 13.
Relevant text translated from Portuguese: “We couldn’t create an account
for you. We couldn’t sign you up for Instagram.”
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through the Instagram Teen Accounts >. These accounts are
set to private mode by default and can only be switched to pub-
lic mode with the consent of a registered guardian. Starting
at age 16, users can adjust their privacy settings themselves,
although supervision by a guardian remains optional.

4.4 TikTok

TikTok sets the minimum age at 13 and states that it removes
accounts belonging to users under this age (cf. Figure 8).

&~ Termos de Servigo | TikTok

e. Limitacdo etaria. Os Servicos destinam-se

exclusivamente a pessoas com idade de 13

anos ou mais (sujeito as limitagdes adicionais

porventura estabelecidas nos

Termos Suplementares — Especificos da

Regido 7
Figure 8. TikTok — Terms of Use and Children’s Access. Relevant text
translated from Portuguese: “The Services are intended exclusively for
persons aged 13 or older (subject to any additional limitations established in
the Region-Specific Supplemental Terms).”

During registration, the app asks users to enter their date
of birth. If an age under 13 is entered, the account creation
process is immediately blocked (Figure 9). When a user
enters the age of 13, the platform allows them to proceed but
displays a notification requesting consent from their parents
or guardians (Figure 10). However, the user can simply click
Continue to skip the verification process. When attempting
to register as a user under the age of 13, we observed that the
platform restricts the creation of new accounts (even if a new
age is entered) unless the app’s cache is cleared or the app is
reinstalled. This mechanism is intended to prevent attempts
to circumvent the rule, although it can be easily bypassed:
after reinstalling the app and entering “16 years old,” the user
can complete the registration without any additional steps.

Parece que vocé nao se
qualifica para o TikTok... Mas
agradecemos por nos visitar!

Parece que vocé nao se
qualifica para o TikTok... Mas
agradecemos por nos visitar!

oK OK

Figure 9. TikTok — Account creation feature blocking the sign-up process
for child users. Relevant text translated from Portuguese: “It looks like
you’re not eligible for TikTok.”

XIntroducing Instagram  Accounts for Teens” -
//familycenter.meta.com/br/our-products/instagram/
7utm_source=about-meta&utm_medium=referral&utm_content=
ig-tech-pg. Access in 2025-01-08.

https:
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Figure 10. TikTok — Parental consent and supervision notice during account
registration. Relevant text translated from Portuguese: “Since you are under
18, Brazilian law requires you to have a legal guardian represent or assist
you in registering and using TikTok. By continuing, you acknowledge that
your account will be supervised by your parent or guardian.”

5 Reflections on Age Assurance:
CGl.br Public Consultation

As described in Section 3.2, this analysis draws on the CGI.br
public consultation on platform regulation, whose original
dataset comprised approximately 1,400 contributions from
different sectors and organizations. We searched the consul-
tation report using the predefined Portuguese terms related
to age assurance and included 14 excerpts that substantively
addressed the topic in the qualitative analysis.

According to participants in the CGI.br consultation on
platform regulation, age restrictions are one of the key mea-
sures that platforms should implement to protect children and
adolescents [Comité Gestor da Internet no Brasil (CGI.br),
2025]. Establishing appropriate age limits for access to cer-
tain services and content can ensure that this audience does
not encounter inappropriate material. Despite the definition
of 13 as the common minimum age on many platforms, some
comments advocate for a total ban on individuals under 18
creating profiles (“It would be important to prohibit the cre-
ation of profiles and the use of social media by individuals
under 18 on any platform™).

Many responses emphasized the limitations of the age re-
strictions currently in place, a point that was also noted in
the previous phase of the study. Participants point out that
restriction mechanisms are easily circumvented ( “However,
in many cases, it ends up being easy to get around this system,
so other measures should be adopted”). In this way, partic-
ipants reinforce the need to develop new strategies, as they
believe that, otherwise, restrictions based solely on age will
remain ineffective. Simply stating in the Terms of Use that
there is an age restriction is considered insufficient, especially
given the reality of children’s access to digital platforms: 60%
of children aged 9 to 10 have profiles on platforms such as
WhatsApp, Instagram, TikTok, and Discord [Cetic.br and
NIC.br, 2024].

To improve the design of age assurance mechanisms, we
identified five measures based on our analysis of the data,
which are summarized graphically in Figure 11:

+ Implement age assurance that prevent children from
misrepresenting their age when creating accounts.
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Fake Profile Prevention

Parental Consent
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Figure 11. Key recommendations to improve age assurance on platforms.

* Develop mechanisms that do not rely exclusively on
parental consent for users under 13.

 Ensure that age assurance tools prevent access to prod-
ucts and services that are illegal for children.

* Link user accounts of individuals under 16 to a re-
sponsible adult for parental mediation.

* Validate user registrations through official databases
(using secure identification methods).

Finally, we noted that participants highlighted a dilemma
regarding stricter age assurance: more effective versions of
these mechanisms may require companies to authenticate all
users. This raises privacy concerns and could encourage track-
ing and excessive data collection ( “such requirements may
inadvertently encourage organizations to collect different
types of data and share them across platforms, websites, and
services after age assurance’), contrary to data minimization
principles set forth in legislations such as LGPD and GDPR.

6 Systematic Mapping Study Results

The following analyses focus on the subset of 33 studies that
compare multiple age assurance categories, selected from the
245 articles included in the systematic mapping study. We
first analyzed the demographic profile of the publications in
order to map the broader research landscape. In terms of the
publication year, our analysis of the primary studies (cf. Fig-
ure 12) revealed a significant recent increase in the literature
on age verification. We identified 13 papers published in
2024 and 9 articles in 2025, in contrast to the period from
2020 to 2023, which ranged between 2 and 3 publications
per year. These findings suggest that the debate has recently
gained prominence, possibly driven by emerging global reg-
ulations, such as European Parliament and Council of the
European Union [2022], published in October 2022.
Publications evaluating multiple age assurance categories
are distributed across several disciplinary domains and pub-
lication types, reflecting the highly interdisciplinary nature
of the topic. Most of the identified literature consists of jour-
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nals and magazines, particularly in the fields of law, ethics,
and social sciences, including venues such as the Stanford
Technology Law Review (S19), Columbia Journal of Law &
Social Problems (S12), The International Journal of Chil-
dren’s Rights (S10), and Feminist Studies (S11).

Computer science and cybersecurity are also represented
through academic conferences, technical publications, and
standards, including venues such as the USENIX Security
Symposium (S28), Communications of the ACM (S25, S26),
IEEE publications (S21, S22) and standards (S23), as well as
the Internet Engineering Task Force (S7).

Beyond traditional academic routes, the research is fre-
quently published through media outlets, think tanks, and
official government or policy reports. Venues in this cate-
gory include the European Parliamentary Research Service
(S9), the Australian eSafety Commission (S16), New Amer-
ica (S27), and mainstream platforms like The Wall Street
Journal (S18) and CNBC TV18 (S14).

Articles per year
15

Count

2020 2021 2022 2023 2024 2025

Year

Figure 12. Distribution of the analyzed studies by publication year.

In the following subsections, we analyze specific aspects
related to the topic itself, including age assurance categories
(6.1), data modalities (6.2), assessment methods, metrics and
findings (6.3), and conclusions regarding the effectiveness of
existing approaches (6.4). These sections answer RQ3-6.

6.1 Categories

When examining the categories (cf. Figure 13), document/ID
verification (present in 29 studies) and biometric methods
(24 studies) emerged as the most frequently analyzed and
compared approaches. A second tier includes studies focused
on third-party verification (16), self-declaration (16), and
credit card verification (14). The frequent presence of self-
declaration in comparative studies generally reflects its role
as an ineffective baseline against which other age assurance
technologies are evaluated.

6.2 Data Modalities

Regarding the modality of the evaluated methods, the ana-
lyzed studies examined the specific types of data used by these
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Figure 13. Occurrences of age assurance categories across the studies.

systems to confirm a user’s age, which directly map to dis-
tinct age assurance categories. The most common data types
rely on physical images and biometric features, such as
static facial photos, facial videos, active liveness checks, and
voice recordings, corresponding to the Biometric verification
category (e.g., S1, S2, S3, S10, S28, S29).

These methods are frequently evaluated alongside the scan-
ning of official government documents, such as passports,
birth certificates, and ID cards, which represent the Documen-
t/ID Verification category (e.g., S1, S2, S24, S28, S29).

Additionally, some studies explored alternative approaches
based on the collection and analysis of dynamic behavioral
data, including browsing history, typing patterns, and device
interactions. These modalities correspond to the Behavioral
Analysis category (e.g., S1, S3, S10, S23, S29, S33), which
seeks to estimate or verify users’ ages through behavioral
patterns rather than formal identity documents.

Overall, the identified modalities reinforce the predomi-
nance of document-based and biometric approaches, while
also revealing a diverse set of inputs, including voice data,
browsing behavior, and physical or digital identifiers.

6.3 Evaluation and Findings

The studies evaluating multiple age assurance categories pre-
dominantly relied on empirical, risk-based, and qualitative
evaluation frameworks rather than strictly technical or algo-
rithmic testing. Because many of these works approached the
problem from socio-technical or regulatory perspectives, their
methodologies frequently involved hands-on audits of exist-
ing applications, the creation of simulated child or teenager
accounts, and assessments of platforms against established
privacy and security standards.

Instead of analyzing source code or model performance
alone, researchers focused on the practical implementation of
these systems, examining how easily users could bypass age
gates, the level of friction introduced during account creation,
and the extent to which platform practices aligned with data
protection regulations.

For example, the study “Easy As Child’s Play: An Em-
pirical Study on Age Verification of Adult-Oriented Android
Apps” (S28) employed a large-scale empirical framework to
evaluate the real-world adoption of age verification mecha-
nisms across the mobile ecosystem. The researchers deployed
an automated detection tool to analyze more than 31,000 adult-
oriented Android applications, complementing the automated
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analysis with manual verification procedures.

Their evaluation measured the prevalence of different veri-
fication mechanisms and the detection tool’s accuracy through
false positive and false negative rates. The results revealed
substantial shortcomings: only 3.67% of the analyzed applica-
tions implemented any form of age assurance. Among those
that did, self-declaration mechanisms were the most com-
mon, accounting for nearly 32% of implementations, while
biometric verification appeared in fewer than 9% of cases.

Other studies adopted similar practical evaluation frame-
works to demonstrate the widespread inadequacy of age as-
surance systems across different sectors. In “The digital loop-
hole: evaluating the effectiveness of child age verification
methods on social media,” researchers applied a qualitative
framework composed of nine verification checks, including
the blocking of disposable email addresses and resistance
to browser refresh bypasses, while also mapping the results
to IEEE standards. Their findings showed that major social
media platforms consistently achieved the lowest levels of
verification robustness, whereas financial services demon-
strated substantially stricter compliance.

6.4 Effectiveness

The analyzed studies conclude that self-declaration, currently
the most widely adopted age assurance method, is ineffective,
as children can easily bypass such restrictions. A broader
examination of the literature indicates a consensus that there
is currently no “silver bullet” technology capable of simul-
taneously satisfying all necessary requirements. Instead, the
literature highlights persistent trade-offs between security,
privacy, and inclusivity.

Methods considered technically effective at preventing un-
derage access, such as government ID submission and biomet-
ric facial scanning, are frequently criticized for being highly
privacy-invasive, vulnerable to data breaches, and structurally
exclusionary toward populations lacking formal documenta-
tion. Conversely, approaches that preserve privacy and reduce
user friction, such as self-declaration or simple tick-boxes, are
widely characterized as ineffective mechanisms that minors
can easily circumvent.

Taken together, these findings highlight a persistent tension
between protecting children from harmful online access and
preserving user privacy, while also reinforcing the limitations
of many existing age assurance approaches.

6.5 Cross-cutting Gaps in Current Age-
Assurance Research

Beyond the findings reported for individual age-assurance
categories, data modalities, and evaluation approaches, our
mapping study reveals broader gaps in the current research
landscape. First, the field appears to be expanding rapidly
but remains relatively heterogeneous in terms of disciplinary
perspectives, methodological approaches, and objects of eval-
uation. The studies range from technical assessments of bio-
metric and document-based mechanisms to platform audits,
regulatory analyses, and privacy-oriented evaluations. While
this diversity reflects the socio-technical nature of age as-
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surance, it also makes direct comparison across studies and
approaches difficult.

Second, the evidence indicates a gap between the develop-
ment or assessment of age-assurance mechanisms and their
evaluation under real-world conditions. Some studies ex-
amine technical properties (e.g., accuracy or the ability to
correctly estimate or verify age), whereas others evaluate
practical aspects (e.g., circumvention, user friction, regulatory
compliance, or implementation) in existing services. There-
fore, technical performance alone provides limited evidence
of how effectively a mechanism protects children when de-
ployed by current platforms.

Finally, the literature reveals a recurring separation be-
tween robustness and other dimensions relevant to the practi-
cal adoption of age assurance. Approaches based on official
documents or biometric data may provide stronger barriers
against age misrepresentation. At the same time, they raise
concerns regarding privacy, accessibility, inclusion, and data
protection. Conversely, less intrusive approaches may re-
duce data collection and user friction while providing weaker
protection against circumvention by children or teenagers.

These findings suggest that the maturity of age-assurance
research should not be assessed solely via improvements in
technical accuracy or robustness, but also through the extent
to which evaluation frameworks jointly consider effective-
ness, privacy, usability, accessibility, and inclusion in realistic
deployment contexts.

7 Discussion

Our findings should be interpreted as a contextual and in-
tegrative extension of existing evidence on age assurance
rather than as the validation of a new mechanism or eval-
uation method. By examining previous approaches in the
Brazilian context and triangulating the platform evaluation
with consultation data and systematic literature evidence, the
study highlights how recurring technical limitations and trade-
offs manifest within a specific regulatory and child-protection
environment.

In this section, we interpret our findings from two comple-
mentary perspectives. First, we examine the age assurance
mechanisms adopted by digital platforms in light of current
child online protection regulations (Section 7.1). Second, we
analyze the age assurance methods identified in the literature,
representing the current state of the art in digital protection,
through a risk-based lens. This perspective assumes that plat-
forms should implement prevention and mitigation measures
proportionate to the risks inherent in their products and ser-
vices, as outlined in the ECA Digital®

7.1 Age Assurance Methods on Digital Plat-
forms Through a Regulatory Lens

In Table 3, we summarize the results of the tests conducted on
the four platforms, addressing the previously defined guiding
questions. YouTube’s approach aligns with the concept of
“evolving capabilities,” which seeks to ensure the inclusion

3ANPD. Mecanismos Confidveis de Afericdo de Idade: Orientacées
Preliminares. Brasilia, DF, 2026. Available at: https://tinyurl.com/23en83dt
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of children based on their level of maturity and social context,
under the supervision of responsible adults. In contrast, the
approach adopted by the other platforms is more restrictive
and exclusionary, preventing children from exploring digital
features in a safe and supervised manner. The results also
reinforce the arguments of Farthing et al. [2021] regarding the
complexity of the terms of use and how they are not tailored
to this audience’s level of understanding.

Overall, Google’s approach has proven to be a good ex-
ample of how to structure age assurance mechanisms. The
platform provides clear instructions for parents and guardians
to manage children’s accounts, restricts access on devices
shared with other users, and seeks to create an environment
conducive to child development. Variations such as YouTube
Kids help minimize risks while promoting the positive use
of technology. However, the platform also has limitations.
Google does not require mandatory assurance steps or spe-
cific settings for the creation of accounts by teenagers, and
although YouTube offers supervision mechanisms for this
audience, they are neither mandatory nor prominently pro-
moted, which requires proactive action and digital literacy on
the part of parents and guardians.

Instagram, on the other hand, does not allow the creation
of children’s accounts, but offers a recent and specific set of
features designed for teenagers. When a teenager’s account is
created, parental supervision is encouraged through a built-in
invitation feature. This kind of feature was also frequently
mentioned in the public consultation conducted by CGIL.br
Comité Gestor da Internet no Brasil (CGL.br) [2025] because
it allows guardians to supervise and restrict children’s and
teenagers’ access to certain content. In this scenario, plat-
forms can take the lead in improving age assurance mecha-
nisms, while families simultaneously contribute to the protec-
tion of minors. Thus, a shared responsibility is established to
ensure the concept of “children’s rights by design” Hartung
[20207].

TikTok also restricts access to children under the age of
13. Although it allows use by teenagers and offers parental
supervision tools through Family Sync *, the platform lacks
features specifically designed for this age group. As a re-
sult, teenagers are exposed to a wide range of digital risks.
Although TikTok imposes functional restrictions (such as
blocking account creation after an age that is not permitted
is entered), these measures can be easily circumvented by
reinstalling the app.

The platforms analyzed rely on self-reported age as the sole
verification method, an approach that is highly susceptible
to manipulation. As highlighted in a related study by Elta-
her et al. [2025], the design of this type of age classification
complies with COPPA but shifts the responsibility for age
assurance onto the children themselves and their guardians
[Federal Trade Commission, 1998]. This reality demonstrates
the need for robust legislation requiring the implementation
of effective age assurance methods. One alternative currently
under discussion, for example, is that companies behind so-
cial media platforms (such as the one analyzed in this study)
could develop age assurance features using facial recognition

4Family  Sync: https://support.tiktok.com/pt_BR/
safety-hc/account-and-user-safety/family-pairing. Ac-
cess in: 2025-01-08.
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Hymas [2024]. However, this approach still poses a risk to
data protection, given the use of children’s sensitive data.
Additionally, it would require a new level of consent (explicit
and distinguishable) from guardians, as provided for in the
LGPD [Brasil, 2018].

Furthermore, the terms of use of the analyzed platforms are
often lengthy and written in complex legal language, making
them difficult for both children and their guardians to under-
stand. These characteristics may be interpreted as forms of
deceptive design, particularly Visual Interference and Ob-
struction. Extensive terms presented with low readability
features, such as small fonts, poor visual contrast, or layouts
that are difficult to navigate, may contribute to user fatigue
and parental exhaustion, increasing the likelihood that users
abandon the reading process and become more susceptible to
manipulative practices”.

Although Brazilian law explicitly requires parental consent
for children to access digital platforms, not all apps implement
practical measures to ensure that parents are aware of their
children’s or teenagers’ online profiles [Brasil, 2018]. On the
one hand, Google offers tools such as Family Link, YouTube
Kids, and device usage restrictions, as well as clear and ac-
cessible instructions for parents to monitor children’s access.
On the other hand, when it comes to teenagers, the same level
of effort is not observed. For this audience, parental controls
are optional and must be enabled by the user.

Even though platforms may display notifications request-
ing parental consent, they do not verify this authorization
through direct contact. This is also the case with TikTok and
Instagram. This practice reflects the current state of Brazilian
legislation on the protection of children’s and teenagers’ data,
since the LGPD does not guarantee the same level of pro-
tection for both groups, which makes it easier for platforms
to access teens’ personal information [Brasil, 2018; Laterca,
2022].

7.2 Mapping Age Assurance Methods in Liter-
ature to Child Online Risk Categories

The categories of age verification methods identified in the
literature (Section 6) can be interpreted not only from a techni-
cal perspective, but also according to the types of online risks
they are intended to mitigate. Drawing on the frameworks
proposed by Hasebrink et al. [2008] and Livingstone and
Stoilova [2021], we observed different ways in which age as-
surance methods may contribute to reducing content, contact,
conduct, and contractual/commercial risks for children. How-
ever, these mechanisms can simultaneously introduce new
and specific risks, particularly regarding privacy, surveillance,
and data processing practices.

Self-declaration methods, which are still widely adopted
across digital environments such as gaming and adult-content
platforms, have been consistently identified as ineffective
because they are easily circumvented [Cruz, 2025]. Their lim-
ited robustness significantly reduces their ability to prevent
children’s exposure to content risks (e.g., violent or sexual
material), contact risks (e.g., interactions with strangers), and

STypes of Deceptive Patterns. https://wuw.deceptive.design/
types. Accessed: 2025-01-08.
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Table 4. Age restrictions and assurance across platforms.
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Question WhatsApp Instagram YouTube TikTok

Minimum age (Terms) 13+ 13+ or legal age 13+ or with a guardian | 13+

Requests age? No Yes Yes Yes

Blocks minors? N/A Yes Yes (parental email) Yes

Additional verification at 13? N/A Teen mode No Requires consent

Is it possible to bypass? N/A Yes (edit age) Yes (edit age) Yes (“Continue”)

Additional verification at 16? N/A Teen mode No Warning if under 13 at-
tempted before

Minimum age visible? Yes (Terms) Yes (Terms) Yes (Terms) Yes (Terms)

conduct risks (e.g., access to gambling or adult-oriented ser-
vices). Consequently, these mechanisms frequently operate
more as symbolic barriers than as effective protection mea-
sures. This limitation has also been recognized in regulatory
initiatives. In Brazil, for example, Law No. 15,211/2025, the
Estatuto Digital da Crianga e do Adolescente (ECA Digital),
no longer considers self-declaration mechanisms sufficient
for age assurance purposes [Brasil, 2025].

Document/ID verification and biometric methods poten-
tially offer stronger protection against conduct and content-
related risks by creating more robust barriers to age-restricted
services. These mechanisms may reduce children’s exposure
to inappropriate environments and improve compliance with
legal age requirements. However, they simultaneously raise
concerns associated with contractual or commercial risks,
since they frequently require the collection and processing of
highly sensitive personal data, including government-issued
documents and biometric information.

In their turn, Behavioral and inference-based methods
introduce a different trade-off. Instead of relying on explicit
identification, they estimate users’ age through browsing be-
havior, interaction patterns, or digital traces. While poten-
tially less intrusive than hard identifiers, such approaches may
intensify tracking practices and expand commercial profiling,
reinforcing concerns regarding the datafication of children’s
online activities.

Overall, we observed that no category identified in the
literature appears capable of simultaneously maximizing pro-
tection while minimizing privacy and inclusion concerns. Our
findings suggest that age assurance should not be interpreted
exclusively as a technical challenge but as a socio-technical
balancing process involving safety, privacy, proportionality,
and children’s rights.

8 Conclusion

In terms of contribution, the empirical platform evaluation
reinforces the findings reported by Curley [2020], demonstrat-
ing that social media platforms still lack robust age assurance
and parental supervision mechanisms for children and adoles-
cents. As a result, existing measures remain relatively easy to
circumvent. Furthermore, the contrasting approaches adopted
by platforms such as TikTok and Instagram, which primar-
ily restrict children’s access, and YouTube, which provides
an adapted and supervised environment for younger users,
further contribute to the ongoing debate identified by Living-
stone and Sylwander [2025] regarding appropriate ages for

Internet use and the digital rights of children. In this context,
YouTube’s approach appears to provide comparatively more
extensive mechanisms for balancing inclusion, supervision,
and child safety.

Moreover, the evaluation revealed the presence of exten-
sive terms of use containing detailed policies, data protection
clauses, usage rules, and other legal provisions. None of
the analyzed platforms provided simplified or child-friendly
versions of these documents. Among the evaluated services,
Google comes closest to addressing this limitation by sending
guidance and informational emails to the guardians of child
users, although this practice is not consistently implemented
across all of its services.

With the exception of WhatsApp, which does not imple-
ment age assurance or parental consent mechanisms, the eval-
uated platforms generally maintain policies aligned with cur-
rent Brazilian regulations. These platforms either restrict chil-
dren’s access or provide alternative mechanisms and, to some
extent, attempt to encourage supervision for adolescent users.
Nevertheless, both regulatory frameworks and platform prac-
tices still present important gaps that may compromise the
effective protection of personal data and the broader digital
safety of younger users.

Taken together, this study contributes to the age-assurance
literature through three complementary elements: a contex-
tual replication of previous international platform evaluations
in the Brazilian context; a systematic synthesis of evidence on
age-assurance mechanisms, data modalities, evaluation prac-
tices, and reported effectiveness; and the integration of these
findings with perspectives from the CGI.br public consulta-
tion. This combined analysis highlights persistent tensions
between child protection, robustness, privacy, and inclusion.

To address these challenges and mitigate the negative im-
pacts associated with social media use, future policies should
establish clearer definitions of the roles and responsibilities
of both digital service providers and adults responsible for
minors [Farthing et al., 2021]. At the same time, these reg-
ulations should provide more concrete guidance regarding
the collection, processing, and protection of children’s per-
sonal data. Regulators must also seek an appropriate balance
between normative principles such as child welfare and auton-
omy, a central challenge in the development of frameworks
such as Child Rights by Design®, which aim to protect young
users while respecting cross-cultural and social differences.

The systematic mapping revealed a rapidly expanding

65Rights  Foundation. https://childrightsbydesign.
5rightsfoundation.com/. Accessed: 2025-01-08.
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and highly interdisciplinary research landscape around age
assurance. It identified document-based and biometric ap-
proaches as the most frequently studied mechanisms. The re-
view also demonstrated that current research extends beyond
purely technical solutions, involving legal, ethical, and policy-
oriented perspectives. Furthermore, our findings indicate that
self-declaration mechanisms, despite being the most widely
deployed approaches in practice, are consistently described as
ineffective and easily circumvented. At the same time, meth-
ods considered more robust, such as document-based and
biometric verification, introduce important concerns related
to privacy, accessibility, and inclusion.

The integration of the mapping findings with the empiri-
cal platform evaluation and the CGIL.br consultation enables
us to interpret age assurance mechanisms from a risk-based
perspective centered on child online protection. This analy-
sis shows that these mechanisms may simultaneously reduce
exposure to harmful environments while creating new risks
involving surveillance, profiling, and personal data process-
ing. Therefore, our findings reinforce the need to understand
age assurance as a broader socio-technical challenge rather
than solely as a technical verification problem.

This study presents limitations that also suggest opportu-
nities for future work. First, the platform evaluation was
conducted based on services, configurations, and regulatory
contexts specific to Brazil. Age assurance mechanisms may
vary across countries due to differences in legislation and
platform policies. Google, in particular, presents substantial
variations in age-related restrictions and supervision features
across regions. This creates opportunities for comparative
studies examining how age assurance and child protection
mechanisms are implemented under different regulatory con-
texts.

Another limitation concerns the data collection process,
which was conducted by a single researcher. Although the
results and interpretations were subsequently reviewed and
discussed by two authors, this may reduce the reliability and
reproducibility of the evaluation process. Although this pro-
cedure provided an additional layer of analysis, the absence
of independent parallel coding may reduce reliability and re-
producibility of our study. Future replications should involve
independent evaluators during platform testing and thematic
coding, enabling the use of inter-rater agreement measures
such as Cohen’s Kappa when methodologically appropriate.

In addition, the empirical analysis relied primarily on two
sources of evidence: platform documentation and the creation
of test accounts. The inclusion of additional sources, such as
interviews with industry professionals or technical analyses of
platform ecosystems, could enable stronger triangulation and
provide a broader understanding of age assurance practices.

The systematic mapping study also presents some limita-
tions related to the scope of the review. The selected time-
frame (2020-2025) may have excluded earlier studies rel-
evant to the historical evolution of age assurance technolo-
gies. The mapping was also restricted to English-language
publications across the six selected digital libraries. This in-
troduces potential language and database coverage bias and
may have underrepresented research disseminated locally
in Brazil. Future extensions should therefore incorporate
Portuguese search terms and regional sources, such as SBC
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OpenLib. In addition, the review did not conduct a dedicated
search for grey literature beyond the selected digital libraries,
which may have limited the coverage of government reports,
policy documents, and technical publications relevant to the
implementation and regulation of age assurance mechanisms.
Hence, in future work we aim to compare identical platform
configurations and age-assurance flows across jurisdictions,
particularly Brazil under the LGPD, ECA Digital and Eu-
ropean jurisdictions under the GDPR/DSA framework, to
examine how regulatory contexts influence implementation
and robustness.

In upcoming studies we also intend to incorporate these ad-
ditional sources, including materials produced by nongovern-
mental organizations (NGOs) dedicated to protecting children
and adolescents online, such as Alana Institute and SaferNet,
both from Brazil.
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