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Abstract Cryptocurrencies are increasingly gaining relevance in financial markets, attracting both retail and institu-
tional investors. As a result, assessing the risks associated with these new assets has become more important. Unlike
traditional market assets, which are regulated and centrally managed, cryptocurrencies were designed with an egal-
itarian nature, enabling peer-to-peer transactions and providing varying levels of anonymity. These characteristics
contribute to a favorable environment for illicit activities, including market manipulation. One such manipulation
technique is the pump-and-dump (PD) scheme, which exploits the decentralized and anonymous nature of cryp-
tocurrency markets. Typically orchestrated through public groups on social media platforms, these schemes involve
coordinated surges in buy orders to artificially inflate a coin’s price, followed by rapid sell-offs that leave unsus-
pecting investors with losses. The detection of PD schemes is important because they compromise the integrity
and reputation of cryptocurrency markets, undermining investor confidence and contributing to market instability.
Most prior research on PD detection has focused on anomaly detection techniques. In this study, we investigate
whether combining anomaly detection with change point detection in a hybrid framework can enhance detection
performance. We propose HDP+, an improved version of the original HDP method, which processes raw trading
records from exchanges and applies an ensemble of anomaly detection and change point detection algorithms. The
primary distinction between HDP and HDP+ lies in the anomaly detection component: while HDP relies on tradi-
tional volatility-based methods, HDP+ analyzes the time series of rush orders. Experiments conducted on a dataset
of confirmed PD events yielded results of 96.4% precision, 89.3% recall, and a 92.7% F1-score, surpassing previous
statistical approaches to PD detection.
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1 Introduction
The use of cryptocurrencies has increased over the past
decade, resulting in market expansion across traditional fi-
nancial sectors and in public perception [Jalal et al., 2021].
This expansion is illustrated by events such as the approval
of the first Bitcoin futures Exchange-Traded Fund (ETF) by
the U.S. Securities and Exchange Commission (SEC) in 2021
[Wursthorn, 2021], and the initiation of spot ETF trading
on American stock exchanges in early 2024 [Schmitt, 2024].
Public interest has followed periods of rapid market growth,
such as those observed in late 2017 and early 2018, which
were widely covered by mainstream media and tend to re-
cur during subsequent market rallies [Steinmetz et al., 2021].
As a result, studies focused on assessing the risks associated
with this asset class have become necessary.

Most cryptocurrencies operate without centralized control
and support a certain degree of anonymity. These character-
istics facilitate their use in illicit practices, including money
laundering, drug trafficking, and cyberattacks [Kethineni and
Cao, 2020]. One notable type of fraudulent practice involv-
ing cryptocurrencies is the pump-and-dump (PD) scheme, in
which an asset’s price is artificially increased and then the
asset is sold at a higher price [Victor and Hagemann, 2019].

PD schemes in cryptocurrency markets are often orga-
nized through public groups on platforms that offer en-
crypted communication and anonymity, such as Telegram or
Discord. These groups recruit members until they reach suffi-
cient financial capacity to influence asset prices. The scheme
begins with a pre-announcement made a few days in advance,
which includes information about the exchange1, the pairing
coin2, and the exact timing of the pump [La Morgia et al.,
2020]. At the scheduled time, the targeted asset is disclosed,
and members begin coordinated buying, holding, and pro-
motion activities to increase the price. The pump usually
reaches its peak within minutes, followed by rapid sell-offs
at the first sign of decline. The asset’s price and trading vol-
ume typically return to pre-pump levels within approximately
thirty minutes [Xu and Livshits, 2019].

The rapid and artificial price increases induced by PD
schemes deviate significantly from the typical patterns ob-
served in cryptocurrency time series. Existing studies pri-
marily rely on anomaly detection methods, yet these ap-
proaches often have problems with precision and adaptabil-
ity [Rajaei and Mahmoud, 2023]. To address these short-

1An organized market or center for trading cryptocurrencies.
2Cryptocurrency used to trade against another cryptocurrency.
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comings, this study explores the effectiveness of integrating
anomaly detection with change point detection techniques,
evaluating whether this hybrid approach improves the detec-
tion performance of PD events compared to approaches that
rely solely on anomaly detection.

HD Pump Plus (HDP+) is a hybrid detection method de-
signed to identify PD schemes in cryptocurrency markets by
integrating anomaly detection (AD) and change point detec-
tion (CPD) techniques. The method processes raw trading
records into time series representations that capture essen-
tial trading attributes such as price, volume, and rush orders.
This work is an extension of the Moura et al. [2024] HD
Pump (HDP), enhancing the method through the incorpora-
tion of the rush order feature, which identifies rapid bursts of
trading activity within the same millisecond—a pattern asso-
ciated with PD scheme organizers. The workflow includes
data preprocessing steps, such as applying the cumulative
sum (CUSUM) transformation to the volume series, allow-
ing CPD methods to detect abrupt structural changes.

The detection process in HDP+ is structured into two
main components: the AD component, which utilizes Ro-
bust Empirical Mode Decomposition (REMD) [Souza et al.,
2024] to identify anomalies in the rush order series; and the
CPD component, which employs an ensemble of the Chow
Test and GFT on the CUSUM volume series to detect struc-
tural changes [Ogasawara et al., 2025]. The final classifica-
tion of PD events is determined by the intersection of posi-
tive labels from both components, prioritizing the precision
metric. By leveraging the strengths of both AD and CPD,
HDP+ achieves a performance improvement without requir-
ing model training, making it a robust solution even when
compared to more complex methods.

The experimental evaluation of HDP+ was conducted us-
ing a dataset of 178 confirmed PD events in the Binance ex-
change3, obtained from the dataset provided by La Morgia
et al. [2020]. The results, summarized in Table 4, demon-
strate a significant performance improvement of HDP+ over
the original HD Pump and other methods. It achieves a preci-
sion of 96.4%, recall of 89.3%, and F1-score of 92.7%. Com-
pared to the original HD Pump, HDP+ significantly improves
precision and recall, increasing these metrics by 39.6% and
5%, respectively. These improvements enhance the detec-
tion and prevention of PD schemes by expanding the range
of detection frameworks and addressing practices that com-
promise the integrity and reputation of cryptocurrency mar-
kets. The method balances high precision and recall, outper-
forming prior statistical approaches in the identification of
PD events.

The remainder of this paper is organized as follows. Sec-
tions 2 and 3 provide the theoretical background and review
related work. Section 4 details the HDP+ method. Section
5 outlines the experimental protocol and presents the results.
Finally, Section 6 concludes the paper and discusses poten-
tial future research directions.

3The largest cryptocurrency exchange at the time of this work.

2 Background
The PD scheme has a long history in the stock market and a
straightforward premise [Kamps and Kleinberg, 2018]. Ini-
tially, the perpetrators identify a publicly traded security as
their target, typically small-cap stocks or low-liquidity assets
due to their susceptibility to price manipulation, allowing
them to exert significant influence with relatively small in-
vestments. Subsequently, they accumulate significant quanti-
ties of this security. Following the acquisition, they promote
the security aggressively through misleading information and
market hype, disseminating false and deceptive information
aimed at artificially inflating its price [Kramer, 2005].

Unlike traditional financial systems, most cryptocurren-
cies operate without central authorities to process transac-
tions, instead utilizing the peer-to-peer technology known
as blockchain. The egalitarian nature of cryptocurrencies
has introduced a new era of decentralized authority, provid-
ing transaction privacy, anonymity, and a lack of deterrence
[Kethineni and Cao, 2020]. These characteristics have cre-
ated a favorable environment for online criminal activities
using cryptocurrencies, such as PD schemes.

A PD scheme in the cryptocurrency market is a form of
market manipulation in which the price of a cryptocurrency
is artificially inflated to generate profits for the scheme insid-
ers. This practice relies on coordinated efforts to create mis-
leading hype, luring unsuspecting investors into purchasing
the targeted asset at an inflated price. Once the price peaks,
the perpetrators sell off their holdings, causing a sharp de-
cline that leaves late investors with significant losses [Kamps
and Kleinberg, 2018].

The scheme follows a structured process, illustrated in Fig-
ure 1. It begins with the group bootstrap, where organiz-
ers establish groups on platforms like Telegram or Discord
to gather participants. In some cases, exclusive VIP groups
receive privileged early access to pump information in ex-
change for a fee. Following this, an announcement is made,
providing details of the planned pump, including the date,
time, exchange, and the cryptocurrency to be targeted [Hu
et al., 2023]. Before the event, the group organizers accu-
mulate the asset, discreetly purchasing large quantities of the
chosen cryptocurrency to maximize their eventual gains [Xu
and Livshits, 2019].

At the designated time, the pump phase begins, during
which organizers publicly disclose the targeted asset and urge
members to buy. This coordinated activity creates a surge in
demand, driving the price upward. Misleading information
may be disseminated to attract external investors [La Mor-
gia et al., 2020] to amplify the effect. Once the price peaks,
the dump phase ensues, where the group members sell off
their holdings, triggering a rapid price collapse. Finally, in
the post-pump phase, organizers often share misleading prof-
itability statistics to maintain the illusion of success and re-
cruit participants for future schemes [Xu and Livshits, 2019].

The detection of PD schemes in cryptocurrency mar-
kets has been studied primarily with classification-based
anomaly detection methods, including statistical and ma-
chine learning-based techniques [Rajaei and Mahmoud,
2023]. Both approaches focus on identifying unusual trad-
ing patterns within the time series data of the targeted cryp-
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Figure 1. Illustration of the stages of a pump-and-dump (PD) scheme in
cryptocurrency markets. The process begins with recruiting and organizing
a PD group and then announcing the pump details. During the pump phase,
coordinated buying artificially inflates the price, often attracting unsuspect-
ing investors. Once the price peaks, the dump starts, where organizers sell
their holdings, causing a price collapse. Finally, in the post-pump phase,
misleading statistics may be shared to maintain the illusion of profitability
and recruit new participants.

tocurrency. The labeling of PD events is typically con-
ducted through longitudinal studies that monitor PD groups
on social media platforms, such as the one conducted by
La Morgia et al. [2020]. Given the structured nature of PD
schemes, their detection requires methods capable of identi-
fying anomalous price and volume patterns within time se-
ries data.

Time series analysis is a widely used tool in financial mar-
kets, enabling researchers to examine price and volume dy-
namics over time [Han et al., 2022]. Since PD schemes in-
troduce abrupt fluctuations in asset prices and trading vol-
umes, time series analysis is important for identifying these
irregularities. A time series is defined as a sequence of or-
dered observations recorded at specific intervals, represented
as (z1, z2, . . . , zt), where zt (t = 1, . . . , T ) denotes the ob-
servation at a given time step, and T represents the total
length of the series. Examples include hourly cryptocurrency
price fluctuations and minute-by-minute trade volumes. The
analysis of time series data facilitates the identification of
trends, patterns, and structural changes over time [Ogasawara
et al., 2025], as well as the detection of anomalies such as PD
schemes.

PD schemes create abrupt and significant price and trad-
ing volume fluctuations that do not conform to historical
trends [Kamps and Kleinberg, 2018]. In order to detect the
PD events, most studies employ anomaly detection methods
[Rajaei and Mahmoud, 2023]. Anomalies in time series are
abnormal patterns or events, that appear not to be gener-
ated by the same process that generated most of the observa-
tions of the series. Formally, an observation zt is considered
an anomaly if its temporal component deviates significantly
from both its expected value based on the k preceding and k
following observations. This condition is satisfied when both
deviations exceed a predefined threshold σ [Ogasawara et al.,
2025].

For example, a basic method for anomaly detection in time
series is the application of statistical thresholds to moving
averages of price and trading volume. Data points exceeding
three standard deviations from the series mean can be flagged
as potential anomalies [Ogasawara et al., 2025]. Despite
the effectiveness of statistical threshold-based anomaly de-
tection, distinguishing PD events from normal market volatil-
ity remains challenging. More advanced techniques, such as
machine learning-based methods or hybrid approaches com-
bining anomaly detection with change point detection, have
been explored to address these limitations.

3 Related Work
Several approaches have been proposed for detecting PD
schemes in cryptocurrency markets, ranging from statistical
anomaly detection to machine learning and deep learning
models. Kamps and Kleinberg [2018] was one of the pioneer-
ing studies on cryptocurrency PD schemes. It offered an early
formalization of these schemes and presented a methodology
for detecting them using AD algorithms. Their method iden-
tifies local conditional point anomalies by detecting simul-
taneous price and volume trend irregularities. Furthermore,
their method has parameters that optimize recall, precision,
or a balance between metrics. However, a limitation of their
study lies in the dataset used: it lacks confirmation of whether
the analyzed events were actual PD schemes.

The limitation of labeled data encountered by Kamps and
Kleinberg [2018] was subsequently addressed by the work
of La Morgia et al. [2020], who introduced a publicly avail-
able dataset of confirmed PD schemes. Their work focused
on monitoring PD groups that primarily operated on the Bi-
nance exchange, with order data restored using the Binance
API, which allows retrieval of every transaction within the
complete trading pair history. La Morgia et al. [2020] also
reproduced the work of Kamps and Kleinberg [2018] using
their dataset, and the reported results can be found in Table
4.

Building upon hybrid detection methods, HDP+ extends
the HD Pump method introduced by Moura et al. [2024], in-
corporating rush order-based anomaly detection to enhance
PD detection accuracy. Both methods share the same over-
all workflow structure and CPD component. However, they
differ in the AD component. While HDP+ incorporates
rush order-based anomaly detection, the original HDP de-
tects volatility anomalies in price time series. Specifically,
the AD component in HDP employs an ensemble detector
combining GARCH and RED techniques from Salles et al.
[2020], applied to the first-order differentiated price series to
identify fluctuations indicative of PD events.

Beyond the studies compared in this work, there are more
complex methods in the literature that focus on the de-
tection of PD schemes in cryptocurrency markets, particu-
larly through machine learning-based approaches [Rajaei and
Mahmoud, 2023]. An example is the work by La Morgia
et al. [2023], which expanded upon La Morgia et al. [2020]
by introducing another type of PD scheme: the crowd pump.
Unlike traditional PD schemes, crowd pumps involve large-
scale, decentralized coordination, often through social media
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platforms. A notable example is the GameStop short squeeze
of 2021, which La Morgia et al. [2023] used as a case study
to extend their previous work. Their detection of the fraud
schemes achieved a detection performance of 98.2% preci-
sion and 91.2% recall, using a random forest model that lever-
ages a rush orders feature. Section 4 presents a detailed dis-
cussion of rush orders. However, despite their effectiveness,
rush orders have limitations, as their utility relies on access to
complete trading records and characteristics of the data from
the Binance exchange, which may not be available for every
exchange.

While previous studies primarily relied on statistical and
machine learning-based anomaly detection, Bello et al.
[2023] introduced a deep learning approach. Their method
leverages an LSTM-based autoencoder trained on Bitcoin
valuations to predict the valuations of cryptocurrencies. De-
tection is triggered through thresholding based on a Gaussian
tail condition. Unlike prior studies that focus on post hoc
detection, Bello et al. [2023] emphasize real-time detection,
enabling most PD events to be identified within five minutes
using one-minute resolution data. The model achieved a pre-
cision of 78%, a recall of 83%, and an F1-score of 80%.

We adopt the work of Kamps and Kleinberg [2018] as a
benchmark primarily because it employs the same time reso-
lution as our method and is evaluated using the same dataset
provided by La Morgia et al. [2020], ensuring a fair com-
parison. Although La Morgia et al. [2020] and La Morgia
et al. [2023] both utilize rush order-based features, differ-
ences in time resolution limit direct comparison with our
approach. In contrast, the method proposed by Bello et al.
[2023] is designed for low-latency detection of PD schemes
and is evaluated on a distinct dataset, differentiating it from
our approach.

4 HD Pump Plus (HDP+)
HDP+ builds upon the original HD Pump method proposed
by Moura et al. [2024], which represented an initial effort
to construct a hybrid detector by integrating anomaly detec-
tion and change point detection techniques for identifying PD
events in cryptocurrency exchanges. Both HDP and HDP+
follow a similar workflow, as illustrated in Figure 2. In this
section, we first provide an explanation of the HDP workflow.
Subsequently, we describe the enhancements introduced in
HDP+, with a focus on the features that distinguish it from
the HDP.

The workflow begins by transforming input data from
cryptocurrency exchanges into time series, enabling the ap-
plication of event detection methods. Both methods focus on
data from the Binance exchange4, which, at the time of this
study, was the largest cryptocurrency exchange. This choice
is motivated by the expectation that PD schemes on Binance
require the coordination of larger trading volumes. More-
over, Binance also provides comprehensive access to histori-
cal trade records through its API, enabling detailed analyses
of past PD events.

The input data obtained from the exchanges is in the format
of trading records. Which are the chronological sequence of

4https://www.binance.com

executed orders on the exchange platform within a given time
interval. As shown in Table 1, each record typically includes
the trading pair—comprising the target cryptocurrency and
its pairing asset, which is not necessarily a cryptocurrency
but is most commonly Bitcoin (BTC)—along with the times-
tamp of execution, the traded volume denominated in the
pairing asset, the quantity of the cryptocurrency exchanged,
and the trade direction (buy or sell). The price of the traded
asset is not always explicitly provided, as it can be derived
by dividing the traded volume by the quantity.

However, the trading records must be transformed into
time series to enable analysis. Therefore, the first step in
the workflow is the transformation of these records into time
series. This process involves aggregating records into fixed
time intervals, referred to as chunks. In the HDP method,
for each chunk, the average price and total traded volume are
computed, resulting in two time series for the asset.

Besides that, the time series extraction step also enriches
the data by converting price and volume from Bitcoin into US
dollars. This is done to help mitigating the noise generated
by cryptocurrencies high volatility market. A sample of the
extracted time series is shown in Table 2.

Following the extraction of time series, the subsequent
step in the workflow is preprocessing. This stage aims to en-
hance the performance and reliability of the detection algo-
rithms by emphasizing patterns and structural changes within
the data. The HDP method applies two distinct preprocess-
ing techniques, each specifically designed to its correspond-
ing detection component.

The preprocessing technique employed for the HDP AD
component is first-order differencing (DIFF). This technique
is applied to the average price time series to highlight fluctua-
tions in volatility, thereby facilitating the identification of PD
events as anomalies. Formally, given a time series zt at time
t, the DIFF series dt is defined as dt = zt − zt−1 [Shumway
and Stoffer, 2017]. An example of the resulting time series
after applying DIFF preprocessing is shown in Figure 3.

For the CPD component, HDP employs the CUSUM pre-
processing technique. While PD events are typically ana-
lyzed using anomaly detection methods [Rajaei and Mah-
moud, 2023], the application of CUSUM transforms the
short-term effects of these schemes into structural changes
in the time series, thereby enabling the use of change point
detection algorithms.

As depicted in Figure 4, the CUSUM preprocessing con-
verts each observation into the cumulative sum of itself and
all preceding observations. Formally, if zt represents the
original time series at time t, the CUSUM series ct is defined
as ct =

∑t
i=1 zi. The CUSUM series emphasizes shifts in

the level or mean of the series by cumulatively summing the
data points, thereby aiding in the identification of significant
alterations in the statistical properties of the series [Takeuchi
and Yamanishi, 2006].

Following the preprocessing stage, the resulting time se-
ries are processed by the detection components of the HDP
method. The AD component utilizes the DIFF average price
series, while the CPD component operates on the CUSUM
of the volume series. Both components employ off-the-shelf
event detection algorithms provided by the Harbinger frame-

https://www.binance.com


HDP+: Leveraging Anomaly and Change Point Detection for Pump-and-Dump in Cryptocurrency Exchanges Moura et al. 2026

Time Series
Extraction

Data
Preprocessing

Anomaly
Detector

Change Point
Detector

HDP+
Ensemble

Figure 2. Workflow shared by both the HD Pump (HDP) and HD Pump Plus (HDP+) methods for the detection of pump-and-dump schemes in cryptocurrency
exchanges.

Table 1. Sample of trading records for the Everex (EVX) cryptocurrency token paired with Bitcoin (BTC) on the Binance exchange.

Coin Pair Datetime Side Price Amount Volume
EVX/BTC 2020-12-28T21:33:52.620Z BUY 1.073e-05 3680.0 0.0394864
EVX/BTC 2020-12-28T21:33:56.493Z SELL 1.068e-05 52.0 0.00055536
EVX/BTC 2020-12-28T21:33:58.183Z SELL 1.068e-05 713.0 0.00761484

Table 2. Sample of the time series extracted for the Everex (EVX) cryptocurrency token, generated during the time series extraction step
of the HD Pump method.

Bin Number of Orders Average Price (USD) Volume Sum (USD)
2020-12-28 22:00:00 39 0.287319184922967 10791.8298698161
2020-12-28 23:00:00 40 0.291546664119495 9732.60237260589
2020-12-29 00:00:00 15 0.279370496295045 3442.74646652487
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Figure 3. Visualization of the anomaly detection (AD) component of the
HD Pump (HDP) method applied to the first-order differenced (DIFF) price
time series of the pump-and-dump event involving the Everex cryptocur-
rency on September 1, 2021. The experiment was conducted using a chunk
size of 3600 seconds and a total time frame of 180000 seconds.

work5 [Salles et al., 2020].
Anomaly detection identifies abnormal patterns that de-

viate significantly from expected behavior, often indicating

5Harbinger framework CRAN package: https://cran.r-project.
org/web/packages/harbinger/index.html
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Figure 4. Visualization of the change point detection (CPD) component
of the HD Pump (HDP) method applied to the cumulative sum (CUSUM)
volume time series of the pump-and-dump event involving the Everex cryp-
tocurrency on September 1, 2021. The experiment was conducted using a
chunk size of 3600 seconds and a total time frame of 180000 seconds.

critical events within a domain. PD schemes create abrupt
and unusual price and trading volume spikes, which can be
modeled as anomalies within a time series [Kamps and Klein-
berg, 2018]. Various techniques, including statistical models,
machine learning, and signal decomposition methods detect

https://cran.r-project.org/web/packages/harbinger/index.html
https://cran.r-project.org/web/packages/harbinger/index.html
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these anomalies by analyzing deviations from typical series
behavior [Ogasawara et al., 2025].

The HDP AD component is designed to operate with high
precision, based on the premise that PD events may be easy
to detect as anomalies. However, the challenge lies in distin-
guishing genuine PD events from the high volatility of cryp-
tocurrency markets. To address this, AD component priori-
tizes precision being able to detect easy PD events with high
confidence, while letting a broader detection of events to the
CPD component.

It is implemented as an ensemble of the Generalized Au-
toregressive Conditional Heteroscedasticity (GARCH) and
the Harbinger RED algorithms. The GARCH algorithm is
designed for identifying volatility anomalies in financial data
time series. It operates by modeling the expected volatility at
a given time point based on both prior and subsequent volatil-
ity. With an observation being classified as anomalous when
its actual volatility deviates significantly from the GARCH’s
predicted value [Ogasawara et al., 2025].

In contrast, the Harbinger RED algorithm is designed as
an anomaly detection method that wraps the Empirical Mode
Decomposition (EMD). The EMD is a time-frequency de-
composition algorithm suited for nonlinear and nonstation-
ary time series. The EMD decomposes the time series
into various signals at different frequencies and detects the
anomaly on the residual component [Ogasawara et al., 2025].
The final result of the AD component is obtained by labeling
as positive only those observations identified as anomalies by
both the GARCH and RED algorithms.

Change point detection is the process of identifying spe-
cific observations where significant modifications occur in
the statistical properties of a time series, such as shifts in
mean, variance, or trend. These change points signal transi-
tions between different underlying processes generating the
time series and are crucial for system monitoring, adaptive
modeling, and real-time decision-making [Ogasawara et al.,
2025]. The HDP method leverages CPD to identify PD
schemes where abrupt volume fluctuations might indicate PD
activity.

The HDP CPD component consists of an ensemble of the
Chow test and the Generalized Fluctuation Test (GFT) algo-
rithms. The Chow test is a regression-based change point
detection method used to identify structural changes in a
time series that can be modeled using linear regression [Oga-
sawara et al., 2025]. It tests the null hypothesis of no struc-
tural change against the alternative hypothesis that regression
coefficients vary over time. The test assumes a linear regres-
sion model, where observations are expressed as a function
of independent variables with time-dependent coefficients.
When the potential change point is known, the test involves
fitting separate Ordinary Least Squares (OLS) regressions
to the data segments before and after the change point, then
computing an F-statistic to assess whether these segmented
models provide a significantly better fit than a single regres-
sion model. Besides that, to improve the Chow test recall, the
labeling process is adjusted such that any observation follow-
ing a positively labeled instance is also assigned a positive
label.

The GFT, in contrast, fits a regression model to the time
series and evaluates the stability of its residuals under the

null hypothesis of no structural change. Unlike the Chow
test, which focuses on a single predefined change point, GFT
detects structural changes by analyzing fluctuations in resid-
uals or parameter estimates of a fitted regression model. Un-
der the null hypothesis of no change, these fluctuations fol-
low expected statistical boundaries derived from central limit
theorems. Deviations beyond these limits indicate structural
shifts in the time series.

The CPD ensemble strategy integrates both techniques by
labeling an observation as a change point only when it is iden-
tified as such by both methods, thereby increasing the recall
of the final classification. The final classification produced
by the CPD component is determined through an ensemble
approach, where an observation is labeled as positive if both
the modified Chow test and the GFT method assign it a posi-
tive label.

The final stage of the workflow is the ensemble of the
AD and CPD component results. Ensemble methods are
widely used to improve detection performance by combin-
ing multiple base algorithms. The assumption is that indi-
vidual detectors may perform better on specific subsets of
inputs, and aggregating their outputs can enhance overall per-
formance. Formally, given an input dataset X of n data tu-
ples in a d-dimensional space, ensemble approaches build K
base detectors, each operating on a randomly selected sub-
space Xi ⊆ X . Each base detector assigns an event score to
the data tuples in its respective subspace. These scores are
then aggregated to yield a final score for each tuple, which
serves as the basis for the final result [Han et al., 2022].

Finally, the output of the HDP method is the combina-
tion of the AD component and the CPD component results.
Given the distinct characteristics of each component and
the challenge of distinguishing true events from false posi-
tives caused by high market volatility, the ensemble strategy
is designed to enhance precision without sacrificing recall.
Specifically, if both components agree on at least one posi-
tively labeled observation, the final result consists of the in-
tersection of their positive labels. Otherwise, the output de-
faults to the positive labels produced by the CPD component
alone. This approach leverages on the high confidence detec-
tions of the AD component to filter false positives, without
compromising the recall achieved by the CPD component.

On the other hand, HDP+ extends the original HDP
method by incorporating the rush order feature introduced by
La Morgia et al. [2020] and replacing the anomaly detection
ensemble with the Robust Empirical Mode Decomposition
(REMD) algorithm. Despite these enhancements, HDP+ re-
tains the overall workflow illustrated in Figure 2, encompass-
ing steps from time series extraction to the final result aggre-
gation. However, since the detection components in HDP+
are no longer specialized for precision or recall, the final en-
semble strategy is simplified accordingly.

Introduced by La Morgia et al. [2020], the rush order fea-
ture was a key component of their PD detection method, con-
tributing significantly to its performance. This feature arises
from limitations in the trading data provided by the Binance
API, which does not include complete order-level informa-
tion. The available Binance trading records are compressed,
meaning that a single order executed at different prices is
fragmented into multiple records. As a result, a single limit
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order6 executed at multiple price levels is recorded as several
individual trade records occurring at the same millisecond.
The rush order feature is thus defined as the number of times
trades are executed at the exact same millisecond.

Cryptocurrency exchanges try to emulate traditional bro-
kerages by offering common order types, such as market and
limit orders. Market orders execute immediately at the best
available price, while limit orders execute only at a specified
price or better. In PD schemes, organizers with prior knowl-
edge can strategically place limit orders in advance to profit
once the scheme begins. As illustrated in Figure 5, the rush
order feature captures this behavior by identifying bursts of
trades executed at the same millisecond, indicating the simul-
taneous triggering of pre-positioned limit orders.

0
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Figure 5. Visualization of the anomaly detection component of the HD
Pump Plus (HDP+) method applied to the rush orders time series of the
pump-and-dump event involving the Everex cryptocurrency on September
1, 2021. The experiment was conducted using a chunk size of 3600 seconds
and a total time frame of 180000 seconds.

The rush order feature is highly effective, as highlighted
in Table 3. Its contribution to performance improvement is
further reinforced by the study conducted by La Morgia et al.
[2023], discussed in Section 3, where it played a key role in
achieving state-of-the-art results. The incorporation of rush
orders also established a higher performance benchmark for
the HD Pump workflow, as demonstrated by the results of
HDP+ in Table 4. However, despite its advantages, the rush
order feature presents limitations. Its applicability depends
on the availability of complete trade records, which may not
be accessible for all exchanges. Moreover, access to more de-
tailed order type information could facilitate the development
of an even more precise and discriminative feature, further
enhancing the accuracy of PD detection.

Besides that, the HDP+ also introduces a new AD com-
ponent in order to detect PD events in rush orders series.
This new AD component relies on the Robust Empirical
Mode Decomposition (REMD) algorithm, also from the

6A type of order that executes only at a specified price or better.

Table 3. Comparison of the rush order feature vs. first-order differ-
entiation of the price series using a simple outlier detection method,
which identifies events when an observation deviates by more than
three standard deviations from the series mean.

Series Precision Recall F1-score
Price diff 40.6% 69.1% 49.2%
Rush orders 72.0% 97.7% 80.2%

Harbinger framework [Salles et al., 2020]. REMD is a hy-
brid technique that integrates Empirical Mode Decomposi-
tion (EMD) with an Autoregressive Integrated Moving Aver-
age (ARIMA) model.

The EMD is used to decomposing the time series into a
set of Intrinsic Mode Functions (IMFs) and employs a fre-
quency separation technique based on roughness curve analy-
sis to distinguish between high-frequency and low-frequency
components [Souza et al., 2024]. Subsequently, the ARIMA
model is applied to the high-frequency components to gen-
erate time series predictions. Anomalies are then identified
by computing the probability of an observation aligning with
the ARIMA prediction. Observations classified as outliers
within this probability distribution are flagged as anomalies
[Souza et al., 2024].

Finally, the HDP+ ensembles the results of this REMD-
based AD component with the same CPD component of
HDP. The AD component identifies anomalies within the
rush order time series, which can be interpreted as abrupt in-
creases in price triggering limit orders. These unusual spikes
in rapid buying activity are characteristic of the initial pump
phase of the PD scheme, as colluding members attempt to
inflate the price quickly. Conversely, the CPD component is
designed to identify significant structural changes in the cu-
mulative volume series, detecting observations that exhibit
notable shifts in overall trading volume. The ensemble of
these results is determined by the intersection of the positive
labels from both the AD and CPD components, ensuring that
only the most confident positive labeled observations are re-
tained.

5 Results
To assess the effectiveness of HDP+ in detecting PD events,
we conducted experiments using real-world cryptocurrency
trading data. However, building a dataset of PD events is
a formidable challenge, necessitating longitudinal monitor-
ing of the groups perpetrating the scheme. This study lever-
ages datasets provided by La Morgia et al. [2020] to address
this obstacle. Since the dataset provided by La Morgia et al.
[2020] is mainly based on Binance PD events, our study also
focuses on this exchange to ensure consistency and compara-
bility. By utilizing their resources, we were able to acquire
178 Binance PD datasets used in experiments, which were
downloaded using their script on GitHub7.

The dataset introduced by La Morgia et al. [2020] is a col-
lection of PD events coordinated through Telegram groups.

7https://github.com/SystemsLab-Sapienza/
pump-and-dump-dataset/blob/master/downloader.py

https://github.com/SystemsLab-Sapienza/pump-and-dump-dataset/blob/master/downloader.py
https://github.com/SystemsLab-Sapienza/pump-and-dump-dataset/blob/master/downloader.py
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These events are listed in a CSV file, where each row cor-
responds to a single PD occurrence and serves as input to a
script that retrieves historical trading data from the Binance
exchange via the Cryptocurrency Exchange Trading (CCXT)
library. Notably, the La Morgia et al. [2020] dataset does not
have raw trading records versioned, they only have the data
after data engineering, thereby requiring the download of it
for full analysis.

To ensure comparability with the original experiments, we
compared the downloaded PD events with their available ver-
sioned data and retained only the events present in both. This
step was required, as the list of PD events may have been up-
dated after their experiments. Additionally, since Binance
may delist certain assets, we provide all data used in our ex-
periments in our GitHub repository.

Each PD event in the dataset comprises a collection of
trade records spanning 12 days before to 7 days after the event.
Each trade record includes information such as the symbol
(cryptocurrency and its pairing coin), timestamp, trade side
(buy or sell), amount, price, and volume (denominated in the
pairing coin, typically Bitcoin). Given the potential pairing
coin volatility, our workflow also enriches the dataset using
the Live Coin Watch API8 to obtain price and volume data
in US dollars, thereby mitigating potential noise. The trade
records are subsequently transformed into time series by ag-
gregating them into predefined time chunks and computing
the average price and average volume. The rush order counts
within each chunk.

Another important consideration regarding the evaluation
metrics is the potential presence of unidentified PD events
within the dataset. The ground truth labeling in the dataset
is derived from the monitoring of PD groups on Telegram,
ensuring that all labeled PD events are genuine. However,
it is possible that other unmonitored groups also engaged in
PD activities targeting the same assets and within the dataset
time frames. This possibility is supported by the observa-
tion that, given the high trading volume on Binance, the set
of cryptocurrencies susceptible to price manipulation is lim-
ited, increasing the likelihood of near schemes by different
groups. Consequently, the presence of undetected PD events
in the dataset may negatively impact the measured precision
of detection methods.

The source code for both the HDP and HDP+ methodolo-
gies, along with the necessary datasets for experimental repli-
cation, is publicly available in our GitHub repository9. The
version corresponding to the original HDP study is preserved
under the tag HDPump, while the HDP+ implementation is
organized within a separate directory named hdp_plus. All
code was developed in the R programming language, and we
encourage the use of the RStudio IDE for reproduction.

To execute the HDP+ experiments, you may clone the
repository, set the R working directory to repository root,
configure the desired experimental parameters, execute the
main script and invoke the main function. Additionally, we
recommend registering a Live Coin Watch API key as the
LCW_API_KEY environment variable to enable data enrich-
ment. In the absence of the key, experiment executions will

8https://www.livecoinwatch.com/tools/api
9https://github.com/mmoura-dev/pump-and-dump

be limited to chunk sizes for which cached conversion data
is already available in the repository.

The experimental setup includes four main parameters:
time frame, chunk size, preprocessing, and detector. The time
frame parameter specifies a temporal window in seconds,
which constrains the length of the time series. The chunk
size parameter defines the size of the aggregation window
used to convert raw trading records into time series; within
each chunk, price values are aggregated using the mean, vol-
ume using the sum, and rush orders using the count function.
The preprocessing parameter specifies the technique to be ap-
plied to the time series data, selected from those defined in
the preprocessing module. Finally, the detector parameter in-
dicates the detection strategy to be used, as implemented in
the strategy module.

The experiments reported in this section were conducted
using a time frame parameter of 180,000 seconds, corre-
sponding to a 100-hour window centered around each PD
event, and a chunk size of 3,600 seconds (i.e., one hour). The
choice of a one-hour chunk size maintains consistency with
the original HDP study, which also used this configuration to
enable comparison with the statistical anomaly detection ap-
proach proposed by Kamps and Kleinberg [2018]. The 100-
hour time frame aligns with the experiments of La Morgia
et al. [2020], who limited their analysis to a 24-hour win-
dow, while also satisfying the requirement of some detection
algorithms for a larger number of observations. The results
obtained from these experiments are presented in Table 4.

Table 4. Comparison between HD Pump Plus (HDP+), HD Pump
(HDP) [Moura et al., 2024] and Kamps and Kleinberg [2018]
method results reported by La Morgia et al. [2020] for pump-and-
dump event detection using 1 hour chunk size

Classifier Precision Recall F1-score
Kamps (Initial) 15.6% 96.7% 26.8%
Kamps (Balanced) 38.4% 93.5% 54.4%
Kamps (Strict) 50.1% 75.0% 60.5%
HDP 56.8% 84.3% 67.9%
HDP (AD) 71.6% 46.1% 56.1%
HDP+ (AD) 90.3% 92.7% 91.5%
HDP+ (CPD) 47.7% 90.4% 62.4%
HDP+ 96.4% 89.3% 92.7%

To evaluate the performance of the proposed methods, we
employed the metrics of accuracy, precision, recall, and F1-
score. These metrics are widely adopted in related works
from Section 3, facilitating direct comparison with existing
approaches. Accuracy is defined as the proportion of cor-
rectly classified observations relative to the total number
of observations. Precision measures the proportion of true
positive PD detections among all instances classified as PD
events. Recall, also referred to as sensitivity, quantifies the
proportion of correctly identified PD instances relative to the
total number of actual PD events. The F1-score represents
the harmonic mean of precision and recall, providing a bal-
anced assessment of both false positives and false negatives.

Each one of these metrics is illustrated respectively in
Equations 1, 2, 3 and 4. Let TP (True Positives) denote the

https://www.livecoinwatch.com/tools/api
https://github.com/mmoura-dev/pump-and-dump
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number of observations correctly identified as part of a PD
event; TN (True Negatives) represent the number of observa-
tions correctly identified as not part of a PD event; FP (False
Positives) are the non-PD observations incorrectly classified
as PD; and FN (False Negatives) are the PD observations
that were incorrectly classified as non-PD. These metrics are
widely adopted in the literature and provide a assessment of
a detection model’s performance, particularly in imbalanced
classification problems such as PD event detection. Finally,
given that the dataset comprises PD events involving differ-
ent cryptocurrencies and occurring at various points in time,
all metrics are computed independently for each dataset. The
final reported performance scores correspond to the average
values across all datasets.

Accuracy = TP + TN

TP + TN + FP + FN
(1)

Precision = TP

TP + FP
(2)

Recall = TP

TP + FN
(3)

F1-Score = 2 · Precision · Recall
Precision + Recall

(4)

As the results of the AD component in Table 4 illustrate,
the use of the rush order feature significantly improves the
overall results achieved by the original HD Pump. The results
of the CPD component showed slight improvements, which
can be attributed to an update of the R package Harbinger to a
newer version. The updated version 1.1.707 included several
fine-tuning adjustments to its detection methods compared
to version 1.0.787 used in the original HDP [Moura et al.,
2024]. These changes affected all results in the current work,
as the updated Harbinger was applied across the entire HDP+
method. Moreover, the overall precision of HDP+ improves
significantly due to the ensemble approach, which effectively
combines AD and CPD to reduce false positives.

The comparison reveals a significant performance im-
provement. The CPD component alone achieves a 90% recall
rate while maintaining a considerable advantage in precision
compared to the more recall-focused configurations of the
Kamps and Kleinberg [2018] study. The ensemble approach
of HDP+ demonstrates a significant increase in precision
compared to the standalone AD component. This result sug-
gests that integrating CPD helps filter out market volatility-
induced anomalies, improving classification confidence with
only slightly reduced recall.

Despite its effectiveness, one limitation of the proposed
methodology concerns the timeliness of detection. HDP+ is
designed as an offline detector that relies on both pre and post-
event data to identify PD schemes. However, PD schemes
typically unfold over short time frames, and their market
effects often dissipate within a matter of minutes [Xu and
Livshits, 2019]. As a result, the current implementation of
HDP+ lacks the capability for real-time detection and, there-
fore, cannot provide timely warnings to market participants.

6 Conclusion
This study presents HDP+, an enhanced hybrid detection
method for identifying PD schemes in cryptocurrency mar-
kets. By integrating anomaly detection with change point de-
tection techniques, HDP+ builds upon the original HD Pump
method proposed by Moura et al. [2024] and incorporates
the rush order feature introduced by La Morgia et al. [2020].
The proposed method significantly improves the precision
of the detector compared to the original HD Pump while
maintaining the advantages of statistical methods, allowing
it to perform competitively against machine learning-based
approaches without requiring training, even though related
works are performed at different time resolutions. Addition-
ally, we publicly release the HDP+ implementation along
with the dataset used in our experiments, including the en-
riched version.

We aim to contribute to the detection and prevention of
PD schemes that undermine the cryptocurrency market’s in-
tegrity and reputation. Future research directions include re-
fining the detection process by reducing the chunk size used
for grouping trade records, thereby enhancing the granular-
ity and timeliness of detection. Exploring additional PD de-
tection features, such as variations of the rush order met-
ric, could enhance accuracy. However, its applicability may
be constrained by differences in data availability across ex-
changes.

Another promising direction is extending hybrid detection
methods like HDP+ to traditional financial markets, reinforc-
ing defenses against market manipulation beyond cryptocur-
rencies. Additionally, advancing online detection techniques
could enable real-time identification and mitigation of PD
schemes, equipping investors with timely and actionable in-
sights. These advancements would enhance the robustness of
PD detection systems, fostering more secure and transparent
trading environments.
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