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Abstract Local differential privacy (LDP) was developed as a version of differential privacy (DP) that does not
require a trusted curator or server. Frequency oracles, a class of LDP protocols for frequency estimation, function
as the building blocks for diverse applications with LDP guarantees developed for tackling specific tasks such as
answering range queries, and frequent item and itemset mining. However, these applications often build on frequency
oracles with no adjustments for longitudinal data, and therefore can not provide LDP. In this paper, we investigate the
practical effectiveness of state-of-the-art frequency oracle (FO) protocols designed for longitudinal data in various
data analysis tasks. Specifically, we implement these protocols to perform three key tasks: answering range queries,
identifying frequent items, and detecting frequent itemsets. Additionally, we incorporate post-processing techniques
to enhance utility and improve overall performance. Our experimental evaluation includes four real-world datasets
from diverse domains, allowing us to systematically measure and compare the utility of longitudinal LDP protocols.
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1 Introduction

Differential Privacy (DP) has come to be accepted as the de
facto standard for data privacy. Nonetheless, as the originally
proposed model of DP, central DP relies on a trusted curator
[Dwork et al., 2006], which is not a reliable assumption for
real-life scenarios; research in the field has recently pivoted
towards pursuing more restrictive models in a local setting
to bypass the need for a trusted curator in the central model
[Erlingsson et al., 2014]. Said pursuits have led to the growing
popularity of Local Differential Privacy (LDP), which aims to
guarantee privacy in a local setting. In this setting, user data
passes through an automated sanitization process immediately
after sampling [Team, 2017; Ding et al., 2017; Johnson et al.,
2018]. Thus, once the data reaches the server, it has already
been processed in a way that guarantees the user’s anonymity,
even in the scenario of a data leak or a malicious curator.

However, as the LDP model requires noise to be added
to each new user data sample, compliant protocols may add
excessive amounts of noise, resulting in data that diverges
significantly from the raw counterpart; subsequent analysis
may yield inaccurate results. Said concerns become even
more challenging when dealing with longitudinal data, as
each new data sample the user sends to the server will be
correlated with prior ones, it becomes a requirement for the
mechanism to divide the privacy budget across queries into
increasingly smaller fractions of the original target so LDP
can still be guaranteed, leading to ever greater added noise and
loss of data utility [Wang ef al., 2021a; Ren et al., 2022]. As
a means to lessen utility loss, a larger budget can be selected
at the cost of user privacy [Dwork et al., 2006]; however, as
added noise will still increase with new samples.

There have been efforts to provide more flexible alterna-

tives to achieve some form of LDP in a streaming scenario,
including longitudinal LDP protocols [Erlingsson et al., 2014;
Arcolezi et al., 2022a,b]. In previous research, L-LDP proto-
cols have been applied to frequency counting, which has been
used in localization and census scenarios. One challenge in
said application has been how the protocols tend to behave as
components of an LDP framework. Most LDP protocols are
not used as standalone algorithms, but rather as components
in applications developed for performing specific tasks with
LDP guarantees. Said tasks can vary from identifying heavy
hitters [Zhu et al., 2024], to answering queries on geospatial
data [Hong et al., 2021]. As LDP protocols can showcase
varying levels of utility, depending on the characteristics of
the data being processed, and applications often will add pri-
vacy guarantees, requirements, and optimizations of their own
[Li et al., 2022; Filho and Machado, 2023], it is reasonable
to expect that no LDP protocol will be best suited in all LDP
applications.

An aggravating factor for L-LDP protocols is how often
LDP applications are not developed with considerations for
longitudinal data, and consequently are not tested or adapted
for having L-LDP protocols as components. Not having an L-
LDP protocol as a component leads to no privacy guarantees
for longitudinal data.

Main contribution. This paper represents an extension of
our previous work Marreiras et al. [2024], which presented a
systematic and in-depth analysis of state-of-the-art frequency
oracle (FO) protocols designed for longitudinal data. This
work adds a new comprehensive evaluation of the previously
determined best-performing FO protocols as components in
local differential privacy (LDP) frameworks developed for
specific tasks. We study frameworks that tackle the tasks of
answering range queries, frequent items mining, and frequent
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itemset mining, under the longitudinal LDP setting. To as-
sess the practical effectiveness of these protocols, we conduct
extensive experiments using four real-world datasets. We
rigorously compare their utility across various scenarios, of-
fering valuable insights into their strengths and limitations.

Paper structure: The subsequent sections of this article
are divided and presented in the following order: In Section
2, we present the required theoretical background for under-
standing the problem of interest to this paper. In Section 3,
we describe our problem of interest in greater detail. In Sec-
tion 4, we present basic LDP solutions that serve as building
blocks for the protocols presented in Section 5, developed
for longitudinal data and subjects of this paper’s evaluation.
In Section 6, we present applications designed for locally
differentially private tasks that make use of LDP protocols
as building blocks. Said applications will be the subject of
our experiments in conjunction with the protocols presented
in Section 5. In Section 7, we present the datasets and ex-
perimental setup used. In Section 8, we discuss the results,
and through an analysis across increasing privacy budgets,
we aim to determine the most adequate LDP Protocol for
each application when processing longitudinal data. Section
9 briefly summarizes and highlights our most important and
promising findings.

2 Theoretical background

2.1 Longitudinal Data

We define longitudinal data as data that evolves over time,
captured through repeated sampling at increasing time inter-
vals, which are represented as timestamps in the database. In
this context, different individuals send a sample to the server
at each timestamp. Therefore, the server aggregates the data
where each row corresponds to all the data collected from
timestamp ¢ to the current timestamp ¢, for a single user.

2.2 Local Differential Privacy

Under LDP, sensitive information v from each user is
encoded by a randomized algorithm ¥, and its output ¥ (v)
is sent to the aggregator responsible for collecting all users’
reports. Intuitively, LDP guarantees that, no matter what
the value of ¥(v) is, it is approximately equally as likely to
be a result of perturbing v as any other v’ differing from v.
Therefore, if ¥(v), instead of v, is collected, the users never
reveal their private value v. The user’s degree of privacy is
controlled by the privacy budget . More formally,

Definition 1 (Local Differential Privacy [Erlingsson et al.,
2014]) An algorithm ¥ (-) satisfies e-local differential privacy
(e-LDP), where € > 0, if and only if for any pair of inputs
(v,v"), and any possible output y of U, we have Pr[¥(v) =
yl < e Pri¥(v) =y

For any pair of distinct inputs, an LDP mechanism has the
probability to output the same value limited by e€. In the
same fashion as central DP, LDP is robust to post-processing
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and sequential composition[Dwork et al., 2014].

Post-Processing: post-processing is any function that re-
ceives the output of a e-LDP mechanism as input, and regard-
less of which function it is, the output will remain e-Locally
Differentially Private, i.e., if M is a e-LDP mechanism, then
f (M) is also e-LDP for any function f [Dwork et al., 2014].

Sequential composition: if M, is a ¢,-LDP mechanism, for
t € [r]. Then, the sequence of outputs [M;(v), ..., M. (v)]
is >_,_; €,-LDP. Moreover, if M is an e-LDP mechanism
and v is a finite sequence of £ values, then the sequence
[M(v1),..., M (vg)] of outputs is ke-LDP [Dwork et al.,
2014].

3 Problem

We consider a setting where there are many users and one
aggregator. Each user has a sequence s = [v1, v, ..., v, ] of
values in a domain D, and the aggregator wants to learn
the frequency distribution of values among all users for 7
timestamps in a way that protects the privacy of individual
users. More specifically, the aggregator wants to estimate,
for each value v € D, the fraction of users having v in each
timestamp ¢ i.e., the number of users having v divided by the
population size. We measure utility using the MSE averaged
by the number of data collection 7, denoted by M SFE,,.
Thus, for each time ¢ € [1...7], we compute for each value
v € D the estimated frequency f(v); and the real one f(v);
and calculate their differences before averaging by 7. More
formally,

1 1 - 2
MSEuy = 23 15 3 (F@i—r@n)

veD

Goal. We aim to understand the behavior of different LDP
longitudinal data collection protocols as components in frame-
works for particular tasks.

4 Frequency Oracle Protocols

A frequency oracle (FO) protocol can be used to estimate
the frequency of any value v € D under LDP, where D is
the domain. A FO consists of two algorithms. The first one
is ¥, which users use locally to perturb their private data.
The second one is ®, which the aggregator uses to estimate
the frequencies regarding the perturbed data received. In the
literature, FOs have been employed in many different LDP
tasks, including marginal release [Liu et al., 2023], answering
range queries [Filho and Machado, 2023], answering queries
on geospatial data [Hong ef al., 2021; Duarte Neto et al.,
2026], and identifying heavy hitters [Zhu et al., 2024].
Traditional FOs do not account for budget consumption
over time when processing longitudinal data. Still, most state-
of-the-art protocols designed to tackle longitudinal scenarios
are adaptations of traditional ones, usually through two rounds
of sanitization, a technique accomplished by sequentially
composing two traditional FOs and memoization. Below, we
present two traditional FOs, which serve as the basis for the
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ones with two rounds of sanitization that are of interest to this
paper.

4.1 Generalized Randomized Response (GRR)

Randomized Response [Warner, 1965] was introduced for
binary responses, but it can easily be generalized to larger
domains [Kairouz et al., 2016]. In GRR, users send their
true private value v € D with probability p. Otherwise, with
probability 1 — p, the users send a randomly chosen value
v’ € D. Formally, the algorithm is

vxeD Pr [\IJGRR(G>(U) = x] = {Z Iii 75\; (2)
where .
B e
P ey D=1
B 1
1= ¥ DI -1

GRR satisfies e-LDP since p/q = e©. From a population of
n users, the aggregator receives a vector X = <x1, Z, xn>
of length |x| = n where z; € D is the reported value of the
i-th user. Then, it estimates the frequency of v € D, which
consists of the ratio of users with private value v among all n
users. Considering C'(n) as the number of times v appears in
vector X, the unbiased [Wang et al., 2017b] estimator for the
frequency of v € D is

Do (v) == (Cv)/n—q)/(p—q)

4.2 Unary Encoding (UE)

In Unary Encoding, a value v € D with domain size k is
encoded as a length-k binary vector B = [0,---,0,1,0,-+, 0]
where only the v-th position is 1. The private mechanism
returns a perturbed B’ as

PT[\I’UE(G)B/[Z'] = 1] = {

Wang et al. [2017b] has proven that UE satisfies e-LDP for e =
ln(fﬁ;% ). [Wang et al., 2017b] defines two UE protocols:
Symmetric Unary Encoding (SUE) and Optimized Unary
Encoding (OUE).

SUE selects p = ec}iﬁl and g =
symmetric since p + ¢ = 1.

OUE setsp =1/2and g = ﬁ It is considered a better
option than SUE.

Both make use of the same unbiased estimator as GRR.

7377 Itis described as

5 FOs for longitudinal data

Traditional FOs are inadequate for longitudinal data due to
increased budget consumption and decreased user privacy.
Many modern solutions use memoization, where a value is
first sanitized, memoized, and then sanitized again with a frac-
tion of the original budget for extra protection. Popularized
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by RAPPOR and adapted across various protocols[Arcolezi
et al., 2022a], the 2-round memoization approach is the most
accepted and will be the focus of our evaluation.

However, as proven in Arcolezi et al. [2022b], most
influential works, such as RAPPOR, claim to be able to
guarantee LDP by making bold assumptions about the
data[Erlingsson et al., 2014], which is not always realistic.
That is why we will be adhering to a relaxed definition of LDP:

Definition 2 (Longitudinal Local Differential Privacy [Ar-
colezi et al., 2022b]) For a longitudinal memoizing mecha-
nism M : AT — BT7, in which A = [1..k], let M* denote
a mechanism that takes as input a permutation x of A and
outputs M*(z) := x' by shuffling the k entries of z, yielding
x', and letting x} := M*(x}) for each i = 1..k, sequentially.
M is said to be e-LDP on the users’values iff M*is e-LDP.

All FOs in this paper comply with the above L-LDP defi-
nition. In L-LDP, the sanitization parameters €., and €7, the
original budget, and the « fraction of it, can be defined as
the upper bound and the lower bound for e-LDP, respectively.
We have the upper bound guarantee when 7, the number of
timestamps, tends to infinity, and we have the lower bound
when 7 = 1. All the L-LDP FOs presented in this paper use
the same unbiased estimator:

C(v)/n—
® (11) - C(v) - nql(pQ - QQ) — ng2 _ P2 - a1
Te ”(P1 - Q1)(P2 - Q2) P1—q1 3)

5.1 L-GRR (Longitudinal Generalized Random-
ized Response)

L-GRR is an adaptation of GRR to the longitudinal scenario,
adding memoization with 2-round sanitization, using the full
and a downsized alpha percentage of the budget for it, which
is executed by two instances of the traditional GRR protocol.

The perturbation algorithm is the same as GRR for the first
round:

p1 ifx=v
VI Pr|U;_ V) =x| = . 4
ep Pr{¥i_grr._,(v) = z] {q1 ifx £ v (4)
where .
B e
= e D -1
B 1
"= e D -1
followed by a second round that outputs a report z’:
Varcp Pr[¥ (@)= = P2 XX
z'€D L—GRR(.,) G X £x
where
Dy = @ —e'p
(=p1et) + [D]gie — qrest —pi(|D| —1) +q1
and

_ 1—po
|D| -1

q2
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5.2 RAPPOR and L-SUE (Longitudinal Sym-
metric Unary Encoding)

RAPPOR was a pioneer of the 2-round sanitization approach.
Its utility-oriented implementation is equivalent to the L-SUE
protocol. L-SUE follows the same structure as L-GRR but
uses SUE for the two rounds and consequently requires the
data to be encoded before being processed by it. The pertur-
bation algorithm for RAPPOR and all other UE-based L-LDP
FOs for the first round is

plifBli]=1
q1,ifB[i]

Pr [\IJUE(G)B/[i] = 1] = {

for the second round is

p2,if Bli]
q2,ifBli] =0

PriWyp, B[] =1 = {

In L-SUE, p; and ¢ are the same as p and ¢ for standard
SUE presented in Section 4.2, and ps + g2 = 1. To ensure
privacy for all UE algorithms [Arcolezi et al., 2022a], the
following equation must be satisfied:

(p1p2 — g2(p1 — 1)) (P2q1 — g2(q1 — 1) — 1))

(P21 — q2(q1 — 1)) (p1p2 — q2(p1 — 1) — 1)
(6)

€1 = In(

5.3 L-OUE (Longitudinal Optimized Unary En-
coding)

Similar to L-SUE but built on top of the OUE protocol. OUE
is generally regarded as the preferred state-of-the-art solution
for the traditional scenario, but L-OUE is prone to adding
excessive noise [Arcolezi ef al., 2022a], leading to a signifi-
cant loss of utility over time. The algorithm follows the same

structure as RAPPOR, with p; = po = 0.5, ¢1 = ﬁ, and
g2 may be computed through the Equation (6).
5.4 L-OSUE (Longitudinal Optimized-

Symmetric Unary Encoding)

As proven by Arcolezi et al. [2022a], it is valid to chain both
UE protocols and still achieve L-LDP. L-OSUE is a hybrid
solution that uses OUE for the first round and SUE for the
second, thus avoiding the excessive addition of noise over
time, as it happens with data processed under L-OUE. The
L-OSUE protocol in first round has p; = 0.5, ¢1 = es—lﬂ,
followed by SUE with ps and go that satisfy ps + ¢ = 1,
satisfying Equation (6).

5.5 LOLOHA

Proposed in Arcolezi ef al. [2022b], LOLOHA builds on the
GRR protocol and applies the technique of Local Hashing
to shrink the original domain size k to a reduced value of
g, up to a minimum of g = 2, leading to slower budget
consumption. LOLOHA can define g as g = 2 (BILOLOHA)
for the strongest longitudinal LDP guarantees or compute an
optimal g (OLOLOHA) value by:
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g =1+ max (17 {W}) @)

where
A =a* — 14a® 4 12ab(1 — ab) + 12a3b + 1

given a = €5, and b = €.

As it builds on the GRR protocol, it first uses a random
hash function that maps the user value to a domain of size g,
and then follows the same perturbation algorithm, but with
|D| = g given our reduced domain size. The sanitization step
outputs both the report and the hash function seed, so it can
be used for counting by the aggregator. When it comes to the
estimation step, it first updates the value of ¢; to g1 = 1/g,
and then it counts all values for which the output of the hash
function matches the report given the user seed and uses the
same unbiased estimator (3) as all other FOs.

6 Post-processing

A Frequency Oracle Protocol has a vector f, of frequency
estimates as its output, with size equal to | D|, with D being
the domain of user data, and each indexed value f[i], being an
estimate for the frequency a value ¢ € D among the samples
sent to the aggregator. The frequencies are defined as either
simply the counts for a value among the sample data, or the
fraction of counts divided by the total number of samples sent
to the server. It is expected that the sum of all frequencies
is equal to n, where n equals the number of samples when
frequencies are defined as counts, or n = 1 for frequencies
computed as fractions. Due to the randomized nature of LDP
protocols, it is common to have negative estimates in the
aggregator output, and for the sum of all frequencies to differ
from n, which is not representative of real data, and leads to
lower utility [Wang et al., 2019b].

To minimize the error in estimations in the post-processing
step, it is necessary to guarantee that the output vector has
no negative values and ensure it sums up to n. Algorithm
1 details a post-processing procedure to be applied. The al-
gorithm’s input is an estimation vector f which represents
the frequency for every value in the domain. First, we set
all negative estimates to 0 (line 5). Then, we compute the
sum of the remaining estimates and determine the average
difference by dividing this sum by the number of positive
estimates (lines 6 and 7). Next, we add this difference to each
positive estimate (line 10). This process is repeated until all
values in the output estimation vector f{, are non-negative
and the sum of all frequencies is equal to n.

As demonstrated in Marreiras et al. [2024], this approach
performs the best for a variety of longitudinal LDP protocols
across different datasets. Thus, we choose to apply it to all
protocols in the Experimental Analysis (Section 8).

7 Applications

In this section, we explore three distinct algorithms de-
signed for locally differentially private tasks: answering range
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Algorithm 1: Algorithm for removing negative esti-
mations

1 Input :Estimation vector f,
Output : Estimation vector f!
2 fo 4 fo3
3 while any negative value in ' or 3" f! > n do
4 for i < 0 to |f,| do
5 if f//i] < 0then f/[i]«0;
sum Y2770 FLG):
diff < n — sum/|f,;
for i < 0 to |f,| do
9 if f//i] > 0then f/[i] « f'[i] + diff;
10 return f;

. =2 &

queries, mining frequent items, and mining frequent itemsets.
It’s important to note that these algorithms were initially pro-
posed for single-time data collection scenarios. However,
in our work, we extend their application to the longitudinal
setting. This extension involves evaluating the accuracy of
different longitudinal protocols in the context of each specific
task.

7.1 Range Queries

Addressing an unlimited number of multi-dimensional range
queries while ensuring data privacy is a critical challenge
that has garnered significant attention in recent research Yang
et al. [2020]; Filho and Machado [2023]; Wang et al. [2019a];
Zhang et al. [2018]. Range queries play a fundamental role
in various data analysis tasks, including statistical analysis,
geographic information systems, and machine learning ap-
plications. The ability to efficiently process these queries
without compromising sensitive information is essential for
maintaining data security and usability.

Filho and Machado [2023] proposed FELIP, a grid-based
approach designed to answer an unbounded number of multi-
dimensional queries with range and point constraints. FELIP
maps users’ answers to 1-D and 2-D grids, which are perturbed
to satisfy LDP. For a dataset of k attributes, the aggregator
constructs k 1-D grids and (£) 2-D grids. Since grids may
have different sizes, FELIP chooses the LDP protocol with
the best expected utility on a per-grid basis. Leveraging the
information it has about the queries’ selectivity, the aggrega-
tor calculates the dimensions’ size of each grid with the goal
of minimizing the overall variance when answering queries.
FELIP does not require the dimensions of each grid to be
divisible by the domain, which helps to improve utility. It
achieves that by enabling non-uniform cell sizes within a grid.
Once the aggregator receives all users’ LDP reports, it mate-
rializes all grids, removes negative estimations, and makes
grids consistent. Finally, it can answer all queries.

7.2  Frequent Item Mining

Identifying the top-k frequent items is crucial for numerous
applications across various domains, including market basket
analysis, recommendation systems, network security, and
healthcare analytics. Efficiently identifying top-k frequent
items allows organizations to make data-driven decisions
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while improving efficiency, security, and user satisfaction Li
et al. [2012]; Wu et al. [2023]; Xiong et al. [2018].

Wang ef al. [2018] et al. proposed Set-Value Item Mining
(SVIM), a protocol designed to identify, under local differ-
ential privacy, frequent items in datasets where each user’s
data consists of a set of items, all while ensuring local differ-
ential privacy (LDP). This protocol operates through a series
of steps that balance privacy preservation with accurate fre-
quency estimation. First, from a total of I possible items, it
finds a subset S called candidates of frequent items. Users
pad and randomly sample items from their sets, then apply
LDP noise before sending reports to the aggregator. The ag-
gregator estimates item frequencies and selects candidates.
Having narrowed down the domain from I to S, the aggrega-
tor now estimates frequencies of items in S. After that, users
report the intersection of their items with the set of candidates
S. Finally, the aggregator estimates the updated frequency of
the frequent items in .S and selects the top-k.

7.3 Itemset Mining

Mining frequent itemsets is essential for a wide range of
applications across business, security, healthcare, and data
science. In market basket analysis, identifying frequently co-
purchased items helps businesses optimize inventory, pricing,
and personalized recommendations Wang et al. [2018,2017a].
Fraud detection and cybersecurity benefit from frequent item-
set mining by recognizing suspicious transaction patterns or
detecting anomalies in network traffic. Additionally, in web
usage mining and social media analysis, frequent itemsets
reveal trending topics, user behavior, and content preferences,
improving user engagement and decision-making.

The Set-Valued Set Mining (SVSM) Wang ef al. [2018]
protocol extends the SVIM framework to identify frequent
itemsets under Local Differential Privacy (LDP). Given the
exponential growth of potential itemsets, SVSM employs a
strategic approach to efficiently discover frequent itemsets
while preserving user privacy. The protocol first generates
a list of itemset candidates. A subset of users participates in
the SVIM protocol to identify the top-k frequent items and
their estimated frequencies. SVSM estimates the frequencies
of possible itemsets by assuming independence among items.
Itemsets with the highest estimated frequencies are selected
as candidate itemsets and are added to 1.S. Next, a different
subset of users reports the intersection of their data with item-
set candidates I.S. The aggregator estimates the frequency
of each itemset in /.S and selects the most frequent ones. By
leveraging the frequent items identified through SVIM, the
SVSM protocol effectively narrows down the search space for
frequent itemsets, enabling efficient and privacy-preserving
mining of frequent itemsets in set-valued data under LDP
constraints.

8 Experimental Analysis

For our experiments, four distinct datasets were used to an-
alyze the performance of the best-performing protocols as
components of different LDP applications. We developed our
framework in Python 3.10. All experiments were conducted
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on a server with Ubuntu 20.04, Intel Core 17-7820X, and
128GB of memory.

8.1 Datasets

The datasets used, their features, and how pre-processing was
done for each are described as follows:

« BMS-POS ': A dataset of commercial transactions, with
a sample of 515595 users, a mostly sparse frequency
distribution, a large domain, and diverse itemset sizes,
interpolated to achieve 15 timestamps.

+ Adult 2: Composed of demographic data from the 1994
US census. From this, we selected numerical attributes
and interpolated values to achieve 260 timestamps.

+ Loan 3: Randomized sample of the lending club dataset
with values interpolated to achieve 15 timestamps.

« Bfive*: A dataset representing personality test results.
We selected an attribute and interpolated its values to
achieve 20 timestamps.

Data interpolation was done by having the default dataset
values as the first timestamp, and for each subsequent times-
tamp, the values were shuffled among users. Preserving the
domain range and frequency distribution, only changing the
value each user held at a new timestamp.

BMS-POS has a mostly skewed frequency distribution to-
wards smaller values, but can generally be considered sparse
due to a large domain size. With a large sample size and
varying itemset sizes, it can be described as representative
of a database best suited for tasks such as frequent item and
itemset mining.

Adult and Loan both have heavily skewed frequency distri-
butions and present a more realistic scenario for applying LDP
[Erlingsson et al., 2014; Wang et al., 2019b]. Both should
provide insight into the performance of LDP applications
regardless of the intended task.

Bfive has a small domain, a large sample size, and a smooth
underlying frequency distribution. Due to its small domain
and fixed itemset sizes, it should provide an edge case for
applications designed for item and itemset mining.

8.2 Setup for experiments

In our methodology, we varied the privacy budget €., across
five distinct values: 0.1, 0.5, 1.0, 1.5, and 2.0. Additionally,
we defined a lower bound €; = 0.1€,, using a = 0.1. The
selected values aim to showcase a progression of varying
privacy levels.

For experiments with FELIP, we executed 100 three-
dimensional queries, with 20 repetitions for each dataset. The
query attributes were all numerical. From the datasets Bfive,
Loan, and Adult, 12 attributes were sampled, while 6 attributes
were selected from BMS-POS. The choice of attributes and
dimension size followed the normal distribution.

Uhttps://www.kdd.org/kdd-cup/view/kdd-cup-2000
Zhttp://archive.ics.uci.edu/ml/datasets/Adult
3https://www.kaggle.com/datasets/wordsforthewise/lending-club
“https://www.kaggle.com/datasets/tunguz/big-five-personality-test
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Experiments with SVIM and SVSM aimed to identify the
64 most frequent items and itemsets in each dataset. However,
if the dataset had fewer than 64 items or itemsets, as in the
case of Bfive, it would need to estimate the frequency of the
existing ones best. The experiments for SVIM and SVSM
were jointly executed 20 times for each dataset, as SVSM
builds on the output of SVIM.

As demonstrated in Marreiras et al. [2024], OLOLOHA
and L-OSUE have been identified as the most effective and
promising Frequency Oracles (FOs) for handling longitudi-
nal data. Therefore, the scope of our experimental analysis
in this paper considers these two methods. By focusing on
OLOLOHA and L-OSUE, we aim to conduct a more in-depth
evaluation of their performance, ensuring a thorough compar-
ison.

8.3 Evaluation Metrics

As proven in Arcolezi et al. [2022a], the estimator given
by Equation (3) is unbiased, thus the variance of a frequency
oracle output Var[f,] is equal to the Mean Squared Error
(MSE) between the original frequencies f, and the private
estimates ﬂ,. As such, MSE is a common accuracy metric for
measuring the amount of noise an FO adds to user data [Wang
et al., 2019b, 2021b], which is equivalent to data utility loss.

In our analysis, we utilize M SE,,4, detailed in Section 3
and given by Equation (1), an alternative to MSE presented in
Arcolezi et al. [2022a] suited for adequately measuring data
utility loss in longitudinal data. An experiment is conducted
by computing M .S E,,4 for each unique set of dataset, appli-
cation, and frequency oracle. All experiments are executed
20 times with different random seeds, with M SFE,,, being
averaged across all runs. This procedure is necessary to ac-
count for the random nature of the noise introduced by LDP
protocols.

8.4 Results

Results are shown in Figs. 1, 2, and 3 and are discussed for
each LDP application. We define a scenario as a dataset—ap-
plication pair together with the experimental variables that
emulate a realistic deployment of that application. For each
scenario, we compare the resulting M S E,,, of L-OSUE and
OLOLOHA (as application components) across increasing
privacy budgets.

We expect M SE,., to decrease as the privacy budget
increases since lower noise corresponds to greater data utility
and reduced privacy, divergent results are an indication of
unexpected behavior.

One potential cause is a mismatch between the frequency
oracle’s design assumptions and the scenario (e.g., underlying
frequency distribution, privacy budget, or LDP application),
which can lead to over- or under-perturbation. Another is
bias introduced by post-processing. To mitigate the latter, we
adopt the method discussed in Sec. 6, which has been shown
to introduce minimal bias.

When the output presents unexpected behavior, the fre-
quency oracle will be deemed inadequate for use with the
LDP application, as even if the results showcase high utility
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and privacy guarantees, there will be no adequate way of
controlling the amount of noise by choosing a privacy bud-
get, as well as the output utility can be subject to change
from subsequent user data being sent to the aggregator, po-
tentially altering the underlying data distribution [Marreiras
et al.,2024], resulting in unpredictable noise levels and output
utility for the application.

For most cases, the frequency oracle exhibiting the lowest
overall M SE,,, for the selected datasets and privacy bud-
gets, particularly smaller values of €, will be highlighted as
the most suitable for a given application, as it will be un-
derstood to provide the best trade-off between privacy and
utility. However, if an experiment presents a given scenario,
which is understood to be representative of a more realistic
deployment of an LDP application (such as SVIM or SVSM
processing data from BMS-POS), our evaluation will lean
more heavily on results showcased by it, with results from
other experiments serving as criteria for a tiebreaker, if re-
quired.

8.5 FELIP: Answering range queries

Across all datasets and privacy budgets tested for FELIP,
OLOLOHA exhibited the best performance, as observed in
Figure 1. The narrowest utility gap between the two fre-
quency oracles occurred for smaller privacy budgets with the
BMS-POS dataset. However, with the same dataset, the gap
increased exponentially for larger values of €. This behavior
was not observed in the other datasets and is likely due to
OLOLOHA’s greater sensitivity to large domain sizes and
budget variations, compared to a protocol based on unary
encoding, such as L-OSUE [Arcolezi ef al., 2022b].

Given that the standalone usage of the frequency oracles
has shown varied results when comparing OLOLOHA and L-
OSUE performance in testing with multiple distinct datasets
[Marreiras et al., 2024]. It is valid to infer from our find-
ings that FELIP heavily favors OLOLOHA over L-OSUE,
as it showcased better utility for all datasets. Therefore,
OLOLOHA can be considered the most adequate FO to be
used in FELIP for longitudinal data processing, as even when
accounting for different features and frequency distributions,
L-OSUE presented no advantage.

8.6 SVIM: Frequent item mining

In experiments with SVIM, with results shown in Figure 2,
L-OSUE mostly outperformed OLOLOHA when the privacy
budget was smaller. L-OSUE presented the best utility over
OLOLOHA for the BMS-POS dataset. Meanwhile, for Adult
and Bfive, OLOLOHA showcased higher utility for smaller
privacy budgets, and both frequency oracles matched results
in experiments with Loan.

As per the experimental parameters defined in 8.1, the re-
sults found for the Bfive and Adult datasets are only represen-
tative when SVIM is tasked with identifying the frequencies
of all values in user data, and not just the top-k most frequent.
However, when SVIM is set to identify the top-k items, given
a certain k < |D| with D being the domain of user data, such
as the 64 most frequent items and their frequencies for the
datasets Loan and BMS-POS (a more realistic and adequate
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deployment of the application), the frequency oracles show-
case similar results for former, which has a smaller domain
size, while L-OSUE performed better when processing the
latter. Thus, we can infer that given an adequate deployment
scenario, both protocols are expected to present similar results
for data with small domain sizes, while L-OSUE performs at
its best for larger ones.

8.7 SVSM: Frequent itemset mining

Experiments with SVSM produced the least useful results.
The memoization of dummy values already caused utility
loss for SVIM; however, because SVSM not only relies on
the results of SVIM but also generates exponentially more
possible dummy itemsets from a few items, this utility loss
was significantly amplified. For BMS-POS, no frequency
oracle pairing could identify the most frequent itemsets. The
large domain of this dataset made the described utility loss
effect unavoidable.

Results for other datasets are shown in Figure 3. Bfive
only showcases results for L-OSUE, as OLOLOHA was not
able to identify any of the most frequent itemsets. As the
local hashing technique used for shrinking the domain also
makes the memoization of dummy itemsets more likely, with
a stronger impact to be expected when the original domain
size is already small. This is also supported by OLOLOHA
having consistently worse utility than L-OSUE, even when it
does identify some frequent itemsets, as seen in the results
for Loan and Adult.

Overall, while L-OSUE can be outlined as a better fit for
SVSM than OLOLOHA, neither can be considered adequate.
Both failed to deliver useful and private output in experi-
ments with the BMS-POS dataset, which can be described as
a desired deployment scenario for SVSM: finding the most
frequent itemsets in a large commerce transactions platform.
As such, adjustments to either the SVSM application or the
LDP protocols tested will be necessary for acceptable results
to be achieved.

8.8 Summary

In summary, OLOLOHA was found to be the best-
performing FO as a component of FELIP, with no scenarios
found where L-OSUE had a utility advantage. L-OSUE and
OLOLOHA presented competitive results and components of
SVIM; however, L-OSUE showcased the best result for the
BMS-POS dataset and smaller privacy budgets, thus being
the most promising choice for SVIM.

Neither frequency oracle presented acceptable results in
experiments with SVSM, in failing to adequately identify fre-
quent itemsets for BMS-POS, and in the case of OLOLOHA,
Bfive as well. Therefore, no alternative for adapting SVSM
to longitudinal data processing has been determined.

9 Conclusion

In this paper, we conducted an evaluation of two frequency
oracles adapted for longitudinal data as components of task-
specific LDP applications. By building on previous work,
we selected OLOLOHA and L-OSUE as the most promising
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frequency oracles with Longitudinal LDP guarantees. FELIP
was selected as an LDP application for Answering Range
Queries, while SVIM and SVSM were selected for the tasks
of frequent item and itemset mining, respectively.

In experiments with FELIP, OLOLOHA consistently de-
livered greater utility than L-OSUE. For SVIM, L-OSUE
presented the best trade-off between privacy and utility for
smaller budgets and larger domain sizes. The results for
SVSM were not promising for either frequency oracle, as
both failed to identify any frequent itemset when the domain
was large enough.

For future work, we aim to research security vulnerabilities
and exploits in LDP applications and protocols, such as data
poisoning attacks [Cao et al., 2021], and how these can be
enhanced, or more effectively mitigated when processing
longitudinal data.
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