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Abstract: Digital banking services are embedded in people’s daily lives. Despite this, these services are not ac-
cessible to everyone for various reasons, especially for people with low literacy. The objective of this work was
to develop a method of accessibility inspection in mobile banking and banking chatbots, and the examination was
directed toward the public mentioned before. For this reason, two inspection sequences were carried out on five
Brazilian banking applications, mediated by accessibility considerations based on literature and case studies applied
in the contexts of a riverside community and around elderly people with less experience in digital technology, as
well as the mapping of design considerations with the Brazilian technical standard aimed at mobile applications
and the investigation of banking chatbots made available by these applications. The results found in the inspections
indicate how much the design considerations are satisfied, not satisfied and partially satisfied in the inspected appli-
cations and the comparison of the two inspections carried out. Additionally, it was possible to review and evaluate
design considerations and propose improvements aimed at professionals who intend to develop accessible mobile

bankings, as well as the importance of making banking chatbots.
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1 Introduction

Digital Information and Communication Technologies are in-
creasingly present in people’s daily lives, strengthening ac-
cess to various services, such as financial services. Smart-
phone use has grown exponentially in recent years. In 2022,
smartphones were evaluated as the most used communica-
tion tool for internet access [Ministério das Comunicagoes,
2022].

The COVID-19 pandemic has significantly changed our
communication and social interaction patterns. Individuals
have had to adapt their work and social routines to adhere to
social distancing guidelines and mitigate the risk of service
disruptions. The banking sector has also responded to this
shift by implementing measures to ensure financial services’
continued viability and functionality.

The Brazilian Central Bank (Bacen) launched the Pix ser-
vice in 2020 [of Brazil, 2022a], enabling instant bank trans-
fers. The main goal of Pix is to optimize the flow of na-
tional bank transfers, such as TED (Electronic Funds Trans-
fer) and DOC (Credit Order Document). These transfers
were traditionally made in physical terminals (ATMs) and
are now available on smartphones through banking service
apps. These services have been gradually replaced since Jan-
uary 2024 [FEBRABAN, 2023].

The research conducted by [Fernandes, 2023] highlights
that even with the rapid advancements in technology to opti-
mize services, accessible applications are not commonly de-

veloped. Among these users who are on the margins of the
use of technologies, we have users with low literacy, inserted
in the sphere of emerging users, who are included in the work
of [Teran, 2022], defined by the characteristics of age, barrier
to access to formal education or commonly found in regions
far from urban areas.

According to the work plan proposed by the researchers
in 2012, the Grand Challenges for HCI Research in
Brazil [Baranauskas et al., 2012] aimed to discuss research
proposals for the next decade. Among the topics covered,
the section on Accessibility and Digital Inclusion empha-
sized that access to ICTs should not only be aimed at people
with physical limitations. It is essential to identify the chal-
lenges that exclude other society groups from using technol-
ogy, understand their difficulties, gather data, and take action
to make systems inclusive.

The approach to banking systems, which centers on con-
ventional customer service and interaction methods, is under-
going a significant digital transformation through the incor-
poration of chatbots. Chatbots simulate audio or text dialog
and process this information so that the interaction between
the user and machine occurs as accurately as possible, using
Generative Artificial Intelligence (Al) resources. This new
solution is embraced by financial institutions to enhance their
customer support, providing more versatile means of interac-
tion with users [Chat2Desk, 2022].

Given this scenario, to examine issues related to accessibil-
ity in instant payment services for individuals with low liter-
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acy levels, this study performs a design inspection in mobile
banking through the design considerations by [Teran, 2022].
Therefore, the design considerations were further refined,
and a subsequent design inspection sequence was executed
to validate the enhancements and to ascertain any changes in
the mobile banking through updates. Thus, the design con-
siderations were compared with the Brazilian Technical Stan-
dard for accessibility in mobile applications. Also, the avail-
ability of audio and voice resources in banking chatbots was
verified.

For this, five mobile banking were selected, and a persona
with a low literacy level was defined and used in the two test
sequences. Next, we compared the design and evaluation
considerations with the Brazilian Technical Standard (NBR)
17060:2022, which is related to accessibility in mobile ap-
plication accessibility. Finally, we inspected five banking
chatbots as an alternative way of proposing accessible solu-
tions for users who find it easier to perform tasks using audio
and voice resources.

This article is an extended version of “Inspecting the
Accessibility of Instant Payment Systems” originally pub-
lished in Proceedings of the XXII Brazilian Symposium on
Human Factors in Computing Systems (IHC 2023) [Melo
et al., 2024]. We explored the design considerations by
Teran [2022] in the five most used Brazilian mobile bank-
ing to include users with low literacy in digital financial ser-
vices. This new version includes additional research con-
text and related works, an improved research methodology
with new stages encompassing design and evaluation consid-
erations created in the original paper, a comparing of NBR
17060:2022 with design and evaluation considerations, and
an investigation of banking chatbots studied. The findings
and discussions have also been updated, and the conclusions
have been refined.

The following sections of this paper are divided into:
background (Section 2); related work (Section 3); research
method (Section 4) which details the conduct of three sci-
entific studies that are base this article; inspection of mo-
bile banking using the design considerations (Section 5); in-
spection of five mobile banking using the design and evalua-
tion considerations (Section 6); the comparison of design and
evaluation considerations with NBR 17060:2022 (Section 7);
the investigation of five banking chatbots (Section 8); presen-
tation of results (Section 9); discussions (Section 10); threats
to validity (Section 10.5) and final remarks (Section 11).

2 Background

In conducting literature research to comprehend the issues
faced by users with low literacy, definition of digital liter-
acy, as well as guidelines proposed by the United Nations Ed-
ucational, Scientific and Cultural Organization (UNESCO)
focused on accessibility, a study aimed at Google search
engines used by the target audience, the accessibility rec-
ommendations proposed by Bacen, and Brazilian Technical
Standards (ABNT NBR) on accessibility requirements in mo-
bile applications, as well as a work that explores the technical
standard in question, as well as evidence of the use of chat-
bots by emerging users.
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Regarding the challenge of literacy difficulties in the con-
text of the digital world, a concept known as digital literacy
is elucidated [UNIFASE, 2023], wherein the potential for
study and application of learning to utilize computers and
their diverse functionalities such as audio and video, typing,
and interactive reading are explored. Furthermore, more en-
gaging pedagogical approaches with interactive instructional
sessions are examined. In this process, individuals may not
necessarily possess adequate literacy skills. However, the
proliferation of technology in recent years has prompted even
those without essential reading and writing abilities to utilize
electronic devices. The individual, despite the challenges
faced in reading and writing, can navigate the device and rec-
ognize what they are looking for through images and sounds
or by constantly searching with touches on the screen that
make access easier.

Among several citations and definitions in the work of
[Moreira, 2012], digital literacy aligns with users’ utilization
of digital resources within the technological context. Liter-
ate and illiterate individuals can use digital resources such as
computers and smartphones. This engagement may involve
text-based interactions, more accessible to literate individ-
uals, or non-verbal communication through images, audio,
and video. Hence, digitally literate individuals demonstrate
an enhanced ability to comprehend actions within interac-
tive systems facilitated by visual cues presented on screens
through touch events and animations.

The Education sector of UNESCO [2018a] published an
article titled “Designing Inclusive Digital Solutions and De-
veloping Digital Skills” in 2018, delineating guidelines for
developing solutions catering to individuals with limited lit-
eracy transitioning into the digital realm. This document col-
laborated with 14 international projects, in which case stud-
ies, developmental propositions, and insights substantiate its
publication. Thus, its primary focus is to guide digital solu-
tion developers, with a secondary emphasis on formulating
public policies to regulate and structure accessibility guide-
lines for individuals with low literacy, to integrate this target
audience into the digital environment increasingly.

The guidelines are divided into five stages: (i) design with
all users, focusing on their needs and context; (ii) focus on
users’ digital skills and competencies; (iii) ensure clarity and
relevance of content for low-skilled and low-literate users;
(iv) use appropriate media and customize user interfaces for
low-skilled and low-literate users; and, finally, (v) provide
initial and ongoing training and support designed to capture
the challenges faced by low-literate individuals, understand
their community and its needs, and, based on this percep-
tion of the environment, focus on the target audience to iden-
tify the characteristics of the difficulties they face. Creat-
ing personas encompassing the diverse cases encountered is
considered to reflect on accessible solutions for this audi-
ence, and the guidelines refer to the general characteristics
of low-skilled and low-literate individuals, divided into five
topics: (i) cognitive; (ii) confidence; (iii) social environment
in which the user is situated; (iv) gender; and (v) access re-
sources available to the user in their region and location.

Another article by UNESCO [2018b], called “Digital In-
clusion for Low skilled and Low literate People”, presents
studies focused on digital solutions for people with low liter-



Inspecting the Accessibility of Chatbots and Mobile Banking for Emergent Users in the Context of People with Low Literacy

acy, in which there are many references linked to formal qual-
ifications. However, these challenges no longer justify ex-
cluding this demographic from digital inclusion efforts. The
work presented is divided into subcategories of interest, such
as health and agriculture. The works presented are catego-
rized into subtopics of interest, such as health and agriculture.
Methodologies for requirement gathering and the need for
continuous support for these applications are outlined. How-
ever, only some studies have addressed financial services.

According to Modesto and Ferreira [2013], a study was
conducted using Google search engines among individuals of
diverse age groups and with similar educational backgrounds.
The objective was to derive recommendations for more ac-
cessible Internet searches. A contrast was observed between
individuals considered to have low literacy levels and those
with high literacy levels. Lower literacy levels encountered
more incredible difficulty comprehending search engine re-
sults, with their limited mastery of written language and read-
ing skills impeding their search process. When a search ne-
cessitates a profound understanding of the query or desired
outcomes, such users often fail to locate the expected results.

Among the cases reported, one participant in the study as-
sumed that the search process on a computer resembled an
informal conversation, expecting similar search outcomes de-
spite spelling errors and lack of grammatical coherence. An-
other observation is related to the user’s focus during search
activities: lacking proficiency in digital literacy, the user’s
attention is primarily directed towards the keyboard. While
typing without looking at the screen, they fail to explore the
possibility of using filters to refine their search or to iden-
tify suggested spelling corrections, which results in a lengthy
search. Another factor is the number of results generated by
the search. The low literacy user ignored the answers gen-
erated in more than four results. Thus, if a standard search
yields more than ten results on a page, users anticipate find-
ing their desired information within the first four results, typ-
ically visible on the screen without scrolling. This study was
conducted in 2013, and no other analysis was found regard-
ing the impact of search engine resources on people with low
literacy. Given this, developers and designers must know the
interaction characteristics of this target group to improve the
construction of accessible resources in their interactive sys-
tems [Modesto and Ferreira, 2013].

The accessibility guidelines provided by Bacen are fo-
cused on user experience documentation, where the Cen-
tral Bank acts as an inducer for the adoption of accessibility
solutions, indicating the responsibility of providing accessi-
ble services to institutions offering instant payment services.
Consequently, financial institutions providing the service es-
tablish data on solutions developed for individuals with vi-
sual, auditory, physical, or mobility impairments. Notably,
the accessibility features induced by Bacen do not encom-
pass emerging users. Consequently, the data partially related
to emerging users, in the context of individuals with low lit-
eracy, are concentrated on individuals with auditory and vi-
sual impairments through audio and voice features, as well as
facilitated reading and presentation of information [Central
Bank of Brazil, 2024].

The solutions developed for visually impaired people in
the inspected mobile applications focus on using the native

Melo et al. 2024

solutions of smartphone operating systems aimed at screen
reading, font size, and contrast. Another aspect observed
in some of these applications is avoiding photos, icons, or
buttons that may impede screen reader functionality. In an-
other description, the resources developed are not specified
or do not inform the development of solutions for this audi-
ence. Concerning solutions for individuals with hearing im-
pairments, specific applications assert their non-reliance on
auditory cues for interacting with app functionalities or do
not indicate the availability of accessibility features.

To enhance accessibility for individuals with disabilities
in mobile applications, the Brazilian Accessibility Commit-
tee has formulated the Brazilian Standard NBR 17060:2022
[ABNT, 2022]. This standard establishes 54 requirements
based on functional performance, using the recommenda-
tions of WCAG 2.1 (Web Content Accessibility Guide-
lines) [World Wide Web Consortium, 2023], UAAG 1.0
(User Agent Accessibility Guidelines) [World Wide Web
Consortium, 2002] and eMAG 3. 1 (Electronic Government
Accessibility Model) [Brazil, 2014]. These requirements in-
clude, for example, the incorporation of textual descriptions
within visual elements, aiming to promote digital accessibil-
ity in mobile applications [ABNT, 2022].

The work by da Costa Nunes and Monteiro [2024] stud-
ied NBR 17060:2022, examining the current legislation and
emphasizing the significance of complying with established
Brazilian standards alongside recommendations from other
consumer protection agencies. To achieve this, they applied
the “User Stories” proposed by Jeffries et al. [2000] to facil-
itate compliance with NBR 17060:2022 within the software
engineering context. Nevertheless, it is essential to note the
importance of full compliance with applicable laws, which
in the context of this research is related to compliance with
accessibility requirements and recommendations for mobile
applications.

3 Related Work

To select related work, we considered those whose contribu-
tion is related to developing new proposals and design guide-
lines that favor accessibility for users with low literacy levels
when using various device mobile applications. The scien-
tific bases used in the first article were ACM Digital Library
(ACM), IEEE Explorer (IEEE), and Scopus. However, the
articles returned in the Scopus and IEEE scientific databases
were the same as those in the ACM database, a definitive
point to use only the articles returned in this based between
2018 and 2022. In this context, new articles from the Brazil-
ian scientific database SOL SBC were inserted and returned
using a search string adapted to facilitate the return of works
whose themes are still cited little on the national scene be-
tween 2019 and 2023. Furthermore, studies referenced in
the work of Teran [2022] of great relevance to the research
were selected. The strings used are shown in Table 1:

To help software developers in the construction stage of In-
stant Payment Systems for emerging users, Teran [2022] car-
ried out two case studies in two cities in the northeast of the
state of Para, to collect different experiences of people with
low literacy, first-time users or low-income beginners when
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Table 1. Search strings used in the ACM and SOL scientific bases

Period

Scientific bases Search strings

(accessibility” OR “ally” OR 7ally”
OR ”inclus*”’) AND (“financial” OR
“payments” OR digital pay*” OR “tran-
ACM sation”) AND (“interface”) AND (”low-
literacy” OR “emergent users”) AND
(’writ*” OR ”language” OR "read*” OR
litera*”)

("accessibility” OR inclus*) AND ("fi-
SOL nancial” OR ”payments” OR ~digital
pay*” OR “transation”)

2018 until 2022

2019 until 2023

using two banking application proposals. With the data col-
lected, the author developed a set of design considerations to
minimize barriers related to the digital accessibility of instant
payment systems.

Medhi et al. [2011] conducted a study to evaluate and im-
prove the accessibility of user interfaces on mobile devices
for people with low literacy levels. To achieve this, the au-
thors used ethnographic studies with 90 individuals with low
literacy levels from various countries, including India, South
Africa, Kenya, and the Philippines, to examine accessibil-
ity experiences across different locations. Based on the col-
lected data, the authors observed that interfaces containing
the human operator function online perform better for users
with low literacy since they can communicate the necessary
information to the operator and then have it transcribed. Ad-
ditionally, it was found that interfaces with audio resources
were well accepted by most users, making it essential to en-
sure familiarity with the language and vocabulary known to
these people.

To contribute to a broader range of different user profiles
accessing applications for smartphones, Nery et al. [2022]
implemented a set of customization guidelines based on the
principles of Universal Design (UD) and Participatory De-
sign (PD). These guidelines prioritize diversity in product
design without requiring adaptations and encourage collab-
oration between designers and non-designers in the develop-
ment process. Therefore, a systematic literature mapping on
the requirements of accessible configurations for mobile de-
vices was conducted, followed by selecting diverse groups of
individuals with disabilities to provide guidelines that would
enable accessibility customization in mobile applications to
achieve a UD. To this end, the authors collaborated with 12
participants with different types of disabilities to develop pro-
posals for accessible configuration guidelines based on An-
droid and iOS operating systems.

The exploratory research conducted by Capra and Ferreira
[2023] delves into the use of ICTs as a communication tool
for caregivers of elderly individuals with low levels of educa-
tion and their family members. A systematic literature map-
ping and two interviews were conducted with caregivers and
another with close relatives to understand the challenges as-
sociated with caregivers’ limited education and the implica-
tions for daily tasks such as hygiene, feeding, and medication
administration. Thus, based on the findings obtained through
the interviews, a set of recommendations was proposed for
developing systems that facilitate effective communication
between caregivers and family members.

Due to the increasing use of digital technologies, driven
mainly by COVID-19, it became essential to develop alterna-
tive smartphone applications that enable swift and easy com-
prehension of information across diverse socioeconomic user
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profiles. To analyze and understand the interaction process
with mobile devices among individuals with low literacy lev-
els, Srivastava et al. [2021] conducted a systematic literature
review of smartphone interface usability for people with a
low literacy level. The authors developed a design solution
from this project to assist developers and User Experience
professionals in developing new applications.

To evaluate digital inclusion interfaces and ensure they in-
clude visually impaired, elderly, illiterate, functionally illit-
erate, and deaf users, Tambascia et al. [2008] conducted a
study based on the Spencer and Cognitive Walkthrough to in-
troduce the Recoverability Walkthrough (RW) method. Se-
lected evaluators implement this method to assume the role
of personas that match the user type specified by the eval-
uation moderator. The evaluation is conducted collabora-
tively, with evaluators using predefined questions from the
RW method to identify areas for design improvement. How-
ever, the study highlights that research targeting illiterate and
functionally illiterate users is in the early stages. However,
there is a clear need for such studies in this area, particularly
within developing nations.

The “Workshop on Usability, Accessibility, and Intelligi-
bility applied to interfaces for illiterate, elderly, and disabled
people” [Filgueiras et al., 2009], integrated into IHC 2008 at
the Brazilian Symposium on Human Factors and Computer
Systems, aimed from the presented works, to promote acces-
sibility for digitally excluded people. Therefore, it is evi-
dent that low literacy levels significantly influence the use
of ICTs by this population. Thus, the discourse engendered
discussions among researchers to guide potential research
directions so that barriers related to usability, accessibility,
and intelligibility enable a focused study approach and under-
score the importance of implementing solutions in the HCI
and computer systems field.

Lopes et al. [2022] conducted an accessibility inspection
targeting people with visual impairments across four Brazil-
ian banking applications using the SiDi Mobile Accessibility
Guide [SIDI, 2019] for manual inspection and the Accessibil-
ity Scanner app with Talkback, the native accessibility assis-
tant for Android, configured for automatic inspection. Fol-
lowing a script with five steps covering standard digital ap-
plication services such as statement display, Pix key creation,
bill payment, inter-account transfers, and Pix service trans-
fers, approximately 653 accessibility violations were identi-
fied across the four inspected applications. Therefore, it is
pertinent to note that depending on the testing methodolo-
gies, guidelines, and smartphone accessibility features, the
results may vary and complement each other.

The study by Falstad et al. [2018] constitutes a quantita-
tive and qualitative analysis of using services through chat-
bots to comprehend the reliability, usability, and efficiency
levels of the services provided. However, in this paper, the
use of chatbots is not specially addressed, and the contextual
scope is not national. Nevertheless, the analysis of the col-
lected data encompasses reflections and ideas on how to en-
hance chatbot services to be accessible and effective in their
functionality. One point raised in this study is related to more
human communication, which is provided with humor but
maintains the severe scope of the service. Another critical
and unresolved issue relates to the services provided by the
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chatbot, which do not encompass the full range of queries
and suggestions that a human service could address. More-
over, some interviewees emphasized the importance of the
chatbot service being available 24/7 for simple queries, yet
effectively answered at any desired time, without waiting for
business hours to complete the task. Finally, five recommen-
dations are proposed for developing tools in this context, ad-
dressing the needs expressed by the interviewees.

In the context of chatbot utilization, Aribandi et al. [2022]
created four bots with distinct personalities and interaction
styles, aiming to be utilized and evaluated by individuals
with low literacy levels, some of whom had never interacted
with a smartphone before the study. Consequently, test ad-
ministrators gave users general knowledge of the applica-
tion’s functionality. Results revealed that users with no prior
smartphone experience could interact with the bot and per-
form searches accurately, albeit after some incomplete trials
without third-party assistance. Across all users who tested
the bot versions, it was observed that the bot featuring a fe-
male voice for interaction garnered greater acceptance, pri-
marily due to the clarity of responses elicited through user
interaction. This study was based on two perspectives by
Medhi et al. [2011] related to individuals with low literacy.
However, the study did not delve into issues related to instant
payment systems.

Table 2. Comparison table between related work and the present
work.

Study
Teran [2022]

Objetive

Assist software developers in designing Instant Pay-
ment Systems for emerging users.

Medhi et al. [2011] Improve mobile device user interface accessibility for

individuals with low literacy.

Nery et al. [2022] Enhance accessibility to smartphone applications for
a diverse range of user profiles by implementing cus-
tomization guidelines in Universal Design and Partic-

ipatory Design principles.

Understand challenges faced by caregivers with lim-
ited education and propose recommendations for de-
veloping effective communication systems between
caregivers with limited education and family mem-
bers.

Capra and Ferreira
[2023]

Analyze and understand the interaction process with
mobile devices among individuals with low literacy
levels.

Srivastava et  al.
[2021]

Evaluate digital inclusion interfaces for visually im-
paired, elderly, illiterate, functionally illiterate, and
hearing impaired individuals.

Tambascia et al.
[2008]

Filgueiras et al. | Promote accessibility for digitally excluded individu-
[2009] als.

Lopes et al. [2022]

Evaluate the accessibility of mobile banking in Brazil
for users who have visual impairments.

Folstad ez al. [2018] Analyze the reliability, usability, and efficiency of
services provided through chatbots and propose rec-
ommendations for the development of tools for chat-

bots.

Aribandi et al. [2022] Improve chatbot experience for low literacy levels

and limited smartphone experience users.

Present Work Apply and refine design considerations to identify and
validate accessibility issues in mobile banking and
evaluate the feasibility of implementing banking chat-

bots on smartphones.

Based on the works presented, this study proposes utiliz-
ing a set of design considerations by Teran [2022] to vali-
date and identify accessibility-related issues in mobile bak-
ing. However, due to the test results, it was necessary to
refine these design considerations. This led to a new series
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of inspections on these instant payment system applications
to validate the improvements made. It will also compare ac-
cessibility guidelines and standards for instant payment sys-
tems and mobile devices and the feasibility of using banking
chatbots. In Table 2, it is possible to analyze the difference
between the objectives presented in the related studies and
the present work.

4 Methods

This study is applied research, as it used a set of design con-
siderations to inspect the digital accessibility of five mobile
banking for users with low literacy. It also compared de-
sign considerations with technical documentation provided
by standard organizations. Furthermore, it is exploratory re-
search, considering the investigations conducted on the inter-
active systems. Finally, the study adopts a quantitative ap-
proach, as the data were collected and analyzed numerically
besides involving a critical analysis of the obtained data with
banking chatbots and mobile banking inspections.

STUDIES

Case Studies with

Inspecting Inspecting Banking
Emergent Users

Mobile Banking Chatbots

Q

Study | Study Il Study lll

USED FRAMEWORKS OR METHODS

Guidelines for Emergent
Users, Interviews, and
Communicability
Evaluations

Design and Evaluation
Considerations
[Section 6 of this work]

Design Considerations
[Teran, 2022]

RESULTS AND CONTRIBUITIONS

Barriers to Banking Chatbots,
and Consolidation of
Considerations
[Sections 9 and 10 of this work]

Barriers faced by Emergent
Users, and Design
Considerations
[Teran, 2022]

Barriers to Mobile Bankings,
and Evaluation Consideration
[Melo et al., 2024]

Figure 1. Summary of Scientific Studies

This article was constructed based on three scientific stud-
ies (Figure 1). Study I addresses a set of two case studies
in which 29 design considerations [Teran, 2022] were gener-
ated. Study II highlights the inspection of five mobile bank-
ing, which was published in IHC 2023 [Melo et al., 2024]
and used as the basis for the extension of this article. Study
III correlates the contributions provided by Teran [2022] and
Melo et al. [2024] and, in this sense, presents a set of 33
design and evaluation considerations for the accessibility of
emerging users. Furthermore, still in study III, design and
evaluation considerations were used to inspect five banking
chatbots from the same banking entities as in study II. The
following subsections detail the scientific studies that sup-
port the construction of this article.

4.1 Study I:
Users

Case Studies with Emergent

Scientific study 1 was carried out through two case stud-
ies with emerging users about accessing financial and dig-
ital services. According to Devanuj and Joshi [2013], the
emerging users have historically encountered digital access
barriers stemming from socio-environmental factors such
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DESIGN CONSIDERATIONS

DATA INPUT DATA OUTPUT

DATA
NAVIGATION SECURITY Anp| METALINGUISTIC
PRIVACY

C1 C2 C3 C4 C5|C6 C7 C8

BANKING
APPS
mooo»

Unable to evaluate

e

Partially

C9 C10 C11 C12 C13 C14 C15 C16|C17 C18 C19 C20 C21 C22|C23 C24 C25|C26 C27 C28 C29

v

Figure 2. Test results from design considerations Teran [2022] adapted from Melo ef al. [2024]

as education, longitudinal circumstances, or income. Dur-
ing the study, interviews and two prototype tests were
conducted. Furthermore, the Communicability Evaluation
Method (CEM) was applied in the two case studies.

As contributions, scientific study 1 presented 29 design
considerations (Table 3) for accessibility of emerging users
into five dimensions: data input interfaces, data output in-
terfaces, navigation interfaces, interfaces addressing data se-
curity and privacy, and interfaces concerning metalinguistic
signs (signs that elucidate other signs). The test outcomes
for each category are illustrated in Figure 2.

Table 3. Summary of design considerations [Teran, 2022] adapted
from Melo et al. [2024]

Code Considerations

Cl Center data types in text entry fields

C2 Use voice commands in system tasks

C3 Activate correct keyboards when interacting with masked fields
C4 Use the keyboard confirmation button to proceed

C5 List the user’s keys on the receive screen with Pix

C6 Show illustrations consistent with users’ experiences

C7 Show receipts that physically simulate the document

C8 Combine voice alerts with smartphone notifications

C9 Show texts with large fonts and small amounts of characters

C10 Vocally prompt when filling text entry field

Cl1 Combine voice alert with informed data validator

Cl12 Provide large, easy-to-understand icons

Cl13 Include summaries of data reported through voice output

Cl4 Include voice feature on and off options

C1s Include a graph to visualize future credit or debit

Cl16 List your favorite recipients on the pay with Pix screen

Cl17 Break forms into small interaction activities

Cl18 Include options to change previously entered data

C19 Set clear orders on forms to minimize errors

C20 Present visual and sound effects on system screens

C21 Avoid the back button on screens after completing tasks

C22 Include an option to create a Pix key in the first access information

C23 Combine speech recognition and questions in voice features

C24 Report sensitive data using voice in secure environments

C25 Automatically capture codes sent to your smartphone

C26 Provide a virtual agent to assist users with their tasks

C27 Provide interaction hints when an element is pressed

C28 Show briefing in large font, few characters and highlighted keywords

C29 Combine voice features and animated illustrations in instructions

4.2 Study II: Inspecting Mobile Banking

Scientific study II was conducted through mobile banking
inspection. Inspections were based on the design considera-

tions [Teran, 2022] and persona approach, aiming for valida-
tions that resonate more closely with the reality of individu-
als with low literacy. Since the characteristics of emerging
users [Devanuj and Joshi, 2013] and the definition of persona
based on the expression of diversity [Aquino and Filgueiras,
2008], the following fictitious user was designed:

e Name: Maria;

» Context: Maria is 30 years old, completed elementary
school, and works as a freelancer in the riverside region,
located in the metropolitan region of the city of Belém,;
The place where Maria lives has access to very limited
infrastructure and educational resources, which makes
it difficult for her to come into contact with and learn
about new technologies;

* Forces: Maria has been working informally in the city
where she lives since she was 16 years old, eliminating
the need for specific technology knowledge. Despite
her difficulties, Maria is quite resilient in facing chal-
lenges in her daily life;

* Behavior: prefers visual information and simple in-
structions with little text;

* Problem: with the rise of government-provided finan-
cial services and the ease provided by the Pix service,
she needs to use mobile banking to receive and make
Pix. She is concerned that her limitations in formal ed-
ucation may make it difficult for her to use her smart-
phone for these activities;

* Solution: include tutorials exemplifying the use of the
instant payments functionality and offer audio support
to help resolve possible doubts or problems in carrying
out your operations.

Study II findings (Section 5) are associated with the test
validations and their outcomes based on each evaluated mo-
bile banking, contemplating the design considerations Teran
[2022] in a prioritization order and evolution through con-
ducted tests. Therefore, insights regarding applying the
method employing design considerations within the context
of users with low literacy will be abstracted.

In ranking complaints on the Bacen [Central Bank of
Brazil, 2023] website, the five mobile banking in the con-
glomerate of active financial institution partners until the first
quarter of 2023 were selected. To anonymize the names of
the banks in this work, as the purpose is to evaluate and, with
the results found, propose improvements to the design con-
siderations [Teran, 2022], the selected mobile banking’s were
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named Application A, Application B, Application C, Appli-
cation D and Application E.

Table 4. Active customers until the Ist quarter of 2023 Central
Bank of Brazil [2023] adapted from Melo et al. [2024]

Name Number of customers
Application A 149.855.561
Application B 103.666.074
Application C 99.015.603
Application D 74.150.080
Application E 73.168.970

The accessibility inspection of each mobile banking was
carried out on smartphones with Android and iOS operating
systems owned by the authors of this work. The order of
tests was defined based on the number of active users, in de-
scending order, according to Table 4, as well as the order of
application of design considerations followed the ascending
order of Table 3.

In study II, two sequences of 145 checks were carried out,
where 37 tests had a favorable result, 28 tests had a partial
result, 78 tests had a negative result, and two tests in which
it was not possible to evaluate when the design considera-
tion [Teran, 2022] was not assessed. The first sequence was
carried out more sparingly, exploring the possibilities of bias
in interpreting the descriptions of the considerations and re-
peating the tests when necessary. The second sequence was
carried out more quickly, with the effect of refining the data
that was collected in the first sequence of tests. All simulated
tasks were effectively completed to obtain a concrete result
using design considerations. Test data in more detail is avail-
able in a remote repository, accessible at Melo [2024].

4.3 Study III: Inspecting Banking Chatbots

Scientific study III was conducted through banking chatbot
inspections. For this, was refined and consolidated the con-
siderations generated by Teran [2022] and Melo et al. [2024]
in a set of 33 design and evaluation considerations (Table 5)
for emerging users accessing digital financial services.

New inspections were carried out using the design and
evaluation considerations in banking chatbots of the same
five financial institution partners evaluated in study II, aim-
ing to investigate if these services are accessible to emerging
users. Thus, two sequences of 165 checks were carried out,
where 60 tests had a “yes” result, eight tests had a partial re-
sult, 95 tests had a “no” result, and two tests had a “cannot
evaluate” result, when design and evaluation consideration
has not been evaluated.

Due to the need to investigate technical standards ap-
plied to mobile applications, the Brazilian Technical Stan-
dard NBR 17060:2022 deals with accessibility guidelines
for mobile applications based on WCAG 2.1 standards and
technical documentation for the most used operating systems
(Android and i0S). With this, the design and evaluation con-
siderations were compared with the accessibility recommen-
dations of NBR 17060:2022.

Finally, observing the data obtained in the inspections and
the mapping of design and evaluation considerations and
technical standards, following the observations of Aribandi
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et al. [2022] and Felstad et al. [2018], investigations were
carried out into the use of banking chatbots, to consolidate
the diverse possibilities in using mobile banking.

5 Inspection of Mobile Banking using
Design Considerations

Below, the tests carried out on each mobile banking are de-
scribed through a quantitative analysis of the results obtained,
based on the design considerations [Teran, 2022], which are
divided into five dimensions: (i) Input interface data; (ii)
Data output interface; (iii) Navigation interface; (iv) Inter-
face related to security and privacy; and (v) Interfaces related
to metalinguistic signs.

Among the design considerations evaluated, it was ob-
served that 13.8% had a partial result, which needed to meet
all the criteria informed by the consideration proposal, cor-
responding to DC-3, DC-6, DC-20, and DC-25. Among the
design considerations that meet the entire proposal, we have
20.7%. The design considerations are DC-1, DC-5, DC-16,
DC-19, DC-21, and DC-22. The majority of 65.5% are the
design considerations that are not met by the proposal, cor-
responding to DC-2, DC-4, DC-7, DC-8, DC-9, DC-10, DC-
11, DC-12, DC-13, DC-14, DC-15, DC-17, DC-18, DC-23,
DC-24, DC-26, DC-27, DC-28 and DC-29.

* D

Pagar via Pix

Cole ou digite a chave Pix

Chave Pix Colar
& H ]

Pix Copia & Escanear GR Agéncia e

Cola Code conla

Contatos m

] Meus favoritos

D Buscar chaves no celular

Fale com

Figure 3. Test on Application A adapted from Melo et al. [2024]

Figure 3 shows evidence of a test that yielded a yes result
related to DC-16: List favorite recipients on the pay with Pix
screen. You can see a button on the screen with the text “My
Favorites”, as proposed by the design above consideration.

Tests on the Application B with the most active customers
had 24.15% positive results, with DC-1, DC-3, DC-4, DC-
9, DC-19, DC-21 and DC-22. With a partial result, 17.2%
was noted, with considerations DC-2, DC-6, DC-12, DC-26
and DC-28. And with 58.65%, the design considerations that
were not met DC-5, DC-7, DC-8, DC-10, DC-11, DC-13,
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DC-14, DC-15, DC-16, DC-17, DC-18, DC-20, DC-23, DC-
24, DC-25, DC-27 and DC-29.

In Figure 4, you can see evidence of DC-2: Use voice
commands in system tasks. In the data entry field, next to
the search icon, a button with a microphone icon is available,
which indicates voice search. This test had partial results, as
the application did not recognize the voice commands.

Application C was the third to be tested, and 17.2% had a
positive result, considering DC-1, DC-3, DC-4, DC-19 and
DC-22. With 24.15%, the design considerations with partial
results were DC-2, DC-6, DC-7, DC-9, DC-12, DC-26 and
DC-28. And the design considerations that had the negative
result DC-5, DC-8, DC-10, DC-11, DC-13, DC-14, DC-15,
DC-16, DC-17, DC-18, DC-20, DC-21, DC-23, DC-24, DC-
25, DC-27, DC-29.

Ver extrato >

Meus Bancos » t'_)

“—

L) Transferéncias {Jmi, Pagamentos

6 Pix

= cartdes

Figure 4. Test on Application B adapted from Melo et al. [2024]

Figure 5 highlights two design considerations: DC-9 and
DC-26. Which DC-9 corresponds to: Show texts with large
fonts and small amounts of characters. The result of this test
was partial, given that the font size in the application is small
despite containing few characters. And DC-26: Provide a
virtual agent to assist users in their tasks, in which a floating
button is available in the lower right corner with the text “still
have questions?” on the screens. This test had the result.

Application D had a 31.05% positive result for the design
considerations, which are DC-1, DC-3, DC-5, DC-7, DC-9,
DC-18, DC-19, DC-21 and DC-25. Design considerations
with partial result were DC-2, DC-6, DC-12, DC-20, DC-26,
DC-28 and DC-29 with 24.15%. Almost half of the tests are
equivalent to the negative result, with design considerations
DC-4, DC-8, DC-10, DC-11, DC-13, DC-14, DC-15, DC-
16, DC-17, DC-23, DC-24, DC-27 corresponding to 41.4%.
And with 3.4%, consideration DC-22 had the result “it was
not possible to evaluate”, as it was impossible to carry out the
test. Figure 6 present an example for DC-7: Show receipts
that physically simulate the document, which had the result
yes only in this application (Application D). A physical re-
ceipt contains information about the payer, the recipient, and
the transferred amount. It also includes information relating
to the transaction, such as its identifier, date, and completion
time. The content of a physical receipt usually consists of
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Figure 5. Test on Application C adapted from Melo et al. [2024]

text only and does not include decorative elements such as
icons and images.

€ Comprovante

Figure 6. Test on Application D adapted from Melo ef al. [2024]

Application E had 34.5% of design considerations with a
positive test result, equivalent to DC-1, DC-3, DC-5, DC-
6, DC-9, DC-17, DC-18, DC-19, DC-21 and DC-26. With
17.25%, the partial results design considerations were DC-
12, DC-20, DC-27, DC-28 and DC-29. Among the design
considerations with a negative result we have DC-2, DC-4,
DC-7,DC-8,DC-10,DC-11, DC-13, DC-14, DC-15, DC-16,
DC-23, DC-24, DC-25, equivalent to 44.85%. And design
consideration DC-22 had the result “could not evaluate” with
3.4%.

Figure 7 present resources where DC-3 and DC-17 were
applied. Which DC-3 says: Trigger the correct keyboards
when interacting with masked fields. The data entry field
asks for a value, and the activated keyboard only shows num-
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bers. And DC-17: Divide forms into small interaction activ-
ities. Each task is shown separately on the screen when car-
rying out a transaction with Pix. Both tests had a yes result.

Qual é o valorda
transferéncia?

R$ 0,00

0 )
Figure 7. Test on Application E adapted from Melo et al. [2024]

6 Inspection of Mobile Banking using
Design and Evaluation Considera-
tions

As a base for the two inspection cycles, besides the contribu-
tions of Teran and Mota [2024] and Melo et al. [2024] (scien-
tific studies I and II), we evolved the design considerations
to evaluate the accessibility of mobile baking for emerging
users. Thus, we named this framework of design and eval-
uating considerations. Therefore, due to updates to mobile
banking, inspections were carried out again to improve the
proposed services and offer new functionalities to users, us-
ing design and evaluation considerations.

In Table 5, the 33 design and evaluation considerations
are shown, where their dimensions were reorganized to fa-
cilitate the flow of tests and how the considerations can be
visualized in a mobile banking. This indicates which design
and evaluation considerations are related to Visual resource
and Audio resources, as well as Data Input and Data Output
resources. The effect observed with the reorganization of
considerations is consolidated by verifying that a design and
evaluation consideration can be in all categories, as indicated
in IOVA-33.

The tests carried out with the design considerations and
evaluation followed the same script as the test sequence of
scientific study II, where each mobile banking was inspected,
one at a time, following the ascending order of the table of
design and evaluation considerations and the ordering of ac-
tive clients, as shown in Table 4. Likewise, the test results
data were organized and named similarly, with the results
“no”, “yes”, “partially” and “could not evaluate”. Data from
tests carried out with design and evaluation considerations
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are shown in Figure 8.

When analyzing the data from the 165 inspections carried
out, using design and evaluation considerations, 56.97% had
a“no” result, 36.97% had a “yes” result, 4.85% had the result
“partially”, and 1.21% had the result “it was not possible to
evaluate”.

Tests on the mobile banking with the most active cus-
tomers, Application A, had 42.42% of tests with a “yes” re-
sult, with design and evaluation considerations I'V-1, V-2,
IV-8, 1A-9, OV-13 , OV-15, OV-16, OV-18, OV-20, OV-21,
OV-23, OV-24, OV-25 and I0V-32. With a “partially” re-
sult, 3.03% with design and evaluation considerations V-3
and with a “no” result, 54.55% with design and evaluation
considerations IV-4, IV- 5, IV-6, IV-7, IA-10, IA-11, 1A-12,
OV-14, OV-17, OV-19, OV-22, OV-26, OA-27, OA-28, OA-
29, OA-30, OA-31, IOV-33. In this application (Application
A), there were no tests with the result “unable to evaluate”.

In Figure 9, it is possible to observe the evidence of the
design and evaluation consideration OV-15 that discusses
presenting easy-to-understand icons to the user, which are
shown on the screen and captioned, as well as the [A-9 that
corresponds to activate the voice command using buttons or
by pronouncing activation keywords, where the button to per-
form the search by text and voice was made available through
an update, under the title of the Pix screen.

In Application B, tests with a “yes” result were 42.42%,
with design and evaluation considerations IV-1, IV-2, V-4,
IV-6, IV-8, IA-9 , OV-15, OV-16, OV-20, OV-21, OV-23,
OV-24, OV-25 and IOV-32. With a “partial” result, it was
6.06% with design and evaluation considerations IV-3 and
OV-18. And with 51.52% of tests resulting in a “no” result,
design and evaluation considerations IV-5, IV-7, IA-10, IA-
11, IA-12, OV-13, OV- 14, OV-17, OV-19, OV-22, OV-26,
0A-27, OA-28, OA-29, OA-30, OA-31 and IOVA-33. In
this mobile banking (Application B), there were no tests with
the result “unable to evaluate”.

According to security-related updates to the Application
B, it was impossible to record any testing evidence, as any
recording via screenshot means the mobile banking does not
perform the action, blocking the capture of information and
showing the screen as black. In this sense, to validate the Ap-
plication B behavior’s, the account of the respective mobile
banking was accessed on the desktop, and the behavior was
similar without the possibility of capturing the screen.

Application C it worked, about 30.30% of the tests had
a “yes” result, with design and evaluation considerations IV-
2, IV-5, 1V-8, IA-9, OV-13, OV-15, OV-20, OV-22, OV-23
and OV-24. With “partial” results, 9.09% of tests, with de-
sign and evaluation considerations I'V-1, OV-17, and OV-18.
With the result “no”, 60.61% were evidenced, with design
and evaluation considerations IV-3, IV-4, IV-6, IV-7, 1A-10,
IA-11, IA- 12, OV-14, OV-16, OV-19, OV-21, OV-25, OV-
26, OA-27, OA-28, OA-29, OA-30, OA-31, IOV-32 and
IOVA-33. In this application (Application C), there were no
tests with results that were “unable to evaluate”.

When checking the Application C on two different mobile
devices, it was observed that the font size is variable without
a standard configuration through the application. As a result,
the genuine settings of the mobile devices’ operating systems
were not changed. In this case, the design and evaluation
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Table 5. Design and evaluation considerations adapted from Teran et al. [2024]

Melo et al. 2024

Interface Cate- | Design and evaluation considerations (Study III) Design Con- | Reorganization | Literature base and Case
gories siderations proposal study
(Study I) (Study IT)
IV-1. Adapt the mask of a data field according to your input DC-1 1C-1 CS1 and CS2
IV-2. Present the keyboard corresponding to the data entry DC-3 1C-2 Thies
IV-3. Use the keyboard confirmation button to proceed with a task DC-4 1C-3 CS2
Thies; Srivast: t al,
Data input IV-4. Provide an on and off button for voice assistant support DC-14 VC-1 Ca:)erz’ o ar;.\:aés;; ef a l'a ?
i Thies; Sri .
and Visual IV-5. When performing form-filling tasks, display a single task at a time on the screen | DC-17 IC-12 fes; Srivastava ef al
CS1 and CS2
IV-6. After the first access instructions, provide a button to create a Pix key DC-22 IC-15 of Brazil / CS1 and CS2
IV-7. Automatically copy the validation code sent to the smartphone DC-25 IC-16 Srivastava et al. / CS2
. . - . . . Srivastava et al.; Capra
IV-8. As Instructions should be brief and highlight keywords in specific actions DC-9/28 1C-7 etal. / CS1 and CS2
IA-9. Trigger voice commands via buttons or by pronouncing activation keywords DC-2 VC-2 Thies / CS2
. IA-10. Provide voice feedback to indicate keyboard button presses by users DC-10 AC-2 Srivastava et al.
Data input Capra et al. /| CS2
and Audio TA-11. Strength thentication via voi d with non-sensiti 1
] rengthen user authentication via voice command with non-sensitive personal DC-23/24 Ve Randhawa ef al. / CS2
Srivastava et al.;
IA-12. Provide voice alerts for downtime DC-26 vC-4 rvastava et at.;
Capra et al. / CS2
OV-13. Present a list of created Pix keys DC-5 1C-4 CS1 and CS2
tC})IV-14. After completing the creation of a Pix key, add a “Receive via Pix” button to DC.5 1C25 CS1 and CS2
e screen
. ! Srivastava et al.; Capra
OV-15. Present icons that are easy to understand for the user DC-6 VisC-1 etal. | CS2 and CS2
OV-16. Present animated illustrations that are easy for the user to understand DC-12 VisC-1 CS2
. . . Srivastava et al.; Capra
OV-17. Show receipts that simulate the physical document DC-7 1C-6 etal. / CS1 and CS2
OV-18. Provide titles and captions in large fonts, with few characters and highlighted DC-928 1c7 Srivastava et al.; Capra
Data output keywords throughout the application - : etal. / CS1 and CS2
. OV-19. Provide a graph that makes it easier to view your balance when sending or Srivastava et al. / CS1 and
and Visual receiving a Pix DC-15 IC-8 CS2
OV-20. Display a list of favorite user Pix keys DC-16 1C-10 Modesto and Ferreira / CS2
-21. Allow th favorite th ipient’s Pix key in th f payi ith
]())1;7 ow the user to favorite the recipient’s Pix key in the process of paying witl DC-16 1C-9 Modesto and Ferreira / CS2
OV-22. Provide the option to edit the data entered before completing the task DC-18 1C-13 CS1 and CS2
OV-23. Set clear orders on forms to minimize errors DC-19 IC-11 CS1 and CS2
OV-24. Present visual effects when screen changes occur DC-20 VisC-2 CS1 and CS2
OV-25. Avoid back buttons on task completion screens DC-21 1C-14 CS1 and CS2
OV-26. The voice assistant must ask if the user is in a safe environment before provid-
ing personal information DC-23/24 VC-3 Randhawa et al. / CS2
OA-27. Customize app notification sound with voice assistant DC-8 AC-1 Srivastava et al.;
Capra et al. /| CS2
. . s Randhawa et al.;
OA-28. Provide voice feedback to indicate alerts or errors about user-reported data DC-11/13 AC-3
Capra et al. / CS2
Data outputs -
. OA-29. Present audio effects when screen changes occur DC-20 AC-4 CS1 and CS2
and Audio Randh .
OA-30. Provide an audio description of data previously entered by users DC-11/13 AC-3 andhawa ef al.;
Capra et al. /| CS2
OA-31. When pressing an element, trigger the audio description to display its name DC-27 AC-5 CS2
Data Inputs, i
X Srivastava et al.;
Data Outputs, IOV-32. Help the user through a virtual agent DC-26 1C-17
i Capra et al. /| CS2
and Visual
Data Inputs,
. . L . . . . Tulaskar; Capra et al.
Data Outputs, IOVA-33. Use voice assistants and animations to assist users with their tasks DC-29 VisC-3
. . / CS1 and CS2
Visual and Audio
DESIGN AND EVALUATION CONSIDERATIONS
DATA INPUT AND VISUAL (IV) DAT&SSILPH:)AND DATA QUTPUT AND VISUAL (OV) ouTPUT DA(;?A)AND AupIO 10V | IOVA

2
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Figure 8. Test results from design and evaluation considerations
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Figure 9. Test on Application A with design and evaluation considerations

consideration evident in Figure 10 corresponds to the OV-
18, with a “partial” result, which explains the provision of
titles and subtitles with fonts large, with few characters and
highlighted keywords.
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produtos
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Figure 10. Test on Application C with design and evaluation considerations

In Application D, 36.36% of tests were “yes”, with design
and evaluation considerations I'V-1, IV-2, IV-8, IA-9, OV-13,
OV-15, OV-16, OV-17, OV-23, OV-24, OV-25 and IOV-32.
With 3.03%, the result “partially” includes the design and
evaluation consideration OV-18, more than half of the tests
with 57.57% had a “no” result, with design and evaluation
considerations 1V-3, IV-4, IV-5, IV-7, IA-10, 1A-11, TA-12,
OV-14, OV-19, OV-20, OV-21, OV-22, OV -26, OA-27, OA-
28, OA-29, OA-30, OA-31 and IOVA-33, and 3.03% of the
tests with a result “unable to evaluate”, with design and eval-
uation consideration IV-6.

In Figure 11, the design and evaluation consideration IOV-
32 is highlighted, which had the result “yes”, corresponding
to helping the user through a virtual agent.

In the last inspected application, carried out in Applica-
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Figure 11. Test on Application D with design and evaluation considerations

tion E, tests with a “yes” result scored 33.33%, with design
and evaluation considerations IV-1, IV-2, IV-5, IV-8, OV-13,
OV- 15, OV-18, OV-23, OV-24, OV-25 and IOV-32. With
“partially” result, 3.03% with design and evaluation consid-
eration SV-22. More than half of the tests were evidenced
with a “no” result, with 60.61%, covering design and eval-
uation considerations IV-3, IV-4, IV-7, 1A-9, IA-10, IA -11,
IA-12, OV-14, OV-16, OV-17, OV-19, OV-20, OV-21, OV-
26, OA-27, OA-28, OA-29, OA-30 , OA-31 and IOVA-33.
And 3.03% of the tests had the result “unable to evaluate”,
with design and evaluation consideration IV-6.

In Figure 12, it is possible to observe the evidence of de-
sign and evaluation consideration with the result “no”, indi-
cated by IV-7, corresponding to automatically copying the
validation code sent to the smartphone. The application cap-
tures the code, so selecting the code to validate it when cre-
ating a Pix key is necessary.

7 Comparing of NBR 17060:2022
with Design and Evaluation Consid-
erations

In this section, the requirements and recommendations estab-
lished by Brazilian Technical Standard 17060:2022 [ABNT,
2022] on accessibility for mobile devices are explored, to-
gether with design and evaluation considerations in Table 5
proposed in this work. The comparison of the aspects men-
tioned is essential to validate the scope of accessibility for
mobile applications and their use and compliance with the
Brazilian Technical Standard to make mobile banking more
accessible.

The design and evaluation considerations are up-to-date,
with the related works’ analysis, case studies carried out with
emerging users, and mobile banking inspections. The Brazil-
ian technical standard was based on accessibility guidelines
such as WCAG, eMAG, and accessibility documentation for
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Figure 12. Test on Application E with design and evaluation considerations

Android and i0S operating systems, as shown in Figure 13.
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Figure 13. Comparison of the Brazilian Technical Standard with design and
evaluation considerations

7.1 Brazilian Technical Standard 17060:2022

The Brazilian Standard NBR 17060:2022 was prepared by
the Brazilian Accessibility Committee of the Brazilian As-
sociation of Technical Standards [ABNT, 2022]. This stan-
dard defines accessibility requirements and establishes rec-
ommendations for mobile applications, such as smartphones
and tablets, based on functional performance. Accessibil-
ity requirements and recommendations are divided into four
categories: perception and understanding, with 19 require-
ments and 9 recommendations; control and interaction, with
14 requirements and 5 recommendations; media, with four
requirements and three recommendations; and the coding
recommendation, to make mobile applications accessible re-
gardless of physical, cognitive and sensory conditions. For
the technical standard to be effectively covered, the require-
ments must be met in the mobile application, and the recom-
mendations must be complementary to propose refinement
and accessibility in the user experience.

7.1.1 Perception and Understanding

The first category is perception and understanding, which de-
scribes how to avoid the emergence of barriers to understand-
ing the functionalities of mobile applications. In this cate-
gory, requirements are directed towards the visual standard
across the application. As stated in NBR 17060:2022 ABNT
[2022], sudden changes in interface design can confuse or
mentally exhaust a user when trying to perform a specific
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action. Figure 14 shows the intersections of design and eval-
uation considerations with the NBR category of perception
and understanding.

Design and evaluation consideration IV-1, which deals
with adapting the data field according to your input, is re-
lated to requirements 5.1.1.13, which determines form types
and fields, and 5.1.1.14, which indicates the instructions for
filling in data entry.

Design and evaluation consideration I'V-2 presents its de-
scription similar to requirement 5.1.1.13, which determines
that the input fields correspond to the type of data requested
by the system.

The description of design and evaluation consideration I'V-
5 indicates that the form-filling steps should be divided by
screen to prevent users from being misled by multiple tasks
on the same screen. The related recommendation is 5.1.1.12
of NBR 17060:2022, which suggests that form fields be pre-
sented one per line.

Design and evaluation consideration IV-8, which indicates
that instructions should be brief and highlight keywords in
specific actions, relates to requirements 5.1.1.14 and recom-
mendations 5.1.1.27 and 5.1.1.28. Together, they present
practices to make text fields short and concise, using simple
and clear language, making them more accessible and under-
standable to the user.

Design and evaluation considerations IA-10, OV-24, OA-
28, OA-29, and OA-30 indicate providing user feedback via
an on-screen event or audio feedback, which relates to re-
quirement 5.1.1.20, which means providing clear feedback
to users.

Design and evaluation consideration OV-18 indicates that
titles and captions be provided in large fonts, with few charac-
ters and highlighted keywords, which relates to requirements
5.1.1.4, 5.1.1.5 and 5.1.1.8 and recommendations 5.1.1.27
and 5.1.1.28, where the descriptions of the requirements
above and recommendations, describe in more detail the ar-
rangement of texts in the application, provision of headers
and labels to improve user location, clear task descriptions
and use in simple and concise language.

Design and evaluation consideration OV-23 description in-
dicate clear orders on forms to mitigate errors. Similarly,
requirement 5.1.1.11, in a more comprehensive way, rec-
ommends that elements in the interface be distributed in
ways widely used to develop interfaces to make the elements
shown on the screen more understandable.

Design and evaluation consideration OA-31 and require-
ment 5.1.1.15 comply, as the descriptions indicate a naviga-
tional focus for the user to facilitate visualization of the field
description and the user’s location in the application 8.

Table 6 shows the sections of the perception and under-
standing category that were not associated with design and
assessment considerations. These sections are intended to ad-
dress general accessibility issues in mobile applications with-
out addressing the specifics of design and evaluation consid-
erations.

Table 7 shows the design and evaluation considerations
that partially relate, with positive or negative impact, to the
requirements and recommendations in this category.



Inspecting the Accessibility of Chatbots and Mobile Banking for Emergent Users in the Context of People with Low Literacy

Melo et al. 2024

ov-18 Iv-8 IV-6  IA-10 OV-24 OA-28 OA-29 OA-30 OA-31 IV-8 V1 V-2 V5 ov-23 oV-18
’ 1 1 | | ’ ‘
51.1.28) (5.1.1.27) (5.1.1.26 5.1.1.20 51.1.15) (51.1.14) (51.113) (5.1.1.12) (5.1.1.10) (5.1.1.8) (5.1.1.5) (5.1.1.4

Perception and
Understanding

NBR 17060

Figure 14. Comparative analysis of design and evaluation considerations with perception and understanding requirements and recommendations

Table 6. Sections not covered in the Perception and understanding
category of NBR 17060:2022

Section | Description

5.1.1.1 Non-textual elements must have an alternative text that describes their
meaning

5.1.1.2 It is recommended that texts be used instead of images

5.1.1.3 It is recommended that purely decorative elements that distract the
user while performing the task are not used

5.1.1.9 It is recommended that the same visual pattern be maintained through-
out the application

5.1.1.16 | Interface elements of sequential items or that require pagination must
situate the user

5.1.1.17 | Texts and graphic elements must have sufficient contrast with their
respective backgrounds

5.1.1.18 | Color should not be the only way to convey information

5.1.1.19 | There cannot be instructions that depend only on the user’s sensory
characteristics

5.1.1.22 | All attempts at unavailable, inactive, or prohibited actions have feed-
back or feedback perceived by all users and assistive technology re-
sources

5.1.1.23 | A title must be programmatically describing the purpose of the pages
and applications

5.1.1.24 | Application languages must be declared

5.1.1.25 | There should be an option to bypass flashing elements

Table 7. Sections of NBR partially related in category perception
and understanding

Section | Description Relation | Study III

5.1.1.6 The same organization of functional ele- | Positive V-8
ments and accessible names must be main-
tained throughout the application

5.1.1.7 | Accessible names must contain the element | Positive | IV-8
labels

5.1.1.11 | Form field labels must be positioned in the | Positive | OV-23
usual way

5.1.1.21 | The application must provide a noticeable | Negative | OV-25
exit or return to all users

7.1.2 Control and Interaction

Control and interaction is the category of NBR 17060:2022
ABNT [2022] responsible for guiding the development of
mobile applications, in the creation of accessible resources.
In this context, the complement of questions in this category
resulted in accessible user interaction with the interface. In
Figure 15 the intersections of design and evaluation consid-
erations with the control and interaction category are shown.

The design and evaluation consideration 1V-4 correctly
follows requirement 5.1.2.7 and recommendation 5.1.2.8,
which control automatically initiated audios, which are voice
assistants. Even though they are accessibility features, the
user must have the power to control them, as improper use
of these features, such as long audios started arbitrarily, can
negatively influence the user experience.

IA-9 OA-28 OV-22 1v-4 OA-27 1A-9
5.1.2.17 5.1.2.15 5.1.2.8 51.27) (51.23 5.1.21

| | I N

Control and
Interaction

NBR 17060

Figure 15. Comparative analysis of design and evaluation considerations
with control and interaction requirements and recommendations

Design and evaluation consideration IA-9 suggests voice
command control by screen taps or pronouncing keywords.
Requirement 5.1.2.1 of NBR 17060:2022 explains the mo-
bile device’s native accessibility features. In this case, the
application must provide the necessary resources based on
the device’s accessibility settings, providing more than one
search possibility for the user. However, design and eval-
uation considerations do not include prior configuration of
accessibility features on the device, with the aim that the mo-
bile banking primarily offers accessibility features.

Design and evaluation consideration OV-22 indicates the
user’s ability to edit data fields before completing a task.
Thus, OV-22 complies with requirement 5.1.2.15, which
deals with indicating interaction errors.

Design and evaluation consideration OA-27 addresses cus-
tomization of voice assistant app notifications, which is re-
lated to requirement 5.1.2.3, which indicates the ability to
configure app notifications.

Design and evaluation consideration OA-28 proposes pro-
viding voice feedback to indicate alerts or errors about
reported data, which corresponds to requirement 5.1.2.15,
which deals with the indication of interaction errors and the
possibility of error correction by the user.

Similar to the perception and understanding section, some
recommendations in the control and interaction category of
NBR 17060 are not linked to design and evaluation consider-
ations, indicated in Table 8, and two requirements are linked
partially, as shown in Table 9.

7.1.3 Media

The third category of NBR 17060:2022 ABNT [2022] is Me-
dia, which deals with alternative ways to understand non-
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Table 8. Sections not covered in the Control and interaction cate-
gory of NBR 17060:2022

Section Description

5122 There must be user control over mobile device movement actions

5124 The user must be warned whenever forcing the device into a certain
orientation (portrait or landscape) is necessary

5.1.2.5 It is recommended that the user’s screen orientation not be restricted
to a single orientation

5.1.29 There must be user control to pause, stop, or hide content that moves
on the screen

5.1.2.10 | There cannot be unexpected context changes when interacting with
forms

5.1.2.11 | There cannot be unexpected context changes when focusing on inter-
active elements

5.1.2.12 | Every interaction must be supported by a single touch on the screen. If
applications require multiple touches or specific gestures, a way must
exist to allow the user to perform the same action with a single touch

5.1.2.13 It is recommended that interactive elements have a minimum touch
area size

5.1.2.16 | There must be support for enlarging the screen without losing infor-
mation or functionality

5.1.2.18 | Itis recommended that list or table interfaces allow sorting

5.1.2.19 | It is recommended that search engines be used in applications with
large amounts of information

Table 9. Sections of NBR partially related in category control and
interaction

Section | Description Relation | Study III
5.1.2.6 There must be sufficient time for the user | Positive 1A-12
to perform the activities
Iv-4, 1A-
9, IA-10,
Lo . A-2
There can be no blocking in sequential . 8A—2;’
5.1.2.14 1 havigation with assistive technology Positive OA-20,
features 0A-30,
OA-31,
IOVA-33

textual elements, such as videos and audio, which may have
complex or inaccessible content for people with specific char-
acteristics. Therefore, providing multiple communication re-
sources for non-textual elements is essential for the applica-
tion to be accessible. However, Table 10 shows that the six
requirements and recommendations in this category do not
address any of the 33 design and evaluation considerations.

Table 10. Sections not covered in the Media category of NBR
17060:2022

Section | Description

5.1.3.1 Videos must offer subtitles for audio content

5.1.3.2 There must be at least one alternative resource for all pre-recorded
video content, such as transcription or audio description

5.1.3.3 There must be a verbatim transcription for pre-recorded audio content

5.1.34 It is recommended that there is a text alternative to live audio content

5.1.3.5 It is recommended that an alternative in Libras be made available for
audio content

5.1.3.6 Extended audio description is recommended for pre-recorded video
content

7.1.4 Codification

Coding is the fourth category of NBR 17060:2022 ABNT
[2022] and is aimed at good practices in building source code.
She suggests that the order be placed according to the stan-
dards established by the developed technologies. In Web
applications, the values must be correctly defined in the at-
tributes of the tags that create the site’s appearance to be iden-
tified by accessibility features. No specific design and evalu-

Melo et al. 2024

ation considerations address accessibility features related to
source code.

8 Inspection of Banking Chatbots

The main objective of chatbots is to achieve communication
between humans and machines through Al. The machine sim-
ulates a human conversation, and repetition improves results
to develop skills for more complex and effective responses.

Chatbots can be classified into two main aspects: declar-
ative and conversational. Declarative chatbots are task-
oriented, using natural language processing and machine
learning to generate automated responses, commonly used
in support services, defined through pre-defined responses
without the possibility of variable reactions. Conversational
chatbots are data-driven and predictive, grounded in natu-
ral language understanding, natural language processing, and
machine learning to learn. In this context, they are used in
digital assistants to learn the user’s preferences and define a
profile; it can also trace this data with other assistants and
even anticipate it, providing suggestions and recommenda-
tions to the user Oracle [2024].

This article highlights the importance of using chatbots
for emerging users, as they allow instant payment systems
usage for people with low literacy, making digital financial
services more accessible. With this, three questions were
substantiated to direct the assessment of this service in five
financial institution:

Q1 - Does mobile banking encompass conversational
chatbot features?

Q2 - Do financial institutions provide conversational
chatbots in the instant messaging application (Whatsapp)?
Q3 - Does the banking chatbots have a voice search engine?

In this scenario, the inspections were based on the three
questions about chatbots (Q1, Q2, and Q3) of the same five fi-
nancial institutions of mobile banking presented in Table 11.

Table 11. Comparison of chatbots in the mobile banking
Name Q1 | Q2 | Q3
Application A | No | No | No
Application B | Yes | Yes | Yes
Application C | Yes | No | Yes
ApplicationD | No | Yes | Yes
Application E | No | No | No

When inspecting Application A, there is no evidence of
conversational chatbot in the features of the help menu (Q1)
and banking chatbot in the WhatsApp (Q2). Therefore, the
services available are unrelated to financial transactions, in-
cluding Pix. Finally, voice search features are not provided
in the mobile banking help menu and WhatsApp support
(Q3).

About Application B, the conversational chatbot feature is
available in the mobile banking (Q1) and banking chatbot is
provided in the Whatsapp (Q2), allowing transfers via Pix,
among other services. Likewise, the availability of the voice
search feature in mobile banking and banking chatbot (Q3).
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In Application C, conversational chatbot is provided in
the mobile banking (Q1). However, there is no evidence
of a banking chatbot on WhatsApp (Q2). Finally, the mo-
bile banking allows users to perform a voice search (Q3); in
this context, the user is redirected to frequently asked ques-
tions related to the indicated keywords or the task menu cor-
responding to the search.

In Application D, a virtual chat for human-to-human inter-
action is provided (Q1). On WhatsApp, the banking chatbot
(Q2) is available; among the services available, it is possi-
ble to make transfers via Pix. Voice search is not available
within mobile banking help chat. However, on WhatsApp, it
is possible to search by voice (Q3).

Application E does not provide any conversational chat-
bot in its help menu. In this case, the help menu consists of
questions and answers previously defined for mobile banking
(Q1). Therefore, no evidence was found on the use of bank-
ing chatbot on WhatsApp (Q2). Therefore, the last question
(Q3) is not answered in any of the cases.

9 Results

In this section, the data obtained in the two inspections are
explored, using the design considerations [Teran, 2022], the
design and evaluation considerations (Table 5). The data was
obtained by comparing design and evaluation considerations
with the Brazilian Technical Standard and investigating mo-
bile banking and banking chatbots.

9.1 Test Result with Design Considerations

According to the visualization of the test results, as shown
in Figure 16, Application C had the lowest rate of positive
tests, with five tests. Then Application A had six positive
tests, Application B had seven positive tests, Application D
had nine positive tests, and finally Application E had ten pos-
itive tests. Application A had the lowest rate of partial results
with four tests, followed by Applications B and E with five
tests and C and D with seven tests each. Application A had
the highest rate of negative tests, with 19 tests, followed by
Applications B and C, with 17 tests each. Application E had
13 negative tests, and Application D had 12 negative tests.
In Applications D and E, it was not possible to perform one
of the proposed tests.

Unable to evaluate [ No Partially [ Yes
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Figure 16. Analysis of results by application adapted from Melo et al.
[2024]
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In view of this, we can observe two aspects from the tests
carried out with the design considerations [Teran, 2022]: the
analysis of the design considerations based on their ordering,
as well as the description of the evidence and verification
of bias interpretation and accessibility assessment of mobile
banking, based on the tests carried out and the results found.

The design considerations by Teran [2022], which con-
dense the notes of Srivastava et al. [2021]; Thies [2015];
Randhawa et al. [2021]; Capra et al. [2021]; Gupta et al.
[2022]; of Brazil [2022b]; Modesto and Ferreira [2013]; Tu-
laskar [2020], are focused on the design stage of interactive
systems for emerging users and in this context, include in-
stant payment applications and mobile banking. Therefore,
it is interesting to group these studies and present a summary
of the considerations aimed at accessibility inspection car-
ried out by software developers. Furthermore, consideration
descriptions can be evolved by presenting brief instructions
for heuristic evaluations that can be performed by these pro-
fessionals.

The descriptions of the design considerations are not easy
to understand on first contact. When analyzing the present
the keyboard corresponding to the data entry with the sum-
mary of design considerations, it was necessary to return to
the specific details of the considerations for a better under-
standing, as well as reading the evidence to understand the
cases that were applied in user tests. It was also noted that
some design considerations in their description cited more
than one improvement proposal, which generated bias in the
interpretation and definition of the possibility of evaluation
called “partial” in some tests. To better understand the appli-
cation context, it was essential to map the descriptions and
evidence of design considerations.

Among the five mobile banking tested, it was observed
that none of them provided interface customization to im-
prove access to resources provided by financial institutions.
In some tests, it was necessary to modify the smartphone’s
own settings to check the behavior of the applications, such
as deactivating “silent mode”. It is worth mentioning that
the considerations are focused on the development of acces-
sibility for mobile applications, and even if smartphones and
other mobile devices have in their operating system the ac-
cessibility feature available in the general settings, the appli-
cation could provide the necessary accessibility features for
its user’s clients, according to the proposal of design consid-
erations [Teran, 2022].

One possibility that influenced the inspection carried out
was the ordering of the design considerations [Teran, 2022].
Therefore, the considerations were focused on easy concep-
tion and application in the design phase and not in the in-
spection stages, which are directed to the product or service
testing stage.

9.2 Results of Design and Evaluation Consid-
erations

When analyzing the result of the second inspection carried
out on mobile banking, this time using the 33 design and eval-
uation considerations, as shown in Figure 17, Application C
had the highest partial result rate with three results, followed
by Application B with two results and Applications A, D,
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and E with only one partial result. The mobile banking with
the highest rates of “no” results, both with 20 results, were
Applications C and E, followed by Application D with 19 re-
sults, Application A with 18 results, and Application B with
17 results. With the result “yes”, Applications A and B had
the highest rates, with 14 results. Followed by Application
D with 12 results, application E with 11 results, and Applica-
tion C with 10 results. Applications D and E had the result
“unable to evaluate”.

Unable to evaluate M No Partially W Yes
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Figure 17. Analysis of results by application with design and evaluation
considerations

Given the refinement of the design considerations
by Teran [2022] and the proposals of improvement this
framework presented by Melo et al. [2024], they were re-
organized and categorized according to the Data Input and
Data Output functionalities, as well as Audio and Visual re-
sources, the tests carried out were optimized related to the
flow of use of design and evaluation considerations, prevent-
ing tests from being redone due to being mentioned more
than once and solving the problem of bias in the interpreta-
tion of design consideration descriptions [Teran, 2022].

However, it is still evident the visualization of tests with
“partial” results, which had a higher result rate in the inspec-
tion with Teran [2022] design considerations, compared to
the second inspection sequence, using the 33 design and eval-
uation considerations.

The comparison parameters of the inspections about the
design considerations [Teran, 2022] and the design consider-
ations and evaluation (Table 5) cannot be carried out since
the refinement of the considerations did not maintain the pre-
vious classification, which in this case could highlight inter-
pretation bias in the results.

9.3 Comparing of NBR 17060:2022 with De-
sign and Evaluation Considerations

The comparing of design and evaluation considerations with
NBR 17060:2022 had 16 design and evaluation considera-
tions related to NBR 17060:2022 and 17 unrelated, totaling
33 design and evaluation considerations. NBR 17060:2022,
with 54 requirements and recommendations, had 16 design
and evaluation considerations and 38 unrelated. This data is
shown in Figure 18.

Among the related design and evaluation considerations,
two are in the data input and audio classification, five are
in the data input and visual classification, five are in the data
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Design and Brazilian
evaluation 33 16 54 Technical
considerations Standard

Figure 18. References design considerations and evaluation with the NBR
17060:2022

and audio output classification, and four are in the data output
classification and visual.

We observed that 16 requirements and recommendations
of NBR 17060:2022 are related to design and evaluation con-
siderations, where 11 are in the perception and creation clas-
sification, and five are in the control and interaction classifi-
cation. As a result, approximately 38 requirements and rec-
ommendations have no relation to design and evaluation con-
siderations.

The relationship between design and evaluation considera-
tions with the Brazilian Technical Standard is low, indicating
13,92% when relating the average percentage of the values
noted in Figure 18. As design and evaluation considerations
with the requirements and recommendations of the Brazilian
Technical Standard may be related more than once, this value
cannot be considered absolute.

9.4 Inspection of Banking Chatbots

Among the five financial institutions observable (Figure 19),
only one mobile banking answers all questions about chat-
bots, followed by two mobile banking that answer 66.66% of
the questions about chatbots, and the other two mobile bank-
ing inspected do not answer any questions about chatbots.

Application A
Application B
Application C
Application D

Application E

0% 25% 50% 5% 100%

Figure 19. Percentage of questions answered about chatbots

There is no evidence of Al use in the documentation and
news in Application A. When inspecting the banking chatbot
and, specifically, the help menu in WhatsApp, we perceived
only the interactions by pre-defined questions. Thus, this is
similar to the concept of a declarative chatbot.

In Application B, the banking chatbot has more evident
attention and interest, positively, answering the three ques-
tions about chatbots. However, when carrying out inspec-
tions with design and evaluation considerations, we observed
that the audio features provided by the Android smartphone
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are still not fully functional. As a result, the tests for the de-
sign and evaluation considerations scenario and the chatbot
scenario were effectively carried out using the banking appli-
cation on the i0S smartphone.

Application C provides the conversational Al service,
however when using the voice search feature in the appli-
cation, the search result behavior is consistent with task-
oriented search, as the user is redirected to the task menu
corresponding to the keyword indicated in the search. We
also observed that the services available are related to com-
mon service queries such as balance and statement, without
the availability of the Pix service.

Application D provides several services in the Whatsapp
chatbot, including Pix. However, among the apps inspected,
this is the only app whose help menu is 100% human-
supported. Therefore, this service is available at a specific
time and is subject to waiting for attendant availability.

The Application E does not provide conversational Al in
the mobile banking, and the help menu available condenses
a set of pre-defined questions and answers. When analyzing
the mobile banking, it is reported that the use of Al resources
is aimed at credit analysis for the user.

10 Discussion

This section presents the reflections on the use of the design
considerations [Teran, 2022], and design considerations and
evaluation (Table 5). The section also highlights comparing
design and evaluation considerations with the Brazilian Tech-
nical Standard and the learning of banking chatbot inspec-
tions.

10.1 Observations about Design Considera-
tions Usage

Through design considerations usage, it was observed that
some considerations had more than one functionality that
needed to be inspected. In other words, when a test in this
case was carried out, and part of the proposed design consid-
eration was met, and the other was not met, occasionally the
test result was considered to be “partially”, which is possible
to observe with great relevance in the Figure 2. With this,
it was possible to assume interpretation bias in the descrip-
tion of the consideration, and the possibility of assertively
identifying errors was needed to detach more than one func-
tionality to be evaluated in design consideration.

Based on the evidence obtained through the inspection of
design considerations in mobile banking, to optimize the de-
scriptions that suggest it and use them in applying heuristic
evaluations, the design and evaluation considerations of in-
stant payment applications were reclassified into four dimen-
sions: Interface Consideration (CI), which corresponds to
the application’s functionality; Visual Consideration (CVis),
which corresponds to interaction events on the application
screen to understand the execution of the task better; Voice
Consideration (CV), which corresponds to functionalities for
performing tasks by voice and; Audio Consideration (CA),
which consists of considerations related to the interpretation
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of functionalities or reading of data through audio. The order-
ing of considerations is characterized according to the need
to implement and validate the functionalities in the applica-
tions to be tested. The restructuring of design considerations
is shown in Table 3 in the work of Melo ef al. [2024].

10.2 Observations of Design and Evaluation
Considerations Usage

From the inspection with the design and evaluation consid-
erations, which contemplate the refinement of the design
considerations by Teran [2022] and the proposals by Melo
et al. [2024], were fundamental to obtaining the results with
greater precision, reducing the number of tests with “partial”
results, caused by interpretation bias and grouping of features
described in the same consideration.

Likewise, the design and evaluation considerations that
still had a “partial” result are related to the descriptions of
their functionalities. They also result from the inspections,
where some evaluated resources are not standardized across
all screens or tasks.

Therefore, with the decrease in “partial” outcome testing,
there has been a considerable increase in “no” and “yes” out-
come design and evaluation considerations, which are more
visible for the “no” outcome. With this, we highlighted
the importance of separating design considerations that were
grouped with different functionalities, where we analyzed
the results of the inspections more clearly.

The reorganization of classifications resulted in a positive
impact related to the flow of tests. In the first sequence of
tests, some tests had to be carried out more than once because
they were repeated within the classification scenario made by
dimensions. The new classification, related to audio and vi-
sual features and data input and data output features, makes it
easier to overview design and evaluation considerations and
in which aspects they can be found within the test scenario
in mobile banking.

Regarding mobile banking updates, which occur accord-
ing to the need for new implementations of banking sys-
tems and problem corrections, as well as updating the lay-
out and reorganization of tasks and menus, we observed that
new functionalities that are linked to design and evaluation
considerations, such as voice search in banking applications,
were implemented and validated in the second sequence of
inspections, resulting in the contribution of “yes” results.

Finally, we highlight that reviews of design and evalua-
tion considerations are pertinent and necessary. New insights
from mobile banking updates and the exchange of experi-
ences between HCI professionals contribute to improving de-
scriptions and refining design considerations and evaluation,
making mobile banking increasingly accessible.

10.3 Evaluation of Comparisons

The analysis carried out between NBR 17060:2022 ABNT
[2022] and design and evaluation considerations indicates
the points of intersection between them that, when relating
these two artifacts, we note that 38 requirements and recom-
mendations of the Brazilian Technical Standard in question
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do not were related to design and evaluation considerations,
representing more than 70% of the total.

Brazilian Standard 17060:2022 ABNT [2022] offers a va-
riety of requirements and recommendations to make mobile
applications, native or operated in a Web environment, simul-
taneously or independently, accessible to users. However,
the guidelines presented are defined for general cases with-
out considering the focus of the application. Therefore, NBR
17060:2022 does not include some specificities about design
and evaluation considerations, which are oriented toward mo-
bile banking.

Likewise, some design and evaluation considerations do
not meet requirements or recommendations. This may be
a consequence of the general modeling proposed by NBR
17060:2022 and the specificity of the context in which de-
sign and evaluation considerations are based. For example,
the design and evaluation consideration that proposes the pro-
vision of a virtual agent to help the user in the mobile banking
is not covered by NBR 17060:2022.

10.4 Inspection of Banking Chatbots

When analyzing the interaction with conversational chatbot
in mobile banking and banking chatbots in the WhatsApp,
we observed that design and evaluation considerations V-3,
V-4, IV-6, IV-8, IA-9, IA-10, IA-11, IA-12, OV-16, OV-23,
OV-26, OA-27, OA-28, OA-30, and IOV-32 are considered
for this context. However, it is necessary to establish more
inspection criteria for chatbots since this service still needs to
be explored in the scenario of mobile banking, as it is evident
that only 20% of the applications operated meet the questions
about chatbots proposed in this work.

However, we observed that the in-app conversational chat-
bot scenario behaves differently in the Whatsapp instant mes-
saging app, as the apps have different contexts. Therefore, a
more careful analysis is necessary to define new design and
evaluating considerations to evaluate banking chatbots.

In the work of Machado et al. [2023], users of mobile bank-
ing and physical banks reported in their responses that tradi-
tional banks convey more security when reporting data than
digital banks. With this, we observed that in Applications
B and D, which include conversational chatbot services on
Whatsapp, with the provision of banking services, including
transfers via Pix, in none of the applications security valida-
tion carried out when completing this task either authentica-
tion via password or the user’s bank account or smartphone
account, as well as user voice validation, because the security
of the account linked to the chatbot is maintained by the num-
ber registered in the user’s mobile banking. In this context,
we observed that chatbot features do not meet the IA-11 and
OV-26 design and evaluation considerations that deal with
security validations.

10.5 Threats to validity

Two authors carried out the two sequences of inspections
to refine the test descriptions and avoid interpretation bias.
However, we observed that more authors could have con-
tributed to the inspections for further refinement when carry-
ing out the tests.The smartphones used in the tests and 80%
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of the bank app accounts inspected belonged to the authors,
with Android and iOS operating systems in their latest ver-
sion. However, the versions of smartphones and operating
systems may not correspond to the reality of a person with
low literacy, where banking applications may have version
variations for operating systems in less recent versions.

With the two sequences of tests carried out, updating ap-
plications implies reorganizing design considerations and the
possibility of creating new considerations based on new func-
tionalities in banking applications.

11 Final Remarks

In this work, two design inspections were carried out on mo-
bile banking and banking chatbots of five financial institu-
tions, with the design considerations by Teran [2022] and the
design and evaluation considerations presents in the Table 5,
in which different data were collected based on the test sce-
narios. The comparing of design and evaluation considera-
tions was also carried out with NBR 17060:2022 on acces-
sibility in mobile applications and, finally, investigating the
banking chatbots.

The result of the refinement of design and evaluation con-
siderations by authors Melo and Teran did not generate new
considerations. However, there is still a need to consider the
guidelines in the Media and Codification categories of NBR
17060:2022. On the one hand, these NBR categories cover
the accessibility of mobile applications in general, support-
ing the development of mobile applications in many elemen-
tary ways. On the other hand, design and evaluation consid-
erations focus on a more restricted context, mobile banking.

Difference between tests performed with design consid-
erations and design and evaluation considerations, wherein
the first test scenario 53.8% of tests were not met by design
and evaluation considerations. In the second test scenario,
56.97% were not met. Among the other tests, 25.5% of the
tests had design considerations met in the first scenario; in
the second test scenario, 37% of design and evaluation con-
siderations were met, showing an increase in design and eval-
uation considerations served. Tests with partial results had
a reduction, with 19.3% of design considerations partially
met in the first test scenario and, in the second test scenario,
4.82%. The test scenario that was impossible to evaluate re-
mained in two tests, representing 1.4% in the first scenario
and, in the second, 1.20%.

The “no” results represented more than half of the tests
in both scenarios. This failure reinforces the reflection on
how emerging users, especially people with low literacy, are
still on the margins of the disruption that generates barriers
to accessing ICTs, noting that accessibility in software devel-
opment is not a priority.

The comparing of design and evaluation considerations re-
flects the importance of complying with the requirements and
recommendations of NBR 17060:2022 on accessibility for
mobile devices. The aim is to consolidate accessibility crite-
ria for all contexts, including the emerging users addressed
in this work.

Al resources favor accessibility, as they enable learning
of the user’s profile and make tasks easier to carry out. How-
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ever, most mobile banking inspected still lack effective con-
versational chatbots for emerging users.

We observed that the use of help resources for emerg-
ing users, in the context of people with low literacy, is still
flawed. The resources made available are not always accessi-
ble to the public in question, either due to lack of availability
in the application or the lack of possibility for user interaction
to contextualize the task to be performed. Therefore, it is jus-
tifiable to continue this research based on the results found,
which are inconclusive, with the proposal of a starting point
for inspecting and evaluating software seeking accessibility.

The application of tests using a persona, with character-
istics inherent to people with low literacy, contributes to de-
signers’ and developers’ reflections on understanding the dif-
ficulties faced by these users. It also strengthens the impor-
tance of accessibility throughout the software process, con-
sidering emerging users, to make applications equitable and
effective in people’s lives, regardless of access barriers.

The contribution of this research occurs in four aspects: (i)
it can be stated that the most used mobile banking in the coun-
try have barriers in accessibility for users with low literacy;
(i1) it was possible to improve the design considerations used
to inspect applications; (iii) the Brazilian Technical Standard
is generalized for mobile applications and does not address
emerging users, so it has yet to be explored regarding the
financial scenario; therefore, it would be interesting if the
technical standards were separated into blocks of scenarios to
be implemented to examine their specificities, including de-
sign and evaluation considerations and other considerations
to be reflected according to new tests and new evidence; (iv)
chatbots still emerge in the main Brazilian mobile applica-
tions, which are necessary to make digital financial services
more accessible; however, safety issues in use need to be re-
inforced.

It is necessary to consider design and evaluation considera-
tions in the daily lives of software development professionals
as a basis for implementing improvements in instant payment
applications to make them secure and maximize access to in-
formation for low literacy users.

In future work, it is suggested that other instant payment
applications be checked to validate the design and evaluation
considerations, analyze the proposals, carry out the tests, and
validate the considerations for the adequacy of the commu-
nicability of the applications to make them accessible. In
addition, the improvement of design and evaluation consid-
erations by NBR 17060:2022, with other professionals in the
development area, as well as HCI specialists, for effective
alignment of the proposals of this work, in the application of
the method quickly and low learning cost, seeking necessary
improvements through interaction with design professionals,
software developers, and other people responsible for the de-
velopment area.

Furthermore, these design and assessment considerations
can be used in HCI classes to strengthen students’ critical
thinking about accessibility issues and encourage this qual-
ity direction for future professionals. Finally, it is recom-
mended to reflect on mapping specific design and evaluation
considerations for chatbots, considering the scenario of in-
stant messaging applications, and for Web banking systems,
which remains practical for banking transactions.
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