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Abstract: Interpersonal trust is recognized as one of the pillars of student collaboration and successful learning
in virtual learning environments (VLEs). In order to identify the factors that influence interpersonal trust among
students in VLEs, we conducted this systematic mapping study to investigate attributes, evolutionary phases of
trust and resources that support interpersonal trust among students in VLEs. By analyzing 49 articles, we identified
37 attributes that influence the phases of trust acquisition and loss, categorized into four themes: Ability, Integrity,
Affinity and Non-Personal Factors. Attributes such as collaborative and ethical behavior, academic skills and higher
grades are often used to select colleagues, mainly through recommendation systems and user profiles. To organize
our findings, we developed two concept maps that describe the main characteristics of the definitions of trust and the
classification of attributes by phases and themes. This work presents significant findings that contribute to building
and improving VLEs that promote trust among students.
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1 Introduction

In daily life, trust is usually perceived as an individual’s
willingness to accept vulnerability based on positive expec-
tations of others’ intentions or actions in situations involv-
ing interdependence and risk [Mahamud et al., 2021]. Trust
sustains human relationships as if without minimal trust, it
is almost impossible to establish and maintain relationships
over a long period of time [Bachmann, 2001]. Moreover, it
is strongly related to psychological contracts, based on mu-
tual expectations and reciprocal faith that each party to a re-
lationship has that the other party will keep their promises
[Snyman, 2021]. Trust is the essential foundation for effec-
tive e-learning communities, transforming digital environ-
ments into spaces for collaborative and meaningful learn-
ing. When cultivated, it dissolves the isolation character-
istic of online education, fostering productive interdepen-
dence among participants [Caicedo et al., 2017].
Trust operates within the cognitive and psychological do-

main as a motive for behavior at the interpersonal level
to shape social exchanges as a multidimensional and dy-
namic phenomenon, constituted by a life cycle, which can
be acquiring, maintain, losing and restored [Kutsyuruba and
Walker, 2015]. Trust will evolve and change over time in
relationships, as knowledge and information about the trust-
worthiness of other parties also evolve in these relationships
[Fachrunnisa et al., 2010]. A negative signal can destroy
trust, and the cost of restoring it is very high.
Trust relationships can manifest among individuals (in-

terpersonal) and between individuals and institutions (orga-
nizational). Interpersonal trust constitutes an expectation
held by an individual that another individual or group can
be trusted, while organizational trust is based on the circum-

stances of a robust and coherent institutional structure, in
which trust is generated on an institutional basis, i.e., in the
form of trust in the system [Bachmann, 2001].
As remote learning continues to grow in popularity, on-

line courses are evolving beyond content delivery to foster
collaboration, communication, and a sense of community
among students and educators [Pham et al., 2020; Lima and
Maciel, 2021]. As a result, it has become imperative that
virtual learning environments (VLEs) address the need for
trust-enhancing features that can significantly improve the
learning experience. In online courses, trust relationships
affect the intention to share knowledge, reduce dropout
rates, and leverage student academic success [Younas et al.,
2021; Sedighehm and Ainin, 2018; Ghosh et al., 2001; Hor-
vat et al., 2013]. Students who seldom interact with their
peers experiencemore negative emotions and exhibit dimin-
ished effectiveness in their learning process.
Trust emerges as a central element for effective working

relationships, permeating both the nature of learning activi-
ties and collaborative relationships. When solidified, it not
only enhances commitment among team members, but also
proves to be a critical catalyst for the development of so-
cial skills. Programs based on collaborative learning prove
this dynamic: mutual trust significantly increases group ef-
fectiveness, transforming interactions into concrete results
[Pulgar et al., 2022]. In this context, where face-to-face
interactions are limited, acquiring and maintaining trust is
essential to prevent students from feeling isolated and dis-
engaged. However, promoting interpersonal trust among
students within VLEs is not trivial [Wang and Chen, 2012].
Over the years, several research papers have addressed

trust in E-learning courses, focusing mainly on the relation-
ships between learners and resources, i.e. the relationship
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between learners and VLE resources [Younas et al., 2021;
Pham et al., 2020; Wu and Zhang, 2015], but lacking intrin-
sic aspects of social relationships and the factors that influ-
ence interpersonal trust (mutual trust relationship between
students) [Zhang et al., 2022]. Regarding secondary stud-
ies, some address trust among students such as: analyzed
it as a precondition for collaboration in VLEs [Lohikoski
et al., 2014], trust in VLE platforms [Medema et al., 2014]
and trust in online assessment systems [Nigam et al., 2021].
These secondary studies contribute to the state of the art of
trust but do not fill the gaps in the literature regarding in-
terpersonal trust between students and the factors that sup-
port interpersonal trust in VLEs. A lack of focused research
on interpersonal trust in virtual learning environments can
hinder the development of VLEs that prioritize this crucial
aspect. Ensuring interpersonal trust is essential to foster a
positive learning experience [Khan et al., 2023].
Likewise, given the lack of studies in the literature on

the factors influencing interpersonal trust among students
in VLEs, we propose conducting this Systematic Mapping
Study (SMS). Our main objective is to systematically
identify the elements influencing trust among students
in this context. This investigation aims to address the
following research question (RQ):

What Characteristics influence
interpersonal trust among students in
Virtual Learning Environments?

We performed this SMS following the protocol proposed
by Kitchenham et al. [2015], which included the objectives,
research questions, and selection criteria (inclusion and ex-
clusion) for the articles, and, in the end, 46 articles were
accepted. The data was processed using thematic analy-
sis techniques [Clarke and Braun, 2013; Cruzes and Dyba,
2011]. This gave us an in-depth understanding of the data
collected and insight into the key attributes that influence
interpersonal trust among student VLEs. In summary, this
article yields six main contributions:

• We offer an updated, original, and comprehensive
panorama of trust aspects addressed in the e-learning
domain by 49 primary studies. To assist readers, we
summarize the key takeaways of each research ques-
tion. We have made our data set available for replica-
tion studies or other related research works this link.

• We collected 23 trust definitions used in the literature
and organized key terms into a conceptual map (Figure
3). Moreover, we elaborated on a definition of trust
specifically for online courses.

• We identified 37 attributes that influence interpersonal
trust among students, organized them into four themes
and sixteen categories and classified them according
to their influence on the trust phases. For better under-
standing, elaborate a mind map (Figure 5). As a high-
light, we proposed two categories to group attributes
within the e-learning domain.

• We identified trust phases that are addressed and those
that are still not being covered, organizing and classi-
fying them by their association with trust phases (as

mentioned earlier).
• We found that seven features are recurrently related to
supporting trust in VLEs and associated them with the
trust phases and attributes.

• We propose seven potential research opportunities
that should be pursued based on our findings.

The results of this study are intended to contribute to
teachers, students, software engineers, and researchers:

• For teachers, they can use the information in this SMS
to develop methodological strategies that foster stu-
dent trust based on understanding the factors that in-
fluence it. Teaching methods can be adapted to focus
on developing trust and, as a result, improve collabo-
ration between students.

• For students, this SMS helps identify the character-
istics that increase and decrease trust, allowing them
to develop and improve their soft and hard skills to
demonstrate greater trustworthiness.
Software engineers interested in developing solutions
focused on interpersonal trust in online courses can use
the data from this SMS to develop features that pro-
mote collaboration among students in virtual learning
environments. The classification of interpersonal at-
tributes is valuable in this process because it allows de-
velopers to identify and incorporate attributes that in-
crease trust and mitigate those that may decrease trust.

• For researchers, exploring these phases and attributes
is essential to developing strategies that enhance trust,
mitigate trust erosion, and ultimately foster a more col-
laborative and effective virtual learning environment
where trust significantly enhances student collabora-
tion.

This article is structured as follows: Background and Re-
lated work, we present the theoretical basis on trust and sec-
ondary studies that have some similarity to ours; Research
methodology, we show the methodology and the steps used
to perform the SMS; Results, we present the findings of
our research; Discussion, where we perform an analysis of
the results; Threats to validity, we discuss the threats to our
study; and finally, Final considerations and future work, we
summarize what has been obtained from our research.

2 Background
Since the seminal study by Deutsch [1958], research on
trust has been performed in many fields, including so-
ciology Sztompka [1999], psychology [Robinson, 1996],
economics [Knack and Zak, 2003; Berggren and Jordahl,
2006], communication [Cheung et al., 2013], leadership
[Burke et al., 2007], and the implementation of self-
managed work teams [Trainer and Redmiles, 2018].
Over the years, trust has been defined in various ways,

encompassing the willingness of individuals within a social
unit to rely on others [Rotter, 1967], the willingness of one
party to be vulnerable to another’s actions based on the ex-
pectation that the latter will perform actions necessary to
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the former regardless of the ability to monitor or control
them [Mayer et al., 1995], the readiness to act based on an-
other person’s words, actions, and decisions, and the psy-
chological state involving the intention to accept vulnera-
bility based on positive expectations of another’s intentions
or behavior[Rousseau et al., 1998].
Interpersonal trust was initially presented in the literature

as an expectation held by an individual or group that a word,
promise, verbal or written statement of another individual
or group can be relied upon [Rotter, 1967]. Borum [2010]
argues that interpersonal trust operates under conditions of
recognized interdependence and is characterized by a will-
ingness to accept vulnerability and risk based on confident
expectations that another person’s future actions will pro-
duce good results. Interpersonal trust is a relationship that
involves at least two people: (i) trustor is the agent who
plays the role of depositing the trust, and (ii) trustee is re-
sponsible for managing and fulfilling that trust. This means
that the trust that the trustor has in the trustee corresponds
to the belief that the trustee’s future actions will lead to pos-
itive results [Elghomary et al., 2019]. Moreover, interper-
sonal trust is based on identifiable attributes that another
person is expected to possess and is a multidimensional
construct that includes cognitive and emotional dimensions
[Schaubroeck et al., 2013].
Mayer et al. [1995] argues that the factors that influence

trust are related to three characteristics of the trustee: abil-
ity, integrity, and benevolence. Ability is the group of skills,
competencies, and characteristics that allow a party to influ-
ence some specific domain. The ability domain is specific
because the trustee may be highly competent in some tech-
nical area, which gives him trust in the tasks related to that
area. However, the trustee exercising the trust may have
little aptitude, training, or experience in academic areas,
e.g., in interpersonal communication. Integrity involves
the trustor perception that the trustee adheres to a set of
principles that he considers acceptable. However, if this
set of principles is not considered acceptable, it will not
be deemed to have integrity for the trustor. Issues such
as consistency of past actions, sense of justice, and char-
acter are examples of factors that make up the integrity of
the trustee. Finally, benevolence is the degree to which a
trustee is believed to want to do good to the trustor, based
on the trustee’s altruism and going beyond a motive to gain
some advantage.
Regarding how trust can be established, trust can develop

beyond the direct relationship between trustor and trustee,
with the help of a third party, forming a network of trust
[McEvily et al., 2021; Jones and Shah, 2021]. In this case,
trust occurs between individuals who are not necessarily di-
rectly connected. A network of trust is the idea that trust
is not only formed through direct interaction but also in-
direct connections between individuals. The trust network
has two distinct forms: second-hand trust and prototrust
[McEvily et al., 2021].
Second-hand trust refers to the partial overflow of rela-

tional trust to socially close and indirectly connected ac-
tors in a strong and reciprocal relationship sustained by a
common third party, in which two of the actors are not di-
rectly connected to each other but are connected to a third

party with reciprocal bonds of trust. Prototrust differs from
second-hand trust in that prototrust occurs mainly in affil-
iation networks, which involve joint participation or mem-
bership in collectivizes, such as social groups, clubs, and
professional associations [McEvily et al., 2021].
Moreover, interpersonal trust has some properties [El-

ghomary et al., 2019]: Asymmetrical, not reciprocal or
equivalent between two entities, it is personalized and sub-
jective since two people have different opinions about the
same person; Transitive, considering that A trusts B, who
trusts C, then A tends to trust C; Propagative, given a social
environment, trust information can pass from one entity to
another, allows trust values to be aggregated between any
two entities that are not directly connected; and Dynamic,
changes occur according to the context, over time, or for a
specific task or objective. The dynamics of trust involve the
evolutionary phases: Acquiring, losing, Mantain, and Re-
store [Currall and Epstein, 2003; Fachrunnisa et al., 2010].
Trust is dynamic, and the level of trust in a relationship

progresses, starting close to zero due to a lack of infor-
mation about the counterpart and growing through trust-
building actions until the maintenance phase when it re-
mains stable withminimal fluctuations. Once trust has been
established, demands for evidence decrease, but continuous
information is key to maintaining it [Currall and Epstein,
2003; Fachrunnisa et al., 2010]. When built, it still requires
new evidence of trustworthiness to be maintained. How-
ever, it can quickly be eroded if solid evidence of a lack of
trust exists. The process of repairing trust is not easy, and,
in some circumstances, no repair initiative will be able to
restore it [Kähkönen et al., 2021]. With regard to the dy-
namics and changing phases of trust, the literature points
out that building trust is difficult to establish in online envi-
ronments [Anwar, 2021].

3 Related Work
This section presents the works related to our SMS, i.e., sec-
ondary studies that addressed trust in VLEs.
To identify the relatedworks, we elaborate a search string

built considering three domains. The first domain is related
to our research problem and comprises terms related to in-
terpersonal trust. The second domain includes terms relat-
ing to our area of interest, virtual learning environments.
The third domain comprises terms capable of identifying
secondary studies according to Napoleão et al. [2021]. We
limited our research to the period from January 2012 to Oc-
tober 2023.

Domain 1: (“interpersonal trust” OR trust OR trust-
worthiness OR trusting OR trustworthy OR trusted)

Domain 2:
(“e-learning” OR “online-courses” OR “online
courses” OR “online learning” OR “virtual learning”
OR “distance learning” OR “learning platforms” OR
“Learning Management Systems” OR “Computer-
Supported Collaborative Learning” OR “Computer
Supported Collaborative Learning” OR “CSCL” OR
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“VLE” OR “Virtual Learning Environment” OR
mooc OR moocs)

Domain 3:
(“literature review” OR “systematic mapping” OR
“systematic review” OR “mapping study” OR “sys-
tematic map”).

Search string
(“interpersonal trust” OR trust OR trustworthiness
OR trusting OR trustworthy OR trusted) AND (“e-
learning” OR “online-courses” OR “online courses”
OR “online learning” OR “virtual learning” OR
“distance learning” OR “learning platforms” OR
“Learning Management Systems” OR “Computer-
Supported Collaborative Learning” OR “Computer
Supported Collaborative Learning” OR “CSCL” OR
“VLE” OR “Virtual Learning Environment” OR
mooc OR moocs) AND ( “literature review” OR
“systematic mapping” OR “systematic review” OR
“mapping study” OR “systematic map”).

We applied the string into libraries IEEE Xplorer, ACM
Digital Library, and Scopus, returning 22 studies (See ap-
pendix D). Initially, we analyzed the titles and abstracts of
the 22 studies and excluded those not aligned with the topic
under study. Although none of the secondary studies are
strictly linked to ours, i.e., do not share similar objectives,
research questions, or results, we selected the four closest
ones for a deeper analysis. Table 1 shows the selected stud-
ies. All selected studies were obtained from the Scopus
database.

Cod Title Authors Year

S1 Virtual collaboration com-
petence requirements for
entrepreneurship education in
sparsely populated areas

Lohikoski
et al. [2014]

2014

S2 Multi-Loop Social Learning for
Sustainable Land and Water
Governance: Towards a Re-
search Agenda on the Potential
of Virtual Learning Platforms

Medema et al.
[2014]

2014

S3 A Systematic Review on AI-
based Proctoring Systems: Past,
Present and Future

Nigam et al.
[2021]

2021

S4 Academic dishonesty and trust-
worthy assessment in online
learning: A systematic litera-
ture review

Surahman and
Wang [2022]

2022

Table 1. Related work.

S1 analyzed the preconditions for collaboration in VLEs
and recommended face-to-face interaction at the beginning
of projects. Face-to-face interaction is an antecedent in the
peer trust construct, while the intention to collaborate in-
creases when there is peer trust in VLE. Results point that
face-to-face interaction is one of the motivators for building
trust.
S2 provided insight into the conditions and possibilities

that lead to multi-loop social learning on VLE platforms for

building trust, co-producing knowledge, creating meaning,
critical self-reflection, vertical and horizontal collaboration,
and conflict resolution. Although S2 study analysis trust
building in VLEs, it lacks to analyze other phases of trust:
maintain, losing, and restore trust.
S3 performed a systematic literature review on AI-based

online assessment supervision systems. The study consid-
ers trust to be important in online assessments, both for the
appraiser and the appraiser, and leaves an open question
on how trust-based online assessment monitoring systems
should be built.
S4 investigated the factors contributing to academic dis-

honesty and trustworthy assessment in e-learning. The re-
sults indicate academic dishonesty among students inVLEs,
which includes plagiarism, cheating, collusion, and other
dishonest behavior. Academic dishonesty is strongly asso-
ciated with individual factors such as laziness and lack of
ability and situational factors such as peer influence, course
pressure, and ease of access to information. Literature sug-
gests that online supervision systems and anti-plagiarism
tools can improve trust in assessment and reduce academic
dishonesty.
Previous studies have analyzed trust in VLEs but have fo-

cused on technological aspects, with little consideration of
interpersonal trust between students. In contrast, our study
identifies factors that influence students’ interpersonal trust
and explores the attributes and phases of trust in VLEs. To
this end, we conducted our SMS.

4 Research Methodology

SMS provides a broad overview of a research area to ob-
tain and analyze state-of-the-art on a topic [Kitchenham
et al., 2011]. Towards systematizing the development of
this study and answering our research questions, we con-
ducted an SMS following the protocol proposed byKitchen-
ham and Charters [2007] and Kitchenham et al. [2015].
Conducting the review means putting the protocol into

practice, which comprises three main phases: (i) Planning,
define the SMS protocol comprising research questions,
specifying the search strings and strategies for selection of
primary studies according to inclusion and exclusion crite-
ria; (ii) Conduction, involves the specification and applica-
tion of the search string in chosen databases, selection of
primary studies through the application of inclusion and ex-
clusion criteria, as well as the extraction and synthesis of
data from these studies, and (iii) Report of results, involves
documenting all the steps and results of the research ques-
tions. In section 4.1, we detail the steps performed out.

4.1 Planning

SMS primary goal is to identify the motivating factors
that influence interpersonal trust among students in VLEs
through a comprehensive literature analysis. The main el-
ements of an SMS are the study objectives, research ques-
tions, search string, selection criteria, data extraction, and
synthesis of the data extraction. Concerning the goal, we
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used GQM (Goal Question Metric) to define it [Van Solin-
gen et al., 2002].

The goal is to analyze primary studies of Interpersonal
Trust in VLE for the purpose of identifying the panorama
with respect to trust definition, attributes, phases, varia-
tion, and solutions from the point of view of researchers
in the context of academic literature.

We developed this SMS planning with the aim of thor-
oughly conducting the protocol to answer the following
main research question:

What Characteristics influence interpersonal trust
among students in Virtual Learning Environments?

Therefore, to better achieve our goal, we divided the
main RQ into two RQs, as listed below:

RQ 1. What trust characteristics are considered in vir-
tual learning environment?

RQ 1.1 How is trust defined?
Rationale: By analyzing the definitions, we aim
to identify the fundamental conceptual bases of
trust and understand its essential characteristics.
This analysis will allow us to clarify conceptual
nuances and identify convergences or divergences
that influence the understanding of trust.

RQ 1.2 What interpersonal trust attributes are con-
sidered in Virtual Learning Environments?
Rationale - We intend to identify attributes,
which are specific characteristics, measurable or
identifiable properties of an entity. Therefore, we
intend to collect data and group it so that it can be
used to build collaborative VLEs with the aim of
supporting interpersonal trust among students.

RQ 1.3 In which evolutionary phases of trust can stu-
dents’ interpersonal trust attributes be classified?
Rationale - We intend to identify the trust phases
that are supported on VLEs and which attributes
are related to trust specific phases: acquiring,
losing, maintain, and restore trust.

RQ 2. Which functionalities in VLEs support student
interpersonal trust?

Rationale - We want to identify proposed features
that support interpersonal trust among students,
what trust aspects are supported and what needs
better attention in VLE.

To assess the completeness and accuracy of the search
string, we used various articles to control its effectiveness.
These articles are primary studies on interpersonal trust in e-
learning environments that we became aware of from an ad
hoc search of the literature and which should be included in
our SMS (See table 2). Therefore, to find research works of
interest, we defined a search string based on terms extracted
from known articles, and which should appear in the set of

articles that the string should return. After several calibra-
tions, the following search string returned all the control
articles [Kitchenham et al., 2015].
To construct the search string to identify primary studies,

we used two domains. The first domain is related to our re-
search problem and is made up of terms related to interper-
sonal trust. The second domain is made up of terms relating
to our area of interest, virtual learning environments. For
each domain, we used keywords that allowed us to broaden
our search and identify all the studies relevant to our re-
search.

Domain 1:
“interpersonal trust” OR trust OR trustworthiness
OR trusting OR trustworthy OR trusted

Domain 2:
“e-learning” OR “online-courses” OR “online
courses” OR “online learning” OR “virtual learn-
ing” OR “distance learning” OR “learning plat-
forms” OR “Learning Management Systems” OR
“Computer-Supported Collaborative Learning” OR
“Computer Supported Collaborative Learning” OR
“CSCL” OR “VLE” OR “Virtual Learning Environ-
ment” OR mooc OR moocs

Search string:
(“interpersonal trust” OR trust OR trustworthi-
ness OR trusting OR trustworthy OR trusted) AND
(“e-learning” OR “online-courses” OR “online
courses” OR “online learning” OR “virtual learn-
ing” OR “distance learning” OR “learning plat-
forms” OR “Learning Management Systems” OR
“Computer-Supported Collaborative Learning” OR
“Computer Supported Collaborative Learning” OR
“CSCL” OR “VLE” OR “Virtual Learning Environ-
ment” OR mooc OR moocs)

Title Source Cod
A Comparative Analysis of OSN and
SIoT Trust Models for a Trust Model
Adapted to MOOCs Platforms

ACM A28

A collective intelligence approach for
building student’s trustworthiness pro-
file in online learning

Scopus A7

Case Study of Collaborative Learning in
a Massive Open Online Course

IEEE A33

Dynamic Peer Recommendation Sys-
tem based on Trust Model for sustain-
able social tutoring in MOOCs

IEEE A30

In MOOCs we trust: Learner percep-
tions of MOOC quality via trust and
credibility

Scopus A26

Trust in pandemic-induced online learn-
ing: Competitive advantage of closure
and reputation

Scopus A39

Table 2. Articles used to control the Search String precision.

To guide the select the studies, we defined three inclusion
criteria (IC) and eight exclusion criteria (EC) (Table 3 ).
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COD Inclusion (IC) and Exclusion Criteria (EC)
IC1 Studies address interpersonal trust issues
IC2 Study is peer-reviewed
IC3 Study is written in English
EC1 Studies before 2012
EC2 Duplicate studies
EC3 Not peer-reviewed
EC4 Study not in English
EC5 Complete version is not available
EC6 Study is an old version
EC7 Study is a not primary one
EC8 Study that no address interpersonal trust

Table 3. Selection Criteria.

In this SMS, we did not perform a quality assessment of
the articles, as we wanted to consider as many articles as
possible for our study. As we considered both theoretical
and practical aspects in our analysis, the quality assessment
could limit the set of articles. Quality assessment is essen-
tial in systematic reviews to determine the rigor and rele-
vance of primary studies; however, no quality assessment
needs to be performed in SMS so that as many articles as
possible can be entered [Petersen et al., 2015; Kitchenham
et al., 2015].
We used the publishers digital libraries IEEE Xplorer1,

ACM Digital Library2, and the Scopus3 indexer to identify
the articles Because the publisher’s digital libraries only re-
turn articles from the publisher, we considered inserting an
indexer so that we could have a wider reach when search-
ing for articles. Initially, the period selected was from Jan-
uary 2012 toDecember 2023. After completing the analysis
and writing of this SMS, we performed a new search in the
databases from January 2024 to July 2025, with the aim of
identifying new articles of interest to our research.

4.2 Conducting
The SMS was conducted in strict accordance with the plan-
ning proposed in the protocol, using Parsifal4 as a support-
ing tool. The methodological process is shown in the Fig-
ure 1. We searched for primary studies in the ACM, IEEE,
and Scopus databases. The search string was configured
for each search engine databases specificity. We applied
the terms of the string to the title of the publication and the
abstract and applied the filter to studies published between
January 2012 and July 2025.
From the Search String, we were able to identify a to-

tal of 409 articles. Of these, 177 were located in the IEEE
database, of which 15 were considered suitable after care-
ful analysis. In the ACM, our search revealed 57 articles, of
which 4 were selected for inclusion. In addition, by explor-
ing the Scopus indexer, we found 175 articles, 30 of which
passed the selection process.
In the first step of the analysis, we checked for duplicate

articles. This process was performed automatically on the
Parsifal platform, and 44 duplicate articles were removed.
In the second step, we performed the selection process and

1https://ieeexplore.ieee.org
2https://dl.acm.org
3https://www.scopus.com
4https://parsif.al/

applied the inclusion and exclusion criteria, evaluating each
article by titles and abstracts. This step was performed by
two researchers (the first author and amaster’s student from
our research group) and validated by a third (the second au-
thor). Each researcher applied the selection criteria indi-
vidually, and then the results were compared. The disagree-
ments were discussed and resolved as per Kitchenham et al.
[2015] guidance. For those articles where it was not possi-
ble to apply the inclusion and exclusion criteria from the
title and abstract, the article was read in full to determine
its inclusion/exclusion in the SMS.
The process resulted in 49 studies being included and

360 removed. To ensure that the process of applying the
inclusion and exclusion criteria was performed effectively,
a third researcher from our research group applied the in-
clusion and exclusion criteria to 10% of the excluded arti-
cles. There was no divergence from the results previously
obtained. The final step was to read the full text and extract
the data from each study.
The data extraction process was performed using a data

extraction form, which was designed to collect all the infor-
mation needed to answer the research questions. We began
by performing a testing process of the data form, with a pilot
extraction in some primary studies used as control studies
[Kitchenham et al., 2015]. All data obtained from the SMS
can be accessed using the following this link.
Once the data extraction form had been validated, we per-

formed a full analysis of all the articles selected for this
SMS. The extraction task was performed independently by
two researchers (the first author and amaster’s student from
our research group). At the end, the collected data was con-
solidated into a spreadsheet. A third researcher, the second
author, validated and assessed whether the extracted data
effectively addressed the SMS research questions.
The process of analyzing and coding the data was

performed using thematic analysis techniques guided by
Clarke and Braun [2013] and Cruzes and Dyba [2011]. The-
matic analysis is a systematic approach to identifying, ana-
lyzing, and reporting patterns (themes) in a set of qualitative
data. In this approach, themes can be identified in a data-
driven, bottom-upway, on the basis of what is in the data; al-
ternatively, they can be identified in a more top-down fash-
ion, where the researcher uses the data to explore particu-
lar theoretical ideas or brings those to bear on the analysis
being conducted (bottom-up and top-down approaches are
often combined in one analysis). In the process of identi-
fying themes, we used both a bottom-up and top-down ap-
proach. In the top-down approach, we exploit the concepts
presented by Mayer et al. [1995], Ability, Integrity, and
Benevolence to initially classify the data. In the bottom-up
approach, we analyzed the data that could not be classified
previously and created data-driven categories.
In the coding phase, we employed a complete system-

atic approach, encompassing two distinct types of codes:
semantic (based on the semantic meaning of the data) and
latent (codes derived from the researcher’s conceptual and
theoretical frameworks). By combining these codes, our
analysis aimed to provide a holistic understanding of the
dataset, capturing the extracted information’s explicit and
implicit dimensions.

https://ieeexplore.ieee.org
https://dl.acm.org
https://www.scopus.com
https://parsif.al/
https://zenodo.org/records/16638970/files/dataset_UpDate_July_2025.xlsx?download=1
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Figure 1. Research Methodology.

The coding process began immediately after the com-
plete data extraction stages. Initially, we familiarized our-
selves with all the extracted data by reading and re-reading
the data to understand the content. We then performed the
coding and assigned codes to each piece of extracted data.
In this process, we coded the attributes that can influence
interpersonal trust.
The next step was to look for patterns in the codes, group-

ing the data into categories that reflected a broader idea. Fi-
nally, the categories were classified according to the liter-
ature on trust and given the following themes: Ability and
Integrity. For the categories that could not be classified into
these themes, we defined new themes to represent the cate-
gories according to the data extracted.

5 Results
This section presents an overview of studies and answers to
the RQs.

5.1 Articles Overview
This subsection provides an overview of the articles, guided
by demographic aspects, responses to research questions,
and finally, based on the empirical strategies employed.
Table 4 presents the 49 selected articles, indicating the

year and the publication type (Pb, C=Conference, and
J=Journal). An identification code is assigned to each ar-
ticle and used throughout this work. 28 articles were pub-
lished in journals, and 21 articles were presented at confer-
ences. The number of articles published per year remains
relatively consistent throughout the period covered by the
SMS (Figure 2). However, there is a slight variation in the
period analyzed. The years 2019 and 2022 had the high-
est number of publications, with six each, and 2023 had the
lowest number, with one publication. During the update
process, no articles from 2025 were identified that met the
inclusion criteria for this SMS.
Considering RQ content-related issues, the articles were

sorted according to the outcomes of each RQ. This resulted
in the identification of five categories (see table 6): (i) Trust
definitions: articles that provide explicit trust definitions
along with analytical insights; (ii) Interpersonal attributes:
articles in which we identified attributes that influence trust,
fostering the development of trust among students; (iii) Ac-
quiring trust: aspects that influence trust a positively rein-
forcing factor, leading one student to acquiring trust in an-

Figure 2. Publication by year.

other; (iv) Losing trust, articles shed light on aspects that
harm trust, leading to a decline in trust among students; and
(v) Supporting features, we identified implemented features
that support trust aspects and processes among students.

Table 4. Demographic Data Table.
Cod Title Pb Year

A1
Emotions and pair trust in asynchronous
hospitality cultural exchange for students
in Taiwan and Hong Kong

J 2012

A2
Trust evaluation model based on user trust
cloud and user capability in E-learning ser-
vice

C 2012

A3
Trust, avatars, and electronic communica-
tions: Implications for e-learning

J 2012

A4
Effective trust-aware E-learning recom-
mender system based on learning styles and
knowledge levels

J 2013

A5
Toward dependable online peer assess-
ments a concept of the trust manegement
on peer assessments

C 2013

A6
Towards a trust model in e-learning: An-
tecedents of a student’s trust

C 2013

A7
A collective intelligence approach for
building student’s trustworthiness profile
in online learning

C 2014b

A8
Building student trust in online learning en-
vironments

J 2014

A9
Predicting Trustworthiness Behavior to En-
hance Security in On-line Assessment

C 2014c

A10
Security in Online Learning Assessment
Towards an Effective Trustworthiness Ap-
proach to Support E-Learning Teams

C 2014a
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Cod Title Pb Year

A11
Social Analytics Framework to Boost Rec-
ommendation in Online Learning Commu-
nities

C 2015

A12
Trust and forgiveness in virtual teams: A
study in Algerian e-learning context

C 2015

A13
Trust evaluation for inter-organization
knowledge sharing via the e-learning
community

J 2015

A14
Trust-based community assessment J 2015

A15
Bayesian Networks to predict reputation in
Virtual Learning Communities

C 2016

A16
How students regard trust in an elearning
context

C 2016

A17
The effect of online participation in online
learning course for studying trust in infor-
mation and communication technologies

J 2016

A18
Trust-Aware Peer Assessment Using Multi-
Armed Bandit Algorithms

C 2016

A19
Web of Credit: Adaptive Personalized
Trust Network Inference From Online Rat-
ing Data

J 2016

A20
Online training for business plan writing
through the World Café method: the roles
of leadership and trust

J 2017

A21
Synergy Effect of the TeSLA Project in
Management of EngineeringHigher Educa-
tion

C 2017

A22
A trust-aware neural collaborative filtering
for E-learning recommendation

J 2018

A23
Effect of trust and perceived reciprocal ben-
efit on students’ knowledge sharing via
facebook and academic performance

J 2018

A24
E-learning technology and higher educa-
tion: the impact of organizational trust

J 2018

A25
Exploring antecedent factors toward
knowledge sharing intention in E-learning

C 2018

A26
In MOOCs we trust: Learner perceptions
of MOOC quality via trust and credibility

J 2018

A27
A close look at trust among team members
in online learning communities

J 2019

A28
A Comparative Analysis of OSN and SIoT
Trust Models for a Trust Model Adapted to
MOOCs Platforms

C 2019

A29
An efficient personalized trust based hy-
brid recommendation (TBHR) strategy for
e-learning system in cloud computing

J 2019

A30
Dynamic Peer Recommendation System
based on Trust Model for sustainable social
tutoring in MOOCs

C 2019

A31
Integrating Student Trust in a Conceptual
Model for Assessing Learning Manage-
ment System Success in Higher Education:
An Empirical Analysis

J 2019

A32
The comparison of trust development in vir-
tual and face-to-face collaborative learning
groups

J 2019

A33
Case Study of Collaborative Learning in a
Massive Open Online Course

C 2020

A34
Improving the Quality of Learning Man-
agement System (LMS) based on Student
Perspectives Using UTAUT2 and Trust
Model

C 2020

Cod Title Pb Year

A35
The role of e-learning service quality and
e-trust on e-loyalty

J 2020

A36
Role of Design Attributes to Determine the
Intention to Use Online Learning via Cog-
nitive Beliefs

J 2021

A37
The Influence of e-WOM Information
Characteristics on Learning Trust and e-
WOM Intention Among Online Learning

J 2021

A38
Trust in pandemic-induced online learning:
Competitive advantage of closure and repu-
tation [Confianza en el aprendizaje en línea
inducido por pandemia: Ventaja competi-
tiva del cierre y la reputación]

J 2021

A39
Trusted cooperative e-learning service de-
ployment model in multi-cloud environ-
ment

C 2021

A40
A deep learning based trust- and tag-aware
recommender system

J 2022

A41
A Novel Precise Personalized Learning
Recommendation Model Regularized with
Trust and Influence

J 2022

A42
Design of a SmartMOOCTrustModel: To-
wards a Dynamic Peer Recommendation to
Foster Collaboration and Learner’s Engage-
ment

J 2022

A43
Extended UTAUT Model to Analyze the
Acceptance of Virtual Assistant’s Recom-
mendations Using Interactive Visualiza-
tions

C 2022

A44
Team satisfaction, identity, and trust: a
comparison of face-to-face and virtual stu-
dent teams

J 2022

A45
The effects of students perceived useful-
ness and trustworthiness of peer feedback
on learning satisfaction in online learning
environments

C 2022

A46
T-VLC:ATrustModel for Virtual Learning
Communities

J 2023

A47
Collaborative Filtering Recommender Sys-
tem for Online Learning Resources with
Integrated Dynamic Time Weighting and
Trust Value Calculation

J 2024

A48
The Role of Privacy and Security Concerns
and Trust in Online Teaching: Experiences
of Higher Education Students in the King-
dom of Saudi Arabia

C 2024

A49
A framework for generating recommen-
dations based on trust in an informal e-
learning environment

J 2024

. .
Furthermore, as outlined in reference Wohlin et al.

[2012], the empirical strategies utilized in the articles were
categorized into three primary categories: survey, case
study, and experiment. Among these approaches, experi-
ments were identified as the most frequently employed em-
pirical strategy in the selected articles. Some articles did
not apply any empirical strategy and thus were classified as
no empirical evidence. The empirical strategies adopted in
the articles can be seen in table 5.
All articles accepted for analysis provided data relevant

to at least one research question (Table 6). In summary,
49% (24) of the articles defined trust, 69% (34) presented
attributes that influence interpersonal trust, 67% (31) pre-
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Empirical strategies identified
Experiment – 21 (43%)
A4, A9, A13, A14, A15, A16, A17, A19, A21, A22, A27, A29,
A30, A32, A36, A40, A41, A42, A44, A45, A46

Survey – 13 (27%)
A1, A8, A12, A23, A24, A25, A26, A31, A34, A35, A37, A43

Case Study – 4 (8%)
A3, A20, A33, A38, A48

No empirical evidence – 11 (14%)
A2, A5, A6, A7, A10, A11, A18, A28, A39, A47, A49

Table 5. Article proposals and empirical strategies.

sented attributes for acquiring trust, 14% (7) presented at-
tributes that can cause trust to be losing, and 40% (20) pre-
sented trust-supporting features.

Articles where responses were obtained
Trust definition
A1, A3, A6, A7, A8, A12, A13, A15, A17, A20, A24, A27, A28,
A30, A32, A34, A35, A36, A37, A39, A42, A44, A46, A48

Interpersonal attributes
A1, A2, A3, A5, A6, A7, A8, A9, A10, A11, A13, A14, A16,
A18, A19, A20, A21, A23, A26, A27, A28, A30, A31, A32,
A33, A34, A38, A40, A41, A42, A43, A44, A45, A46, A47,
A49

Acquiring trust
A1, A3, A5,A7, A8, A10, A13, A14, A16, A18, A19, A20, A21,
A22, A23, A26, A27, A28, A30, A32, A34, A38, A40, A41,
A42, A44, A45, A46, A47, A49

losing trust
A3, A9, A10, A28, A30, A46, A47

Supporting trust
A1, A3, A4, A7, A9, A10, A14, A15, A17, A23, A25, A27,
A29, A30, A32, A36, A40, A41, A47, A49

Table 6. Articles per Trust Analyzed Aspects.

18 articles were classified as Trust analysis and assess-
ment (18), which identified, analyzed, or assessed the phe-
nomenon of trust in VLEs as a predetermining factor in the
validation of some kind of technology or use of technolo-
gies. These articles address a variety of objectives, such as:
trust factors and knowledge sharing (A23, A25, A38), trust
in virtual learning platforms (VLEs, MOOC, CMOOC, and
LMS), evaluation of trust levels (A17, A20, A24, A26, A32,
A33, A34, A35, A37), trust for collaboration in teams (A27,
A44), and trust and communication in online learning (A1,
A3, A16, A45).
Article categorized as Models (15) presents conceptual

models aimed at supporting trust in VLEs. These models
aim to analyze trust in various aspects such as: assessment
(A2, A10, A9; A13, A7, A18); collaboration, (A39, A8,
A28); conflict resolution, (A12); quality Assurance, (A19,
A6, A31); management and estimation, (A46); And artifi-
cial intelligence usage (A43).
The use of recommendation systems was proposed

by 9 articles. Trusted peer recommendation and peer-
recommended content were identified (A4, A11, A22, A30,
A40), make trusted recommendations for student collab-
oration (A29, A49); recommendations for personalized
learning content considering students with distinct learning
styles (A41, A47) provide accurate recommendations for
personalized learning features and improve students self-
esteem.
5 articles were classified as Tools, proposing some tool

that could support trust in VLEs. This category covers ar-
ticles that, in addition to the conceptual model, propose al-
gorithms, a prototype or the system’s features: We identi-
fied assessment services based on trust, which suggests as-
sessments to be corrected by students (Peer Review) in the
context of MOOCs (A14); performed prediction of student
reputation and implemented a plugin for this purpose on
theMOODLE platform (A15); offering mutual trust among
students, teachers and institutions through facial and voice
recognition, analysis of writing style, typing rhythm and
plagiarism analysis (A21); analysis of student trust based
on the intention to use VLEs (A36); and, finally, designing
a MOOC based on trustworthy and untrustworthy behavior
(A42).

Key Takeaways - Overview Articles

• Studies on trust in VLEs have been conducted in
several areas, aiming to improve interpersonal trust
in several contexts in online courses, such as: (i)
use of trustworthy peer recommendation systems,
(ii) analysis of the use of visual representations
with the use of symbols and the impact on student
trust, (iii)algorithms to suggest trustworthy student-
assessors to perform peer assessment, (iv) use of
biometrics for safe and trustworthy assessment in
VLEs, as well as the (v) construction of several VLE
models and prototypes focused on trust.

• Experiments and surveys methods are preferred
strategies for evaluation, considering factors related
to interpersonal trust attributes and mechanisms for
building trust among students.

• No selected work addressed the trust reconstruction.

5.2 RQ 1. What interpersonal trust charac-
teristics are considered in virtual learn-
ing environment?

In this section we present RQ 1, which aims to investi-
gate the characteristics of interpersonal trust in VLEs. To
achieve this goal, three auxiliary RQs were created to iden-
tify the trust definitions adopted in the articles (RQ1.1), the
trust attributes in VLEs (RQ 1.2), and to identify which at-
tributes of interpersonal trust influence changes in interper-
sonal trust (RQ 1.3).

5.2.1 RQ 1.1 How is trust defined?

Regarding RQ 1.1, we examined the definitions of trust and
noted that 49% (24 articles) explicitly provided definitions
describing the trust concepts. These definitions revealed
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common trust relationships frequently discussed in the lit-
erature, primarily focusing on interpersonal and organiza-
tional contexts. In 13 articles (A1, A3, A6, A7, A15, A20,
A27, A28, A30, A32, A35, A44, A48), trust is addressed
in interpersonal relationships. Although the focus of the ar-
ticles was on interpersonal trust, some presented character-
istics related to organizational trust in their definition. Of
these, 04 articles (A8, A34, A36 A37) used a more appro-
priate definition for an organizational environment, and 07
articles (A12, A13, A17, A24, A39, A42 and A46) used
a definition that explores both types. The analysis also re-
vealed various supplementary approaches that enhance the
conceptualization of trust. Approximately 73% of the ar-
ticle used definitions of trust based on existing literature.
Notably, discordance or conflict is absent among these def-
initions; instead, they complement each other, resulting in
a more comprehensive understanding of trust.
The table 7 displays a selection of definitions taken from

the chosen articles, exactly as they were presented in the
respective articles. These definitions were chosen as exam-
ples of key words (underlined) that characterize trust in var-
ious domains. The other definitions extracted are organized
in table 8 in the appendix of this text.

Cod Definition
A1 A characteristic for collaboration where members be-

lieve in character, ability, integrity, familiarity and the
morality of each other.

A3 Trust, the willingness to depend on another. The percep-
tion that someone possesses attributes that are beneficial
to the trustor.

A7 Is a particular level of the subjective probability with
which an agent assesses that another agent (or group of
agents) will perform a particular action, before the agent
can monitor such action (or independently of his capa-
bility ever to be able to monitor it) and in a context in
which it affects its own action.

A12 Trust is defined as the belief that the trustee will act in
the best interests of the trustor in a given situation, even
when controls are unavailable, and it may not be in the
trustee’s best interests to do so.

A15 Trust is defined as the extent to which an individual has
confidence and is willing to interact with someone based
on words, actions, and decisions of others.

A17,
A24

Trust as the willingness of a party to be vulnerable to
the actions of another party based on the expectation that
the other party will perform a particular action important
to the trustor, irrespective of the ability to monitor or
control that other party.

A35 Trust is a psychological state, that is, willing to ac-
cept damage based on expectations of another person’s
intention or behavior.

A42 A qualitative or quantitative property of a trustee, evalu-
ated by a Trustor as a measurable belief, subjectively or
objectively, for a given task, in a specific context, for a
specific period.

A44 Psychological state willing to accept vulnerability based
on positive expectations of or others.

Table 7. Trust Definitions.

In the provided definitions, we identified terms fre-
quently mentioned by the authors. Consequently, we ex-

tracted and organized these terms to enhance the under-
standing of the subject. Table 7 highlights the words used
by various authors that align with the domain definition
studied in this SMS. Additionally, Figure 3 illustrates the
characteristics of trust identified in the definitions.

Figure 3. Conceptual Map of Trust Definition Elements.

Regarding the trust definitions, a common element is
Willingness to trust (A3, A6, A8, A9, A15, A17, A24, A32,
A34, A35, A44) that refers to the trustor innate level and
propensity to trust others. This willingness also extends
to making oneself vulnerable, taking risks, and accepting
potential damages, which involves embracing the inherent
risks in trust relationships, potentially putting something
significant at risk, and being prepared to accept negative
consequences if trust terms are not met.
Moreover, trust involves beliefs (A8, A30, A37, A35,

A27, A28, A12, A13, A36, A42), the positive attitude of the
trustor, with the conviction that the trustee will honor the
trust placed. Trust also involves expectations (A35, A39,
A24, A17, A44, A46), which involves the hope that the
trustee will fulfill that trust. In this sense, one party trusts
the other to act in a beneficial, honest, competent, and pre-
dictable manner.
Trust is considered to be contextual (A9, A42, A12, A16),

which depends on a qualitative or quantitative, objective
or subjective assessment by the trustor (A42), to place one-
self in a situation of vulnerability (A24, A17, A44) or to ac-
cept damage (A35), based on beliefs (A8, A30, A37, A35,
A27, A28, A12, A13, A36, A42) or expectations (A35,
A39, A24, A17, A44, A46 on actions (A30, A34, A24,
A15, A17), intentions (A35),words (A15), skills (A1, A23),
and attributes (A3), independent of monitoring and control
structures (A38, A24, A12, A17, A7), with the aim of ob-
taining good results (A28, A6, A30).
The decision to trust something or someone starts with

assessing the risks (A17, A24, A35, A44) and rewards (A6,
A8, A28, A30, A44) involved. The trust relationship is
based on the trustor needs (A6, A8), which result in mutual
benefits when met by the trustee. On the other hand, failure
to meet the trustor needs can cause damage and reduce trust
levels. Therefore, the trustor analyzes whether the potential
benefits of the relationship outweigh the associated risks.
Regarding assessment aspects, whether something or

someone is worthy of trust, it is essential to consider the
context when evaluating a person’s abilities (A7, A9, A42).
Likewise, a person may be trustworthy for one task rather
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than for another. Moreover, assessment may be objective
or subjective. Subjective assessment does not require struc-
tures to generate trust (A7, A42), and it can occur through
the trustor perception of some characteristic that the trustee
possesses that inspires trust (A1, A3, A20, A35). E.g., by
observing someone driving a car, the trustor can trust the
driver to take them from one place to another. By perceiv-
ing that the driver operates the vehicle with skill and respon-
sibility, the trustor feels confident about this trustee’s skills.
On the other hand, objective assessment (A42) results from
the consideration of structures that ensure trust. E.g., a cer-
tain company needs car drivers and asks those interested for
a driving license. It is assumed that a driver with a license
issued by a competent body has the necessary skills to oper-
ate a vehicle. In this case, the assessment is based on formal
criteria and official documentation.
Regarding the way the trustor assesses the trustee as trust-

worthy, (A7, A20, A42), the trustor performs an assessment
based on a subjective or objective analysis of whether the
trustee will take the appropriate measures to obtain good
results. The trustor performs quantitative or qualitative as-
sessments to determine whether the trustee can develop ap-
propriate strategies to obtain the best result.
With regard to the trustor belief (A8, A12, A13, A27,

A28, A30, A35, A36, A37, A42), in the context of trust,
these beliefs are grounded in positive attitude of the trustor,
reflecting their trust in the trustee’s genuine motivations.
E.g., student A trusts student B to perform a task because
they believe in student B capabilities and skills. Trust is also
influenced by the skills, competencies, and characteristics
of the trustee.
Regarding expectationsA35, A39, A24, A17, A44, A46),

on the other hand, they relate to the trustor willingness and
hope that the trustee will act as expected. E.g., student A
trusts student B with the expectation that student B will be
able to help student A achieve good results. Both belief and
expectations are deeply influenced by the actions that the
trustor foresees or expects the fiduciary agent to perform.
As far as the context (A7, A9, A42) is concerned, trust

is shaped by situational circumstances, the trustor specific
needs, and the temporal aspect of trust formation. Trust
depends on the context in which the trustor and trustee are
involved.
With regard to the need for supervision, the literature

points out, based on the definitions analyzed, that trust does
not need formal structures of controlling (A7, A12, A17,
A24) to regulate behavior, actions or performance andmon-
itoring (A7, A17, A24) to supervise actions. Controlling
involves adapting to the desired behavioral pattern, while
monitoring involves activities such as observing and record-
ing work behavior, with or without technology. Trustor can
use standardized rules and procedures, as well as technolog-
ical tools, to detect inappropriate conduct and record work-
ing hours.
The decision to place trust in another student is influ-

enced by the educational context and the need of the trustor.
This need often drives collaboration among students since
the student trustor seeks to achieve fruitful results through
this collaboration.
As a summary, trust can be seen as ”Interpersonal

Trust delineates the trustor innate inclination and predis-
position towards reliance on others, based on the belief
or expectation and on a subjective or objective assess-
ment that the trustee will act according to what is ex-
pected in actions, abilities or behavior in a given context,
independent of control or monitoring structures to achieve
good outcomes”.

RQ1.1 Key Takeaways:

• There are no significant differences in the defini-
tions of trust used in the context of VLEs.

• The various approaches to VLEs definitions explore
a variety of aspects, broadening the understanding
and scope of the concept of trust in this area.

• The analysis of definitions reveals that trust is based
on beliefs or expectations. Belief implies a positive
attitude from the trustor, convinced that the trustee
will honor the entrusted trust. On the other hand,
expectations involve the hope that the trustee will
fulfill the trust.

• The foundation of trust, whether rooted in beliefs or
expectations, lies in the trusted object of the trustee,
which may encompass actions, intentions, behav-
iors, competencies, skills, or attributes. In this con-
text, the trustee can be an individual, a group, an
organization, or even a technology.

• In online courses, the trust of the student trustor is
based on cognitive trust and is intrinsically linked
to the expectations of the student trustee.

• Expectations are based on the transparency of the at-
titudes, i.e., acting as expected, integrity, and com-
petencies that the student trustor perceives in the stu-
dent trustee, assessing their capability (or attributes)
to be useful in a specific context.

5.3 RQ 1.2 What types of interpersonal
trust attributes are considered in Virtual
Learning Environments?

In this section, we present and discuss personal attributes
that support and affect trust in VLEs. As stated before in
the methodology section 4, we used the thematic analysis
techniques to summarized data from the articles.
Initially, data related to the characteristics of the trustee

and trustor or associated with the trust phases were explic-
itly captured from articles texts and entered into a spread-
sheet. We then used the concepts presented by Mayer
et al. [1995] as predefined themes: ABILITY, BENEVO-
LENCE, and INTEGRITY as guidance to group extracted
data. We did not find data related to BENEVOLENCE
as a factor in inducing trust in virtual environments. This
may reflect that the judgment about the extent to which the
trustee would act in the trustor best interests (i.e., BENEV-
OLENCE) may be difficult to assess in the virtual context,
as this assessment requires a more intimate interpersonal
relationship [Choi and Cho, 2019]. To see the attributes,
classification into categories, and themes, see appendix C.
While ABILITY and INTEGRITY are directly related to

the trustor perception of the trustee aspects (e.g., behavior,
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skills, moral and ethical values), other interpersonal trust
factors can be influenced by some aspects that go beyond
the dyadic relationship of these two agents, being situated
in a broader social space that connects individuals [McEvily
et al., 2021]. Therefore, two new themes emerged: AFFIN-
ITY and NON-PERSONAL FACTORS as these attributes
that are not directly related to just only trustees. In this case,
AFFINITY groups together attributes of similarity of ideas,
behaviors and the sharing of common friends in a trusted
network. Regarding NON-PERSONAL FACTORS refer to
external or contextual influences that affect the relationship
without being directly related to the individual characteris-
tics of the people involved.
Analyzing the data extracted, we identified 37 attributes

of interpersonal trust presented in 34 articles and organized
them into four themes. Each attribute is associated with
a category and each category is associated with a theme.
For better understanding, we have formatted the words to
improve clarity and provide better understanding: themes
have been formatted in uppercase, categories in bold and
attributes in italics.
In this SMS we have identified ABILITY, INTEGRITY,

AFFINITY and NON-INTERPERSONAL FACTORS as
themes. INTEGRITY and ABILITY are the themes that
had the highest number of attributes identified in the arti-
cles. Figure 4 shows the number of attributes identified per
theme (dark gray) and the occurrences in the articles (light
gray). E.g., INTEGRITY groups 15 (41%) attributes iden-
tified in 21 (36%) articles having the highest number of at-
tributes occurring (See Dataset).

Figure 4. Motivating factors for interpersonal trust in VLEs.

Moreover, in order to provide an overview of the at-
tributes that influence trust, we elaborated a conceptual map
that illustrates all the attributes identified. Figure 5 presents
the conceptual map in which attributes painted in blue are
related to acquiring trust phase, light gray are related to los-
ing trust (trust phases will be discussed in Section 5.3.1, re-
lated to RQ 1.3). In the following paragraphs, we present
the themes, categories, and attributes.
ABILITY refers to skills and competencies enabling an

individual or entity to influence a specific domain [Mayer
et al., 1995]. E.g., trustee may possess high competence in
a technical area, earning them trust in tasks related to that
field. In VLEs, ABILITY groups is divided into five cate-
gories: academic skills (relating to students’ knowledge or
skills that have been or can be acquired through in formal

education instruction; A20, A46), collaborative behavior
(behaviors that lead to collaboration among students; A16,
A28, A10, A13, A30), communication skills (capability to
transmit and understand information clearly and effectively;
A14, A27, A30, A32, A45, A46), result-based (attributes
that influence trustor perception based on trustee academic
results; A10, A46), and socio-emotional skills (capability
to relate to oneself and to others, showing social initiative
and control of one’s emotions in relationships with others,
modulating behavioral and emotional reactivity in social in-
teractions; A1, A23).
Attributes related to academic skills include high knowl-

edge on a given topic (which refers to students’ proficiency
in a specific subject; A46), and leadership (regarding the
capability to lead and influence others in a positive way;
A20). Collaborative behavior groups the following at-
tributes collaboration and cooperation (relate to working
together to achieve common goals; A16, A28, A27, A30,
A42, A6, A10, A13, A30) and discussions in forums (ac-
tively participating in ideas debates and exchanges; A7).
Regarding communication skills, we identified the com-
munication attributes that can influence trust. The follow-
ing three attributes were identified: collaborative commu-
nication (capability to communicate with other students in
an inclusive way in order to achieve collective goals; A27);
effective communication (capability to communicate effec-
tively andwithout noise; A32); and feedback in interactions
(providing constructive feedback in students interactions;
A14, A30, A45, A46).
The result-based category is related to results produced

by the trustee. In this category, we identified the following
three attributes: higher grades (indicative of good results in
performed activities; A18, A46), hasty decisions (based on
negative results generated from hasty or rushed decisions;
A10), and low grades (indicative of unsatisfactory results;
A46). Finally, regarding socio-emotional skills category,
we identified two attributes: friendliness (to establish pos-
itive social interactions; A1); and socio-emotional interac-
tion (is related to emotional interactions between individ-
uals, involving the ability to understand, interpret and re-
spond to the emotions of others, as well as expressing one’s
own emotions appropriately; A23).
With regard to AFFINITY, it is a motivating factor for

trust among students that shares several commonalities.
This theme groups together the following categories: sim-
ilarity among users is a characteristic of identification
among students, is governed by the following attributes:
similar interests, tastes, and preferences (when students
have similar characteristics and tastes; A30, A40, A47,
A49) and friends in common (which suggests the possibility
of trust arising from a mutual friend; A22, A42), and past
interactions (trust that can arise from moments of interac-
tion during academic activities or informal moments among
students; A14, A30). In this category, we identified the fol-
lowing attributes: experience direct (direct contact among
students to perform collaborative activities; A46) and pre-
vious interact (contact among students resulting from sev-
eral direct collaboration activities, such as group work, or
indirect through the use of discussion forums, or informal
contacts arising in the VLE itself or outside it; A1, A14,
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Figure 5. Conceptual map of the attributes that influence interpersonal trust in VLEs.
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A30).
Regarding the INTEGRITY theme, it is related to the

trustee-trustor relationship, in which the trustor perception
is that the trustee adheres to a set of principles that are con-
sidered acceptable. In addition to this, the consistency of
past actions, trustworthy communications, the trustor belief
that the trustee possesses a strong sense of justice, and the
extent to which the trustee actions are congruent with their
words collectively influence the degree to which the trustee
is judged to have integrity [Mayer et al., 1995].
In VLEs, a student’s perception of INTEGRITY can

be influenced by commitment (relates to the commitment
shown by students in relation to the goals, objectives, or
responsibilities they have in the course; A10, A21, A32),
egocentric behavior (self-focused behavior, based on the
promotion of one’s own interests; A10), ethical behavior
(involve moral conduct, ethical principles and socially ac-
cepted norms of behavior; A10, A23, A30, A34,), eva-
sive behavior (tendency to avoid or evade responsibility;
A10), reputation (general perception that others have of
the trustee based on their actions, behavior, and past perfor-
mance; A5, A6, A8, A11, A26, A28, A38, A46, A47), and
transparent behavior (indicate clarity and openness in the
trustee communication and actions, acting in a predictable
manner; A41). Regarding commitment, we identified four
attributes: dedication (to work hard towards a particular
goal or task, showing persistence; A32); effort (investing
energy and time to achieve goals, showing determination
and a willingness to overcome challenges; A32); keeping
promises and agreements (keeping promises and honoring
commitments, showing trustworthiness, responsibility and
integrity; A10); and Perform activities (Perform out tasks
and evaluative activities, with the aim of performing and
completing activities properly; A21). Moreover, we classi-
fied attributes involving moral conduct, ethical principles,
and socially accepted norms of behavior under ethical be-
havior category. In this category, we identified three at-
tributes: ethics (moral values that imply acting in accor-
dance with certain principles; A23); and honesty (being
truthful and sincere in all interactions and communications;
A30, A34); honest communication (communication with-
out information distortion; A10).
Some attributes were classified as transparent behavior

category to indicate clarity and openness in the trustee com-
munication and actions, acting in a predictable manner. The
attributes relating to this category are: authentic emotional
communication (willingness to express emotions genuinely
and sincerely, allowing for a deeper and more meaningful
connection with others; A44); predictability (indicates that
a person’s actions and reactions are relatively stable; A41);
and sincerity (transparency and frankness in communica-
tions; A32). Regarding reputation, we classify attributes
according to the general perception that others have of the
student based on their actions, behavior, and past perfor-
mance. In this category, we identified the student’s credi-
bility (capability to be true and authentic; A11, A26, A47)
in the eyes of their peers.
With regard to self-focused behavior, based on egocen-

tric attitudes and the promotion of one’s own interests, we
classify it as egocentric behavior category. We identified

egocentrism (self-focused attitudes and behaviors; A10) as
an attribute. As for evasive behavior category, i.e., the ten-
dency to avoid or evade responsibility, we identified the
following attributes: does not assume error; (reluctance or
refusal to admit or acknowledge mistakes made; A10); and
not taking responsibility (behavior of denying responsibil-
ity; A10).
As stated before, some factors that influence trust dis-

cussed in the articles are independent of a dyadic rela-
tionship between trustor and trustee. In this perspective,
we have identified some categories that do not need a di-
rect relationship to influence trust among students: In the
time category, we observed that elapsed time (elapsed
time between interactions; A9, A28, A30, A47) influences
trust, particularly as interpersonal interaction decreases. In
such instances, the shorter the interaction or collaboration
elapsed time, the greater the decline in trust. Non-verbal
communication category, we identified the use of symbols
and avatars as being able to influence trust (use of symbols
and avatars in profiles can influence the trust of other stu-
dents according to the context and how they understand the
symbolism; A3). Second-hand trust category is based on
what we learn about a person indirectly through our inter-
actions with other people who have also had experiences
with the same person and on the surrounding conditions that
affect the social dynamics of trust [McEvily et al., 2021].
In this category, we identified experience of friends of his
friends (allows a student to use the successful experience
of another student to relate to a third student, i.e., positive
experience of a trustor friend with another person can in-
fluence the development of the trustor trust in that person;
A30), and recommendation (in VLEs occurs with an indica-
tion of someone or technology based on similar character-
istics among users or according to the trustor interest in a
specific skill; A28, A30) as attributes.
As an overview, 37 attributes were identified that can

influence trust among students, arranged in four thematic
areas. INTEGRITY, with 39%, was the theme in which
we identified the most interpersonal trust attributes, while
ABILITY had 36% of the attributes. Regarding AFFIN-
ITY among students, we identified 14% of the attributes
and NON-PERSONAL FACTORS 11%.
As a highlight, the articles reveal a limited focus on eval-

uating trust attributes during a course. An exception is A3,
which examines the influence use of symbols and avatars
on user trust, noting that the perception of trust can vary
depending on the context. However, this study does not di-
rectly address the impact of actions and behaviors on the re-
lationship between students or how these actions influence
trust.
In summary, interpersonal trust is mainly related to

INTEGRITY and students’ ABILITY. Regarding IN-
TEGRITY, the attributes are mainly related to commit-
ment and ethical behavior, while the ABILITY attributes
are mainly related to communication skills, collaborative
behavior and the results (result-based) obtained by the stu-
dent. As for similarity among users, this is a relevant fea-
ture of AFFINITY that influences trust in VLEs. Further-
more, interpersonal trust among students can be influenced
by NON-PERSONAL FACTORS, i.e., attributes that are
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not directly linked to the relationship between two students.

RQ1.2 Key Takeaways:

• Most of the articles (30) address some attribute re-
lated to trust.

• Articles focus on the identification, conceptualiza-
tion and implementation of attributes, but do little
to assess students’ perceptions and experiences.

• ABILITY and INTEGRITY, themes proposed by
Mayer et al. [1995], is the most cited attributes
among the articles.

• ABILITY is a fundamental personal characteristic
for carrying out academic activities

• INTEGRITY is necessary for initiating relationship
of trust.

• Two news themes AFFINITY and NON-
PERSONAL FACTORS arose in order to group
attributes that go beyond the relationship of these
two agents, being situated in a broader social space
that connects individuals.

• Attributes associated with negative aspects that lead
to trust decrease have little attention.

5.3.1 RQ 1.3 In which evolutionary phases of trust can
students interpersonal trust attributes be classi-
fied?

Considering the trust phases proposed by Currall and Ep-
stein [2003] and Fachrunnisa et al. [2010] (acquiring, main-
tain, losing, and restore), we conducted our data extraction
and analysis of selected articles. Thus, we observed the syn-
onymous terms used, such as ‘acquiring trust’, ‘acquisition
trust’, ‘building trust’, and ‘establishing trust’ to identify
the phases. To classify the attributes in each phase, we
examined the articles for influence indications of each at-
tribute on a specific trust phase. In addition, at least one
article had to associate the attribute with a phase.
We found that only the phases of acquiring and losing

trust were addressed. Specifically, 33 articles considered
the acquiring trust phase (A1, A2, A3, A4, A5, A7, A8,
A10, A11, A13, A14, A15, A16, A18, A20, A21, A22, A23,
A26, A27, A28, A30, A32, A34, A38, A40, A41, A42, A44,
A45, A46, A47, A49), while losing trust was reported by
6 articles (A3, A9, A10, A28, A30, A46, A47). Figure 6
shows the number of occurrences of attributes that influ-
ence the acquiring and losing trust per interpersonal trust
themes identified in the literature. The dark grey lines in-
dicate those that cause an acquiring in trust, while those
in light grey represent those that lead to a losing of trust.
Characteristics that positively affect trust were considered
in 67% (33) of the articles. As we can see, the acquir-
ing trust phase is predominant compared to the losing trust
phase. As a highlight, attributes grouped under the AFFIN-
ITY theme were only identified in the context of the acquir-
ing phase, which may related to that the willingness to trust
could be enhanced by affinity among peers, but its absence
might not be a critical factor in losing trust.
As mentioned earlier, the interpersonal attributes that

cause trust to be acquiring were classified according to

four themes: ABILITY, INTEGRITY, AFFINITY, and
NON-PERSONAL FACTORS (Figure 5). As stated be-
fore, attributes painted in blue are related to the acquiring
trust phase, and light grey is related to losing trust. Re-
garding the attributes that can cause trust acquiring, IN-
TEGRITY (12) and ABILITY (11) were the themes with
the most attributes. AFFINITY has five attributes, and
NON-PERSONAL FACTORS are three. About the los-
ing of trust, we identified three attributes of INTEGRITY
and two attributes associated with ABILITY and NON-
PERSONAL FACTORS (See Figure 6).

Figure 6. Attributes themes related to changes in trust phases.

Regarding the ABILITY theme, the categories academic
skills (A20, A46), collaborative behavior (A7, A10, A13,
A16, A27, A28, A30), communication skills (A14, A27,
A30, A32, A45, A46) and socio-emotional skills (A1, A23)
can influence the acquiring of trust. However, the result-
based category (A10, A18, A46) has attributes that can in-
fluence both the acquiring and losing of trust. In this case,
the result is the factor analyzed to determine trust. E.g.,
good results (high grades, A18, A46) increase trust, while
bad results (low grades, A46) reduce trust. Moreover, hasty
decisions (A10) has the potential to result in unfavorable
outcomes.
Concerning to the INTEGRITY theme, the attributes of

the categories ethical behavior (A23, A30, A34), reputa-
tion (A11, A26, A47), transparent behavior (A32, A41,
A44) can influence the acquiring of trust. However, two
categories have attributes that have the power to influence
trust to be losing: egocentric behavior (A10), when the
student acts motivated only by their own benefit, and eva-
sive behavior (A10), when the student does not assume er-
ror or not taking responsibility. Consequently, the greatest
number of attributes within the set of attributes about IN-
TEGRITY is crucial in losing trust.
In the NON-PERSONAL FACTORS theme, we identi-

fied elapsed time (A9, A28, A30, A47) as an attribute that
can result in a losing of trust. Trust declines as new evi-
dence of trust does not appear over time. As for the non-
verbal communication (A3) category, it has an attribute
capable of influencing trust in both its acquiring and los-
ing. The use of symbols and avatars is an attribute that,
depending on the receptor of the information, the context,
symbol or avatar may be interpreted as a concept that either
favors or does not trust. In addition, we identified second-
hand (A28, A30) trust, which can use a trust network, al-
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lowing students to make use of the successful experience of
their friends (experience of friends of his friends) through
recommendation. Second-hand trust has no attributes that
cause losing of trust because it is a strategy recommenda-
tion systems use to recommend trustworthy students based
on characteristics that cause acquiring trust. E.g., when a
student positively evaluates an interaction with another stu-
dent, the recommendation system can suggest future inter-
actions based on this evaluation. In this case, when a stu-
dent receives a recommendation based on a friend’s eval-
uation of another student they interacted with, that recom-
mendation is based on second-hand trust. Figure 7 presents
the attributes associated with acquiring interpersonal trust
among students in light blue and the attributes that can re-
sult in losing trust in light gray.
The most frequently occurring words in the word cloud

indicate the attributes most frequently identified in the ar-
ticles. The most frequently addressed topics are reputa-
tion, past interaction, collaboration, and elapsed time. As
a precursor to trust, reputation can prompt one student to
repose trust in another based on the assessment of trustwor-
thiness derived from these attributes and corroborated by
third parties. Past interactions represent the most direct
and genuine means of assessing an individual’s trustwor-
thiness. Based on these experiences, students can evaluate
another student’s trustworthiness based on their own per-
ceptions. Collaboration denotes the joint endeavors under-
taken by students in a given activity. E.g., direct experience
resulting from past interactions represents a form of col-
laboration among students. Additionally, the elapsed time
is referenced in some articles. The passing of time can po-
tentially erode trust when interactions become less frequent,
eventually leading to the dissolution of the relationship and
the absence of any remaining evidence of trustworthiness.
As a highlight, few articles address more than one trust

phase (A3, A10, A28, A30, A46), which may influence the
understanding of the aspects that cause variation in trust,
especially concerning the losing of trust. As an exception,
A3 identified symbols and avatars as an attribute that can
influence both the acquiring and losing trust (see Figure 5).
A10 proposed the use of various attributes to compose a
student’s trustworthiness, including honest communication,
keeps promises and commitments, and cooperation for the
trust acquiring phase, while egocentrism, hasty decisions,
does not assume error, and not taking responsibility were
attributes considered in trust losing phase. A28, A30, and
A46 considered peer recommendation, student reputation,
collaboration among students, past interactions, honesty,
and feedback in interactions in the trust acquiring phase.
Additionally, A30 also considered similar interests, tastes,
and preferences as trust acquiring attributes, and A46 con-
sidered high knowledge on a given topic and high grades.
A46 regarded low grades as a factor in reducing trustwor-
thiness. Meanwhile, both A28 and A30 considered elapsed
time as an attribute capable of causing trust reduction or
losing. The importance of dynamically updating trust to ac-
count for elapsed time between interactions is emphasized.
Furthermore, a limited number of articles in the literature
endeavor to identify the behaviors that can influence users’
levels of trust, particularly the behaviors that negatively im-

pact one user’s perception of another, leading to a decline
in trust, as well as the behaviors that facilitate the maintain
and restore of trust.
In summary, understanding the phases of trust and their

associated attributes is crucial for supporting the dynamic
aspects of trust. Attributes that cause acquiring of trust
can enhance student interactions, while losing trust can re-
duce collaboration among students in VLEs. Therefore, re-
searching these phases and attributes is essential to devel-
oping strategies to support interpersonal trust in the VLE.

RQ1.3 Key Takeaways:

• 37 interpersonal trust attributes were identified in
32 articles.

• Acquiring trust is the phase most addressed by the
articles, followed by losing trust.

• Maintain and restore trust phases are not addressed
by the articles.

• Changing trust levels is not an issue among the arti-
cles.

• AFFINITY is only associated with attributes that
lead to acquiring trust.

• Result-based, Egocentric Behavior, Evasive behav-
ior, and Time Categories are associated with the los-
ing the trust phase.

• Some attributes not directly related to the student’s
relationship can influence trust, such as Use of
symbols and avatars, Experience of friends of his
friends, Recommendation, and Elapsed Time.

5.4 RQ 2. Which functionalities in VLEs sup-
port student interpersonal trust?

This section will present the findings regarding the support
features for trust among students in VLEs. The data extrac-
tion process entailed a detailed observation of the features
mentioned in the articles and a comprehensive analysis of
their alignment with the attributes and trust phases. The ini-
tial step involved listing the identified features, followed by
assessing each one to ascertain whether the article is asso-
ciated with any of the trust attributes. E.g., forums, wikis,
and blogs were classified as collaboration tools (collabora-
tive behavior category) because they facilitate knowledge
exchange and the collective construction of solutions. Sim-
ilarly, we analyzed chat rooms and private messaging as
practical means of supporting communication, as they en-
hance communication skills. Additionally, student profiles
were examined as tools to support affinity among students
by identifying personal, professional, and academic infor-
mation that can generate affinity. Finally, recommendation
systems were assessed to develop second-hand trust by rec-
ommending trustworthy peers, even without prior interac-
tions.
Figure 8 illustrates the extracted features, their frequen-

cies, and percentages about the total number of identified
features. Some features, such as chat rooms, blogs, wikis,
and private messages, indirectly facilitate trust formation
as they allow students to communicate and collaborate,
thereby facilitating the extraction of data that influences
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Figure 7. Word cloud with the attributes of interpersonal trust in VLEs.

Figure 8. Features in VLEs that support trust among students.

trust. In terms of directly supporting interpersonal trust, fo-
rums provide feedback to students by helping to character-
ize responses. Positively evaluated answers acquiring trust
and indicate a high knowledge on a given topic. In addition,
students’ active discussions in forums contribute to acquir-
ing trust based on the student’s collaborative behavior.
The student profile is a feature that enables students to

identify other students based on their personal and profes-
sional characteristics, as outlined in the profile, by allow-
ing students to develop trust through the identification sim-
ilarity among students. Furthermore, the profile can be
updated dynamically with student information of collabo-
ration, including data on perform activities and academic
performance (result-based).
Another feature that directly supports interpersonal trust

in VLEs is recommendation systems. Recommendation
systems mainly use the similarity among students to rec-
ommend trustworthy students for collaboration. They use
trust networks by spreading trust based on friends in com-
mon that students have, spreading experience of friends of
his friends that have generated trust, as well as exploiting
similarity among students data such as friends in common
in social networks.
Regarding features in the selected articles,Collaboration

and communication features, such as forums, were identi-
fied in 10 articles (33%) (A1, A7, A9, A10, A14, A17, A25,
A27, A36), wikis in 2 articles (7%) (A23, A27) and blogs
in 1 article (4%) (A23), chat in 5 articles (19%) (A3, A17,

A25, A32, A36) and private messaging in 2 articles (7%)
(A17, A36) were cited as supporting collaboration among
students in VLEs, as features that indirectly support trust.
Unlike the articles mentioned above, the following arti-

cles provide specific features for trust support. A15 pro-
poses measured student participation in forums to predict
students’ trust values, using reputation and direct experi-
ence among students to support trust. Direct experience is
calculated from user (past interactions) in activities and fo-
rums. Reputation is calculated based on direct experience
between students, derived from the history of student opin-
ions about others, expressed through positive or negative
interactions, such as the use of ”liked” or ”disliked” icons
obtained on forums or other interaction tools.
Recommendation systems are the most used specific

strategy to support interpersonal trust (A4, A11, A22, A29
A30, A40, A41, A47, A49). Usually, this strategy allows
for initial trust based on similarities among users or ac-
cording to some attribute they have in common, such as
friends in common, or based on the successful experience of
others (experience of friends of his friends) to recommend
a trustworthy student in a trust network.
A4 used trust-based recommendations for e-learning to

facilitate collaboration between students by recommending
trustworthy and relevant study partners, taking into account
students’ learning styles and knowledge levels, aiming to
integrate trust measures to improve the accuracy of recom-
mendations. This involves assessing the trust between stu-
dents based on the similarity of the features that the students
have evaluated, where the common features that they have
evaluated indicate the similarity among students.
A11 proposed a social analysis framework to improve

recommendations in online learning communities, using
data from interactions and connections between students to
strengthen collaboration and engagement. The model con-
siders social networks formed in the virtual environment to
improve the accuracy of recommendations, highlighting the
importance of similarity between students as a factor in
promoting more relevant connections.
A22 uses a collaborative filtering strategy based on deep

neural networks that learn student preferences. It is able to
deeply explore each student’s social network interactions,
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and the trust-aware attention layer is designed to indicate
each student’s social influence. It facilitates the spread of
trust in a network of students, allowing students to benefit
from the trust information shared by other classmates who
have common connections, i.e., friends in common.
A29 presented a personalized hybrid trust-based rec-

ommendation strategy for cloud-based e-learning systems,
combining collaborative filtering and trust analysis to pro-
vide more accurate recommendations. It uses information
about trust between students, derived from previous inter-
actions and evaluations, to identify relevant resources and
peers, highlighting the importance of reputation and simi-
larity among students.
A30 presented a dynamic peer recommendation strat-

egy for MOOC courses, proposing a recommendation sys-
tem architecture that aids in selecting trustworthy partners
for collaboration. The system considers several attributes:
elapsed time since the last interaction, as trust can decrease
over time; feedback from interactions to gauge trustworthi-
ness; social cooperation between students to determine col-
laboration potential; and similar interests, tastes, and pref-
erences obtained from online social networks to assess simi-
larity among users. Additionally, honesty is evaluated as a
social factor alongside interaction assessments. The recom-
mendation can also utilize second-hand trust, leveraging
the experiences of friends of friends. Despite addressing
multiple attributes in its proposal, A30 did not evaluate the
system in a real-world scenario.
A40 to use a recommendation strategy based on matrices

and tags to characterize the students and derive similarity
values. The trust matrix contains the explicit social relation-
ships among students collected from social networks. The
tags contain the student’s classification of items within the
system, such as evaluating a forum. Finally, the similarity
among students was calculated based on the characteris-
tics of the students contained in the relationship matrices
for each student, as well as the similarity of the values of
the students’ tags, i.e., the similar evaluations that the stu-
dents have made.
A41 proposed a learning recommendation method that

uses collaborative filtering based on social student trust.
To do this, it incorporates measures of trust among stu-
dents to improve the accuracy of recommendations. This
involves assessing trustworthiness based on past interac-
tions among students. The degree of trust is influenced by
the quality of interactions, with successful interactions in-
creasing trust. Trust is estimated on the basis of these in-
teractions, and a final calculation takes student preferences
into account, resulting in the students’ trust network after
removing relationships with low trust.
A47 proposes a hybrid collaborative filtering algorithm

that combines dynamic time weights and credibility calcu-
lations among students. The model considers similarity,
adjusting recommendations according to the evolution of
students’ preferences over time. This approach allows for
more accurate and personalized recommendations of online
learning resources, even in scenarios with sparse data or
new users.
A49 presents a framework for generating recommenda-

tions based on trust and similarity relationships among stu-

dents. The model explores the network of interactions
among participants to identify trust connections that assist
in the selection of relevant content and resources. Thus, it
promotes more appropriate recommendations, supporting
collaboration and sharing.

Several attributes identified in our analysis were not re-
lated to the features discussed in the articles. Most of them,
such as Authentic emotional communication (A44), Collab-
orative communication (A27), Cooperation (A13), Credi-
bility (A11, A26), Dedication (A32), Does not assume er-
ror (A10), Effort (A32), Egocentrism (A10), Ethics (A23),
Hasty decisions (A10),Honest communication (A10),Hon-
esty (A30, A34), Keeping promises and commitments
(A10), Leadership (A20), Not taking responsibility (A10),
Predictability (A41), Sincerity (A32), Socio-emotional in-
teraction (A23) were cited in the articles as capable of
influencing trust, but were not related in their propos-
als or analyses to any feature of VLEs. In addition to
these attributes, some others, such as Effective communica-
tion (A32), Friendliness (A1), Higher Grades (A46), Low
Grades (A46), Use of symbols and avatars (A3) were also
not related to features, as they were findings performed in
the articles.

In summary, the use of recommendation systems and stu-
dent trustworthiness profiles are related to the support and
development of initial trust in VLEs. According toKoufaris
and Hampton-Sosa [2004], initial trust is the initial belief
of trust that can be formed without any previous experience
or interaction between two parties. In this case, the recom-
mendation of a trustworthy student by a system developed
for this purpose or the perception of a student’s personal
and professional characteristics in an identification panel
can influence the acquiring of trust in VLEs. In this sense,
the attributes of trust that influence both the acquiring phase
and the losing of trust are used to define whether a student
is trustworthy to another.

RQ 2. Key Takeaways:

• Communication and collaboration features are used
most to support interpersonal trust in VLEs.

• User profiles emerge as the features that support ac-
quiring trust and initial trust.

• Recommendation systems are used to identify trust-
worthy students who are not directly part of the stu-
dent’s trust network.

• Forum, chat, and private messaging are valuable
sources of data to be exploited to build student trust-
worthiness.

• Data mining and neural networks are approaches
used to identify attributes that influence trust within
a network.

• Some attributes that are conducive to fostering trust
are not being considered in the proposals for VLE
features.

• Most features presented have not been tested in a
real-world scenario, but some recommendation sys-
tems have tested their approach on public databases.
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6 Discussion
Since real-world activities are supported by computers,
trust is a crucial aspect to be considered in interpersonal
relationships. Therefore, trust has been studied in sev-
eral research fields such as sociology Sztompka [1999],
psychology [Robinson, 1996], economics [Knack and Zak,
2003; Berggren and Jordahl, 2006], communication [Che-
ung et al., 2013], leadership [Burke et al., 2007], and the im-
plementation of self-managedwork teams [Trainer andRed-
miles, 2018]. More recently, due to the popularization of
distance and remote learning environments and tools, trust
aspects are studied under this domain, as they are funda-
mental to success in the teaching-learning process, influenc-
ing not only students’ interactions but also the overall effec-
tiveness of collaborative learning, communication, and ed-
ucational outcomes, helping building a supportive learning
community [Wang, 2014]. Understanding the intricacies of
interpersonal trust within VLEs can provide insights into en-
hancing these educational platforms to better serve students
and educators. Hence, this SMS offers a comprehensive
view of various attributes, phases, and features addressed
in the current literature.
In light of the analysis of the definitions and the principal

terms used by the selected articles (see Table 8), based on
Mayer et al. [1995] and our main findings, we put forth the
following definition of interpersonal trust for virtual learn-
ing environments: “Trust is the expectation that leads stu-
dents to interact and collaborate in virtual learning envi-
ronments to perform academic activities. Students trustor
select their partners based on affinities or personal assess-
ments of the student trustee’s integrity, abilities, and likeli-
hood of acting under expectations in a given context, which
may result in positive academic outcomes. Once trust is es-
tablished, it can be built, maintained, lost, and rebuilt over
time”.
The widely used Mayer et al. [1995] attributes classifi-

cation has been extended in this SMS by affinity and non-
personal factors. AFFINITY plays a fundamental role in
building interpersonal trust; it can manifest itself in vari-
ous ways within a VLE, mostly based on direct experience
among students, common educational goals and friends
in common [Elghomary and Bouzidi, 2019; Chamba-Eras
et al., 2023; Elghomary et al., 2022]. In addition, AFFIN-
ITY can facilitate communication and collaboration among
students. When students feel connected to each other, they
are more likely to share ideas, ask for help, and work to-
gether on academic projects. This fosters an environment
of mutual support and cooperation, further strengthening
the bonds of trust among VLE participants. These personal
connections help to create a sense of community and be-
longing, which are fundamental for establishing trusting re-
lationships.
Understanding attributes is essential for supporting the

dynamic aspects of trust. As identified, a vast list of at-
tributes is used to assess interpersonal trust among students
in VLEs (About 37 attributes, see Figure 5). The list of at-
tributes is extensive, underscoring the fact that the percep-
tion of trust is highly personal and subjective, depending
on the personal perspective of the trustor (e.g., cultural and

social aspects), may varing significantly from one trustor
to another, and are difficult to associate with quantifiable
indicators [Wang and Emurian, 2005]. The challenge of
trust in the virtual world is significant compared to the real
world, as in the physical world, numerous elements can be
perceived and evaluated, making it relatively simpler to as-
sess trust compared to virtual environments. In a virtual
environment, the absence of tangible physical signs and
the reliance on digital interactions complicates the assess-
ment of trust, rendering it a more complex and nuanced
process [Anwar, 2021]. Distinct of others domains, e.g.,
business domain, trust for academic collaboration involves
more nuanced and sensitive attributes, reflecting individual
characteristics and varying perceptions about the appropri-
ate knowledge, skills and behavioral tendencies to develop
relationships [Schaubroeck et al., 2013]. These attributes
are inherently less quantifiable, presenting a greater chal-
lenge for support in virtual environments. However, given
the pervasive role of software in modern society, address-
ing these challenges is imperative. Current research efforts
are devoted to providing theoretical models and developing
features to support the various aspects of trust relationships
[Tan et al., 2012; Wang, 2014; Udhayakumar et al., 2021;
Valtolina et al., 2022].
Understanding the trust phases and their associated at-

tributes is crucial for supporting the dynamic aspects of
trust in VLEs. Attributes that enhance trust can signifi-
cantly amplify collaboration among students, while those
that erode trust can diminish collaborative efforts. With
regard to the evolutionary phases of trust and initial trust,
acquiring phase is widely explored in the selected articles,
demonstrating a concern with the need to build trust in
VLEs. However, the maintain and restoration phases were
not explored, despite its importance in establishing long
term trusting relationships [Fachrunnisa et al., 2010]. Main-
tain trust in the context of the brevity of online courses
may not have been prioritized due to the short timeframe,
relative to the fast-paced nature of online courses Anwar
[2021]. As for the losing of trust, some attributes were iden-
tified, but the literature still lacks knowledge about the as-
pects that can erode trust. Beyond negative behavior, the
elapsed time is highly associated, which requires trust to
be updated dynamically due to natural oscillations that con-
sequently cause a losing of trust [Elghomary and Bouzidi,
2019]. Therefore, researching these phases and attributes
is essential to develop strategies that enhance trust, miti-
gate its erosion, and ultimately foster a more collaborative
and effective virtual learning environment. As we continue
to integrate technology into education, it becomes increas-
ingly important to address these complexities in order to
create VLEs that foster trust among students. [Zhang et al.,
2022].
The analysis of the identified trust attributes reveals how

they intertwine with the different stages of trust building
among students. Friendliness, credibility, and reputation
emerge most strongly in the early stages, acting as elements
that facilitate rapprochement and the formation of bonds be-
tween peers. In turn, punctuality, responsibility, and com-
munication skills gain prominence in strengthening trust,
manifesting themselves as collaboration progresses and pat-
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terns of conduct become evident. Finally, ethics and trans-
parency play a fundamental role in preventing breaches of
trust.
This phased reading is similar to approaches in the sci-

ence of learning and the sociology of trust, which empha-
size the procedural and dynamic nature of this phenomenon
in collaborative environments [Currall and Epstein, 2003;
Fachrunnisa et al., 2010]. Although the present study did
not adopt a single formal theoretical framework, we chose
to incorporate this procedural understanding across the in-
terpretation of the data, allowing for a broader reading of
how the attributes act at different stages of interaction be-
tween students.
The dynamics of trust have been fostered by considering

that trust will vary over time according to events that may
impact it. The trust assessment needs to be updated, and
the trust status needs to be constantly evolving [Elghomary
and Bouzidi, 2019]. In this sense, the phases of trust must
be considered so that the updating process is effective and
the student can have their trust status updated positively or
negatively. Therefore, specific strategies for maintain trust
over time may be needed to ensure more effective collabo-
ration processes in VLEs.
With regard to strategies to support trust in the VLE, rec-

ommendation systems, and user profiles were the main sup-
port for the aspects of trust mentioned above. Overall, these
strategies support the transitivity (Second-hand trust) and
dynamic trust properties. Recommendation systems are be-
ing used to identify trustworthy students, encourage knowl-
edge sharing, and collaborate in academic activities, pro-
moting trust networks to connect students by their affini-
ties [Kunthi et al., 2018; Elghomary and Bouzidi, 2019].
Moreover trust can be spread within the network of friends
through trust propagation, with recommendation systems
propagating a student’s trust to other students within the
network [McEvily et al., 2021]. In addition, trust networks
allow the transitivity property of trust to be explored on the
basis of friends in common. Data from interaction in com-
munication tools, collaboration tools and the evaluation of
cooperation among students can be used to feed recommen-
dation systems. In addition, the system should favor stu-
dents who participate more actively in a short period of time
Procaci et al. [2014], recognizing that a student’s trustwor-
thiness tends to decline when interactions become sparse.
This strategy ensures that the student’s trust level is contin-
uously updated, dynamically reflecting their recent engage-
ment.
The dynamics of trust were supported by updating stu-

dent trust profiles, considering that student behavior is dy-
namic and evolves during the learning process [Miguel
et al., 2014b]. Identifying trustworthy colleagues through
the use of trust profiles can help highlight the character-
istics that inspire trust in other students. For this, a trust
index can be an effective indicator for deciding to trust
someone [Procaci et al., 2014]. The dynamic property of
trust is taken into account by keeping the trust profile up-
dated as actions that influence trust occur. A dynamically
updating trust architecture is based on continuously chang-
ing data inputs and periodically updates users’ trust calcu-
lations, which means that the trust value can change along

with interactions. As highlighted, the asymmetric property
of trust should be considered, as it indicates that one stu-
dent can trust another without reciprocity; in this context,
interactions between students that generate trust data should
be evaluated by both students involved [Golbeck, 2005].
The evaluation of cooperation makes use of the asymmet-
ric property of trust, allowing students to evaluate their sat-
isfaction in cooperative interactions [Chan et al., 2016; El-
ghomary and Bouzidi, 2019].
Although discussions about trust in VLEs generally fo-

cus on individual and relational aspects, it is important to
recognize that this trust can also be shaped, albeit mini-
mally, by structural and political factors of the platforms.
Therefore, platform features require special attention to
ethical dimensions, especially when considering aspects
such as data privacy, evaluation criteria, and algorithmic
mediation, given that the design of collaborative systems
shapes processes at different scales and in different domains
[Fox et al., 2017]. Elements such as transparency in eval-
uation processes, clarity of peer recommendation mecha-
nisms, and care with the information present in student pro-
files tend to directly influence the building of trust among
students in virtual learning environments. Based on the
identified attributes of trust, such as collaboration, ethics,
transparency, and reputation, it is possible to outline crite-
ria that guide the design of interfaces and features in VLEs.
Features such as public recognition of successful collabora-
tions, the provision of anonymous feedback, or the clarifi-
cation of grouping and evaluation rules can contribute not
only on a technical level but also in promoting values such
as fairness and empathy in the virtual environment. Still,
it is important to consider that the algorithmic mediation
present in recommendation or group formation systems can,
even if subtly, reinforce certain biases in student reputa-
tion, which represents an ethical challenge to building trust
among participants.
It is important to highlight the ethical responsibility of

VLE developers in creating features that promote interper-
sonal trust. The design of public profiles, peer review sys-
tems, and recommendation algorithms should consider not
only usability but also the effects on students’ perceptions
of fairness, reciprocity, and recognition. A lack of trans-
parency in moderation decisions can diminish the compre-
hensibility of content regulation, which can decrease user
trust in social media platforms. The importance of explana-
tions in providing transparency to systems and thus increas-
ing user acceptance has been demonstrated in several areas
such as e-commerce environments, expert systems, medical
decision support systems, and data mining systems [Jhaver
et al., 2019]. VLE designers and developers play a cen-
tral role in promoting or undermining trust, whether by de-
ciding which attributes are visible in user profiles, defining
how peer recommendations occur, or configuring the nature
of feedback among students. Therefore, the ethical respon-
sibility of educational design must include a commitment
to making visible the criteria that influence trust relation-
ships, avoiding reinforcing biases, exclusions, or structural
mistrust.
Investigate new characteristics that potentially boost

trust should promote a more favorable environment for
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learning. Therefore, based on the SMS findings, we can
non-exhaustively suggest several research opportunities:

• Interpersonal trust from the students perspective.
Although several attributes are addressed by the litera-
ture, little consideration was given to the student’s per-
spective on the factors that cause trust to change hav-
ing the power to influence interpersonal trust. With
the significant growth in the use of online courses, it is
essential to adopt qualitative approaches, such as sur-
veys, interviews, and case studies, to explore the char-
acteristics that influence the evolutionary phases of in-
terpersonal. In addition, the use of comparative anal-
ysis in different contexts can identify which attributes
are most effective in restore and maintain trust. This
provides a broader understanding of the factors influ-
encing trust in these evolutionary phases and whether
attributes from other contexts can be applied to online
courses. A student-centered approach should reveal
news aspects, enhance trust, and consequently, learn-
ing effectiveness.

• Interpersonal trust from the educational profes-
sional perspective. Education professionals can fos-
ter the establishment of trust among students by us-
ing pedagogical strategies focused on collaboration
among students aimed at the collaborative construc-
tion of content, discussion of content in forums and
chats, peer evaluation, and the sharing of content and
knowledge in VLEs. Similarly, from the student’s
point of view, adopting qualitative approaches, such
as surveys, interviews, and case studies, to evaluate
teaching strategies and activities that influence trust in
order to optimize teaching strategies may bring inter-
esting findings.

• Trust Continuous Evaluation. At present, research
on interpersonal trust between students in virtual learn-
ing environments (VLEs) is largely isolated, with stud-
ies focusing on specific instances without considering
the long-term or continuous nature of trust. To gain
insight into the attributes of trust in online learning en-
vironments, it is essential to conduct longitudinal stud-
ies that can elucidate the factors influencing the phases
of trust. Given that students often enroll in multiple
courses on the same learning platform, such studies are
crucial to understanding the re-establishment of trust
and the recovery process after damaging events. As
the information on the trust network is observed in sev-
eral courses, it can be used to influence the students’
performance, retention, and success in academic activ-
ities.

• Beyond Initial Trust. Understanding the factors that
influence the different evolutionary phases of trust is
fundamental to developing strategies aimed at interper-
sonal trust in VLEs. This makes it possible to create
environments that promote the acquiring and maintain
of trust, as well as dealing effectively with situations
that can damage it, including the need for restoration
after events that cause it to weaken. Identify factors
that cause losing of trust in virtual educational con-
texts and understand their implications; Analyze how

trust can be maintain among students in online learn-
ing environments in order to promote stronger relation-
ships; To study which behaviors and attitudes can re-
store trust among students, with a view to rebuilding
damaged relationships. As a highlight, the articles re-
veal a limited focus on evaluating trust attributes dur-
ing a course.

• Personalized Trust. Trust is subjective and the assess-
ment is very personal. Use of profiles with data on stu-
dent characteristics that allow the development of trust
based on personal and professional affinity, as well as
a trust score in different attribute that allows students
to identify, based on their needs, which colleagues can
best meet them during collaborative activities. More-
over, investigate the transparency of the recommenda-
tions provided by recommendation systems, making
clear the criteria used for the recommendation, since
the characteristics that one student considers essential
for trusting another may not be the same for another
student, and the final decision as to whether a student
is trustworthy for collaboration should be centered on
the student.

• Emerging Technologies and Trust. The advent of
novel technologies, such as artificial intelligence (AI)
and machine learning (ML), offers substantial poten-
tial for fostering trust within VLEs. Such technologies
may be utilized to oversee interactions between stu-
dents and to identify behaviors that impact trust. By
analyzing patterns and trends in student interactions,
artificial intelligence (AI) and machine learning (ML)
can identify key indicators of trustworthiness, such as
responsiveness, collaboration frequency, and the qual-
ity of contributions. Moreover, these technologies can
be utilized to construct intricate reputation systems
that consolidate disparate trust indicators into a unified
trust score for each student. It is of particular impor-
tance to adopt a privacy-by-design approach when in-
corporating AI and ML technologies into VLEs. This
necessitates the integration of data protection princi-
ples into the design and development of AI systems
from the outset. Regulations such as the General Data
Protection Regulation (GDPR) in Europe and the Gen-
eral Data Protection Law (Lei Geral de Proteção de Da-
dos - LGPD) in Brazil impose rigorous requirements
for data collection, processing, and storage. These
laws underscore the necessity for transparency, con-
sent, and the right to privacy for individuals whose
data is being collected.

• Trust Body of Knowleddge. A Trust Body of Knowl-
edge (TrustBOK) for virtual learning environments
(VLEs) may offers a solid theoretical foundation for
proposals and reports, comprehensive, theoretically
sound, and practically applicable understanding of
trust concept, ensuring that they are grounded in estab-
lished concepts. The TrustBOK should comprise con-
ceptual frameworks, models, and metamodels. While
conceptual frameworks offer a structured approach to
understanding the multifaceted nature of trust, the use
of metamodels and models aim to provide higher-level
abstractions of trust relationships can facilitate the de-
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sign and implementation of trust-enhancing features
in VLEs. TrustBOK can provide clear guidance for in-
dustry and academia to enhance trust in creating more
robust and trustworthy educational platforms.

• Trust and Ethic. Although interpersonal trust is a re-
curring theme, the ethical dimensions that influence it
are still largely unexplored. Issues such as excessive
surveillance and monitoring, privacy and use of stu-
dent data, platform governance, and algorithmic medi-
ation have the potential to significantly affect the per-
ception of trust among participants. With the grow-
ing adoption of digital systems to recommend content,
manage interactions, and evaluate performance, it is
essential to adopt approaches that investigate the ethi-
cal responsibility of platform designers and managers
in promoting or undermining trust. Qualitative stud-
ies, comparative analyses between different contexts,
and interdisciplinary discussions can reveal how to eth-
ically operationalize the results of trust research, ensur-
ing that the practices adopted strengthen interpersonal
relationships and protect students’ rights.

6.1 Threats to validity
We considered the limitations presented by Kitchenham
et al. [2015] as threats to the validity of our study, where
she discusses the main limitations in secondary studies.
Construct validity reflects the extent to which the opera-

tional measures studied represent the concept the researcher
intends to investigate, as defined by the research questions.
This concern encompasses the capability of the study de-
sign to effectively address the research question [Kitchen-
ham et al., 2015;Wohlin et al., 2012]. Tominimize the risks
of construct validity, we adopted a rigorous process in de-
veloping the SMS research protocol. Two researchers drew
up this protocol, went through several stages of revision and
refinement, and was validated by a third researcher to en-
sure impartiality and accuracy. To analyze the instrument’s
validity, we performed a pilot data extraction. This proce-
dure aimed to assess whether the answers to the research
questions were satisfactory and to adjust any inconsisten-
cies found. The pilot phase made it possible to identify and
correct potential flaws in the measuring instrument, thus en-
suring that it adequately captured the intended concepts.
Internal validity concern is with the conduct of the

study, mainly related to data extraction and synthesis, and
whether there are factors that may have caused some de-
gree of bias in the overall process [Kitchenham et al., 2015].
To mitigate threats to internal validity, the study was con-
ducted by two researchers and reviewed by a third member
of our research group. However, for an SMS, a lower level
of comprehensiveness of the primary studies returned may
be acceptable [Kitchenham et al., 2015]. Two researchers
then independently extracted data according to the RQs we
wanted to answer. Subsequently, data synthesis was per-
formed jointly by the two researchers. A third researcher
validated the whole process.
External validity for a secondary study should be based

on assessing the comprehensiveness of the primary studies.
Three databases were chosen (IEEE, ACM, and Scopus), as

they comprise the most important journals and conferences
in software engineering and computing, in general, to min-
imize this risk [Kitchenham et al., 2015]. To test the effec-
tiveness of the search string, we used control studies that we
knew should be returned in each database. We calibrated
the string until all the studies were returned. Additionally,
two researchers applied the inclusion/exclusion criteria sep-
arately. A stricter analysis could have ruled out articles rele-
vant to this study. Furthermore, the third researcher carried
out a sample check on 10% of the excluded articles to check
that the exclusion criteria had been applied correctly. De-
spite this, Kitchenham et al. [2015] states that in secondary
studies that aim to identify motivating factors, which is the
case in our study, where common factors are present in sev-
eral studies, it does not substantially affect the result.

7 Final considerations and future
work

This SMS focused on interpersonal trust among students
in virtual learning environments. Regarding this type of
trust, there is a need for further exploration of the factors
that can influence it. Identifying and categorizing these
attributes provides a solid basis for developing tools and
systems that promote trust and collaboration. Understand-
ing trust dynamics may offer promising avenues for im-
proving interactions and academic performance in VLE. In
summary, the literature considers several attributes, phases,
and features that support interpersonal trust among students
in VLEs. However, we identified gaps in understanding
the behavioral characteristics of students that affect trust
in VLEs. Moreover, many studies addressed trust acquir-
ing, but trust losing was under-explored. Additionally, the
literature mainly focuses on acquiring trust, requiring yet
investigating attributes or solutions to maintain and restore
trust.

It is essential to collect data that enables the creation of
environments conducive to trust among students in the con-
text of virtual learning environments. When building mod-
els or systems based on trust, it is essential to make clear
the attributes considered for achieving a specific objective.
When building new models, it is essential to consult the
literature beforehand so that the models consider require-
ments that increase and maintain trust, prevent losing, and
restore trust when necessary.

In future work, we intend to further identify attributes
that influence interpersonal trust in VLEs, investigating
with students which personal characteristics impact the dif-
ferent evolutionary phases of this phenomenon. We also
seek to characterize these factors considering variables such
as gender, level of education, and previous experience in
virtual courses, in order to understand how these elements
can affect the construction and strengthening of trust. Fi-
nally, we plan to develop a conceptual model that helps pro-
mote trust among students in virtual learning environments.
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A Trust Definitions
Definitions of trust used in the articles

Table 8. Trust definition table
Cod Definition Analyze1 Analysis 2 Analyze3

A30 trust in a person is an engagement to an action
based on the belief that the future actions of that
person will lead to a good result

Based on belief
in action

Good results

A36 Trust is a user’s belief about functional reliability
and confidence in the system’s services.

Based on belief
in functionality.

A42 A qualitative or quantitative property of a trustee,
evaluated by a Trustor as a measurable belief, sub-
jectively or objectively, for a given task, in a spe-
cific context, for a specific period

Qualitative or
quantitative of
Administrator

Belief-based According to
the context

A37 Trust is defined as the degree of belief that the
brand of products provided on the online educa-
tion site will strive to provide excellent products
or services to customers

Belief-based That the com-
pany will offer
quality service

A39 Trust is the level of certainty of reliance toward
the confident expectation of something or some-
one

Based on
someone else’s
expectations

A35 Virtual team trust has been defined as “the over-
all willingness of virtual teammembers to rely on
one another that results from the aggregate of po-
tential trust dimensions achieved through socio-
emotional and task processes and supported by
technological capabilities”

Willingness to
accept damages

Based on expec-
tation of inten-
tion or behavior

Based on belief
in ability

A32 Virtual team trust has been defined as “the general
willingness of virtual team members to trust each
other that results from the aggregation of poten-
tial dimensions of trust achieved through social-
emotional and task processes and supported by
technological resources”;

Willingness
to trust team
members

A27 “Affective trust is grounded in reciprocated in-
terpersonal care and concern or emotional bonds.
cognitive trust is grounded in individual beliefs
about peer reliability and dependability as well as
competence.”

Beliefs-based

A24 “Trust ‘reflects the willingness of one party to
be vulnerable to the actions of another, based on
the expectation that this other party will perform
a particular action, irrespective of monitoring or
control structures’”

Willingness to
be vulnerable
to the actions of
another person

Based on the ex-
pectation of an
action

Independent
of control
structures

A28 “trust in a person is an engagement to an action
based on the belief that the future actions of that
person will lead to a good result”

Commitment to
an action

Based on
beliefs that
actions will
lead to good
results

A12 Trust is defined as “the belief that the trustee will
act in the best interests of the trustor in a given
situation, even when controls are unavailable and
it may not be in the trustee’s best interests to do
so”

Based on the
belief that the
trustee will
act in the best
interests of the
trustor

Independent
of monitoring
structures

A15 “trust is defined as the extent to which na individ-
ual has confidence and is willing to interact with
someone based on words, actions and decisions
of others. ”

Willingness to
interact

A20 ”Affective trust is based on emotional ties result-
ing frommutual care and concern; Cognitive trust
is based on evaluations formulated by the fol-
lower regarding the salient characteristics of the
leader, such as reliability integrity, dependability,
and competence;”

Based on
trustee charac-
teristics

Continued on next page
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Table 8 – Continued from previous page
Cod Definition Analyze 1 Analysis 2 Analyze 3

A17 Trust as “the willingness of a party to be vulnera-
ble to the actions of another party based on the ex-
pectation that the other party will perform a partic-
ular action important to the trustor, irrespective of
the ability to monitor or control that other party”

Willingness to
be vulnerable
to the actions of
another person

Based on the ex-
pectation of an
action

Independent
of control
structures

A13 An implicit set of beliefs that the other party will
behave in a dependent manner and will not take
advantage of the situation

Based on belief
versus action

A8 The degree to which a student is willing to rely
on the e-learning system and has faith and confi-
dence in the instructor or the educational institu-
tion to take appropriate steps that help the student
achieve his or her learning objectives.

Willingness to
trust the system
and system
agents

Belief-based

A7 It is a particular level of subjective probability
with which an agent assesses that another agent
(or group of agents) will perform a certain action,
before the agent can monitor it (or independently
of its ability to monitor it) and in a context where
it affects your own action.

Action-based According to
the context

Independent
of control
structures

A6 Trust from a learner’s perspective is their willing-
ness to believe and have confidence in a teaching
agent so that they take appropriate action to help
them achieve their learning objective or intended
learning outcome;

Based on belief
in the agent’s ac-
tion

Good results

A1 process that develops over time; A characteris-
tic of collaboration where members believe in
each other’s character, ability, integrity, familiar-
ity, and morality

Based on
trustee charac-
teristics

A3 Willingness to depend on others; Trustworthiness,
the perception that someone possesses attributes
that are beneficial to the trustor

Willingness
to depend on
others

Has beneficial
attributes

A44 Team trust has been defined as a psychological
state in which team members are willing “to ac-
cept vulnerability based on positive expectations
from one or more specific individuals”

Willingness
to become
vulnerable

Based on expec-
tations

A34 Trust is the user’s trust in the application and is
part of the perceived benefits of using the appli-
cation

Based on expec-
tations

A46 It can be understood as a subjective expectation
that an agent has about the behavior of others
when they perform an action

Based on expec-
tations

Subjective eval-
uation

Based on behav-
iors and actions
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B Attributes of interpersonal trust in Virtual Learning Environments
Traceability of the attributes identified in the articles.

Table 9. Attributes of interpersonal trust in Virtual Learning Environments
Attribute that influences inter-
personal trust

Article Attribute that influences inter-
personal trust

Article

Authentic emotional communica-
tion

A44 Honesty A30, A34

Collaboration A16, A28
Collaborative communication A27 Hasty to conclusions A10
Common interests / Similar inter-
ests, tastes and preferences

A30, A42 Keeping promises and commit-
ments

A10

Leadership A20
Cooperation / Mutual coopera-
tion

A10, A13, A30 Low Grades A46

Credibility A11, A26, A47 Not taking responsibility A10
Dedication A32 Perceived trustworthiness of the

partner
A13

Direct experience (Past interact) A46 Perform activities A21
Discussions in forums A7 Predictability A41
Does not assume error A10 Previous experience (Past inter-

action)
A30

Effective communication A32 Previous interaction (Past inter-
action)

A14

Effort A32
Egocentrism A10 Recommendation A28, A30
Ethics A23 Reputation A5, A6, A8,

A28, A38, A46
Experience of friends of his
friends

A30 Similarity among users A39, A47, A49

Feedback / Feedback in interac-
tions

A14, A30, A45,
A46

Sincerity A32

Friendliness A1 Socio-emotional interaction A23
Friends in common A22, A42
High knowledge on a given topic A46 Elapsed time A9, A28, A30,

A47
Higher Grades A18, A46 Use of symbols and avatars A3
Honest communication A10
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C Classification of attributes that influence interpersonal trust in VLEs
Classification of the attributes that influence interpersonal trust among students in VLEs into themes, categories, and attributes.

Table 10. Trust attributes extracted from articles classified by category and themes
Themes Category Trust attributes extracted from the articles

Ability

Collaborative behav-
ior

Collaboration; Cooperation; Discussions in forums

Academic skills High knowledge on a given topic; Leadership

Socio-emotional skills Friendliness; Socio-emotional interaction;

Result-based Higher Grades; hasty decisions; Low Grades

Communication skills Collaborative communication; Effective communication; feed-
back in interactions

Integrity

Ethical behavior Ethics; Honest communication; Honesty

Transparent behavior Authentic emotional communication; Predictability; Sincerity;

Egocentric behavior Egocentrism;

Evasive behavior Does not assume error; Not taking responsibility;

Commitment Dedication; Effort; Keeping promises and commitments; Per-
form activities

Reputation Credibility; Reputation

Affinity Similarity among
users

Friends in common; Common interests; Similar interests, tastes
and preferences; Similarity among users;

Past interaction Direct experience; Previous interaction;

Non-personal factors
Second-hand trust Experience of friends of his friends; Recommendation

Time elapsed time

Non-verbal communi-
cation

Use of symbols and avatars
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D SMS Related Work Search Returns
Result returned by the Search String for secondary studies that made up the analysis for the related works.

Table 11. Study returned by the search string
Study returned by the search string Authors Year
Virtual collaboration competence requirements for en-
trepreneurship education in sparsely populated areas

Lohikoski, P. and Muhos,
M. and Härkönen, J.

2014

Multi-Loop Social Learning for Sustainable Land and Water
Governance: Towards a Research Agenda on the Potential of
Virtual Learning Platforms

Medema, W. and Wals, A.
and Adamowski, J.

2014

Understanding the Influence and Service Type of Trusted Third
Party on Consumers’ Online Trust: Evidence from Australian
B2C Marketplace

Cao, Cong and Yan, Jun
and Li, Mengxiang

2016

Adoption of cloud based e-learning: A systematic literature re-
view of adoption factors and theories

Kayali, M.H. and Safie, N.
and Mukhtar, M.

2016

Exploring the Role of Social Media in E-Government: An
Analysis of Emerging Literature

Dwivedi, Yogesh K. and
Rana, Nripendra P. and
Tajvidi, Mina and Lal,
Banita and Sahu, G. P. and
Gupta, Ashish

2017

Big course small talk: twitter and MOOCs — a systematic re-
view of research designs 2011–2017

Costello, E. and Brown, M.
and Mhichíl, M.N.G. and
Zhang, J.

2018

Charge nurse development: What does the literature say? Delamater, L. and Hall, N. 2018
Application of blockchain technology in online education Sun, H. and Wang, X. and

Wang, X.
2018

E-Government Usability Evaluation: Insights from A System-
atic Literature Review

Lyzara, Ria and Purwan-
dari, Betty and Zulfikar,
Muhammad Fadhil and
Santoso, Harry Budi and
Solichah, Iis

2019

A Society of Gastrointestinal and Endoscopic Surgeons
(SAGES) statement on closed social media (Facebook®)
groups for clinical education and consultation: issues of in-
formed consent, patient privacy, and surgeon protection

Bittner, J.G., IV and Log-
ghe, H.J. and Kane, E.D.
and Goldberg, R.F. and Al-
seidi, A. and Aggarwal, R.
and Jacob, B.P.

2019

A Survey on Trust Evaluation Based on Machine Learning Wang, Jingwen and Jing,
Xuyang and Yan, Zheng
and Fu, Yulong and
Pedrycz, Witold and Yang,
Laurence T.

2020

Criticism of the role of trust in e-government services Bayaga, Anass and Ky-
obe, Michael and Ophoff,
Jacques

2020

Security and Privacy Requirements for Electronic Consent: A
Systematic Literature Review

Verreydt, Stef and Yskout,
Koen and Joosen, Wouter

2021

Learning Path Recommender Systems: A Systematic Mapping Machado, Guilherme
Medeiros and Boyer,
Anne

2021

Deep learning models to detect online false information: A sys-
tematic literature review

Asmaa, R.M.S. and Ali,
B.N. and Manar, A.T. and
Qassim, N. and Bushra, A.

2021

Predicting Google Classroom Acceptance and Use in STEM
Education: Extended UTAUT2 Approach

Mahamud, S. and Fam,
S.-F. and Saleh, H. and
Kamarudin, M.F. and
Wahjono, S.I.

2021

End-user development of virtual simulations for task training:
A literature review

Bunæs, T.H. and Karlsen,
J.

2021

A Systematic Review on AI-based Proctoring Systems: Past,
Present and Future

Nigam, A. and Pasricha, R.
and Singh, T. and Churi, P.

2021

Academic dishonesty and trustworthy assessment in online
learning: A systematic literature review

Surahman, E. and Wang,
T.-H.

2022

Making AI Explainable in the Global South: A Systematic Re-
view

Okolo, Chinasa T. and
Dell, Nicola and Vashistha,
Aditya

2022

Federated Learning for Healthcare: Systematic Review and Ar-
chitecture Proposal

Antunes, Rodolfo Stoffel
and André da Costa, Cris-
tiano and Küderle, Arne
and Yari, Imrana Abdul-
lahi and Eskofier, Björn

2022

A survey on AI and decision support systems in psychiatry –
Uncovering a dilemma

Bertl, M. and Ross, P. and
Draheim, D.

2022
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