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Abstract. Context: Data protection laws and Al ethics frameworks are increasingly invoked to govern the risks of data-
driven and algorithmic systems, but there is still limited empirical evidence on how practitioners and students perceive the
relationship between legal principles (such as the Brazilian LGPD) and ethical principles for Artificial Intelligence (Al).
Goal: This study investigates how LGPD principles are interpreted as a foundation for ethical Al, examining perceived
alignments, practical challenges, regulatory gaps, and expectations for the evolution of Al governance in Brazil. Method:
We conducted two complementary survey based studies. Study 1 collected responses from 30 computing students, ex-
ploring their perceptions of privacy, transparency, security, data minimization, and accountability in Al systems. Study 2
extended this investigation with 100 participants (students and professionals in diverse software project roles), using paired
LGPD Al items, Likert-scale questions on sufficiency and complementarity, and open-ended questions analyzed through
inductive content analysis. Results: Across both studies, participants consistently perceived strong conceptual alignment
between LGPD principles and Al ethical principles, especially regarding privacy, transparency, security, prevention, non-
discrimination, and accountability. However, they also reported important gaps, particularly in explainability, fairness
and bias mitigation, inclusion and diversity, solidarity, and other human-centered values, as well as uncertainty about
accountability for automated decisions and the fit of static legal principles to dynamic Al systems. Conclusion: The
findings indicate that LGPD is viewed as a solid but insufficient foundation for ethical Al. Participants expect LGPD to
be complemented or updated by Al specific ethical and regulatory frameworks, governance mechanisms, and technical
measures such as explainable Al and algorithmic auditing, pointing to the need for an integrated ecosystem for responsible

Al in Brazil.

Keywords: LGPD, Artificial Intelligence, Ethics, Data Protection, Responsible Al Governance.

Edited by: Darlinton Carvalho

| Received: 07 December 2025 e Accepted: 04 March 2026 e Published: 13 March 2026

1 Introduction

Ethics, as a branch of philosophy, is concerned with the
study of principles that guide human behavior, distinguish-
ing between right and wrong, and justice and injustice.
Rooted in the Greek term ethos, meaning character or cus-
tom, ethics explores issues related to morality, responsibil-
ity, and the values that underpin individual and collective
actions (Wohlin ez al., 2012). In contemporary technological
contexts, ethical considerations have become increasingly es-
sential, particularly in areas involving autonomy, large scale
data processing, and decision-making systems.

Artificial Intelligence (Al) is a field within computer
science focused on developing systems capable of perform-
ing tasks that typically require human intelligence, such as
learning, classification, prediction, reasoning, and interac-
tion with the environment or operating on data at a scale
far beyond human analytical capacity (Russell et al., 1995;
Finocchiaro, 2024). As a transformative technology, Al per-
meates domains such as health, education, public admin-
istration, cybersecurity, and the economy. However, the
massive use of personal data, the opacity of many machine
learning and generative models, and the delegation of con-
sequential decisions to automated systems introduce com-

plex ethical risks (Floridi et al., 2021; Maturo et al., 2025;
Falcdo and Canedo, 2024). These concerns include privacy
breaches, discrimination, opacity, manipulation, and uncer-
tain accountability (Jobin et al., 2019; Carvalho et al., 2025;
Falcdo and Canedo, 2024; McGrath et al., 2025), reinforcing
the need to align Al development with established ethical and
regulatory frameworks (Carrasco, 2025).

In Brazil, the General Data Protection Law (LGPD)
represents the primary legal instrument governing personal
data processing (Rocha et al., 2023). Although origi-
nally designed for traditional data-intensive systems, the
LGPD establishes principles such as purpose limitation, ad-
equacy, necessity, transparency, security, prevention, non-
discrimination, and accountability, which are also central in
frameworks for ethical Al (de Cerqueira et al., 2021). Re-
cent empirical studies highlight that Al practitioners tend to
more easily recognize technical principles (e.g., privacy, se-
curity, reliability) while showing less maturity concerning
socio-ethical principles such as fairness, inclusion, and hu-
man well-being (Guimardes et al., 2025). Such asymmetries
reinforce the importance of examining whether the LGPD
can serve as an effective foundation for the ethical gover-
nance of Al This article is an extended version of our earlier
study (Braz and Canedo, 2025), substantially expanding the
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data, analysis, and theoretical integration.

Motivated by these challenges, this research examines
the relationship between LGPD principles and Al ethical
principles through two complementary empirical studies.
Study 1 collected responses from 30 computing students to
analyze their perceptions of privacy, transparency, security,
accountability, and other ethical dimensions in Al systems.
Study 2 expanded this investigation by surveying 100 com-
puting students and professionals across multiple roles in the
software development lifecycle, providing a more diverse
and mature perspective on the intersections between data pro-
tection and Al ethics. The studies combined quantitative
analysis (Likert scale questions on principle alignment and
sufficiency) with qualitative thematic analysis (open-ended
reflections on legal adequacy, regulatory gaps, and expecta-
tions for the evolution of Al governance).

Our main findings reveal that participants consistently
perceive strong conceptual alignment between LGPD princi-
ples and Al ethical principles, particularly in privacy, trans-
parency, security, prevention, non-discrimination, and ac-
countability. However, they also identify important gaps:
limitations of LGPD in addressing explainability, fairness,
bias mitigation, and socio-ethical principles; uncertainty re-
garding accountability for automated decisions; and chal-
lenges in applying static legal principles to dynamic, evolving
Al systems. Participants argue that although LGPD provides
a solid foundation for responsible Al, it is insufficient on its
own, highlighting the need for complementary Al-specific
regulation, governance frameworks, and technical mecha-
nisms such as explainable Al

This article is structured as follows: Section 2 presents
the related work. Section 3 describes the research methodol-
ogy. Sections 4 and 5 present the results of the two empiri-
cal studies. Section 6 synthesizes and compares the findings
from Study 1 and Study 2. Section 7 discusses limitations
and threats to validity. Finally, Section 8 provides the con-
clusion and outlines directions for future research.

2 Background and Related Works

2.1 Brazilian General Data Protection Law
(LGPD)

On August 14, 2018, the Brazilian General Data Protec-
tion Law (LGPD), No. 13.709, was enacted by the Presi-
dent of the Republic. The LGPD aims to protect the fun-
damental rights of freedom, privacy, and the free develop-
ment of each individual’s personality (Macedo, 2018). It
governs the processing of personal data, whether in physi-
cal or digital form, carried out by natural or legal persons
under public or private law, and covers a wide range of oper-
ations performed through manual or digital means. In 2019,
Law No. 13.853, approved on July 7, modified and added
new elements to the LGPD. According to Article 2 of the
LGPD (Macedo, 2018), the regulation of personal data pro-
tection is grounded in principles such as respect for privacy,
informational self-determination, freedom of expression, in-
violability of intimacy, technological development, free en-
terprise, and human dignity. Article 6 specifies the princi-
ples directly guiding the processing of personal data. Table 1
presents the LGPD principles (Rocha et al., 2023) considered
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in this study.

Under the LGPD, the processing of personal data may
be performed by two types of agents: the Controller, re-
sponsible for decisions regarding the processing of personal
data, and the Processor, who handles personal data on be-
half of the controller. Additionally, the Data Protection Of-
ficer (DPO) serves as a communication channel between the
controller, data subjects, and the National Data Protection
Authority (ANPD) (Federal, 2021; Macedo, 2018; Martins
et al., 2025; Spésito et al., 2025).

2.2 Ethical Principles in Artificial
Intelligence

Artificial Intelligence (Al) aims to develop systems capa-
ble of performing tasks that typically require human intel-
ligence, such as learning, reasoning, and decision-making.
These systems rely on advanced algorithms that process large
datasets to identify patterns, make autonomous decisions,
generate recommendations, or interact with users through
natural language (Russell et al., 1995; Finocchiaro, 2024;
Danilevskyi et al., 2025).

Al has transformed multiple domains including
healthcare, education, industry, and public administration
bringing both opportunities and substantial ethical chal-
lenges (de Cerqueira et al., 2021; Machado et al., 2025).
As Al systems become increasingly embedded in interac-
tive technologies, ethical principles such as transparency,
privacy, fairness, non-maleficence, accountability, human
oversight, security, and equitable distribution of benefits
have gained international recognition (UNESCO, 2022;
Diaz-Rodriguez et al., 2023; de Cerqueira et al., 2021; Khan
et al., 2022; Floridi et al., 2021; Jobin et al., 2019; Gonzalez
et al., 2024).

2.3 Related Works

Several studies have examined the intersection of ethics, ar-
tificial intelligence, and the LGPD, highlighting both con-
ceptual and practical challenges. Brey and Dainow (2023)
proposed an Ethics by Design approach to incorporate prin-
ciples such as transparency, accountability, and fairness into
Al systems from the outset. Khan er al. (2023) investigated
how practitioners and policymakers perceive ethical issues
in Al, identifying the need for clearer regulations and mech-
anisms for human oversight.

de Cerqueira et al. (2022) introduced the RE4AI Ethi-
cal Guide, an interactive card-based tool designed to support
the elicitation of ethical requirements in Al systems. Devel-
oped using Design Science Research, the guide organizes 26
cards around 11 ethical principles (as described by Ryan and
Stahl (2021)) and provides guiding questions, explanations,
and illustrative examples. Evaluations with students showed
its effectiveness in increasing ethical awareness, supporting
requirements analysis, and mitigating ethics washing.

Recent research has expanded this discussion to specific
sectors. For instance, Nascimento et al. (2024) analyzed eth-
ical and legal aspects of Al in medicine, while Neves (2023)
mapped the use of Al in clinical settings with a focus on pri-
vacy and informed consent. From a legal standpoint, Fernan-
des and MEIRA (2023) examined how Al challenges tradi-
tional legal frameworks in Brazil. Studies such as de Oliveira
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Table 1. Principles and Definitions (LGPD)

Principle Definition

I - Purpose

Processing must be carried out for legitimate, specific, explicit, and informed purposes, and subsequent
processing must not be incompatible with those purposes.

II - Adequacy
the processing.

Processing must be compatible with the purposes informed to the data subject, according to the context of

III - Necessity
portional, and non-excessive data.

Processing must be limited to the minimum necessary to fulfill its purposes, covering only relevant, pro-

IV - Free Access

Data subjects must be guaranteed easy and free access to information about the form and duration of
processing, as well as to the completeness of their personal data.

V - Data Quality

Ensures data subjects the right to accurate, clear, relevant, and up-to-date data, according to the necessity
and for the fulfillment of the purpose of the processing.

VI - Transparency

Data subjects must have clear, precise, and easily accessible information about the processing being carried
out and the respective processing agents, subject to commercial and industrial secrecy.

VII - Security

The use of technical and administrative measures to protect personal data from unauthorized access and
accidental or unlawful situations of destruction, loss, alteration, communication, or dissemination.

VIII - Prevention

Adoption of measures to prevent the occurrence of harm resulting from the processing of personal data.

IX - Non-discrimination

Data processing must not be carried out for discriminatory, unlawful, or abusive purposes.

X - Accountability

The controller or processor must demonstrate the adoption of effective measures capable of proving com-
pliance with the law and the effectiveness of those measures.

(2024) and de Aratjo Neto and Barbosa Aguiar (2024) con-
tributed to understanding the enforcement of LGPD and its
implications for information security practices. Other works,
such as Rapdso er al. (2019) and Sarlet and Ruaro (2021),
reviewed trends in the application of LGPD principles in
technological contexts and highlighted gaps in developers’
knowledge of privacy requirements. From a broader legal
perspective, prior research has also examined specific impli-
cations of the LGPD in emerging digital contexts, such as
the treatment of digital legacy and post-mortem data (Beppu
etal.,2021). These studies demonstrate the expanding inter-
pretative scope of the LGPD and illustrate how its principles
continue to be tested in novel socio-technical scenarios, in-
cluding those influenced by data-driven technologies.

Ethical challenges in Al development have also been
explored in domains such as cybersecurity (Gonzilez et al.,
2024), content generation (Quintino et al., 2024), and com-
putational social science (Carvalho et al., 2021). These stud-
ies emphasize the difficulty of ensuring transparency, fair-
ness, and accountability within algorithmic systems, espe-
cially when processing personal data or making automated
decisions.

Challenges in Operationalizing Ethical Principles in Al
Development. Pant et al. (2025) investigated how Al de-
velopers understand and address fairness in real-world soft-
ware projects. Their grounded theory analysis revealed
that practitioners face substantial obstacles in translating ab-
stract ethical principles such as fairness, accountability, and
non-discrimination into concrete engineering practices. Key
challenges include conflicting metrics for fairness, insuffi-
cient resources, limited organizational support, and uncer-
tainty about how regulatory or ethical guidelines should be
applied in the development lifecycle. These findings align
with previous literature suggesting that ethics in Al often
remains aspirational rather than actionable, reinforcing the
need for frameworks that bridge the gap between high-level
principles and practical implementation.

Guimaraes et al. (2025) investigated how Brazilian soft-
ware developers working in Al teams perceive ethical princi-

ples and navigate dilemmas that emerge during the develop-
ment of intelligent systems. Through a mixed-method study
combining survey data and interviews, the authors found
that professionals more readily recognize technical principles
such as privacy, reliability, and security while demonstrat-
ing lower adherence to socio-ethical principles such as well-
being, equity, and sustainability. The study also highlights
structural barriers to the implementation of ethical practices,
including pressure for rapid delivery, conflicts with commer-
cial interests, lack of organizational governance, and hierar-
chical constraints that limit developers’ agency. These find-
ings converge with those of the present study, particularly
regarding the difficulty of operationalizing ethical principles
and the asymmetry between the maturity of LGPD techni-
cal principles and the more human-centered principles of Al
ethics.

In the Brazilian context, Porto et al. (2025) conducted
a Systematic Literature Review on ethical requirements in
Al systems, identifying recurring principles such as fair-
ness, transparency, accountability, and privacy, and exam-
ining how these principles are translated into requirements
engineering practices. Their findings highlight the persis-
tent gap between high-level ethical guidelines and their op-
erationalization in software artifacts, reinforcing the need for
structured approaches to elicit, formalize, and validate ethi-
cal requirements. While their study focuses on methodologi-
cal strategies for embedding ethics into system design, it does
not investigate how such principles are perceived in relation
to national regulatory frameworks such as the LGPD. Our
study complements this line of research by empirically ex-
amining how students and professionals conceptually relate
legal data protection principles to Al ethical values.

Recent Evidence on Ethical Compliance Tools and Chal-
lenges. More recent literature has identified critical gaps
in translating ethical principles into practical mechanisms
for evaluating Al systems. The comprehensive review by
Cappelli and Serugendo (2025) showed that existing tools
for assessing Al ethics compliance are scarce and predom-
inantly manual. Their analysis highlights the lack of auto-
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mated or semi-automated methods, the diversity and incon-
sistency of ethical principles across organizations, and the
challenges companies face in determining which regulatory
or ethical guidelines to apply. These findings reinforce the
need for structured models and tools capable of supporting
both ethics-by-design and post-deployment audits. Accord-
ing to the authors, the difficulty in operationalizing principles
such as transparency, fairness, safety, and accountability rep-
resents a major barrier to trustworthy Al.

Evidence on Ethics Education and Awareness. Comple-
mentary to the compliance perspective, Kipman et al. (2025)
investigated students’ perceptions of ethical principles in Al
and found that many computing students feel unprepared to
apply ethical concepts in real development scenarios. Their
work highlights the gap between theoretical exposure and
practical competence, an issue directly relevant to the percep-
tions captured in our survey. This reinforces the importance
of investigating how future developers interpret the relation-
ship between LGPD principles and Al ethics.

Complementing this perspective, recent Brazilian re-
search has investigated how organizational leaders perceive
trust and governance in Al systems. The study by Gongalves
et al. (2024), conducted with C-Level executives, indicates
that trust in Al adoption is strongly associated with regu-
latory clarity, transparency mechanisms, and accountability
structures. Although focused on executive decision-making
rather than technical development, their findings reinforce
the centrality of regulatory and ethical alignment in shaping
professional and organizational attitudes toward Al

Together, the literature reveals a consistent challenge:
although Al ethics frameworks and data protection laws such
as the LGPD provide a strong normative foundation, there
remains limited empirical understanding of how these prin-
ciples intersect in the perceptions of students and practition-
ers, and how they may be translated into actionable practices.
This gap motivates the present study and underscores its rel-
evance.

International Perspectives on Al Ethics Education and
Regulatory Contexts. Recent international research has ex-
amined how ethical principles, data protection, and Al gov-
ernance are addressed within computing and higher educa-
tion contexts. A systematic review of ethics in computing
education conducted by Brown et al. (2024) analyzed over
one hundred ACM publications and identified significant het-
erogeneity in how ethical competencies are conceptualized,
taught, and assessed. The authors emphasize that while eth-
ical principles are increasingly present in curricula, there re-
mains limited empirical evidence on how students interpret
or internalize these principles in relation to real regulatory
environments.

Similarly, large-scale European surveys on the teaching
of computer ethics Stavrakakis ef al. (2022) reveal substan-
tial variation in institutional approaches, ranging from stan-
dalone ethics courses to embedded modules within technical
disciplines. Although these studies discuss the role of frame-
works such as the GDPR in shaping curricular content, they
do not empirically examine how students and practitioners
perceive the alignment between national data protection reg-
ulation and broader Al ethical principles.
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More recently, empirical work on student perceptions of
data governance and learning analytics in regulated contexts
has emphasized concerns related to transparency, consent,
and informational self-determination (Karimov et al., 2025).
In parallel, policy-oriented analyses of ethical principles for
Al in education (Nguyen et al., 2023) have mapped global
governance guidelines proposed by organizations such as
UNESCO and OECD. However, these studies predominantly
focus on normative frameworks or educational design, rather
than on how computing students and professionals concep-
tualize the relationship between domestic regulatory instru-
ments and Al ethics in specific socio-legal contexts.

By contrast, the present study contributes empirical evi-
dence from the Brazilian context, exploring how LGPD prin-
ciples are interpreted in relation to Al ethical values by both
students and practitioners. Rather than assessing regulatory
compliance or technical implementation, this study focuses
on regulatory perception as a socio-technical dimension of
Al governance. This perspective complements international
research on ethics education while foregrounding the inter-
pretative dimension of regulation in emerging Al ecosys-
tems.

3 Research Methodology

This research aims to investigate how the ethical principles
of the Brazilian General Data Protection Law (LGPD) relate
to ethical principles commonly adopted in Artificial Intelli-
gence (Al), and how these principles are perceived by stu-
dents and professionals in computing. The study was con-
ducted in two phases: (1) an exploratory survey (Study 1),
and (2) an extended and redesigned survey (Study 2), devel-
oped for this article.

To maintain methodological consistency with the orig-
inal publication while enabling the expanded analysis, we
keep the two original research questions and introduce two
new research questions exclusively addressed by Study 2:

* RQ1. What are the main ethical principles found in both
the LGPD and Artificial Intelligence, and how are they
related?

* RQ2. What challenges arise in applying the ethical
principles of the LGPD and Artificial Intelligence, and
how can they be addressed?

* RQ3. How do computing students and profession-
als evaluate the degree of alignment between specific
LGPD principles and Al ethical principles?

¢ RQ4. How do participants evaluate the sufficiency of
LGPD principles for guiding ethical Al, what ethical
gaps do they identify, and how do they expect the law
to evolve in response to Al-related challenges?

We adopted a multi-method exploratory approach in-
volving a literature review, document analysis, and two
survey-based empirical studies. The literature review fol-
lowed guidelines by Kitchenham and Charters (2007) and Pe-
tersen et al. (2008), and its findings guided the construction
of both survey instruments.
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3.1 Study 1: Survey Instrument and
Participants

Study 1 consisted of a Google Forms questionnaire dis-
tributed to students in computing programs. It included
demographic questions, self-assessment of familiarity with
LGPD and Al principles, and Likert scale statements regard-
ing privacy, transparency, data minimization, explainability,
accountability, and other ethical values.

The complete list of questions from Survey 1 is pre-
sented in Table 2, including the mapping of each question to
the research questions addressed in Study 1 (RQ1 and RQ2).

3.2 Study 2: Extended Survey Instrument
and Participants

Study 2 expands Study 1 by including a more diverse popu-
lation (students and professionals), a larger set of constructs,
and explicit pairwise comparisons between LGPD princi-
ples and Al ethical principles. The instrument was validated
through a pilot test with three professionals, after which mi-
nor linguistic adjustments were made.

Survey 2 contains four major sections: (1) demographic
questions, (2) familiarity with LGPD and Al ethics, (3) direct
comparisons between LGPD and Al principles, and (4) per-
ceptions about regulatory sufficiency, gaps, and expectations
for future updates. The complete list of questions appears in
Table 3.

Data from both surveys were analyzed through a mixed-
method strategy. Closed questions were interpreted using
descriptive statistics, enabling comparisons between Study 1
and Study 2. Open-ended responses (Study 2) were exam-
ined using inductive content analysis, allowing themes to
emerge regarding perceived gaps, regulatory needs, and ex-
pectations for future Al governance.

The triangulation between the two studies provides a
richer understanding of the degree of alignment between
LGPD and Al ethics (RQ1-RQ3) and offers insights into
perceived regulatory gaps and expectations for future legal
evolution (RQ4).

This study followed ethical procedures including vol-
untary participation, informed consent, and full anonymiza-
tion of responses. No personally identifiable information was
collected, and participants could withdraw at any time with-
out penalty. In accordance with Brazilian Resolution CNS
510/2016, opinion-based surveys conducted without partic-
ipant identification may be exempt from formal ethics com-
mittee review. As the study involved anonymous perception
based responses without the collection of sensitive or iden-
tifiable data, it was conducted under this exemption frame-
work.

Beyond procedural compliance, we recognize that eth-
ical considerations extend to the interpretation and dissem-
ination of findings. Given that a portion of the participants
were students or early-career professionals, potential power
asymmetries inherent to academic contexts must be acknowl-
edged. To mitigate this risk, participation was entirely vol-
untary and responses were collected anonymously, without
any academic or professional consequences. Furthermore,
the findings reflect subjective perceptions within a specific
socio-educational context and should not be interpreted as
prescriptive guidance for regulatory reform or policy deci-
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sions. Rather, they contribute exploratory evidence regard-
ing how regulatory and ethical principles are conceptually
understood within the computing community.

4 Results — Study 1

The survey received 30 responses, with 60% from Com-
puter Science students, 20% from Computer Science Educa-
tion students, 10% from Computer Engineering students, and
10% from students enrolled in other programs. Regarding
prior knowledge, only 36.7% reported being familiar with the
principles of the LGPD, 43.3% stated they knew a little, and
20% indicated they were not familiar at all. Knowledge of
Al ethical principles was even lower: only 16.7% claimed to
know them, 33.3% reported knowing a little, and 50% stated
they had no knowledge (Figure 1).
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Figure 1. Participants’ Knowledge of LGPD and Al Principles

4.1 RQ.1: What are the main ethical
principles found in both the LGPD and
Artificial Intelligence, and how are
they related?

The results show that participants perceive a strong connec-

tion between LGPD principles and the ethical principles that

guide responsible Al development. This alignment is partic-
ularly apparent in the domains of privacy, transparency, se-

curity, and data minimization. Participants P#3, P#9, P#18,

and P#29 stated, respectively:

“Privacy: The protection of personal data should be con-
sidered equally important, both in corporate data collec-
tion and in the use of Al systems.”

“Transparency: Companies and Al systems should be
equally transparent regarding the use and sharing of per-
sonal data.”

“Data Minimization and Security: In both LGPD and Al
development, data minimization and security are neces-
sary aspects for protecting individuals.”

“Accountability: Al developers should be held account-

able for the impacts of decisions made by Al systems.”

Approximately 90% of the participants agreed that
LGPD principles can serve as a foundation for ensuring that
Al systems respect user privacy by establishing clear rules
for data collection and processing. Transparency emerged as
an equally important concern, with 90% of participants af-
firming that Al systems should incorporate explainability to
ensure that automated decisions are understandable to users
(Figure 2).
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Table 2. Survey 1 Items and Corresponding Research Questions
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ID | Question (Full Text in English) Related RQ

Q1 | Informed Consent Form (I agree / I do not agree) -

Q2 | What is your gender? -

Q3 | What is your academic program? -

Q4 | What is your age? -

Q5 | Do you know the principles of the LGPD? (Yes / No / A little) RQI1

Q6 | Do you know the ethical principles of Artificial Intelligence? (Yes / No / A little) RQ1

Q7 | “I believe that companies should be transparent about how my personal data is collected, pro- RQ1
cessed, and stored.” (Likert 1-5)

Q8 | “The security of my personal data is an important priority for the companies that collect it.” RQ1
(Likert 1-5)

Q9 | “It should be necessary to obtain my explicit consent before any organization collects and uses RQ1
my personal data.” (Likert 1-5)

Q10 | “It is important that I have the right to access, correct, or delete my personal data at any time.” RQ1
(Likert 1-5)

Q11 | “I believe that companies should collect only the data that is necessary for a specific purpose, RQI
avoiding excessive collection.” (Likert 1-5)

Q12 | “Ibelieve that the algorithms used in Artificial Intelligence should be explainable and understand- RQ2
able to users.” (Likert 1-5)

Q13 | “Al developers should be responsible for the impacts of decisions made by Al systems.” (Likert RQ2
1-5)

Q14 | “Users’ privacy should be protected at all times when using Artificial Intelligence systems.” (Lik- RQI1
ert 1-5)

Q15 | “Al systems should be designed to ensure that there is no discrimination against any group of RQ2
people.” (Likert 1-5)

Q16 | “The security of Al systems should be a priority to prevent harm or misuse of the technology.” RQ2
(Likert 1-5)

Q17 | “The protection of personal data should be considered equally important both in data collection | RQI, RQ2
by companies and in the use of Al systems.” (Likert 1-5)

Q18 | “Companies and Al systems should be equally transparent regarding the use and sharing of per- RQ1
sonal data.” (Likert 1-5)

Q19 | “Both the LGPD and Al ethical principles should ensure that users have control over their data RQI
and automated decisions.” (Likert 1-5)

Q20 | “In both the LGPD and Al development, data minimization and security are essential aspects for RQ1
protecting individuals.” (Likert 1-5)

Q21 | “The social and ethical impacts of technologies related to both data protection and artificial intel- RQ2
ligence should be considered equally important.” (Likert 1-5)

In addition, 76.7% emphasized the importance of data

minimization and security, core components of the LGPD,
arguing that Al systems should avoid unnecessary data col-
lection and implement strong safeguards to protect users’ in-
formation. Information security was also highlighted as a
shared concern across both domains, reinforcing the need for
robust protection mechanisms for stored data and algorithmic
decision-making processes.

Lastly, around 40% of participants agreed that Al de-
velopers should be accountable for decisions produced by
automated systems, reflecting the LGPD’s emphasis on ac-
countability. These perceptions suggest that future Al reg-
ulations may benefit from adopting LGPD like governance
structures, particularly regarding transparency, auditing, and
compliance (Figure 2).

RQ.1 Summary: Participants associated LGPD
principles with Al ethics, emphasizing privacy,
transparency, data minimization, and accountability
as the strongest points of convergence. Overall, they
indicated that LGPD principles can help guide eth-
ical Al development, especially regarding privacy,
transparency, security, and data minimization.

4.2 RQ.2. What challenges arise in
applying the ethical principles of the
LGPD and Artificial Intelligence, and
how can they be addressed?

Despite the conceptual alignment observed, participants
identified several challenges associated with applying LGPD
principles to Al systems. Explicit consent was strongly en-
dorsed, with 86.7% agreeing that organizations should ob-
tain explicit permission before collecting or using personal
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Table 3. Survey 2 Items and Corresponding Research Questions
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ID | Question (Full Text in English) Related RQ

Q1 | Informed Consent Form (I agree / I do not agree) -

Q2 | What is your gender? -

Q3 | What is your age? -

Q4 | What is your academic program? -

Q5 | Which role best describes your current activities in software projects? -

Q6 | How many years of experience do you have as a developer? -

Q7 | Do you know the principles of the LGPD? (Yes / No / A little) RQ1

Q8 | Do you know the ethical principles of Artificial Intelligence? (Yes / No / A little) RQ1

Q9 | LGPD’s Purpose principle and the Beneficence principle of Al Ethics — How do these principles RQ3
relate? (Likert 1-5)

Q10 | LGPD’s Adequacy principle and the Fairness/Justice principle of Al Ethics — How do these RQ3
principles relate? (Likert 1-5)

Q11 | LGPD’s Necessity principle and the Non-maleficence principle of Al Ethics — How do these RQ3
principles relate? (Likert 1-5)

Q12 | LGPD’s Free Access principle and the Transparency principle of Al Ethics — How do these RQ3
principles relate? (Likert 1-5)

Q13 | LGPD’s Data Quality principle and the Explainability principle of Al Ethics — How do these RQ3
principles relate? (Likert 1-5)

Q14 | LGPD’s Transparency principle and the Responsibility/Accountability principle of Al Ethics — RQ3
How do these principles relate? (Likert 1-5)

Q15 | LGPD’s Security principle and the Privacy/Data Governance principles of Al Ethics — How do RQ3
these principles relate? (Likert 1-5)

Q16 | LGPD’s Prevention principle and the Robustness/Safety principle of Al Ethics — How do these RQ3
principles relate? (Likert 1-5)

Q17 | LGPD’s Non-discrimination principle and the Inclusion/Diversity principles of Al Ethics — How RQ3
do these principles relate? (Likert 1-5)

Q18 | LGPD’s Accountability principle and the Accountability principle in Al Ethics — How do these RQ3
principles relate? (Likert 1-5)

Q19 | “The principles of the LGPD are sufficient to guide the ethical use of Al systems.” (Likert 1-5) RQ4

Q20 | “The ethical principles of Al extend and complement those of the LGPD.” (Likert 1-5) RQ4

Q21 | Which LGPD principle do you consider most relevant for ethical Al development? (Select all that RQ4
apply)

Q22 | Which Al ethical principle do you believe is not covered by the LGPD? (Select all that apply) RQ4

Q23 | “Do you believe that Al ethical principles can serve as a basis for future revisions of the LGPD?” RQ4
(Yes / No / Maybe)

Q24 | “Do you believe the LGPD should be updated to address ethical challenges related to AI? Please RQ4
explain.” (Open-ended response)

data. However, Al systems often rely on continuous learn-
ing processes, making consent traceability and updates diffi-
cult. Participants pointed toward the need for dynamic con-
sent management systems that enable users to review, mod-
ify, or withdraw their consent over time (Figure 3).
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Figure 2. Participants’ perceptions of alignment between LGPD principles and Al ethical principles.

Regarding data security, 50% of respondents agreed
that protecting personal data should be a high priority for
companies using Al. Nevertheless, concerns were raised
about enforcing this principle, given the increased volume
and sensitivity of data used by Al algorithms. Strengthening
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data protection measures such as encryption, anonymization,
and strict access controls was highlighted as important.

Only 40% of respondents agreed that Al developers
should be held accountable for outcomes produced by Al sys-
tems. This reflects broader societal uncertainty about respon-
sibility when Al operates autonomously or through complex
decision pipelines. Participants implicitly suggested the need
for clearer legal frameworks to define liability in Al contexts.

Finally, only 43.3% agreed that Al algorithms should
be explainable and understandable. Although this percentage
is modest, it still indicates growing awareness of the impor-
tance of explainability in mitigating risks, improving trust,
and supporting auditing processes.

RQ.2 Summary: Participants highlighted four main
challenges: (1) obtaining and maintaining meaning-
ful consent in dynamic Al systems, (2) ensuring se-
curity when processing large scale data, (3) assign-
ing accountability for automated decisions, and (4)
enabling sufficient algorithmic transparency. Sug-
gested solutions include dynamic consent mecha-
nisms, stronger cybersecurity practices, clearer legal
responsibility frameworks, and investments in Ex-
plainable AI (XAI).

5 Results — Study 2

Study 2 collected 100 valid responses from students and
professionals in Computing and related areas, recruited via
social networks and professional contacts. All participants
who agreed to the informed consent form were included
in the analysis, and all data were treated in aggregate and
anonymized form.

5.1 Participant Profile

Most respondents identified as men (75%), followed by
women (24%) and 1% who preferred not to disclose their
gender (Q2). The age distribution (Q3) was predominantly
concentrated among young adults: the largest group was be-
tween 19 and 24 years old (45%), followed by participants
in the ranges 46-50 years (17%), 25-30 years (10%), 41-45
years (10%), 36—40 years (9%), 31-35 years (7%), above 50
years (11%), and a small number under 18 (1%), as shown
in Table 4. This distribution reflects a diverse mix of under-
graduate students and experienced professionals.

Regarding academic background (Q4), the majority
were enrolled in Computer Science (51%), followed by Soft-
ware Engineering (18%), other Computing-related programs
(20%), Information Systems (9%), and Computer Engineer-
ing (2%). This composition indicates that the sample is
strongly aligned with computing education and practice.

In terms of professional roles (Q5) within software
projects, participants most frequently identified as Software
Developers (34%), followed by Systems Analysts (17%),
Project Managers (14%), Software Engineers (12%), Data
Scientists or Data Engineers (9%), Requirements Engineers
(4%), Technical Leaders or Architects (4%), DevOps or In-
frastructure Engineers (3%), and other technical roles (3%).
These results show broad representation across the software
development lifecycle.
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Regarding experience as a developer (Q6), 41% re-
ported having less than one year of experience, 26% indi-
cated between 1 and 5 years, 10% between 6 and 10 years, 6%
between 11 and 15 years, and 17% more than 15 years. Taken
together, these results demonstrate a heterogeneous sample
composed of early career practitioners and senior profession-
als, complementing Study 1, which consisted mainly of stu-
dents.

Knowledge about LGPD (Q7) and Al ethical principles
(Q8) was also higher than in Study 1. For LGPD principles,
63% stated they know them, 28% know a little, and 9% do not
know them. For Al ethical principles, 43% reported knowing
them, 35% know a little, and 22% do not know them (Table
4).

5.2 RQ3. How do computing students and
professionals evaluate the degree of
alignment between specific LGPD
principles and Al ethical principles?

To examine how participants perceive the conceptual align-
ment between LGPD principles and Al ethical principles,
Study 2 included ten paired items (Q9-Q18), each assessed
on a five-point Likert scale. The results reveal a clear and
consistent trend: in all principle pairs, the majority of par-
ticipants selected high agreement levels (4 or 5), indicat-
ing that respondents perceive strong correspondence between
data protection principles and ethical expectations for Al sys-
tems.

For the pair Purpose (LGPD) and Beneficence (Al
ethics) (Q9), 79% of participants chose values 4 or 5, with
responses distributed as follows: 1 (3%), 2 (2%), 3 (16%),
4 (44%), and 5 (35%), as shown in Figure 4. This suggests
that respondents associate legitimate, well defined purposes
in data processing with the ethical obligation of Al to pro-
mote human well-being.

A similar pattern emerged for Adequacy (LGPD) and
Justice and Equity (Al ethics) (Q10). Most participants again
selected high agreement levels, with 64% choosing values 4
or 5. The full distribution was: 1 (7%), 2 (5%), 3 (24%),
4 (34%), and 5 (30%). The results indicate that participants
tend to link the contextual appropriateness of data use to fair-
ness and equitable treatment in algorithmic outcomes.

In the third pair, Necessity (LGPD) and Non-
maleficence (Al ethics) (Q11), 67% of respondents selected
values 4 or 5. Responses were: 1 (4%), 2 (9%), 3 (20%),
4 (38%), and 5 (29%). These results suggest that limiting
data collection to what is strictly necessary is perceived as a
mechanism for minimizing potential harm produced by Al
systems.

The pair Free Access (LGPD) and Transparency (Al
ethics) (Q12) exhibited one of the strongest alignments, with
79% selecting 4 or 5. Responses were: 1 (2%), 2 (3%), 3
(16%), 4 (40%), and 5 (39%). Participants appear to inter-
pret both principles as ensuring that individuals can under-
stand and monitor how their data and automated decisions
are handled.

For Data Quality (LGPD) and Explainability (Al ethics)
(Q13), 73% of respondents chose 4 or 5. The distribution
was: 1 (3%), 2 (4%), 3 (20%), 4 (46%), and 5 (27%). These
results suggest that accurate and reliable data are seen as fun-
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Figure 3. Participant agreement with key ethical principles and challenges in applying LGPD to AI (N=30).

Table 4. Demographic and professional profile of Study 2 participants (n = 100).

Gender # %
Male 75 | 75%
Female 24 | 24%
Prefer not to say / Other 1 1%
Age group %o
Under 18 years 1 1%
19-24 years 45 | 45%
25-30 years 10 | 10%
31-35 years 7 7%
36-40 years 9 9%
41-45 years 10 | 10%
46-50 years 17 | 17%
Above 50 years 11 | 11%
Academic Program # %
Computer Science 51 | 51%
Software Engineering 18 | 18%
Information Systems 9 9%
Computer Engineering 2 2%
Other Computing related program 20 | 20%
Role in Software Projects # %o
Software Developer (backend / frontend / fullstack) 34 | 34%
Systems Analyst 17 | 17%
Project Manager 14 | 14%
Software Engineer 12 | 12%
Data Scientist / Data Engineer 9 9%
Requirements Engineer 4 4%
Technical Leader / Architect 4 4%
DevOps / Infrastructure Engineer 3 3%
Other role in software projects 3 3%
Experience as Developer # %o
Less than 1 year 41 | 41%
1-5 years 26 | 26%
6-10 years 10 | 10%
11-15 years 6 6%
More than 15 years 17 | 17%
Knowledge of LGPD Principles # %o
Knows 63 | 63%
Knows a little 28 | 28%
Does not know 9 9%
Knowledge of AI Ethical Principles # %o
Knows 43 | 43%
Knows a little 35 | 35%
Does not know 22 | 22%

damental for Al systems to generate outputs that are inter-
pretable and justifiable.

The pair Transparency (LGPD) and Responsibil-
ity/Accountability (Al ethics) (Q14) likewise showed strong
agreement, with 74% selecting values 4 or 5. Responses

were: 1 (4%), 2 (3%), 3 (19%), 4 (34%), and 5 (40%). This
reflects the perception that transparent communication about
data processing aligns closely with accountability in Al de-
velopment and deployment.

The strongest alignment of all pairs occurred in Secu-



Bridging Data Protection and Al Ethics: A Two-Study Empirical Examination of LGPD Principles and Ethical Al in Brazil

rity (LGPD) and Privacy and Data Governance (Al ethics)
(Q15). In this case, 79% of participants selected high agree-
ment levels (4 or 5), with 21% choosing 4 and 58% choos-
ing 5. The full distribution was: 1 (2%), 2 (3%), 3 (16%),
4 (21%), and 5 (58%). This makes Q15 the pair with the
clearest consensus that LGPD and Al ethics strongly rein-
force each other regarding data protection and governance.

Similarly, Prevention (LGPD) and Robustness and
Safety (Al ethics) (Q16) showed high agreement, with 76%
selecting 4 or 5. Responses were: 1 (1%), 2 (5%), 3 (18%),
4 (31%), and 5 (45%). Participants appear to interpret pre-
ventive measures in data protection as a direct parallel to de-
signing Al systems that avoid failure and resist adversarial
conditions.

The pair Non-discrimination (LGPD) and Inclusion and
Diversity (Al ethics) (Q17) also demonstrated strong per-
ceived alignment, with 75% selecting 4 or 5. Distribution:
1 (3%), 2 (7%), 3 (15%), 4 (33%), and 5 (42%). This reflects
widespread awareness of the risk of algorithmic bias and the
importance of inclusive design.

Finally, Accountability (LGPD) and Accountability (Al
ethics) (Q18) yielded another strong alignment, with 81% se-
lecting 4 or 5. Responses were: 1 (1%), 2 (1%), 3 (17%), 4
(36%), and 5 (45%), as shown in Figure 4. This indicates
strong participant consensus that the accountability mecha-
nisms envisioned in LGPD are directly relevant to responsi-
ble Al development.

Taken together, the results of Q9—-Q18 demonstrate that
computing students and professionals perceive a substantial
conceptual convergence between LGPD principles and Al
ethical principles. High levels of agreement across all pairs
indicate that participants view LGPD not only as a data pro-
tection framework but also as a foundational element for eth-
ical Al governance. Moreover, the consistency of positive
evaluations suggests that participants recognize the comple-
mentary nature of regulatory and ethical approaches to re-
sponsible Al

RQ.3 Summary: Participants consistently per-
ceived strong alignment between LGPD principles
and Al ethical principles. Most respondents selected
high agreement levels (4 or 5), indicating that data
protection concepts such as purpose limitation, ade-
quacy, necessity, transparency, security, prevention,
non-discrimination, and accountability are viewed as
directly compatible with core Al ethics values. The
strongest alignment was observed in the pair Secu-
rity (LGPD) and Privacy and Data Governance (Al
ethics), where nearly four out of five participants
rated the correspondence as high or very high. Re-
sults suggest that participants understand LGPD as a
solid foundation for ethical Al governance.
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5.3 RQ4. How do participants evaluate
the sufficiency of LGPD principles for
guiding ethical Al, what ethical gaps
do they identify, and how do they
expect the law to evolve in response
to Al-related challenges?

To address RQ4, Study 2 included four groups of questions
assessing: (a) whether LGPD principles are perceived as suf-
ficient for guiding ethical Al development (Q19), (b) whether
Al ethical principles complement and extend LGPD (Q20),
(c) which LGPD principles participants consider most rele-
vant for ethical AI (Q21), and (d) which Al ethical principles
participants believe are not covered by the LGPD (Q22). We
also asked whether Al ethics should inform future revisions
of the LGPD (Q23).

Perceived sufficiency of LGPD principles (Q19). Re-
sponses were widely distributed, indicating no consensus on
whether LGPD alone is enough to guide ethical Al, as shown
in Figure 5. Only 41% selected 4 or 5 (agree/strongly agree),
while 59% selected 1-3. The distribution was: 1 (13%), 2
(28%), 3 (18%), 4 (26%), and 5 (15%). These results sug-
gest that although LGPD provides an important regulatory
foundation, participants recognize limitations when it comes
to addressing broader ethical challenges of Al systems.

Al ethical principles as extensions to LGPD (Q20). Partici-
pants strongly agreed that Al ethics complements the LGPD,
with 79% selecting 4 or 5 (Figure 5). Only 9% disagreed (1
or 2). This indicates that participants view Al ethics frame-
works as necessary additions to legal compliance, particu-
larly for principles related to fairness, robustness, and soci-
etal impact.

Most relevant LGPD principles for ethical AI (Q21). Par-
ticipants identified Security (63%), Transparency (48%), and
Data Quality (44%) as the most critical LGPD principles for
ethical Al development (Figure 6). Other principles such as
Non-discrimination (35%) and Accountability (36%) were
also frequently selected. These priorities reflect a strong
emphasis on technical safeguards and governance structures
components that participants perceive as important for trust-
worthy Al

Al ethical principles not covered by LGPD (Q22). Respon-
dents identified several ethical principles they believe remain
insufficiently addressed by the LGPD, as shown in Figure 7.
The most frequently selected were Non-maleficence (28%),
Inclusion and Diversity (26%), and Solidarity (26%), fol-
lowed by Autonomy (23%), Justice and Equity (21%), and
Prosperity (20%). Many of these belong to the socio-ethical
dimension of AI highlighting the gap between legal protec-
tion frameworks and broader human-centered ethical princi-
ples.

Should Al ethics inform future revisions of LGPD? (Q23).
Most participants (71%) answered “Yes,” while 25% re-
sponded “Maybe” and only 4% answered “No”, as shown in
Figure 8. These findings reinforce the perception that LGPD,
although foundational, may need future updates to address
emerging risks and ethical considerations introduced by Al
technologies.
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Purpose (LGPD) — Beneficence (Al ethics) (Q9)

Adequacy (LGPD) — Justice and equity (AI ethics) (Q10)

Necessity (LGPD) — Non-maleficence (Al ethics) (Q11)

Free access (LGPD) — Transparency (Al ethics) (Q12)

Data quality (LGPD) — Explainability (AI ethics) (Q13)

Transparency (LGPD) — Responsibility (Al ethics) (Q14)

Security (LGPD) — Privacy and data governance (Al ethics) (Q15)
Prevention (LGPD) — Robustness and safety (Al ethics) (Q16)
Non-discrimination (LGPD) — Inclusion and diversity (Al ethics) (Q17)
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Figure 4. Perceived alignment between LGPD principles and Al ethical principles (Q9-Q18).
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Figure 5. Perceptions of the sufficiency of LGPD principles and the complementary role of Al ethics (Q19-Q20).
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Figure 6. LGPD principles considered most relevant for ethical Al devel-
opment (Q21, n = 100).
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Figure 7. Al ethical principles perceived as not fully covered by LGPD
(Q22, n = 100).

Yes
Maybe
No

0 20 40 60 80
Percentage of respondents (%)

100

Figure 8. Perceptions on whether Al ethical principles should inform future
LGPD revisions (Q23, n = 100).

Participants’ open-ended responses to Q24 reveal a
clear pattern: although the LGPD is widely recognized as a
strong foundation for personal data protection, most respon-

dents believe it is not yet fully equipped to address the ethical
and sociotechnical challenges introduced by Artificial Intel-
ligence. The thematic analysis resulted in four major cate-
gories, as shown in Table 5, which together reflect broad con-
sensus on the need for regulatory evolution, whether through
updates to the LGPD itself or through complementary gov-
ernance mechanisms.

The dominant category, Need to update the LGPD due
to Al-related ethical challenges, aggregates the majority of
responses. Participants argue that the LGPD was created in
a technological context prior to the emergence of modern Al
techniques such as large-scale machine learning, generative
models, and autonomous decision-making systems. As a re-
sult, the law does not yet offer explicit guidance on issues
such as algorithmic transparency, fairness, automated profil-
ing, model accountability, and the use of personal data for
training Al models. Several respondents stressed that only
targeted updates in the law will ensure the protection of fun-
damental rights in the face of increasingly opaque and high-
impact Al systems. As R#38 participant stated:

“Yes, I believe the LGPD needs to be updated to keep pace
with advances in Artificial Intelligence. Today, Al influ-
ences important decisions, and we often do not even know
how these systems operate or handle our data. The current
law protects privacy well, but it still fails to address issues
such as algorithmic bias, transparency in automated deci-
sions, and corporate responsibility. Updating the LGPD
would ensure that technological progress does not over-
look fundamental rights and ethical principles.”

A second category reflects the view that instead of
modifying the LGPD itself, Brazil should develop a com-
plementary regulatory ecosystem, including sector specific
guidelines, governance frameworks, and a dedicated Al legal
framework (e.g., PL 2338/2023)!. These respondents note
that opening and revising the LGPD could create legislative
instability or yield overly rigid rules that might become ob-
solete quickly given the fast pace of Al evolution. R#12 par-
ticipant summarized this position as follows:

'https://www25.senado.leg.br/web/atividade/materias/
-/materia/157233
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“Instead of changing the LGPD now, which is slow and
politically complex, it is more strategic to complement it
with governance guidelines or a specific Al framework.
The LGPD should remain the central reference, but Al
needs additional rules for monitoring, auditing, and risk
mitigation.”

A smaller subset of respondents argued that the LGPD
is already sufficient and that Al systems must adapt to the
law, not the other way around. For these participants, the
LGPD’s technological neutrality and principle based struc-
ture already encompass the major risks associated with data
driven Al systems. Finally, a minority expressed uncertainty
or skepticism regarding the need for legal updates, whether
due to limited knowledge of the topic or concerns about the
government’s ability to regulate Al effectively.

These findings indicate that while participants support
the governance of Al, they differ on how this should occur
through modifications to the LGPD or through complemen-
tary regulatory instruments. Nevertheless, there is strong
agreement that Al introduces new ethical, social, and legal
risks that require more explicit mechanisms related to trans-
parency, explainability, fairness, and accountability.

RQ.4 Summary: Participants perceive the LGPD
as an important but insufficient foundation for guid-
ing ethical practices in Al. They believe Al ethics in-
troduces additional concerns such as fairness, trans-
parency, explainability, accountability, and human-
centered values that are not fully addressed by ex-
isting data protection principles. Respondents em-
phasized the need for stronger governance mecha-
nisms and clearer guidance for managing algorithmic
risks. While some argue for updating the LGPD, oth-
ers prefer complementary Al specific regulation to
avoid legislative rigidity. The findings reveal broad
expectations for more explicit, adaptive, and ethically
aligned regulation to accompany the evolution of Al
systems.

6 Comparative Analysis: Study 1
vs. Study 2

This section compares the main findings of Study 1 and
Study 2, highlighting how the two surveys complement each
other in terms of sample profile, perceived alignment be-
tween LGPD principles and Al ethics, and perceived suffi-
ciency and gaps in the current regulatory framework. To-
gether, the studies provide a richer picture of how computing
students and practitioners interpret the relationship between
data protection law and ethical principles for Al

Before discussing the comparative findings, it is im-
portant to emphasize that the alignment identified between
LGPD principles and Al ethical principles in this study re-
flects participants’ conceptual perceptions rather than em-
pirical evidence of operational integration or enforceability
in real-world systems. While perceptions influence profes-
sional attitudes and may shape future governance trajecto-
ries, they do not necessarily indicate that such alignment
is systematically implemented within software development
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practices or regulatory oversight mechanisms. Therefore, the
findings should be interpreted as exploratory evidence of in-
terpretative convergence within the computing community,
rather than as proof of effective regulatory harmonization.

6.1 Samples and Knowledge Profiles

Study 1 was conducted with a small, predominantly student
sample (n = 30), mainly from Computer Science and related
undergraduate programs. As reported in Section 4, partici-
pants showed limited prior knowledge of both LGPD and Al
ethical principles, with a sizable proportion declaring they
did not know these concepts or knew them only “a little”.
This first survey therefore reflects perceptions from individ-
uals at an early stage of their professional trajectory, still con-
solidating their understanding of data protection and ethics in
AL

Study 2 expanded the scope and scale of the investiga-
tion, reaching n = 100 respondents with a more heteroge-
neous profile, including both students and professionals oc-
cupying a variety of software project roles (e.g., developers,
analysts, project managers, data scientists), as summarized in
Table 4. Knowledge levels about LGPD and Al ethics were
markedly higher in this second sample: most respondents re-
ported knowing LGPD principles, and almost half indicated
familiarity with Al ethical principles. This contrast suggests
that Study 2 captures perceptions from a more mature audi-
ence in terms of exposure to privacy regulation and Al de-
bates.

The two samples allow a triangulated view: Study 1
foregrounds how LGPD and Al ethics are perceived by those
entering the field, whereas Study 2 reveals how these princi-
ples are interpreted by individuals already embedded in soft-
ware development practice.

6.2 Perceived Alignment Between LGPD
Principles and Al Ethics

Across both studies, respondents consistently perceived a
strong conceptual alignment between LGPD principles and
ethical principles for Al. In Study 1, participants sponta-
neously associated LGPD with core ethical dimensions such
as privacy, transparency, data minimization, security, and
accountability (Section 4). Open-ended comments empha-
sized, for instance, the need for transparency in both corpo-
rate data practices and Al systems, the importance of min-
imizing data collection, and the expectation that developers
should be accountable for Al-driven decisions.

Study 2 extended this initial insight through a more fine-
grained, principle-to-principle mapping (Q9-Q18), system-
atically pairing each LGPD principle with a corresponding
Al ethical principle. The results showed consistently high
agreement levels across all ten pairs, with most respondents
rating the alignment as high or very high (Section 5). Particu-
larly strong correspondence was observed for pairs involving
security and data governance, prevention and robustness, and
non-discrimination and inclusion/diversity.

While Study 1 provided an exploratory indication that
participants intuitively connect LGPD and Al ethics at a high
level, Study 2 confirmed and quantified this perception with
structured Likert items. Both studies converge on the idea
that LGPD is not perceived merely as a compliance instru-
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Category #

Examples of Terms

1. LGPD should be updated to | 62
address Al-specific ethical chal-
lenges

“new risks not covered”, “Al evolves faster than the law”, “training data and
automated decisions require clearer rules”, “lack of transparency and explain-
ability”, “bias and discrimination risks”, “need to strengthen accountability”,
“periodic updates are necessary”

CTIT)

ELIN

2. Complementing the LGPD | 21
with targeted AI regulation or
governance frameworks

“LGPD as a foundation but insufficient alone”, “Al Legal Framework
(Marco Legal daIA)”, “sectoral guidelines and best practices”, “flexible non-
legislative instruments”, “avoid rigid law changes that may become obsolete”

ELIT3

3. LGPD is already sufficient; | 9
Al should adapt to the existing

“LGPD is technologically neutral”, “the problem is enforcement, not legis-
lation”, “Al must comply with the LGPD, not the opposite”, “current issues
law already violate existing norms”

CEINTS

4. Skepticism, uncertainty, or | 8
criticism of regulatory capacity

CLINT3

“risk of poorly informed regulation”, “bureaucrats do not understand tech-
nology”, “prefer not to take a position”, “uncertainty about how Al should be
regulated”, “fear of ineffective or overly rigid laws”

ELINT3

Table 5. Qualitative categories derived from participants’ explanations on whether the LGPD should be updated to address Al ethical

challenges (Q24).

ment, but also as a meaningful reference for ethical expecta-
tions in Al development.

6.3 Challenges, Gaps, and the Role of
LGPD in Ethical Al Governance

The two studies also align in revealing that, despite strong
perceived overlap, LGPD is not seen as sufficient on its own
to address all ethical and sociotechnical challenges of Al

In Study 1, participants pointed to concrete difficulties
in operationalizing LGPD principles in Al contexts, partic-
ularly around explicit consent, data security, accountability,
and algorithmic explainability. Respondents highlighted the
tension between continuous learning processes in Al and
the need to obtain, track, and update consent; they also
questioned how responsibility should be assigned when au-
tonomous systems cause harm, and expressed concern about
the opacity of Al models.

Study 2 deepened this discussion in two ways. First,
the quantitative questions on the sufficiency of LGPD and
the complementary role of Al ethics (Q19—-Q20) showed that
respondents do not converge on the view that LGPD prin-
ciples alone are enough to guide ethical Al, while strongly
agreeing that Al ethical frameworks extend and complement
the law. Second, the questions on LGPD principles most
relevant for ethical Al (Q21) and Al ethical principles not
fully covered by LGPD (Q22) revealed an asymmetry be-
tween technical and socio-ethical dimensions: participants
emphasized security, transparency, and data quality on the
LGPD side, whereas the main perceived gaps involved non-
maleficence, inclusion and diversity, solidarity, autonomy,
and justice and equity.

The qualitative analysis of Q24 further clarified how re-
spondents envision the evolution of regulation. The dom-
inant view is that LGPD needs to be updated or comple-
mented to explicitly address Al-specific risks such as algo-
rithmic bias, opacity in automated decisions, profile based
inference, and the use of personal data in model training.
At the same time, a significant subset of participants advo-
cates for a complementary regulatory ecosystem (e.g., spe-
cific Al frameworks, sectoral guidelines, governance mech-
anisms) rather than frequent amendments to LGPD itself. A
smaller group considers the current law sufficient in princi-

ple, arguing that the main problem lies in enforcement and
compliance rather than in the legal text.

6.4 Synthesis of Cross-Study Insights

Combining the findings of Study 1 and Study 2 yields three
main cross-cutting insights. First, across different pro-
files and knowledge levels, participants converge in view-
ing LGPD as a meaningful foundation for ethical Al gover-
nance, especially regarding privacy, transparency, security,
and data minimization. Second, as participants’ experience
and familiarity with the topic increase, they tend to articulate
more clearly that LGPD, while necessary, does not fully cap-
ture the socio-ethical and human centered dimensions em-
phasized in Al ethics frameworks, such as fairness, inclu-
sion, solidarity, and autonomy. Third, both studies indicate
a strong expectation that future governance of Al in Brazil
should integrate legal protections (LGPD) with explicit eth-
ical principles and dedicated mechanisms for transparency,
explainability, and accountability in algorithmic decision-
making.

The comparative analysis suggests that LGPD is per-
ceived not as an endpoint, but as a starting point for building
a broader, principle based and risk sensitive ecosystem for
responsible Al in the Brazilian context.

From a software engineering perspective, the findings
suggest that regulatory frameworks such as the LGPD, while
conceptually aligned with several Al ethical principles, re-
quire explicit translation into development practices, re-
quirements elicitation processes, and governance mecha-
nisms. The perceived alignment identified in this study does
not automatically guarantee operational integration within
software projects. Therefore, structured approaches such
as ethics-by-design, requirements engineering guidelines,
traceability mechanisms, and compliance-aware develop-
ment processes may be necessary to bridge the gap between
normative principles and implementation practices.

From an educational standpoint, the results reinforce the
importance of integrating discussions on data protection reg-
ulation and Al ethics within computing curricula. As stu-
dents and early-career professionals demonstrate awareness
of conceptual alignment but uncertainty regarding regulatory
sufficiency, educational programs should emphasize not only
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ethical principles but also their translation into concrete soft-
ware engineering practices and regulatory contexts.

7 Limitations and Threats to
Validity

Following Wohlin’s recommendations for empirical studies
(Wohlin et al., 2012), we analyzed the threats to validity
across four dimensions: conclusion, internal, construct, and
external validity. Because this research is based on two
complementary surveys (Study 1 and Study 2), the threats
and corresponding mitigation strategies reflect the method-
ological evolution between both phases. Conclusion Valid-
ity: A primary threat concerns the differing sample sizes
across the two studies. Study 1 relied on a small sample
(n = 30), which limits the statistical stability and general-
izability of descriptive findings. However, Study 1 was in-
tentionally designed as an exploratory phase aimed at identi-
fying preliminary perception patterns and informing the re-
design and expansion implemented in Study 2. Study 2 ex-
panded to n = 100, enabling more robust interpretations but
still depending primarily on descriptive statistics. Further-
more, both studies rely on self-reported data, which may in-
troduce noise and random variation in responses. To mitigate
these risks, Study 2 was designed explicitly to strengthen sta-
tistical reliability by expanding the sample, diversifying par-
ticipant profiles, and replicating key constructs of Study 1.
Patterns observed consistently across both studies increase
confidence in the stability of findings. Additionally, Lik-
ert scale distributions were analyzed in full (rather than col-
lapsed categories), reducing data loss and supporting more
grounded conclusions.

Internal Validity: Selection bias is an inherent risk:
Study 1 sampled only undergraduate computing students,
while Study 2 although more diverse still primarily includes
individuals linked to Computing. Self-selection bias may
also occur, as participants who care more about privacy or
Al ethics may be more inclined to respond. In Study 2, re-
cruitment was conducted primarily through social networks
and professional contacts, which may further intensify self-
selection effects. Individuals more engaged with discussions
on Al, privacy, or governance may have been more likely to
encounter and respond to the survey. This recruitment strat-
egy may therefore overrepresent participants with prior inter-
est or awareness in ethical and regulatory issues, potentially
influencing alignment and sufficiency perceptions. To par-
tially mitigate this risk, we disseminated the survey across
diverse professional groups and networks, aiming to reach
participants with heterogeneous roles, experience levels, and
organizational backgrounds.

Another potential threat concerns respondent fatigue,
given the number of Likert items in Study 2 (especially Q9-
Q18), which may influence response consistency. Study 2
purposely broadened recruitment to professionals from dif-
ferent roles (developers, analysts, managers, data scientists),
reducing the student only bias of Study 1. The informed con-
sent form emphasized anonymity and the absence of evalu-
ative consequences, reducing social desirability bias. The
questionnaire was piloted and optimized to avoid redundancy
and excessive length. No incentives were offered, avoiding
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coercion and reducing systematic bias.

Construct Validity risks arise from participants’ het-
erogeneous levels of familiarity with LGPD and Al ethics,
especially in Study 1, where many reported low prior knowl-
edge. Misinterpretation of constructs (e.g., explainability,
non-maleficence, necessity) may also occur. Another threat
concerns mono-method bias, since both studies rely exclu-
sively on survey instruments rather than triangulating mea-
surement through interviews or observational data. To ad-
dress these threats, Study 2 incorporated clearer operational
definitions and phrasing, particularly in the paired items
(Q9-Q18), explicitly connecting LGPD principles to their
corresponding Al ethical concepts. The questionnaire was
refined through expert review to ensure conceptual clarity.
Moreover, open-ended questions (Q24) provided qualitative
depth, enabling triangulation of constructs by capturing par-
ticipants’ interpretations in their own words. This reduced
the risk of construct ambiguity and enhanced the semantic
validity of the findings.

External Validity: The generalizability of the results
remains limited. While Study 2 expanded significantly be-
yond Study 1, the sample still reflects a population predom-
inantly from Brazil and concentrated in Computing related
fields. Therefore, the findings may not generalize to profes-
sionals from non-technical domains, to other countries, or
to organizational settings with different regulatory cultures.
Study 2 broadened demographic categories, age ranges, pro-
fessional roles, and experience levels, mitigating the narrow
scope of Study 1. By comparing two independent samples
(students vs. mixed students and practitioners), the study par-
tially reduces context-specific effects. The research design
focuses on conceptual perceptions (alignment, sufficiency,
gaps), which are more stable across contexts than behavior-
based measures, increasing transferability. Nevertheless,
we acknowledge that future studies including cross-country
comparisons, interviews, or organizational case studies are
important to strengthen external validity.

8 Conclusion and Future Work

This research provided a two-phase empirical investigation
into how students and professionals in Computing perceive
the relationship between LGPD principles and Al ethical
principles, examining areas of alignment, practical chal-
lenges, perceived gaps, and expectations for regulatory evo-
lution in the context of Artificial Intelligence. The com-
bined results of Study 1 and Study 2 reveal a clear pattern:
although participants consistently recognize strong concep-
tual alignment between LGPD and AI ethics, particularly
regarding privacy, transparency, security, prevention, non-
discrimination, and accountability. This alignment does not
fully translate into perceived sufficiency for guiding ethical
Al in practice.

Across both studies, participants agreed that LGPD of-
fers a solid foundational framework for data protection and
can serve as an anchor for responsible Al governance. How-
ever, Study 2 shows that most respondents believe the LGPD
alone is not enough to address the socio-ethical, techni-
cal, and organizational risks introduced by modern Al sys-
tems, especially those involving automated decision-making,
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model opacity, and large scale data processing. Key gaps
identified include issues related to explainability, algorith-
mic fairness, bias mitigation, broader human-centered val-
ues (e.g., autonomy, inclusion, solidarity), and governance
structures capable of ensuring accountability throughout the
Al lifecycle.

Both studies highlighted practical challenges: ensur-
ing meaningful and dynamic consent in systems that con-
tinually evolve, safeguarding increasingly large and sensi-
tive datasets, defining responsibility for autonomous or semi-
autonomous decisions, and enabling auditing and oversight
of opaque Al models. The qualitative analysis of Study 2
reinforces these concerns, revealing strong expectations for
regulatory evolution either through targeted updates to the
LGPD or through complementary Al-specific frameworks
such as the proposed Brazilian AI Legal Framework (PL
2338/2023). Participants expressed a desire for more explicit
guidelines on transparency, algorithmic auditing, bias detec-
tion, model documentation, and human oversight.

The findings emphasize that the intersection between
data protection and Al ethics requires not only legal and gov-
ernance mechanisms but also technical solutions such as ex-
plainable AI (XAI), robust cybersecurity practices, and tools
that support continuous monitoring of algorithmic behavior.
Moreover, the results suggest the need for interdisciplinary
collaboration among legal practitioners, software engineers,
data scientists, and policy makers to operationalize ethical
principles in real-world Al use cases.

Building on these findings, several avenues for future
research emerge. First, expanding the sample to include le-
gal experts, regulatory authorities, public sector managers,
and professionals from non-technical fields would broaden
external validity and enrich the understanding of how Al gov-
ernance needs differ across sectors. Second, in-depth qual-
itative methods such as interviews, case studies, or ethno-
graphic approaches should be employed to explore how or-
ganizations implement (or struggle to implement) LGPD and
Al ethics principles in practice. Third, empirical evaluations
of real-world Al systems could provide evidence on the ef-
fectiveness of technical mechanisms for explainability, fair-
ness auditing, and consent management. Finally, future work
may focus on developing or validating governance frame-
works, toolkits, and maturity models that support the inte-
gration of data protection principles with human-centered Al
ethics, thereby contributing to a more comprehensive and ac-
tionable approach to responsible Al in Brazil.

Overall, this research offers empirical insight into how
LGPD and Al ethics intersect from the perspective of those
who develop, deploy, and study digital systems. The re-
sults reinforce the need for adaptive, transparent, and multi-
layered regulatory and technical mechanisms to ensure that
Al technologies evolve in a manner that is aligned with both
legal obligations and societal expectations.
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