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Abstract This study thoroughly analyzes the cybersecurity status of Small Office/Home Office (SOHO) Wi-Fi
routers. These routers are crucial but frequently overlooked elements in network infrastructure, particularly in light
of the impact of the COVID-19 pandemic on network security. The pandemic has led to shifts in network usage pat-
terns, blurring traditional security perimeters and extending them into private residences, creating additional points
of vulnerability in urban environments. Our nationwide research evaluated an extensive dataset of router brands
and models currently used at scale. We measured the prevalence of known vulnerabilities, assessed the currency
of userspace and kernel software versions, and compared the security robustness of proprietary firmware against
open-source alternatives. Our findings reveal a concerning landscape of widespread vulnerabilities and outdated
software components, posing latent risks to end-users. The results indicate a predominance of Linux on MIPS and
ARM architectures, with an average delay of 5 to 10 years between the release of the kernel and the implementation
of the most recent firmware versions. As a result, we observed an average of 1344 and 72 vulnerabilities in the
kernel and applications. One significant discovery from our research is that replacing the manufacturer’s original
firmware with open-source alternatives, such as DD-WRT, OpenWrt, and Tomato, can substantially enhance the
security of the software stack. This enhancement results in improvements of up to 97% in the case of binaries and
98.42% in the kernel. Our research helps increase cybersecurity awareness by pinpointing critical home network
environment weaknesses and alerting the need for more rigorous security practices in producing and maintaining
SOHO routers. This investigation also allowed the report of a new remote code execution vulnerability (disclosed

in CVE-2022-46552).
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1 Introduction

In recent years, remote work has become a trend, and it is
unlikely that the world will revert to a purely in-person task
execution model within organizations [WEFORUM, 2022].
The COVID-19 pandemic has accelerated the transition to
remote work environments and distance education, highlight-
ing the importance of understanding and mitigating emerging
vulnerabilities in smart cities [Alfonso et al., 2021].

The ease of forming geographically distributed teams has
expanded as connectivity services and the ubiquity of Wi-Fi
routers [Romana et al., 2020] have made distance a surmount-
able obstacle. These routers enable connections between In-
ternet of Things (IoT) devices and the access network with In-
ternet service providers. However, organizations relaxed se-
curity policies and mechanisms previously based on network
assets located within the physical perimeter due to the hetero-
geneity of remotely located devices. This sudden and mas-
sive shift has imposed unprecedented demands on network
infrastructures, resulting in relaxed security practices at the
edges of networks, which were already vulnerable. Hence,
expanding the security perimeter to include many home of-
fice devices, often with inadequate default settings and irreg-

ular security updates, has broadened attack surfaces and in-
creased the risk of security compromises.

A Palo Alto report on IoT device vulnerabilities released
in 2020 [Networks, 2020] indicates that over 50% of devices
used worldwide are vulnerable to medium to high severity
attacks. With an 18% increase in Internet of Things (IoT)
device connections in 2022, reaching 14.3 billion devices,
and the forecast to hit 16.7 billion in 2023 [IoT Analytics,
2023], the security of these systems remains a constant con-
cern. Therefore, a quantitative study for measuring the cur-
rent customer-of-the-shelf products helps increase the situa-
tion awareness that common civilians experience in their ev-
eryday lives. In particular, the cybersecurity level in the ur-
ban context is pertinent, especially when considering smart
homes and IoT devices to assist in daily tasks.

Organizations grapple with complex challenges as IoT de-
vices proliferate, including managing a diverse array of de-
vices without standards and levels. Ensuring ongoing mon-
itoring for threats is challenging due to inadequate security
features and unencrypted data, navigating poorly designed
networks, and striving to meet diverse regulations. More-
over, these issues have roots in insufficient computing re-
sources capable of running comprehensive protection solu-
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tions and unqualified users’ limited understanding of IoT
risks; thus, implementing advanced IoT security measures
is critical for the current digital transformation.

Therefore, considering the spread of devices globally, in-
cidents of this nature represent potential economic, geopo-
litical, and social risks. Detecting vulnerabilities in routers
relies on techniques for automatically identifying flaws in the
firmware of devices [Feng et al., 2022; Redini et al., 2020;
Zheng et al., 2019], analyzing their systems, binaries, and
kernel, and employing methodologies such as static analysis,
dynamic analysis, symbolic execution, and emulation. An-
alyzing vulnerabilities is crucial to quantifying risks in the
digital ecosystem.

However, only a few studies attempt to measure the threats
within the embedded systems of these devices, often restrict-
ing themselves to proprietary tools, [ACI, 2018], or solely fo-
cusing on kernel analysis, [Helmke and Dorp, 2022]. In our
work, we expand on this approach by developing a system-
atic, educational method that utilizes open-source and free
tools. This approach encompasses the analysis of binaries,
kernels, and source code, providing a comprehensive under-
standing of the security landscape.

In order to provide a comprehensive landscape and support
new research, this paper examines the range of Wi-Fi routers
within the small office/home office category available in the
Brazilian market. It delves into the most accessible devices,
discussing various models and manufacturers. The initial
phase entailed gathering the latest firmware version for each
model, while also identifying the operating systems and ser-
vice binaries, including those responsible for managing the
web interface of the devices. Following this, our study pro-
ceeds with a static analysis of routers to map existing vul-
nerabilities and indicators of compromise that could lead to
the discovery of vulnerabilities. Utilizing a source code an-
alyzer allowed us to pinpoint numerous code flaws, particu-
larly in web pages. These instances propelled us into the sec-
ond phase of our research, which involved developing a dy-
namic approach to automatically validate such occurrences
at scale through emulation, thereby providing a comprehen-
sive approach to assessing router security.

The core contribution of this work consists of

1. A National Scope: Our study is based on an extensive,
nationwide dataset of SOHO Wi-Fi routers, providing
a comprehensive overview of the current state of router
security.

2. COVID-19 Context: We contextualize our findings
against the backdrop of the pandemic, which has seen
a seismic shift in network perimeter definitions, with a
novel focus on urban computing environments.

3. Comparative Analysis: By comparing proprietary and
open-source firmware, our research offers actionable in-
sights into the security benefits of open-source solutions
in urban computing infrastructures.

4. Implications for Policy and Practice: Our findings un-
derscore the need for policy changes and best practices
in producing and maintaining SOHO routers, with im-
plications for urban computing stakeholders and end-
users.

5. Innovative Methodology: We devised a scalable
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methodology for large-scale cybersecurity assessments,
combining automated scanning with manual analysis
to gauge router vulnerabilities accurately, allowing us
to report a new vulnerability reported in CVE-2022-
46552.

We organized the remaining text as follows: Section 2 dis-
cusses related works. Section 3 presents the Methodology
used in this research. Next, Section 4 provides a descrip-
tive analysis of the firmware images under study, and in Sec-
tion 5, the static analysis results are discussed. Section 6 pro-
poses an approach for automatic validation of vulnerabilities
in source code. Section 7 presents some considerations and
recommendations given the results found, and finally, Sec-
tion 8 concludes the work.

2 Related works

The digital transformation brought about by IoT carries in-
herent challenges, primarily in the domains of Privacy and
Security. According to Wright et al. [2021], research on
vulnerabilities in IoT devices has increased through signifi-
cant investments to find flaws, especially in wireless routers.
Thus, researchers are using vulnerability analysis to enhance
the security of these devices. However, they face challenges
such as the complexity of cyber threats and the lack of strict
security standards. Hence, it becomes crucial to assess the
current state of the technologies that make up this ecosystem,
including identifying existing vulnerabilities.

The study conducted by Fiorenza et al. [2020] analyzes
the use of HTTPS and vulnerabilities found in the implemen-
tations of Brazilian websites. Additionally, the case study
by Ponce et al. [2022] serves as an example, using OSINT
techniques (open-source Intelligence: techniques that collect
and analyze the information available from public sources) to
enumerate vulnerabilities in Brazilian Internet devices. This
approach offers awareness to bolster security for systems af-
fecting a large segment of society.

In a security context, SOHO routers, the most commonly
used gateways to connect [oT devices, are highly relevant for
vulnerability analysis and the associated risks. This motiva-
tion led to the proposal by Helmke and Dorp [2022], which
used static analysis of firmware to gain analytical insight into
the security of routers sold in the European market, albeit em-
phasizing the kernel and without revealing the manufacturers
analyzed. Taking a similar approach, ACI [2018] provided
an analysis focused on equipment in the North American mar-
ket. Although the study used proprietary tools and an opaque
methodology, it offered valuable insights applicable to the
Brazilian context.

The work by Qin et al. [2023] introduced the UCRF, which
mutually performs static analysis on the binary of the web in-
terface’s back-end of routers and subsequently executes a dy-
namic fuzzer to discover vulnerabilities. However, the pro-
posal is limited to analyzing ten physical routers, resulting in
low scalability. Possessing physical devices for vulnerability
analysis can incur a prohibitive cost, especially when it in-
volves a comprehensive repository of devices. Firmware em-
ulation is invaluable for researchers to mitigate the reliance
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Table 1. Related Works

Analysis Web-Fuzzing Models o

Frameworks Static  Web Sourcz Code Dynamic | Zero-day . 1-day Scalability
Firmadyne (2016) X X X X
Costin (2016) X X X X X
ACI (2018) X X
Firm-AFL (2019) X X X
FirmAE (2020) X X X X
Toso (2021) X X

UCFR (2022) X X X

Helmke and Dorp (2022) X X
ALEmu (2023) X X
Our Work X X X X X X

on physical hardware and improve the efficiency of vulnera-
bility analysis.

In the emulation domain, pioneering frameworks like
Firmadyne by Chen et al. [2016], FirmAE by Kim et al.
[2020], and ALEmu by He et al. [2023] lead the way in inno-
vation. These frameworks leverage the re-hosting technique
to run firmware in an emulated environment. However, al-
though the application of this technique in studies such as
those by Toso and Pereira [2021] and Zhang ef al. [2021],
vulnerability verification has been absent against known vul-
nerabilities and an analysis of the web-based source code
used for the device [Costin et al., 2016].

Table 1 provides a detailed comparison of related works
in the context of web-fuzzing models, along with their anal-
ysis capabilities and scalability. The table highlights the di-
verse approaches taken by frameworks over the years, such
as static analysis, web source code analysis, and dynamic
analysis, in addition to their effectiveness in detecting zero-
day and 1-day vulnerabilities. The intersection of this infor-
mation underscores the importance of methods that integrate
both static and dynamic analyses, as well as the detection
of both zero-day and 1-day vulnerabilities while ensuring
scalability. Furthermore, our research encompasses all these
features, establishing itself as a comprehensive work that ad-
vances the integration approach and can potentially enhance
vulnerability detection in router web systems.

3 Static Analysis Methodology

This section details the process applied for conducting the
static analysis. Figure 1 represents the steps of the Methodol-
ogy: (1) obtaining firmware images from manufacturer web-
sites; (2) extracting the kernel and file system content; (3)
creating a repository on GitHub; (4) automated code analy-
sis; (5) static analysis with an emphasis on identifying ker-
nel and binary versions, as well as checking for passwords
and private keys; and finally, (6) searching for known vul-
nerabilities through the public Common Vulnerabilities and
Exposures (CVE) database.

The scope of this work was SOHO Wi-Fi routers; how-
ever, due to the impossibility of accurately identifying the
models in use in homes and establishments, as well as the
unavailability of firmware from devices provided by internet
service providers, we adopt the same strategy used by ACI

[2018] and Helmke and Dorp [2022], which relies on models
available for purchase in the market. Initially, we used the
criterion of Market Share to identify the models considered
in the selection of this work, considering the equipment avail-
able for sale in the most relevant e-commerce platforms in
the country and, therefore, accessible to users. As a source
of research, the major electronics e-commerce platforms in
Brazil were considered (Figure 2), based on Market Share
indicators considering sales revenue, as published by Con-
version [2022]. Figure 3 shows the market share of manufac-
turers in the national market, with a total of 19 brands, where
TP-Link, D-Link, and Intelbras hold more than 50% of the
models available for sale in the main e-commerces.

3.1 Evidence Collection

The identification of available SOHO Wi-Fi routers in the
market was performed with the assistance of web crawlers us-
ing the Python library Scrapy, which is responsible for col-
lecting data such as model name, manufacturer, sales statis-
tics, ratings, and prices. The data collection for this study
was carried out in August and October of 2022, resulting in
158 router models available on market.

Subsequently, the firmware image acquisition could be
done through physical extraction of the device; however, this
procedure requires hardware access, which would compro-
mise the research scale and make the proposed study un-
feasible. For this reason, searching for digital sources to
acquire this resource becomes the best strategy for this re-
search. Thus, the firmware images were downloaded exclu-
sively from the official manufacturer websites, avoiding ac-
quiring any images modified by third parties that could con-
tain artifacts or configurations different from those originally
found on the equipment. In this process, only the most recent
firmware versions for each model were considered, enabling
analysis in the safest environment provided by the manufac-
turers.

3.2 Content extraction

After creating the local database, the images were unpacked,
and the kernel and file system content were extracted. The
file system contains the necessary files for conducting static
analysis, such as binaries, configuration files, scripts, and
files related to web pages responsible for managing the de-
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Figure 1. Static methodology for firmware analysis

vices. It is worth noting that the success of this step depends
on the firmware construction project since some manufactur-
ers use their formats for producing images. In contrast, in
other cases, compression algorithms with obfuscated or en-
crypted variations are used.

In this research, the FirmAE framework’s extractor, which
is based on Binwalk, is capable of identifying and extract-
ing files from systems. Binwalk employs the technique of
pattern matching in file headers to remove them from the
firmware image. During the extraction process, updates were
made to the internal packages of the docker image used by
the FirmAE extractor, resulting in a 17% improvement in the
success rate of file extraction.

3.3 Static Analysis

This work proposes the mapping of known vulnerabilities
identified by their CVE IDs. Queries were conducted
through an API ! provided by the National Vulnerability
Database (NVD), which is synchronized with MITRE, the
organization responsible for overseeing the CVE program.
The Common Vulnerability Scoring System (CVSS), linked
to CVE, is a system capable of measuring the severity of a
vulnerability according to its criticality.

Since this work primarily focused on static analysis with-
out full firmware emulation, detecting the binary version
was processed by running the file in user emulation mode
- QEMU User Space Emulation. Parameters were inserted to
extract the binary version and check for CVEs.

Regarding the kernel, assigning CVEs based solely on the
version is insufficient for accurately mapping the vulnera-
bilities associated with the analyzed devices. Heterogeneity
in kernels, architecture-specific or driver-specific flaws, and
patches applied directly by manufacturers are some of the
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challenges of this task. Additionally, there are inherent fac-
tors in the CVE repository that lead to various instances of
false positives. Situations exist, for example, where a CVE
was registered without specifying the vulnerable kernel ver-
sion. Another recurrent case relates to flaws reported without
considering the temporal difference between kernel versions.
For instance, direct queries may view version 4.18 from Au-
gust 12, 2018, posterior to kernel version 4.4.241, which is
from October 29, 2020, leading to a mistaken attribution of
a flaw to a more recent version.

The enumeration of vulnerabilities for the kernel remains
an open problem, and some studies propose techniques to
obtain more reliable results. Two promising approaches pre-
sented by Helmke and Dorp [2022] are file-based matching
and commit-based matching. The first considers identifying
the files affected by the flaw and checking for their pres-
ence in the analyzed kernel. The second evaluates the cor-
rection patches in each kernel release, an initiative of the
Linux Kernel CVEs project. However, both perspectives still
have limitations. This research, on the other hand, focused
on three false positive mitigation techniques that consider:
(i) the CVE date about the kernel release; (ii) flaws associ-
ated with specific architectures; and (iii) discarding results
in which the flaw affects third-party software rather than the
kernel specifically. Therefore, the Methodology’s proposal
presents uniform estimates for all samples.
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3.4 Automatic code analysis

Routers, in general, provide a web interface for configuring
and managing their embedded systems. Analyzing the code
of these web pages can reveal vulnerabilities that become es-
sential entry points for malicious actors. Therefore, to im-
prove the efficiency of vulnerability scanning in the collected
firmware, an approach that utilizes pattern matching to detect
potentially vulnerable functions in the code files, primarily
web pages, present in the extracted file systems from the ob-
tained images was employed.

This paper used the free version of Semgrep?> among the
available analyzers because it integrates easily with GitHub
and offers straightforward reproducibility. It’s a lightweight,
open-source static analysis tool focused on security analysis.
Semgrep defines a set of rules or patterns that developers can
use to scan their codebase for potential security vulnerabil-
ities, code quality problems, or coding standard violations,
for example. These rules are written in a simple, human-
readable syntax. One of the critical advantages of Semgrep
is its flexibility and extensibility. Developers can create cus-
tom rules tailored to their specific codebase and security re-
quirements. Semgrep employs signatures to find potential
flaws. According to Kluban et al. [2022], the main advantage
of using these rules lies in transparency and adaptability, en-
abling Semgrep to achieve a 98% match rate for vulnerable
functions in the dataset in their study on JavaScript function
measurement.

4 Firmware Descriptive Analysis

The descriptive analysis aims to offer an overview of the pre-
processing results of the data acquired for the study. It aims
to provide a comprehensive understanding of the dataset used
in the research by quantifying and characterizing the binaries,
kernels, and configurations identified in the samples.

4.1 Official firmware images

A total of 133 firmware images were collected from 13 man-
ufacturers in various formats, including raw or compressed
formats (e.g., .gz, .rar, and .zip), resulting in a total data size
of 1.4 GB.

However, some manufacturers do not make their firmware
available for download. In general, such companies adopt
an Over-the-air (OTA) update policy, a remote distribution
method directly from the developer, either automatically or
with user intervention through an application or device man-
agement interface.

Due to some protective measures implemented by devel-
opers, it was possible to extract information from 80 samples,
achieving a success rate of 60.15%. This success rate covers
11 out of the 13 manufacturers. Among the analyzed mod-
els, the MIPS architecture predominates in 83.75% of cases,
while ARM represents the remaining 16.25

All processed images use Linux as the embedded oper-
ating system, with eight kernel versions. Figure 4a shows
the oldest kernel version found is 2.4.20 from 2002, used by

Zhttps://github.com/returntocorp/semgrep
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the Linksys WRT54G model, while the most recent is 5.6.3
from 2020, present in Mikrotik models. Versions 2.6.x and
3.10.x, which reached the end of support in 2016 and 2017,
respectively, represent 71% of the kernel samples present in
firmware images.

In contrast to the kernel release date, the firmware’s re-
lease date (comprising the kernel and all software included
in the distribution) shows that the oldest version dates back to
2010, while in the year of this study, 2022, 27 versions were
released. Of the processed images, 61.3% were made avail-
able between 2020 and 2022. On the other hand, the analy-
sis of the kernel version timeline reveals that the most recent
ones are from 2020. The year 2009 is most represented in the
dataset due to kernel version 2.6.31 in 21 models. There are
also firmware images that use kernels from 2002 and 2006,
for example.

Figure 4b overviews the manufacturer’s profile, indicating
the time difference between the firmware release and the ker-
nel version used. In some images, this difference spans up to
12 years, while in 48 firmware images, at least six years were
observed between their release and the kernel version found.
While Mikrotik shows an average of 2 years, there are seven
other manufacturers with an average exceeding five years,
highlighting the obsolescence of the kernel used in their em-
bedded systems. The average time difference across all sam-
ples was 2,556 days between the firmware release and the
adopted kernel.

This work also identified security issues with the
/etc/passwd and /etc/shadow files, which are responsi-
ble for storing user account credentials in Unix-based sys-
tems. In a post-exploitation scenario, attackers often use
these files to search for passwords for use in new remote
accesses. Throughout the analysis, 14 distinct user hashes,
including admin, root, user, and support, were col-
lected from 36 firmware images of 4 manufacturers. All
these hashes use md5 as the encryption algorithm, and the
most common passwords found were 1234, admin, and
sohoadmin.

In general, routers support HTTPS for accessing web ad-
ministration pages, and this functionality is implemented us-
ing the SSL/TLS protocol. However, some manufacturers
pre-generate private keys in the device firmware. As a re-
sult, for an attacker to intercept this communication, they
only need to obtain the firmware image and extract the pri-
vate key, carrying out the well-known ”man-in-the-middle”
attack. In 15 samples, 88 private keys were found, corre-
sponding to models from 6 manufacturers.

4.2 Open-Source firmware images

The use of open-source code firmware emerges as an alterna-
tive to official versions, giving users greater control over the
features available on their devices and the possibility of con-
figuring them more suitably for their use cases. Among the
most popular options are DD-WRT, OpenWRT, and Tomato.
DD-WRT is a project focused on firmware stability and se-
curity for various routers. On the other hand, OpenWRT is
an older project and the only one on the list with exclusively
non-free binaries. As a result of this strategy, several routers
lack full support due to the requirement of non-free drivers
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(a) Kernel versions

4.44%

(a) Kernel versions

for their operation. Tomato offers a more straightforward
version and a more modern and user-friendly interface. Still,
it has a smaller development community and a limited list
of supported models, as it is only compatible with devices
featuring Broadcom chipsets.

To compare the results obtained with official firmware, the
router models supported by open-source projects were iden-
tified. Firmware was obtained for two models compatible
with Tomato, 14 with DD-WRT and 30 with OpenWrt, cov-
ering 1, 3, and 7 manufacturers, respectively. The models
E900 and WRT54G, both from Linksys, were the only ones
supported by all three projects. Following the same Method-
ology applied to official versions, the most recent version
of each project was considered. The collected samples to-
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which used kernel 4.14.275 with a release date of 48 days
ago, while in OpenWrt 21.02.0, kernel 5.4.143 had been re-
leased just nine days ago. DD-WRT produced results rang-
ing from 5 days to a 7-year difference, while Tomato used

kernel versions released between 6 and 9 years from the date

formation security practices.

taled 297 MB, with images ranging from 1.7 to 16.5 MB.

Regarding architecture, there was only one ARM model, the

TP-Link Archer C8.

The images of open-source firmware exhibited versions of
the kernel from 9 distinct releases, with a significant empha-
sis on 3.18.x and 5.10.x, accounting for 60% of the repos-
itory, as depicted in Figure 5a. The oldest among them is
2.4.37.9, released on 01/02/2010, found in the firmware of
the WRT54G model, while the most recent is 5.10.146, iden-
tified in models with version 22.02.3 of OpenWrt, available
on 28/09/2022. Among the collected samples, 93% were re-
leased between 2020 and 2022.

An analysis of how up-to-date the kernel is concerning
the firmware release date revealed that OpenWrt displayed
a more consistent profile among the three projects.
most significant difference was observed in version 19.07.10,

5 Static Analysis Results

known patterns.

The

of firmware compilation. When looking at the support pro-
vided by Tomato for current versions, this is only the profile
of 2 models. However, the average time difference between
firmware release and the kernel used, considering all samples
from the three projects, stood at 411 days, as shown in Figure
5b, which is over six times shorter than the average for offi-
cial firmware. Unlike official software, hashes of passwords
and private keys were irrecoverable, aligning with good in-

The static analysis process produced results in three cate-
gories: binaries, kernel, and source code. The version identi-
fication of binaries and the kernel aimed to enumerate known
vulnerabilities through CVEs. The source code analysis, pri-
marily focused on web page content, was conducted using
the Semgrep tool, which identified potential security vulner-
abilities by comparing all discovered source code against

5.1 Static Analysis in Official Firmware

The automated process of collecting versions and searching
for CVEs was applied to 5894 binaries, of which 84 were
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vulnerable, totaling 1474 known vulnerabilities. Of those
compromised, 88.1% were released over four years ago. No-
tably, OpenSSL 0.9.8, made available on 05/07/2005, cur-
rently has 96 vulnerabilities, according to the NVD database.
It was found in the firmware V1.06B1 of the D-Link DIR-
859 model and the firmware v201214 of the TP-Link Archer
C20 V5 model.

Figure 6. Average binary vulnerabilities by vendor in official firmware

The most common vulnerable binaries were Busybox,
Dnsmasq, Iptables, OpenSSL, and OpenVPN. Busybox is a
program that combines simplified versions of Unix utilities,
commonly used in embedded systems, to provide interactiv-
ity and other features. Dnsmasq implements essential ser-
vices such as DHCP, DNS, and TFTP. Iptables serves
as a configuration interface for packet filtering rules in the
Linux kernel. OpenSSL and OpenVPN provide SSL/TLS im-
plementation and VPN service, respectively. Figure 6 shows
the average number of vulnerabilities in binaries grouped by
vendors.

The top sections of Figures 6,7, 8, and 9 present box plots
constructed with the values of the average vulnerability dis-
tributions grouped by manufacturer. In absolute numbers,
12 models had at least ten critical vulnerabilities, all from
TP-Link. Regarding average per device, Asus had seven cru-
cial vulnerabilities, followed by TP-Link with 6 of higher
severity. In the groups of vulnerabilities classified as High
and Medium severity, Xiaomi had an average of 27, and TP-
Link had 44 vulnerabilities, respectively. TP-Link topped
the list with 9 out of the ten most vulnerable models, includ-
ing TL-WR941HP, Archer C60 V3, Archer C1200, Archer
C8, Deco M5, Deco M4, Deco M9 Plus, Deco E4, Archer
C7, and, lastly, D-Link DIR-846.
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Figure 7. Average kernel vulnerabilities by vendor in official firmware

The update frequency is ineffective due to outdated
firmware binaries. For example, TP-Link’s Archer C7 V5
has the newest firmware from 08/11/2022. Still, it utilizes
old versions of essential binaries like proftpd from 2011,
busybox and kernel 3.3.8 from 2012, and openssl from

Freitas et al, 2024

2015, leading to security risks. Thus, flaws like Heartbleed,
Poodle, and Freak Attack were found in multiple models.

The analysis of kernel versions revealed the same pattern
seen in binaries, where the firmware is released with old
and even discontinued versions of the core of the system.
The shortest interval observed was two years in the Ubiquiti
UniFi UAP model and the Mikrotik models. However, there
are cases, such as the TP-Link EAP110 and EAP115 models,
with a 12-year difference. We observed an average of 1344
kernel CVEs per analyzed model. Figure 7 provides an es-
timate of the average vulnerabilities in the models of each
manufacturer.

5.2 Static analysis in Open-source Firmware

Out of 2168 binaries analyzed across 46 images, 15 con-
tained known vulnerabilities. These were associated with
versions of busybox, dnsmasq, iptables,andopenvpn,
accounting for 142 vulnerabilities. The most affected was
dnsmasq 2.55 in OpenWrt version 10.03.1, compatible
with the Linksys WRT54G, which had 22 CVEs, including
three critical ones. However, this does not represent the typ-
ical binary profile in the project, which usually comprises
updated versions. For instance, the latest version, 22.03.1,
had only one vulnerable binary, busybox 1.35.0, and this
version had not yet been patched.
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Figure 8. Average binary vulnerabilities in open-source firmware

Open-source firmware outperforms official firmware in
security, showing a lower vulnerability average: 97% less
for Xiaomi, 96.8% for Asus, 81.5% for Ubiquiti, 66.6% for
TP-Link, and 55% for Linksys, particularly in older models,
hence limiting the attack surface.

Figure 8 illustrates the average number of vulnerabilities
found in binaries from three open-source projects by the man-
ufacturer. While outdated models contribute to higher in-
dices, the results indicate fewer vulnerabilities than in of-
ficial firmware versions. Critical vulnerabilities related ex-
plicitly to heap or buffer overflow issues potentially leading
to remote command execution were found only in Linksys,
TP-Link, and Ubiquiti models.

Updating to the latest kernel versions significantly en-
hances security, substantially reducing vulnerabilities across
various models. Specifically, Asus showed in Figure 9
98.42% decrease, D-Link 98.22%, Xiaomi 98.05%, TP-Link
96.23%, Ubiquiti 75.45%, Mikrotik 68.5%, and Linksys
46.5%. This trend is consistent with the binary analysis, in-
dicating that newer kernel versions offer a more secure envi-
ronment.
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Figure 9. Average kernel vulnerabilities in open-source firmware

5.3 Semgrep Tool Report

The tool reported 3921 and 917 possible flaws in analyzing
official and open-source firmware images that need valida-
tion. These flaws are categorized according to the Common
Weakness Enumeration (CWE), a list developed by MITRE
to enumerate common types of vulnerabilities.

Table 2. Top 25 MITRE CWEs found in official firmware images.
criticality refers to the Likelihood of exploitation.

Official  Criticality # Top 25  Open-source Criticality #  Top 25
CWE-79 HIGH 1621 2 CWE-79 HIGH 411 2
CWE-20 HIGH 545 4 CWE-20 HIGH 227 4
CWE-22 HIGH 64 8 CWE-798 unknown 108 15
CWE-798  unknown 168 15

CWE-94 MEDIUM 20 25

In this context, Table 2 presents the CWEs in the Top 25
MITRE that were results found in the analysis. The most
frequent one was CWE-79, related to Cross-site Scripting,
ranking second on the MITRE Ranking, accounting for about
41.3% of the findings identified by Semgrep. Regarding
open-source firmware, the same CWE-79 also leads with
more findings, representing around 44.8%. CWEs have a
scoring system that uses the criticality of a vulnerability in its
calculation to identify the probability of successful exploita-
tion by an attacker. Thus, this work used the probability of
CWE exploitation to classify the risks associated with the
firmware in the database.
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Figure 10. Average CWE in official firmware images

Figure 10 presents the average Criticality of CWEs de-
tected by Semgrep across manufacturers, with Asus showing
higher criticality in official firmware. The boxplots within
Figure 10 illustrate the potential exploitability of CWEs per
manufacturer, suggesting that open-source firmware typi-
cally exhibits fewer signs of exploitability than official ver-
sions. Figure 11 reflects a consistent criticality across open-
source firmware, typically indicating lower exploitability—
except for Ubiquiti, where vulnerabilities rise from 8 in offi-
cial to 19 in open-source.
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6 Vulnerability Validation Proposal

As mentioned in Section 3.4, we used the Semgrep tool to
analyze the source code found in the content extracted from
firmware images. Semgrep uses patterns to scan the code for
potential security vulnerabilities reported as findings. How-
ever, these findings are only evidence and require validation
to confirm the vulnerability. This entails simulating or exe-
cuting the code routine associated with the suspicious code
snippet to determine if the flaw is exploitable. As a result,
we developed a second phase of our research, a dynamic ap-
proach now, which includes a method to test and confirm
which of these findings truly represent vulnerabilities.

6.1 Methodology for vulnerability validation
at scale

Figure 12 displays the Methodology proposed by this re-
search, which is based on the emulation and vulnerability
analysis, at scale, of firmware images present in a database
through the re-hosting technique. The FirmAE framework
uses heuristics to check which images can be emulated. Sub-
sequently, the functions of FirmAE are applied to extract the
file system from the available images, benefiting from the
best practices implemented by Freitas ef al. [2023].

The extraction result is sent to a repository on GitHub.
Later, this content will be analyzed by the Semgrep tool to in-
dicate potential vulnerabilities that require validation. These
results include information such as the location of the vulner-
ability in a particular file, the severity, and the details of the
rules corresponding to the detection. After a manual analy-
sis of these findings, Nuclei tool templates are prepared to
validate possible flaws across the entire database, providing
a comprehensive and accurate analysis of the vulnerabilities.

To efficiently evaluate numerous firmware images, the
emulation is parallelized using containers with the Docker
tool. Each image is emulated independently in a container,
which internally contains the packages and dependencies
used for emulation. This ensures reliable emulation even
in situations with multiple network interfaces. Finally, with
the firmware successfully emulated and the web interface
accessible, Nuclei executes the templates available in the
database, using HTTP requests to perform the vulnerability
verification and generate a final report.

6.2 Templates creation

Nuclei utilizes YAML-type templates, which define how
HTTP requests will be sent and processed. Code 0 displays
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Figure 12. Methodology for dynamic analysis

an example of a YAML template used in Nuclei; it is notice-
able that, besides being a simple format for human reading,
it allows the identification of how the execution process will
be. The main benefits leveraged by this proposal are flex-
ibility and customization, allowing for a clear and concise
definition of tests and parameters. This allows for detecting
many attack types, like command injection, cross-site script-
ing, and data leaks.

The developers of Nuclei provide various templates for
different categories in their repository’. However, wireless
routers have web management pages with characteristics in-
herent to their equipment, requiring that the templates be spe-
cific to optimize the fuzzing results.

id:CVE-2022-46552
info:
name: CVE-2022-46552
author: LabC2DC-ITA
severity: high
description: RCE vulnerability via the lan(0)_dhcps_staticlist parameter
http:
=
POST /HNAP1/ HTTP/1.1
Content-Type: application/json
Accept: application/json
Content-Length: 123
SORPACTION tp://purenetworks.com/HNAP1/Set IpMacBindSettings™"
Connection se
{"SetIpMac] ettings"{"lan_unit":"0", "lan(0)_dhcps_staticlist":"1
$(id>rce_confirmed),02:42:d6:f9:dc:4e,192.168.0.15"}}

Code 0: CVE-2022-46552 validation template

Currently, this research proposes the manual elaboration
of specific templates for the context of wireless routers, us-
ing two distinct data sources as a basis. The first consists
of data from vulnerabilities previously identified in routers.
The selection of vulnerabilities to be addressed in the mod-
els can be conducted through queries to the API* provided
by the National Vulnerability Database (NVD), which keeps
its database synchronized with the Common Vulnerabilities
and Exposures (CVE), managed by MITRE. This procedure
allows for the verification of the presence of these same flaws
in other images stored in the repository. The second source
for template generation is based on meticulous analysis of
the findings reported by the source code analyzer Semgrep
in search of evidence that allows the extraction of parameters
and conditions to reproduce the HTTP request that will make
up the model to be used by Nuclei. This strategy enables the
discovery of new vulnerabilities.

3https://github.com/projectdiscovery/nuclei-templates
“https://nvd.nist.gov/vuln/search

6.3 Results

For dynamic analysis, all experiments were conducted on a
server with four Intel® Xeon® E3-1225 v6 3.30GHz CPUs,
32 GB of DDR4 RAM, and 4 TB of HDD. With the op-
erating system Ubuntu 20.04, PostgreSQL 12.15, and
Docker v20. The database used in the dynamic analysis
test is composed of firmware images from the manufacturers
TP-Link and D-Link, of which 1748 are derived from the
studies conducted by Toso and Pereira [2021] and another
65 are firmware images collected by this research. Subse-
quently, the tool Semgrep analyzed the file system extracted
by the framework FirmAE and reported, respectively, 2509
and 3784 indications of vulnerabilities for the manufacturers
TP-Link and D-Link.

Currently, the template database comprises 27 models, of
which 26 stem from previously known vulnerabilities, and
one was generated through manual analysis of the Semgrep
results. The focus of this analysis was placed on 369 possible
flaws considered of high criticality, particularly those related
to the remote execution of code.

Table 3. Preliminary Results

Emulable Semgrep Templates
Database  Vendor Images Results Created
846 TP-Link 144 2509 23
967 D-Link 75 3784 4

In the initial phase of emulation and vulnerability assess-
ment, findings revealed that 219 firmware images, repre-
senting 12%, were emulated concurrently via container par-
allelization. The Nuclei tool effectively executed the tem-
plates, confirming a critical remote command execution vul-
nerability with root access on the D-Link DIR-846 router.
Subsequent manual scrutiny of Semgrep flagged data un-
earthed a novel (zero-day) vulnerability that permits remote
command execution with super-user (root) privileges on the
D-LINK DIR-846 model.

An authenticated user can inject code on the router’s ad-
min page due to a lack of sanitization. The flaw in question
is present in the file SetIpMacBindSettings.php, which
contains the exec function that receives a variable manip-
ulated by the user. Thus, an attacker can execute arbitrary
commands by sending a malicious payload through a POST
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request. Using the proposed methodology for automatic vul-
nerability validation with Nuclei templates, we could ini-
tially validate this flaw in an emulated environment and ulti-
mately confirm its exploitation directly on a physical router.
As a best practice, all related information was transmitted to
the manufacturer for an update, and CVE-2022-46552 was
registered [Mitre, 2023]. Table 3 summarizes the prelimi-
nary results of applying the proposed methodology.

7 Discussions

This section delves into advancements in cybersecurity
awareness and offers practical recommendations based on
our research findings. Vulnerability analysis in wireless
routers plays an essential role in cybersecurity, enabling
the adoption of preventive measures to minimize risks and
impacts on users and comply with regulatory requirements
[ANATEL, 2023]. Additionally, there is a growing concern
among public authorities aiming to improve cybersecurity
management in Brazil by creating the National Cybersecu-
rity Policy (PNCiber) [GSI-PR, 2023].

From the analysis of the results obtained in both the first
phase, static, and the second, dynamic, it is evident that there
is a need to guide users to strengthen the security of their de-
vices. In this context, a highly recommended practice for
users is to update firmware, aiming to reduce the attack sur-
face on their networks. However, it’s important to note that
while firmware updates are only partially effective in ensur-
ing complete router security, they remain an essential step
in bolstering defenses. In other words, manufacturers still
use outdated binaries and kernels in the release of new ver-
sions. It is essential to regularly check for the availability of
new versions for the device and apply the necessary software
replacement; some vendors use Over-The-Air (OTA) to up-
date your devices [Peter ef al., 2023] remotely. The use of
default credentials is still noticeable, and reconfiguring the
router’s admin page is mandatory to reduce the chances of an
attacker gaining immediate access to local network manage-
ment. We observed that end-of-service-life (EoSL) devices
are available.

Therefore, the brand, model, and product lifecycle should
be subject to nationwide policies targeting cybersecurity ob-
servation. EoSL devices are no longer officially sold by their
manufacturers, and the consequence of this is the need for of-
ficial firmware updates for these models, leaving users with
potentially more vulnerable systems. A strategic alternative
to minimize the need for the cost of replacing new equipment
or the use of highly vulnerable official firmware is the adop-
tion of open-source firmware. Even though these projects
need more support for all available models, the list of com-
patible devices is vast enough for users to find ones that meet
their requirements. This work revealed lower obsolescence
and vulnerabilities for open-source replacements compared
to the official firmware versions. Another advantage is the
possibility of updating binaries as the community releases
new package versions in repositories, further minimizing vul-
nerabilities on the device.
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8 Conclusion

The study examined Brazil’s most popular SOHO routers,
highlighting that the pre-installed firmware is less secure
than open-source alternatives. Furthermore, as a result of
this research, the web management system was found to have
flaws. In light of the need to better evaluate the indications
provided by the source code analyzer, an approach was pro-
posed to automate this validation process. This methodol-
ogy for large-scale vulnerability detection in wireless routers
was outlined, leveraging FirmAE for emulation and Nuclei
for vulnerability detection. With minimal effort, a zero-day
vulnerability in the web interface of a D-Link router was
discovered (CVE-2022-46552). Future research will focus
on exploring other firmware content extraction methods, im-
proving binary version detection, applying code similarity
analysis to pinpoint common vulnerabilities in firmware im-
ages, conducting a broader global analysis, and enhancing
the source code analysis by integrating the use of Natural
Language Processing (NLP) for automating Nuclei template
generation and increment database.
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