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Abstract Cloud computing has revolutionized computing infrastructure abstraction and utilization, distinguished
by its cost-effective and high-quality services. However, the challenge of securing cloud networks persists, mainly
due to the broad exchange of data and the inherent complexity of these techniques. Anomaly detection emerges as
a promising solution to improve cloud network safeness, presenting perception into system behavior and alerting
operators for further actions. This paper offers a novel time series analysis method for detecting anomalies in
cloud networks. Our technique employs innovative time series analysis techniques based on a matrix profile, and
the Kneedle algorithm to identify multi-dimensional anomalous patterns within multiple features extracted from
network traffic streams. To evaluate the efficacy of our approach, we implemented timestamp-based and index-
based methods to two distinct datasets: the most widely used UNSW-NB15 and the recently introduced CICI10T2023
datasets. The results highlight the efficacy of our proposed method in identifying cloud network anomalies. It
achieved an impressive accuracy of 99.6% and an F1-score of 99.8% using the timestamp-based analysis method.
For the index-based analysis method, accuracy reached 98%, accompanied by an outstanding F1-score of 99.9%.
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1 Introduction

The remarkable advancements in cloud computing, driven
by its flexibility, cost-effectiveness, and benefits, have led
to widespread adoption across numerous institutions and en-
terprises. However, a persistent concern among companies
revolves around the protection of privacy and ensuring cloud
security. This challenge remains a focal point for cloud ser-
vice providers. A recent survey by Baron [2022] highlighted
that data loss from the cloud ranks as the top concern for
cloud networks.

Multiple studies and research attempts have made signif-
icant contributions to the field of cloud security, covering
various aspects, with data monitoring within cloud networks
being a particularly significant focus. The motivation be-
hind implementing cloud monitoring is to maintain control,
allocate resources efficiently, and enhance security by stor-
ing and analysing all measurements gathered from various
cloud componentsSyed et al. [2017]. Cloud network mon-
itoring plays a crucial role in upholding the efficiency, ac-
cessibility, and protection of cloud-centric applications. It
involves proactive management of infrastructure, issue reso-
lution, and the guarantee of a smooth user experienceNzanzu
et al. [2022].

Several techniques and algorithms have been introduced
to monitor cloud networks by capturing traffic transfer be-
tween cloud components to alert network operators. While
several approaches rely on machine learning techniques, net-
work operators have been hesitant to adopt them for several
reasons. Firstly, these solutions were initially introduced
as "black boxes’ making it challenging To discuss the steps

and rationale behind these models’ decision-making, which
makes them a harder sell compared to simpler but often less
effective rule-based approaches. Secondly, training machine
learning models with imbalanced datasets can lead to biases
in favour of the majority classes Jacobs et al. [2022]. Fi-
nally, anomaly detection techniques based on machine learn-
ing may become less effective over time due to changes in
the underlying network traffic caused by changes in topology
or settings. Consequently, a new round of training becomes
necessary to maintain optimal performance.

Although time series analysis has been around for a long
time, it remains a powerful tool for predicting trends and
identifying anomalies. Time series analysis serves the pur-
pose of detecting anomalous occurrences within the be-
haviour of cloud networks, potentially signalling system
failures or cyberattacks. These anomalies can significantly
disrupt service reliability and result in substantial financial
repercussions. Due to the varied and diverse characteris-
tics of cloud environments, conventional methods may not
be suitable for addressing the challenges arising from cloud
security, performance issues, and various application work-
loads. To tackle these challenges, new anomaly detection
methods in cloud environments should consider the analy-
sis of both historical and real-time data streams Garg ef al.
[2019].

Based on this motivation, we propose a novel approach for
identifying anomalies in cloud networks using a matrix pro-
file framework and the Kneedle algorithm. The matrix pro-
file is an innovative data structure designed for time series
analysis, enabling the discovery of repeated patterns, corre-
lations, and outliers within the time series. It is a robust and
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scalable tool that operates effectively with minimal parame-
ter requirements Yeh et al. [2016b]. This capability allows
for the detection of anomalies that may indicate system fail-
ures, performance degradation, security breaches, or other
unusual behaviours in the cloud environmentDe Paepe et al.
[2020].

The evaluation of our proposed approach yields promis-
ing results in the detection of anomalies in cloud networks,
whether using timestamp-based or index-based. Our new ap-
proach achieved an accuracy of 99.6% and an Fl-score of
99.8% using timestamp-based analysis for the UNSW-NB15
dataset. Furthermore, for index-based analysis with the CI-
CloT2023 dataset, our approach attained an accuracy of 98%
and an F1-score of 99.9%.

In summary, this paper’s contributions can be outlined as
follows:

* We conducted feature selection investigations on two
datasets, UNSW-NB15 and CICI0oT2023, and proposed
subsets of 9 and 10 features, respectively, for detecting
various attacks supported by these datasets ii.

* TWe present a new method for identifying abnormali-
ties in cloud networks, utilizing a multidimensional ma-
trix profile and the Kneedle algorithm without the need
to establish a profile for normal behaviour.

* We assess the efficacy of our proposed technique using
both timestamp-based and index-based methods for two
different datasets, demonstrating the effectiveness of
our approach in detecting anomalies in cloud networks.

The subsequent sections of this article are structured in the
following manner: Section 2 explores related works. Sec-
tion 3 provides a background of the matrix profile and multi-
dimensional matrix profile. Section 4 describes our proposed
system design. In Section 5, we discuss and outline our re-
sults, and finally, conclude our work in Section 6.

2 Related Work

This section summarizes previous works that employ statisti-
cal, machine learning, deep learning, and hybrid methods to
identify abnormalities in cloud networks.

Agrawal et al. in Agrawal ef al. [2016] proposed an au-
tomatic anomaly detection system based on robust Princi-
pal Component Analysis (PCA) for cloud networks. Ro-
bust PCA employs a recursive Singular Value Decomposi-
tion (SVD) and a threshold to convert the initial data into a
reduced-rank representation. Their work focused on identi-
fying abnormal behaviours in servers within cloud networks.
The suggested system achieved an accuracy rate of 87% and
an Fl-score of 86% when evaluated on Yahoo benchmark
datasets. However, the proposed method was not evaluated
with well-known datasets.

Huang et al. in Huang ef al. [2017] Proposed a solution
called Relaxed Linear Programming SVDD (RLPSVDD) to
address the issue of a high false-positive rate in Support
Vector Data Description (SVDD). The RLPSVDD algorithm
aims to generate a flexible data representation and then apply
linear programming to detect anomalies in time series data.
While the RLPSVDD approach has demonstrated efficacy in
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detecting anomalies in cloud networks, it involves more ef-
fort for parameter tuning.

Saljoughi et al. in Saljoughi ef al. [2017] Suggested an
innovative approach utilizing artificial intelligence methods
for identifying irregularities in cloud networks. This method
uses multilayer perceptron neural networks to classify at-
tacks and utilizes the particle swarm algorithm to enhance
the accuracy of the classifier. The suggested technique’s per-
formance was evaluated using the NSL-KDD and KDD Cup
1999 datasets, resulting in 99.4% accuracy for KDD Cup
1999 and 98.08% for NSL-KDD. Nevertheless, the optimiza-
tion of parameters for the suggested approach demands a sig-
nificant level of effort.

Ding et al. in Ding et al. [2018] Presented is a novel real-
time detection technique named RADM, which utilizes hi-
erarchical temporal memory (HTM) and Bayesian networks
(BN) to identify anomalies in multivariate time series data.
The HTM is employed for anomaly detection, whereas the
BN is utilized for validation purposes. The evaluation of the
suggested approach using the NAB dataset yielded a 77% ac-
curacy rate. Nevertheless, it exhibits a significant incidence
of false alarms.

Schmidt et al. in Schmidt ef al. [2018] introduced a tech-
nique that utilizes the online Autoregressive Integrated Mov-
ing Average (ARIMA) model for anomaly event detection
in cloud monitoring. OpenStack cloud computing systems
generated a dataset for the evaluation of the methodology.
The results exhibited exceptional detection rates and few
false positives. The proposed method failed to identify cloud
anomalies on virtual cloud services.

Zhang et al. in Zhang et al. [2019] presented Active Trans-
fer Anomaly Detection (ATAD) is a method of identifying
anomalies in an unlabelled dataset by comparing it to other
datasets. To address the difficulty of acquiring an adequate
amount of tagged data for cloud monitoring in the face of
large volumes and dispersed locations. This approach inte-
grates active learning and transfer learning methodologies to
intelligently identify a limited number of samples from the
target dataset. The evaluation of ATAD using the NAB and
Yahoo datasets resulted in an F1-score of 99.2%. Neverthe-
less, the proposed method needed to be evaluated with larger-
scale datasets.

Lou et al. in Lou et al. [2019] suggested a Max-Min
method that employs distance and support vector data to iden-
tify anomalies in cloud systems. It detects anomalies by cap-
turing several metrics derived from cloud components, in-
cluding network traffic, CPU use, and memory usage. The
evaluation of the proposed approach achieved a 95.0% accu-
racy rate by monitoring ten servers. However, the presented
approach requires that it be evaluated with more than ten
servers or larger datasets.

Yasarathna and Munasinghe in Yasarathna and Munas-
inghe [2020] Utilized an Autoencoder and One-class Support
Vector Machine (OCSVM) to accurately identify anomalies
in cloud network data. The effectiveness of the OCSVM
and Autoencoder was demonstrated by evaluating the pro-
posed technique utilizing two datasets, YAHOO and UNSW-
NB15.The results demonstrated that the Autoencoder per-
formed better than the OCSVM. Nevertheless, fitting a neu-
ral network model of the proposed method takes significant
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time.

Al-Bakaa et al. in Al-Bakaa and Al-Musawi [2022] in-
troduced a new method based on Recurrence Quantification
Analysis (RQA), a non-linear statistical analysis technique,
to identify anomalous deviations in network traffic. The
proposed approach was evaluated using the UNSW-NB15
dataset, yielding a 96.71% accuracy and a 92.33% F1-score.
The method outperforms previous works using one feature
and effectively identifies hidden attributes in the underlying
series of an individual feature. However, it is worth noting
that the suggested method necessitates estimating RQA pa-
rameters before deployment.

Parameswarappa et al. in Parameswarappa ef al. [2023]
Utilized machine learning techniques to propose an innova-
tive firewall approach for improving the security of cloud-
based computing. The proposed methodologies forecast the
ultimate classification of attacks by combining past node as-
sessments with the present determination made by the ma-
chine learning algorithm, a method known as the *most fre-
quent decision’. The effectiveness of the suggested method
was evaluated by employing the UNSW-NB15 dataset, re-
sulting in an accuracy and Fl-score of 97.68%. Neverthe-
less, it incurs significant costs in terms of computational re-
sources.

Cheema et al. in Cheema et al. [2023] came up with a
new way to do structural health monitoring (SHM) in sensor
array networks that combine matrix profiling from time se-
ries data mining with optimal transport theory. The method-
ology has several advantages: it performs well in small data
scenarios without requiring extensive training, supports un-
supervised and semi-supervised learning, adapts to online
learning environments, and is resilient to sensor network is-
sues. Notably, it requires no predefined thresholds and offers
high interpretability. The method was validated through di-
verse case studies, including aerospace simulation datasets,
experimental building data from Los Alamos National Lab-
oratories, and field data from a cable-stayed bridge in Syd-
ney, Australia. Results demonstrated their effectiveness in
accurately tracking progressive damage levels, showcasing
its applicability in real-world SHM scenarios.

This study presents a novel method for detecting anoma-
lies in cloud networks. Our approach is founded on the uti-
lization of Matrix Profile, a time series analysis technique
introduced to yield valuable insights into the underlying pat-
terns and structures within the data. The MP algorithm has
been characterized as robust, scalable, and parameter-free. It
is simple and capable of handling missing data effectively.
The evaluation of our proposed approach demonstrates a
promising performance in terms of accuracy and low rate of
false alarms.

3 Multi-Dimensional Matrix Profile

In this section, we introduce the fundamentals of matrix pro-
file and highlight its characteristics. We also explore the fun-
damentals of a multi-dimensional matrix profile.
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3.1 Background of Matrix profile

The matrix profile (MP) was developed by Yeh, Zhu, et
al.Yeh et al. [2016b] to offer numerous advantages in time
series data mining tasks such as providing precise results
with dismissals in motif, discord, or time series joins. It is
simple, parameter-free, scalable, and highly space-efficient,
enabling the processing of massive datasets Madrid et al.
[2019]. The MP involves of two fundamental elements: a
distance profile and a profile index. The distance profile
refers to a vector that consists of the minimal Euclidean dis-
tances, while the profile index includes the index of its near-
est neighbouring element Scott ez al. [2024]. In other words,
it is the position of its most identical sub-sequence. Fast
computation and detection times are two of the matrix pro-
file’s most important features Alzahrani et al. [2022] and Zhu
et al. [2016].The MP streamlines the process by eliminating
the need for users to set similarity or distance thresholds for
time series joins. Its construction is easily parallelizable in
distributed systems, leveraging hardware efficiently. More-
over, it maintains a constant time complexity even as the se-
quence length increases, a rarity among alternative methods.
The Matrix profile’s deterministic construction time allows
for accurate computation duration predictions. Lastly, it ex-
cels at handling missing data, guaranteeing accurate answers
with no false negativesYeh et al. [2017a].

Below, we will outline some of the key terminology used
in time series and matrix profiles:

A subsequence: is a contiguous set of data points from a
time series. subsequences of a fixed length are used for pat-
tern recognition, anomaly detection, and similarity search.

The Euclidean Distance: is a fundamental measure of dis-
tance between two points in Euclidean space Liberti et al.
[2014]. In essence, it is the straight-line distance between
two points, calculated using the Pythagorean theorem.Figure
1 illustrates an example of subsequences and Euclidean dis-
tance Yeh et al. [2016Db].

Euclidean Distance

lo[1]3]2]7][15/1 9[1]2]2]10]14]

(1,2,2,10)

D=1/1-02+@-17+@-37+(0- 2

D =4/67

Figure 1. An example of calculating the Euclidean distance.

The distance matrix refers to the similarity between sub-
sequences in a time series. It uses Euclidean distance to cal-
culate the similarity degree Madrid ef al. [2019]. Figure 2
Provides a demonstration of a distance matrix.

A time series discord refers to a subsequence with the
greatest distance from its closest neighbor.

The MP can be calculated using several algorithms, such
as STAMP, STAMPI Yeh et al. [2016a], STOMP Zhu et al.
[2016] , SCRIMP++ Zhu et al. [2018a], and GPU-STOMP
Zhu et al. [2018b] which use both the available compu-
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Figure 2. Example of the distance matrix (A), and its corresponding MP

(B).

tational resources and domain limitations for best effec-
tiveness. The mSTAMP algorithm is quick without high-
performance hardware, demonstrating the algorithm’s effi-
ciency and effectiveness Yeh ef al. [2017a].

MP analysis relies on the window size, which determines
the length of subsequence examined in time series data. The
choice of window size affects the analysis’s sensitivity and
granularity. Smaller window sizes detect short-term patterns
and anomalies, while larger ones capture long-term trends
but may miss short-lived anomalies Scott et al. [2024]. Fac-
tors like signal periodicity, and time series length are con-
sidered when selecting the best window size. Experiment-
ing with different window sizes and comparing results can
help find the best comparison between accuracy and compu-
tational efficiency Alzahrani et al. [2022]. Nilsson et al. in
Cheema ef al. [2023] indicated that certain knowledge of the
way to capture data can assist in generating rough estimates
that are typically effective for identifying optimal window
sizes.

Calculating a MP involves several steps. The first step is
to calculate the distance matrix between each subsequence
using the Euclidean distance. After that, an exclusion zone
is established to skip insignificant correspondences. Next,
the maximum values are extracted from the distance matrix
to identify potential anomalies in the matrix profile vector.
Finally, the timestamps or indices of the potential anomalies
are determined.Figure 3 illustrates these steps.

Calculate the distance matrix between each
subsequence

Establish an exclusion area to skip the unimportant
correspond.

Add the maximum values to the profile vector

Determine the index of potential anomalies

Figure 3. Steps involved in the MP procedure.
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3.2 Multi-Dimensional Matrix Profile

A matrix profile multidimensional time series refers to the
application of the matrix profile technique to analyse and ex-
tract patterns from time series data that have multiple dimen-
sions Yeh et al. [2017b]. Multi-dimensional MP exceeds the
limitations of one-dimensional matrix profiles by holistically
computing Z-normalized Euclidean distances between sub-
sequences within multi-dimensional time series data. This
approach discloses complex patterns and relationships that
reside across multiple dimensions, empowering the discov-
ery of recurrent motifs, and anomalies. Multi-dimensional
matrix profiles are different from 1-dimensional matrix pro-
files since it’s not just a stack of one-dimensional profiles.

Yeh et al.in Yeh ef al. [2017b] introduced "mSTAMP” as
an extension of the original MP framework to efficiently find
similar motifs and discord in time series data. The mSTAMP
algorithm uses the MP as a fundamental to simultaneously
identify discords or motifs across multiple time series sam-
ples. mSTAMP can find recurring patterns across many sam-
ples quickly and easily by using the Matrix Profile’s ability to
quickly calculate distances between subsequences. This ap-
proach allows mSTAMP to handle large datasets efficiently
and discover meaningful patterns that might not be evident
by analyzing each time series independently.

Satopéé et al. in Satopaa ef al. [2011] proposed the Knee-
dle algorithm. The Kneedle algorithm is a method used for
automatically determining the “knee” point in a curve or el-
bow. In time series data analysis, a knee point represents
a significant change or inflection point in the curve’s slope,
indicating a transition between two distinct regions or be-
haviours. The Kneedle algorithm is often applied in various
fields, such as anomaly detection, clustering, and optimiza-
tion. The main goal of the Kneedle algorithm is to find the
knee point in each curve without requiring prior knowledge
of the data’s underlying distribution or characteristics. It
works by iteratively examining the distances between consec-
utive points in the curve and calculating the change in slope
at each step. When the algorithm identifies a point where the
slope change is significant, it marks that point as the knee
point. This indicates the transition between two segments of
the curve, offering valuable insights into the data’s structure
or optimal parameter selection.

By integrating the strengths of the matrix profile algorithm
mSTAMP and the Kneedle algorithm, we establish an effec-
tive approach for detecting anomalies in multidimensional
time series data. Consequently, our proposed system em-
ploys mSTAMP and Kneedle algorithms to detect anomalies
in cloud networks, utilizing multiple features extracted from
cloud networks as inputs.

4 System Design

The suggested system comprises five components, as illus-
trated in Figure 4 data source, preprocessing, feature se-
lection, Multidimensional Anomaly Detection (MAD), and
alarm. In the preprocessing stage, missing instances are re-
placed, and non-numerical attributes are encoded. Feature
selection involves dimensional reduction and the selection
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of the most effective features. The MAD stage identifies
anomalies using a multi-dimensional matrix profile.

Data Source

1

| Preprocessing |

|_'(MAD] Module |

[ Calculate discord ]

[Features Selection |

[Calculale Knee point ]
¥

by MP Subspace

7
[Identify MultidimensionalJ

Fdentify desired discord pair}

Discord

v

Alarm

Figure 4. System design.

4.1 Data Source

The process of evaluating an anomaly detection system rep-
resents a challenge for researchers due to the challenges of
injecting various types of attacks into a real network with-
out impacting users. Additionally, network operators are un-
willing to allow researchers to validate their approaches on
real networks due to privacy concerns. Consequently, re-
searchers have resorted to using their testbed and injected
synthesized attacks to evaluate their approaches, and they
have publicly published the generated datasets. Each of
these datasets possesses unique characteristics concerning
format, the frequency of multiple attacks, and the duration
of these attacks. To assess the efficacy of the proposed sys-
tem, we utilized two datasets. These are the UNSW-NBI15
and CICIoT2023 datasets. The UNSW-NBIS5 dataset is the
most widely used dataset that has been used for evaluating
anomaly detection methods in the Internet of Things (IoT) Al-
Bakaa and Al-Musawi [2021] and cloud computing networks
Manimurugan [2021]. The CICIoT2023 is a more contempo-
rary dataset with more than 32 recent attacks. This extensive
test underscores the effectiveness of our methodology in de-
tecting both traditional and novel attack vectors, offering a
detailed analysis of its flexibility and precision across many
contexts. We chose to utilize the UNSW-NBI15 dataset, de-
spite its age of eight years, for several reasons. Firstly, our
paper introduces a new approach, necessitating a compari-
son of its performance with similar works that have utilized
a well-established dataset for benchmarking. Secondly, this
dataset addresses numerous shortcomings observed in older
datasets, including the presence of multiple missing values.
Thirdly, it encompasses nine of the most critical attack types
that pose significant threats to networks Moustafa and Slay
[2015]. Finally, the UNSW-NBI15 dataset, comprising 49
features, provides the means to detect various attacks it sup-
ports Zoghi [2020]. Furthermore, we evaluated our approach
using the recent CICI0T2023 dataset Neto et al. [2023] for
several reasons. Firstly, there are architectural similarities
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between IoT and cloud networksFirouzi et al. [2022] and
Liu et al. [2020]. Secondly, our approach introduces novelty,
making a comprehensive evaluation essential to determine its
effectiveness in addressing modern issues observed in recent
datasets, including emerging types of attacks. Thirdly, to pro-
vide a comprehensive examination of network activities, the
CICIoT2023 dataset integrates real-time attack data with typ-
ical network behaviors. Comprising 47 features, this dataset
is specifically designed to detect various types of attacks,
some of which can pose significant threats to cloud networks.
Moreover, it includes the simulation of 33 attacks to promote
the development of security analytics technology. However,
it is important to note that, unlike the UNSW-NB15 dataset,
the CICIoT2023 dataset does not include timestamps in its
CSV files. Consequently, we opted to use an index-based
approach for this dataset rather than a time-based one. This
decision allows us to assess the efficacy of our technique us-
ing an index-based dataset as well.

4.2 Preprocessing

A preprocessing covers the procedures of encoding features
by mapping non-numeric ones to numeric values; for in-
stance, the service feature’s categorical discrete values “Nor-
mal” and “Attack” are converted to “0” and ““1,” respectively.
Another example is encoding protocol from text to a number,
such as “HTTP” to be “1.” Next, we detect missing values
like “#DIV/0!,” “?,” and “-” and replace those missing oc-
currences with the value that occurs most frequently. Dur-
ing the preprocessing of the UNSW-NBI15 dataset, we uti-
lize a timestamp to group the data into time windows of (5,
10, 15, and 20) time intervals and select the most frequent
value for each column. Grouping aims to capture patterns
and trends within specific periods, potentially revealing at-
tack signatures or trends that might be obscured in individual
data points. We found that grouping by a 10seconds window
produced the best results. This step improves the efficiency
of'the execution time. In contrast, we utilize the CICIoT2023
dataset as an index based.

4.3 Features Selection

Feature selection involves selecting effective features from
a larger set of available attributes to improve model perfor-
mance, reduce overfitting, enhance interpretability, and re-
duce computational complexity Zebari et al. [2020]. Numer-
ous algorithms have been introduced to find out the most ef-
fective feature. Numerous algorithms have been introduced
to find out the most effective feature. We use Forward Se-
lection Ranking (FSR) and Backward Elimination Ranking
(BER) methods to identify effective features in feature se-
lection tasks as the most used methods, and their effective-
ness is due to their iterative approach, computational effi-
ciency, and ability to capture feature interactions Al-Bakaa
and Al-Musawi [2021]. FSR builds optimal feature sub-
sets by adding impactful features, while BER eliminates less
relevant ones, enhancing model interpretability and reduc-
ing computational costs. We achieved 10 features in the
CICIoT2023 dataset and 9 features in UNSW-NB15. The
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selected feature for the UNSW-NB15 and the CICIoT2023
datasets can be found in Table 1 and Table 2 respectively.

4.4 Multidimensional Anomaly Detection

Multidimensional Anomaly Detection (MAD) employs two
algorithms to identify multidimensional discords. First, the
core algorithm "mSTAMP” computes discords in a multidi-
mensional time series. It is important to observe that this al-
gorithm may encounter irrelevant dimensions. Failing to dis-
regard these irrelevant dimensions can complicate the identi-
fication of abnormalities linked to relevant dimensions. One
approach to address this challenge is by identifying the elbow
or knee point. The Kneedle algorithm chooses the knee” by
plotting the maximum matrix profile value for each dimen-
sion found in the previous step against the dimensions and
picking the dimension that has a “turning point” with con-
cave curvature. As a result, the matrix profile subspace uses
selected dimensions to identify dimensions with real syn-
chronous anomalies, indicating multidimensional discords.
This process is crucial in identifying dimensions with syn-
chronous anomalies. In the Kneedle algorithm, the online pa-
rameter influences the detection and adjustment of the knee
point. Selection of Online Mode, the algorithm operated in
online=True mode, enabling it to iteratively refine and ad-
just the knee point with each data point processed. In this
form, the algorithm initially recognized index 6 as a prelim-
inary knee point, but later substituted it with index 9 due to
its superior curvature and status as the peak. This tendency
is a deliberate characteristic of the online mode, enabling the
knee point to adjust to the most significant curvature as the
algorithm advances through the data. Figures Figure S and
Figure 6 illustrate the online parameter effect.

=== Knee Point

Max Features Values from Matrix Profile

1 2 3 4 5 6 7 8 9 10
Features Or Dimensions

Figure 5. An example of identifying Knee using the Kneedle Algorithm
with online parameter = True.

When analysing a dataset using the matrix profile, it is
crucial to consider window and subset sizes as significant
parameters. For large datasets, there are two options: inves-
tigating the entire database or dividing it into subsets and it-
erating through each to cover the entire database. The former
approach is time-consuming and computationally expensive,
while the latter is more efficient in terms of accuracy and de-

Al-Mazrawe & Al-Musawi, 2025

=== Knee Point

Max Features Values from Matrix Profile

1 2 3 4 2 & ! B ) Lo
Features Or Dimensions

Figure 6. An example of identifying Knee using the Kneedle Algorithm
with online parameter = False.

tected attacks. The matrix profile method effectively handles
concept drift and adjusts to changing network behaviours by
persistently examining recent data patterns using a sliding
window technique. This enables the identification of shifts
without dependence on static baselines. This method recal-
ibrates analogous profiles instantaneously, allowing the sys-
tem to identify and adapt to emerging, prevailing patterns as
network behaviours evolve. Concurrently, this method and
the Kneedle algorithm, which finds big changes in profile
values, can tell the difference between normal and abnormal
situations. This makes it a good choice for finding prob-
lems in dynamic cloud-based systems. In general, smaller
subsets and window sizes can detect short-term patterns and
anomalies more accurately, while larger ones capture long-
term trends but may miss short-lived anomalies. It is cru-
cial to observe that the best subset size and window sizes
depend on various factors. Factors such as signal periodic-
ity and time series length should be considered when select-
ing the best subsets and window sizes. To get the ideal bal-
ance among accuracy and computational efficiency, it is ad-
visable to conduct experiments with various subsets and win-
dow sizes, subsequently comparing the outcomes Alzahrani
et al. [2022]. Section 5 will offer additional analysis and ex-
planation.

5 Results and Evaluation

The experiments were conducted on a simple PC with a 2.90
GHz Intel Core i7 processor and 8 GB of memory. All exper-
imentations were executed using Python and the STUMPY
open-source library was utilized for efficient time series data
analysis. The STUMPY library is primarily used for com-
puting the matrix profile and is compatible with additional
libraries like Pandas, NumPy, and Scikit-Learn. In terms
of time execution, our approach based on the matrix profile
showed a promising result. For example, it took 1018 sec-
onds to analyse 80,000 instances of the CICIoT2023 dataset.
The system’s performance was evaluated using accuracy and
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Table 1. Selected features from the UNSW-NB15 dataset.

No. Feature Name Description
1 Sloss Source packets lost or retransmitted
2 State A protocol that depends on the state, such as ACC, CLO, else (-)
3 Dur Log full period.
4 Sbytes Bytes from source to destination
5 Dbytes Bytes from destination to source
6 Sttl Time to live from source to destination
7 Dttl Time to live from destination to source
8 Dloss Destination packets that are deleted or transmitted
9 Service FTP, SSH, DNS, HTTP, else (-)
Table 2. Selected features from the CIC1oT2023 dataset.
No. Feature Name Description
1 IAT The difference in time from the previous packet.
2 flow_duration Time spent flowing the packet.
3 urg_count Log full period.
4 Header Length Length of header.
5 Rate Transmission rate of packets inside a flow.
6 HTTPS Verifies whether the application layer protocol is HTTPS.
7 HTTP Verifies whether the application layer protocol is HTTP.
8 TCP Indicates if the transport layer protocol is TCP.
9 rst_count In a single flow, how many packets contain the RST flag.
10 syn_count Number of packets in a flow with a SYN flag set

an F1-score. Accuracy represents the proportion of correctly
classified records and can be calculated as follows:

Accuracy = (TP+TN)/(TP+TN+ FP+ FN) (1)

TP represents the number of correctly identified abnormal
records, while TN represents the number of correctly classi-
fied normal occurrences. FP refers to regular records mistak-
enly labeled as attacks, while FN refers to total attack records
classified as normal by the system. The F1-score is a crucial
metric that assesses the system’s ability to distinguish abnor-
mal occurrences from normal occurrences and is computed
as follows:

F1— score = (2TP)/(2TP + FP + FN) )

We evaluate the suggested approach to identifying attacks
based on accuracy and Fl-score. Since window size can
impact the accuracy of the matrix profile, we used a range
of window and subset sizes. Furthermore, to compute and
interpret the matrix profile, we employ time series-based
and index-based datasets as inputs to the suggested meth-
ods.Figures Figure 7,Figure 8 Figure 9 and Figure 10
demonstrate the outcomes of anomaly detection when eval-
uating our method with two chosen datasets, UNSW-NB15
and CICIoT2023, by varying windows and subsets. In Fig. 6
and 7, the values of windows are beginning with 3, followed
by 10, and increases steadily by increments of 10 up to 160.
The pattern then shifts to larger increments, beginning with
1000 and increasing by 200 up to 5200. Finally, the sequence
continues with an increment of 800, starting from 6000 and
culminating at 10000. The subset sizes begin at 100 and in-
crease in increments of 100 up to 1000. After that, it pro-
gresses with larger increments of 1000, starting at 1000 and

increasing by 1000 until it reaches 10000. On the other side,
in Fig. 8 and 9 the values of windows are starts with 3, then
10, and continues with increments of 10 up to 160. The pat-
tern then progresses with varying increments: starting from
200, increasing by 50 up to 600, then by 100 up to 800, fol-
lowed by 10 to 810. The sequence then jumps to larger incre-
ments, beginning with 1000, increasing by 200 up to 1200,
then by 50 to 1250, followed by 220 to 1470, 220 again to
1690, and concluding with an increment of 220 to 1910. The
subsets are beginning with 100, followed by 200, 300, 400,
and 500, each increasing steadily by 100. The pattern then
shifts to increments of 250, starting from 750 and progressing
to 1000, 1250, 1500, 1750, and 2000. Finally, the sequence
continues with an increment of 250, starting from 2500 and
culminating at 3000. Our approach can identify anomalies by
getting the best accuracy and F1-scores in the CICI0T2023
dataset, with 98.0% and 99.9%, respectively, with a window
size of 1200 instances and a subset of 10000 instances. In the
UNSW-NBI15 dataset, we achieve the highest accuracy and
F1-scores of 99.6% and 99.8%, respectively, with a window
size of 1200 instances and a subset of 3000 instances. We
started by using the smallest feasible window, which was
size 3. We conducted incremental tests on larger sizes, as-
sessing each option according to factors including accuracy,
resource consumption, speed of anomaly detection, and suit-
ability for the data capture intervals. Noteworthy is the fact
that a larger window size makes the anomaly more visible.
This highlights the significance of selecting an optimal win-
dow size that improves detection accuracy while reducing
costs. The time delay to detect attacks is a critical fac-
tor for network operators. It helps to mitigate the spread of
attacks and enables network operators to take timely action
against various attacks. The detection time depends on the
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Figure 7. Effect of changing window and subset sizes on the accuracy of
the CICI0T2023 dataset.

Fl-score

Figure 8. Effect of changing window and subset sizes on the F1-score for
the CIC10T2023 dataset.

Subset

Figure 9. Effect of changing window and subset sizes on accuracy for the
UNSW-NBIS dataset.

Figure 10. Effect of changing window and subset sizes on the F1-score for
the UNSW-NB15 dataset.
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Figure 11. Correlations between detection time and window size

window size, the smaller the window, the longer the delay
in the detection process. For instance, the proposed method
takes approximately 4.57 seconds for the analysis of 1000 in-
stances as a subset, and a window size of 100, this duration
is to classify instances as normal or anomalies. The accu-
racy of the MP algorithm can be impacted by window size.
Our results demonstrate that accuracy tends to decrease as
the window size decreases.Figure 11 Fig. 11 illustrates the
relationship between subsets, window size and the detection
time delay. To that end, we evaluate our approach using the
selected features, window size and subset size in two cases
where two different datasets were used. Next, we conducted
a comparative analysis with other recent studies through two
scenarios. Firstly, we compared our approach with stud-
ies that employed various strategies for anomaly detection
and used the UNSW-NBI15 dataset to evaluate their works.
The evaluation process considered accuracy, F1-score, and
feature count. Secondly, we compared the performance of
our proposed approach with various machine-learning tech-
niques using the CICIoT2023 dataset. The results demon-
strate that our approach yields superior results.

Case 1: We conducted a comparative analysis with other
recent studies that employed various strategies for anomaly
detection using the UNSW-NB15 dataset. Despite not being
the most recent dataset available, the UNSW-NB15 remains
a trustworthy option for assessing anomaly detection models.
The accuracy, F1 score, and feature count were considered
during the evaluation process. The UNSW-NB15 was used
to evaluate the performance of two methods, OCSVM and
the autoencoder, for identifying anomalies in cloud networks
Yasarathna and Munasinghe [2020]. The results showed that
the OCSVM achieved an accuracy of 60.89%, while the au-
toencoder achieved an accuracy of 99.10% using only ten
features.

Similarly, Manimurugan [2021] used the UNW-NBI5
model to evaluate the performance of the proposed method
based on improved naive Bayes and PCA. The results
showed the ability of the proposed system to detect anoma-
lies with an accuracy of 92.48% and an F1 score of
91.64% using 12 features. Several machine learning tech-
niques, including logistic regression (LR), K-nearest neigh-
bors (KNN), decision tree (DT), extra tree classifier (ETC),
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random forest (RF), gradient boosting (GB), and multilayer
perceptron (MLP), have been applied to detect anomalies
in cloud computing environments Parameswarappa et al.
[2023]. The results showed that the RF model outperformed
other machine learning techniques, achieving an accuracy of
97.68% and an F1-score of 97.68% using 20 features.

In contrast to the studies that employed various machine
learning techniques for anomaly identification, our approach
utilizes a multidimensional matrix profile—an innovative
time-series analysis technique distinguished by its scalabil-
ity and parameter-free characteristics. This approach is em-
ployed to identify anomalies in the underlying behavior of ex-
tracted features from cloud networks. An inherent advantage
of the matrix profile is its ability to operate without training,
effectively addressing the challenge of bias often associated
with machine learning techniques. For instance, compared
with the approach used by Al-Bakaa and Al-Musawi inAl-
Bakaa and Al-Musawi [2021], which utilizes 19 characteris-
tics to achieve a remarkable 99.96% accuracy and a 99.3%
F1-score, our approach reached 99.6% accuracy and 99.8%
F1-score using only nine features. Additional details of this
comparison can be found inTable 3

Case 2: We evaluate further by applying our approach to
the CICIoT2023 dataset. Unlike the UNSW-NB15 dataset,
the CICIoT2023 dataset lacks support for the timestamp fea-
ture in its CSV file. Consequently, our analysis opted to
utilize an index series rather than a time series. Moreover,
we conducted a comparative analysis of the performance of
our proposed approach with that of various machine learn-
ing techniques since the CICIoT2023 dataset has yet to be
evaluated with other systems. The results demonstrate that
our approach competes effectively with most machine learn-
ing methods. Importantly, our model requires no training. A
detailed comparison between our proposed approach and ma-
chine learning tools applied to the CICIoT2023 dataset using
ten features is highlighted inTable 4

6 Conclusion And Future Work

In this study, we introduced a novel approach that har-
nesses the power of a multidimensional matrix profile and the
K-needle algorithm to detect anomalies in cloud networks.
Our suggested approach demonstrated its ability to uncover
anomalous patterns within multiple features extracted from
network traffic streams without establishing a normal be-
havior profile. Our comprehensive evaluation, which was
conducted using two diverse datasets, UNSW-NB15 and CI-
CloT2023, demonstrated the effectiveness of our approach
in identifying anomalies in cloud networks. Our findings
revealed impressive results, with an accuracy of 99.6% and
an Fl-score of 99.8% achieved using the timestamp-based
analysis method for the UNSW-NBI15 dataset. Furthermore,
the index-based analysis method applied to the CICIoT2023
dataset yielded an accuracy of 98% and an outstanding F1-
score of 99.9%. These results underscore the robustness
and applicability of our proposed technique in enhancing
cloud network security. Further investigations to extend our
approach to real-time anomaly detection in cloud networks
would be invaluable.
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The study conclusively demonstrates SwinT’s effective-
ness in classifying COVID-19 from radiographic images, em-
phasizing its superior generalization capabilities across di-
verse datasets, a critical factor for real-world clinical appli-
cations.

Integration into Clinical Practice The integration of the
SwinT into clinical settings should be judicious, with the
model serving as an augmentation to, rather than a replace-
ment for, human expertise. This ensures that diagnostic pro-
cesses benefit from both advanced Al capabilities and pro-
fessional medical judgment.

Challenges and Future Directions Addressing the chal-
lenges of data leakage and dataset diversity is critical for ad-
vancing the practical application of these models. Future re-
search should aim to broaden the Swin Transformer’s appli-
cation scope to include other medical conditions and imag-
ing modalities and integrate XAl techniques to enhance the
transparency of its diagnostic processes.

Advancing Medical AI Research Building partnerships
with medical institutions for access to comprehensive and
varied datasets will be essential. These collaborations, along
with ongoing model refinement based on real-world clinical
feedback, will be crucial for the successful implementation
of Al technologies in healthcare settings.

Concluding Reflections The Swin Transformer stands out
as a transformative tool in medical diagnostics, capable of
significantly enhancing the accuracy and efficiency of radi-
ological assessments. As the medical Al field evolves, the
thoughtful integration of such technologies into clinical prac-
tice is imperative, ensuring they align with ethical standards
and contribute positively to patient care.
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Table 3. A comparison between the proposed approach and previous works that used the UNSW-NB15 dataset.

No. Work Method Accuracy F1-score No. of Features
1. Yasarathna and Munasinghe [2020] Autoencoder 99.1% - 10
2. Manimurugan [2021] Naive Bayes and PCA 92.48% 91.64% 12
3. Al-Bakaa and Al-Musawi [2021] DT and RF classifiers 99.96% 99.3% 19
4. Al-Bakaa and Al-Musawi [2022] Quantification Analysis 96.71% 92.33% 1

LR 92.85% 92.86%
KNN 95.04% 95.05%
DT 96.33% 96.33%
5 Parameswarappa et al. [2023] ETC 97.53% 97.53% 20
RF 97.68% 97.68%
GB 95.85% 95.85%
MLP 96.39% 96.39%
6. Proposed Approach matrix profile 99.6% 99.8% 9

Table 4. Using ten features, comparing the proposed method and machine learning techniques on the CICIoT2023 dataset.

No. Methods Accuracy F1-score
1. LR 98.0% 99.0%
2. KNN 99.0% 99.0%
3. DT 99.0% 99.0%
4. ETC 99.0% 99.0%
5. RF 99.0% 99.0%
6. GB 99.0% 99.0%
7. MLP 96.0% 98.0%
8. Proposed Approach 98.0% 99.9%

Availability of data and materials

Appendices A and B present our efforts to evaluate the pro-
posed method using the UNSW-NB15 and CICIoT2023 datasets to
achieve optimal accuracy and F1 scores.
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