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Abstract Data security in the Internet of Things (IoT) is crucial for protecting both the devices and the data they
transmit over the network. Nevertheless, security is often overlooked in this context, leaving systems vulnerable
to cyberattacks that can compromise information confidentiality and integrity. This work focuses on a use case
of an environment remote monitoring system for disaster prevention, in which information must be confidential
and intact. The AES (Advanced Encryption Standard) and Speck cryptographic algorithm families are evaluated in
both traditional andmemory-optimized implementations, targeting data confidentiality. The algorithms are assessed
through practical experiments on two resource-constrained hardware platforms. Transmission throughput, estimated
energy consumption, execution time, and memory usage are evaluated. Results show that the Speck family executes
more quickly, has lower estimated energy consumption, and occupies less memory space than AES in both platforms.
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1 Introduction
The Internet of Things (IoT) represents a revolution in how
people interact with the world (Mouha and Ait [2021]).
IoT offers an infrastructure for real-time remote data col-
lection and process automation (Hossein Motlagh et al.
[2020]). Nevertheless, the increasing use of IoT devices in re-
mote monitoring systems exposes these systems to malicious
agents. Such agents can explore the vulnerabilities to harm
the system. Many of these systems focus on collecting and
transmitting monitored data that should be protected. Hence,
it is necessary to address vulnerabilities caused by the use of
weak security protocols and policies (Tawalbeh et al. [2020]).
Data protection is important even when the monitored data
is not sensitive, such as in environmental monitoring, as vul-
nerabilities can undermine data reliability.
In natural disaster scenarios, for example, the lack of ro-

bust early warning systems for extreme weather events is a
global concern. Inadequate monitoring can result in signifi-
cant property damage, loss of human lives, and devastating
socioeconomic impacts. Therefore, it is imperative to de-
velop effective and secure solutions to mitigate the risks asso-
ciated with such disasters (Alvalá and Barbieri [2017]). The
accuracy and integrity of data obtained from these systems
are crucial to underpin an efficient decision-making process
aimed at ensuring people’s safety in risky areas. The lack of
robust security can jeopardize the effectiveness of monitor-
ing systems and the safety and well-being of affected people.
Thus, the vulnerability of remote monitoring systems should

be mitigated from the beginning of the system’s design.
The development of secure IoT systems is challenging,

primarily due to the devices’ energy and computational re-
source constraints. These constraints hinder the adoption
of secure protocols that involve robust encryption mecha-
nisms. Despite this difficulty, it is essential to integrate cryp-
tographic techniques into IoT systems. The goal is to ensure
the confidentiality and integrity of the data transmitted in
remote monitoring systems. However, cryptographic tech-
niques add overhead that can impair system performance,
either by requiring computational capacity beyond the one
available, increasing energy consumption and thereby reduc-
ing the system’s average lifespan, or by increasing the to-
tal communication latency. In this scenario, it is essential
to seek lightweight cryptographic algorithms to incorporate
into IoT systems. This work focuses on a use case of remote
monitoring for natural disaster prevention, in which IoT de-
vices are strategically distributed to collect and transmit envi-
ronmental data in real-time and securely. In this context, the
confidentiality and integrity of collected and stored data are
fundamental to composing a historical series that allows the
creation of effective public policies. Hence, this work evalu-
ates the impact of using cryptographic algorithms on the com-
munication performance and lifespan of remote monitoring
systems.
Several works in the literature conduct a comprehensive

evaluation comparing various cryptographic techniques us-
ing multiple platforms (Pereira et al. [2017]; Fotovvat et al.
[2021]) or simulation (Beg et al. [2019]). Other works fo-
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cus on evaluating lightweight cryptographic algorithms im-
plemented on Arduino UNO and Raspberry Pi 3 hardware
platforms (El-hajj et al. [2023]). This work claims that a
security layer must be added to data transmission in a re-
mote monitoring system for natural disaster prevention to en-
sure confidentiality. As such, we incorporate traditional and
lightweight encryption techniques on resource-constrained
devices, considering the original and optimized implementa-
tions of two well-known encryption algorithms. The novelty
of this work lies in the comparative evaluation between the
lightweight encryption algorithm, Speck, and the classic al-
gorithm, AES (Advanced Encryption Standard), in their tra-
ditional and optimized versions, and varying the encryption
key size. The optimized versions of the AES and Speck al-
gorithms aim to consume less memory on the device and are
referred to as “Tiny” and “Small”. The comparison is made
through practical experiments using popular IoT devices, the
Arduino UNO and WeMos D1 platforms. The influence of
each algorithm and the encryption key size on the system’s
performance is assessed in terms of encryption time, data
throughput, energy consumption, SRAM (Static Random-
Access Memory) occupancy, and flash memory occupancy.
The results show no variation in transmission throughput due
to the use of symmetric encryption for both IoT platforms.
The estimated energy consumption for the non-optimized
Speck algorithm is lower than the others independently of the
platform. The percentage of memory occupancy is low, al-
though higher than that of the optimized versions. Moreover,
the WeMos D1 is more efficient in terms of energy consump-
tion compared to the Arduino UNO.
The contributions of this work are three-fold, all focused

on performance comparison:

• We evaluate classic (AES) and lightweight (Speck) al-
gorithms to encrypt and decrypt data using traditional
and optimized implementations;

• We verify the influence of key size on the performance
of all algorithms;

• We investigate how the hardware limitation affects the
performance of each algorithm by testing two hard-
ware platforms, one of them being much more resource-
constrained compared to the other.

The remainder of this work is organized as follows. Sec-
tion 2 discusses related work. Section 3 introduces the cryp-
tographic algorithms used. Section 4 presents the evaluation
methodology. Section 5 discusses the results. Finally, Sec-
tion 6 concludes this work and presents directions for future
research.

2 Related Work
The security of IoT systems is an important topic given the
rapid expansion of applications related to the IoT paradigm.
However, applying cryptographic techniques to these sys-
tems is challenging due to the computational and energy
constraints of the devices that are part of the system. Sev-
eral studies evaluate the performance of cryptographic algo-
rithms, aiming to create a benchmark. The idea is to facilitate

the selection of the most suitable algorithms for different sys-
tems.
Guinelli et al. [2018] conduct a comparative analysis be-

tween the Rijndael and Serpent encryption algorithms, con-
sidering the following evaluation metrics: storage usage,
clock cycles, energy consumption, memory usage, and ex-
ecution time. The idea is to determine in which scenario
and for which requirement each algorithm is most suitable.
The algorithms are implemented on an Arduino Mega 2560
platform, and the results show that the Rijndael algorithm
offers significant advantages in terms of computational effi-
ciency, consuming fewer clock cycles and processing time
compared to Serpent. Nevertheless, Serpent consumes less
SRAMmemory and exhibits lower energy consumption dur-
ing algorithm execution, suggesting that it is more suitable
for applications with memory and energy constraints. Dif-
ferently, this work also focuses on lightweight ciphers, such
as the Speck algorithm.
Zanon et al. [2022] address the vulnerability of wearable

heart monitoring devices, especially those integrated into the
Internet of Medical Things (IoMT). The authors focus on a
scenario of secure data transmission by wearable devices dur-
ing heart exams. They also highlight the need to ensure the
security of data transmitted by wearable devices during such
exams due to data sensitivity and value. The authors imple-
ment a security layer based on lightweight cryptography and
evaluate the performance of different encryption algorithms
in this context. The algorithms evaluated are AES-256 CBC
(Cipher Block Chaining) implemented in hardware on the
ESP32 microcontroller and two lightweight cryptography al-
gorithms based on software, Speck and CLEFIA (Cipher for
Lightweight Encryption Fast with Integer Approximation).
The authors consider the performance and ease of implemen-
tation for each algorithm. Performance is evaluated in terms
of throughput, latency, and energy consumption. The results
show that AES-256 CBC performs well in terms of security
and energy efficiency, but with relatively longer execution
times. Speck and CLEFIA, as lightweight algorithms, offer
lower energy consumption and execution time. In this work,
we also compare AES and Speck, but we include the opti-
mized implementations of these algorithms. Additionally,
we expand the performance evaluation metrics to comprise
memory usage.
Albarello et al. [2020] evaluate the performance of three

different algorithms that have distinct purposes: AES, SHA,
and x25519, on IoT devices with limited resources . The
authors propose a protocol that uses the x25519 algorithm
to securely exchange keys between IoT devices in a net-
work. This protocol enables secure communication between
devices without the need to pre-insert keys into the devices,
making it efficient in terms of execution time and security.
The results show that the Arduino Uno R3 satisfactorily exe-
cuted the AES and SHA algorithms, even with low process-
ing power. The proposed key exchange protocol based on
the x25519 algorithm also proved to be viable and effective,
making it suitable for secure communication between IoT de-
vices and a gateway. Like Guinelli et al., the authors do not
evaluate lightweight encryption algorithms such as Speck.
Conversely, besides evaluating Speck, we also explore the
memory-optimized versions of Speck and AES and investi-
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gate the impact of key size on the algorithms’ overall perfor-
mance.
Vaz et al. [2023] propose an optimization for the AES al-

gorithm to adapt it for execution on devices with constrained
computational resources. The authors modify two functions
of the algorithm to use a smaller substitution matrix than the
original algorithm and less costly operations to generate the
state matrix. The optimizations focus mainly on the Sub-
Bytes operation, which replaces each byte of the plain text
block with another byte using a predefined substitution table,
andMixColumns, which combines each column of the cipher
text block using a fixed coefficient matrix to mix the bytes.
The idea is to improve execution time and memory consump-
tion. The authors compare the proposal with the original al-
gorithm using an ARM Cortex-M0+ microcontroller based
on the SAM D21 chip from Microchip Technology. The au-
thors find that the proposal reduces the average execution
time by 86.71%, program memory consumption by 31.82%,
and dynamic memory consumption by 89.04%. The authors
do not compare the proposal with other algorithms optimized
for use in resource-constrained devices. Distinctly, we com-
pare optimized versions of AES and Speck and also the tra-
ditional implementation of Speck in terms of throughput and
energy consumption. We also analyze the influence of key
size on the performance of each algorithm.
Fotovvat et al. [2021] comprehensively evaluate the per-

formance of 32 lightweight cryptographic algorithms on IoT
platforms such as Raspberry Pi 3, Raspberry Pi Zero W, and
iMX233. The algorithms are evaluated in terms of memory
usage, energy consumption, and execution time. The results
show that execution time and energy consumption vary sig-
nificantly between algorithms, but memory and processing
consumption remain similar. Despite the wide variety of al-
gorithms tested, the Speck and AES algorithms are not eval-
uated. Conversely, we evaluate these algorithms and their
memory-optimized versions.
Pereira et al. [2017] evaluate reference implementations

of various symmetric encryption algorithms, cryptographic
hash functions, message authentication codes, and authenti-
cated encryption with associated data. The algorithms are
evaluated on two IoT platforms, TelosB and Intel Edison,
and three popular IoT operating systems, Yocto, ContikiOS,
and TinyOS. The comparative evaluation is performed in
terms of execution time and energy consumption. Among
the symmetric encryption algorithms evaluated, AES has the
shortest execution time and lowest energy consumption on
the TelosB platform running the TinyOS or ContikiOS op-
erating systems. For the Intel Edison platform running the
Yocto operating system, AES encryption has the shortest ex-
ecution time and memory consumption, but only if the mes-
sages are smaller than 40 bytes. Similarly, we also focus on
resource-constrained devices. However, we enrich the avail-
able benchmark by evaluating the lightweight cipher Speck,
and the memory-optimized versions of both AES and Speck,
also varying their key size.
El-hajj et al. [2023] evaluate the performance of symmet-

ric encryption algorithms on the Arduino UNO and Rasp-
berry Pi 3 platforms in terms of speed, cost, and energy ef-
ficiency. The algorithms evaluated include AES and Speck.
The results show that the Speck family algorithms are among

the best performers in terms of energy consumption, speed,
and memory usage. However, the AES implementation eval-
uated is not optimized for reduced memory consumption,
which is different from our work.

Panahi et al. [2021] evaluate the performance of
lightweight cryptographic algorithms and AES. The evalu-
ation is conducted using the Arduino MEGA 2560 and Rasp-
berry Pi 3 platforms. The idea is to compare memory usage,
energy efficiency, throughput, and execution time of the al-
gorithms. The results show that AES performs well, but it is
not the algorithm with the lowest energy consumption and
execution time. Additionally, on the Raspberry Pi 3 plat-
form, it is the algorithm with the highest RAM usage, and on
the Arduino Mega platform, it has the highest ROM (Read-
Only Memory) consumption. Although the authors conduct
an extensive investigation of lightweight cryptographic algo-
rithms and provide a comprehensive benchmark, their analy-
sis does not include Speck. In contrast, this work evaluates
not only Speck but also memory-optimized versions of AES
and Speck, broadening the scope of analysis to include addi-
tional algorithms tailored for resource-constrained environ-
ments.
Munoz et al. [2018] analyze the cipher duration and en-

ergy consumption of the AES algorithm, implemented in
both software and hardware with various key and buffer size
settings on the CYW and BCM IoT boards. The CYW board
is best suited for computation-heavy workloads and provides
a hardware accelerator for cryptographic operations. In turn,
the BCM board is more adequate for low-cost and scalable
applications. The results show that hardware implementa-
tion is more sensitive to buffer size, consuming less time and
energy only when the buffer size is large enough. Increased
key size leads to higher resource consumption, and the CYW
board performs better than the BCM board. In contrast, be-
sides classic AES, we evaluate a lightweight encryption al-
gorithm, Speck, and optimized versions of AES and Speck,
focusing on reducing memory consumption. Our work uses
IoT boards that are more limited in terms of computational
and energy resources, particularly the Arduino UNOR3. Un-
like the CYW, both IoT boards evaluated in our work lack
hardware acceleration for cryptography. Additionally, we
explore other performance metrics, such as throughput and
memory consumption, providing a broader understanding
of the practical applicability of cryptographic algorithms in
highly resource-constrained environments.
Sleem and Couturier [2020] propose Speck-R, an ultra-

lightweight cryptographic algorithm based on Speck. The
proposal is a hybrid cipher that combines the ARX (Ad-
dition/Rotation/XOR) architecture with a key-dynamic sub-
stitution layer. The authors compare Speck-R to Speck in
terms of security and performance, focusing on encryption
time across three IoT boards, including a highly resource-
constrained device. The results show that compared to
Speck, the execution time of Speck-R is reduced by 18% to
77% on resource-constrained devices while maintaining high
security. In our work, we also target resource-constrained
devices but expand the analysis by evaluating additional met-
rics, including decryption time, throughput, energy consump-
tion, and memory usage. We further compare classic Speck’s
performance to the classic and optimized AES, offering a
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deeper insight into their practical suitability for resource-
constrained environments.
Maitra et al. [2019] evaluate the performance of AES and

XTEA (eXtended Tiny Encryption Algorithm) on resource-
constrained devices, comparing also hardware-accelerated
and software-implemented AES. The authors focus their
analysis on memory usage, code size, energy consumption,
and execution time. The results indicate that while hardware-
accelerated AES is the fastest and most energy-efficient,
XTEA shows comparable execution time and energy con-
sumption. Compared to software-implemented AES, XTEA
achieves better performance with the added benefit of us-
ing much less memory. Therefore, the authors conclude that
XTEA is a suitable option for platforms with limited memory
or without AES-enabled hardware acceleration. Similarly,
our work investigates resource-constrained devices and com-
pares a classic cipher with a lightweight one. However, un-
like Maitra et al.’s work, the devices used in this paper lack
cryptographic hardware acceleration. Additionally, we ex-
pand the evaluation by assessing throughput performance, a
memory-optimized AES version, and the Speck lightweight
cipher, along with its optimized version. We also assess how
key size impacts the performance of each algorithm, offer-
ing valuable insights for application developers to select the
most suitable encryption method.
Qasaimeh et al. [2021] propose LAES (Lightweight Ad-

vanced Encryption Standard), a lightweight variant of the
AES algorithm. The proposal is evaluated in terms of ran-
domness, CPU cycles, consumed power, and the amount
of charge required. The authors compare LAES with other
cryptographic algorithms implemented on an Arduino UNO
board. The results indicate that LAES outperforms AES,
Present, and CLEFIA in terms of CPU cycles, power con-
sumption, and charge usage for block encryption while main-
taining competitive randomness levels and processing times.
In the same direction, we also evaluate lightweight and clas-
sic cryptographic algorithms in a resource-constrained con-
text. Conversely, our work expands upon Qasaimeh et
al.’s by including additional performance metrics, such as
throughput and memory usage. We also evaluate the Speck,
its optimized version, and AES’s optimized version, which
the authors do not analyze. Lastly, we vary the algorithms’
key size and evaluate its impact on each performance metric.
Unlike the works cited, this work compares the AES and

Speck algorithms in their traditional and optimized versions,
varying the encryption key size. The evaluation is carried out
through practical experiments on two hardware platforms, a
highly resource-constrained device, the Arduino UNO R3,
and the WeMos D1 ESP8266, which is limited in terms of
processing and storage resources but offers greater capacity
compared to the Arduino UNO R3.

3 Symmetric Cryptography Algo-
rithms: AES and Speck

The cryptographic algorithms evaluated in this work belong
to two families of symmetric encryption algorithms, AES
and Speck. Symmetric encryption uses a single key that
serves both to encrypt and decrypt data, being less complex

than asymmetric encryption. AES is known for its robust-
ness and security, with different key sizes that allow adjust-
ing the level of security to the availability of computational
resources. AES operates by separating plain text blocks that
are subjected to alternating rounds of substitutions and per-
mutations. The block sizes can vary between 128, 192, and
256 bits, which represent the key sizes. In each encryption
round, the functions of byte substitution (SubBytes), row
shifting (ShiftRows), column mixing (MixColumns), and
round key addition (AddRoundKey) are executed. For de-
cryption, the inverse operations are performed, except for
the AddRoundKey operation, with the first operation being
ShiftRows instead of SubBytes. The last rounds, both in
encryption and decryption, do not involve the MixColumns
operation. The operations executed involve manipulating
a byte matrix that is modified in each round. The number
of rounds varies depending on the key size. For example,
for 128-bit keys, 10 rounds are performed, while for 256-bit
keys, 14 rounds are performed.
The SubBytes, ShiftRows, and MixColumns operations

transform the matrix according to nonlinear and linear func-
tions. The AddRoundKey step performs an XOR operation
between the matrix and the round key (Abdullah [2017]).
There are optimized variants of AES for devices with lim-
ited resources. Some of these variants have reference imple-
mentations in publicly available libraries. In this work, two
variants are used to optimize memory consumption, namely
“Tiny” and “Small,” which aim to improve performance and
reduce the device’s resource usage. The “Tiny” optimization
aims to minimize code size or the amount of memory needed,
simplifying the algorithm or using compression techniques.
On the other hand, the “Small” optimization seeks to bal-
ance efficiency and resource usage, maintaining an accept-
able compromise between performance and the amount of
memory required.
The Speck algorithm family was specifically designed for

resource-constrained devices, providing security and effi-
ciency in resource consumption. Speck is a lightweight block
cipher that operates on fixed-size data blocks, usually of 64
or 128 bits. It consists of a series of substitution and per-
mutation iterations, where the data is repeatedly transformed
using the secret key. The algorithm uses a modified Feis-
tel structure, which divides the input block into two halves
and applies substitution and permutation operations on each
half alternately, combining them at the end of each itera-
tion. Speck is highly optimized for hardware implementation
and offers a good balance between security and efficiency.
Even though the Speck family is already focused on resource-
constrained devices, there are also “Small” and “Tiny” vari-
ants available in public libraries, with the same objectives
mentioned for the AES variants (de Paiva et al. [2023]).
AES encryption has already undergone extensive scrutiny

by cryptanalysts. The Speck encryption is more recent and
still needs to be extensively tested. Considering the 256-bit
key, the AES security margin is null, as the 14 necessary
rounds were broken in 2011 (Bogdanov et al. [2011]). In the
Speck family, the most effective attack revealed a security
margin of 26% (Song et al. [2016]).
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4 Methodology
This work is part of a project funded by the Niterói City Hall,
aimed at developing a remote monitoring system for natural
disaster prevention capable of securely transmitting environ-
mental monitoring data. Resource-limited devices are used
to build remote sensors that capture environmental data, en-
crypt this data, and transmit it to a data storage and process-
ing server via an IoT gateway.
The remote sensors in the project use the Arduino UNO

R3 platform as hardware for simplicity and cost, but other
hardware, such as the WeMos D1 ESP8266, could also be
used. The hardware platform is integrated with an RTCmod-
ule model DS 3231, a rain gauge model DAVIS 6464M, and
a LoRa (Long Range) E32TTL100D module for low-power,
long-range communication. The confidentiality of the trans-
mitted data is ensured using a symmetric encryption algo-
rithm. The IoT gateway consists of a LoRa E32TTL100D
module and an RTC model DS 3231 module integrated with
an Arduino UNO R3, which connects to a Raspberry Pi 4
Model B via a serial port. The Arduino UNO R3, which is
part of the IoT gateway, is responsible for receiving the data,
decrypting it, and sending it to the Raspberry Pi 4, which,
in turn, is responsible for communication with the server
through the MQTTS (Message Queuing Telemetry Trans-
port Secured) protocol. Figure 1 shows the communication
scheme between the remote sensor and the server via the IoT
gateway, considering the use of Arduino UNO for the remote
sensor. This work focuses on evaluating the encryption algo-
rithms used for communication between the remote sensor
and the IoT gateway, as highlighted by the orange-shadowed
area in the figure.
The Speck and AES algorithms are evaluated with differ-

ent key sizes and optimized versions, on bothWeMosD1 and
Arduino UNO. The existing reference implementations from
the crypto library1, developed for the Arduino platform, are
used. The AES family includes the traditional implementa-
tion, AES, and the optimized versions, AES Small and AES
Tiny. Similarly, the Speck family has the traditional version,
Speck, and the optimized versions, Speck Small and Speck
Tiny. Keys of 128, 192, and 256 bits are used whenever pos-
sible. It is worth noting that the “Tiny” variants do not im-
plement a decryption function.
The encrypted data represents a packet to be transmitted

using the LoRa module. This packet contains four different
types of variables representing the environmental data col-
lected by the remote sensor. Each variable is 4 B, totaling
16 B of data to be sent. The data is transmitted every 5 s, and
the communication throughput, average execution time, esti-
mated energy consumption, flash memory usage, and SRAM
usage are evaluated. The flash memory stores the code, im-
ported library files, literal constants, and strings. The SRAM
temporarily stores the running program code, variables, func-
tions, and the execution stack of the code. Thus, SRAM
is the dynamic memory used for code execution. The We-
Mos D1 ESP8266 can operate in two CPU frequencies, 80
and 160 MHz. We evaluate both modes, as the increase in
the CPU frequency could lead to higher energy consump-

1Available at https://rweather.github.io/arduinolibs/crypto.html

tion. In an idle state, the Arduino UNO R3, along with
all devices comprising the remote sensor, uses about 6 µA
of current, considering an observation time of 10 seconds.
In turn, the idle WeMos D1 ESP8266 consumes 4 µA of
current when operating at either 80 or 160 MHz, consider-
ing the same observation time. The current is measured us-
ing a Minipa ET-1400 multimeter. The energy consumption
can be estimated by v × i × ∆t, where v is the supplied
voltage, i is the consumed current, and ∆t is the observa-
tion time. Considering v = 12 V , iUNO = 6 µA, and
∆t = 10/3600 h, the estimated energy consumption for the
idle Arduino UNO R3 is 0.20 µWh. The same values for v
and ∆t can be used for the WeMos D1 ESP8266 Consum-
ing a current of iESP80MHz

= iESP160MHz
= 4µA, the esti-

mated energy consumption for the idle WeMos D1 ESP8266
is 0.13 µWh. The peak consumption occurs when the data
is transmitted by the communication module, reaching for
the Arduino UNO R3 an average of iUNO = 14 µA during
∆t = 0.480/3600 h, and therefore, an estimated consump-
tion of 0.02 µWh. For the WeMos D1 ESP8266 the aver-
age current is iESP80MHz

= iESP160MHz
= 6 µA during

∆t = 0.480/3600 h, and therefore, an estimated consump-
tion of 0.0096 µWh.

5 Results and Discussion
The communication between the remote sensor and the IoT
gateway is evaluated to determine the best cryptographic al-
gorithm for the remote monitoring scenario studied. It is im-
portant to note that the LoRa communication module used
implements only the physical layer, unlike the LoRaWAN
modules. While the LoRaWAN protocol uses AES encryp-
tion for data transmission, there is no default data encryption
at the LoRa physical layer. In this work, the data to be trans-
mitted is transformed into a stream of pre-encrypted bytes to
be sent by the LoRa module. It is important to highlight that
in all the results obtained when evaluating the receiver, the
Tiny versions of the algorithms are omitted because there is
no implementation of the decryption function, making it im-
possible to evaluate the investigated metrics.
In the first experiment, the throughput is evaluated. The

throughput represents the data transfer rate between the trans-
mitter and receiver devices. This metric is crucial for assess-
ing each algorithm’s ability to handle a continuous flow of
information. In this work, throughput is measured in pack-
ets per second. The throughput achieved for data transmis-
sion is indifferent to the encryption used, being equal to 3.4
packets per second. This occurs because the time required
to execute the cryptographic algorithms is much shorter than
the interval between packet transmissions, not affecting the
total number of packets sent.
The execution time of the algorithms directly impacts the

system’s latency and the device’s energy consumption. Fig-
ure 2 shows the algorithms’ execution times. Considering
the Arduino UNO R3, the Speck 128 algorithm takes an av-
erage of 162.4 µs to encrypt or decrypt the data. When us-
ing the 192-bit and 256-bit keys, an increase of 5.6 µs and
9.6 µs is observed, respectively. Considering theWeMos D1
ESP8266, the Speck algorithm with key sizes of 128, 192,
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Figure 1. Communication scheme. The sensor and the gateway communicate via a LoRa module, with an additional security layer for encryption. The
orange-shadowed area highlights the communication focus of this work.

and 256 bits takes less than 120µs to encrypt or decrypt the
data. The operating CPU frequency has a small influence
on the execution time. At 160 MHz, encryption and decryp-
tion are slightly faster. The unoptimized Speck algorithms
are much faster than the Small and Tiny variants in both plat-
forms. This shows that, despite aiming to reduce memory
usage, optimized implementations increase execution time.
The traditional AES algorithm also shows lower execution
times than its Small and Tiny versions for corresponding key
sizes. It is also observed that the larger the key used for
AES, the longer the algorithm takes to execute. In decryp-
tion, most confidence intervals are not shown. This happens
because there was no variation in execution time in the five
rounds carried out. It is interesting to note that decryption
takes longer than encryption for the AES family algorithms,
while for the Speck family, the time required for both tasks
is very similar. For AES 128, the encryption time is 569 µs
in Arduino UNO, increasing to 686 µs with AES 192 and
802 µs with AES 256. It is noteworthy that for the WeMos

(a) Transmitter, encryption.

(b) Receiver, decryption.

Figure 2. Time to encrypt and decrypt. The Speck family outperforms the
AES family, with significant time differences for both hardware platforms.

D1 ESP8266 the difference in execution time for the AES
family considering both operating frequencies is much more
significant than for the Speck family. This is probably due
to the higher complexity of AES. We also observe that the
worst case for the traditional AES occurs for a key size of
256 bits. In this case, the algorithm takes around 250µs to
execute. For the AES’ optimized versions, the worst case is
found for AES Small 256, achieving almost 375µs of execu-
tion time. Despite the significant variation in the execution
times of the algorithms, the influence of this time on data
throughput using LoRa is negligible. Thus, any algorithm
would be suitable. If it is necessary to minimize execution
time, the Speck algorithm with a 128-bit key is the most ap-
propriate for the Arduino UNO, but theWeMos D1 ESP8266
can be used with any key size.
The time spent initializing the device, preparing it for

transmission or reception, and disregarding cryptographic
operations is also evaluated. This assessment is important to
verify the influence of cryptographic algorithms on system la-
tency. The evaluation reveals that the initialization time is ap-
proximately 104 ms for the Arduino UNO transmitter, while
the Arduino UNO receiver requires approximately 100 ms.
For the WeMos D1, the initialization times are 120 ms for
the transmitter and 422 ms for the receiver. The initialization
time and the execution time of the cryptographic algorithms
directly influence the total communication latency. How-
ever, compared to the initialization time, the execution time
of the algorithms is negligible. This evaluation corroborates
the result obtained for the throughput, which is constant re-
gardless of the algorithm used.
We evaluate the energy consumed by the system during

the data transmission and reception process. With IoT de-
vices often operating with limited energy resources, it is es-
sential to choose algorithms that minimize energy consump-
tion, ensuring the system’s operational efficiency. The en-
ergy consumption estimate is based on current observations
during encryption time in the transmitter and decryption time
in the receiver. The experiment is repeated five times, and
the observation time is extremely short, in the order of mi-
croseconds. There is often no variation in current during the
observed time. For this reason, some results do not present
confidence intervals. Energy consumption is extremely low
for all algorithms, being slightly lower for decryption. The
lowest estimate obtained for encryption using Arduino UNO,
as shown in Figure 3(a), occurs for the Speck 128 algorithm.
The use of 192-bit and 256-bit keys in this algorithm slightly
increases the energy consumption estimate. For the AES
family, the lowest estimate is obtained for the 128-bit key.
The WeMos D1 ESP8266 is more efficient in terms of en-
ergy consumption. Encryption in this microcontroller takes
less than 7 pWh, even for AES. The Speck family consumes
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less energy than AES, as expected, but the key size has neg-
ligible influence on the energy consumption. In Figure 3(b),
it is observed that the lowest decryption consumption esti-
mate is also obtained for the Speck 128 algorithm when us-
ing Arduino UNO. In the AES family, the lowest estimate
occurs for the traditional algorithm with a 128-bit key in Ar-
duino UNO. TheWeMos D1 ESP8266 consumes less energy
when using the Speck family for decryption. The 192-bit key
size consumes slightly more energy than the other key sizes.
The same behavior is observed for the AES algorithm. It
should be noted that the results for the Speck Tiny 128 and
AES Tiny 128 algorithms are omitted because both do not
implement a decryption function. The result demonstrates
the energy efficiency of the Speck algorithm for encrypting
data. It is interesting to highlight that algorithms optimized
for memory usage increase energy consumption compared to
the original implementations. Unexpectedly, in both encryp-
tion and decryption, the WeMos D1 ESP8266 with higher
CPU frequency consumes less energy when using the AES
algorithm. This may occur because the time needed to en-
crypt or decrypt using AES is lower for the operation mode
in 160 MHz. For the Speck algorithm, the CPU frequency
does not influence the result. Since the estimated consump-
tion is extremely low, in the order of picowatt-hours, any
of the algorithms could be applied in an energy-constrained

(a) Transmitter, encryption.

(b) Receiver, decryption.

Figure 3. Estimated energy consumption. All algorithms exhibit low con-
sumption, with the lowest average consumption obtained for the Speck fam-
ily, considering both microcontrollers for transmission and reception. The
WeMos D1 ESP8266 is more energy efficient, outperforming the Arduino
UNO.

system. However, if it is necessary to minimize consump-
tion, the ideal algorithm is Speck with a 128-bit key for sys-
tems based on Arduino UNO, or Speck 128/256 for WeMos
D1 ESP8266-based systems. Considering the lowest capac-
ity battery commonly used in IoT, the CR2032 with 3 V and
225 mAh (Smith et al. [2020]), the Arduino UNO transmit-
ter’s lifetime would be approximately 578 × 106 years, and
the receiver’s 786 × 106 years. Considering only the use of
encryption, the traditional Speck algorithms reduce the Ar-
duino UNO transmitter’s lifetime to 0.04% of the original,
and the receiver’s to 3.4%. In the transmitter, the memory-
optimized versions and the AES family drop to 0.01%. In
the receiver, the Speck Small 128 version drops to 1%, while
AES 128 andAES Small are around 0.5%, AES 192 andAES
256 at 0.4%, and AES Small 256 at 0.3%. For the WeMos
D1 ESP8266 transmitter, the lifespan without cryptography
would be 193 × 106 years, and the receiver would have a
lifespan of 332 × 106. The shorter lifespan compared to the
Arduino UNO is due to the significantly slower process for
transmitting and receiving plain text using the WeMos D1
ESP8266. Considering only the encryption, the traditional
Speck algorithms reduce the transmitter’s and receiver’s life-
time of the WeMos D1 ESP8266 microcontroller operating
at 80 MHz to 0.25% of the original. The less energy-hungry
AES algorithm when the WeMos D1 ESP8266 operates at
80 MHz is the traditional AES with a 128-bit key. This al-
gorithm reduces the lifetime of the transmitter to 0.13% and
the receiver to 0.08% of the original.
Regarding memory usage, both flash memory and SRAM

are evaluated to check the impact of the algorithms on the
available storage space in the devices. This usage refers
to the entire code, including initialization, encryption, and
transmission in the transmitter, and initialization, reception,
and decryption in the receiver. Figure 4 shows the obtained
results as a percentage of memory occupancy for each type
of memory. Flash memory usage tends to be lower for the
Speck algorithm family when used in the Arduino UNO R3,
being minimal for the Speck Tiny 128 in the transmitter and
Speck 128/192/256 in the receiver. For the AES family, the
lowest usage is obtained for the AES Tiny algorithm with
a 128-bit key in the transmitter and AES 128/192 in the re-
ceiver. Considering theWeMos D1 ESP8266, the flash mem-
ory occupancy is almost constant across all algorithms and
does not differ much from the occupancy of an implemen-
tation that transmits only plain text. Considering SRAM
memory, usage is minimized in the Arduino UNO transmit-
ter when using the Speck Tiny algorithm with a 128-bit key.
The Speck Small algorithm with a 128-bit key shows the sec-
ond lowest memory usage both in the transmitter and the re-
ceiver. The worst performance in terms of SRAM memory
consumption is observed for the AES algorithm with a 256-
bit key. Among the AES family, the algorithm with the best
performance is AES Tiny with a 128-bit key. In turn, the
SRAM occupancy for the WeMos D1 ESP8266 transmitter
and receiver is quite constant independently of the used al-
gorithm, even for the optimized versions of Speck and AES.
Considering that the Tiny variations do not have their own de-
cryption function, in scenarios with restricted computational
resources based on Arduino UNO, it is more advantageous to
use the Speck Small algorithm. For scenarios based on We-
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(a) SRAM in the transmitter. (b) Flash in the transmitter.

(c) SRAM in the receiver (d) Flash in the receiver.

Figure 4. Total memory usage. The lowest usage occurs for Speck Tiny 128 in the transmitter and Speck Small 128 in the receiver. The usage for these
algorithms is similar to that of the code without encryption (PlainText).

Mos D1 ESP8266, the algorithm is indifferent. It is worth
highlighting that the flash and SRAM memory usage for the
Speck Small 128 algorithm using the Arduino UNO is very
close to the usage observed in the scenario without encryp-
tion (PlainText), corroborating the memory optimization of
the algorithm. This optimization, however, is not noteworthy
for the WeMos D1 ESP8266.
Table 1 summarizes the best algorithms for each evalu-

ated metric, considering both the transmitter (Tx.) and re-
ceiver (Rx.), using the Arduino UNOR3 (△) and theWeMos
D1 ESP8266 (•) boards. The throughput is algorithm- and
hardware-indifferent, considering the hardware platforms
evaluated in this paper. In terms of energy consumption and
execution time, the Speck family stands out. The variation
in memory consumption considering all algorithms for the
WeMos D1 ESP8266 is insignificant. Nevertheless, for the
more resource-constrained Arduino UNO R3, the optimized
Speck algorithms consume less SRAM, but the traditional
implementation consumes less flash memory. It is clear from
these results that resource-constrained devices benefit from
lightweight cryptographic algorithms. Moreover, for highly
resource-constrained devices, such as the Arduino UNO R3,
the benefit is more significant, as the lightweight algorithms
consume less memory, allowing the developer to implement
more features to be executed by the microcontroller. The
results underscore that in the development of non-critical ap-

plications, concerns regarding the impact of cryptographic
algorithms on performance are minimal. In such cases, the
primary focus should be on the security features provided by
the algorithms. On the other hand, for critical applications,
the careful selection of a suitable algorithm is paramount,
particularly when utilizing resource-constrained devices, as
an inappropriate choice could compromise the system opera-
tion.

6 Conclusions
This work evaluated the performance of symmetric encryp-
tion algorithms on resource-limited hardware to enable the
construction of secure remote monitoring IoT systems. The
evaluation was carried out through practical experiments us-
ing Arduino UNO R3 and WeMos D1 ESP8266 transmitters
and receivers, in which the AES and Speck algorithms were
implemented in their original and memory-optimized ver-
sions, varying the key size. The results revealed that in terms
of energy consumption, the traditional Speck algorithm with
a 128-bit key stands out, being also the algorithm with the
shortest execution time. When running a less constrained
device, such as the WeMos D1 ESP8266, the key size for
the Speck family has negligible influence. The SRAM and
flash memory consumption was lower for Speck Tiny 128,
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Table 1. Summary of best results considering both hardware platforms to build the transmitter (Tx.) and the receiver (Rx.).
Energy consumption Execution time SRAM consumption Flash consumption ThroughputAlgorithm Microcontroller Tx. Rx. Tx. Rx. Tx Rx. Tx. Rx.

Speck 128 Arduino UNO R3 △ △ △ △ △ △
WeMos D1 ESP8266 • • • • • • •

Speck 192 Arduino UNO R3 △ △ △ △ △
WeMos D1 ESP8266 • • • • • • • •

Speck 256 Arduino UNO R3 △ △ △ △ △
WeMos D1 ESP8266 • • • • • • • • •

Speck Small 128 Arduino UNO R3 △ △
WeMos D1 ESP8266 • • • • • •

Speck Tiny 128 Arduino UNO R3 △ △ △
WeMos D1 ESP8266 • • • • •

AES 128 Arduino UNO R3 △
WeMos D1 ESP8266 • • • • •

AES 192 Arduino UNO R3 △
WeMos D1 ESP8266 • • • • •

AES 256 Arduino UNO R3 △
WeMos D1 ESP8266 • • • • •

AES Small 128 Arduino UNO R3 △
WeMos D1 ESP8266 • • • • •

AES Tiny 128 Arduino UNO R3 △
WeMos D1 ESP8266 • • • • •

followed by Speck Small 128 when Arduino UNO is used,
but the occupancy is algorithm-indifferent for theWeMosD1
ESP8266. The memory-optimized implementations showed
worse energy performance. Due to the very short execution
times, there was little influence on the transmission through-
put, which reached 3.4 packets per second in the evaluated
scenario. TheWeMos D1 ESP8266 CPU frequency does not
influence the performance of the Speck family. Future work
envisions evaluating other cryptographic techniques, includ-
ing cryptographic hash functions to ensure data integrity, and
other lightweight algorithms, such as the Ascon family. Fur-
thermore, the performance of the IoT gateway in receiving
data from multiple sensors should be verified.
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