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Abstract The Internet of Things (IoT) has transformed various sectors, from home automation to healthcare, lever-
aging a multitude of sensors and actuators communicating through cloud, fog, and edge networks. However, the
diversity in device manufacturing and communication protocols necessitates interoperable communication inter-
faces. Most existing [oT interoperability solutions often rely on cloud-based centralised architectures and suffer
from latency and scalability issues. This work specifically focuses on scenarios where decisions need to be made
with IoT edge devices in real-time, even in situations where there might be internet disruptions, low bandwidth, or no
internet connection. While typical IoT interoperability solutions support edge devices, their reliance on cloud-based
architectures makes them unsuitable for mission-critical applications, environmental monitoring, or water quality
monitoring, where internet connectivity cannot be guaranteed. To tackle these challenges, the project InterEdge
proposed a theoretical interoperability model supporting hierarchical decentralised communication between edge
devices. The aforementioned framework has four levels to handle network, syntactic, semantic, and organisational
aspects of interoperability. As part of the same project, this work focuses on the implementation of the syntactic and
semantic levels of the aforementioned framework. This work involves tackling the implementation challenges, par-
ticularly considering key issues related to transmission latency and memory requirements. We have created profiles
for edge devices and data formats to store their essential and extra information. Using the profiles, communications
can be established and maintained seamlessly among edge devices. We have conducted a comparative analysis be-
tween InterEdge implementation and three other implementations of established open standards. The experimental
results demonstrate that the syntactic and semantic levels of the implemented interoperability solution, InterEdge,
significantly outperforms the existing open standards in terms of standard benchmarking metrics such as code size,
memory usage, and response latency. The contribution of this paper lies in these implementation results, which
provide concrete evidence of the superior performance of our proposed solution, InterEdge, thereby validating its
efficacy in real-world IoT scenarios.
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1 Introduction

The Internet of Things (10T) is a global network that allows
uniquely identifiable devices to connect with each other us-
ing communication technologies. Typical IoT devices are
sensors and actuators. Sensors can gather data from sur-
roundings while actuators can perform actions. IoT has di-
verse applications such as home automation, smart cities,
supply chains, healthcare, agriculture, and environmental
monitoring. However, [oT faces a major challenge in ensur-
ing seamless communication and data sharing between vari-
ous [oT devices. An example modular farming system could
have monitoring and controlling devices in charge of regu-
lating heating, ventilation, and air conditioning. These de-
vices might come from various vendors, supporting diverse
network technologies, using different message formats, pro-
tocols, and terminologies that may not be fully compatible
with each other. To deal with such scenarios, one needs an
effective and scalable interoperability solution.

One key concern in this paper is to support emergency and

mission-critical services. These services need ultra-reliable
and low-latency communication [Pitstick et al., 2024; Bo-
jadjievski et al., 2018], preferably by using edge computing.
Edge systems, by positioning computation closer to where
data is generated and needed, offer significant advantages in-
cluding reduced latency, optimised bandwidth, and enhanced
resiliency and availability. These benefits are particularly
valuable in highly uncertain and resource-constrained envi-
ronments, such as those encountered by first responders, law
enforcement, and military personnel, where timely decision-
making is critical.

A significant body of research has been done to address
interoperability issues in IoT. We later provide a detailed re-
view. Briefly, these include Open Connectivity Foundation
(OCF) [Park, 2017], Eclipse Hono [Kherbache et al., 2022]
and Eclipse Kapua [Kapua, 2018] by Eclipse loT Working
Group, EdgeX Foundry [Foundry, 2021], FIWARE [Cirillo
et al., 2019] Platform, Amazon Web Service (AWS) IoT
[Pierleoni et al., 2019], Microsoft Azure loT [Klein, 2017],
Web of Things (WoT) [Gyrard et al., 2017] by W3C, IoTiv-
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ity Project [Dang et al., 2017], H2020 IoF2020 Project [ Ver-
douw et al., 2017], OneM2M [Park et al., 2016] Standard,
and Sensor Observation Service (SOS) [Broring et al., 2012]
and SensorThings API [Liang et al., 2021] developed by the
Open Geospatial Consortium (OGC).

Most of the above mentioned IoT interoperability solu-
tions, except loTivity, WoT, and Wasm, rely on cloud-based
centralised architectures and suffer from latency and scalabil-
ity issues. This limitation, along with the reliance on cloud-
based architectures in other solutions, means that these exist-
ing works are unsuitable for scenarios where there is no in-
ternet connection, low bandwidth, or any connectivity issue.
Cloud-based architectures exhibit higher latency than edge-
based architectures, which provide lower latency to 92% of
end-users, often by a significant margin of 10 to 100 millisec-
onds. Simulations show that while cloud-based systems ex-
perience exponential latency growth under constrained band-
width and high loads, edge based systems maintain stable
response times [Shukla et al., 2023; Charyyev et al., 2020;
Maheshwari et al., 2018]. On the other hand, IoTivity, WoT,
and Wasm can be implemented at the edge level. However,
they require more powerful hardware and cannot support
resource-constrained Class-0 devices like Arduino Uno R3.
Moreover, loTivity is limited to its own communication pro-
tocol and does not support others while WoT and Wasm rely
on external gateways for data routing between devices.

Nevertheless, some recent work focuses on specific as-
pects. For instance, some studies concentrate solely on
achieving semantic interoperability [Nagasundaram et al.,
2024; Mofatteh et al., 2024; Paul et al., 2024], while others
address only network interoperability [Pramukantoro ef al.,
2018; Marin et al., 2024] and some on organisation interop-
erability [del Campo et al., 2024].

The InterEdge project, which is focused on developing an
interoperability solution for edge devices that operates en-
tirely within an edge network, unlike typical cloud-based so-
lutions [Rasheed, 2024]. As part of the project, in our previ-
ous published work [Azad et al., 2023], we have theoretically
proposed a hierarchical decentralised interoperability model
that supports both wired and wireless connectivity. The
model uses controller devices to keep all communications
exclusively within the edge network, even without the need
for an internet connection if devices are connected via wired
connections, and it can also function with low bandwidth.
The model is particularly suited for scenarios where real-
time decision-making is critical and cloud-based response
latency is not acceptable. The model comprises bottom-to-
top four levels: network, syntactic, semantic, and organisa-
tional level. The network level deals with various network-
ing technologies to establish seamless connections among
the edge devices. The syntactic level supports various data
formats used in communication between the edge devices.
The semantic level focuses on the meaning of the messages
transmitted. The organisational level addresses platform and
domain heterogeneity e.g. interoperability between a smart
agriculture system and a supply chain management system.
In order to realise the proposed edge interoperability model,
in the same paper, we also have proposed an interoperability
framework having five layers: physical, profile, registration,
service, and control layer. Note the interoperability frame-
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work is the organisation of the implementation aspects while
the interoperability model comprise conceptual interoperabil-
ity levels.

As part of InterEdge, in this work, we have actually im-
plemented the syntactic and semantic levels of our aforemen-
tioned theoretical interoperability framework. Implementa-
tion of a theoretical framework often poses various techni-
cal challenges not innately addressed and also software de-
velopment issues. This work involves tackling the imple-
mentation challenges, particularly considering key issues re-
lated to transmission latency and memory requirements. We
have considered controllers, sensors and actuators as edge
devices. These controllers, sensors, and actuators are Class-
0 devices [Bormann et al., 2012], meaning they have limited
memory and processing power. We have implemented de-
vice and controller profiles and registration processes to help
establish connection and maintain. We have implemented
data profiles to support syntactic and semantic interoperabil-
ity levels of the interoperability model. These two levels are
on top of the network level, which for this work has been
implemented using wired connection. We also have imple-
mented the controller program and the scheduler program to
oversee the entire process: probing sender devices periodi-
cally, verifying conditions, and sending required messages
from sender to receiver devices using routing algorithms.

This paper assumes that the network connectivity has al-
ready been established e.g. by using wired connection for the
time being although InterEdge framework supports wireless
connectivity as well. This allows the focus to be shifted to ad-
dressing syntactic and semantic interoperability. Implement-
ing network interoperability involves enabling communica-
tion among devices using different network protocols such
as Wi-Fi, Bluetooth, Zigbee, and others. The task requires
addressing various key issues related to protocol compati-
bility, data transmission, network management, and security
and authentication. All these make the task a substantial un-
dertaking in itself. As such, the implementation of network
interoperability is considered beyond the scope of this paper.
This also makes addressing the challenge of enabling device
connections using low internet bandwidth or limited connec-
tivity out of the scope. Organisational interoperability is also
out of scope because that requires to address complicated
issues such as cross-domain interoperability, programming
language diversity, and proprietary barriers.

Among many possibilities, we give an example applica-
tion use case for this implementation. In a smart health-
care application, interoperability is crucial during a medical
emergency, such as monitoring a patient’s vital signs in an
ambulance. Devices like heart rate monitors, oxygen sen-
sors, and blood pressure cuffs must communicate in real time
with the ambulance’s onboard system. Syntactic interoper-
ability ensures these devices share data in a compatible for-
mat, while semantic interoperability guarantees that the sys-
tem correctly interprets the data (e.g., recognising a critical
drop in oxygen levels and triggering an alert). This real-time,
standardised communication ensures immediate medical de-
cisions without relying on historical data or cloud processing.

We have compared InterEdge implementation with other
three implementations of existing open standards—OGC
SOS [Na and Priest, 2007], OGC SensorThings API [Liang
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and Khalafbeigi, 2019], and EdgeX Foundry [Foundry,
2021]. Our experiments show that InterEdge implementation
performs better in terms of code size, memory usage, and re-
sponse latency than the three existing implementations.

To summarise, the contributions of this paper are below.

* Adding the implementation challenges to obtain an ac-
tual implementation of the syntactic and semantic in-
teroperability levels of the theoretical interoperability
model and framework InterEdge. [Azad et al., 2023].

* A comparison of our solution with three existing open
standard interoperability solutions. Our solution signifi-
cantly outperforms the others on class-0 microcontroller
devices in terms of standard metrics such as code size,
memory usage, and response latency.

The rest of the paper is organised as follows: Section 2 de-
fines the terminologies used in this paper; Section 3 delves
into existing solutions for [oT edge interoperability; Sec-
tion 4 gives an overview of the interoperability framework
in our previous paper [Azad et al., 2023]; Section 5 provides
the implementation details of our interoperability solution for
syntactic and semantic levels; Section 6 describes example
edge network scenarios. Section 7 provides a comparative
analysis of our proposed solution against three existing so-
lutions. Lastly, Section 8 presents our conclusions and sug-
gests potential avenues for future research.

2 Background

We cover some preliminary concepts needed for a clear un-
derstanding of the paper.

IoT: A network of interconnected devices to enable smart
and automated systems to communicate and exchange
data with each other.

Cloud: Remote servers on the internet to store, manage, and
process data, allowing users to access and share infor-
mation from anywhere.

Edge: Devices or systems that can read, process, and trans-
mit data closer to the source of data generation.

Data Read: Getting data directly from sensors or devices.

Data Write: Sending data directly to actuators or devices.

Data Transmission: data read, data write, and exchange be-
tween controllers potentially via other controllers.

Interoperability: The capability of heterogeneous devices
and applications to seamlessly collaborate, exchange
data, and interpret data effectively, regardless of their
manufacturers, underlying technologies, or protocols.

We use the same terminologies used in our previous pa-
per on the hierarchical decentralised interoperability model
[Azad et al., 2023]. To conveniently distinguish some as-
pects of the two papers, we introduce two new terminologies:
framework and implementation. All these terms are below.

Model: A categorisation of interoperability: hierarchical or
non-hierarchical, vertical or horizontal, or mixed.
Level: A category in a hierarchical or vertical interoperabil-
ity model. A higher level with larger granularity sequen-

tially depends on a lower one in the hierarchy.

Azad et al. 2025

Class: A category in a horizontal interoperability model.
Classes do not mutually depend on each other.
Solution: An implementation framework that potentially
implements an interoperability model. It also means an
actual implementation of an interoperability model.
Framework: A potentially implemented solution.
Implementation: An actually implemented solution.
Service: An algorithmic method that implements a particu-
lar data or execution functionality for a solution.
Layer: A set of services sharing certain traits of functional-
ities within a vertical organisation of the services.
Environment: A connected network system of physical ob-
jects, devices, sensors, and actuators that interact.
Interoperable Environment: An environment that ensures
seamless interoperability among its physical objects, de-
vices, sensors, and actuators.
Data and Message: Data goes in or comes out of devices.
Messages are data plus routing information and are cir-
culated over the network.

3 Related Work

We refer to our previous paper [Azad et al., 2023] that covers
cloud-based, fog-based, and edge-based i.e. all three types of
IoT interoperability solutions. In this paper, we mainly focus
on solutions that provide edge-level interoperability.

3.1 Generic Solutions

The Open Connectivity Foundation (OCF) [Park, 2017] uses
open specifications and cloud access to promote interopera-
ble communication between edge devices running on diverse
platforms. Microsoft Azure IoT [Klein, 2017] and Amazon
AWS IoT [Pierleoni et al., 2019] offer cloud services for var-
ious communication protocols and data formats to enable
interoperability between edge devices. The OneM2M stan-
dard [Park et al., 2016] uses an M2M service layer embedded
in hardware or software to allow interoperability between
edge devices and applications. The Web of Things (WoT)
[Gyrard et al., 2017] by W3C addresses edge-level interop-
erability by using cloud-based web standards that connect
diverse [oT platforms. The FIWARE [Cirillo et al., 2019]
platform provides cloud-based open-source components to
enable seamless connectivity and data sharing among edge
devices. Overall, aforementioned interoperability solutions
use cloud-based centralised architectures and suffer from la-
tency and scalability challenges.

The IoTivity project [Dang et al., 2017] by the Linux Foun-
dation ensures secure and reliable edge level interoperability
by using its own communication protocol. However, it can-
not integrate other existing communication protocols. The
H2020 10F2020 [Verdouw et al., 2017] project addresses
edge based interoperability with lightweight IoT solutions.
However, it faces challenges in managing the complexity of
coordination among its multi-layered solution.

To enhance interoperability in IoT, Sciullo et al. [2021]
proposed the adoption of W3C WoT standards and develop
the WoT Micro-Servient (WMS), a framework specifically
designed for resource-constrained IoT devices. WMS en-
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ables the deployment of native WoT applications on mi-
crocontrollers, enhancing performance by reducing latency
and energy consumption compared to proxy-based solutions.
However, the implementation presented in the paper is lim-
ited to devices connected via the same Wi-Fi network, de-
spite the W3C WoT’s capability to support various commu-
nication protocols, which are not demonstrated. The paper
primarily focuses on achieving interoperability between two
devices by enabling data exchange and understanding, but
it does not explore communication across different network
protocols or address cross-domain interoperability.

We later empirically compare InterEdge implementation
with three recent existing interoperability solutions: SOS
[Leibovici et al., 2023], SensorThings API [Liang et al.,
2021], and EdgeX Foundry [Foundry, 2021]. SOS is a fully
cloud-based solution. SensorThings API [Liang ef al., 2021]
and EdgeX Foundry support both cloud and edge level inter-
operability. However, to support edge level interoperability,
they still need cloud access. We further discuss these three.

The Sensor Observation Service (SOS) [Leibovici et al.,
2023], developed by the Open Geospatial Consortium
(OGC), addresses interoperability challenges in IoT by pro-
viding a standardised web service. This service allows users
to integrate sensor data from various sources using a com-
mon format. SOS also supports the management (addition,
removal, querying) of sensors. However, its cloud-based ar-
chitecture requires a stable network connection, which limits
its effectiveness in areas with poor internet connectivity. Un-
reliable networks can lead to delays or failures in data trans-
mission and retrieval, and the large XML data requests can
be too demanding for low-bandwidth networks, further im-
pacting performance. However, the SOS does not support
tasking services for actuators or receivers, such as sending
commands or data to any actuator or receiver.

Due to the overhead of using XML data in SOS, OGC
has proposed a JSON based standard named SensorThings
API [Liang et al., 2021]. SensorThings API is designed for
resource-constrained devices and has two main profiles: the
Sensing Profile for sensors and the Tasking Profile for actu-
ators. The Sensing Profile enables the organisation of obser-
vations into data streams, associating each observation with
specific sensors and features of interest. The Tasking Pro-
file, on the other hand, allows for the control and manage-
ment (addition, removal, and querying) of actuators, spec-
ifying tasks and actions for devices to perform. Although
SensorThings API is designed for edge devices, but it still
faces implementation challenges with very limited process-
ing power and memory, hindering its widespread adoption
and integration across diverse [oT ecosystems.

EdgeX Foundry [Foundry, 2021] is an open-source frame-
work designed to address interoperability challenges in IoT
edge devices. It works as a translator among [oT devices and
provides a common platform for connecting and managing
the devices and applications, promoting seamless communi-
cation and data exchange. However, the framework’s archi-
tecture requires consistent network connectivity for commu-
nication between devices and the central platform. Failure of
connecting to the internet can disrupt the synchronisation of
data between edge devices and cloud-based services, affect-
ing the overall reliability and performance of the system.
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3.2 Application Specific Solutions

While the above mentioned solutions provide a generic
framework for interoperability in [oT, there are implementa-
tions of interoperability tailored to specific IoT applications,
focusing on particular real-life challenges. These targeted
approaches aim to address the unique requirements of do-
mains such as healthcare, smart agriculture, and structural
monitoring, where customised solutions are often necessary
to achieve seamless integration and functionality.

The MAC4PRO architecture [Gigli et al., 2023] intro-
duces a sensor-to-cloud platform for Structural Health Mon-
itoring (SHM), emphasising seamless integration of sensing
and software technologies for accurate data read and trans-
mission. However, its scope is predominantly tailored to the
condition assessment of industrial and civil infrastructures.
This focus limits its applicability to other domains, such as
small-scale or specialised monitoring scenarios, where spe-
cific adaptations might be needed to address unique struc-
tural or operational requirements.

The GOLDIE [Hao and Schulzrinne, 2021] framework
addresses IoT interoperability challenges by introducing a
federated, location-based global directory for managing IoT
metadata. Designed to support discoverability, geospatial
queries, and global access, GOLDIE facilitates cross-domain
services and enables efficient data sharing and resource dis-
covery. While GOLDIE'’s hierarchical structure aligns with
edge computing principles by enabling localised data read
and transmission with reduced latency, it still relies on lo-
cal directories deployed on servers. This introduces a depen-
dency on centralised architecture, which can potentially limit
scalability.

3.3 Contrasting InterEdge with Related Work

In Table 1, we compare this implementation of InterEdge’s
Syntactic and Semantic level interoperability levels with ex-
isting solution’s Syntactic and Semantic level interoperabil-
ity levels. The table shows that this work, WoT, Wasm, and
IoTivity do not require cloud access to facilitate edge interop-
erability while the remaining works rely on cloud connectiv-
ity. The table also shows that WoT, Wasm, and loTivity are
not compatible with Class-0 devices and due to their imple-
mentation choices necessitate a minimum of Class-1 devices
for operation. Moreover, their architectures do not explicitly
address interoperability at distinct levels, such as syntactic
and semantic interoperability levels, but rather approach the
issue in a more general manner. Note that this work supports
Class-0 devices and explicitly addresses interoperability at
different levels, including syntactic and semantic interoper-
ability. This implementation also has integrated controllers
to provide services related to the two interoperability levels.
Moreover, this work adopts a simple event-driven procedure
based software architecture to maintain simplicity, reduce
computational overhead, and to ensure efficiency.

4 Framework Overview

We provide a summary of the edge interoperability model
and its associated framework proposed in our previous paper



Syntactic and Semantic Edge Interoperability

[Azad et al.,2023]. We also briefly describe the control flow
of the interoperability solution when it is being run.

4.1 Model and Framework

Table 2 left column shows the interoperability levels in the
interoperability model. The model has four levels from bot-
tom to top: network, syntactic, semantic, and organisational.
The network level deals with networking technologies to es-
tablish seamless connections among edge devices. The syn-
tactic level supports data formats used in communication.
The semantic level provides the meaning of the messages
transmitted. The organisational level addresses platform and
domain heterogeneity present in the edge network.

Table 2. Edge Interoperability Model by [Azad et al., 2023]: the
interoperability levels and their implementing profiles

| Interoperability Level | Implementing Profile |

Organisational Organisation Profile
Semantic Device Profile
Syntactic Data Profile
Network Network Profile

Figure 1 shows the layers in the associated implementation
framework. The framework has five layers: physical, profile,
register, service, and control. The physical layer holds all
physical devices such as sensors, actuators, and controllers.
The profile layer holds various types of profiles: device pro-
file, controller profile, data profile, network profile and or-
ganisation profile. The register layer holds information about
the instances such as devices and controllers that are active
in the interoperable environment. The service layer has four
types of services: profiling, registration, transmission and
deregistration. The control layer contains a controller pro-
gram and scheduler methods to perform continuous probing
of the devices and other controllers to get data and messages
and thus initiate subsequent tasks.

Control Layer

‘ Controller Program ‘ ‘ Scheduler ‘

Service Layer

‘ Proﬁling‘ ‘ Registration ‘ ‘Transmission ‘ ‘ Deregistration ‘

Register Layer

‘ Device Register ‘ ‘ Controller Register ‘

Profile Layer

Device Controller Data Network | | Organisation
Profile Profile Profile Profile Profile
Physical Layer
Sensors H Actuators ‘ ‘ Controllers

Figure 1. Edge Interoperability Framework [Azad et al., 2023], with the
components implemented in this work highlighted by shaded boxes.

As shown in Table 2 right column, interoperability at var-
ious levels is achieved through specific profile parameters
in our framework: network profile parameters for network
level interoperability, data profile parameters for syntactic
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level interoperability, device profile parameters for semantic
level interoperability, and organisation profile parameters for
organisational level interoperability. For this work, organisa-
tional profiles are not implemented while wired connection
requires no network profile in the network level.

It is worth noting that to implement an interoperability
level, all layers within the interoperability framework may
need to be implemented. While the profile layer determines
the specific standards and protocols required for a particular
interoperability level, successful implementation may neces-
sitate having functionalities in all layers of the framework.

4.2 Program Control Flow

Prior to the execution of the controller program within the
control layer, as illustrated in Figure 1, relevant profiles de-
scribing devices, controllers, and data are stored in the non-
volatile memory. Also, the description of the edge environ-
ment is stored in the device and controller registers in the non-
volatile storage. When the controller devices start operating,
first the profiles and the registers are loaded from the non-
volatile storage to the volatile storage. Then, the controller
program is invoked. Within a loop, the controller program,
uses the scheduler to schedule tasks and consequently exe-
cute. Later, we provide further details of the associated ser-
vices, and the operational procedures of both the controller
and scheduler programs and edge network design.

S InterEdge Implementation

The actual implementation of the proposed theoretical frame-
work is a significant contribution of this paper, as it not only
validates the framework’s applicability but also resolves crit-
ical challenges encountered during application. A key issue
is the resource constraints of edge devices that are designed
for mission-critical applications requiring real-time decision-
making based on current data.

1. Initial attempts to implement the profile and registration
layers using XML and JSON formats proved impracti-
cal due to their verbose, tag-based structure, resulting in
excessive memory and processing overhead. The pro-
files and registers generated a total of 4KB of files for
XMl and 3KB of files for JSON, while the Arduino Uno
R3, has only 1KB of electrically erasable programmable
read-only memory (EEPROM). This limitation was ad-
dressed by adopting plain text files, significantly reduc-
ing the memory footprint and enabling efficient real-
time operation.

2. Various existing interoperability implementations use
various programming languages that include C/C++,
Java, JavaScript, .NET, Python, and Node.js. Upon
careful consideration, the InterEdge implementation
is developed using the C/C++ programming language.
The reason is to get a smaller executable program and
greater speed. Also, C/C++ is often the primary lan-
guage supported by various microcontrollers that in-
clude Arduino Uno R3 and ESP32. To get a smaller
executable program, we have also adopted simple pro-
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cedural programming instead of object-oriented or any
other programming paradigms.

3. Creating device profiles and registers required an in-
depth understanding of device operations. For syn-
tactic interoperability, precise data formats were de-
fined, while semantic interoperability involved embed-
ding meaningful metadata during registration.

Overcoming above challenges demonstrates the frame-
work’s practicality and its potential to enhance edge-based
IoT interoperability in resource-constrained environments.

Below we describe the implementation of the five layers
of InterEdge. Although in some layers, we show the imple-
mentation for some commonly used devices, following the
examples, future extensions could be easily incorporated for
potential other devices. As shown in Figure 1, the compo-
nents from the five layers that have been implemented are
highlighted in shaded colour.

5.1 Physical Layer

The physical layer encompasses all the physical devices. We
need controller, sensor, and actuator devices. Below we list
the specific hardware used as these devices.

1. Controller Devices: Arduino Uno R3 microcontroller
and ESP32 microcontroller

2. Sensor Devices: TMP36 temperature sensor and HC-
SR04 ultrasonic motion sensor

3. Actuator Devices: Light Emitting Diode (LED) lights

The sensors and actuators are connected with controllers.
The controllers are connected with each other to expand the
edge network. All connections in this work are wired, al-
though the framework [Azad ef al., 2023] supports wireless
connection. Arduino Uno R3 uses serial communication
when connected via wire. For ESP32 the communication
protocol we have used can have reliable communication up
to 1 meter (3.3 feet), potentially up to 10 meters (33 feet) us-
ing 12C bus extensions. Moreover, for Arduino Uno R3, the
communication protocol we have used can have reliable com-
munication up to 15 meters (50 feet), but can be extended up
to 50 meters (164 feet) using RS-232 transceivers.

5.2 Profile Layer

The profile layer stores detailed information about all the de-
vices in the edge network. The information includes device
type, manufacturer, configuration parameters, network pro-
tocols, data formats, and organisational affiliations.

5.2.1 Device Profile

We create device profiles for TMP36 temperature sensors,
HC-SR04 ultrasonic motion sensors, and LED lights. These
profiles include main parameters and further parameters for
reading and writing data. The formula parameter in the tables
is presented in postfix notation.
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* TMP36 Sensor: Table 3 shows the parameter values
for the device profile. The map function in the for-
mula converts the raw analog readings from the temper-
ature sensor into temperature values within the specified
range of -40 to 125 degrees Celsius.

Table 3. Device profile for TMP36 temperature sensors

Parameter Value
TypelD Type001
TypeName TMP36
Category Sensor
SubCategory Temperature
TransmissionMode| Read
Connectivity Wired
DataType Int
Datal ength 3
MeasuringUnit °C
NeedFormula Yes
Formula data 20 - 3.04 * 0 1023 -40 125
map
ReadMethod ReadData

Table 4 shows the parameter values for the ReadData
method.

Table 4. Values for ReadData method for TMP36

Feature Parameter Value
Initialization | noOfPin 1
pins TMP_PIN
pinMode INPUT
Read pinMode INPUT
digitalWrite | NA
Delay NA

* HC-SR04 Sensor: Table 5 shows the the parameter val-
ues for the device profile. Table 6 shows the parameter
values for the ReadData method.

Table 5. Device profile for HC-SR04 sensors

Parameter Value
TypelD Type002
TypeName Ultrasonic
Category Sensor
SubCategory Distance
TransmissionMode| Read
Connectivity Wired
DataType Float
MeasuringUnit CM
NeedFormula Yes
Formula data 0.034 * 2/
ReadMethod ReadData

* LED Light: Table 7 shows the parameter values for
the device profile. The parameter values for the LED
light device profile are shown in . Table 8 shows the
parameter values for the WriteData.
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Table 6. Values for ReadData method for HC-SR04
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Table 10. Controller profile for ESP32

Feature Parameter Value Parameter Value
Initialization | noOfPin 2 TypelD ContType002

pins TRIG_PIN, TypeName ESP32

ECHO_PIN Category Xtensa microcontroller

pinMode [OUTPUT], [INPUT] Connectivity [Wired, Wi-Fi, Bluetooth]
Read pinMode 0,11 NetworkProfile N/A

digitalWrite [LOW, HIGH, LOW] OrganisationProfile N/A

delayMicroseconds | [2,10], []

pulseln [1, [HIGH]

5.2.2 Controller Profile

We create controller profiles for Arduino Uno R3 and
ESP32 microcontrollers. The controller profile pro-
vides detailed information about the controller: main
parameters as well as configuration parameters.

Table 7. Device profile for LED lights

Parameter Value
TypelD Type003
TypeName LED
Category Sensor
SubCategory Light
TransmissionMode| Write
Connectivity Wired
DataType Boolean
MeasuringUnit Boolean
NeedFormula No
WriteMethod WriteData

Table 8. Values for WriteData method for LED

Feature Parameter Value
Initialization | noOfPin 1
pins LEDPIN
pinMode OUTPUT
Write pinMode OUTPUT
digitalWrite | NA

* Arduino Uno R3 Microcontroller: Table 9 shows the
parameter values for Arduino Uno R3 microcontrollers.

Table 9. Controller profile for Arduino Uno R3

Parameter Value

TypelD ContType001
TypeName Arduino Uno R3
Category AVR microcontroller
Connectivity Wired
NetworkProfile N/A
OrganisationProfile N/A

« ESP32 Microcontroller: Table 10 shows the parameter
values for ESP32 microcontrollers.

5.2.3 Data Profile

We create data profiles for each type of data to be read or writ-
ten. However, microcontrollers Arduino Uno R3 and ESP32,
sensors TPM36 and HC-SR04, and LEDs all deal with digi-
tal signals. The data profile is associated with a device when
the device is registered to the network.

« Digital Signal: Table 11 shows the parameter values
for the data profile.

Table 11. Data profile for Digital Signal

Parameter Value

Id Format001
Name Digital Signal
Version DSO01
DataType Digital Signal
Encoding N/A

5.2.4 Network Profile:

As already mentioned before, in this work, for the time be-
ing, wired connection was assumed to be between edge de-
vices. The microcontrollers used the serial communication.
We did not implement any network interoperability in this
work. Therefore, no network profile was created.

5.2.5 Organisation Profile:

No organisational level interoperability was implemented in
this work. Therefore, no organisation profile was created. To
implement the syntactic and semantic level interoperability,
only one type of microcontrollers (either Arduino Uno R3 or
ESP32) and basic raw sensors (TMP36 and HC-SR04) and
actuators (LEDs) were used in this work; all of these just
use digital signals. Organisational profiles would have been
needed if we would have used microcontrollers, sensors, and
actuators from various manufacturing organisations together.

5.3 Register Layer

The register layer maintains a repository of active devices
and controllers connected in the IoT network. Note that the
registration information includes some fields that are also
found in the profiles. This duplication stems from the sub-
tle distinction that profiles often list a range of potential op-
tions for a device or controller while only a specific subset of
these options might be actively utilised in a given connection
to the environment. So the redundancy allows for flexibility,
enabling the system to adapt to varied scenarios by selecting
and employing the most relevant configurations.
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Note that the registration layer integrates particular de-
vices and controllers within the IoT environment by storing
a predefined configuration in the controllers. Disconnected
devices must re-register upon reconnection. This static setup
enhances security, allowing only pre-registered devices to
interact and requiring physical access for new registrations,
thus preventing unauthorised access.

Since registration involves an edge environment, we show
an example in Figure 2. The example has controller to device
connections as well as controller to controller connections.

Figure 2. An example edge environment with two controllers (Arduino Uno
R3), two sensors (TMP36 and HC-SR04), and two actuators (LEDs). All
six devices to be registered.

5.3.1 Device Register

We create a device register for each instance of a device type
and give a unique Deviceld. For example, two device reg-
isters with two unique Devicelds will be created for two
TMP36 sensors. For the four sensor and actuator devices
in Figure 2, we will create four device registers: one for
TMP36 temperature sensor, one for HC-SR04 ultrasonic dis-
tance sensor, and two for LED lights.

* TMP36 Sensor: Table 12 shows the parameter values
of the device register for TMP36 Sensor.

Table 12. Device register for TMP36 Sensor

Parameter Value
Deviceld TMP36001
DeviceName TMP36 Temperature Sensor
TransmissionMode | Read
Connectivity Wired
DeviceProfile Type001
DataProfile Format001
NetworkProfile N/A
OrganisationProfile| N/A
ActualValue N/A
ConvertedValue N/A

* HC-SR04 Sensor: Table 13 shows the parameter val-
ues of the device register for HC-SR04 Sensor.

Table 13. Device register for HC-SR04 Ultrasonic Sensor

Parameter Value
Deviceld HCSR04001
DeviceName HC-SR04 Ultrasonic Sensor
TransmissionMode | Read
Connectivity Wired
DeviceProfile Type002
DataProfile Format001
NetworkProfile N/A
OrganisationProfile| N/A
ActualValue N/A
ConvertedValue N/A
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* LED Lights: We have two LED lights in Figure 2. So
we need one device register for each LED light. Ta-
ble 14 shows the parameter values for the device reg-
ister for LED1 (or LED2). In this case, the two device

registers mainly differ by their Devicelds.

Table 14. Device register of LED1 (or LED2) Light

Parameter Value
Deviceld LEDOO01 (or LED002)
DeviceName LED Lights
TransmissionMode | Write
Connectivity Wired
DeviceProfile Type003
DataProfile Format001
NetworkProfile N/A
OrganisationProfile| N/A
ActualValue N/A
ConvertedValue N/A

Table 15. Controller register for Arduino Uno 1

Parameter Value

Controllerld Arduino001

ControllerName Arduino Uno R3

ConnectedDevices Arduino001-TMP36001
Arduino001-LED001

ConnectedControllers Arduino002

Connectivity Wired

NetworkProfile N/A

OrganisationProfile N/A

SourceDevices Arduino001-TMP36001

ConditionActions data 30°C' > high low ?

DestinationDevices Arduino001-Arduino002-
LED002

DeviceProbelntervals (00:00:05)

MessageBuffer NULL

ControllerProbelntervals | (00:00:05)

Table 16. Controller register for Arduino Uno 2

Parameter Value

Controllerld Arduino002

ControllerName Arduino Uno R3

ConnectedDevices Arduino002-HCSR04001
Arduino002-LED002

ConnectedControllers Arduino001

Connectivity Wired

NetworkProfile N/A

OrganisationProfile N/A

SourceDevices Arduino002-HCSR04001

ConditionActions data 15¢m > high low ?

DestinationDevices Arduino002-Arduino001-
LEDO001

DeviceProbelntervals (00:00:05)

MessageBuffer NULL

ControllerProbelntervals | (00:00:05)
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5.3.2 Controller Register

We create two controller registers for the two Arduino Uno
R3. Each controller register gets its unique Contollerld. Note
that we could replace the two Arduino Uno R3 microcon-
trollers with two ESP32 microcontrollers. As mentioned be-
fore, two different microcontrollers cannot be used simulta-
neously in this work, since we have not implemented organ-
isational interoperability.

* Arduino Uno R3 Controllers: Table 15 and Table 16
show the parameter values for two controller registers.
Notice that each controller keeps the other controller in
its ConnectedControllers field.

5.4 Service Layer

The service layer encompasses four types of services: profil-
ing, registration, transmission, and deregistration.

1. Profiling: We created the profiles for devices, con-
trollers, and data. We uploaded them into the non-
volatile memory of the respective microcontrollers.
Then, the profiling function is run before the controller
program is invoked to load these profiles from non-
volatile memory into volatile memory.

2. Registration: We created registers for the devices and
the controllers. We uploaded them into the non-volatile
memory of the respective microcontrollers although the
framework [Azad ef al., 2023] supports registration in-
formation to be kept in the random access memory. Af-
ter the profiling function is called before the controller
program is invoked, the registration function is called
to load the registers from non-volatile memory into
volatile memory, ensuring seamless initialisation and
operation with the active devices.

3. Transmission: Seven methods are used in transmis-
sion. ReadData method uses device registers, device
profiles, and data profiles to connect to devices, read
data, and process. NeedAction method uses controller
registers to determine necessary actions based on con-
ditions and artificial intelligence algorithms. Write-
Data method uses device registers, device profiles, and
data profiles to write data to devices after processing.
NeedRouting method uses controller registers to de-
cide if data needs to be routed through other controllers.
WriteMessage uses controller registers, and controller
profiles, device registers, device profiles, and data pro-
files to create messages for transmission across the net-
work. RouteMessage uses controller registers to send
messages between controllers. ReadMessage uses
controller registers to read messages from other con-
trollers. We have implemented all the aforementioned
methods as their algorithms are in our previous paper
[Azad et al., 2023].

4. Deregistration: We remove the device information
from the controller register when a device is no longer
needed. In this implementation, deregistration takes
place when updated controller register is uploaded to
the non-volatile memory of the controller although the
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framework [Azad et al., 2023] supports keeping regis-
tration information in the random access memory.

5.5 Control Layer

In the control layer, a ControllerProgram and schedul-
ing methods such as InitSchedule, UpdateSchedule,
DataReadingScheduled, and MessageReadingSched-
uled ensure continuous data and message retrieval from
devices and controllers. Based on set intervals, the con-
troller schedules and reads data using ReadData, determines
actions with NeedAction, and decides routing with Nee-
dRouting. Data is either written directly to devices with
WriteData or routed through controllers using WriteMes-
sage and RouteMessage. Controllers regularly check their
MessageBuffer for new messages, handling them to ensure
proper data delivery.

We have implemented all the aforementioned methods as
their algorithms are in our previous paper [Azad et al., 2023].
Note that the interoperability framework in our previous pa-
per [Azad et al., 2023] and in this implementation, the Con-
trollerProgram within a loop continually update the sched-
ule and as per the schedule, synchronously probes devices
and performs actions. To support asynchronous scheduling
of read or write actions, a synchronously probed switch with
a very short time interval could be used as a source sensor
and the required read or write actions on the destination de-
vice could be scheduled for immediate or next occurrence.

5.6 Software Architecture

This implementation employs event-driven programming. A
loop in the controller program continually makes probes to
the devices and other controllers to see whether an event is
to be triggered and responded. For software organisation,
this implementation just uses a procedure-based architecture,
wherein all functionalities are implemented as straightfor-
ward procedures, avoiding the complexity and overhead as-
sociated with more intricate software architectures. This de-
sign choice aims to preserve simplicity and minimise compu-
tational overhead, thereby enhancing overall performance.

6 Implementing Edge Networks

We describe how to design an arbitrary edge network using
InterEdge. Then, we show two scenarios: one with single
controller and the other with multiple scenarios.

To evaluate our implementation, we consider two scenar-
ios: one with just one controller needing no message routing
and another one with multiple controller needing message
routing. These two scenarios demonstrate the flexibility and
scalability of our solution. A microcontroller usually can be
connected to a maximum number of devices. So multiple
microcontroller setup is particularly needed when managing
comparatively large numbers of sensors and actuators.
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6.1 Generic Edge Network

Achieving interoperability is generalised by creating device
and controller profiles for the device types. For instance, pro-
files for TMP36 sensors, HC-SR04 sensors, LED lights, Ar-
duino Uno R3, and ESP32 are created in this implementa-
tion. They can now be used in any scenario involving these
devices and controllers. However, if any new device type
is to be considered, we will have to create a profile for that
device.

To design an edge network, device and controller profiles
are stored in the controllers’s EEPROMSs. Then, the con-
trollers are registered in the network using the controller reg-
isters. This is followed by the sequential registration of the
devices using the device registers. When a controller reaches
its capacity, another controller is added to the network, and
additional devices are registered with that. In an edge net-
work, communication between devices works only when the
connection is active. For wired connections, this is naturally
maintained as the connection is consistently active. How-
ever, for wireless connections, such as Wi-Fi, the network
would require the connection to remain active to facilitate
communication among devices.

6.2 Single Controller Scenario

Figure 3 shows a controller (Arduino Uno R3) connected
with two sensors (TMP36 and HC-SR04) and two LEDs.

TMP36 I I LED1

’ Arduino Uno R3 ‘

HC-SRo4 I I

LED2

soom rememnog
7 i3

\
Arduino1 L J

Figure 3. Single Controller Scenario: Arduino Uno R3 connected with two
sensors TMP36 and HC-SR04 and two LEDs. Top: schematic diagram and
Bottom: simulator generated image.

In Figure 3, the controller reads the temperature from
the temperature sensor TMP36. If the temperature value is
greater than a threshold value then the controller sends an
ON signal else an OFF signal to one LED. Also, the con-
troller reads the distance from the ultrasonic distance sensor.
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Figure 4. Single Controller Scenario: ESP32 connected with cloud, two
sensors TMP36 and HC-SR04 and two LEDs.

If the distance value is greater than a threshold value than it
sends an ON signal else an OFF signal to another LED. We
can configure the controller to read data in regular intervals.

Note that the controller is typically equipped with suffi-
cient processing capacity. It holds profiles, registers, a con-
troller, and a scheduler program to perform essential func-
tions such as data transformation, protocol translation, and
service delivery for seamless interoperability. Further, note
that the controller typically facilitates communication as a
central intermediary since devices themselves may not and
processing capacity. However, direct device-to-device com-
munication is possible when devices have adequate process-
ing capabilities i.e. the same physical device supports both
device and controller functions. In such cases, device pro-
files and registers are maintained within the devices, and the
controller’s functionality is embedded in them, enabling de-
centralised communication and enhanced flexibility.

While Figure 3 shows our implementation, the three open
standard solutions that we later compare with need cloud ac-
cess as shown in Figure 4. Since Arduino Uno R3 microcon-
trollers do not support internet connection to the cloud, in
this scenario an ESP32 or another microcontroller is used.

For our implementation, we use the online simulator
Wokwi (https://wokwi.com/) to set up IoT edge net-
works. This simulator allows us to create and test our
microcontroller configurations without the need for physi-
cal hardware, providing a flexible and accessible platform
for development. Moreover, it allows us to design, sim-
ulate, and debug Arduino Uno R3 and ESP32 projects in
a web-based environment. The programming languages
in the simulator are variants of C++. Our implementa-
tion can be found from (https://wokwi.com/projects/
396638811657719809).

6.3 Multiple Controller Scenario

Figure 5 shows four controllers (all are Arduino Uno R3)
connected with two sensors (TMP36 and HC-SR04) and two
LEDs. All the controllers are replaced by ESP32 microcon-
trolers when we run experiments with ESP32 type.

In Figure 5, controller Arduinol reads distance from the
ultrasonic distance sensor HC-SR04 and if the distance is
greater than a threshold value then it sends an ON signal else
an OFF signal to LED1 connected with controller Arduino4
via another controller Arduino2. Also, controller Arduino4
reads temperature from the temperature sensor TMP36 and if
temperature is greater than a threshold value then it sends an
ON signal else an OFF signal to the LED connected with con-
troller Arduino3 via another controller Arduino2. Table 17
shows how the routing information is stored in the controller
registers.

While Figure 5 shows our implementation, the three open
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Arduino2

Arduinos H TMP36 |

Arduino3

Arduino1

Figure 5. Multiple Controller Scenario: Four Arduino Uno R3 microcontrollers are connected with two sensors TMP36 and HC-SR04 and two LEDs. Top:

schematic diagram and Bottom: simulator generated image.
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Figure 6. Multiple Controller Scenario: Four Controllers are connected
with cloud, two sensors TMP36 and HC-SR04 and two LEDs.

standard solutions we later compare with need cloud access
(and supporting microcontrollers such as ESP32) as in Fig-
ure 6.

Table 17. Routing information for data transmission in Figure 5.
(Top) from HC-SR04 to LED1 and (Bottom) from TMP36 to LED2.
Arduinol-4 are denoted by A1-4 and HC-SR04 by HC. Each row
is stored in the controller register of the corresponding controller
mentioned in the left most column named Controller; the other two
columns Source Device and Destination Device are stored in the
SourceDevices and DestinationDevices in the respective controller
registers.

Controller | Source Device Destination Device
A1 A1-HC A1-A2-A4-LED1
A2 A2-A1-HC A2-A4-LED1
A4 A4-A2-A1-HC A4-LED1
Controller | Source Device Destination Device
A4 A4-TMP36 A4-A2-A3-LED2
A2 A2-A4-TMP36 A2-A3-LED2
A3 A3-A2-A4-TMP36 | A3-LED2

The Wokwi online simulator can support different types of
microcontroller such as Arduino, ESP32, Raspberry Pi, but it

cannot support multiple controllers in one project. So for our
multiple controller scenario, we have used another simulator
https://www.tinkercad.com/ and our implementation
is available from https://www.tinkercad.com/things/
i8c4zb1qvzQ-syntactic-n-semantic.

6.4 Comparison with Other Implementations

We compare our implementation of the single and multiple
controller scenarios described in the previous subsections
with the implementation work to be required by other solu-
tions such as WoT, Wasm, and IoTivity.

Common Hardware Setup: Each framework requires de-
vices such as TMP36 and HC-SR04 sensors, and LED lights.
Raw sensors lack processing power. So a gateway/controller
(e.g., ESP32) is necessary to process sensor data, make deci-
sions, and send commands to the LEDs. The Arduino Uno
R3 is not compatible due to its limited resources.

WoT Software Setup: WoT uses JSON-LD-based Thing
Descriptions (TD) to define device properties and actions.
The ESP32 reads sensor data, exposes it via HTTP/MQTT,
and controls LEDs based on predefined conditions. In
multi-controller scenarios, users must manually configure
data routing, as the WoT framework does not specify inter-
controller communication.

Wasm Software Setup: Wasm compiled modules manage
sensor readings and LED controls. The ESP32 loads and ex-
ecutes these modules, handling interactions with hardware.
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Communication between modules or external systems re-
quires custom implementation, as Wasm does not define data
routing between multiple controllers.

IoTivity Software Setup: IoTivity represents sensors and
LEDs as resources within its framework. The ESP32 regis-
ters these resources, processes CoAP requests for sensor data,
and sends CoAP requests to control LEDs based on condi-
tions. While resource discovery and interaction are managed
by IoTivity, data routing between multiple controllers is not
defined by the framework.

Overall Comments: From the above discussion, it is ev-
ident that this implementation of InterEdge has more ad-
vantages as it supports Class-0 devices, includes an inte-
grated controller, and needs less custom coding. In contrast,
WoT, Wasm, and IoTivity do not support Class-0 devices,
lack the concept of an integrated controller, and need signif-
icant amount of coding. Implementation of data routing in
these frameworks demands extra configuration and coding
whereas InterEdge and this implementation seamlessly sup-
ports these functionalities within its framework design.

7 Experimental Results

We describe our evaluation metrics, competitor solutions,
and provide performance analysis and discussion.

7.1 Evaluation Metrics

In the literature, a related paper [Jazayeri et al., 2015] has
evaluated the performance of four interoperable open stan-
dard solutions OGC PUCK over Bluetooth [O’Reilly et al.,
2012], TinySOS [Jazayeri et al., 2012], SOS over CoAP
[Jazayeri et al., 2015], and OGC SensorThings API [Liang
et al., 2021]. In order to evaluate each solution, it has used
a service prototype (i.e., server), a gateway, and a client. As
metrics, it has used (i) code storage in read only memory
(ROM, EEPROM), (i) main memory (RAM) usage, (iii) re-
quest length of an operation, (iv) response size of an opera-
tion, (v) and response latency.

Our solution differs from existing solutions in terms of
data communication. Existing solutions require making API
calls with XML, JSON, or plain text data requests to the
cloud and then retrieving data from the cloud. In contrast,
our solution involves direct communication between the con-
troller and the device, bypassing the cloud entirely. Conse-
quently, metrics like request size and response size, which
are relevant for cloud-based systems, are not applicable to
our solution as there is no API call or cloud data transmis-
sion. In this implementation, we have considered wired con-
nection only. Our solution eliminates the need for data re-
quests by directly sending signals from the controller to the
device. So we can evaluate our implementation with three
metrics (7) ROM storage, (i) RAM usage, and (iii) response
latency. These metrics are suitable for our solution’s architec-
ture. This is because the elimination of API calls and cloud
data transmission in our solution reflects a more streamlined
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approach to edge device communication, tailored specifi-
cally for resource-constrained environments.

7.2 Competitor Solutions

We target our solution to work both on class-0 and class-1
edge devices [Bormann et al., 2012]. Class-0 devices such
as Arduino Uno R3 have only 32KB of random access mem-
ory (RAM) and 2KB of code space. Class-1 devices such as
ESP32 have about 10KB of RAM and 100KB of code space.

We have run the three available open standard
solutions—OGC SOS [Na and Priest, 2007], OGC Sen-
sorThings API [Liang and Khalafbeigi, 2019], and EdgeX
Foundry [Foundry, 2021]. These solutions support edge in-
teroperability, but using cloud access needing comparatively
more resources. So they cannot operate on class-0 devices.
We have used class-1 device ESP32 microcontroller for
them. ESP32 has low-power consumption and integrated
Wi-Fi and Bluetooth capabilities. This facilitates seamless
connectivity, enabling devices to establish connections with
local networks and internet. Note that SOS [Na and Priest,
2007] only supports data sensing operations. On the other
hand, OGC SensorThings API [Liang and Khalafbeigi,
2019] and EdgeX Foundry [Foundry, 2021] support both
data sensing and actuator tasking but in two different parts:
Part 1 and Part 2 respectively. However, we cannot run their
actuator tasking in Part 2 because of the unavailability of
the program and documentations. So our comparison with
the three open standards is mainly restricted within the data
sensing operations.

We have selected the above-mentioned three solutions for
comparison based on specific criteria to ensure a meaningful
evaluation of our solution against existing standards.

+ First, the selected solutions must support edge interoper-
ability, which is essential for the targeted edge devices.

* Second, if a solution supports both edge and cloud in-
teroperability, its architecture should be simple enough
to be callable from a class-0 microcontroller device, re-
flecting the resource constraints typical of such envi-
ronments Open Connectivity Foundation (OCF) [Park,
2017], OneM2M [Park et al., 2016], FIWARE [Cirillo
etal.,2019].

* Lastly, the availability of open-source code was a cru-
cial factor, enabling direct implementation and testing.

While there are other existing interoperable solutions that
address interoperability in IoT edge devices, they do not fully
meet all these criteria and, therefore, were not included in our
comparison. Further, while the WoT by W3C [Gyrard et al.,
2017] provides an implementation that supports Arduino mi-
crocontrollers, the implementation is specifically designed
for the Arduino Mega. The Arduino Mega requires 8KB
of RAM, 256KB of Flash memory, and 4KB of EEPROM,
which are significantly higher resource capacities compared
to the Arduino Uno R3 used in our implementation of the
InterEdge solution.
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7.3 Evaluation Test Cases

Figure 7 presents the schematic diagram of the experimen-
tal setup used to compare our solution with three open stan-
dard solutions. Figure 7 (top) illustrates the schematic dia-
gram for the three open standards. To evaluate the perfor-
mance of our solution in alignment with the three open stan-
dards, our analysis focused on the process of reading sen-
sor data. For the OGC SOS [Leibovici et al., 2023], this
involved a twofold procedure: the insertion of observations
(Insert Observation) into the SOS cloud followed by their
retrieval (Get Observation). These functions were assessed
separately due to their distinct roles within the OGC SOS
framework. Within the OGC SensorThings API [Liang et al.,
2021], evaluations were conducted on both the creation (Cre-
ate Observation) and retrieval (Read Observation) of obser-
vations. Likewise, in EdgeX Foundry, we scrutinised the
functionalities associated with sending data (Send Data) and
reading data (Read Data). For convenience, throughout the
rest of the paper, we will refer to SOS (Insert Observation) as
SOS (Cloud Upload), SOS (Get Observation) as SOS (Cloud
Download), SensorThings API (Create Observation) as Sen-
sorThings API (Cloud Upload), SensorThings API (Read Ob-
servation) as SensorThings API (Cloud Download), EdgeX
(Send Data) as EdgeX (Cloud Upload), and EdgeX (Read
Data) as EdgeX (Cloud Download). For the three standard
solutions, ‘writing’ refers to reading data from the sensor,
sending a request to the cloud to store the data, and receiving
a success response (Cloud Upload). In contrast, for our so-
lution, ‘writing’ refers to sending a command directly to an
actuator. Similarly, for the three standard solutions, ‘reading’
involves sending a request to the cloud to retrieve previously
stored data and successfully reading the data from the cloud
(Cloud Download). For our solution, ‘reading’ refers to di-
rectly reading the sensor data.

Figure 7 (middle) depicts our implementation for compar-
ison. In our setup, the controller directly reads data from the
sensor and writes data to the actuator. The actuator is utilised
solely for analysing our experimental results and is not em-
ployed in the three open standards. In our solution, where a
sensor or actuator is directly connected to a microcontroller,
the evaluation process involves only direct data retrieval.

Figure 7 (bottom) depicts our implementation for both
read and write data in the multiple controller scenario.
The online simulator utilised for implementing the multiple
controller scenario supports only Arduino microcontrollers.
Consequently, we were able to demonstrate the results of the
multiple controller experiment exclusively using Arduino mi-
crocontrollers.

’ Sensor H Controller1 H Controller2 H Controllers H Actuator‘
Figure 7. Test cases: (top) for data sensing for the three open standard solu-
tions, (middle) for both data sensing and actuator tasking for our solution in

a single controller scenario and (bottom) in a multiple controller scenario.
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7.4 Performance Comparison

As mentioned before, we show the performance comparison
using ROM usage, RAM usage, and response latency.

7.4.1 ROM Usage

Table 18 shows the ROM usage by various solutions. The
SOS (Cloud Upload) needs the most ROM in comparison
with other implementations. This is because it needs to send
a big chunk of data for insertion of the sensor data. The
SOS (Cloud Download) and SensorThings API (Cloud Up-
load) take similar sizes of ROM. This is because the size of
XML data is used for the SOS (Cloud Download) request and
the size of json data used for SensorThings API (Cloud Up-
load) are similar. For SensorThings API (Cloud Download),
EdgeX (Cloud Upload), and EdgeX (Cloud Download) use
similar sizes of ROM. SensorThings API (Cloud Download)
requires a bit less ROM than SOS (Cloud Download) because
the size of data SensorThings API (Cloud Download) sends
to retrieve sensor data is less than the size of data SOS (Cloud
Download) sends to retrieve sensor data.

Table 18. ROM and RAM usage (in KB)

Solution Name ROM| RAM
SOS (Cloud Upload) 886.509| 45.864
SOS (Cloud Download) 883.745| 45.848
SensorThings API (Cloud Upload) 883.885| 45.864
SensorThings API (Cloud Download) 882.605| 45.64
EdgeX (Cloud Upload) 882.685| 45.656
EdgeX (Cloud Download) 882.477| 45.640
InterEdge Single Controller (Read-Write)274.992( 35.012
(ESP32)

InterEdge Single Controller (Read-Write) 6.966| 0.801
(Android)

InterEdge Multiple Controllers (Ready 7.916] 0.970
'Write) (Android)

Sizes are for each controller in multiple controller scenarios

For our solution, we see that for single scenario the same
code occupies more space in ESP32 than Arduino Uno R3
implementation. This is because the AVR libraries employed
in Arduino Uno R3 are simple and small, which is in stark
contrast to the larger and more intricate libraries tailored for
ESP32 microcontrollers. Consequently, the utilisation of
ESP32 necessitates a greater allocation of program memory
due to the expanded functionality and feature set encapsu-
lated within its libraries. The ROM and RAM usage for mul-
tiple controller scenario have been shown for each controller.
The ROM and RAM usage in the multiple controller Arduino
scenario are almost similar to, but slightly higher than, those
in our single-controller Arduino implementation.

Nevertheless our solution exhibits a lower ROM footprint
when compared to the other three open standards. Addi-
tionally, within the Arduino framework, our solution demon-
strates a notably reduced utilisation of ROM resources. This
observation underscores the efficiency and resource optimi-
sation inherent in our solution, particularly within the context
of Arduino-based implementations.
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7.4.2 RAM Usage

Table 18 shows the RAM usage during the execution of each
implementation. Since all three open standards primarily in-
volve calling URLs with POST or GET requests, their RAM
usage is quite similar. However, our ESP-based solution con-
sistently utilises less RAM compared to the other three open
standards. Additionally, the Arduino implementation of our
solution requires remarkably small RAM resources, indicat-
ing its memory efficiency. In our multiple controller sce-
nario, each controller requires slightly more RAM compared
to what is required by each controller in our single controller
scenario (Arduino).

7.4.3 Response Latency

We have recorded the end-to-end response latency in our
study. Using a PC client, we conducted experiments to re-
trieve sensor data from both an ESP32 and an Arduino Uno
R3 for our solution. Latency for the three open standards
has been defined as the duration between the PC client send-
ing a request to the cloud and receiving the response. In our
scenario, response latency has been calculated from the mo-
ment the controller initiated data reading from a sensor until
it completed reading the data. Additionally, for our solution,
we have recorded the time taken to send a command to an
actuator. In this case, response latency has been calculated
from the moment the controller started checking the sensor
data to determine if an action has been required until it fin-
ished sending the command to the actuator.

Figure 8 shows the response latency vs the number of
readings/writings request for the competitor solutions. We
see that the SOS (Cloud Upload) operation exhibited the
longest response time. This can be attributed to the greater
size of XML data transmitted compared to other imple-
mentations. For a lower number of sensor readings or
writings, SensorThings API (Cloud Upload) demonstrated
shorter response times than SOS (Cloud Download). How-
ever, for over 80 sensor readings or writings, SensorThings
API (Cloud Upload) took longer. Notably, EdgeX imple-
mentations exhibited comparatively shorter response times
than SOS and SensorThings API implementations. Specifi-
cally, EdgeX (Cloud Download) operation exhibited shorter
response times than (Cloud Upload), as it only accessed the
cloud once to retrieve all the data at once. Thus, any in-
crease in time was solely due to the additional data retrieved
for higher numbers of sensor readings. However, for EdgeX
implementations, we do not mention any time when we are
sending a data or which time data we are retrieving, we only
send one data or two data or more and we retrieve one data
or two data or more. In our multiple controller scenario, the
WriteData operation exhibits a longer response time com-
pared to the ReadData operation. This discrepancy can be at-
tributed to the implementation specifics of the online simula-
tor. The simulator employs a predefined method for invoking
a microcontroller and for executing read or write operations
to or from that microcontroller. Consequently, there is an in-
herent wait time associated with these operations, which con-
tributes to the increased duration observed for the WriteData
process. Both our ESP32 and Arduino single scenario imple-
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mentations for read and write data are better than the existing
solutions. Moreover, they exhibit similar response times, in-
dicating similar performance across the two platforms.

7.4.4 Scalability Performance

Table 19 shows running times of various operations. The pro-
files and registers are read once and saved in the RAM once
when the program starts (setup). The per-unit times are for
each device. So the total time for each operation will be setup
time plus the number of devices multiplied by the per-unit
time. The controller-to-controller operation is to transmit the
message from one controller to the next one. The scheduling
operations include initialisation (setup) before the controller
program is run and then updating the schedule in each lap of
the continually running loop (per-unit). For the same oper-
ation, in general, ESP32 microcontroller needs more execu-
tion time than Arduino Uno R3. This is because the ESP32
libraries require more memory. Table 20 shows the memory
usage in bytes for each device.

Table 19. Execution time (milliseconds) for various operations.
Setup times do not depend on the number of devices while per-unit
time is for each device. For scheduling operation, setup is the ini-
tialisation before the loop and per-unit is for each schedule update.
For ESP32, multiple controllers are not supported by the online sim-
ulator and so controller-controller time is not shown.

Operation | setup [ per unit
ESP32
Load Device Profile 11 368
Load Controller Profile 11 347
Load Data Profile 11 340
Load Device Register 11 375
Load Controller Register 11 392
Scheduling Operation 5 407
Read Data 11 2
Write Data 11 1
Arduino Uno R3

Load Device Profile 6 285
Load Controller Profile 6 160
Load Data Profile 6 116
Load Device Register 6 327
Load Controller Register 6 430
Scheduling Operation 3 439
Read Data 6 2
Write Data 6 1
Controller-Controller 6 10
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Figure 8. Response latency vs. number of sensor readings/writings. Note that the four lines for our single scenario solutions are almost coincidental on each

other and are at lower part of the chart.

Table 20. Memory Usage (in bytes) per unit.

7.5 Overall Discussion

Category Device Size
Device Profile Eg/g 3 ggé
Controller Profile gg}i,l;l; 0 Uno R ;;i
Data Profile Digital Signal 183
Device Register Egg 36 2(3);
Controller Register }/;;(11’1;1;1 0 UnoR3 22;

The scalability of the solution essentially depends on var-
ious factors such as resource availability, processing power,
and the number of devices and controllers in the network.
With the information in Tables 19 and 20, we can predict
the solution’s performance, given the numbers of various de-
vices. This information is critical for making informed deci-
sions about hardware selection, and network architecture de-
sign, ensuring that the IoT system can scale efficiently while
maintaining optimal performance. Nevertheless, the most
frequent operations are read, write, and controller-controller
transmission. The execution times for these operations are
< 10ms. Moreover, the memory requirement for various
devices are in the range of hundreds of bytes. With these
low number, the solution is expected to be scalable when the
number of devices increases.

Our proposed solution demonstrates superior performance
compared to the other three open standards across multiple
metrics. In terms of ROM usage, our solution exhibits a
significantly lower footprint, especially within the Arduino
framework, highlighting its efficiency and resource optimisa-
tion. For RAM usage, our ESP-based implementation consis-
tently utilises less memory, and the Arduino version requires
remarkably minimal RAM resources, showcasing its mem-
ory efficiency. When it comes to response latency, our solu-
tion maintains comparable performance across both ESP32
and Arduino platforms, with notably shorter response times
than the SOS and SensorThings API implementations. The
RAM utilisation demonstrates near-constant behaviour for a
specific controller type, while ROM usage exhibits variabil-
ity dependent on the quantity of connected devices. Further-
more, the response latency maintains consistency across in-
stances of the same controller type. The direct communica-
tion method employed in our solution eliminates the need for
extensive data transmission, further enhancing its overall per-
formance. Thus, our solution clearly outperforms the other
standards in terms of ROM and RAM efficiency, as well as
response latency. Since the scalability of our solution relies
on resource availability, processing power, and the number
of devices and controllers, it can efficiently scale as the num-
ber of devices increases.
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8 Conclusion

In this paper, we have presented an implementation of our
previously proposed hierarchical decentralised edge interop-
erability framework, which we have named InterEdge. Our
solution shows significant strides in addressing the interop-
erability challenges within the Internet of Things (IoT) land-
scape. By adopting a hierarchical interoperability model and
a layer-based implementation for seamless communication
among resource-constrained IoT edge devices, we have suc-
cessfully demonstrated enhanced efficiency, mobility, and
flexibility in IoT interoperability. Our solution emphasis on
local decision-making at the edge level, which distinguishes
it from conventional cloud-based approaches, empowering
edge devices to contribute actively to IoT developments. The
contribution of this paper lies in the rigorous implementation
and evaluation of the syntactic and semantic interoperabil-
ity layers within the InterEdge framework. The results from
our implementation clearly demonstrate the superior perfor-
mance of InterEdge in comparison to existing open standards,
particularly in terms of code size, memory usage, response la-
tency, and scalability. Looking ahead, our focus remains on
refining and expanding the implementation to accommodate
evolving [oT requirements, particularly in implementing net-
work and organisational interoperability, thereby advancing
the landscape of IoT interoperability.
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Table 1. Syntactic and Semantic edge interoperability: our implementation vs existing solutions

Interoperability | Cloud | Profile Supports Explicit | Explicit
. Integrated . .
Framework | Support | Format |Implementation| Class-0 Controller? Syntactic | Semantic
Implementation | Needed | Language Devices? " | Level? | Level?
Open
Connectlylty RAML, C/.C++, Java
Foundation v ISON Client-Server X X X X
(OCF) [Park, Model
2017]
.NET, Java,
Microsoft Apache |Python, Node.js,
Azure loT v Avro, C/C++ X X X X
[Klein, 2017] JSON Event-Driven
Architecture
Python, Java,
Amazon AWS JSON, |Node.js, C/C++,
[oT [Pierleoni v Apache NET X X X X
etal., 2019] Parquet | Event-Driven
Architecture
Java, C/C++,
Python,
OneM2M [Park XML, JavaScript
v JSON, X X X X
etal., 2016] Resource-
CBOR .
Oriented
Architecture
Java, Python,
FIWARE JavaScript
[Cirillo et al., v JSON Publish- X X X X
2019] Subscribe
Pattern
Java, Python,
NET
SOS [Na and .
Priest, 2007] v XML JavaScrlpt Web X X X X
Service
Orientehd
SensorThings Java, Python,
API [Liang and NET,
ang a v XML JavaScript X X X X
Khalafbeigi,
2019] RESTful
Architecture
Go, C, Java,
EdgeX Python
[Foundry, 2021] v XML Microservices % x % X
Architecture
JavaScript,
Web of Things C/C++, Java,
(WoT) [Gyrard X JSON Python X X X X
etal., 2017] Event-Driven
Architecture
C++
IoTivity [Dang Resource-
et al., 2017] x XML Oriented x . x X
Architecture
Rust, C/C++,
WebAssembly Go,
(Wasm) AssemblyScript
[Ménétrey et al., x JSON Component- % x x X
2022] Based
Architecture
C/C++
Procedural-
Plain Based
This Work X Architecture v v v v
TXT and

Event-Driven
Architecture
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