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Abstract With the advancement of technologies for data registration in distributed networks, the concern of users
and developers of computerized solutions with the privacy of sensitive data has increased. Thus, this work ad-
dresses a conceptual solution for an ontology-based framework so that any entity willing to provide a service using
Distributed Ledger Technology (DLT) networks can model the set of privacy attributes of its system according to the
business rules of its service. The solution proposed in this work encompasses the development of an architecture
aimed at providing computational support for the privacy design of the actors involved in the offering and con-
sumption of services implemented in DLTs. The architecture also includes a framework called ONSPRIDE, which
uses previously stored domain ontologies to translate business rules into requirements and privacy. We conducted
a proof of context by comparing the performance of two Hyperledger Fabric networks. For this purpose, we con-
ducted a controlled experiment in which both networks operate a smart contract that manages attendance records
for outdoor events. The main difference between the networks is that one uses a Certificate Authority (CA) to issue
access certificates, while the other issues certificates manually. We compared the results obtained through the re-
ports generated by the Hyperledger Caliper tool. In addition, the performance of the initialization and connection of
agents in a Self-Sovereign Identity system was measured. The results of this study provide valuable insight that can
help developers choose the most suitable ledger type for their Hyperledger projects and support decision-making

regarding adopting a Self-Sovereign Identity system.
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1 Introduction

Multiple applications belonging to private entities and gov-
ernment agencies require the systematic and secure handling
of sensitive information. Regardless of the sector, it is imper-
ative for the corporations involved to establish and rigorously
adhere to clear privacy regulations. At the same time, users,
whose security depends on strict compliance with these rules,
must be aware of such guidelines and assured of their practi-
cal implementation in the face of increasing malicious efforts
to breach data confidentiality Bu et al. [2020].

Currently, we observe that most users’ digital identities are
centralized and managed by a small number of large corpo-
rations, depriving users of control over their personal infor-
mation Liu et al. [2020]. This scenario contributes to data
commercialization, marked by a notable need for more trans-
parency. Lux et al. [2019]; Maschi ef al. [2018].

Some technological approaches and tools enable anony-
mous user authentication in decentralized computer sys-
tems securely and reliably, while also allowing for the cus-
tomization of sensitive data management. These tools use
blockchains representing distributed ledgers, are fully acces-
sible to the public, and are recognized for their high security
Carlozo [2017].

The privacy characteristics of blockchain are crucial for
enhancing the reliability associated with using this technol-
ogy and for driving innovations in defensive techniques and
countermeasures Zhang et al. [2019].

This work aims to propose a conceptual solution for an
ontology-based framework. It would enable an entity willing
to provide a service using DLT networks to model the set
of privacy attributes of its system according to the business
rules of its service and the concepts of Privacy by Design
(PbD).

In this context, the performance of two blockchain net-
works, one implemented with complex and comprehensive
digital certificate management and the other with manual dig-
ital certificate management, is evaluated.

Additionally, we conducted experiments to measure the
performance of Self-Sovereign Identity Agents, which we
can use in conjunction with the ONSPRIDE Framework.

Developers may consider the information gathered based
on this work’s test results regarding the adoption or non-
adoption of a CA and Self-Sovereign Identity (SSI), depend-
ing on the volume of certificates and entities their applica-
tions expect to manage.

This work contributes a conceptual framework for creat-
ing privacy-focused software solutions that utilize DLT net-
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works adaptable to different domains through an ontology
that bridges DLT concepts with domains representing the
business rules of their creators. It also presents the results
of the performance tests that can be a basis for choosing dif-
ferent implementations and approaches.

We organized this work as follows: Section 2 provides
information about the essential concepts and technologies
needed to understand this work. Section 3 discusses the re-
lated literature. Section 4 presents our approach to designing
our solution. In Section 5, we present the performance com-
parison experiments carried out. Section 6 presents the re-
sults obtained from the experiments, and Section 7 discusses
them. Finally, Section 8 presents our final considerations for
this work.

2 Background

The technological context used for creating and applying the
ONSPRIDE framework involves a technological framework
closely related to Ontologies, Blockchain, Self-Sovereign
Identity, Privacy by Design, and related technologies.

In accordance with the concepts observed in PbD, espe-
cially those related to end-user access privacy in blockchain
systems, we have created a framework that assists devel-
opers in designing decentralized applications that use self-
sovereign identity for access. Given that the precepts of SSI
align with PbD, its adoption should consider the overall sys-
tem performance, which, in the case of Hyperledger Fabric
DLT networks, can be affected by the use of a CA as an ac-
cess method. The performance of this type of DLT network
can be measured using the Hyperledger Caliper tool. For
planning software with different business rules, the frame-
work employs domain ontologies that are linked to the char-
acteristics of DLT networks through an ontology responsible
for this connection.

2.1 Privacy by Design

Privacy, previously understood intuitively as the right to
choose which personal data is disclosable and which data
should be kept confidential, now takes on more complex nu-
ances. Many researchers find it challenging to reduce the
term to a single definition influenced by context, time, or area
of application Bawden and Robinson [2020]. In the scope
of this work, we will assume a more strictly technical view,
avoiding philosophical and ethical perspectives on this con-
cept, given the limitations of the DLT network technology
ecosystem explored here.

This work considers the need to protect individuals when
forced by collective or institutional pressure to give up their
privacy de Souza ef al. [2020]. In line with this protective
movement, a design methodology emerged around 2010 that
places privacy as a central element in planning any prod-
uct, system, process, or service, called PbD Aljeraisy et al.
[2021].

We embed privacy throughout the product or service life
cycle, from design to disposal. The benefits of using PbD
include (1) greater awareness of privacy and the handling of
personal information in projects, products, services, systems,
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or processes of an agency, early identification and resolution
of possible privacy risks and problems in a more straightfor-
ward and less costly manner, (2) greater assurance of compli-
ance with privacy principles provided by law.

We should apply PbD to technology and any activity,
such as acquisition, analysis, evaluation, or policy develop-
ment, where personal information is collected and used. Best
practices also recommend considering unidentified or anony-
mous information derived from personal information.

2.2 Self-Sovereign Identity

SSI is a concept created to describe an identity management
system that can work for public, private, and third-sector
users. SSI’s architecture is based on decentralized technolo-
gies and designed to focus on user security, privacy, and in-
dividual autonomy Giannopoulou and Wang [2021].

Considering today’s digitized world and its needs, SSI
management involves storing and maintaining specific at-
tributes data while always controlling access to this data.
SSI is rooted in the belief that individuals have the right to
an identity independent of reliance on a third-party identity
provider, such as the State or any other central authority. Its
implementation requires the development of technical stan-
dards, as well as sociopolitical adaptations to succeed Gi-
annopoulou and Wang [2021].

Identity management has three main functions: holder, is-
suer, and verifier. An entity registering an identifier asso-
ciated with some attribute data in a given system is consid-
ered an identity holder. A credential is a verifiable claim
of some identity attribute data or facts related to the holder.
The claim is certified and digitally signed by a credential is-
suer. A credential verifier is an entity that requests a specific
credential from a trusted issuer and corroborates the authen-
ticity of the credential through the issuer’s signature. Most
existing identity management solutions require a centralized
authority for attribute registration or credential verification
Liu et al. [2020].

According to Giannopoulou and Wang [2021], SSI is often
implemented as blockchain-adjacent but not as blockchain-
dependent identity management systems, which are guided
by the fundamental principle of user-centred design, using
technical standards that allow user-generated and controlled
decentralized identifiers (DID), associated credentials, and
attestations. This context also counts with legal and policy
requirements to ensure that objectives for specific use cases
are met, including balancing competing social goals such as
user privacy, security, law enforcement, financial inclusion,
and risk management.

2.3 Ontologies

Computer Science uses ontologies to represent, name, and
define categories, properties, and relationships between con-
cepts, data, and entities in one or more domains. These
ontologies are part of the web technologies stack (Fig-
ure 1). The semantic web, initially intended for the WWW
— World Wide Web, provides a common framework for shar-
ing and reusing data across different applications and enter-
prises. Most WWW data is human-readable but not machine-
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Figure 1. Semantic Web Technology Stack Berners-Lee et al. [2001]

readable. The semantic web was created to make this possi-
ble. Once data exists in a machine-readable format, it is pos-
sible to generate intelligent agents that can relate resources
of various natures Hector and Boris [2020].

According to De Kruijff and Weigand [2017], researchers
recognize ontology as a valuable tool for reducing concep-
tual ambiguities and inconsistencies while identifying value-
creation capabilities in a given domain, making ontology an
increasingly important tool for reducing complexity through
structuring domains of interest.

2.4 Blockchain
According to Androulaki et al. [2018]:

”A blockchain is an immutable ledger for record-
ing transactions, maintained within a distributed
peer-to-peer network of mutually distrusting par-
ticipants. Each peer maintains a copy of the ledger.
The peers execute a consensus protocol to validate
transactions, group them into blocks, and build a
chain.”

Hyperledger Fabric is an open-source blockchain platform
developed under the Linux Foundation umbrella. It allows
for the creation of permissioned blockchain networks with
pre-authorized participants, and each can have different lev-
els of access and permissions Foundation [2021b].

According to Vukoli [2017], Hyperledger Fabric provides
a modular architecture and includes a membership compo-
nent, allowing developers to create solutions that fit the spe-
cific needs of their organizations.

Hyperledger Fabric also supports the execution of chain-
codes, known in other blockchain contexts as smart con-
tracts. These are scripts executed on the blockchain that au-
tomate, validate, or securely and efficiently execute transac-
tions Foundation [2021Db].

2.5 Certificate Authority

In the Hyperledger Fabric architecture, the CA plays a
central role in identity management, issuing digital certifi-
cates crucial for authentication and authorization within the
blockchain network. These certificates validate the partic-
ipants’ identity and enable secure and reliable operations
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within the networkFoundation [2021b]. A Certificate Au-
thority in Hyperledger Fabric offers greater security, scala-
bility, and flexibility in managing certificates and identities,
making it suitable for production environments Gayathri San-
thosh and Reshmi [2023].

2.6 Hyperledger Caliper

Hyperledger Caliper is a blockchain benchmarking tool part
of the Hyperledger project hosted by the Linux Foundation.
Its main goal is to measure the performance of a specific
blockchain network across various metrics, such as transac-
tions per second, transaction latency, resource usage (CPU,
memory, and others), and throughput under different net-
work conditions and transaction loads Foundation [2022].

Hyperledger Caliper supports multiple blockchain plat-
forms, including Hyperledger Fabric, Hyperledger Sawtooth,
and others, allowing users to test and compare the perfor-
mance of different blockchain technologies with a standard
set of benchmarks. Hyperledger Caliper generates several
performance reports Foundation [2022].

According to the Hyperledger project website Foundation
[2021a], the community includes ”leaders in finance, bank-
ing, the Internet of Things, supply chains, manufacturing,
and technology.” It is important to note that the solutions pro-
duced by the project are open-source and under open techni-
cal governance.

3 Related Work

We found articles in the literature that perform tests and per-
formance evaluations on Hyperledger Fabric networks, con-
sidering different scenarios and focusing on specific targets
in their analyses.

The article Kuzlu et al. [2019] evaluates the impact of net-
work workload on the performance of a Hyperledger Fabric
blockchain platform. The authors used Hyperledger Caliper
to evaluate throughput, latency, and scalability performance.
They conducted the experiments on AWS EC2, and the au-
thors concluded that a blockchain network’s throughput, la-
tency, and scalability depend on the hardware configuration,
blockchain network design, and the complexity of smart con-
tract operations.

The article Wang and Chu [2020] evaluates the perfor-
mance of the execute-order-validate architecture of Hyper-
ledger Fabric. The execution phase showed good scalability
under the OR endorsement policy, when a blockchain trans-
action is endorsed by at least one organization in the network,
with ordering services (Solo, Kafka, and Raft) performing
relatively well. In contrast, the validation phase was likely
the system bottleneck due to the low validation speed of the
chaincode.

The article Melo et al. [2022] evaluated the performance
of a Hyperledger Fabric platform (v1.4.1) deployed in a pri-
vate environment. The Caliper benchmarking tool managed
and evaluated a single entity (latency and throughput). The
authors detected increased resource consumption and identi-
fied a software aging issue. The article also includes an inter-
esting evaluation of computing resource consumption, such
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as CPU, RAM, disk, and cache memory. The authors cre-
ated a system availability model considering the increase in
resource consumption and revealing the impact on the over-
all system availability.

Finally, the article Mor et al. [2024] evaluates and com-
pares the performance of different versions of Hyperledger
Fabric (v1.0 to v1.4.4), highlighting that under high work-
load circumstances, the platform’s performance did not
match that of contemporary conventional database systems.
The authors hope that the results of this study will help the
corporate community select the best blockchain platform for
their needs.

The mentioned studies primarily focus on analyzing the
performance of DLT networks, considering factors such as
latency, throughput, and resource consumption. However,
these studies do not explore the impact of CA adoption
on networks or privacy enhancements. In contrast, this
work not only evaluates performance but also introduces
the ONSPRIDE framework, adopting an ontology-based ap-
proach that enables transaction classification based on busi-
ness rules, thereby incorporating the principles of Privacy by
Design (PbD).

As can be seen in Table 1, although the works above use
related tools to perform performance evaluations on Hyper-
ledger networks and fulfill their objectives in various con-
texts, unlike this work, they were not specifically designed
for the performance evaluation and comparison of networks
with a CA and networks that do not have this digital certifi-
cate manager.

4 The ONSPRIDE Framework

The process for developing the solution proposed in this work
includes developing an architecture aimed at providing com-
putational support for the privacy design of the actors in-
volved in offering and consuming services implemented in
DLTs. Within this architecture, we propose a framework
called ONSPRIDE, which will use previously stored domain
ontologies to translate business rules into requirements and
privacy. The ONSPRIDE framework includes a new ontol-
ogy for classifying transactions in DLTs. The following sec-
tion will provide an overview of the proposed approach and
its main components.

Developers should implement a solution with the ON-
SPRIDE framework for intelligent ontology-based transac-
tion assistance in DLT networks, considering the ecosystem
expected in an SSI access situation.

We selected SSI because it is directly related to the re-
quirements of the problem addressed by our solution. These
challenges involve privacy, user control over their data, and
decentralized identity management. Scenarios that use DLT
networks often rely on authentication through centralized en-
tities, which can compromise privacy and introduce risks of
excessive control over user credentials. SSI gives individuals
full autonomy over their digital identities, allowing them to
store their credentials in decentralized repositories and share
only the necessary attributes for a given transaction. This ap-
proach is based on the principles of PbD, so in our solution,
SSI enables the implementation of a secure and verifiable au-

Silva et al. 2025

thentication mechanism, ensuring the privacy and data pro-
tection required for an attendance system in outdoor events.

The architecture of the solution (Figure 2) includes a layer
of actors involved in the process, a layer consisting of the
distributed identity repository, a layer composed of the DLT
network where transaction records will be stored, and the pro-
posed ONSPRIDE framework.

It is important to note that in the context of this work, ac-
tors are any organizations, individuals, devices, or computer
systems that may directly interact with the proposed solution.
In the layer of actors involved in the process, the following
actors exist:

* Verifier — The role of the Verifier will be filled by any
organization or individual interacting with the solution
in two scenarios: (1) When this actor instantiates or cre-
ates a type of transaction to be used with DLT networks.
(2) When this actor must verify the identity of a con-
sumer of services registered through transactions in a
DLT network. Verifiers include cryptocurrency com-
panies, government institutions, and private companies
providing services or products.

* Owner — This actor’s objective in the system is to con-
sume a service involving data recording in DLT net-
works, securely identifying themselves and with their
privacy respected. This is to the point where they are the
Owner and masters of their data, choosing what should
be omitted and what should be revealed, as deemed nec-
essary for the continuation of the service they wish to
obtain from the Verifier. Examples of Owners include
students in universities, participants in events with ver-
ified attendance, or owners of cryptocurrency wallets.

* Issuer — The Issuer actor will be responsible for reg-
istering the Owners’ identity in the DID, signing, and
electronically transferring it to them. They should be
entities or individuals widely trusted by Verifiers. In a
transaction, an Issuer may be physically the same entity
acting as a Verifier. Issuers include government institu-
tions, associations, guilds, or private companies.

The identity repository layer can be implemented using
any DLT network capable of providing identities in a dis-
tributed manner, following the principles and requirements
expected in a standard DLT, with some fundamental at-
tributes for this solution being immutability, availability, re-
liability, and auditability. This layer receives information
from the Issuer to register new identities and can also be
queried by the Verifier when they need to verify the authentic-
ity of an identity. Each identity stored in this layer will have
an encrypted key to identify its Owner. Although public,
without verifiable proof, the data in this repository would be
meaningless in the event of improper use. Communication
between this layer and the DLT network layer is described
below.

The DLT network layer is responsible for storing the trans-
action record related to the service offered by the Verifier and
consumed by the Owner. Similarly to the previously men-
tioned layer, this one also requires the basic attributes of a
DLT network. For the transaction to occur, this layer must
first receive access permission from the Identity layer and,
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Paper Compares networks  Uses Caliper Focus on the CA  Privacy Issues
Kuzlu et al. [2019] No Yes No No
Wang and Chu [2020] Yes No No No
Melo et al. [2022] No Yes No No
Mor et al. [2024] Yes No No No
Present Paper (ONSPRIDE) Yes Yes Yes Yes

Table 1. Characteristics of Interest in Related Work
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Figure 2. Solution Architecture with the ONSPRIDE Framework

subsequently, the transaction data sent by the ONSPRIDE
framework, described below.

4.1 ONSPRIDE Modules

The ONSPRIDE framework proposed in this work aims to
receive the business rules defined by the nature of the DLT
transaction provided by the Verifier, classifying it according
to a query in the domain ontologies defined at the beginning
of the process. It is important to note that users of services
in DLT networks can only use the ONSPRIDE framework in
contexts where the ontologies have been pre-loaded in the so-
lution’s domain ontology component. ONSPRIDE includes
an ontology module, a transaction classification module, and
aprocedures module. The following subsections will discuss
each of these modules.

4.1.1 Transaction Classification Module

The Transaction Classification Module (Figure 3) receives
the Verifier actor’s business type and performs a query in
the transaction repository through a procedure call from the
procedures module.

If a corresponding transaction is found, the Verifier actor
can analyze the transaction type’s characteristics and decide
whether it aligns with their business. If affirmative, the Ver-
ifier will receive fields to fill in according to the transaction
found; these fields correspond to the desired privacy model-
ing. If negative, the Verifier will provide new characteristics

of their business rules, which will be used as input for a query
in the system’s domain ontologies, starting with the Transac-
tion Ontology proposed in this work.

The result of the previous query will be privacy attributes
that, after processing through the Verifier’s interface, will al-
low a new transaction to be inserted into the system via a
specific procedure call in the Procedures Module.

4.1.2 Procedures Module

The Procedures Module (Figure 4) provides the routines to be
used in queries with the ontologies, procedures for inserting
new transaction types, and storage of inferences in domains
available within the solution.

Firstly, the Pre-existing Transaction Query procedures will
be executed at the beginning of each new solution. Its objec-
tive is to check if similar business rules have been entered
into the system in any previous use. If so, this transaction
will be returned and presented to the Verifier, who must con-
firm or reject its reuse.

Next, the Domain Ontology Query procedures are re-
quired to search through the system’s preexisting ontologies,
returning information related to the business rules provided
by the Verifier. This return will enable the development of
privacy attributes.

The set of Pre-existing Inference Query procedures will
return inferences obtained in previous executions that have
already produced reusable privacy attributes.

The Inference Insertion procedure aims to store the infer-
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Figure 4. Procedures Module of the ONSPRIDE Framework

ences obtained through the methods above, including their
privacy attributes and all the data necessary for their trace-
ability in the ontologies that generated them.

Finally, the New Transaction Type Insertion procedure
aims to create a set of privacy attributes related to the busi-
ness rules of a specific DLT service in the system.

Respecting the architecture’s structural integrity, these
procedure calls originate exclusively from the Transaction
Classification Module.

4.1.3 Ontology Module

The Ontology Module (Figure 5) contains the domain ontolo-
gies necessary for transaction classification through queries
from the Procedures Module.

The Domain Ontologies are pre-stored and are crucial for
the solution to function. In other words, if the DLT service to
be offered does not have its domain ontology already stored

Domain Ontologies

Domain Ontology 1 Domain Ontology N

Dictionaries
Repository

Module Transaction Ontology

Figure 5. Ontology Module of the ONSPRIDE Framework

in the system, the modeling of privacy rules will only be
possible once the system administrators implement this so-
lution and update it with the desired domain ontology. As a
proof of concept, the use case scenario in this work utilizes
the TransTypO ontology Silva et al. [2024] for transaction

types.

4.2 Use Case

This section describes a use case scenario with practical ex-
amples of its utilization and software architecture as an in-
stance of the concept to facilitate the understanding and eval-
uation of the solution. In the chosen use case, organizers of
outdoor events, such as public demonstrations, artistic perfor-
mances, or parades, wish to calculate the number of partici-
pants in a reliable and auditable manner. However, the partic-
ipants want to avoid being identified but want their presence
to be counted as support for the event. Using decentralized
applications and DLT network servers with the ONSPRIDE
solution already implemented, the organizers will take on the
roles of Verifiers and Issuers. At the same time, the partici-
pants will act as Owners.

The sequence of events (Figure 6) for registering a check-
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in type transaction begins when the event organizers access
the web solution to register their event. To complete this step,
they must provide the system with the business rules related
to outdoor event organization, according to its specificities.
Still, in this step, they are guided by the application, which
offers options based on results obtained from the ontologies
of the chosen domain.

As a result of the previous step, the ONSPRIDE frame-
work provides the sensitive fields that must be filled in by
the event participant, who, as the Owner, must install a DApp
(Decentralized Application). At this point, another output of
the framework is the identification fields, which the Issuer
must know, a role also performed by the event organizers,
for the next step. The event organizers register and sign the
participant’s digital identification. The participant receives
their electronic identification document from the organizer,
with countersignature and identification fields to fill in.

The participant records their countersignature and pro-
vides encrypted identification data via the DApp (Figure 7).
If the event participant agrees to proceed with the trans-
action, they can present proof of identity and private at-
tributes. Armed with the digital file identifying the partici-
pant, the event organizers confirm it with the identity repos-
itory through the web application. Transaction data of the
check-in type, such as timestamp, latitude, and longitude, are
sent to the ONSPRIDE framework via the Web. Procedures
for accessing the final ledger are executed to release the regis-
tration of the check-in type transaction. Finally, once access
is granted, the framework records the check-in data in the
event ledger.

Among the preexisting ontologies for DLT networks, we
highlight one we can use for blockchain-type DLT networks
because it adheres to the instance chosen to prove the con-
cept proposed in this work. For this reason, we chose the
BLOND:IE ontology (Hector and Boris [2020]).

The BLONDIE ontology (Figure 8) covers the blockchain
domain across three blockchain technologies: Bitcoin,

Ethereum, and Hyperledger Fabric. It is a domain-specific
ontology whose scope describes the native structure of these
data structures and related information. Its creators used
a leading ontology development tool called Protegé for its
development, and the implementation is available on the
GitHub repository. The fact that the BLONDIE ontology is
extendable to other projects and can be enhanced to cover
other ledgers led to its consideration for inclusion in the
present proposal. At this point, it is essential to emphasize
that the TransTypO ontology can couple with other ontolo-
gies created for different DLT networks or even with the
BLONDIE ontology extended to other DLT networks.

For the ontology usage scenario, we chose the Simple
Event Model (SEM) ontology (van Hage ef al. [2011]) be-
cause it is capable of supporting the business rules of an
application designed to control the attendance of people at
outdoor events, such as conventions, parades, processions,
artistic performances, and other gatherings of people. The
central layer of entities in this ontology includes the repre-
sentation of the event itself (Figure 9), the actors involved
in the process, and the time and place where the event is to
take place. It is worth noting that the proposed ontology can
be used with other business models and, therefore, integrated
with other ontologies as needed.

4.3 TransTypO Ontology

In Figure 10, the representation of the TransTypO ontology
(Silva et al. [2024]) includes fragments of the BLONDIE on-
tology and the SEM ontology to provide a better understand-
ing. To clarify the distinction, TransTypO ontology classes
are prefixed with TyO, BLONDIE classes with BLND, and
SEM classes with Sem.

TransTypO Entities The main class of the TransTypO On-
tology is Transaction Type, and its purpose is to represent the
type of transaction to be recorded in the blockchain ledger
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according to the business rules corresponding to the appli-
cation to be developed. Its properties include (1) domain,
which stores the general area of application or target inter-
est. When the ontology is used in an ontology-based system
equipped with an ontology repository, its value will refer-
ence an instance of that repository. Otherwise, it will be a
string with a textual description; (2) Purpose, stores a string
with the textual description of a record in the domain specifi-
cally related to the transaction itself; (3) Application, stores a
string with the textual description of the nature and objective
of the application to be developed. This entity is connected to
the Transaction entity from the BLONDIE ontology. In any
other ontology for different DLT networks, the connection
would be made with the entity equivalent to the transaction.

The Privacy class represents the privacy-related character-
istics that make up a specific type of transaction. A transac-
tion type can be linked to multiple instances of privacy, and
privacy attributes may vary depending on the user’s prefer-

ences and the type of application domain. The Privacy en-
tity’s properties are as follows: (1) Public Data, a data set
that must be provided as necessary for identifying the user
and correctly recording the transaction, i.e. is essential for
the business rules. (2) Sensitive Data, a set of data that, al-
though adding value to the information, can be omitted ac-
cording to the user’s preference. (3) Period, composed of its
start and end; this attribute refers to the period during which
the user wishes their sensitive data to be exposed.

The Actors class has its counterparts in the SEM ontology,
but as TransTypO may be connected to other ontologies in
different situations, its presence is necessary here. It supports
the individuals involved in the process, which will be stored
in the blockchain. The actors can be real people, software
subroutines, or even devices.

The Self-Sovereign Identity class represents an instance
of a user identity present in a decentralized repository. Its at-
tributes are (1) ID, the data needed to identify the credential
in the repository; (2) Service, the type of service to be used
with the repository; (3) Authentication, the proof generated
by the repository to be used for access registration in the ap-
plication; (4) Public Key, an identification key for validating
the authenticity of the user’s identity; (5) Context, a general
description of the environment in which the user’s identity
will be used.

The Thing class is the root of the ontology, and connected
to it is the event, which, in this use case, is the object of in-
terest of the business rules. The connection would be made
with its main entity in any other business ontology.

The SEM ontology’s Event class is an example of a con-
nection point between the TransTypO ontology and the on-
tology representing the transaction’s business rules. In this
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Figure 9. Simple Event Model (SEM) ontology. Adapted from van Hage et al. [2011]

example, the basic properties of an event are covered.

The Transaction class from the BLONDIE ontology is an
example of a connection point between the TransTypO on-
tology and the ontology representing the DLT network used.
This example covers the basic properties of a transaction in
the Hyperledger Fabric ledger.

5 Experiments

Two simulations were conducted: the first was a simulation
of a blockchain network for recording events in open spaces,
and the second was a simulation of the initialization and con-
nection of self-sovereign identity agents within the same sce-
nario. Both simulations were executed in the same compu-
tational environment: a virtual environment running Ubuntu
20.04 on a Dell G7 computer with 16GB of RAM and an
Intel Core 17 eighth-generation processor.

5.1 Simulation I

The chosen scenario for implementing ledger instances using
Write and Read methods was to record attendance at urban
outdoor events, such as parades, demonstrations, and rallies,
in a controlled manner while preserving participants’ iden-
tities with reliable registration. The smart contract, bench-
marks, workloads, and tables with the results of this work
are available at https://github.com/macs20/JISA2024. The
outdoor event registration included the following attributes:

+ User ID - Information representing the user’s identifi-
cation in a system for recording attendance at outdoor
events. A pseudorandom number between 1 and 5000
was generated to simulate the choice of an ID.

* Event Type - The type of outdoor event in which atten-
dance is recorded on the blockchain. A type of event
was randomly selected from a predetermined list to sim-
ulate the choice of the event the user would attend.

+ Latitude - Represents the first element to form the co-
ordinate needed to establish the user’s location during

attendance registration. A valid latitude value was gen-
erated pseudo-randomly.

* Longitude - Represents the second element to form
the coordinate. A valid longitude value was generated
pseudo-randomly.

* Date - The complete date of attendance registration, in-
cluding the timestamp. A valid, complete date value
was pseudorandomly generated.

5.1.1 Maetrics

Hyperledger Caliper evaluates the performance of
blockchain systems using several key metrics, which
provide a comprehensive understanding of the network’s
efficiency, scalability, and robustness. The metrics used in
this work are:

 Transactions Per Second (TPS): Measures the number
of transactions the network can process per second. It
is an important metric for understanding the network’s
throughput capacity.

* Transaction Latency: Refers to the time required for a
transaction to be confirmed by the blockchain network.
This includes the time from the transaction submission
to its inclusion in a block and the network’s eventual
confirmation of that block.

* Resource Usage: Involves monitoring the consump-
tion of computing resources by the blockchain network,
such as CPU and memory usage. This metric is vital
for assessing system efficiency and identifying poten-
tial performance bottlenecks.

* Throughput: The total capacity of the network to pro-
cess transactions over a specific period. It differs from
transactions per second, as it can also consider the net-
work’s ability to handle varying workloads over time.

These metrics aim to provide network developers and admin-
istrators with insight into the operational performance and ef-
ficiency of a blockchain deployment, allowing them to make
optimized adjustments to improve the network’s capacity and
reliability.
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5.1.2 Specifications

The selected version of Hyperledger Fabric was 2.5.6, and
the Hyperledger Caliper version was 0.4.1. One network
was implemented with a CA, and the other with manual cer-
tificate creation and management. The chaincode was writ-
ten in JavaScript in this experiment, and the read and write
operations were executed separately on each network. Hy-
perledger Caliper generated the workload and performance
metrics collection, and the configured range for the request
submission rate was between 50 and 200 transactions per sec-
ond. Three test executions were performed: the first with
1,000 transactions, the second with 5,000 transactions, and
the third with 10,000 transactions.

5.2 Simulation II

Simulation II simulated the initialization and connection be-
tween two self-sovereign identity agents. To measure the per-
formance of these agents, one was the student and the other
the event-organizing institution. Agents were created using
the Credo framework, which is specific for self-sovereign
identity, in TypeScript. The steps of the simulated process
were:

* Initialization of the Student agent, the individual attend-
ing the event.

* Initialization of the USP agent, the University of Sdo
Paulo as the institution organizing the event.

+ Creation of a connection invitation by the institution.

* Acceptance of the invitation by the Student.

+ Establishment of a connection between the agents. We
measured the time at two points: the time elapsed
from the call to the Student’s initialization and the time
elapsed from the initial call to the establishment of the
connection.

The above steps were executed 33 times in the same compu-
tational environment as Simulation I.

6 Results

The results obtained from the two simulations are presented
in this section.

6.1 Results of Simulation I

To differentiate between the two networks, we will refer to
the network implementing the Certificate Authority as the
CA Network and the MSP Network as the one that does
not (and that entails manual certificate creation and manage-
ment).

Regarding the latency test for the function of recording
attendance, as shown in the graph in Figure 11, for the exe-
cution with 1,000 transactions, the MSP Network had a la-
tency of 1.03 seconds, and the CA Network had a latency of
0.88 seconds. For the execution with 5,000 transactions, the
recorded latencies were 4.34 seconds for the MSP Network
and 4.2 seconds for the CA Network. For the execution with
10,000 transactions, the MSP Network had a latency of 8.48
seconds, and the CA Network had a latency of 7.43 seconds.
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Figure 12. Latency Results for the Read Attendance Method.

When the function of reading an attendance record was
executed, as shown in the graph of Figure 12, as a result of
all executions, the result was 0.01 seconds for both networks.

Regarding throughput, for the function of recording atten-
dance, as shown in the graph in Figure 13, for the execu-
tion with 1,000 transactions, the MSP Network achieved a
throughput of 46.1 transactions per second. The CA Net-
work achieved a throughput of 45.3 transactions per second.
For the execution with 5,000 transactions, the throughputs
recorded were 49 transactions per second for the MSP Net-
work and 48.6 transactions per second for the CA Network.
For the execution with 10,000 transactions, the MSP Net-
work achieved a throughput of 49.3 transactions per second,
and the CA Network achieved a throughput of 48 transac-
tions per second.

When the function of reading an attendance record was
executed, as shown in the graph in Figure 14, for the exe-
cution with 1,000 transactions, the MSP Network achieved
a throughput of 61.2 transactions per second. The CA Net-
work achieved a throughput of 64.1 transactions per second.
For the execution with 5,000 transactions, the throughputs
recorded were 64.9 transactions per second for the MSP Net-
work and 64.8 transactions per second for the CA Network.
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Figure 14. Throughput Results for the Read Attendance Method

For the execution with 10,000 transactions, the MSP Net-
work achieved a throughput of 65.1 transactions per second,
and the CA Network also achieved a throughput of 65.1 trans-
actions per second.

In the measurement of CPU usage for the function of
recording attendance, as shown in the graph in Figure 15,
for the execution with 1,000 transactions, the MSP Network
used 14.79% of the CPU capacity. In contrast, the CA Net-
work used 15.32% of the CPU capacity. For the execution of
5,000 transactions, the MSP Network used 17.1% of the CPU
capacity, while the CA Network used 18.12%. For the execu-
tion of 10,000 transactions, the MSP Network used 17.33%
of the CPU capacity, while the CA Network used 17.39%.

When the function of reading an attendance record was ex-
ecuted, as shown in the graph in Figure 16, for the execution
with 1,000 transactions, the MSP Network used 8.38% of the
CPU capacity. In contrast, the CA Network used 8.43% of
the CPU capacity. For the execution of 5,000 transactions,
the MSP Network used 15.87% of the CPU capacity, while
the CA Network used 16.04%. For the execution of 10,000
transactions, the MSP Network used 18.55% of the CPU ca-
pacity, while the CA Network used 18.76% of the CPU ca-
pacity.
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Figure 16. CPU Usage Results for the Read Attendance Method.

When measuring memory usage for the function of record-
ing attendance, as shown in the graph in Figure 17, for the ex-
ecution with 1,000 transactions, the MSP Network used 259
megabytes of memory. In contrast, the CA Network used
172 megabytes of memory. The MSP Network used 236
megabytes of memory to execute 5,000 transactions, while
the CA Network used 155 megabytes of memory. The MSP
Network used 197 megabytes of memory to execute 10,000
transactions, while the CA Network used 109 megabytes of
memory.

When the function of reading an attendance record was
executed, as shown in the graph in Figure 18, for the exe-
cution with 1,000 transactions, the MSP Network used 246
megabytes of memory. In contrast, the CA Network used
72.9 megabytes of memory. For the execution with 5,000
transactions, the MSP Network used 251 megabytes of mem-
ory, while the CA Network used 71.5 megabytes. For the
execution with 10,000 transactions, the MSP Network used
249 megabytes of memory, while the CA Network used 68.1
megabytes.
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Figure 18. Memory Usage Results for the Read Attendance Method.

6.2 Results of Simulation 11

The results of the simulation are listed in Table 2. Analyz-
ing these results, it was possible to observe that the average
time to initialize the Student’s scheduling was 749.78 mil-
liseconds, with a maximum time of 809.78 milliseconds and
a minimum of 726.20 milliseconds. The variation between
the maximum and minimum elapsed time is 12%.

The average total execution time, until the establishment
of the connection between the agents, was 2007.13 millisec-
onds, with a maximum time of 2442.52 milliseconds and a
minimum time of 1843.74 milliseconds. The variation be-
tween the maximum and minimum elapsed time is 32%. Fig-
ure 19 shows the elapsed time during the simulation execu-
tions.

7 Discussion

Based on the results obtained from the tests, it can be ob-
served that during recording attendance, the latency values
in seconds obtained by the CA Network were slightly lower
in all executions. Latency gradually increased as the num-
ber of transactions sent in the test increased. The same did
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Time for SSI Agents Initialization and Connection Established.

Initialize Student (milliseconds)

Average Time 749,78043
Maximum Time 809,78004
Minimum Time 726,20503

Variation 12%

Total elapsed time (milliseconds)
2007,13389
244252127
1843,74656

32%

Table 2. Results of Simulation II

Inicializatizing SSI Comunication Performance

3000,00000

2500,00000

2000,00000

1500,00000

1000,00000

500,00000

0,00000
1 3 5 7 9

Initialize Student (milliseconds)

11 13 15 17 19 21 23 25 27 29 31 33

Total elapsed time (milliseconds)

Figure 19. Performance Results of SSI Agents Initialization and Connection.

not occur during the reading of attendance records, where all
latency values remained similar for any number of transac-
tions.

When analyzing the data obtained from the throughput
test, it can be observed that the MSP network achieved higher
values in all executions to record attendance. Regarding this
function, the number of transactions per second increased in
the MSP Network as the number of transactions increased,
with the increase from 5,000 to 10,000 transactions being
more discrete than from 1,000 to 5,000 transactions. The
same did not happen with the CA network, which experi-
enced a slight reduction in throughput when the number of
transactions increased from 5,000 to 10,000. Observing the
data obtained from the reading attendance throughput tests,
the most significant difference in values occurred when read-
ing attendance for both networks with only 1,000 transac-
tions, as the tests with 5,000 and 10,000 transactions showed
similar values for both networks.

Regarding CPU usage data, it can be noted that, when
performing the attendance record function, the values were
slightly higher for the CA Network than for the MSP Net-
work, except for the execution with 10,000 transactions,
which recorded similar values. It can also be noted that with
an increase in the number of transactions, this function did
not show a significant gap between the two networks. This
differs from the CPU usage values for the reading function,
where a gradual increase in CPU usage can be observed as
the number of transactions increases, and the values obtained
between the two networks are close.

The memory usage data generated by the tests shows that

when the recording attendance function was used, the CA
network used less memory in all executions. Memory usage
also decreased as the number of transactions increased.

Therefore, when choosing whether or not to adopt the CA
in a project, the developer must consider two factors: (a) the
volume of identities and certificates to be managed by the
application and (b) the frequency with which the read and
write methods will be executed.

Identity verification through a structured and automated
process, such as CA, enhances security by reducing the risk
of unauthorized access and identity fraud. However, this in-
creased security requires a higher computational load. How-
ever, the network without CA offers a lighter and more
straightforward approach, which can be more advantageous
in scenarios where a high transaction rate and lower latency
are priorities. From a scalability perspective, the CA-based
system facilitates long-term digital identity management in
large-scale applications. In contrast, the manual certificate
issuance process may become impractical as the number of
users and transactions grows.

When adopting SSI, the developer must consider the ad-
ditional time it adds to the process and weigh the benefits
this technology offers. It is important to note that the time at-
tributed to the initialization of the Student Agent will occur
on the end user’s device. Regarding this value, the results
showed that the time variation was smaller than the total time
since the processing of the Institution Agent will take place
in an environment with greater computational power in an
actual situation.
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8 Conclusion

This work proposes the ONSPRIDE framework, which can
guide users from the planning phase of the blockchain ser-
vice. It allows entities to efficiently incorporate their own
business needs and rules into decentralized apps, allowing
for the creation of privacy attributes applicable to blockchain
networks that are aligned with the principles of Privacy by
Design.

ONSPRIDE can be used in any application area with its do-
main ontologies as long as they cover the business rules or are
extended for this purpose. In this context, developers should
consider developing networks using a CA, a crucial struc-
ture for certificate management in the network, when the ap-
plication requires complex certificate management. When
this is not the case and the nature of the application allows
for simplified certificate management, this work provides re-
sults that can support the decision on whether to adopt the
CA.

To this end, the performance of a network created with
a CA was compared to that of a network without this im-
plementation, where certificates were issued and distributed
manually. The tests showed similar results for latency,
throughput, and CPU usage metrics, but for the Memory Us-
age metric, the network implemented with CA performed bet-
ter.

In addition, simulations of the connection between the two
SSI agents in the use case were conducted. The results sug-
gest that developers considering the adoption of SSI should
take into account the additional time required for this service.

In future work, we will conduct tests using hardware with
greater computational capacity in scenarios with more com-
plex structures, a higher number of transactions, and repeti-
tions to establish a confidence interval. We will also consider
other certificate issuers, hybrid approaches such as homo-
morphic encryption and zero-knowledge proofs (ZKP), in-
cluding Hyperledger Indy, which implements ZKP for SSI,
and the use of other types of databases for transaction cre-
ation. Further developments in this line of investigation will
include a quantitative comparison with other blockchain plat-
forms and enhancements in the SSI simulation for identity
verification and issuance. Further developments in this line
of investigation will include a quantitative comparison with
other blockchain platforms, such as Ethereum and Stellar,
and enhancements in the SSI simulation for identity verifi-
cation and issuance. Finally, we intend to conduct tests in an
actual deployment environment, with feedback from users
and administrators, as well as a simulation evaluating the im-
pact of SSI on security and network load.
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