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Abstract Enhancing log file structure for improved analysis, commonly referred to as “Log Parsing”, holds sig-
nificant importance in deciphering pertinent insights from software-generated records. This study undertakes a
comprehensive comparison of ten parsing tools and models available within the Logpai collection, namely AEL,
Brain, Drain, LFA, LogCluster, Logram, NuLog, SHISO, SLCT, and ULP focusing on raw logs sourced from An-
droid Devices, extending a previous work. Our findings underscore a notable precision deficit in models lacking
preprocessing steps, as existing tools encounter considerable challenges in managing untreated logs. Consequently,
these tools exhibit suboptimal performance levels when analyzing information gleaned from raw Android Logs of
the same origin as the reference logs. When analyzing other blocks, such as wifi networks, the difficulty of dealing

with small variations in format was persistent.
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1 Introduction

With the continuous advancement of technology and the
widespread utilization of Android devices, the proliferation
of system records, or Logs, has become integral to mobile
computing. Effective analysis of these Logs is imperative
for early fault detection, performance optimization, and bol-
stering device security. However, prevailing analytical tools
encounter formidable challenges stemming from the diverse
log formats, extensive data breadth, and escalating data vol-
ume Zhu et al. [2023]. This article presents findings from
a study investigating the effectiveness and efficiency of log
parsers, tools designed to structure raw data into organized
formats to analyze and monitor these records.

The Android logging system is managed by logd, which
organizes logs from the system and the device’s applications
into eight distinct buffers. Each log provider has its own rules
for formatting, information, and structure, with these data
segments referred to as blocks. These buffers are temporarily
stored in a file called BugReport. This file unifies the entire
collection of device logs into one or more files (depending
on the manufacturer).

The study focuses on the Logpai collection, which fur-
nishes a Python platform for primary parsers. This collection
evaluates datasets sourced from diverse systems, which are
pre-processed to ensure uniformity. The primary objective is
to compare the performance of various parsers, particularly
emphasizing their efficacy with raw data originating from
Android devices manufactured by entities such as Samsung,
Motorola, and Google. Data acquisition occurs through Bu-
gReport, a tool for logging on Android devices. Owing to
the constraints of the Logpai tool, which processes one log

structure at a time, two log types are selected for detailed
comparative analysis, SystemLog/LogCat and Wake Lock,
and a compilation of the performance of the 3 best perform-
ing models in the context of wifi related log blocks.

The analysis encompasses both quantitative and qualita-
tive assessments of parsing models, leveraging benchmarks
to gauge processing capacity while considering factors like
accuracy, robustness, and efficiency. This work expands a
previously developed research Bessa et al. [2024], contain-
ing more parsing models, log blocks, and more robust anal-
ysis. The article is structured into the following sections:
Background, Android log parsing, Design of experiments,
Benchmark results, and Concluding remarks.

2 Background

This section provides the theoretical support for the analysis
presented in this research, focusing on the structure of log
generation within Android processes and Log Parsing.

2.1 Mobile log data

Logs refer to the systematic recording of events, activities,
and system-generated information in the context of mobile
devices. These logs serve as valuable resources for under-
standing mobile device behavior, performance, and diagnos-
tics. They encompass diverse types of logs, including system
logs capturing system-level activities, application logs detail-
ing app-specific events, and error logs providing information
about malfunctions or anomalies within the device. Through
the meticulous analysis of logs, developers, system admin-
istrators, and researchers gain insights into user interactions,
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app usage patterns, resource utilization, and potential issues
encountered on mobile platforms. These logs often contain
timestamps, event details, error codes, and contextual infor-
mation, forming a rich repository for diagnosing problems
and optimizing mobile device functionalities Theys [1999];
Boase and Ling [2013].

Utilizing logs in mobile devices is multifaceted, pivotal in
enhancing user experience, troubleshooting technical issues,
and improving system performance. Application developers
leverage logs to debug software, identify performance bot-
tlenecks, and refine user interfaces based on usage patterns.
System administrators utilize logs to monitor device health,
track security breaches, and implement preventive measures
against potential threats.

Moreover, researchers and data analysts extract valuable
insights from logs by employing data mining, machine learn-
ing, or statistical techniques to uncover hidden patterns, user
preferences, and trends in mobile device usage. The sys-
tematic analysis of logs empowers stakeholders to make in-
formed decisions, enhance device functionality, and ensure
a seamless user experience in the dynamic landscape of mo-
bile technology Romero and Ventura [2007]; Hwang et al.
[2016].

However, using logs on mobile devices also raises con-
cerns regarding privacy, data security, and the ethical han-
dling of user information. As logs often contain sensitive
data, including user interactions, location information, and
personal identifiers, protecting this information from unau-
thorized access or malicious exploitation is crucial. Adher-
ing to privacy regulations, implementing robust encryption
methods, and adopting anonymization techniques are essen-
tial to safeguard user privacy while harnessing the insights
gleaned from logs. Balancing the benefits of log analy-
sis with stringent data protection measures remains a criti-
cal consideration for stakeholders in the mobile ecosystem
to maintain user trust Dhanaraj et al. [2021]; Zhang et al.
[2012].

2.2 Log parsing

The Log pre-processing phase is essential for preparing raw
data for more refined analysis. This process includes filter-
ing out irrelevant data, correcting errors, structuring the data,
and imputing missing values. The techniques employed can
be categorized into two main groups: transformation and de-
tection and visualization. Transformation techniques aim to
modify the Logs to correct, complete, filter and/or format
the data before analysis, thus improving data quality. On the
other hand, detection and visualization techniques focus on
identifying problems in the data, such as problematic mes-
sage structures, making it easier to understand the data and
identifying areas that need transformation Marin-Castro and
Tello-Leal [2021].

In this context, transformation techniques are particularly
interesting, especially in Android operating system logs with
specific formatting rules based on their source code. The
importance of the Log Parsing process is highlighted by He
et al.(2017) He et al. [2017a], who describe Log Parsing as
an initial step in Log mining to identify abnormal patterns
and operational insights. The main information is structured
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in this phase, as shown in Figure 1.

Log Message
01-09 20:56:29.519 1058 771 771 | tombstoned: received crash request for pid 2916
Structured log
Timestamp 01-09 20:56:29.519
uiD 1058
PID 771
TID 771
Event |
Component tombstoned
Constant received crash request for pid <*>
Variables 2916

Figure 1. Illustration of a pre-processing example parsing an Android log .

Zhu et al.(2019) compiled several Log Parsing techniques,
performing benchmarks to evaluate their performance in de-
tecting constants and variables in Logs from different sys-
tems Zhu et al. [2019]. Other works stood out in these bench-
marks, carried out by Loghub, for their high accuracy in pro-
cessing Logs from Android’s Main buffer He et al. [2017a].
He et al. (2017) use a fixed-depth tree to speed up log anal-
ysis, employing a tree structure to categorize log messages
based on predefined rules. On the other hand, Du et al.
(2016) apply the longest common subsequence (LCS) algo-
rithm to analyze unstructured Logs and extract message types
and parameters in a structured way.

Xu et al. (2009) highlight the complexity of the unstruc-
tured nature of logs and the difficulty of filtering out relevant
data for analysis. In addition, the requirement for real-time
processing to identify faults and respond to security incidents
adds complexity to the challenge. Among the specific chal-
lenges of analyzing bug report logs are the variety of devices
and operating system versions, the presence of confidential
information, the complexity of the system, and the lack of
standardization, which make it challenging to automate the
parsing process.

2.3 Log parsing techniques

Log parsing methods easily converse with traditional parsing
methods, sharing strategies, and difficulties in rationalizing
the information, in this case, contained in event logs. While
in the Top-down approach, parsers seek to segment the com-
plete information and establish its priority relationships cor-
rectly, the Bottom-up approach starts from the most straight-
forward types and relationships between data fragments to
structure the information Sharma et al. [2013]; Jiang et al.
[2024].

Approaches such as clustering mining patterns in Event
Logs present in the Parsing Vaarandi and Pihelgas [2015];
Vaarandi [2003] and Token Frequency Verification Nagap-
pan and Vouk [2010] strategies can be seen as Bottom-up. In
contrast, methods such as Log execution abstraction Jiang
et al. [2008] and the accumulation of formats derived from
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a generic log Sedki et al. [2022] have Top-down characteris-
tics.

2.4 Log parsing evaluation metrics

Zhu et al. (2019) evaluate Log parses regarding accuracy,
robustness, efficiency, and quantitative metrics. The metrics
can be described as follows:

* Accuracy: the Log parser’s ability to separate the con-
stant and variable parts of the Log.
* Robustness: the Log parser’s ability to achieve consis-
tent accuracy when working with Logs from different
systems or sizes. In this work, robustness is essential
since the bug report comprises Logs from different sys-
tem services, which have different structures and con-
tent patterns.
Efficiency: speed of the Log parser to carry out process-
ing. Efficiency was explicitly evaluated for each of the
Android bug report log blocks.
Parsing time: This corresponds to the time taken to
process the input, extract the templates, and process the
instances, resulting in generating the file with the struc-
tured data.
Quantity of Templates: The number of templates re-
flects the complexity of a logging system; in general,
the more templates, the more complex the logs. In
evaluating Log Parsers, templates can be used to check
whether a model can cope with the variability of a given
system’s logs.
* F1-Score: Considering that each field in the Log can
contain parts referring to system variables and con-
stants, the F1-score metric is obtained using the formula

Fl = %m based on the calculation of
Precision: Precision = LrueVariable

TrueVariable+FalseVartable
. _ TrueVariable
and Recall:  Recall = TrueVariable+ FalseConstant *

For the parser, a variable means the changeable part of
alog, such as displayed values, custom messages, while
a constant refers to immutable system flags, variable
names and similars.

2.5 Android device log structure

In Android, logs can be generated by the operating system,
applications, and system services. The main tool for view-
ing and collecting these logs is logcat, part of the Android
Debug Bridge (ADB). Android organizes the logs into dif-
ferent buffers, such as main, system, radio, and events, to
categorize the information according to its source and type.
By default, logs are stored in a circular buffer on the device.
However, to preserve older or more relevant logs, developers
can implement solutions that save them in files or send them
to remote servers, allowing for more detailed analysis later.
Android’s logging system consists of circular buffers
maintained by a system process called Logd. It assists in
developing new applications and keeps track of information
such as system events and running application error reports.
Logs are stored in eight memory buffers: main, radio, events,
crash, security, stats, kernel and system. Applications can
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Figure 2. Android Log Collect and Storage Pipeline.

only add log messages to the main buffer, while the remain-
ing buffers are reserved for system logs Cheng ef al. [2021].
The set of available buffers is fixed and defined by the sys-
tem. Each of the buffers is described in Table 2:

In Android, bug reports include data from dumpsys, dump-
state and Logcat, which are organized into separate sections
with system-specific information.

Logcat is a log that contains information about system
events and operations. It is divided into two main parts: sys-
tem and main. The system is reserved for longer histories
than the main part, which covers the rest of the information.
Each Logcat log line starts with a timestamp, followed by a
user identifier (UID), process identifier (PID), thread identi-
fier (TID), and the Log level. Log levels can be:

* Verbose (V): Detailed messages.

* Debug (D): Debug messages.

* Information (I): Information messages.
* Warning (W): Warning messages.

* Error (E): Error messages.

* Fatal (F): Fatal messages.

* Silent (S): Silent messages.

Android’s logging system uses several buffers in addition
to the standard circular one, allowing it to store different log
messages. When using Logcat, you can select only the al-
ternative buffer, allowing you to access logs stored in spe-
cific auxiliary buffers. You can view each alternative buffer:
Main, System, Crash, Event, and Radio.

Figure 3. Logcat System Log Format.

3 Android raw log parsing

As presented in Section 2, the Android Operating System’s
logging routine gathers non-volatile information from vari-
ous log buffers from each service running on the device. The
artifact resulting from this operation is 1 or a group of text
files (depending on the manufacturer) containing the differ-
ent logs separated or not by text headers (Figure 3).

The fact that several logging patterns (which we call
blocks) are mixed in a single file makes it difficult to sep-
arate each one in an automated way, as it requires prior
knowledge of all the blocks present and their formation rules.
Another difficulty in dealing with this untreated informa-
tion is the presence of records with anomalies (incomplete
fields, mixed records, illegible characters, instances outside
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Table 1. Selected models for the Benchmark Zhu et al. [2019].

Technique Log Parser

Reference

Description

SLCT

Vaarandi [2003]

Each cluster corresponds to a certain line pat-
tern that occurs frequently enough.

Frequent pattern mining LFA

Nagappan and Vouk [2010]

In LFA, token frequencies are compared within
each log message, rather than across all log
messages.

LogCluster

Vaarandi and Pihelgas [2015]

LogCluster is a Perl-based tool for clustering
log files and mining line patterns from log files.

Logram

Dai et al. [2020]

Logram is an automated log analysis technique
that uses n-gram dictionaries to obtain an effi-
cient log analysis.

Heuristics AEL

Jiang et al. [2008]

AEL (Abstracting Execution Logs) is one of
the most prominent log analysis approaches,
comprising four stages: anonymize, tokenize,
categorize, and reconcile.

LCS SHISO

Mizutani [2013]

It is a method for mining registry formats and
retrieving retrieval of record types and param-
eters online.

. Drain
Parsing Tree

He et al. [2017b]

Uses an analysis tree with a fixed depth to
guide the process of searching for groups of
records.

Brain

Yu et al. [2023]

It creates initial groups according to the longest
common pattern. A bidirectional tree is then
used to hierarchically complement the con-
stants with the longest common pattern.

Machine Learning NuLog

Nedelkoski et al. [2021]

It uses a self-supervised learning model and
formulates the analysis task as masked lan-
guage modeling (MLM).

Template-based ULP

Sedki et al. [2022]

ULP (Universal Log Parsing) is a highly accu-
rate log parsing tool with the ability to extract
templates from unstructured log data. ULP
learns from sample log data to recognize future
log events.

the block’s scope) and the immense variability of a log of the
same block.

This variability is caused by the large number of services,
with different information presentation protocols present on
the device sharing the same record. Figure 4 shows how logs
from the same block can differ.

System Log (Display Service)

Figure 4. Example of Variability in Logs of same Block.

This work investigates how the Log Parsing models in the
literature behave in a scenario where the only treatment of
the logs is the segmentation of the Blocks.

3.1 Related works

Table 3 provides a comparative overview of evaluation stud-
ies on log parsing techniques, arranged chronologically by
publication year. It highlights key aspects of each work—
including the bibliographic reference, objectives, adopted ap-
proaches, primary methods evaluated, metrics used, and key
findings—thereby offering a concise summary of the evolu-
tion of log parsing methods. This comparative synthesis un-
derscores the similarities and differences among the studies
and draws attention to common challenges, such as scalabil-
ity and effectiveness in handling modern, heterogeneous log
data. As such, the table is a valuable resource for researchers
and practitioners in selecting and refining strategies for large-
scale log data analysis.
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Table 2. Description of main Log Buffers in Android.

Buffer ID ID
LOG_ID MAIN 0

Description

Main log buffer, accessible
by applications. Logs gen-
eral messages, including er-
rors, warnings, information,
and debug messages from
apps and the system.
Specialized in communica-
tion logs, capturing cellular
telephony, mobile data, and
network interactions.

Stores logs of specific
system events, recording
user actions, system activ-
ities, and important state
changes.

Focuses on  operating
system-level  logs, in-
cluding system services,
running processes, and
configuration.

Logs detailed information
on app and system crashes,
including stack traces and
error reports.

Collects performance data
and system statistics, such
as CPU, memory, and bat-
tery usage, aiding in perfor-
mance analysis.

Dedicated to security logs,
documenting access at-
tempts, security violations,
and other security-related

LOG_ID RADIO I

LOG ID EVENTS |2

LOG ID SYSTEM | 3

LOG_ID_CRASH 4

LOG _ID_STATS 5

LOG_ID_SECURITY | 6

issues.
LOG_ID KERNEL 7 Captures Linux  kernel
logs, including hardware

management, memory, and
device drivers.

He et al. [2016] evaluates four log parsing methods (SLCT,
IPLoM, LKE, and LogSig) using five large datasets from
various systems, including supercomputers (BGL and HPC),
distributed systems (HDFS and Zookeeper), and standalone
software (Proxifier), totaling over 10 million log entries. The
results show that while these methods generally achieve high
accuracy (above 80%)), clustering-based techniques like LKE
and LogSig do not scale well for large datasets, requiring
parallelization. Additionally, the study reveals that parsing
errors can significantly impact log mining: a 4% error in
critical events during anomaly detection led to a drastic in-
crease in false positives and missed detections. To mitigate
these issues, the study suggests adopting preprocessing tech-
niques and best practices, such as incorporating event identi-
fiers into logs at the time of generation.

Zhu et al. [2019] evaluates 13 log parsing methods on
16 datasets from various systems, including distributed sys-
tems, supercomputers, operating systems, mobile systems,
server applications, and standalone software, totaling over 77
GB of logs. The study assesses these parsers’ accuracy, ro-
bustness, and efficiency, highlighting that while some meth-
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ods achieve high accuracy (above 90%), no single parser
performs optimally across all datasets. Clustering-based
approaches often struggle with efficiency, while heuristics-
based methods, such as Drain, offer better accuracy and
scalability. The study also presents a real-world deploy-
ment at Huawei, where automated log parsing significantly
improved log management by reducing manual efforts and
enhancing system monitoring. The authors provide open-
source tools and benchmark datasets to facilitate further re-
search and industrial adoption, aiming to advance automated
log parsing technologies.

Jiang et al. [2024] conducted a comprehensive evalua-
tion of 13 log parsing techniques applied to 16 real and di-
verse log datasets, such as HDFS, OpenStack, and BGL, to-
taling over 10 million entries. The objective was to com-
pare the effectiveness, robustness, and scalability of these
techniques, which were classified into four main groups:
rule- and heuristic-based methods, clustering, specialized
data structures, and machine learning/NLP. Using metrics
like precision, recall, and F1-score, the results showed that
Drain and Spell performed well in specific scenarios, but no
technique was consistently superior across all cases. The
study highlighted challenges such as sensitivity to parame-
ters, difficulty in generalization, and scalability, emphasiz-
ing the need for improvements to address the complexity and
heterogeneity of logs in real-world environments.

The Logpai/LogParser collection is a project awarded the
First IEEE Open Sofiware Services Award' that seeks to de-
velop tools for automated log analysis supported by artificial
intelligence. Among the tools is the collection of processed
data Loghub Zhu et al. [2023], which contains logs from
various ecosystems, including Android. The second tool
highlighted is the collection of parsers Logparser, which
provides a machine learning toolkit and benchmarks for au-
tomated Log analysis. The tool makes it possible to auto-
matically extract event models from unstructured logs and
convert log messages into a sequence of structured events.
Logpai/Logparser enables experiments with 13 parser mod-
els from the literature; for this work, 10 different models
were selected to analyze performance on raw logs from An-
droid devices of different brands. Table 1 briefly describes
the strategies used in each model and its reference in the lit-
erature.

Two artifacts are generated from the execution of Log-
parser. The first is the template file, which contains records
of patterns identified within the logs. These templates define
reusable structures that facilitate the processing of future log
entries. There are different types of templates (Figure 5), and
a single log entry may match more than one template. Con-
stants are kept literal in the structure, and variable data is
represented by the “*” symbol. The second artifact is the
structured data (Figure 6), the Logs processed in table form
with the fields separated and identified given the input Log
format.

The Loghub collection’s set of Android Logs was ex-
tracted in a format similar to the Logcat block and a normal-
ized format. Table 4 compares the performance between the

Described in: https://wwu.cse.cuhk.edu.hk/news/
achievements/lyu-team-first-ieee-open-software-services-—
award/
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Table 3. Comparison of log parsing evaluation studies.
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Work An Evaluation Study | Towards Automated | Tools and Benchmarks | Log Parsing Evaluation | A Large-Scale Evalua-
on Log Parsing and Its | Log Parsing for Large- | for Automated Log | in the Era of Modern | tion for Log Parsing
Use in Log Mining Scale Log Data Analy- | Parsing Software Systems Techniques: How Far

sis Are We?

Reference He et al. [2016] He et al. [2017a] Zhu et al. [2019] Petrescu et al. [2023] Jiang et al. [2024]

Objective Compare different | Develop a parallel parser | Provide acomprehensive | Evaluate the effective- | Create a rigorous bench-
parsers and their impact | for large-scale data pro- | evaluation of log parsers | ness of log parsing tech- | mark for evaluating log
on log mining. cessing. and release tools/bench- | niques in modern sys- | parsers.

marks for automated log | tems.
parsing.

Approach Study 4 popular meth- | Analyze existing meth- | Evaluate 13 log parsers | Evaluate 14 methods us- | Introduce Loghub-2.0, a
ods applied to 5 large | odsand proposethe POP | on 16 datasets and | ing 9 public datasets and | larger and more represen-
datasets. (Parallel Log Parser). release an open-source | logs from a bank. tative dataset.

toolkit.
Main Methods | SLCT, IPLoM, LKE, | SLCT, IPLoM, LKE, | SLCT, AEL, IPLoM, | Drain, Spell, IPLoM, | 15 parsers, including
Evaluated LogSig. LogSig, POP. LKE, LFA, LogSig, | LogCluster, MOoLFI, | statistical and machine
SHISO, LogCluster, | NuLog, among others. learning-based methods.
LenMa, LogMine, Spell,
Drain, MoLFI.

Metrics Used F-measure, impact | Computational effi- | Accuracy, robustness, ef- | Parsing accuracy, log | Group Accuracy (GA),

on log mining (e.g., | ciency, scalability, | ficiency. template accuracy, edit- | Fl-score of Group Accu-

released as
benchmark.

a public

anomaly detection). impact on log mining. distance. racy (FGA).

Key Findings Accurate parsing im- | POP improves scalabil- | Drain demonstrated | Current parsers struggle | Parsers show perfor-
proves log  mining | ity and efficiency, but pa- | the best overall perfor- | with heterogeneous logs; | mance degradation on
efficiency;  clustering- | rameter tuning remains a | mance; some parsers | LOGCHIMERA  was | Loghub-2.0; many fail
based methods do not | challenge. do not scale well with | proposed to generate | to process logs in a
scale well. large logs; Loghub was | synthetic data. reasonable time.

Occurrences
1203

EventId,
295cl14el,

892993e6,
Figure 5. Example of Templates from Android Logs.

Time Pid Tid Level ComponerContent Eventld EventTem|Parameterkist

07:00:02.417  ront 0 0 1rusty baot. € 208c14e1 500t args 0™ {1000 ]

07:00:02.417 oot o 0 lnasty @oc 07, gied € 8,93E+11 gice 0"

Figure 6. Example of an Android Logs structured data table.

Qicd €[]

selected models and the base extracted from Loghub. NuLog
had the best accuracy among the models, and SHISO had the
worst.

Table 4. Results for the Loghub reference log base Zhu et al.

[2023].
Model AEL Brain Drain LFA ULP
F1 0,9404 0,9968 | 0,9959 | 0,9220 | 0.9714
Accuracy 0,6815 0,9605 | 09110 | 0,6160 | 0.8380
Model LogCluster | Logram | NuLog | SHISO | SLCT
F1 0,9840 0,9750 | 0,9999 | 0,8437 | 0.9836
Accuracy 0,7975 0,7945 | 0,9945 | 0,5850 | 0.8815

4 Design of experiments

This section presents how the comparative analysis of the
Block Parsers extracted from the log compilation files was
structured. The section presents the steps for generating the
dataset, separating the blocks, and implementing the bench-
marking procedures. Figure 7 shows how these parts form
the entire structure of this research.

4.1 Dataset description

The dataset was built from logs extracted from different mod-
els of Android devices. The data was collected manually on
each Android device selected for the study. To do this, the
device’s interface was used in its developer options, which
makes it possible to generate bug reports containing detailed
information about the device’s performance and operation.
Each device was identified with a specific designation, and
statistical information was recorded. The main aspects in-
clude:

* Device Model: Indicates the specific model of the An-
droid device used to collect the data.

* Collection: Indicates the total number of collections for
each device model.

» Lines: Represents the total number of lines in the files
collected in each collection.

+ File Size: Refers to the total size of the data files gener-
ated in all collections for each device model. This size
is expressed in megabytes (MB) and represents the stor-
age space occupied by the captured data.

Table 5. Device Collection Results.

Device Model Collections Line Data Size(MB)
Samsung Galaxy A22 1 1188315 108.50
Samsung Galaxy A70 1 1361706 113.65
Motorola Moto G200 4 3685713 244.36
Samsung Galaxy S23 4 7757897 712.15

Google Pixel Pro 6 5 2131908 161.26
Motorola Moto G71 8 6206584 494.90
Motorola Moto G30 11 7638586 589.43

Total 34 29970709 2424.25
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Figure 7. Experiments Pipeline.

4.2 Block segmentation

A series of regular expressions and searches in specific re-
gions of the log files were carried out to separate the log
blocks. The regular expressions were created to simulate the
LOGPALI Collection’s template system to deal with the block
variations and serve as auxiliary input to the parsers. This
cataloging was based on the information found in Android
Code Search?. Figure 8 shows an example of the regular ex-
pression used in the extraction, and Table 6 lists the blocks
cataloged and the number of instances.

[ ]
file = open("file-pixel.txt", "r"

, encoding="utf_8")

pattern = re. LLle ("~ (<\\d+>) 2\\ [\\s*(\\d+\\.\\d{6})\\] (.*

Figure 8. Block extraction example.

01-09 12:17:48.524 - 10182 - REL MotoDisplayWakelLock

01-09 12:17:48.526 - 10182 - ACQ MotoDisplayWakelLock (partial)
01-09 12:17:48.527 - 10182 - REL MotoDisplayWakelLock

Figure 9. Dumpsys - WakeLock Example.

08-23 09:19:56.331 root 20270 20270 D cnss : Runtime resume start

98-23 09:19:56.331 root 20270 20270 D cnss : Resuming PCI link
08-23 09:19:56.334 logd 1034 1034 I logd : logdr: UID=0 GID=0 P

Figure 10. Logcat - Systemlog Example.

In this work, we investigate 5 specific blocks: Logcat -
System log and Dumpsys - WakeLock and 3 Minor Wifi
Dumps. Dumpsys is a logging tool that inspects hardware
diagnostics data and runs device services. typically the data
is presented in the format: DUMP OF SERVICE [service] .
WakeLocks allows an application or service to keep the de-
vice active, preventing it from entering power-saving modes

2Available at: https://source.android.com
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Benchmark Structure

M F1 W Accuracy

LogCluster
Logram
NuLog
SHISO
sLet

1 up

0,00% 25,00% 50,00% 75,00% 100,00%

Table 6. Cataloged Blocks and number of instances

Block In- Match Pattern
stances
d{2}:\textbackslash
d{2} \textbackslash d{3})” +
”(?:\textbackslash s+[0-9A-Za-z
System
Lo 332525 1+)?\textbackslash s+(\textbackslash
& d+)\textbackslash s+(\textbackslash
d+H)\
textbackslash s+([A-Z])\textbackslash
s+’ + 7(+?)\textbackslash s*: (.*)$
S]zilmpsi% 26159 sem_wifi:. *2(?=DUMP OF
W SERVICE|$)
Dumpsy 1 57018 .
wifi wifi:. *?(?=DUMP OF SERVICE|$)
Kernel
Log 109444 \textbackslash d {f})\textbackslash]
("8
DSC};HZQ?S_ 107018 wifiscanner:.*?(?=DUMP OF
SERVICE|$)
Wake 24474 d{2}:\textbackslash
Lock d{2}\\textbackslash d{3} -
\textbackslash d+ - (REL|ACQ)
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such as sleep. Logcat is a log that contains information about
system events and operations. It is divided into two main
parts: System and Main. Typically, the data is presented in
the format: [timestamp UID PID TID log-level] [message] .

4.3 Benchmark structure

As previously presented, the Log Parsers collection Logpai
is the object of analysis in this research. As shown in Figure
7, the experiment routine begins by extracting the blocks pre-
viously described, then the extracted blocks are grouped into
two .Log files per device, one file for the Wakelock block
and another for the System Log/LogCat block. The gener-
ated files are used as input to the benchmark environment.
The benchmark environment is contained in a Docker Con-
tainer with the following characteristics to maintain isonomy
in the measurement of parsing time between tests:

+ Container resources: 8 Gigabytes of RAM and 8 CPU
threads.

* Operating System: Nix OS.

* Hardware Features: Ryzen 5950X(16¢/32t), 32 Gb
RAM 4000Mhz.

The benchmark was written in Python, using the Log-
parser3 library and files from the Logpai collection reposi-
tory 3. The metrics measured are: Parsing time, Number of
templates extracted, F1-Score and Accuracy . For accu-
racy and F1-Score, the parsing template for each entry was
used. The template was generated by running Parser Drain
to check and modify incorrect instances based on the training
rules for each block.

The Logparser3 tool library for the Logpai collection has
a unified input processing routine for all models and was
unable to fully process all instances of the raw blocks, pre-
senting the skip line exception treatment. Table 7 shows the
relationship between the number of instances processed and
the totals. Since not all instances were processed completely,
the missing instances are included in the calculation of ac-
curacy and Fl-score, consequently making it impossible to
achieve 100% accuracy in certain instances. All instances
from WakeLock were Processed. The Log Parser Drain with
a set of manual templates was used to generate the True Pat-
tern for each instance, and incorrect instances were processed
manually.

Table 7. Comparison between input instances and processed in-
stances.

. System Log
Device Instances | Processed
Google Pixel Pro 6 30437 30126
Motorola Moto G200 37789 37659
Motorola Moto G30 51973 51893
Motorola Moto G71 36975 36707
Samsung Galaxy A22 161096 161046
Samsung Galaxy S23 142555 142425

Each model has its own set of input hyperparameters for
specific settings for each type of Log. To maintain isonomy
in the tests, the values in Zhu et al. [2019] for Android Logs

3Available at: https://github.com/Logpai
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were used. Another critical factor is the optional entry of
Regex for pre-processing the input and the format, and both
fields were filled in according to the training rules of each
block. The WakeLock block does not have Regex because
the regex obtained from its training rules did not modify the
convergence of the models but only increased the execution
time. Finally, the test was run 10 times for each model, and
all the results presented in this paper are the average of all
the runs. During the 10 runs, only the execution time var-
ied. Considering the temperature of the machine and exe-
cutions of operating system subroutines, some variation was
expected.

5 Benchmark results

The SystemLog block contains the highest number of occur-
rences 7, and the blocks for devices A22 and S23 have up
to four times as many occurrences as the others. The blocks’
size directly impacted the number of models generated and
the analysis time 8. The SHISO model and the records from
device S23 had the worst analysis time, with an average of
approximately one hour of execution. It is important to note
that the occurrence with the most significant size did not
result in the worst analysis time, which suggests that other
factors in the structure of a block can affect the analyzer’s
performance. For the SystemLog/Logcat blocks, the SHISO
Model had the longest runs, while LFA and LogCluster had
the best average performance among the devices. Analysis
times vary considerably between models and even between
occurrences of the same model, allowing several different an-
alyzer models to be benchmarked during a single run of the
longest model. This time discrepancy negatively affects the
efficiency and robustness analysis of the SHISO Model and,
to a lesser extent, the Brain, Logram, and ULP models.

WakeLock blocks have fewer occurrences and less com-
plex structures than SystemLog, which is directly reflected
in the execution times. The longest time recorded is approx-
imately 1 hour and 50 minutes, attributed to the Logram
model. For this block, although the times do not differ as
significantly as in the previous block in absolute terms, it
is still possible to see that, in proportion, the difference can
reach more than 60 times between executions for the same
occurrence, as illustrated in Table 9, where the fastest execu-
tion occurs on the G200 device (00:00.72 in the Brain model)
and the slowest (01:00.11 in the Logram model).

Figure 11 shows the average F1-Score and Accuracy of
the SystemLog blocks per parsing model. The main pur-
pose of this article is to analyze the behavior of the main
Log Parsers in the literature when receiving untreated Logs
as input. When we compare the results of Figure 11 with Ta-
ble 4, we can see a drop in the performance of all the models,
even though they have the same input block, only differing
in the treatment of the input. Unlike the Loghub collection,
the Logs from the dataset generated do not undergo any nor-
malization or extraction of problematic Logs, in addition to
the slight variations in formats between Logs from different
devices. These factors increase the challenge of interpret-
ing the models, having a negative impact on their assertive-
ness. The models with the lowest drop (except for the SHISO
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Table 8. Benchmark of SystemLog/LogCat Blocks

Device | Parsing Time | Templates F1 Accuracy
Pixel 00:33.08 3016 0.8575 0.6642
G200 | 00:38.65 2042 0.8920 0.6842
AEL G30 00:43.67 1552 0.9985 0.8565
G71 00:55.78 2179 0.6454 0.6580
A22 03:40.19 7323 0.6454 0.6580
S23 06:33.92 4359 0.8004 0.6294
Pixel 00:17.09 3341 0.6613 0.5066
G200 | 00:21.88 2100 0.7427 0.5086
Brain G30 01:09.94 1480 0.9973 0.2902
G71 00:19.37 2367 0.6100 0.6163
A22 06:45.23 7288 0.6155 0.6783
S23 14:31.00 4322 0.8341 0.6140
Pixel 00:46.63 3862 0.9789 0.8187
G200 | 00:54.56 2464 0.9125 0.7811
Drain G30 00:58.99 1949 0.8367 0.9108
G71 00:52.02 2773 0.8562 0.7301
A22 03:25.69 9793 0.8845 0.8223
S23 05:54.07 5963 0.9344 0.8768
Pixel 00:18.42 2574 0.8107 0.4283
G200 | 00:22.56 1797 0.8278 0.4908
LFA G30 00:32.07 1320 0.9977 0.2669
G71 00:20.40 1809 0.6383 0.4837
A22 01:23.20 4963 0.8222 0.4967
S23 01:33.50 3321 0.7693 0.3498
Pixel 00:08.42 2571 0.6101 0.4280
G200 | 00:12.56 1800 0.6272 0.4914
LogCluster G30 00:14.07 1310 0.6972 0.4123
G71 00:07.40 1792 0.6781 0.4888
A22 01:11.32 4261 0.5001 0.4919
S23 02:03.50 3121 0.5691 0.4443
Pixel 00:41.61 3867 0.9789 0.9187
G200 | 01:00.11 2469 0.9125 0.7809
Logram G30 01:13.88 1949 0.8367 0.9313
G71 00:51.18 2722 0.8562 0.6388
A22 03:45.12 9791 0.8845 0.8130
S23 07:50.04 5961 0.9344 0.8130
Pixel 00:18.41 2512 0.8345 0.6211
G200 | 00:21.51 1791 0.6180 0.6014
NuLog G30 00:31.07 1345 0.9212 0.6667
G71 00:45.07 1811 0.7651 0.8803
A22 01:09.01 4966 0.8986 0.4123
S23 00:58.05 3118 0.7123 0.3299
Pixel 09:12.55 2339 0.3118 0.4810
G200 11:26.13 1688 0.3943 0.4813
G30 13:44.41 1293 0.3588 0.3296
SHISO GT71 04:18.12 1803 0.3593 0.2980
A22 52:12.08 4671 0.5312 0.3298
S23 59:51.13 3212 0.5512 0.2214
Pixel 01:14.08 3016 0.8003 0.6441
G200 | 01:08.61 2042 0.8123 0.5825
SLCT G30 00:58.03 1552 0.9014 0.7912
G71 04:11.15 2179 0.5751 0.6501
A22 04:05.11 7323 0.4811 0.6642
S23 08:43.02 4359 0.7012 0.5693
Pixel 00:45.61 3814 0.9559 0.9100
G200 | 01:12.12 2398 0.9433 0.8031
ULP G30 01:23.48 1999 0.8162 0.9105
G71 01:13.22 2654 0.8744 0.7091
A22 03:59.11 9124 0.8441 0.7145
S23 08:44.67 5671 0.9142 0.7534

parser, which already had low accuracy), and consequently
the highest accuracy and F1-Score, were the Drain, Logram
and ULP parsers. To a lesser extent, the AEL, Brain, NuLog
and SLCT models had accuracy above 50%.

Unlike the SystemLog blocks, the WakeLock block has no
treated reference. However, due to its simple construction
and few variations, some models were able to get very close
to 100% accuracy, and 1 F1-Score, i.e., some models were
able to process almost all the input instances correctly, such
as the Brain, Drain, Logram, and ULP models. The other

parsers performed even worse when compared to the Logcat.

Given the above results, the parsers in this study can be
evaluated on the 3 qualitative metrics described in Section
2.4. In terms of accuracy, the Drain, Logram ULP parsers
have the best results, to a lesser degree, Brain obtained good
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Table 9. Benchmark of Dumpsys/Wakelock blocks

Device | Parsing Time | Templates F1 Accuracy
Pixel 00:01.17 132 0.2945 0.5048
G200 | 00:02.30 132 0.2768 0.5135
AEL G30 00:01.28 94 0.3874 0.5049
G71 00:01.00 76 0.4567 0.5117
A22 00:01.20 80 0.6177 0.5193
S23 00:00.88 115 0.2452 0.5571
Pixel 00:01.42 251 1 1
G200 | 00:00.72 252 1 1
Brain G30 00:00.78 175 1 1
G71 00:00.78 135 0.9999 0.9944
A22 00:00.74 139 1 1
S23 00:01.07 202 0.9999 0.9978
Pixel 00:01.66 251 1 1
G200 | 00:01.50 252 1 1
Drain G30 00:01.71 175 0.9982 0.9891
G71 00:01.48 133 0.9713 0.9444
A22 00:01.58 139 1 1
S23 00:01.29 203 0.9992 0.9991
Pixel 00:01.08 131 0.2945 0.5038
G200 | 00:00.77 132 0.2768 0.5135
LFA G30 00:01.09 94 0.3874 0.5049
G71 00:01.09 74 0.4567 0.5173
A22 00:00.81 81 0.8438 0.7660
S23 00:01.09 114 0.2452 0.5600
Pixel 00:01.42 131 0.6101 0.4280
G200 | 00:02.56 132 0.6272 0.4914
LogCluster G30 00:01.07 98 0.6972 0.4123
G71 00:01.40 70 0.6781 0.4888
A22 00:03.32 85 0.5001 0.4919
S23 00:01.50 103 0.5691 0.4443
Pixel 00:41.61 254 0.9981 0.9970
G200 | 01:00.11 251 1 1
Logram G30 01:13.88 168 1 1
G71 00:51.18 131 1 1
A22 01:45.12 133 0.9613 0.9567
S23 01:50.04 198 0.9992 0.9987
Pixel 00:18.41 131 0.4266 0.4137
G200 | 00:21.51 132 0.8438 0.7634
NuLog G30 00:31.07 94 0.2452 0.5608
G71 00:45.07 74 0.6105 0.4459
A22 01:09.01 81 0.6977 0.4157
S23 00:58.05 114 0.6971 0.4128
Pixel 00:31.72 44 0.2325 0.1608
G200 | 00:12.99 38 0.2039 0.1990
G30 00:03.39 53 0.2484 0.0067
SHISO G71 00:03.07 48 0.2920 0.0270
A22 00:02.88 24 0.5481 0.2868
S23 00:08.24 50 0.1948 0.2984
Pixel 00:01.39 133 0.2948 0.5003
G200 | 00:02.13 133 0.2700 0.4900
SLCT G30 00:02.03 98 0.3889 0.5041
G71 00:02.10 71 0.4661 0.4611
A22 00:03.08 83 0.5671 0.5191
S23 00:03.56 118 0.2152 0.5571
Pixel 00:43.11 250 0.9999 0.9900
G200 | 01:23.13 250 1 1
ULP G30 01:01.82 156 0.9834 0.9678
G71 01:11.14 122 1 1
A22 01:48.56 135 1 1
S23 01:48.04 188 0.9720 0.9921

results in the second block, although it did not have signifi-
cant results in the first. The AEL, LFA, Logcluster and SLCT
parsers did not perform significantly in any of the blocks.
The one with the lowest accuracy was the SHISO parser,
which does not perform well on Android even when using
logs from the LogHub collection.

Regarding robustness, the AEL, LFA, LogCluster, NU-
Log, SHISO and SLCT models could not adapt to the Wake-
Lock block and did not perform satisfactorily. Another neg-
ative point regarding robustness is the drop in performance
of the parsers for the SystemLog blocks compared to the ref-
erence results. Efficiency is a highlight of the Brain, Drain,
LogCluster, NULog and ULP parsers, although only Brain,
Drain manages to associate efficiency with the other metrics
positively. SHISO stands out for having the worst times and
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W F1 W Accuracy Model | F1
AEL  |0,8065 06917 0,0826
Brain  |0,7435| 05357 0,1377
Drain  [0,9005 0,8233 0,0648
LFA 0,8110) 04194 0,0932

41.78% LogCluster|0,6136| 0,4595 0,0357
35/60% Logram [09238] 07762 | 0,1452
Nulog [0,7916] 05853 0,1951

SHISO

61365 |_SHISO 0.4178] 03569 | 01041
LogCluster p— sLcT_[07119] 07070 | 01045
ulP_ [o8913[ 08001 | 01043
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Figure 11. Average F1-Score and Accuracy of SystemLog/Logcat blocks
by Parsing model.
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10.48% Brain__0,9999| 0,9987 | 0.0023

SHISO bo.aak Drain__[0,9948] 0,9888 | 00222
LFA__ |04174] 0,5609 | 0,1026

36.70% LogCluster[0,6136] 0,4595 | 0,0357

sLet . _Logram 09931 09921 | 00174
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Figure 12. Average F1-Score and Accuracy of Wakelock blocks by Parsing
model.

also being associated with the worst quantitative metrics. It
is worth highlighting the Logram and ULP parsers, which,
although they take a long time, have satisfactory assertive-
ness. In general terms, all the raw logs in the more complex
LogCat block fell, while the more straightforward block per-
formed very differently, although it was the block with the
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highest accuracy.

Since the Drain, Logram and ULP parsers were the best
performers in both blocks, a second battery of tests was car-
ried out with more extracted blocks: Kernel log, coming
from the same logging system as the System Log block, and
the Sem_wifi, WifiScannern and Wifi_dump blocks from the
Dumpsys logging system. Figure 13 shows the execution re-
sult. It is interesting to note that the Kernel Log block, which
has the same training structure as the System Log block, has
similar averages to those presented in the detailed bench-
mark. The Wifi Dumpsys blocks vary more, with Wifiscan-
ner having the best averages and Wifi_dump the worst.

Furthermore, when we check the match pattern (Table 6)
of the Wifi Dumpsys blocks, they appear to be simpler in
structure, like the WakeLock block, but their performance is
more similar to the Kernel and System Log blocks, which are
more complex in structure. This behavior can be attributed to
a common feature between the blocks: tables (representing
mapping series of wifi networks, connection attempts, and
so on) and comment blocks in some log instances. As these
structures deviate entirely from the expected segmentation,
parsers cannot deal with these instances and mix the infor-
mation in the wrong fields.

6 Concluding remarks

The results show that the tools in the Logpai collection
show significant variability in performance, depending on
the shape of the logs provided as input. All the models per-
formed less well when dealing with raw log bases than the
results obtained with treated input bases. In the case of the
WakeLock block, some analyzers obtained almost total accu-
racy, while others performed less well than the SystemLog
block, which has a more complex structure. For the other
blocks, the results were similar to the behavior of the system
log block. The Kernel log block obtained very similar results
to the System block, which is to be expected since they share
the same training structures. The Dumpsys Wifi blocks ob-
tained accuracy averages of over 65% for the 3 parsing mod-
els used in their benchmarks.

The Logpai collection proved an important log analysis
tool, highlighting a feature common to all its analyzers: the
performance variability depending on the input and the log
structure. Logpai makes it easy to select the best analyzer for
a given context by providing a unified user environment for
models and benchmark generation tools.

However, specific logging systems like Android often con-
tain several structures in a single log routine. The parsers
must extract and process these structures individually since
the models can only process one structure at a time. In addi-
tion to the need for partitioning, headers, irregular fields, for-
matting differences, and other anomalies in the records result
in a loss of performance for the parsing models. In scenarios
where the treatment and segmentation of these logs are com-
plex, investigating new methods that can deal with Android
Raw Logs directly becomes relevant.

Taking these issues into context, this research has shown
the limitations and capabilities of current log parsing mech-
anisms, corroborating future work that can parse different
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Figure 13. Benchmark results for all extracted blocks.

structures at the same time, deal with untreated data, as well
as work that takes advantage of this rich source of informa-
tion from the subsystems that make up the Android device
ecosystem.

This article explored the serverless, cloud-to-thing contin-
uum, addressing the growing demand for low-latency, high-
bandwidth computing services in 5G and 6G networks. The
proposed model takes advantage of serverless architecture to
deploy computing functions on a variety of devices, includ-
ing satellites and drones, in addition to traditional servers,
allowing for a more flexible and distributed computing envi-
ronment. Furthermore, by adopting an SDN approach and
taking advantage of NDN at the data plane, the proposed
model facilitates the dynamic deployment and management
of computing functions across the network infrastructure.
WebAssembly technology is used to implement computing
functions, ensuring efficiency and compatibility between de-
vices.

The results obtained in simulation by the serverless-cloud-
to-ting proof-of-concept indicate that the deployment of mi-
croservices in the cloud-to-thing continuum orchestrated by
a Deployment Agent dynamically allocates resources based
on service requirements and network conditions. Real-time
monitoring and reconfiguration of services ensure adaptabil-
ity to changing network conditions. Moreover, the reported
experience with serverless-cloud-to-thing allowed the iden-
tification of other promising research directions. One is to
develop models for maintaining Forward Information Base
(FIB) entries, which can be done using a name-based rout-
ing protocol. Another involves proposing an improvement
of SDN reliability in the presence of intermittent connectiv-
ity that can degrade the deployment agent. One possible so-
lution may involve developing a distributed system built as
chains of microservices, each responsible for a particular con-
trol task. Interacting with the community using serverless-
cloud-to-thing, the intention is to discuss directions to pro-
vide insights into an efficient computing continuum model
suitable for the new 5G and 6G networks.
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