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Abstract Security is increasingly prioritized, driving the use of camera surveillance in various settings such as com-
panies, schools, and hospitals. Cameras deter crime and enable continuous monitoring. Integrating Edge and Fog
Computing into these systems decentralizes data processing, allowing for faster responses to critical events. Chal-
lenges in deploying such systems include high costs, complex technology integration, and precise sizing. Costs
cover cameras, Edge devices, cabling, and software, while integration requires technical expertise and time. Accu-
rate sizing is essential to prevent resource under- or over-utilization. Analytical modeling helps simulate scenarios
and calculate needed resources. This work proposes an M/M/c/K queuing model to assess surveillance system per-
formance in smart buildings, considering data arrival rates and Edge and Fog container capacities. The model allows
parameter customization to analyze various scenarios. Results show that increasing the number of containers more
significantly improves system performance than increasing the number of cores per container.
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1 Introduction

Security is an increasing priority in a rapidly evolving world.
Camera surveillance has become an essential tool across var-
ious sectors of modern society [Gracias et al., 2023]. These
systems enhance security by enabling real-time monitoring,
deterring criminal activities such as theft and vandalism, and
facilitating rapid response to incidents [Myagmar-Ochir and
Kim, 2023]. However, despite their advantages, traditional
surveillance architectures face critical challenges related to
scalability, latency, and resource management.
As surveillance systems expand, ensuring their efficiency

and scalability becomes increasingly important. The increas-
ing number of cameras deployed in smart buildings and ur-
ban areas generates massive amounts of data, requiring ro-
bust infrastructures to process and analyze information in
real-time. Without efficient resource management, surveil-
lance systems may suffer from delays, data loss, and high
operational costs.
The rise of Edge and Fog Computing has introduced new

possibilities for improving surveillance efficiency. By de-
centralizing data processing, these paradigms bring compu-
tation closer to the source, reducing latency and enabling real-
time analytics. Edge Computing processes data on devices
near the cameras [Hossain et al., 2023], while Fog Comput-
ing leverages nearby data centers for higher computational
capacity. The integration of AI and machine learning in
the Fog layer further enhances surveillance capabilities, en-

abling anomaly detection, facial recognition, and behavior
analysis [Alsadie, 2024].
Nevertheless, designing and scaling an effective surveil-

lance infrastructure based on Edge and Fog Computing re-
mains a complex challenge. The high costs of installing
cameras, processing units, cabling, and software, combined
with the technical intricacies of integrating these technolo-
gies, create significant barriers to adoption [MoorthyH. et al.,
2020; Srirama, 2024]. One of the most pressing issues is
resource allocation: improper distribution—whether over-
provisioning or underprovisioning—can lead to performance
bottlenecks and inflated operational costs. Additionally,
there is a notable lack of practical tools to assist system de-
signers in evaluating performance and optimizing resource
allocation before deployment.
To address these challenges, this work proposes a param-

eterizable analytical model specifically designed to support
decision making in smart surveillance systems. By incorpo-
rating an M/M/c/K queuing model, the approach allows de-
signers to analyze key performance metrics including aver-
age response time, drop rate, and resource utilization at the
Edge and Fog layers. Utilization refers to the percentage of
time that nodes/servers are busy processing requests. The
model allows for tuning of critical parameters such as arrival
rate, number of processing cores per container, number of
containers in each processing layer, and serving policies, pro-
viding valuable insights for system optimization.
Recent research has explored performance evaluation in
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video surveillance systems through modeling, simulation,
and experimental testbeds. Prior studies have examined
Edge and Cloud Computing architectures [Sharifi et al.,
2021], traffic patterns in IP cameras [Usmanova et al., 2023],
and multi-camera modeling techniques [Kim and Jeong,
2023]. Others have investigated drone-based surveillance
with Edge processing [Sabino et al., 2024] and video content
delays in Cloud environments [Cui et al., 2020]. Addition-
ally, simulation approaches, such as the Fog-Centered Intel-
ligent Surveillance System (FISS) [Singh and Singh, 2023],
have been proposed. Experimental testbed studies have as-
sessed the energy consumption of surveillance storage sys-
tems [Borges et al., 2023], introduced IoT-based surveil-
lance solutions with IPFS and MQTT [Kim et al., 2024], and
evaluated UAV-based surveillance deployments [Zhou et al.,
2021].
This work introduces an analytical approach to comple-

ment existing methodologies. By providing a systematic
method for evaluating infrastructure tradeoffs prior to de-
ployment, our approach fills a critical gap in the design of
surveillance systems using containers. Simulation results in-
dicate that increasing the number of containers significantly
improves response time and drop rate compared to merely in-
creasing processing cores. Moreover, balanced resource al-
location between Edge and Fog layers proves more effective
in mitigating bottlenecks and enhancing system efficiency.
The main contributions of this work are summarized as

follows:

• Queue Model: A parameterizable queuing model is
proposed for surveillance system architectures in smart
buildings leveraging decentralized processing. It serves
as a practical tool for system designers to evaluate
the impact of architectural changes on performance—
such as resource allocation and workload distribution—
before actual deployment.

• Resource Capacity Analysis: The proposed model
provides insights into performance evaluation in a cam-
era surveillance scenario within an intelligent building.
We analyze two key scenarios: mean image processing
time and drop rate.

The remainder of this paper is organized as follows: Sec-
tion 2 presents fundamental concepts related to queueing the-
ory. Section 3 highlights related work. Section 4 presents the
evaluated architecture and some assumptions. Section 5 de-
tails the proposed queue model. Section 6 analyzes the sim-
ulation results. Finally, Section 7 discusses the conclusions
of this work.

2 Background
Queuing theory provides a mathematical framework for ana-
lyzing systems where jobs or requests are waiting to be pro-
cessed. It allows for the evaluation of resource allocation
and performance optimization bymodeling arrival processes,
service conditions, and processing times [Dudin and Dud-
ina, 2023]. Such models are widely applied in fields such as
telecommunications, computer networks, and customer ser-

vice operations to assess efficiency and identify potential bot-
tlenecks.
A call center, for example, can be represented as a queuing

system where incoming calls are managed by a set of service
agents. These service nodes handle tasks such as customer
inquiries, technical support, and transaction processing. The
efficiency of these processing units directly impacts the over-
all performance of the system. Figure 1 illustrates this repre-
sentation of a call center in a queuing model.

Incoming
requests

•
••Queue

Request
output

Processing
Capacity

Figure 1. Call center (waiting line + one or more centers).

A queuing network model is a mathematical framework
used to represent systems where multiple queues and ser-
vice nodes are interconnected. This approach is useful in
distributed computing environments, cloud infrastructure,
and large-scale customer service operations [Hasan et al.,
2024].Each queue represents a waiting process, while ser-
vice nodes cover the processing units responsible for han-
dling incoming jobs. A modern queuing network can be
open, closed, or mixed systems, depending on how jobs enter
and exit the system [Narmadha and Rajendran, 2024].
The analysis of these models involves important perfor-

mance statistics, including queue length, wait time, service
utilization, and system throughput. For example, in a cloud
computing environment, a queuing network can help deter-
mine how efficiently computing resources are allocated and
identify potential bottlenecks that interfere with system per-
formance [Singh et al., 2025]. Mathematical formulations
such as Little’s Law are used to obtain system performance
information [Ogumeyo and Omole, 2023].
Queuing models analyze system performance by evaluat-

ingmetrics such as the number of customers, throughput, and
service center utilization, which measures server efficiency
as a percentage of busy time [Ding, 2023]. By simulating dif-
ferent scenarios, these models help identify bottlenecks, opti-
mize resource allocation, and improve efficiency. Advanced
approaches incorporate factors like priority levels, service
time distributions, and dynamic routing, making them essen-
tial for both theoretical research and practical system design.

2.1 Performance Metrics
This subsection outlines the performance metrics employed
to evaluate queuing models. The study utilizes three metrics
to gauge system performance: mean response time (MRT),
resource utilization, and drop rate—equation 1 defines the
utilization of system components. ρ represents the utiliza-
tion of the component, which is the fraction of time that the
component is occupied. λ denotes the average arrival rate
of jobs or customers to the system, indicating the number of
jobs or customers arriving per unit of time. c is the number
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of servers or components in parallel within the system. µ
stands for the average service rate of each server or compo-
nent, reflecting the number of jobs or customers that can be
serviced per unit of time by each server.

ρ = λ

cµ
(1)

Equation 2 defines the mean response time. MRT repre-
sents the mean response time, which is the average time a
job or customer spends in the system, including both waiting
and service times. µ denotes the average service rate of each
server or component. ρ is the utilization of the component.

MRT = 1
µ(1 − ρ)

(2)

3 Related Works
This section presents related work on performance evalua-
tion in the context of video surveillance, considering works
published in the last five years. Recent works in machine
learning or image processing were disregarded as they fo-
cus on image-related performance metrics rather than system
performance, which could lead to an unfair comparison. pa-
pers were selected based on five criteria: evaluation method,
components used, metrics, processing capacity analysis, and
representation of the number of containers per layer. The
papers were divided into three groups according to the eval-
uation method: analytical queueing model, simulation, and
Experimental Testbed. Table 1 presents related works and
their comparison criteria.

Performance evaluation with Model The first group of
works includes models for performance evaluation. [Sharifi
et al., 2021] propose a queuing model for scheduling tasks
in video analysis applications in smart cities, with Edge and
Cloud Computing, showing lower computational time and
accuracy in processor operation. [Usmanova et al., 2023]
develop a simulation model for IP video surveillance sys-
tems, analyzing camera traffic parameters to choose suit-
able equipment and ensure quality and reliability. [Kim and
Jeong, 2023] presents a simulation model that evaluates the
coverage of multiple camera surveillance systems, highlight-
ing the economic viability of sophisticated controls. [Sabino
et al., 2024] propose Stochastic Petri Net models for systems
with drones, cameras, and Edge Computing, showing that ad-
justments in the Edge layer increase efficiency. [Cui et al.,
2020] suggest a WFP algorithm to balance bandwidth and
predict workload, demonstrating superiority in experiments
with Shenzhen data.

Performance evaluation with simulation The second
grouping includes the study that used simulation to evalu-
ate the performance of a video surveillance system. The
study by [Singh and Singh, 2023] proposes a FISS Sys-
tem, which combines Fog Computing and intelligent algo-
rithms to improve the efficiency and effectiveness of surveil-
lance. The iFogSim tool was employed to simulate differ-
ent network configurations and evaluate parameters such as

latency, bandwidth usage, and power consumption. The
results demonstrate that FISS features low latency, lower
power consumption, and a significant reduction in network
traffic compared to approaches that rely exclusively on cloud-
based infrastructures.

Performance evaluation with mensuration The third
grouping includes studies that used Experimental Testbed
to evaluate performance. [Borges et al., 2023] investigate
the impact of the quantity and storage method of surveil-
lance cameras on electrical consumption and system effi-
ciency. [Kim et al., 2024] propose an IoT-based surveillance
camera system using IPFS and MQTT, evaluating perfor-
mance in terms of CPU utilization, memory, and response
time. [Zhou et al., 2021] developed an experimental labora-
tory with UAVs connected to LTE cells to improve commu-
nications reliability, coverage, throughput, and security.

Contributions of this Work This work stands out in the
field of surveillance systems for intelligent buildings by us-
ing an M/M/c/K queueing model, a less common approach
among related works, which often rely on other types of mod-
els, simulations, or Experimental Testbeds. The modeling
captures the dynamics of processing and computational times
in distributed computing systems, and the use of queueing
models is found in the literature, reinforcing the relevance
and applicability of the results obtained. The choice of this
model is crucial as it allows for a rigorous mathematical anal-
ysis of the system’s behavior under different load conditions,
providing more accurate predictions about the system’s per-
formance. SPN modeling offers a detailed probabilistic ap-
proach; however, it is more suitable for more complex sys-
tems than the one addressed in this study. Simulation allows
for a detailed analysis of system behavior, such as cameras
and networks, without the need for physical experimentation,
but it may need more mathematical precision of queueing
models. Experimental Testbed provides accurate empirical
data, essential for practical validation, but it requires con-
trolled experimental environments.
The components analyzed include Edge, Cloud, and Fog

Computing, as well as cameras, UAVs, and buses. The in-
tegration of cameras with both Edge and Fog layers repre-
sents a key innovation, as many prior studies—such as [Us-
manova et al., 2023; Kim and Jeong, 2023] focus on isolated
components, which may lead to less comprehensive evalua-
tions. In contrast, architectures that combine these technolo-
gies aim to optimize processing efficiency and network usage
in surveillance and monitoring scenarios. The mapped met-
rics include MRT, utilization, drop rate, energy consumption,
throughput, drop probability, and others such as delay, jit-
ter, and success rate in detection. MRT, utilization, and drop
rate are fundamental to evaluating the overall performance of
distributed systems, especially in high-demand contexts. Un-
like studies such as [Cui et al., 2020] and [Zhou et al., 2021],
which do not explore processing capacity, our research ad-
dresses this analysis, which is essential to optimizing perfor-
mance and avoiding bottlenecks that could compromise sys-
tem operation. This analysis in some studies is necessary for
the understanding of the total impact of the workload on the
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system, especially in contexts where processing is crucial for
the application’s success. Additionally, the explicit represen-
tation of the number of containers per layer offers a level of
flexibility in resource allocation that facilitates system adap-
tation to different scales of operation, promoting efficiency
in resource usage.

4 Architecture
Figure 2 presents the architecture used for modeling and per-
formance analysis of an infrastructure designed for intelli-
gent building surveillance by cameras. This architecture in-
tegrates Edge and Fog layers to ensure efficient and scalable
processing of the captured images. The architecture consists
of four distinct layers: surveillance cameras, surveillance
area, Edge, and Fog.
The surveillance cameras are strategically installed at spe-

cific points in the smart building, as planned by the security
team. These locations are chosen to maximize coverage and
ensure all critical areas are monitored. Each camera captures
images at a specific frame rate, determined by the security
requirements and bandwidth availability, and sends them to
the Edge layer. The cameras are equipped with network con-
nectivity to transmit real-time video feeds to the processing
layers.
The surveillance area refers to the physical spaces within

the smart building that are under constant observation. This
includes entrances, corridors, stairwells, and other vulnera-
ble points. The cameras in this area are continuously opera-
tional, providing a stream of data that is crucial for maintain-
ing security and monitoring activity patterns. The surveil-
lance area forms the foundation of the architecture, feeding
raw data into the processing pipeline.
The Edge layer is responsible for initial data processing

and acts as an intermediary between the cameras and the
deeper processing layers. The Edge layer forwards the im-
ages to the Edge-Fog gateway, which acts as the entry point
for data distribution and load balancing to the Fog nodes. The
Edge layer performs lightweight processing tasks such as im-
age compression, noise reduction, and preliminary feature
extraction (e.g., detecting motion or identifying large objects
within the frame). Minor processing tasks, such as image
compression or preliminary feature extraction, can be per-
formed at the Edge layer to optimize data transmission to the
Fog layer [Amshavalli and Kalaivani, 2023]. This reduces
the amount of data that needs to be sent over the network,
lowering bandwidth usage and improving system responsive-
ness. The Edge layer is treated as a device within the smart
building, meaning it is physically close to the cameras and
can quickly handle initial processing tasks.
The Fog layer is where more intensive data processing oc-

curs. This layer utilizes advanced algorithms and techniques
to analyze the images for various purposes. The Fog nodes
execute computationally tasks such as deep learning-based
anomaly detection [Al-Naday et al., 2023], object tracking
across multiple frames, fine-grained crowd counting [Patwal
et al., 2023], and facial recognition [Khairuddin et al., 2021].
These tasks require more computational power than what is
available at the Edge, making the Fog layer crucial for intel-

ligent surveillance applications.
The proposed solution seeks to improve efficiency in con-

trast to conventional surveillance architectures. The constant
transmission of massive video streams causes high latency
and excessive bandwidth consumption in cloud-based solu-
tions [Kumar et al., 2024]. Our design is well suited to the
surveillance requirements of contemporary smart buildings
as it reduces latency and ensures real-time anomaly detection
by dividing processing tasks between layers.
Data flows from the cameras to the Edge layer and then

to the Fog nodes via the Edge-Fog gateway. This gateway
is crucial for load balancing and ensuring that data is effi-
ciently distributed among available resources. After process-
ing, the results are transmitted to the building security person-
nel through appropriate means, such as email or a web-based
monitoring system. This ensures that security staff receive
timely alerts and insights necessary for decision-making.
To simplify the modeling, certain assumptions about the

architecture were made:

• Image Capture Modeling: The model assumes that all
active surveillance cameras in the smart building are
connected to a device installed within the building. This
means every camera contributes to the overall system
workload, providing a comprehensive view of the build-
ing’s security environment.

• General Scenario Coverage: The architecture is de-
signed to cover a general scenario where all cameras
are operational and feed data into the system. This
approach allows the model to simulate a fully active
surveillance setup, which is critical for understanding
potential bottlenecks and capacity limits.

• Communication Latency Considerations: Communica-
tion latency between the cameras and the Edge node, as
well as between the Edge node and the Fog nodes, was
not considered in this model. The latency between the
cameras and the Edge layer was deemed insignificant
since they are in the same physical environment, mini-
mizing delay. Similarly, the latency between the Edge
and Fog layers was omitted to reduce the model’s com-
plexity and facilitate analysis. However, this simplifi-
cation may underestimate the system’s mean response
time, which is an important consideration for real-time
applications.

These assumptions were made to simplify the modeling
and performance analysis of the building surveillance infras-
tructure using cameras. They allow an initial understanding
of the system and facilitate the evaluation of its operation in
different scenarios. This approach provides a baseline for
further studies and potential enhancements that could incor-
porate more detailed latency models and adaptive resource
management strategies.

5 Queue Network Model
Figure 3 depicts a queueing theory-based model for the pro-
posed architecture. This model consists of an input point and
an output point. Table 2 describes all elements of the model.
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Table 1. Comparative Table of Related Works
Work Evaluation

Method
Used Components Metrics Processing

Capacity
Analysis

[Sharifi et al., 2021] Analytical Queue-
ing Model

Edge and Cloud Comput-
ing

Processing Rate, Performance Levels of the Proces-
sors, Average Computational Times

✓

[Usmanova et al., 2023] Event-based Sim-
ulation

Cameras Average Delay, Jitter, Packet Transit Time ×

[Kim and Jeong, 2023] Event-based Sim-
ulation

Cameras Successful Detection Time, Failure Detection Time,
Surveillance Resolution

×

[Singh and Singh, 2023] Tool-based Simu-
lation

Cameras and Fog Comput-
ing

Delay, Network Usage, Energy Consumption ×

[Borges et al., 2023] Experimental
Testbed

Cameras Energy Consumption, Utilization, Network Traffic,
Storage

✓

[Kim et al., 2024] Experimental
Testbed

Cameras MRT, Utilization ✓

[Sabino et al., 2024] Stochastic Petri
Net (SPN) Simu-
lation

UAVs, Cameras, Edge
Computing

MRT,Utilization, Throughput, Drop Probability, CDF,
MTTA

✓

[Zhou et al., 2021] Experimental
Testbed

UAVs Delay, Throughput ×

[Cui et al., 2020] Analytical Queue-
ing Model

Buses, Cloud Computing Average Arrival Rate, CDF, Delay ×

This Work Analytical Queue-
ing Model

Cameras, Edge, and Fog
Computing

MRT, Utilization, Drop Rate ✓

Edge

Edge Node

Fog

Fog Node 1

Fog Node 2
•
•
•

Fog Node N

Gateway
 Edge-Fog

Those responsible
for the building's

security

Camera
2

Camera
N

•
•
•

Camera
1

Surveillance
Cameras

Smart
Building

Surveillance
Area

Figure 2. Architecture that Integrates Edge and Fog for Surveillance in Smart Building Using Cameras.

The data flow in the model proceeds from left to right, origi-
nating from surveillance cameras installed in the smart build-
ing. Each camera sends images at an arrival rate λ to a con-
tainer represented as a queue with processing cores. Image
capture from each camera is treated as an independent pro-
cess from other cameras. Therefore, image arrivals are expo-
nentially distributed. The drop rule used was “always drop”,
where all images exceeding the finite capacity of the queue
at the service station are discarded upon arrival.
The queue model illustrated in Figure 3 is central to un-

derstanding the data processing workflow within the smart
building surveillance system. The model starts with multiple
input points corresponding to the cameras deployed through-
out the smart building. These cameras are responsible for
capturing images continuously and sending these images to
the processing system at a defined arrival rate λ. Each cam-
era operates independently, which allows the system to treat
each image’s arrival as an independent event. This indepen-
dence is modeled using an exponential distribution for the

image arrivals, which is typical in queuing systems where
events happen continuously and independently over time.
Once the cameras capture images, they enter a queue sys-

temwhere each queue represents a container with processing
cores allocated to handle the incoming image data. These
containers act as the initial processing nodes, performing ba-
sic operations such as filtering and compression. The queue
has a finite capacity, meaning it can hold a limited number of
images at any given time. Suppose the number of incoming
images exceeds this capacity. In that case, the overflow im-
ages are dropped, adhering to a drop-tail policy where the
newest arrivals are discarded to make space for incoming
ones.
The transition from the Edge to the Fog layers is managed

by a gateway that acts as the entry point to the Fog Comput-
ing resources. This gateway is responsible for implementing
a load-balancing strategy to distribute the processing load ef-
ficiently across the Fog nodes. The chosen strategy in this
work is the least utilization routing, which sends incoming
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Figure 3. Queue Model of a Surveillance Architecture in a Smart Building Using Cameras.

image data to the container with the lowest current utiliza-
tion. This strategy ensures that the processing load is evenly
distributed and helps prevent any single node from becoming
a bottleneck.
The service stations within the model are configured to op-

erate under the Load Independent strategy, with a First Come
First Served (FCFS) policy. This configuration means that
the service stations process images in the exact order they ar-
rive, without prioritization. The queueing model used is the
M/M/c/K model, where M indicates that both arrival and ser-
vice rates follow an exponential distribution. The parameter
c denotes the number of service stations available to handle
incoming tasks, and K specifies the maximum number of im-
ages the queue can hold.
At the end of the processing pipeline, a sink station, re-

ferred to as “Building Security Personnel”, represents the in-
terface through which building security staff access and re-
view the processed data. This sink serves as the endpoint
for processed images, providing real-time results that enable
security personnel to make informed decisions based on the
surveillance data.
In the analysis presented, the architecture’s processing

units are modeled as containers, each configured with an
equal number of cores across the system’s computing layers.
This uniform setup offers design flexibility, allowing con-
tainers to be deployed either on a single physical machine or
distributed across multiple hosts to optimize resource utiliza-
tion and expand processing capacity. Moreover, the model
supports customization, enabling evaluators to adapt the con-
tainer configuration according to the specific needs and con-
straints of the surveillance system being analyzed.

6 Simulation Results

This section presents the simulation results and their analy-
sis. The primary objective of the simulations is to investigate
the impact of two distinct scenarios on the performance of
surveillance systems in smart buildings: (I) varying the num-
ber of containers in the Fog layer and (II) varying the number
of processing cores in containers across both the Edge and
Fog layers. The number of containers refers to the number
of instances of a service or application running in the sys-

tem. This parameter directly affects system performance, as
a higher number of containers can better distribute the work-
load, reducing per-instance utilization, decreasing response
times, and mitigating the drop rate by preventing server over-
load.

The results were measured using three performance met-
rics: mean response time, utilization rate, and drop rate. The
system was stress-tested by adjusting the arrival rate from 2
to 90 frames per second. The JavaModeling Tools (JMT), an
open-source tool, were used to model and evaluate the pro-
posed scenarios. JMT is widely recognized for its effective-
ness in analyzing and assessing system performance based
on queuing theory [Ghandour et al., 2023].

6.1 Methodology Used

Table 3 summarizes the configurations of the base model.
Cells with an X indicate that the corresponding component
does not have that configuration. The Time (s) column repre-
sents the service time for each container in the Edge and Fog
layers. The arrival rate indicates the time between the arrival
of each image, varying from 0.5 seconds between each im-
age to 0.011 seconds. Table 4 presents the parameters used
in both scenarios. The results are detailed in the following
subsections.

The simulation parameters were defined based on [Santos
et al., 2021], which is grounded in queuing theory and aligns
with the methodological approach of this work. The adopted
values for processing time and computational resources re-
flect fog computing environments and enable fair compar-
isons. The number of simulated cameras is indirectly repre-
sented by varying the image arrival rate, covering a range
of monitoring scenarios. Routing strategies such as Random
and Least Utilization were selected to evaluate trade-offs be-
tween load balancing and performance optimization. The re-
sults indicate that the Least Utilization strategy provided the
best performance in terms of latency and queue management.
Although a full factorial design was not applied, the variation
of parameters across scenarios approximates such an analy-
sis, and future work will explore this more systematically.



Performance Evaluation of a Camera Surveillance System in Smart
Buildings Using Queuing Models Lopes et al. 2025

Table 2. Description of Model Components.

Element Description

Cameras Responsible for generating images (frames per second)
Edge Node Responsible for transmitting images to the Edge-Fog Gateway. Besides transmission, it

can preprocess images.
Edge-Fog Gateway Responsible for forwarding images from the Edge to the Fog
Fog Nodes Responsible for processing images and transmitting the result.
Building Security Handlers Represents the endpoint of image processing and availability to building security handlers.

Table 3. Base Model Configuration.

Component Time (s) Queue
Size

Service
Policy

Discard
Rule

Routing
Strategy

Arrival Rate (λ) [0.5-0.011] X X X X

Edge Container 0.04s 15 First Come First Served (FCFS) Drop Random

Fog Containers 0.111s 70 First Come First Served (FCFS) Drop Random

Edge-Fog Gateway X X X X Least Utilization

Table 4. Simulation Parameters.

Scenario Layer Number of
Containers

Number of
Cores

Scenario 1 Edge 1 2

Fog 1/2/3/4/5 2

Scenario 2 Edge 1 1/2/3/4/5

Fog 2 1/2/3/4/5

6.2 Scenario I - Varying the number of con-
tainers in the Fog

In this scenario, we conducted a series of experiments to eval-
uate the impact of varying the number of containers in the
Fog layerwhilemaintaining a fixed configuration in the Edge
layer. Specifically, we adjusted the number of containers in
the Fog layer from one to five, whereas the number of con-
tainers in the Edge layer remained constant at one. This setup
was crucial for analyzing how the distribution of computa-
tional resources affects system performance metrics such as
MRT, utilization, and drop rate.
Figure 4a presents the results for the mean response time

(MRT) of the system across different configurations. As
anticipated, an increase in resource allocation through addi-
tional containers in the Fog layer resulted in a noticeable de-
crease in MRT, indicating enhanced processing efficiency.
Interestingly, the scenarios with three, four, and five contain-
ers yielded similar MRT results, suggesting diminishing re-
turns on performance beyond three containers. In contrast,
configurations with only one or two containers experienced a
significant rise in MRT, with values exceeding three seconds,
highlighting the limitations of inadequate resource provision-
ing.
The close similarity in MRT for scenarios with three, four,

and five containers indicates that deploying just three con-
tainers might offer a more advantageous and cost-effective
solution without sacrificing performance. Figure 4c illus-
trates the utilization of containers in the Edge layer. The data

shows that variations in the Fog layer did not significantly
influence the utilization levels of the Edge layer, which con-
sistently reached 100% utilization across all configurations
when the arrival rate neared eighty-one frames per second.
This suggests that the Edge layer’s capacitywas fully utilized,
serving as a bottleneck in the data processing pipeline.

Figure 4d provides insights into the utilization patterns
within the Fog layer. Higher utilization rates were observed
in scenarios with fewer resources, particularly with one and
two containers, which reached full utilization (100%). In
contrast, configurations with four and five containers did not
surpass 80% utilization, demonstrating that excess resources
remained underutilized. This observation underscores the re-
lationship between available resources and their efficient uti-
lization. As the arrival rate of frames increased, the impact
of resource limitations became more pronounced in scenar-
ios with fewer containers (one and two). In contrast, utiliza-
tion in configurations with three, four, and five containers
stabilized around 90%, even as they processed up to ninety
frames per second. This stability suggests that a configura-
tion with three containers can effectively manage workloads
up to ninety frames/s, maintaining a utilization rate of ap-
proximately 90%. It is worth noting that utilization growth
plateaued after sixty frames/s across all configurations, indi-
cating a threshold beyond which additional resources did not
translate into improved performance.

Figure 4b depicts the system’s drop rate, which measures
the frequency of frames being discarded due to insufficient
processing capacity. Configurations with one and two con-
tainers experienced a higher drop rate, underscoring the chal-
lenges of limited resources in handling peak workloads. In
contrast, scenarios with three, four, and five containers exhib-
ited a similar drop rate, which was significantly lower than
that of the one and two container configurations. This con-
sistency across higher container counts can be attributed to
the Edge layer becoming a bottleneck, limiting the overall
system’s ability to process and transmit data efficiently once
the Fog layer’s capacity exceeds a certain threshold.
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Overall, the analysis reveals that a strategic allocation of
resources, specifically with one container on the Edge and
three containers in the Fog layer, strikes an optimal bal-
ance between performance and cost-effectiveness for han-
dling workloads up to ninety frames per second. This con-
figuration maximizes resource utilization, ensuring lower la-
tency and improved system efficiency, which are critical fac-
tors in real-world camera surveillance applications within
smart buildings. The reduced MRT achieved with this setup
allows for faster identification and response to critical events,
such as intrusions or hazardous situations.
Analyzing the results, we conclude that having one con-

tainer on the Edge and three containers in the Fog offers
the best balance of performance and cost for workloads up
to ninety frames per second. This configuration optimally
distributes processing power, leading to lower latency and
higher system efficiency. In real-world camera surveillance
applications in smart buildings, the reduced MRT achieved
with this setup allows for faster identification and response
to events such as intrusions or dangerous situations.

6.3 Scenario II - Varying the number of cores
in the Edge and Fog

In this scenario, the number of cores in each container was
varied from one to five, both in the Edge layer and in the
Fog layer, while keeping the number of containers fixed at
one on the Edge and two in the Fog. This setup aimed to
evaluate how varying computational resources, specifically
the number of cores, impact the overall system performance.
Figure 5a depicts the system’s MRT, which serves as a

crucial metric for assessing the efficiency of the surveillance
system. As the number of cores increased, there was a no-
ticeable decrease in MRT, underscoring the importance of
resource allocation in enhancing system responsiveness. No-
tably, in this scenario, the MRT was reduced to below one
second with the allocation of just five cores. This is in con-
trast to Scenario one, where achieving an MRT below one
second necessitated the use of three, four, and five contain-
ers in the Fog layer. This finding highlights that while both
increasing the number of cores and containers can improve
performance, adding more containers exerts a more substan-
tial impact on reducing MRT.
Additionally, the analysis revealed a significant effect of

arrival rate on MRT, especially when only one core per
container was utilized. The MRT increased markedly with
higher workloads, demonstrating a difference of approxi-
mately one second between consecutive cases. However,
the gap was more pronounced between the one-core and
two-core scenarios, where the MRT difference was approxi-
mately four seconds. This indicates a non-linear relationship
between core allocation and workload capacity, emphasizing
the importance of strategic resource distribution based on ex-
pected workloads.
Figure 5c illustrates the utilization of the Edge layer, shed-

ding light on resource consumption patterns across different
configurations. In scenarios with fewer allocated resources,
there was a greater utilization of available resources, with the
Edge utilization rate reaching one hundred percent in cases
with one, two, and three cores. However, when the num-

ber of cores was increased to four and five, the utilization
rates were similar. This suggests that opting for four cores
may strike a balance between resource efficiency and per-
formance, offering a cost-effective alternative compared to
using five cores without significantly compromising on per-
formance.
Similarly, Figure 5d presents the utilization of the Fog

layer, further illustrating how resource constraints influence
system performance. In all tested configurations, utilization
reached one hundred percent, indicating full capacity usage
across the board. Analyzing the impact of increased arrival
rates revealed that resource-limited scenarios experienced a
more pronounced effect. Notably, with five cores, the sys-
tem reached one hundred percent utilization at an arrival rate
of only ninety frames per second, signifying that five cores
are sufficient to manage demands of up to ninety frames per
second.
Finally, Figure 5b demonstrates the system’s drop rate, a

critical metric reflecting the system’s ability to handle incom-
ing data without loss. The analysis shows a consistent reduc-
tion in drop rate with each increment in core count, with a
decrease of approximately fifteen frames per second in drop
rate for each additional core. With just five cores, the drop
rate was nearly eliminated, approaching zero. This signif-
icant reduction in drop rate underscores the efficacy of in-
creasing core count as a means to enhance system reliability
and data integrity.
Overall, these findings underscore the nuanced interplay

between resource allocation, workloadmanagement, and sys-
tem performance in the context of Edge-Fog Computing for
smart building surveillance. By strategically optimizing the
number of cores and containers, a balanced, efficient, and
robust surveillance system capable of meeting diverse oper-
ational demands can be achieved.
The results show that the best performance was achieved

with five cores in one container at the Edge layer and two
containers in the Fog layer. This configuration led to the
lowest MRT, lowest drop rate, and highest utilization of the
Edge and Fog layers. Increasing the number of containers
in the Fog is advantageous due to its substantial computing
resources, while at the Edge, increasing the number of cores
is more cost-effective because simpler processing provides
shorter service times.

6.4 Analysis of Routing Strategies Variation
This subsection analyzes the impact of different routing
strategies on the Edge-Fog Gateway. The Edge-Fog Gate-
way is responsible for transmitting images and other data
from the Edge layer to the Fog layer. The study involves
varying the arrival rates to assess their influence on the MRT
metric. The routing strategies employed in this analysis are
supplied by the JMT simulation tool [Ghandour et al., 2024].
A summary of the strategies used is provided below:

• Random: Jobs are assigned to one of the stations linked
to the output of the specified station at random. Each
outgoing link is chosen with equal likelihood In a sys-
temwhere there are three outgoing links, the probability
for each link is 1/3.
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Figure 4. Experimental Results of Scenario I - Varying Number of Containers in the Fog.

• Round Robin: Jobs are distributed cyclically to the out-
going links following a circular routing pattern.

• Least Utilization: The destination station is selected
based on having the least utilization at the time of rout-
ing.

• Join the Shortest Queue (JSQ): Each job is directed to
the station linked at the output that has the lowest total
number of jobs in both the queue and being serviced at
the time the job exits the routing station.

Table 5 presents the configuration used and the evaluated
routing strategies. The adopted configuration includes one
container at the Edge and three containers in the Fog, with
five cores in each container. This configuration was chosen
because, in Scenario two, the best results across all metrics
were achieved with five cores in the Edge and Fog containers.
In Scenario one, the Fog with three containers produced re-
sults similar to those with four and five containers. Given
that increasing the number of containers incurs additional
costs, the three container configuration was determined to
be the most efficient, offering lower costs compared to the
four and five container configurations.
Figure 6 presents the results obtained through simulations.

The metric selected to evaluate the routing strategies was

MRT, as MRT is the metric that defines how long the sys-
tem takes to respond to the user, i.e., how long the system
takes to process the images and, if necessary, notify the se-
curity personnel. The frame rate per second that the system
receives from all the building’s cameras varies from zero to
180 frames/s. Unlike in scenarios one and two, the arrival
rate was doubled. This was done to demonstrate the flexi-
bility of the queuing models when conducting an analysis.
Furthermore, with only 90 frames per second, the behavior
of the system’s MRT with each routing strategy is barely no-
ticeable.
Up to approximately 54 frames/s, all four strategies yield

similar results, with a response time of around 0.15 seconds
or 150 milliseconds. After 72 frames/s, the random rout-
ing strategy begins to diverge from the other routing strate-
gies. After 108 frames/s, the random strategy proves to have
the highest MRT in the system—the round-robin strategy re-
sults in the second-highest MRT. However, the least utiliza-
tion and join the shortest queue strategies have similar MRTs.
After 162 frames/s, the least utilization routing strategy be-
comes slower than the join the shortest queue strategy. This
allows us to rank the routing strategies for the configuration
with one container at the Edge, three containers in the Fog,
and five cores in each container.
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Figure 5. Experimental Results of Scenario II - Varying the Number of Cores in the Edge and Fog.

Table 5. The evaluated routing strategies and configuration used.

Routing
Strategy Layer Number of

Containers
Number of
Cores

Random, Least Utilization,
Round Robin, Join the Shortest Queue

Edge 1 5

Fog 3 5

The join the shortest queue routing strategy proved to be
the most effective for this configuration, resulting in the low-
est MRT values, outperforming the least utilization, round
robin, and random routing strategies. On the other hand, the
random strategy leads to higher MRT times. The graph sug-
gests that as the number of frames per second increases, the
impact of each routing strategy on the MRT becomes more
pronounced. Analyzing each routing strategy is crucial, es-
pecially for systems with high workloads.

6.5 Discussion on Edge-to-Fog Latency
The proposed model abstracts communication latency be-
tween the Edge and Fog layers to reduce analytical complex-
ity and emphasize processing behavior. This simplification
is justifiable in scenarios where both layers operate within

the same local network infrastructure, which is common in
smart building applications.

However, in larger-scale or geographically distributed de-
ployments, the latency between these layers may become
significant—especially under heavy load or limited network
bandwidth. In such cases, latency could contribute notice-
ably to the overall Mean Response Time (MRT), potentially
shifting the performance balance between configurations.

Although the current findings remain valid for the in-
tended use case, future work will consider integrating edge-
to-fog latency as a configurable parameter, either fixed or
modeled stochastically. This enhancement would broaden
the applicability of the model and allow for a more accurate
simulation of systems deployed across heterogeneous or less
predictable networks.
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Figure 6. Comparison of the Four Routing Strategies Under Study.

7 Conclusion
This paper presents a queuing network model to evaluate the
performance of a surveillance system in a smart building,
which uses cameras, Edge, and Fog layers as part of its infras-
tructure. The model is capable of calculating the system’s av-
erage response time, system drop rate, utilization of the Edge
and Fog layers, and investigating the variation in the number
of containers in the Fog layer and the number of cores in both
layers. This approach can assist system analysts in defining
the optimal configuration for a surveillance infrastructure in
buildings using cameras. The best overall performance for
scenario onewas observedwith one container at the Edge and
three containers in the Fog. For scenario two, the best perfor-
mance occurred with a combination of one container at the
Edge and two containers in the Fog, each container having
five cores. Among the routing policies evaluated, Join the
Shortest Queue exhibited the lowest Mean Response Time
(MRT) values, while Random showed the highest.
Additionally, the impact of routing policies increases with

the arrival rate, highlighting greater performance differences
as the workload grows. Although the data transmission time
between the Edge and Fog was not considered in this study,
the model can be easily adapted to include it. This work ex-
tends existing studies by providing a detailed performance
evaluation of containerized Fog computing. It analyzes how
varying the number of containers impacts response time, uti-
lization, and drop rate, while also highlighting the growing
influence of routing policies under higher workloads. The
queuing model used offers valuable insights for optimizing
resource allocation and system performance. Future work
is expected to observe the system’s throughput behavior and
vary multiple components simultaneously, such as increas-
ing both the number of cores and containers.
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