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Abstract Internet of Things (IoT) networks, characterized by their heterogeneous devices, standards, and features,
along with limited energy resources, are particularly vulnerable to security threats. Fog computing, which processes
data closer to the network edge (i.e., IoT devices), has emerged as a key paradigm for addressing these issues. The
Message Queuing Telemetry Transport (MQTT) protocol is commonly used for communication between IoT and
fog devices due to its simplicity and ease of implementation. However, MQTT does not include built-in security
measures, making it susceptible to Distributed Denial of Service (DDoS) attacks. This paper identifies the main
DDoS threats in the context of the MQTT protocol and proposes a Fuzzy Inference System (FIS) designed to detect
and classify specific DDoS attack types. By analyzing energy consumption patterns in fog nodes, fuzzy logic infers
the degree of membership of a DDoS attack in a fog node, providing a robust method for threat detection in IoT
environments.

Keywords: Fog Computing; Energy Consumption; Distributed Denial of Service Attack; Fuzzy Logic.

1 Introduction

The Internet of Things (IoT) revolutionizes various sectors
by connecting devices and systems, enabling real-time data
exchange and automation. Innovations in IoT are driving ad-
vancements in sectors like smart cities, precision agriculture,
healthcare, industrial automation, and consumer electronics,
enhancing efficiency and convenience. Consequently, equip-
ment with functional intelligence has increasingly filled im-
portant roles in daily life, influencing behavior and enhanc-
ing quality of life while saving time. Furthermore, projec-
tions suggest that the number of IoT devices will surpass
32.1 billion by 2030, nearly doubling from 15.9 billion in
2023 [Vailshery, 2024].
The demands of this pervasive computing environment

include real-time data processing and mobility, making the
Fog Computing (FC) model a suitable solution [Hazra et al.,
2023]. Positioned strategically between IoT devices and
Cloud Data Centers (DCs) in a layered hierarchical struc-
ture, FC provides cloud-like services closer to the network
edge, which ensures low latency, faster response times, and
decreased bandwidth consumption [Mathur et al., 2023].
However, integrating FC with IoT systems introduces new
security challenges due to the increased interactions and
heterogeneity of the system, demanding measures aligned
with the CIA (Confidentiality, Integrity, and Availability)
triad [Damerdji et al., 2024].
In recent years, there has been a significant increase in re-

search focused on the identification, prevention, and mitiga-

tion of threats to IoT systems [Al-Fayoumi andAbuAl-Haija,
2023; Damerdji et al., 2024]. Although IoT architecture is
structured into multiple layers, many attack mitigation solu-
tions focus on the higher levels, often neglecting the lower
layers [Butun et al., 2020]. Given the physical resource con-
straints of IoT devices, managing energy consumption is a
critical aspect of incorporating security measures into this
ecosystem [Firdous et al., 2017].
MQTT (Message Queuing Telemetry Transport) is one

of the primary communication protocols used in fog com-
puting [Andy et al., 2017], especially suitable for resource-
limited devices. However, its simplicity, along with poor
implementation practices, exposes IoT ecosystems to signif-
icant security risks. In [Lakshminarayana et al., 2024], a
comprehensive review of attacks and countermeasures for
securing MQTT-based IoT networks is provided. Among
these, Distributed Denial of Service (DDoS) attacks, partic-
ularly volumetric or flooding attacks, are the most prevalent
in MQTT networks [Vishwakarma and Jain, 2020; Lakshmi-
narayana et al., 2024].
DDoS-induced packet flooding forces the IoT/Fog target

to process an excessive number of packets, thus draining
its already constrained energy resources [Roohi et al., 2019;
Kepceoglu et al., 2019]. Volumetric attacks in MQTT net-
works primarily target the central devices within this proto-
col’s architecture, specifically theMQTT brokers. These bro-
kers operate within the Fog computing layer and are classi-
fied as Fog Nodes [Haripriya and Kulothungan, 2019].
Most MQTT brokers support encryption and access con-
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trol mechanisms, such as authentication and Access Control
Lists (ACLs), which are essential for preventing unautho-
rized clients from publishing or subscribing to specific topics.
These mechanisms ensure that only authenticated users can
access sensitive data and participate in communication. Al-
though brokers are generally more robust than edge devices
(i.e., IoT devices), their essential functions mean that their
temporary disabling or interruption can significantly impact
connected devices [Vishwakarma and Jain, 2020; Lakshmi-
narayana et al., 2024].

The detection of an attack based on the network traffic
analysis is something very common in the literature. How-
ever, this approach is not always feasible, as distinguishing
between normal traffic and attack traffic can sometimes be
challenging [Shukla et al., 2024]. Sophisticated attacks often
exhibit subtle patterns or mimic legitimate traffic, increasing
the risk of false negatives [Tian, 2020; Shukla et al., 2024].

Effectively analyzing network traffic becomes difficult
when facing zero-day or unknown attacks, as their unpre-
dictable and novel behavior makes accurate evaluation and
detection problematic [Shukla et al., 2024].

In some cases, IoT nodes may generate unknown traffic
patterns. Relying solely on this type of data can lead to an
increase in false positives during flooding attack detection
[Roohi et al., 2019]. Additionally, while some detection so-
lutions rely on system logs, these logs can be easily forged
or their analysis may be overlooked [Li et al., 2019]. On the
other hand, real-time analysis of massive network traffic can
overwhelm detection systems [Shukla et al., 2024].

Our proposed method for identifying DDoS attacks ad-
dresses several gaps present in existing models by analyzing
the energy consumption of an MQTT broker. This approach
offers a viable solution for detecting volumetric attacks in
Fog computing environments and provides insights into how
each type of attack impacts its target through the use of fuzzy
logic. Unlike conventional binary logic, fuzzy logic allows
for a more nuanced representation of each DDoS attack and
its degree of membership. It effectively models non-linear
and complex systems, akin to human reasoning, and reduces
reliance on complex mathematical models [Shah et al., 2015;
Berouine et al., 2019; Javaheri et al., 2023]. Themembership
values detected by a Fuzzy Inference System (FIS) and the
identification of the attack modality facilitate rapid decision-
making, even in the case of less severe attacks.

The remainder of this paper is structured as follows. Sec-
tion 2 reviews the state of the art that motivated this study.
Section 3 discusses the characteristics and limitations of IoT
environments operating with Fog Computing, focusing on
relevant protocols and security issues, including DDoS at-
tacks. Section 4 presents the concepts of fuzzy logic. Sec-
tion 5 details the proposed architecture and FIS designed
for measuring energy consumption and identifying DDoS at-
tacks in a fog computing environment. Section 6 presents the
experimental results. Section 7 summarizes the conclusions
and outlines future directions.

2 Related Work
This section presents some strategies that closely align with
the objectives of our study, including comparing different
DDoS attack techniques to evaluate their impact on target
systems; analyzing energy consumption in Fog hardware
with resource limitations; detecting and mitigating DDoS at-
tacks onMQTT brokers; applying fuzzy logic in Fog and IoT
contexts, particularly for efficient energy consumption; and
utilizing fuzzy logic in cyber attack scenarios.
Many types of threats in the IoT environment are grouped

and quantified in [Deogirikar and Vidhate, 2017], where the
most harmful threat is identified through some classification
parameters. The paper presents and summarizes a range of
IoT attacks, which facilitates new research opportunities and
the development of effective countermeasures.
The comparison of denial of service attacks is approached

in [Sangodoyin et al., 2018]. In this work, an Intrusion De-
tection System (IDS) is developed for a Software Defined
Networking (SDN) environment, where the devices are sub-
jected to three different types of Denial of Service (DoS) at-
tacks: SYN flooding, ACK flooding, and HTTP flooding.
An attack is identified through a significant change in net-
work latency, observed in a comparison between an attacked
and a non attacked environment. An important point high-
lighted by the authors is that the detection of volumetric at-
tacks carried out over long periodsmay be inaccurate if based
solely on traffic analysis.
[Shukla et al., 2024] provides a review of DDoS attacks

in IoT-environment, with a focus on classification by percep-
tion, network, and application layers. The paper analyzes the
existing Machine Learning (ML) and Deep Learning (DL)-
based detection approaches for large-scale IoT traffic-based
DDoS attacks. It also emphasizes the drawbacks of existing
DDoS datasets, such as their outdated nature, unbalanced dis-
tribution between malicious and benign traffic, and limited
representation of real-world network environments.
In [Damerdji et al., 2024], the security challenges of using

Fog Computing architecture in IoT are analyzed, with partic-
ular emphasis on authentication, confidentiality, and data in-
tegrity. The paper highlights common attacks against these
security measures in a Fog-IoT environment and reviews var-
ious proposed security mechanisms.
In [Kepceoglu et al., 2019], the energy consumption of

IoT devices during DDoS attacks is analyzed, providing data
on the resource consumption of hardware at the attack tar-
gets. In a Local Area Network with four connected devices,
two types of DDoS attacks, SYN Flooding and ICMP Flood-
ing, are executed. Considering changes in the energy con-
sumption of a Raspberry Pi, a method for detecting vari-
ous modalities of physical-damage cyberattacks is proposed
in [Shi et al., 2019]. The data is processed in two phases.
The first phase detects anomalies in the consumption pattern,
while the second phase identifies the type of attack based on
the level of energy consumed. The study emulates two of
the most common attacks: denial of service and overheating,
along with others such as viruses, intrusions, Trojan horses,
and blackouts. The time required to detect the attack is 180
seconds.
The solution proposed by [Li et al., 2019] addresses the de-
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tection of physical and cyber attacks through energy auditing.
The solution utilizes multiple Raspberry Pi units, which are
subjected to both physical and cyber attacks. Physical attacks
are conducted through external overheating, while DDoS at-
tacks represent the cyber component. The system first identi-
fies the energy consumption patterns and then alerts users to
any detected changes. The input metrics include processor,
network interface, and hard drive consumption. The results
are categorized into three types: Physical Attack, Cyber At-
tack, and Non-Attack.
The analysis ofMQTT protocol threats is discussed in [Fir-

dous et al., 2017], which highlights DDoS attacks as themost
significant threat. To illustrate the importance of the broker,
its resilience under two types of DDoS attacks (SYN flood-
ing and large packet flooding) is evaluated in [Firdous et al.,
2017]. The study examines changes in memory and CPU
usage associated with each attack, using a virtual machine
running the hping3 tool on the Kali Linux operating system.
A taxonomy for understanding MQTT vulnerabilities,

classifying the attacks that exploit these weaknesses, and out-
lining the defense mechanisms designed to mitigate them is
provided in [Lakshminarayana et al., 2024]. The authors also
highlights the lack of realistic datasets for training intrusion
detection models, and emphasizes the need for lightweight
solutions adapted to the resource constraints of most IoT de-
vices.
A lightweight strategy for detecting Low-Rate DDoS (LR-

DDoS) attacks against the MQTT protocol in a Software-
Defined IoT (SD-IoT) context, employing machine learning
models with a focus on a minimal feature set, is presented
in [Al-Fayoumi and Abu Al-Haija, 2023]. To identify the
two critical features necessary to achieve high prediction ac-
curacy and low computational overhead, Principal Compo-
nent Analysis (PCA) was used. Supervised learning tech-
niques were applied to analyze real-time traffic in an SD-IoT
dataset (LRDDoS-MQTT-2022).
DDoS attacks and anomaly detection methods, with a spe-

cific focus on fuzzy logic-based techniques, are reviewed in
[Javaheri et al., 2023]. The paper also introduces a hierar-
chy of DDoS attacks based on their internal mechanisms and
protocols, and a taxonomy of the fuzzy-based anomaly de-
tection approaches, including fuzzy inference system-based
schemes. The authors highlight the necessity for DDoS de-
tection systems with low runtime complexity, adaptable to
system changes, and able to detect anomalies even in en-
crypted traffic.
Focusing on Industrial Internet of Things (IIoT) systems,

a three-stage risk analysis model based on fuzzy logic to eval-
uate the level of security risks in these environments is pre-
sented in [Kerimkhulle et al., 2023]. Each stage employs a
dedicated fuzzy inference system. In the first stage, the prob-
ability of threat occurrence is determined based on three risk
criteria: asset significance, existing controls in the system,
and historical incidents. The second stage focuses on assess-
ing potential damage, with financial and reputational impacts
as the key criteria. Finally, the overall security risk is then
computed from the outputs of the first two stages.
Our paper identifies three modalities of volumetric denial

of service attacks that target resource exhaustion in anMQTT
broker. The proposed method monitors the victim’s energy

consumption to detect and identify cyber attacks based on
changes in consumption patterns. Fuzzy logic is used to as-
sess the severity of each threat by evaluating its degree of
membership. This study aims to enhance decision-making
and facilitate the rapid implementation of countermeasures
for each type of attack.
Table 1 summarizes the above-mentioned works, showing

how our proposed strategy aligns with or diverges from ex-
isting approaches.

3 IoT and Fog Computing
The expression Internet of Things (IoT) was created by
Kevin Ashton in the end of the 1990s and can be defined as
an environment of connected intelligent objects which inter-
act in the real world [Potrino et al., 2019]. IoT explores the
common characteristics of these objects, turning them into
intelligent things [Yassein et al., 2018].
The intense interaction of things and people provided by

IoT influences people’s behavior and life quality. However,
the interaction between smart equipmentmay happenwith lit-
tle or none interaction of people, which is known asMachine-
to-Machine (M2M) communication [Deogirikar andVidhate,
2017; Firdous et al., 2017].
The IoT adopts a layered functional division similar to the

OSI (Open Systems Interconnection) model and Fog Com-
puting, utilizing a hierarchical organization of tasks. Each
layer in this hierarchy has its own vulnerabilities, which can
be exploited by cybercriminals [Li et al., 2019; Vishwakarma
and Jain, 2020; Shukla et al., 2024].
IoT architecture is commonly presented in three lay-

ers: Perception Layer, Network Layer, and Application
Layer [Xu et al., 2019]. The perception layer (also known
as the Sensor Layer) is composed of physical components
of IoT, such as sensors and RFID (Radio Frequency Iden-
tification) actuator devices, and is responsible for data cap-
ture through radio frequencies [Xu et al., 2019; Aceto et al.,
2019]. The Network Layer is responsible for intercommu-
nication and routing of data collected by sensors and is
composed by technologies such as Wi-Fi, Zigbee, and 4G.
The Application Layer, composed by different protocols (e.g.
MQTT), is where the intelligence and architecture business
rules are developed, making data that comes from the sen-
sors useful to the end user [Deogirikar and Vidhate, 2017;
Lin et al., 2017].
One of the main attributes of IoT devices is its resource

limitation. Networks composed by these equipment nor-
mally contain sensors and actuators, which are not very struc-
turally robust [Naik Nitin, 2017; Diro et al., 2020]. This
characteristic presents advantages such as energy saving and
low cost, but it is also largely exploited by attackers [Firdous
et al., 2017; Lakshminarayana et al., 2024].
IoT will be boosted by the complete implementation of

IPv6 protocol (Internet Protocol version 6), due to the distri-
bution of billions of unique addresses, allowing an exclusive
identification for each one of the many types of IoT devices
[Deogirikar and Vidhate, 2017]. The constant growth [Vail-
shery, 2024] and the heterogeneous set of hardware and soft-
ware solutions that compose the IoT environment favor the
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Table 1. Summary of Related Work.
Reference Focus Area Approach Key Findings
[Deogirikar and
Vidhate, 2017]

IoT threat classification Classification of IoT threats and as-
sessment of their impact using spe-
cific parameters

Summarizes IoT attacks, supporting
new research opportunities and de-
velopment of countermeasures.

[Sangodoyin
et al., 2018]

Denial of Service (DoS) in
SDN

Intrusion Detection System (IDS)
for SDN to detect SYN, ACK, and
HTTP flooding attacks based on net-
work latency

Identifies limitations in detecting
prolonged volumetric attacks based
solely on traffic analysis.

[Firdous et al.,
2017]

MQTT protocol vulnerabili-
ties

Analysis of MQTT broker re-
silience under SYN and large
packet flooding attacks

Assesses memory and CPU usage
impacts under DDoS conditions in
MQTT.

[Kepceoglu et al.,
2019]

Energy consumption during
DDoS

Analysis of energy consumption of
IoT devices during SYN and ICMP
flooding attacks

Provides data on resource usage un-
der DDoS attacks in IoT environ-
ments.

[Shi et al., 2019] Physical damage cyberat-
tack detection

Detection method based on energy
consumption anomalies in Rasp-
berry Pi devices

Differentiates attack types (e.g.,
DoS, overheating) with a detection
time of 180 seconds.

[Li et al., 2019] Detection of physical and cy-
berattacks

Energy auditing on multiple Rasp-
berry Pi units to detect attack types

Categorizes detected incidents into
Physical Attack, Cyber Attack, or
Non-Attack based on energy pat-
terns.

[Al-Fayoumi and
Abu Al-Haija,
2023]

Low-Rate DDoS detection
in MQTT

Uses PCA and supervisioned learn-
ing to detect LR-DDoS attacks in
SD-IoT environments

Achieves high prediction accuracy
and low computational overhead
through minimal feature set.

[Javaheri et al.,
2023]

DDoS detection with fuzzy
logic

Reviews fuzzy logic-based DDoS
detection methods and attack taxon-
omy

Highlights demand for low-
complexity detection adaptable
to encrypted traffic and system
changes.

[Kerimkhulle
et al., 2023]

Risk analysis in IIoT Three-stage fuzzy logic-based
model for security risk evaluation

Calculates overall security risk
based on threat probability and
potential impact.

[Shukla et al.,
2024]

DDoS attacks in IoT Review of DDoS attacks classified
by perception, network, and appli-
cation layers; analysis of ML/DL-
based detection approaches

Highlights the need for updated and
balanced DDoS datasets to improve
detection in real-world scenarios.

[Damerdji et al.,
2024]

Security challenges in Fog
Computing

Focuses the discussion on confi-
dentiality, integrity, and availability
(CIA) for securing data in Fog com-
puting

Highlights the common attacks
against CIA measures in a Fog-IoT
environment, along with existing
countermeasures.

[Lakshminarayana
et al., 2024]

MQTT security taxonomy Classification of MQTT vulnerabil-
ities and defense mechanisms

Emphasizes need for realistic
datasets and lightweight solutions
for IoT devices.

This work DDoS detection and identifi-
cation in MQTT (IoT-Fog)

A Fuzzy Inference System (FIS)
analyzes energy consumption of
MQTT broker to detect/identify
SYN, ICMP, and Large Packet
flood attacks

Operating independently of net-
work traffic analysis, it effectively
models complex systems while re-
ducing the dependence on complex
mathematical models. This ap-
proach provides a detailed represen-
tation of each DDoS attack and its
membership level, supporting rapid
decision-making, even for less se-
vere attacks.
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emergence of new vulnerabilities, making it susceptible to at-
tacks [Kepceoglu et al., 2019; Damerdji et al., 2024; Shukla
et al., 2024; Lakshminarayana et al., 2024]. Due to resource
constraints, limitations of edge sensors, and the large volume
of data to be analyzed, there is a need for an infrastructure
that can process data and manage sensitive information in a
scalable and timely manner. In this context, Fog Computing
has emerged as a solution [Mathur et al., 2023].
Fog Computing integrates the network edge with IoT and

cloud computing, acting as an intermediary layer that extends
the capabilities of the cloud [Peralta et al., 2017; Osanaiye
et al., 2017; Xu et al., 2019; Hazra et al., 2023]. In this
architecture, the end IoT devices, positioned at the lowest
and most numerous level, communicate with IoT gateways,
which act as intermediaries to the fog layer. The fog layer en-
hances network flexibility and scalability, facilitating com-
munication with the highest level where the cloud servers
reside [Peralta et al., 2017]. Figure 1 presents the Fog Com-
puting architecture, which also reflects the proportional dis-
tribution of devices across each layer.

Cloud

Fog

IoT Devices

Cloud Services

IoT Gateways
(MQTT Broker)

Sensors, actuators and 
smart devices

Figure 1. Fog Computing architecture.

The emergence of Fog Computing is partly due to the lack
of quality services at the network edge to handle the large
volume of data from geographically distributed sources [Os-
anaiye et al., 2017]. Therefore, Fog Computing brings cloud
computing closer to the end IoT devices (edge devices), per-
forming data processing and analysis closer to the source,
which enables faster execution of any derived actions [Xu
et al., 2019].
Fog Computing architecture is composed by three layers.

The outer layer, Internet of Things, is composed by smart
“things”, such as sensors and embedded systems [Osanaiye
et al., 2017]. The middle layer consists on Fog Nodes, which
are devices destined to the analysis and processing of data.
The inner layer is the Cloud, with more robust data centers
[Xu et al., 2019; Diro et al., 2020].
There are several application layer protocols used in

Fog and IoT interactions. The most common protocols
are: Message Queue Telemetry Transport (MQTT), Hyper-
text Transfer Protocol (HTTP), Constrained Application Pro-
tocol (CoAP), Extensible Messaging and Presence Proto-
col (XMPP), and the Advanced Message Queuing Proto-
col (AMQP) [Nazir and Kaleem, 2019; Potrino et al., 2019;

Kepceoglu et al., 2019; Diro et al., 2020].
In this paper, MQTT is chosen as the protocol due to its

widespread use in communication between IoT devices and
Fog Computing, especially for devices with limited comput-
ing resources, such as actuators and sensors. In the MQTT
paradigm, the central component is called a broker. This bro-
ker operates within the Fog Layer and is classified as a Fog
Node. Fog Nodes are hardware infrastructures that provide
resources and services to the edge of the network [Xu et al.,
2019; Diro et al., 2020].
MQTT is a lightweight messaging protocol that operates

at the application layer and is widely used in Fog Comput-
ing [Andy et al., 2017; Firdous et al., 2017; Al-Fayoumi and
Abu Al-Haija, 2023; Lakshminarayana et al., 2024]. The
MQTT protocol was designed for networks with low band-
width, ensuring reliable communication while operating over
a TCP/IP (Transmission Control Protocol/Internet Protocol)
stack. The standard MQTT port number is 18883/TCP for
regular messages or 8883/TCP using SSL/TLS cryptogra-
phy (Secure Sockets Layer/Transport Layer Security) [Naik
Nitin, 2017; Firdous et al., 2017; Lekić et al., 2019].
In this protocol, clients cannot forward messages directly

to one another; instead, all messages must pass through the
broker, due to the adoption of the Publish and Subscribe
paradigm [Firdous et al., 2017]. The Publish and Subscribe
Paradigm is an alternative to the traditional client/server
model, which is seen in HTTP. HTTP is an application layer
protocol that operates in 80/TCP port, consistently used in
web applications, with the downside of overcharge when
used in limited devices such as IoT devices [Naik Nitin,
2017; Diro et al., 2020]. In the client/server model, a de-
vice can send messages directly to the end client. In the
publish/subscribe paradigm, regardless of the protocol used,
the publisher (the device sending the message) and the sub-
scriber (the device receiving the message) are completely de-
coupled. This decoupling means that the sender does not
need to know the receiver’s details (such as IP address, port,
or location), and they do not need to be active simultaneously
to exchange messages [Diro et al., 2020]. Instead, an MQTT
broker is responsible for managing communication and en-
suring synchronization between these two independent and
unknown endpoints.
The broker is the central component in MQTT communi-

cation. It is responsible for receiving all messages, filtering
them, and determining which devices should receive each
message. Additionally, it provides a basic security layer for
message exchange through user authentication. In the Pub-
lish/Subscribe paradigm, message exchange between pro-
cesses is not possible without an intermediary broker [Andy
et al., 2017; Naik Nitin, 2017; Firdous et al., 2017; Lekić
et al., 2019].
Communication in the Publish/Subscribe paradigm occurs

through message topics. Topics are hierarchical text strings,
separated by “/”, used to organize the Publish and Subscribe
processes managed by the broker [Nazir and Kaleem, 2019;
Toldinas et al., 2019]. Publishers create topics when pub-
lishing messages, and subscribers specify these topics when
subscribing. Only devices subscribed to a particular topic
can communicate with the broker regarding that topic [Naik
Nitin, 2017; Firdous et al., 2017; Toldinas et al., 2019; Lekić
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et al., 2019]. A client device initiates a connection with the
broker either by subscribing to a topic or by publishing mes-
sages. In summary, the publish/subscribe paradigm operates
as follows:

1. The publisher publishes messages in a topic on the
MQTT broker;

2. The subscriber connects to the broker subscribing to a
message topic;

3. TheMQTTbroker forwards themessage to all topic sub-
scribers.

MQTT is designed to use minimal bandwidth and oper-
ate over unreliable networks while requiring minimal imple-
mentation effort from developers. The message format con-
sists of a fixed-size header (2 bytes) and an optional header
that includes payload and UTF-8 encoded data [Palmieri
et al., 2019]. MQTT supports three Quality of Service (QoS)
levels—0, 1, and 2—that define the reliability of message
delivery [Potrino et al., 2019]. Both the subscriber and pub-
lisher can specify a QoS level, and if they differ, the broker
defaults to the lower QoS level. The QoS levels and their
characteristics are [Toldinas et al., 2019]:

• At most once: known as “fire and forget”. This is
the default MQTT QoS and is represented by the num-
ber “0”. It works with the minimum effort approach
which does not ensure message delivery, does not gen-
erate feedback signal and does not store the message for
a possible resend;

• At least once: the QoS level 1 ensures that a message
is delivered at least once to the recipient. The sender
stores the message until it receives a PUBACK packet
from the recipient, which ensures themessage reception.
In this QoS it is possible that a message is sent or deliv-
ered many times, in case of resending happening before
confirmation;

• Exactly once: the QoS level 2 ensures that a message is
delivered exactly once, ensuring that duplicity of mes-
sage reception by the recipient (subscribe) does not oc-
cur. In order to ensure the reliability of this QoS it is
necessary to send two pairs of reception confirmation,
known as four-part handshake which happens in both
ways for all sent messages. This duality in confirma-
tion between sender and receiver ensures the precision
of message reception only once, while reception duplic-
ity does not occur (as seen in QoS 1). While the recep-
tion of a message is not confirmed by the receiver it is
not discarded in the sender.

Higher QoS levels increase energy consumption, poten-
tially doubling it when using QoS 2 compared to QoS 0 (the
extremes) [Toldinas et al., 2019]. This can be a significant
issue, given that IoT devices are typically constrained by low
energy consumption, limited memory, and minimal process-
ing capacity. Additionally, while the MQTT protocol sup-
ports some security features, these can add considerable over-
head to communication [Firdous et al., 2017].
Denial of Service (DoS) attacks, in all their variations, are

the most common threats exploiting vulnerabilities in the
MQTT protocol [Firdous et al., 2017; Brun et al., 2019; Tian,

2020]. There are two types of Denial of Service attacks when
classified from the source of attacks. Malicious attacks that
come from a single source are namedDenial of Service (DoS)
attacks [Haripriya and Kulothungan, 2019]. On the other
hand, attacks that originate from multiple sources are known
as Distributed Denial of Service (DDoS) attacks [Kepceoglu
et al., 2019]. The attacks are also classified according to the
impact in resource, bandwidth, network infrastructure, and
others, demonstrating a great variation of methods and scope
of acting [Brun et al., 2019; Roohi et al., 2019].
Usually, DoS/DDoS attacks aim at disabling the network

resources, promoting delay or interruption of a service to
valid users or consuming hardware resources from a target
[Sikora et al., 2019; Shi et al., 2019]. In Fog Computing
environments using the MQTT protocol, a volumetric DDoS
attack can severely disrupt data traffic between processes due
to the critical role of the broker. Such attacks are designed to
consume the physical resources of this central device [Vish-
wakarma and Jain, 2020]. Among the various volumetric
DDoS attack types, the following are particularly relevant
to MQTT environments:

• SYN Packet Flood Attack: A TCP SYN Flood attack
exploits vulnerabilities in the TCP protocol’s three-way
handshake. When a host receives a connection request
via a SYN packet, it responds with a SYN-ACK. The at-
tacker takes advantage of this process by sending numer-
ous SYN requests to the victim but never responding
with the ACK to the SYN-ACKmessages. This flood of
requests overwhelms the target by exceeding its capac-
ity to handle incoming connections, filling its TCP con-
nection table and thereby hindering or preventing new
legitimate connections [Firdous et al., 2017; Brun et al.,
2019; Nazir and Kaleem, 2019; Dulik, 2019];

• Large Packet Flooding: sinceMQTT allows a payload
of up to 256 MB, malicious users may send numerous
messages that exceed this limit in order to consume the
broker’s resources [Nazir and Kaleem, 2019]. In this at-
tack, the victim is flooded by fragmented packets.This
technique can be further exacerbated by using high QoS
levels for messaging, which can cause even more dam-
age to the broker [Potrino et al., 2019];

• ICMP Packet Flood Attack: ICMP is a protocol typi-
cally used to generate error messages about the inacces-
sibility of a destination. In an ICMP Flood attack, this
behavior is exploited by overwhelming the target with
a large volume of ICMP messages [Kepceoglu et al.,
2019]. The attacker sends numerous echo request pack-
ets without waiting for the corresponding echo reply
from the target. The flood occurs due to the large vol-
ume of packets sent in a short period of time [Vish-
wakarma and Jain, 2020].

4 Fuzzy Logic
The Fuzzy Set Theory is intended to model uncertainties and
its functions are applied in the most different areas [Zadeh,
1975]. In Fuzzy, both the subjectivity of a given data and
the experience of professionals (specialists) are considered.
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It operates with non-linear mapping and handles imprecise
and conflicting values, resembling human logic. Fuzzy logic
is not binary like the conventional logic. It allows for an
infinite range of intermediate values between two endpoints
[Pedrycz and Gomide, 1998; Shah et al., 2015].
A Fuzzy Inference System (FIS) is comprised of four units

(see Figure 2): Fuzzification, Inference (Reasoning), Knowl-
edge, and Defuzzification [Zadeh, 1975; Jang et al., 1997;
Pedrycz and Gomide, 1998; Bougdira et al., 2019; Zimmer-
mann, 2001].

Figure 2. Fuzzy Inference System.

4.1 Fuzzification Unit

The inputs of a FIS are precise values, also called crisp val-
ues. In the fuzzification unit the precise input values are con-
verted into fuzzy sets, according to their membership func-
tions [Zadeh, 1975; Shah et al., 2015; Yousaf et al., 2017].
The most common membership functions are trapezoidal,
Gaussian, and triangular [Liao et al., 2009].
The input linguistic variables are defined in the fuzzifica-

tion unit. The linguistic variables represent concepts (e.g.
“temperature”, “weight”, etc.), accept linguistic terms (e.g.
“slightly”, “a lot”, “little”, etc.) and logical connectors (e.g.
“AND”, “OR” and “NO”) [Bougdira et al., 2019; Costa et al.,
2012; Mamdani, 1974].
Linguistic variables are structures formed by the Universe

of Discourse. The universe of discourse is defined by the
maximum and minimum limits of values a variable can take
and is composed of linguistic terms. A linguistic term is an
expression that names the various characteristics a variable
can assume [Zadeh, 1975; Pedrycz and Gomide, 1998; Costa
et al., 2012; Bougdira et al., 2019].
The membership function of a linguistic variable graphi-

cally represents a fuzzy set [Bougdira et al., 2019]. The de-
gree of membership, also referred to as the degree of associ-
ation, quantifies how strongly an element from the universe
of discourse (X) belongs to a fuzzy set (N). It is expressed
as a value within the closed interval [0, 1], and is formally
defined by the mapping N: X → [0, 1]. A membership value
of 1 indicates full inclusion in the fuzzy set, 0 indicates no
membership, and values between 0 and 1 represent partial
membership, capturing the inherent uncertainty or impreci-
sion present in real-world data.
At the output of a FIS, represented in a Cartesian plane,

the x-axis corresponds to the universe of discourse, while
the y-axis represents the degree of membership [Pedrycz and
Gomide, 1998; Selvachandran et al., 2019]. These degrees

of membership are typically associated with linguistic cate-
gories such as ‘low’, ‘medium’, or ‘high’, enabling the FIS
to model complex reasoning in a human-like manner.
Each precise input value must be compared with the lin-

guistic variables defined in the fuzzification unit to deter-
mine the degree of membership. This process is known as
antecedent matching [Pedrycz and Gomide, 1998; Haripriya
and Kulothungan, 2019].

4.2 Knowledge Base
The Knowledge Base consists of two fundamental compo-
nents: the Rule Base and the Database [Zimmermann, 2001;
Pappis and Siettos, 2005; Costa et al., 2012]. The Rule Base
comprises the rules defined by experts or derived from empir-
ical analysis. These rules are structured using logical condi-
tionals such as “If,” “If-Then,” “Else,” and “Else-If.” [Zadeh,
1975; Xiaoyan, 1996; Suguna et al., 2018; Selvachandran
et al., 2019]. The database contains the numerical definitions
required to establish the membership functions used by the
fuzzy rule set [Zimmermann, 2001; Bougdira et al., 2019].

4.3 Inference Engine
The Inference Engine generates fuzzy sets for the Defuzzifi-
cation unit. It processes information from both the Knowl-
edge Base and the fuzzy sets produced by the Fuzzification
unit. The input parameters, derived from fuzzification, are
known as the aggregation of antecedents [Pedrycz and Go-
mide, 1998; Zimmermann, 2001; Bougdira et al., 2019]. The
result from the aggregation of the antecedent variables can
be obtained using either the maximum or minimum func-
tion, depending on the operator used: the s-norm (OR) for
the maximum function and the t-norm (AND) for the min-
imum function, as described below [Pedrycz and Gomide,
1998; Espinosa and Vandewalle, 2000; Zimmermann, 2001;
Pappis and Siettos, 2005]:

• s-norm: µA OR µB = max(µA, µB)
• t-norm: µA AND µB = min(µA, µB)

Each rule can be activated through an activation rule
semantics [Lee, 1990; Zimmermann, 2001; Selvachandran
et al., 2019]. The Mamdani [Mamdani and Assilian, 1975]
and Takagi-Sugeno [Takagi and Sugeno, 1985] models are
the two existing activation semantics. The activation rule se-
mantics inferred by the Mamdani conjunction, given by the
operatormin (

∫
=

∫
m=min), outputs only the rules with a de-

gree of activation greater than zero [Mamdani and Assilian,
1975; Pappis and Siettos, 2005; Shah et al., 2015; Haripriya
and Kulothungan, 2019; Selvachandran et al., 2019]. The fi-
nal action of the Inference Engine is the aggregation of the
activated rules, also known as the aggregation of the con-
sequents [Pedrycz and Gomide, 1998; Selvachandran et al.,
2019].

4.4 Defuzzification Unit
The Defuzzification unit produces a single numerical output
derived from the fuzzy sets generated by the inferencemecha-
nism. Common defuzzification methods include the centroid
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method and the mean of the maximums [Pappis and Siettos,
2005; Yousaf et al., 2017; Bougdira et al., 2019; Espinosa
and Vandewalle, 2000; Zimmermann, 2001].

5 DDoS Identification in Fog Comput-
ing with Fuzzy Decision Making

This Section presents the proposed architecture and how the
proposed Fuzzy Inference System works in order to detect
and identify DDoS attacks in Fog Computing.

5.1 The Proposed Architecture

The architecture illustrated in Figure 3 is proposed to eval-
uate the energy consumption of the broker device and ver-
ify the effectiveness of the proposed FIS (Section 5.2) in
identifying DDoS attacks within a fog computing environ-
ment. This architecture consists of the following elements:
five clients (one publisher and four subscribers), a broker, a
current measurement sensor, a microcontroller, and a Fuzzy
Inference System (FIS) designed to detect and identify DDoS
attacks in the broker.

(watt-hour)

Figure 3. Proposed Architecture.

The three DDoS attackmodalities (SYN, ICMP, and Large
Packet Floods) were generated separately during the ex-
change of messages between clients and the broker.
The energy consumed by the broker is read by the sensor

before and during each DDoS attack. The collected electric
current data (in mAh) is sent to the microcontroller. The
function of the microcontroller is to measure the electrical
energy consumption, providing both the average energy con-
sumption (in watt-hour (Wh)) and the elapsed time interval
(in seconds). These data constitute the inputs for the Knowl-
edge Base of the FIS.

5.2 The Fuzzy Inference System

Both the average energy consumption of the broker and the
elapsed time interval serve as input variables of our FIS. The
universe of discourse of the variable “consumption” was de-
fined as ranging from 0 to 3 Wh, corresponding to the nom-
inal operating limits of the device used in the broker imple-
mentation (Section 6). The variable “time” has an universe
of discourse between 0 and 60 seconds, representing a suffi-
cient duration to accurately detect and identify a DDoS attack
and its associated degree of membership. The DDoS attack

type represents the FIS output variable, while the degree of
membership is a by-product of the FIS output.
In the fuzzification unit, the input (antecedents) linguis-

tic variables are defined as “consumption” and “time”. Each
input linguistic variable has five linguistic terms (Consump-
tion: Low Consumption (LC), Medium Consumption (MC),
High Medium Consumption (HMC), High Consumption
(HC), Very High Consumption (VHC); Time: Very Short
Time (VST), Short Time (ST), Medium Time (MT), Long
Time (LT), Very Long Time (VLT)). In the construction of
the rule base, the Cartesian product of the fuzzy sets for “Con-
sumption” and “Time” (5 × 5) yields 25 unique combinations,
each corresponding to a distinct fuzzy rule. These rules are
subsequently stored in the FIS Rule Base, as represented in
Table 2.
The output variable output (consequential) consists of four

linguistic terms (Attack Identification: No Attack (NA),
Large Packet Flood (LP), ICMP Flood (ICMP) e SYN Flood
(SYN)). The output of the FIS represents not only the identi-
fication of an attack but also its degree of membership.
The fuzzy sets that define the linguistic variables of time

and consumption were created by a specialist. These linguis-
tic variables are graphically represented by a triangular mem-
bership function. This triangular function, called trimf(x, y,
z), requires three input parameters: x is the lower bound, y is
the peak (maximum membership), and z is the upper bound.
x and z represent the points at which the membership degree
is 0, while y is the point where the membership degree is 1.
We defined the following triangular membership functions:
Consumption (watt-hour).

• Low Consumption (LC) = [0; 0; 1.9];
• Medium Consumption (MC) = [1.8; 1.9; 2];
• High Medium Consumption (HMC) = [1.9; 2; 2.1];
• High Consumption (HC) = [2; 2.1; 2.2];
• Very High Consumption (VHC) = [2.1; 2.5; 3].

Time (second).

• Very Short Time (VST) = [0; 0; 15];
• Short Time (ST) = [0; 15; 30];
• Medium Time (MT) = [15; 30; 45];
• Long Time (LT) = [30; 45; 60];
• Very Long Time (VLT) = [45; 60; 60].

The output linguistic variable (consequent) represents the
behavior of the broker at the end of the data collection pe-
riod. It is characterized by the attack identification and its
degree of membership. The attack identification variable,
represented by the horizontal axis (x) of a Cartesian plane,
is defined by four linguistic terms and is described by the
following triangular membership functions:
Attack Identification

• No Attack (NA) = [0; 0; 30];
• Large Packet Flood (LP) = [25; 40; 55];
• ICMP Flood (ICMP) = [50; 70; 90];
• SYN Flood (SYN) = [85; 99; 99].

The degree of membership, represented by the vertical (y)
axis of a Cartesian plane, appears as a by-product of the out-
put and indicates the intensity with which the attack impacts



A Fuzzy Inference System for DDoS Identification in Fog Computing based on Energy Consumption da Cruz et al. 2025

Table 2. Proposed Rule Base for the Fuzzy Inference System.

Linguistic Term VST ST MT LT VLT

LC NA NA NA NA NA
MC NA NA NA NA NA
HMC NA NA LP ICMP SYN
HC NA NA LP ICMP SYN
VHC NA NA LP ICMP SYN

the broker. Each of the output linguistic terms can assume
values between 0 and 1, reflecting the degree of membership.
Membership Degree of Linguistic Terms of Attack

• membership of (No Attack, Large Packet Flood, ICMP
Flood or SYN Flood) = [0; 1];

The rule base of FIS is composed of 25 rules, listed from
“R1” to “R25”:

• R1: if Low Consumption and Very Short Time, then No
Attack;

• R2: if Low Consumption and Short Time, then No At-
tack;

• ...
• R24: if Very High Consumption and Long Time, then
ICMP Flood Attack;

• R25: if Very High Consumption and Very Long Time,
then SYN Flood Attack.

Table 2 shows the relationship between the FIS an-
tecedents terms. The intersection (line x column) between
these terms forms the 25 rules presented in the FIS. The lin-
guistic output terms represent the result of the combination
of the antecedents.
The aggregation between the rules is performed using the

logical operator “AND” (t-norm), resulting in the minimum
value between the antecedents.
The inference of rule activation is performed using the

Mamdani semantics, which produces outputs only for rules
with a degree of activation greater than zero. In the second
stage, aggregation is carried out only with the activated rules
using the maximum (norm-s) operator.
The defuzzification method employed in this study is the

centroid approach. The centroid method was chosen due to
its ability to provide a single numerical output that represents
the center of gravity (or mass) of the fuzzy output set distri-
bution [Yousaf et al., 2017]. This characteristic is crucial for
producing a clear and interpretable result from the fuzzy in-
ference process.
Additionally, the labels representing the possible condi-

tions of the broker (NA, LP, ICMP, SYN) are positioned on
the “x” axis in ascending order of energy consumption. This
ordered arrangement enhances the interpretability of the cen-
troid output, allowing it to function effectively as a fuzzy
classifier by facilitating a more intuitive and accurate classi-
fication of the broker’s condition based on energy consump-
tion.

6 Results
This section presents the analysis of the broker’s energy con-
sumption in both normal and attack scenarios, as well as

the results obtained from the proposed FIS for identifying
a DDoS attack and inferring its degree of membership.
The proposed architecture (Fig. 3) is implemented with the

following components:

• Five MQTT clients (publisher and subscribers);
• One MQTT broker, represented by the Mosquitto
Server running on a Raspberry Pi device. Mosquitto
is a widely used MQTT message broker known for be-
ing open source, lightweight, and well-suited for IoT de-
vices [Hwang et al., 2019]. The Raspberry Pi 3 Model
B was chosen due to its low cost and its popularity as a
single-board computer widely used in IoT implementa-
tions with MQTT, mainly performing the broker func-
tion [Lekić et al., 2019; Nazir and Kaleem, 2019]. The
proposed FIS is specifically designed for this model.
However, the system can be adapted to work with both
lower and higher models of Raspberry Pi;

• One ACS712 current sensor, recognized as the most ac-
curate in its category, is used for precise current mea-
surements [Khwanrit et al., 2018; Surya Kartika et al.,
2019];

• One Arduino Uno microcontroller;
• The proposed Fuzzy Inference System (FIS) to detect
and identify a DDoS attack in the MQTT broker.

All experiments were conducted using MQTT with QoS
level 0, which was intentionally chosen due to its minimal
overhead and lower impact on energy consumption. This
configuration was crucial for isolating and observing the en-
ergy variation primarily caused by the simulated attacks.

6.1 Analysis of the Broker’s EnergyConsump-
tion

The energy consumption (in watt-hour, Wh) of the broker de-
vice under different types of DDoS attacks exhibits distinct
behavior patterns, as illustrated in Figure 4. The energy con-
sumption profile stabilized between 52 and 54 seconds of ex-
posure to the attack, indicating that the system had reached
a steady state. Based on this observation, a 60-second in-
terval was selected for analysis, comparing the broker’s en-
ergy consumption during normal operation (NA)with its con-
sumption under each of the three DDoS attack types. There-
fore, extending the test duration would not yield additional
insights into the system’s consumption behavior.
Results were obtained from 10 runs for each condition im-

posed on the broker (NA, LP, ICMP, SYN). Each point on
the graph (with intervals of every 10 seconds) represents the
simple arithmetic mean of 10 runs conducted under the same
parameters. Based on the standard deviation for 10 runs, we
concluded that additional samples would not bring signifi-
cant variations in the results.
The severity of an attack is directly related to the energy

consumed by the broker. Consequently, by analyzing the en-
ergy consumption during each attack, the FIS can identify
the type of DDoS attack and determine its degree of mem-
bership.
Flooding with large packets (Fig.4 - yellow line) was the

mildest type of attack, resulting in an 8.02% increase in the
broker’s energy consumption after 60 seconds. The broker’s
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Figure 4. Broker’s energy consumption over time

average energy consumption during normal operation (Fig.4
- blue line) was 1.87 watt-hour, rising to 2.02 Wh during the
large packet flood attack.
ICMP packet flooding (Fig.4 - olive line) had a moderate

impact compared to the other DDoS attack types. After 60
seconds of flooding, this attack increased the broker’s energy
consumption by 19.3%, reaching an average consumption of
2.13 Wh.
During the SYN packet flood attack (Fig.4 - red line), the

energy consumption peaked at 2.52Wh, with an average con-
sumption of 2.45 Wh. This attack type resulted in the largest
difference (31.01%) in energy consumption between the “at-
tack” and “non-attack” scenarios.

6.2 Identification of a DDoSAttack and its De-
gree of membership

To show that our proposed FIS is able to detect a DDoS at-
tack, identify its type and infer its degree of membership in
a MQTT broker, we consider a hypothetical scenario where
this broker registers, during 56 seconds, an average energy
consumption of 2.1 watt-hour.
Considering these energy consumption and time data, the

Algorithm 1 presents the pseudocode of the fuzzyfication
unit. Lines 2 and 3 presents the crisp input values: average
energy consumption (consu_input) and time (time_input),
respectively. The Universe of Discourse of the consump-
tion (uni_consu), time (uni_time) and attack (uni_typeattack)
variables are created in lines 6, 7 and 8, respectively.
The variable uni_typeattack = [0; 99] defines the universe

of discourse for the output variable in the FIS, representing
the classification of the type of attack. Similar to the input
variables uni_consu (consumption) and uni_time (time), it
spans a numerical range used for defuzzification and out-
put visualization. The range is divided into 100 discrete
points, chosen empirically to provide a high level of granu-
larity, resulting in a smooth and interpretable output surface.
This choice offers a balanced trade-off between visual reso-
lution and computational efficiency, avoiding the coarseness
of fewer points and the unnecessary complexity of an exces-
sively fine grid.
Algorithm 2 presents the creation of the linguistic vari-

ables for consumption (cunsuLow, cunsuMedium, cun-
suMediumHigh, cunsuHigh, cunsuVeryHigh) in lines 2 to 6,
time (veryShortTime, shortTime,mediumTime, longTime and
veryLongTime) in lines 9 to 13, and attack (noAttack, floodlp,
floodicmp and floodsyn) in lines 16 to 19.
Algorithm 3 presents the antecedent matching. The ob-

1 #Input Crisp values;
2 consu_input = 2.1;
3 time_input = 56;
4 xx;
5 #Universe of Discourse;
6 uni_consu = [0; 3];
7 uni_time = [0; 60];
8 uni_typeattack = [0; 99];
Algorithm 1: Pseudocode of the Fuzzyfication unit:
input Crisp values and universe of discourse.

1 #Linguistic Variables of Consumption;
2 cunsuLow = [0; 0; 1.9];
3 cunsuMedium = [1.8; 1.9; 2];
4 cunsuMediumHigh = [1.9; 2; 2.1];
5 cunsuHigh = [2; 2.1; 2.2];
6 cunsuVeryHigh = [2.1; 2.5; 3];
7 xx;
8 #Linguistic Variables of Time;
9 veryShortTime = [0; 0; 15];
10 shortTime = [0; 15; 30];
11 mediumTime = [15; 30; 45];
12 longTime = [30; 45; 60];
13 veryLongTime = [45; 60; 60];
14 xx;
15 #Linguistic Variables of Attack;
16 noAttack = [0; 0; 30];
17 floodlp = [25; 40; 55];
18 floodicmp = [50; 70; 90];
19 floodsyn = [85; 99; 99];
Algorithm 2: Pseudocode of the Fuzzyfication unit:
linguistic variables.

jective is to obtain the degree of combination between
the antecedent variables. This is achieved using the in-
terp_membership(x, y, z) Python function from the Scikit-
fuzzy library. This function infers the membership level of
input parameters by evaluating: the fuzzy set that defines the
universe of discourse, the fuzzy set that represents the linguis-
tic variables, and the crisp input value. In order to have some
degree of matching, the crisp input value must be contained
in the related linguistic variable limits.
Algorithm 3 presents only thematching operations that re-

sults in values higher than zero. The resulting value of line 3
indicates a maximum degree of matching (1,0) between the
cunsuHigh and the energy consumption input (consu_input)
antecedents. However, the value of the average energy con-
sumption (2.1 Wh) has a zero degree of matching with the
cunsuLow, cunsuMedium, cunsuMediumHigh, and cunsu-
VeryHigh antecedents. This matching process is also done
with the time input variable (56 seconds), where only long-
Time (line 8) and veryLongTime antecedents (line 11) have a
degree of matching higher than zero with this input variable,
presenting a resulting value of 0.26 and 0.73, respectively.
The other time antecedent variables (veryShortTime, short-
Time and mediumTime) result in a zero degree of matching
when compared to the time input value.
Algorithm 4 presents the pseudocode of the antecedent ag-
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1 #Matching of the Antecedent Consumption
Variables;

2 ...;
3 HC = intermembership(uni_consu; cunsuHigh;

consu_input);
4 #HC = intermembership([0; 3]; [2; 2.2];

2.1);
5 ...;
6 ...;
7 #Matching of the Antecedent Time

Variables;
8 LT = intermembership(uni_time; longTime;

time_input);
9 #LT = intermembership([0; 60]; [30; 60];

56);
10 ...;
11 VLT = intermembership(uni_time; veryLongTime;

time_input);
12 #VLT = intermembership([0, 60], [45,

60], 56);
Algorithm 3: Pseudocode of the Fuzzyfication unit:
antecedent matching.

gregation performed by the inference engine of FIS. This
aggregation is performed on the resulting values of the an-
tecedent Matching using the “AND” logic operator (t-norm).
The result is the minimum value between the aggregated an-
tecedents. The antecedent aggregation yields 25 combina-
tions, which form the FIS rule base. Algorithm 3 shows that
only the cunsuHigh energy consumption, the longTime and
veryLongTime time antecedents were affected by the precise
input values, resulting in a non-zero matching degree (1.0,
0.26 and 0.73, respectively). Lines 1 and 4 of Algorithm 4
shows the results of the only two antecedent aggregations,
out of the 25 generated, that yield values different from zero
(0.26 and 0.73, respectively).

1 LT_HC = min(LT; HC);
2 #LT_HC = min(0.26; 1.0);
3 xx;
4 VLT_HC = min(VLT, HC);
5 #VLT_HC = min(0.73; 1.0);
Algorithm 4: Pseudocode of the Inference Engine:
antecedent aggregation.

After aggregation, the antecedent variables originate the
25 rules of the FIS. These rules are activated using an acti-
vation rule semantics. We use the Mamdani model, given by
the minimum (t-norm), as the semantic responsible for the
activation of rules. Algorithm 5 presents the pseudocode for
rule activation according to the Mamdani model.
All 25 rules are subjected to the activation method. Each

rule activation receives the antecedent aggregation result and
its corresponding attack linguistic terms, as specified by the
intersection (line x column) in Table 2. These terms are
mapped to values ranging from 0 to 1.
Only rules R19 and R24 are activated as the input values

match the adopted parameters for these rules. Line 1 in Al-
gorithm 5 presents Mamdani semantics acting in rule R19

1 R19 = min(LT_HC; floodicmp);
2 #R19 = min(0.26, [0; 1]);
3 ...;
4 R24 = min(LT_VHC; floodicmp);
5 #R24 = min(0.73; [0; 1]);
6 ...;
7 #Aggregation of Active Rules by Maximum;
8 activeRules = max(R19; R24);
Algorithm 5: Pseudocode of the Inference Engine:
Mamdani rule activation.

and obtaining as a result a fuzzy set with values between 0
to 0.26. Line 4 shows the application of Mamdani seman-
tics in rule R24, producing a fuzzy set with values ranging
from 0 to 0.73. Line 8 indicates the ending of the inference
engine, characterized by the consequent aggregation step. In
this step, the activeRules fuzzy set is obtained using the max
operator (s-norm), resulting in a value of 0.73. The graphical
representation of the rule activation presented in lines 1 and
4 of Algorithm 5 is shown in Figure 5.

19

24

Figure 5. Mamdani activated rules.

The fuzzy set resulting from the aggregation of the active
rules (line 8 of Algorithm 5) acts as the input parameter of
the defuzzification unit and will determine the membership
degree of the attack.
Algorithm 6 shows the pseudocode of the Defuzzification

unit.The proposed FIS output, obtained through defuzzifica-
tion, consists of two precise numeric results. The first re-
sult identifies the type of attack, while the second result in-
fers the degree of membership, indicating how significantly
the attack affects the broker. The identification of the at-
tack (id_attack), given by the defuzz(x,y,z) function in Scikit-
fuzzy Python library, is shown in line 2 of Algorithm 6. This
function receives the following input parameters: (i) the uni-
verse of discourse of attacks (uni_typeattack), representing
all types of possible attacks mapped by the FIS; (ii) the result-
ing set of the active rules aggregation (activeRules); and (iii)
the defuzzification model used in the study (i.e., the centroid
model). The fuzzy set referring to the universe of discourse
of attacks (uni_typeattack) is an interval of 100 elements
[0-99], composed by four sets (noAttack, floodlp, flood-
icmp, and floodsyn), where each DDoS attack condition is
mapped as described in lines 16-19 of Algorithm 2. There-
fore, through the Crisp input values (consumption of 2.1 Wh
and time of 56 seconds), the function in line 2 of Algorithm
6 obtained the resulting value of 71.14 as an attack identifi-
cation. This result means an ICMP packet flooding as it is
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inserted in the set “floodicmp = [50, 70, 90]” (see line 18 of
Algorithm 2). Line 6 of Algorithm 6 shows the membership
degree (degree_membership) of the identified attack. This
membership is calculated by the interp_membership(x,y,z)
function and receives the following input parameters: (i) the
universe of discourse of attacks (uni_typeattack); (ii) the re-
sulting set of the active rules aggregation (activeRules); and
(iii) the previously identified type of attack (id_attack). Con-
sidering a broker with an average energy consumption of 2.1
Wh measured for 56 seconds, the proposed FIS indicates an
ICMP packet flooding attack (id_attack = 71.14) with amem-
bership degree of 0.73 (degree_membership = 0.73).

1 #Attack Type Identification;
2 id_attack = defuzz(uni_typeattack; activeRules;

centroid);
3 #id_attack = defuzz([0; 99]; [0; 0.73],

centroid);
4 ...;
5 #Attack membership;
6 degree_membership = membership(uni_typeattack;

activeRules; id_attack);
7 #degree_membership = membership([0; 99];

[0; 0.73]; 71.14);
Algorithm 6: Pseudocode of the Defuzzification
unit: identification and membership of the attack.

Figure 6 shows the FIS output, with the type of attack dis-
played on the horizontal axis and the degree of membership
on the vertical axis. As observed, the proposed FIS identifies
the attack as an ICMP Packet Flooding, with a membership
degree of 0.73.

Figure 6. Output of FIS.

7 Conclusion
DDoS attacks are particularly frequent and damaging to de-
vices in Fog Computing environments, especially to broker
nodes. Such attacks can lead to brief communication delays,
temporary interruptions, or even complete service unavail-
ability. Brokers often run on devices with limited resources,
so even a small increase in energy consumption can signifi-
cantly impact their operation.
This paper proposed a Fuzzy Inference System (FIS) to de-

tect and identify the type of DDoS attack and infer the degree

of membership based on variations in energy consumption
patterns. Fuzzy logic is used to handle imprecise and un-
certain data, offering more clarity compared to conventional
binary logic.
We considered three types of DDoS attacks: SYN packet

flooding, large packet flooding, and ICMP packet flooding.
These volumetric attacks drain the target’s resources, leading
to abnormal energy consumption patterns and degraded per-
formance. In our experiments, each DDoS attack produced
unique energy consumption signatures, enabling our FIS to
accurately detect and identify the type of DDoS attack af-
fecting the broker. Among the attacks tested, SYN packet
flooding generated the highest energy consumption, increas-
ing the broker’s energy use by 31.01% compared to normal
operation (i.e., without attacks). This was followed by the
ICMP packet flooding attack, which increased the broker’s
energy consumption by 19.3%, and the large packet flooding
attack, which resulted in an 8.02% increase.
In the proposed scenario, where the broker had an average

energy consumption of 2.1 watt-hour over 56 seconds, our
FIS successfully identified the type of cyber attack affecting
the broker. The output value obtained was 71.14, indicating
an ICMP packet flooding attack according to the established
fuzzy rules, with a membership degree of 0.73.

7.1 Future Work
In this section, we outline several directions for future work
to address current limitations and expand the system’s appli-
cability.
While the system was evaluated in a relatively clean setup

with the broker running in isolation, it is important to ac-
knowledge that in real-world scenarios, other services or sen-
sors might be running on the same device, introducing ad-
ditional variability in energy consumption. To address this,
the fuzzy system could be calibrated or adapted for differ-
ent devices or operational environments. Specifically, the
system could be fine-tuned based on device-specific energy
profiles to account for the additional load from co-running
services, which would help ensure more accurate energy con-
sumption predictions and attack detection. This adaptation
would provide greater flexibility, allowing the system to be
applied across a wider range of real-world IoT applications,
improving its practical applicability.
Another future work will focus on analyzing the energy

consumption of fog nodes under various cyberattack scenar-
ios, including cases with unknown and encrypted traffic. The
goal is to enhance the fuzzy inference system by incorporat-
ing additional features and refining fuzzy rules, ultimately
improving the identification, accuracy, and robustness of at-
tack detection and classification.
Although the proposed method was evaluated using real

hardware components configured in a physical testbed,
where actual energy consumption data were collected under
various DDoS attack scenarios, we plan to extend our eval-
uation to real-world IoT environments to further validate its
practical effectiveness.
To evaluate the system’s robustness in more realistic sce-

narios, it would be important to consider how it behaves un-
der different levels of legitimate traffic, which can vary sig-
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nificantly in real-world IoT environments. The fuzzy system
could be tested across a range of legitimate traffic volumes,
from low to high, to observe how well it distinguishes be-
tween legitimate and attack traffic while maintaining accu-
rate attack detection.
Finally, a comparison with simpler strategies, such as

static thresholds, shows that while these methods rely on
fixed values for attack detection, the fuzzy system provides
a more adaptable and dynamic approach. The fuzzy system
can adjust to changing traffic patterns and device-specific en-
ergy profiles, offering improved accuracy and flexibility in
real-world conditions.
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