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Abstract Companies and Internet Service Providers (ISPs) apply monitoring tools over network infrastructure,
encompassing regular performance evaluations, with a primary focus on delivering crucial information about the
current state of the network infrastructure and, consequently, the services running on it. However, these monitoring
tools require ongoing development to handle more complex tasks, such as detecting performance issues. Within
this context, this article proposes a mechanism for identifying high delays and communication links in the network
that may cause these performance issues, using a temporally formulated Impact Score. This Score is based on data
correlation techniques applied to information collected by monitoring tools. Experiments conducted with real data
from the RNP Network indicate the efficiency of the proposal in identifying links impacting data communication,

resulting in high end-to-end delays.
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1 Introduction

In today’s world, organizations like Internet Service
Providers (ISPs), businesses, and institutions need to imple-
ment network monitoring services to collect data on the per-
formance and behavior of their network infrastructure [Costa
et al., 2024]. This process involves examining various met-
rics, including latency, packet loss, throughput, and other key
indicators [Portela et al., 2024a]. Delay, representing the
end-to-end time required to transmit bits across a network,
serves as a crucial metric for informed decision-making in
network and service management. [Mok et al.,2021]. These
management actions encompass network infrastructure ex-
pansion, establishing Quality of Service (QoS) expectations,
evaluating Service Level Agreements (SLA), and analyzing
demand for network resources [Souza ef al., 2024].

In terms of QoS, end-to-end delay plays a crucial role in
evaluating the efficiency of network services that are in op-
eration [Stafecka et al., 2024]. High delay cases can result
in a reduced bit transmission rate, network congestion, and
possible failures in service provision, negatively impacting
the user experience and decreasing the productivity of both
the network and its clients [Portela et al., 2024b]. On the
other hand, reducing delays helps enhance the user experi-
ence, leading to increased productivity and better overall per-
formance of the network infrastructure [Alam et al., 2024].
Hence, monitoring and optimizing network performance is
essential to ensure that SLAs’ QoS metrics are met [Ferreira
etal., 2024].

Monitoring end-to-end delays between network nodes is
essential for maintaining network stability and managing

fluctuations in Internet access demand, which are largely
shaped by elastic behavior affecting delay performance. This
elasticity arises as users access the Internet differently based
on location, leading to variable demand for network re-
sources throughout the day. Poor management of these dy-
namic scenarios can cause service interruptions, slowdowns,
and disconnections, risking breaches of SLA agreements
[Costa et al., 2024]. To maintain QoS metrics, it is critical
to use adaptive strategies that align with this elastic behavior,
ensuring smooth system operation. However, despite the im-
portance of network measurement, current monitoring tools
need significant improvement, particularly in identifying in-
stances of high delay in network communication links [Fer-
reira et al., 2024].

Early identification of delays between communication
nodes offers multiple benefits to ISPs, as shown in recent
studies [Scarpitta et al., 2023; BinSahaq et al., 2022]: (I)
Capacity Planning, early detection helps organizations fore-
cast client’s demands and reserve resources effectively, pre-
venting network congestion; (II) QoS Monitoring, continu-
ous detection allows ISPs to monitor network behavior over
time, ensuring SLA compliance; and, (III) Resource Allo-
cation, efficient detection enables organizations to allocate
resources strategically to essential links, reducing costs asso-
ciated with underutilized links, such as energy and mainte-
nance expenses.

Within this context, this article presents a mechanism for
identifying the causes of high-delay situations in network
infrastructure. The proposed method introduces an Impact
Score, which is applied to data from network monitoring
tools. This Impact Score is based on two principles: (i) Data
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correlation techniques to quantify and analyze relationships
between multiple variables in network measurements, uncov-
ering patterns, dependencies, and insights in the data; and,
(i1) Period evaluation to expand the analysis of the situation
throughout time. The solution used delay data from Ping
measurements and the set of links used by the measurements
through the traceroute (IPs/Equipment that form the trans-
mission path). This data enables mapping of the paths used
in various measurements and facilitates the correlation of in-
frastructure links with cases of high and low delay, allowing
for the identification of potential causes.

To validate the proposal and evaluate its effectiveness
in a real scenario, experiments were performed using real
data from the Ipé Network Monitoring Service (Monipé)! of
the National Education and Research Network (RNP). The
results demonstrate that the proposed method successfully
identifies network links that experience significant end-to-
end delays.

In our previous research [Silva et al., 2024], we introduced
a method for detecting high delays in communication links
across the network. However, this initial work did not focus
on a complete analysis of the network or the impact of the pe-
riod of the measurements. In this way, the current proposal
has the following innovation issues in front of the previous
work: (A) Inclusion of a weighted approach based on periods
for correlation definition, while the first paper uses a singular
time; (B) Expansion of correlation profile considering both
positive (low delay) and negative (high delay) situations, dif-
ferently than previous paper which considers only negative
situation; (C) New recent related work was included to im-
prove the analysis of the proposal in front of the existing so-
lutions; and, (D) Execution of broader set of experiments,
considering more data and communication points for evalua-
tion.

Regarding the contribution and industrial impact, the pro-
posal offers practical value for service providers by enabling
data-driven identification of links likely responsible for net-
work performance degradation. In operational environments,
high Impact Scores, especially those recurring over time,
can guide network teams in prioritizing diagnostics, recon-
figuration, or capacity adjustments. Thus, providers can
define context-specific criteria and incorporate the scores
into existing monitoring dashboards, where the proposed Im-
pact Score enhances situational awareness and supports more
proactive, efficient network management.

The remainder of this paper is organized as follows: Sec-
tion 2 presents existing solutions related to network manage-
ment and performance analysis, while Section 3 describes
the proposed solution. Section 4 discusses the results of the
experiments conducted, and Section 6 concludes the article.

2 Related Work

This section describes the main works related to network
management and performance analysis published recently,
considering performance and quality issues. Table 1 presents
several existing proposals (column Ref.), where the Descrip-
tion column represents the strategy of the corresponding pro-
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posal, while column Contribution highlights positive points
of it.

Scarpitta et al. [2023] propose a solution for Software-
Defined Wide Area Networks (SD-WANSs) that utilizes the
Simple Two-way Active Measurement Protocol (STAMP) to
monitor the delay of a Segment Routing over IPv6 (SRv6)
path between two nodes. This monitoring tool provides valu-
able data for network management solutions that leverage
measurement data to support network administrators. Sim-
ilarly, Guo et al. [Guo et al., 2025] present a post-routing
statistical delay prediction framework. To address the limi-
tation of traditional GNNs, where restricted receptive fields
result in incomplete cell embeddings and reduced prediction
accuracy, the authors enhance the embedding update pro-
cess to incorporate both local and global information. The
improved cell embeddings, combined with PVT (Process-
Voltage-Temperature) data, are used to predict the mean de-
lay and squared deviation of signal paths under current oper-
ating conditions, enabling more accurate post-routing delay
estimation.

Sawabe et al. [2024] explore the relationship between
packet rate and network delay components by categorizing
end-to-end delays into four types: transmission, propagation,
queueing, and processing delays. It formulates how these de-
lay components vary with the packet transmission interval,
revealing that their relative impact changes depending on the
interval duration. Notably, when packets are sent at short in-
tervals, deterministic jitter from processing delay becomes
more dominant than stochastic queueing delay, highlighting
the significance of processing behavior in high-rate commu-
nication scenarios.

Hekmati et al. [2024] introduce a correlation-based solu-
tion that considers the correlation of IoT traffic through the
network infrastructure, evaluating distinct Al models on data
coming from real-world IoT networks to detect DDoS at-
tacks. Similarly, Gajewski et al. [2022] present an anomaly
detection strategy that enables shared responsibility between
a service client and the network provider in the context of
a Home Area Network (HAN). In both proposals, the au-
thors use a machine learning approach to classify monitor-
ing and correlation data to detect suspicious behaviors in
network resources. In this context, correlation techniques
are applied to network flow characteristics to group similar
anomalies/attacks. This differs from the approach in this ar-
ticle, where correlation occurs between distinct monitoring
data sources with an analysis over a time interval.

Kim et al. [2024] present an anomaly detection solution
based on long short-term memory (LTSM) and gated graph
neural network (GGNN) that correlate each protocol of the
network flows with defined tasks to create a singular pat-
tern coming from network flows. Nevertheless, it directly
depends on the pre-defined set of tasks to allow the correla-
tion.

Arachchige et al. [2023] conducted a study using data cor-
relation techniques to examine temperatures reached by de-
vices processing blockchain algorithms and the energy con-
sumption of three commonly used blockchain algorithms ex-
ecuted on low-power microcontrollers within wireless sensor
networks. This study focused solely on the temperature data
of the devices performing blockchain operations and their en-
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Table 1. Related Work

Ref. Description Contribution

[Scarpitta Simple Two-way Active Measurement Protocol | It provides valuable data for network management so-

et al., | (STAMP) to monitor the delay of a Segment Rout- | lutions that leverage measurement data to support net-

2023] ing over IPv6 (SRv6) path between two nodes work administrators.

[Guo et al., | Post-routing statistical delay prediction framework. | Prediction of path mean delay and squared deviation

2025] based on enriched cell embeddings and PVT data.

[Hekmati It analyzes how different packet transmission inter- | The study reveals that at shorter transmission inter-

et al., | vals influence the composition of end-to-end com- | vals, deterministic processing delay jitter becomes

2024] munication delays. more influential than stochastic queueing delay.

[Hekmati IoT traffic correlation-based approach for detecting | Focuses on grouping anomalies based on network

et al., | DDoS attacks using Al models. flow characteristics.

2024]

[Gajewski | Anomaly detection strategy for HAN, with shared | Uses machine learning to classify monitoring data,

et al., | responsibility between client and provider. enhancing anomaly detection.

2022]

[Kim et al., | Solution using LSTM and graph neural networks to | Relies on predefined tasks to create unique patterns

2024] correlate network protocols with specific tasks. for network flows.

[Arachchige| Correlation study between IoT device temperatures | Highlights the use of correlation techniques for

et al., | and energy consumption in blockchain processing. decision-making in sensor networks.

2023]

[Imran Anomaly detection in IoT with MQTT protocol, with | Reduces machine learning training and testing times

et al., | correlation analysis to improve feature selection. by selecting relevant features.

2023]

[Wang Optimization of RNN using correlation analysis to | Applies probability theory to remove low-correlation

et al., | determine reservoir size. neurons, improving training efficiency.

2024]

Our Pro- | Correlation-based method with time-weighted Im- | Uses temporal analysis of delay/traceroute data to pin-

posal pact Score to identify delay-causing links in ISPs. point problematic links, improving network diagnos-
tics.

ergy consumption. Although it applies data correlation tech-
niques, the study context differs from that of this article, but
it highlights the importance of data correlation in identifying
events and supporting decision-making.

Imran et al. [2023] investigate detection times for attacks
in IoT networks based on the Message Queuing Teleme-
try Transport (MQTT) protocol. The authors employ ma-
chine learning approaches and propose a method that applies
correlation analysis to reduce the training and testing times
of these algorithms. They conclude that correlation analy-
sis is highly beneficial for feature engineering, particularly
for identifying the most relevant features within the MQTT
dataset. Similarly, Wang et al. [2024] apply a variation of a
Recurrent Neural Network (RNN) based on data correlation
to determine the reservoir size that corresponds to a given
training task. Their approach uses probability theory and in-
formation theory to measure correlation among RNN neu-
rons, dynamically removing neurons with low correlation to
create a more concise feature matrix. This proposal focuses
on optimizing training and the use of neural network varia-
tions without a specific application context.

Based on the literature review conducted, it is noted that
no article in the literature has focused on developing a mech-
anism for identifying the causes of network performance is-
sues using network monitoring data, which is the focus of
this article. Our proposal performs statistical actions to im-
prove the detection process, creating a Score that facilitates

the network performance management process.

3 Proposal

The proposed mechanism for identifying causes of high de-
lays in network infrastructure relies on two key inputs: end-
to-end delay between measurement points and a set of links
used in end-to-end communication (i.e., the traceroute output
that tracks the route that data packets follow when traveling
from one computer/device to another). Generally, this pro-
posed mechanism operates by performing the following key
steps: Data Collection, Separation of Traceroute and Delay
data, Identification of High and Low Delay cases, Generation
of the Correlation Matrix, Calculation of the Impact Score
(both for a single time and per period) and finally makes a
comparison between the data to discover the links with the
highest probability of performance problems. An overview
of the solution is presented in Figure 1 and the notation of
the formulations used throughout the paper is summarized in
Table 2.

Initially, the method inputs network infrastructure data,
which is collected at one-minute intervals. This dataset in-
cludes comprehensive end-to-end delay measurements (de-
noted as M) alongside traceroute data that reveals the spe-
cific communication paths between network nodes, i.e., the
constituent links forming set V. These data points, obtained
through specialized network monitoring and measurement
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Figure 1. Solution overview.

Table 2. Notation

| Symbol | Description

M Delay measurements data.

N Communication links set used.

A High Delay Cases.

A, Communication links in High Delay case a.

B Low Delay Cases .

By Communication links in Low Delay case b.

Ca High Delay Case Correlation Matrix.

Cp Low Delay Case Correlation Matrix.

Cij Pearson Correlation Coefficient between ¢
and j.

Score’,i m | Impact Score of link n as cause of case m on
time k.

tools, are crucial for diagnosing and addressing performance
degradation. Once collected, the method identifies instances
of high delay, defined as end-to-end delays exceeding 60
milliseconds. These cases, considered above the accept-
able threshold for ISP environments, are grouped into set A
[Scarpitta et al., 2023; BinSahaq ef al., 2022]. Cases with
delays below this threshold are classified as low delay and
grouped into set B. Based on the processed traceroute data,
after applying link-level filtering, the method identifies and
selects the specific links that appear in the communication
paths of both high and low delay cases. This step establishes
a structured mapping between each delay case (from sets A
and B) and the set of links traversed in its corresponding net-
work path.

Once the delay cases and their corresponding links are or-
ganized, we proceed to calculate the correlation matrices for
these two types of cases: one correlation matrix, C'4, is de-
fined for High Delay Cases, and another, C'g, for Low De-
lay Cases. Note that the dimensions of each matrix will cor-
respond to the number of links involved in their respective
cases, i.e., the union of links (|, A, and | J, Bs). From these
correlation matrices we calculate the Impact Index of a link,
denoted as S coren m» Which represents the Impact Score of
link n as a cause of case m at time k. Initially, only data from
the generated matrix is used; subsequently, a time-weighted
score is calculated based on the period. These steps are de-
tailed in the following subsections.

Finally, it is important to highlight that this link impact

analysis, across both high and low delay cases, enables the
solution to determine whether a specific link consistently ex-
hibits a strong influence in high-delay scenarios while having
minimal impact in low-delay cases. Such a pattern provides
strong evidence that the link is a likely contributor to perfor-
mance degradation at a given point in time.

3.1 Data correlation

Data correlation techniques focus on detecting and measur-
ing relationships, dependencies, or associations between var-
ious variables or datasets [Li et al., 2021; Silveira et al.,
2023]. The correlation value increases as the relationship
between variables strengthens.

One of the most common techniques is the Pearson Cor-
relation Coefficient, typically represented as 7, which is cal-
culated using Equation 1. In this equation, x; and y; rep-
resent the data points of the two variables being correlated,
while = and y represent the mean (average) values of each
variable. Afterward, a correlation matrix C' is generated,
whereC; ; = r(z,y). It measures the strength and direction
of the linear relationship between two continuous variables.

Cij= > (@i —T)(yi — 7)
SRV ST S T

M

Regarding the properties of Pearson correlation, the coef-
ficient falls between -1 and 1, where: (i) C; ; = 1 denotes a
perfect positive linear correlation; (ii) C; ; = —1 denotes a
perfect negative linear correlation; and (iii) C; ; = 0 signi-
fies no linear correlation. Thus, C; ; > 0 signifies a positive
correlation, meaning that as one variable increases, the other
tends to increase as well. Conversely, C; ; < 0 indicates a
negative correlation, meaning that as one variable increases,
the other tends to decrease. Meanwhile, C; ; = 0 signi-
fies no linear correlation, indicating no linear relationship be-
tween the variables. Additional properties include symmetry,
meaning C; ; = C;;, and linearity, which evaluates the lin-
ear relationship between variables. However, Pearson corre-
lation is sensitive to outliers, which can significantly impact
the coefficient [Kim et al., 2015]. In this study, a correlation
matrix is generated for the communication links within the
network infrastructure involved in performance issues. Each
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element of the matrix is subsequently used in calculating the
Impact Score, as described below.

3.2 Impact Score

Once the correlation matrix has been calculated from the
data, it’s important to extract insights regarding the network
infrastructure’s current state. To identify which communi-
cation links contribute to end-to-end delays, we introduced
the Impact Score. This metric quantifies the degree to which
a communication link contributes to scenarios of both high
and low delay within the network infrastructure, thereby pro-
viding a clear indicator of its overall impact on network
performance. The calculation of the Score is performed in
two phases: initially, the Score for a specific time is calcu-
lated and, subsequently, the Score is weighted according to
time, where the closer the Score is to the analysis period, the
greater the weight. The Impact Score at a given moment is
defined by the Equation 2, where [C; ; > 0] is a function re-
turning 1 if C} ; is positive (greater than 0) and 0 otherwise.
This allows the Impact Score to aggregate correlation values
for a specific link involved in high-delay paths, reflecting its
level of responsibility for the current network state.

m n
SCOT@mm = Z Z (Ci]‘ . [Cij > O]) (2)
i=1 j=1

The strength of the relationship between communication
links is reflected in the correlation values, with higher values
indicating stronger associations. Accordingly, the proposed
Impact Score is designed to identify the set of links that ex-
hibit the highest correlation with other links during instances
of high or low delay, enabling a targeted analysis of their
influence on network performance. Thus, a higher Impact
Score indicates a greater likelihood that the link contributes
to the performance issue.

To perform a temporal analysis of the Impact Score behav-
ior over a continuous measurement, a weighting system was
implemented for each measurement time. This solution was
applied to make it more intuitive to see the influence that a
measurement has on the route’s final delay. In this system,
the weight is applied in such a way that, as a result, the last
recorded measurement will have the greatest influence on the
result (weight w = 1). The oldest records, nevertheless, will
follow the formula that represents the Score of a specified
link made at time ¢;, as described in Equation 3, considering
to as the beginning of the delay measurement and ¢,, as the
end. Consequently, the earliest measurement exerts the least
influence on the final route delay, while the latest measure-
ment exerts the greatest influence on the result.

k
1

SCOT@?L,M = ; m * Scoren,m (3)
Equation 3 aims to deal with the dynamic nature of net-
work conditions and the need for a more robust analysis
that accounts for temporal variations in performance metrics.
In real-world scenarios, network delays and performance is-
sues are rarely static; they evolve due to varying traffic pat-
terns, resource utilization, and external factors such as hard-
ware failures or transient congestion. A single measurement,

Nobre et. al., 2025

while informative, may capture only a momentary state of the
network, potentially leading to inaccurate conclusions. For
example, a link might exhibit high delay in one instance due
to a temporary surge in traffic but perform normally in subse-
quent measurements. Relying solely on this single measure-
ment could result in false positives or negatives in identifying
problematic links.

The weighting approach in Equation 3 addresses this chal-
lenge by emphasizing more recent measurements while still
considering historical data. By assigning a decaying weight
to older measurements based on the temporal distance (¢ —
t;), the approach ensures that the most current data has the
greatest influence on the calculated impact score. This de-
sign reflects the principle that recent performance metrics
are more indicative of the current network state, while older
data provides context without disproportionately affecting
the analysis.

This temporal weighting also allows the model to smooth
out fluctuations and identify persistent trends in link perfor-
mance. Links that consistently contribute to delays over time
will naturally accumulate higher scores, providing stronger
evidence of their impact on network issues. Conversely,
links with transient performance problems will exhibit lower
cumulative scores, reducing the likelihood of misclassifica-
tion.

In summary, the approach applied in Equation 3 ensures
a balanced and context-aware analysis of network perfor-
mance, aligning with the need for proactive and informed
decision-making in dynamic network environments. By in-
corporating temporal factors into the scoring mechanism,
this method enhances the reliability and accuracy of identi-
fying links that significantly impact network performance.
Finally, it’s essential to note that correlation does not im-
ply causation; in other words, the presence of a correlation
between two variables does not mean one causes the other.
Therefore, the Impact Score is valuable in pinpointing per-
formance issues and enhancing the management of Internet
service providers.

4 Experiments

This section will describe how the experiments performed
were configured (Subsection 4.1) and discuss the results ob-
tained within this set of experiments performed, using real
network measurement data (Subsection 4.2). It is worth men-
tioning that the code developed, as well as the data used in
the experiments, are available in the project repository® and
with the necessary instructions for reproducibility.

4.1 Experiments Configurations

As mentioned before, to conduct realistic experiments, we
utilized data from RNP’s (MonIPE)® monitoring service,
which follows the international perfSONAR monitoring stan-
dard*. The choice of MonIPE was strategic due to its

Zhttps://github.com/LarcesUece/Correlation-Analysis-of-Network-
Monitoring-Data/

3www.rnp.br/en/ipe-network

4www.perfsonar.net
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Figure 2. Ipé Network.

comprehensive coverage and reliable data collection, while
perfSONAR provides standardized, high-precision measure-
ments that ensure data consistency, crucial for our correlation
analysis. In this setup, throughput measurements are col-
lected every four hours, delay measurements every minute,
and traceroute measurements every ten minutes throughout
the day. RNP’s network spans all 26 Brazilian states and the
Federal District, with each point exhibiting unique behavior
influenced by local conditions. This geographical diversity
strengthens the external validity of our approach. Figure 2
provides an overview of the network infrastructure, detail-
ing characteristics such as nodes, link capacity, geographic
distribution, and more.

Initially, all delay and traceroute data were collected over
six months. Subsequently, all delays for each route were se-
lected and filtered to select only high delays (greater than
60ms), classifying the results as good and bad, labeled as 0
and 1, respectively. After this filtering, the traceroute clos-
est to the time of occurrence of each high delay was selected.
The next step involved selecting fixed times for all high de-
lays to create a correction matrix using traceroute data of
the links traversed, compared against the complete end-to-
end route. Later, only the low-delay data was selected. The
above method was repeated to generate the same data ob-
tained with high delays for comparison purposes and to ex-
tract new information.

An important issue is the frequency of data collection. In-
creasing the frequency of data collection can enhance the ac-
curacy of the proposed method by capturing more detailed
variations in delay and improving the precision of correla-
tion analysis. This allows for quicker detection of emerg-
ing performance issues and more responsive Impact Score
calculations. However, it also introduces scalability chal-
lenges, as the higher volume of traceroute and delay data in-
creases the computational and storage demands. To maintain
efficiency, future implementations may require optimization
strategies such as incremental matrix updates, data aggrega-
tion techniques, or distributed processing frameworks. Bal-
ancing granularity and scalability is essential to ensure the
method remains both accurate and practical in larger or more
dynamic network environments.

Nobre et. al., 2025

4.2 Results

In this section, three results from the experiments performed
will be presented: Defined Correlation Matrices, Link Im-
pact Scores considering only one Time, and the Impact Score
considering a time interval, which is discussed in Sections
4.2.1,4.2.2 and 4.2.3, respectively.

4.2.1 Correlation Matrix Definition

At first, data were collected at two specific times on May 29,
2023, at 00:12 and 00:13. These times were chosen based on
the schedule that showed a higher frequency of high delay
measurements. Consequently, the resulting matrices differ
in size due to the varying quantities of delays classified as
high or low at specific times. Figure 3 presents the correla-
tion matrices for these scenarios. In the matrices, the values
C;,; represent the correlation coefficient between links uti-
lized in a route and the direct links where high delay measure-
ments occurred within a given timeframe. The Ipé Network
includes Points of Presence (PoPs) located in the capitals of
all Brazilian states, as well as the Federal District, with links
labeled by the abbreviations of their origin and destination
states.

From the correlation matrices, it can be observed in the
values in red that some communication links have a high
correlation with several cases of high delay in both mea-
surement times (such as the links CE — SP, AP — PA,
RS- SP,RS— PR,DF — MG, and SP — M@). In con-
trast, other links have a high correlation in one measurement,
but a low correlation in another (such as in the cases of the
links 7O — GO, DF — TO, and MG — BA).

High correlations between links like CE — SP and RS —
S P with several high-delay cases suggest their potential sig-
nificance in understanding network bottlenecks. These cor-
relations can direct attention to specific segments of the in-
frastructure that consistently exhibit problematic behavior.
Conversely, links such as TO — GO, which demonstrate
variability in correlation across different measurement inter-
vals, underscore the dynamic nature of network performance
and suggest that delay issues might be transient or context-
dependent.

Despite its utility, the correlation matrix has inherent limi-
tations that restrict its ability to serve as a standalone diagnos-
tic tool. Correlation does not imply causation; thus, while the
matrix identifies links associated with high delay, it cannot
confirm whether these links are the root causes of the perfor-
mance issues. For instance, a link might show a high correla-
tion with delays due to its proximity to the actual bottleneck,
rather than being the direct source of the problem. Addition-
ally, correlations can be influenced by transient events or out-
liers, which may not reflect consistent network behavior.

To enhance its effectiveness, the correlation matrix should
be used in conjunction with other analytical tools and metrics.
Combining the correlation matrix with the proposed tempo-
ral analyses (time-weighted impact scores) can help discern
patterns over extended periods, reducing the risk of misinter-
preting short-lived anomalies.
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4.2.2 TImpact Score on Single Period

While the correlation matrix offers useful insights into po-
tential causes of network issues, relying on it alone may not
provide a complete understanding of link performance or the
root causes of high delay. Using information from the corre-
lation matrix, Figure 4 presents the Scores for links involved
during periods of high and low delay. A higher score indi-
cates an increased likelihood that a communication link con-
tributes significantly to delay issues within the network. The
addition of the Impact Score refines the identification pro-
cess, highlighting specific links that may be responsible for
increased delays. In Figure 4, we observe the same links with
the highest Impact Scores, helping to pinpoint possible prob-
lem areas and enabling a more focused resolution for these
cases.

Additionally, when a link’s Score for High Delay is greater
than its Score for Low Delay, this strongly suggests that the
link contributes to performance issues, as its impact is more
pronounced in low-performance scenarios. An example of
this situation occurs in the links AC — RO, DF — MG,
MG — SP, and RS — PR, where there’s a vast difference
between the Score of High Delay and Low Delay. A simi-
lar pattern is observed in the links 7O — GO, PA — TO,
PB— PE,CFE — BA, and others, that the Score of Low De-
lay is greater than that of High Delay, indicating that these
links are not responsible for the cases of high delay.

However, when analyzing the data in Figure 4, cases of
substantial variation in Score between consecutive measure-
ments (i.e., within a one-minute interval) can be observed,
as occurs in links like AC — RO, CE — SP, MA — PI,
RR — AM. This finding suggests that relying on a single
measurement point may lead to premature conclusions, as a
measurement could capture only a transient instability in the
network infrastructure. Therefore, an analysis considering a
longer period tends to provide greater efficiency in identify-
ing the causes of performance problems. By extending the
evaluation across multiple measurement intervals, network
administrators can better differentiate between persistent is-
sues and temporary fluctuations, enabling targeted interven-
tions that enhance overall network performance and user ex-
perience.

4.2.3 Impact Score with Time Period

In order to enable an analysis of links from a temporal per-
spective, this article proposed an Impact Score considering a
period (as described in Section 3). In the experiments con-
ducted, a 10-minute analysis window was applied, mean-
ing 10 measurements were taken into account (covering data
from May 29th between 00h12 and 00h21) to determine the
Score of a link in both High Delay and Low Delay scenarios.
These results are illustrated in Figure5, showing the behav-
ior of the Score of the links at three different times (Figures
5(a) and 5(b)): one measurement (00h12), after five measure-
ments (00~ 16) and at the end of ten measurements (00h21).
Additionally, four specific cases are shown (in Figures 5(c)
and 5(d)) to discuss the conclusions arising from the applica-
tion of the solution proposed in this article.

Figures 5(a) and 5(b) show that, when considering a period
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Figure 4. Impact Score Results

of time, links with similar Scores diverge over time. This can
be observed with links AP — PA and CE — BA, which had
similar Scores at the beginning of the period (00/12) but by
the end of the period (00h21), the Score for AP — PA was
three times higher than that of CE — BA in the High De-
lay case. Conversely, the analysis of the period also reveals
cases of link instability (suchas CE— MG, M'S— MT, and
PR — SP), where the Scores fluctuate positively and nega-
tively. It is worth noting that a Score reduces from one period
to the next when the link in question was not used in any com-
munication route at the time of the respective measurement,
suggesting a reduced impact of that link on performance.

Among the identified situations, the most critical involves

links whose Impact Score for High Delay increases signifi-
cantly over time, while the Score for Low Delay shows only
minimal growth. This pattern is particularly evident in links
DF — MG and SP — MG, which are highlighted in Fig-
ure 5(c). The difference between the Scores (for high and
low delay) for these links expands exponentially, indicating
a high level of involvement in performance issues and sug-
gesting they may be a (partial or total) cause. In contrast, Fig-
ure 5(d) presents two cases where the likelihood of the links
being related to performance issues is very low. This con-
clusion arises from the fact that the Scores for high and low
delay remain similar over time (as seen with link RR— AM)
or the Score for Low Delay exceeds that of High Delay (as
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Figure 5. Period of time-based Score

in the case of link 70O — GO).

Based on the experimental analysis conducted in this
study, we conclude that the proposed mechanism offers a sig-
nificant advantage for ISP management and network perfor-
mance. The precise identification of potential causes of net-
work underperformance enables managers to optimize per-
formance, reduce costs, and improve user satisfaction. Con-
sequently, our mechanism enables network administrators
to make better-informed decisions, allowing them to proac-
tively resolve issues before they affect the network and its
users.

5 Final discussion

The proposed Time-Weighted Correlation Approach has
proven effective in identifying high-delay network links

within ISP infrastructures. By employing correlation tech-
niques to create an Impact Score, the methodology enhances
traditional monitoring capabilities, moving beyond simple
delay detection to provide a more detailed view of delay
sources within the network. This improvement can support
ISPs in making proactive decisions regarding network in-
frastructure adjustments and managing high-demand periods
with greater precision.

The approach presents several tangible operational bene-
fits. It allows for early identification of critical links that con-
tribute disproportionately to network delays, enabling timely
intervention. This feature is especially beneficial for ISP
management as it aids in capacity planning and QoS assur-
ance. By identifying problematic links, network administra-
tors can implement targeted actions, such as re-routing or re-
source allocation, ultimately improving overall network reli-
ability and user satisfaction.
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While the Impact Score provides valuable insights into
high-delay and low-delay periods, it is important to acknowl-
edge its limitations. The score does not establish causation
but rather highlights correlation, which transient conditions
or outliers could influence in network behavior. For this rea-
son, further validation steps, such as additional testing under
varied network conditions, could enhance the robustness of
the Impact Score’s reliability and the conclusions drawn from
it.

An interesting point is the impact of the organization and
size of the network infrastructure on the proposal. In smaller
networks or environments with lower traffic volumes, the
proposal may offer benefits such as improved interpretabil-
ity and lower computational overhead. With fewer nodes and
links, correlation matrices are simpler and Impact Scores are
easier to analyze, potentially enabling faster and more ac-
curate identification of problematic links. Additionally, re-
duced network complexity enhances the traceability of delay
sources, making the method highly suitable for targeted diag-
nostics in small-scale scenarios. However, limitations arise
due to reduced data diversity and less frequent network vari-
ation. Fewer delay cases can weaken the statistical reliabil-
ity of correlation results, and sparse matrices may limit the
method’s ability to highlight meaningful patterns. To address
these issues, adaptations such as longer data collection win-
dows or the incorporation of additional performance metrics
(e.g., jitter or packet loss) could improve robustness.

Another important point is the network dynamics, where
several challenges may hinder the effectiveness of the pro-
posed solution. One key issue is the frequent variation in
traceroute data, which can make it difficult to establish stable
correlation patterns over time. As routes change rapidly, the
set of links involved in communication paths may vary sig-
nificantly between measurements, reducing the consistency
needed for meaningful statistical analysis. Additionally, the
appearance and disappearance of links from communication
routes introduce discontinuities in the Impact Score calcu-
lation. As previously discussed, the score for a given link
decreases when it is not present in any end-to-end route dur-
ing a measurement period. In highly dynamic environments,
such behavior is more frequent, potentially leading to under-
estimation of a link’s impact or misinterpretation of its rele-
vance. This instability can impact the identification of per-
sistent performance issues and may require adaptive mecha-
nisms to maintain the accuracy and reliability of the analysis.

6 Conclusion and Future Work

This paper presents an approach for identifying high delays
in network connections, introducing the Time-Based Impact
Score, which relies on data correlation techniques and in-
formation from network monitoring tools. In general, the
developed solution allows network administrators to iden-
tify whether the network communication links have active
and impactful participation in cases of performance prob-
lems, considering that they are part of the network commu-
nication routes. This approach allows administrators to de-
termine whether heavily utilized links are impacting overall
network performance and highlights potential areas within

Nobre et. al., 2025

the network infrastructure that may require expansion or in-
creased data transmission capacity.

Experiments using real data from RNP’s Ipé Network con-
firm the effectiveness of the proposed mechanism in iden-
tifying specific network links that contribute to significant
end-to-end delays, thereby helping to mitigate performance
issues within the network and its services. These results un-
derscore the utility of the proposed approach, highlighting its
potential impact on enhancing performance and optimizing
network management.

In future work, we will explore additional features for the
Impact Score, such as incorporating machine learning mod-
els to predict delay trends based on historical data. Addi-
tionally, implementing real-time alerting systems when spe-
cific Impact Score thresholds are met could enhance its util-
ity as a network management tool. By integrating these re-
finements, the solution could further optimize network per-
formance management in ISP environments and sectors such
as smart cities and industrial loT, where network efficiency
is paramount. Additionally, another future work is the in-
clusion of additional network performance metrics (such as
bandwidth usage, jitter, or packet loss) could be explored
to enhance the robustness and precision of the proposed Im-
pact Score methodology. By integrating these complemen-
tary data sources into the correlation framework, the analy-
sis could capture a more holistic view of network behavior,
enabling the detection of performance issues caused not only
by delay but also by congestion or quality fluctuations. This
multi-metric approach would allow for the development of
a more nuanced impact assessment model, potentially lead-
ing to better prioritization of critical links and more accurate
root-cause analysis.
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