
Journal of Internet Services and Applications, 2025, 16:1, doi: 10.5753/jisa.2025.5252
 This work is licensed under a Creative Commons Attribution 4.0 International License..

A Comprehensive Review of Techniques, Methods, Processes,
Frameworks, and Tools for Privacy Requirements
StefanoLuppi Spósito [University of Brasília (UnB), Department of Computer Science, Brasília–DF,
Brazil| stefanoluppi@hotmail.com ]
João Francisco Gomes Targino  [ University of Brasília (UnB), Department of Computer Science,
Brasília–DF, Brazil| targino.joao@gmail.com ]
Geovana Ramos Sousa Silva  [ University of Brasília (UnB), Department of Computer Science,
Brasília–DF, Brazil| geovannna.1998@gmail.com ]
Laerte Peotta [ University of Brasília (UnB), Brasília–DF, Brazil | peotta@gmail.com ]
Daniel de Paula Porto [University of Brasília (UnB), Department of Computer Science, Brasília–DF,
Brazil | daniel.porto@unb.br ]
Fábio Lúcio Lopes Mendonça  [University of Brasília (UnB), Brasília–DF,
Brazil | fabio.mendonca@unb.br ]
Edna Dias Canedo [University of Brasília (UnB), Department of Computer Science, Brasília–DF,
Brazil | ednacanedo@unb.br ]

 Universidade de Brasília (UnB), Campus Darcy Ribeiro - Prédio CIC/EST, CEP 70910-900 - Brasília, DF - Brasil

Received: 30 November 2024 • Accepted: 12 May 2025 • Published: 19 August 2025

Abstract Context: Requirements Engineering (RE) relies on the collaboration of various roles—such as require-
ments engineers, stakeholders, and developers—and various techniques, methods, processes, frameworks, and tools.
This makes RE a highly human-dependent process that benefits greatly from tool support. Understanding how these
techniques, methods, processes, frameworks, and tools are applied across RE phases could provide valuable insights
into ways to enhance the RE process, contributing to more successful outcomes. Objective: The primary objec-
tive of this study is to identify the techniques, methods, processes, frameworks, and tools applied across different
requirements engineering phases—such as elicitation, analysis, specification, validation, and management—to ad-
dress privacy requirements. Method: We conducted a systematic literature review (SLR) and identified 125 primary
studies, and we also conducted a survey with 37 practitioners. Results: Our review identified a range of techniques,
methods, processes, frameworks, and tools for addressing privacy requirements. Most studies were conducted in
academic contexts, with the most frequently used tools being: PriS Method, Secure Tropos, LINDDUN, i* (i-star),
STRAP (Structured Analysis for Privacy), Privacy by Design (PbD), and SQUARE. Additionally, over 75% of the
studies applied these tools in the privacy requirements elicitation phase. In the industry, most of the techniques
identified in the literature are not known or used by practitioners. Conclusion:This study provides a comprehen-
sive analysis of techniques and tools for privacy requirements in RE, revealing a strong focus on academic contexts
with limited industry application. Future research should explore the scalability and effectiveness of these tools in
real-world environments, as well as the reasons why practitioners do not use them.
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1 Introduction

In today’s increasingly digital world, privacy has become
a central concern in software development Cheung and Liu
(2023); Golda et al. (2024). As the volume of personal data
processed by applications and systems grows, ensuring pri-
vacy is a legal requirement and a fundamental ethical respon-
sibility. The challenge of integrating privacy into software
development lies in identifying the appropriate techniques,
methods, processes, frameworks, and tools that can effec-
tively address privacy concerns throughout the software life-
cycle Canedo et al. (2023, 2021a).
From elicitation and managing requirements to the final

stages of development and deployment, privacy must be
considered at every stage to avoid potential risks, breaches,
and non-compliance with regulations such as the General

Data Protection Regulation (GDPR) Parliament and Coun-
cil (2018) and the Brazilian General Data Protection Law
(LGPD) Brasil (2018). Additionally, the interest in Artifi-
cial Intelligence (AI)-based systems has been growing accel-
erated, both among software development teams and society
at large. As a result, privacy concerns have also increased at
the same rate Cheung and Liu (2023); Golda et al. (2024).

As AI technologies are increasingly integrated into var-
ious applications, from personalized services to predictive
analytics, the amount of sensitive data being processed has
surged, raising significant privacy and security challenges.
This intensifies the need for robust privacy measures and
privacy-aware design in AI systems to ensure that user data
is handled responsibly and in compliance with evolving reg-
ulations Golda et al. (2024). One of the critical aspects of
addressing privacy concerns in software development is the
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application of effective requirement engineering techniques.
In particular, understanding and applying existing techniques
from the engineering of requirements field, such as elici-
tation, specification, validation, and management, is essen-
tial for ensuring that privacy requirements are adequately de-
fined, prioritized, and incorporated into the system design.
These techniques provide structured approaches for identi-
fying privacy needs, assessing potential privacy risks, and
ensuring privacy is maintained throughout the development
process Canedo et al. (2023).
Privacy requirements must be addressed from the early

stages of software development. This includes identifying,
analyzing, specifying, validating, and managing these re-
quirements to prevent data breaches and ensure compliance
with regulations such as the GDPR Parliament and Coun-
cil (2018) and Brazil’s LGPD Sâmmara ellen Renner Ferrão
(2024); Canedo et al. (2021b). Techniques from Require-
ments Engineering (RE) offer structured approaches to this
process and can help identify privacy needs, assess risks, and
guide design decisions. However, defining and managing
privacy requirements remains a complex task, often hindered
by the difficulty of translating legal obligations into tech-
nical specifications and balancing them with other system
goals. Given this complexity, it is essential to investigate
how privacy-related techniques, methods, processes, frame-
works, and tools are applied across the RE phases.
We conducted a Systematic Literature Review (SLR) to

identify and analyze 125 primary studies that propose or ap-
ply approaches for addressing privacy requirements across
RE phases. Complementing the SLR, we also carried out a
survey with 37 industry practitioners to understand the prac-
tical adoption of these approaches and the challenges faced
in real-world scenarios. These two methods allowed us to
compare academic and industrial perspectives and to assess
the alignment — or lack thereof — between them.
The main goal of this study is to identify and classify

the techniques, methods, processes, frameworks, and tools
used across the different RE phases to support the defini-
tion and implementation of privacy requirements. Addition-
ally, we aim to assess how these approaches are applied
in both academic and industrial contexts, identify the main
challenges encountered in practice, and evaluate the appli-
cability and scalability of existing solutions. By synthesiz-
ing evidence from the literature and industry, this study con-
tributes to bridging the gap between theory and practice and
supports the development of privacy-aware software systems
that comply with current data protection regulations.
Our findings reveal that SQUARE, Secure Tropos, PriS, i*

(i-Star), LINDDUN, STRAP, and Privacy by Design are the
most commonly used techniques. Most of these techniques
are applied exclusively during the requirements elicitation
phase. The article is structured as follows: In Section 2 dis-
cusses relatedwork relevant to this research, alongwith back-
ground information and key concepts necessary for under-
standing the study. Section 3 presents the research methodol-
ogy, detailing the systematic literature review (SLR) process,
from formulating the research questions to the final selection
of studies. Section 4 presents the results of the SLR, high-
lighting the main characteristics of the collected studies and
providing answers to the identified research questions. Sec-

tion 5 describes the findings from the survey conducted in
this study, while Section 6 offers a general discussion of the
results obtained throughout the SLR. Additionally, Section
7 outlines the threats to the validity of this study, identified
during the systematic review process and result analysis. Fi-
nally, Section 8 presents the overall conclusions of the study.

2 Background and Related Work

2.1 Foundational Knowledge

Privacy is regarded as a multifaceted and dynamic concept
that extends beyond themere control of individuals over their
personal information Gharib et al. (2017). It encompasses
the fundamental right of every individual to manage their
data and make decisions about how, when, and with whom
this information is shared Kalloniatis et al. (2005). Contem-
porary privacy is not limited to protection against state or
corporate surveillance; it also includes the broader principle
of informational self-determination Silva et al. (2018).
Veseli et al. (2019) proposed three domains in which pri-

vacy engineers are responsible for exercising and promot-
ing privacy: 1) User Sphere – this domain encompasses the
devices used by the user, emphasizing that each individual
should have complete control over their devices and, con-
sequently, over the information contained within them; 2)
Recipient Sphere – this refers to the organizational context,
where privacy engineers are tasked with minimizing the risks
of confidential data leaks and privacy breaches; and 3) Joint
Sphere – this consists of companies that hold individuals’ per-
sonal data. Like the recipient sphere, privacy engineers must
minimize the risks of data leaks and employ appropriate tools
to ensure data privacy and security.
As early as 2005, Kalloniatis et al. (2005) warned about

the growing risks to individual privacy worldwide due to the
increasing Internet use. The authors emphasized the need for
a methodology to address privacy requirements. One of their
recommendations was to pursue international harmonization
of privacy legislation. However, they also noted a significant
challenge: cultural differences would make such harmoniza-
tion extremely difficult. This prediction has proven accurate,
as modern privacy laws across countries share some similar-
ities but remain distinct, making a unified global regulation
unfeasible.
Brazilian Data Protection Law (LGPD) Brasil (2018), es-

tablished by Law No. 13,709/2018, regulates the process-
ing of personal data, both physical and digital, by public
and private organizations. The law, inspired by the General
Data Protection Regulation (GDPR) Parliament and Coun-
cil (2018), aims to protect fundamental rights of freedom
and privacy, ensuring transparency in using personal infor-
mation. The LGPD Brasil (2018) and GDPR Parliament and
Council (2018) share several principles, emphasizing trans-
parency, necessity, security, and the specific purpose of data
use. Additionally, these regulations grant individuals similar
rights, such as access, correction, deletion, and portability of
their data, alongwith the right to be informed about using and
sharing their information. In addition to the privacy princi-
ples outlined and defined in the LGPD Brasil (2018), Alves
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and Neves (2021) proposed privacy standards in compliance
with the law based on perceptions gathered from interviews
with practitioners in the information technology field. This
wasmotivated by the need to create standards to identify prin-
ciples and ensure compliance with the respective privacy reg-
ulations.
Privacy requirements refer to the conditions, standards,

and regulations that protect personal data and safeguard indi-
viduals’ privacy rights. These requirements often arise from
legal frameworks such as the GDPR and the LGPD. They
aim to define how personal data should be collected, pro-
cessed, stored, and shared, ensuring transparency, account-
ability, and the right to privacy for individuals Canedo et al.
(2023). The primary goal of privacy requirements engineer-
ing is to clearly define and understand a system’s privacy re-
quirements, ensuring seamless integration into the system’s
design and development. This process often involves con-
ducting risk analyses, threat assessments, and privacy impact
assessments to identify and address potential privacy risks.
Once privacy requirements are identified and defined, the
focus shifts to designing solutions that fulfill these require-
ments, a process known as privacy design engineering. This
phase may involve implementing specific technologies or
strategies, such as encryption or anonymization, to safeguard
user privacy and data. Adopting a risk-based approach fur-
ther ensures that privacy designs align with established risk
management principles Herwanto et al. (2024a). There are
several techniques for designing privacy requirements. No-
tario et al. (2015) approached this from two perspectives: a
goal-oriented approach and a risk-based approach. The goal-
oriented perspective focuses on deriving privacy principles
and establishing them as system requirements. Privacy or
data protection goals are often derived from fundamental pri-
vacy principles and legal frameworks. Hansen et al. (2015)
identified six core data protection goals: Confidentiality, In-
tegrity, Availability, Unlinkability, Transparency, and Inter-
venability.

2.2 Related Work
Sâmmara ellen Renner Ferrão (2024) proposed a taxonomy
of privacy requirements to support software development
teams in overcoming legal compliance challenges, particu-
larly those related to LGPD and ISO/IEC 29100. Using a
systematic literature review (SLR), the authors identified 10
primary studies as the foundation for their work. Applying
the Goal-Based Requirements Analysis Method (GBRAM)
and Grounded Theory, they formulated 129 privacy require-
ments, categorized into 10 groups aligned with LGPD prin-
ciples and distributed across 5 application contexts: Soft-
ware, Research, Governance, Public Management, and In-
frastructure. The taxonomy was validated through a case
study involving Open Banking projects at three major Brazil-
ian banks, demonstrating its utility in guiding software teams
in effectively specifying privacy requirements.
Frej et al. (2024) developed an automated tool to stream-

line the assessment and implementation of LGPD principles,
aiming to assist organizations in ensuring compliance with
the privacy requirements mandated by the law. Testing of
the tool demonstrated its efficiency and accessibility, offer-

ing a practical solution to address the regulatory challenges
posed by the LGPD.
Camêlo and Alves (2023) proposed a catalog of privacy

patterns and a guide named G-Priv to support the specifica-
tion of privacy requirements in compliance with the LGPD.
They conducted a survey with 18 professionals to evaluate
G-Priv, which was easy to understand, particularly in defin-
ing the roles and responsibilities of stakeholders involved in
the guide’s four stages. Survey participants also highlighted
the guide’s usability and efficiency, considering it a valuable
tool to assist requirements analysts in specifying privacy re-
quirements aligned with LGPD compliance.
Various methodologies contribute to a body of knowledge

encompassing methods, tools, privacy knowledge bases,
models, documentation, and other elements designed to help
software engineers create privacy-preserving systems. Caiza
et al. (2019) emphasized an urgent need for further research
to identify methods that support the development of systems
focused on data privacy. The authors highlighted the sig-
nificance of automated tools for broader industrial adoption.
This research addresses this gap by investigating the tech-
niques, methods, processes, frameworks, and tools used in
Requirements Engineering for elicitation, analysis, specifica-
tion, validation, and management of privacy requirements.

3 Research Methodology
We conducted a Systematic Literature Review (SLR) to iden-
tify and synthesize existing primary research studies on the
techniques, methods, processes, frameworks, and tools in
Requirements Engineering (RE) used in both literature and
industry for the elicitation, analysis, specification, valida-
tion, and management of privacy requirements. This SLR
aims to comprehensively analyze current research addressing
specific questions in the field. We followed the structured
methodology outlined in Kitchenham and Charters’ guide-
lines Keele et al. (2007), ensuring an unbiased, repeatable
approach to assess all available evidence from published pri-
mary studies. Our findings offer valuable insights for RE
researchers and practitioners by examining study methodolo-
gies, proposed solutions, and their application in both indus-
try and academia and identifying research gaps to suggest
critical areas for further exploration in privacy requirements
within the RE field.
The first and second authors developed the detailed review

protocol, conducted extensive searches, filtered studies, and
performed data extraction and analysis, all under the close
supervision of the third and fourth authors, who are highly
experienced in conducting SLRs in software engineering. To
synthesize the extracted data from the final set of 125 stud-
ies, we applied a meta-analysis technique Shelby and Vaske
(2008). This approach, commonly used in SLRs, involves an-
alyzing a large collection of structured data from individual
studies to integrate and summarize their key findings.

3.1 Research Questions
The set of research questions (RQs) was developed using
Wohlin’s approach Wohlin et al. (2012), focusing on the
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intervention, population, outcomes of interest, and context
in which the intervention is applied. This approach is ex-
plained as PICOC (Population, Intervention, Comparison,
Outcomes, and Context) in the guidelines by Kitchenham
and Charters Keele et al. (2007). Using the PICOC frame-
work, the following RQs were formulated, as shown in Table
1.

RQ.1 What techniques, methods, processes, frameworks, and
tools have been used in the literature to elicit, ana-
lyze, specification, validate, and manage privacy re-
quirements in different contexts?

RQ.2 How are the techniques, methods, processes, frame-
works, and tools identified in the literature and indus-
try used in the phases of requirements engineering for
privacy?

RQ.3 What are the challenges in eliciting privacy require-
ments?

The responses to the research questions will help identify
the techniques, methods, processes, frameworks, and tools,
alongwith the challenges noted in the literature on privacy re-
quirements and in the industry and their applications at each
stage of Requirements Engineering.

3.2 Search Strategy
First, we developed a search string by selecting key search
terms from the PICOC framework (see Table 1). Using these
identified terms, we created multiple search strings executed
across four online databases (see Table 2). We primarily
employed Boolean operators in constructing the final search
string, specifically AND and OR. The AND operator com-
bined key terms, and the OR operator connected synonyms.
We conducted several iterations of searches to optimize the
search strings for each database. During this process, we uti-
lized various search techniques, such as wildcards and stem-
ming, as recommended in the help sections of the digital li-
braries. The most effective search strings for each online
database were selected based on their ability to yield themost
relevant primary studies. We did not impose any specific
time range for the search, as our objective was to assess the
distribution of all identified primary studies.

Population
Techniques, methods, processes, frameworks, and tools in re-
quirements engineering for identification, specification, valida-
tion, verification, and management.

Intervention The techniques, methods, processes, frameworks, and tools uti-
lized to achieve the desired outcome.

Comparison This does not apply, as the objective of this research is not to
compare methods.

Outcomes
Techniques, methods, processes, frameworks, and tools used in
requirements engineering for identifying, specifying, validating,
verifying, and managing privacy requirements.

Context
Requirements Identification/ Requirements Specification/ Re-
quirements Validation/ Requirements Verification/ Require-
ments Management/ Requirements Engineering.

Table 1. PICOC for Research Questions

We employed two search procedures to identify relevant
research papers for the SLR: automatic and manual. The au-
tomatic search was conducted using the search engines of
scientific databases, while the manual search involved scan-
ning the reference lists of primary studies obtained from the

automatic search. We selected the scientific databases listed
in Table 2 for their comprehensive coverage of papers in
computer science and requirements engineering (RE) stud-
ies. To address the limitations of each database, we refined
our search string to align with the specific requirements and
configurations of each database’s search engine (see Table
2). To ensure relevance, each search string was adjusted and
executed multiple times. We then randomly selected 8-10
papers from each database to verify that the resulting studies
were the most relevant for our review. The finalized search
strings are provided in Table 2. Additionally, we performed
manual searches using backward and forward snowballing
techniques with the retrieved primary studies, which enabled
us to discover further relevant studies for our SLR, as recom-
mended by Achimugu et al. (2014).
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Figure 1. Number of Studies Identified and Selected by Digital Database

After the initial data extraction step, all BibTeX files were
downloaded and stored locally. Duplicate entries were then
managed using the slr-manager tool, which generated a new
file containing only unique BibTeX entries. After removing
duplicates, 1,906 studies remained, as shown in Figure 1.
The studies were selected based on well-defined inclusion

(IC) and exclusion criteria (EC) established during the proto-
col preparation for this SLR. We applied two inclusion and
four exclusion criteria to filter the identified papers, ensuring
the final selection aligned with our review objectives and re-
search questions. These criteria were refined throughout the
search and filtering processes to create an unbiased set of pa-
pers. The finalized criteria were applied to all downloaded
full-text papers to select the most relevant studies. Consis-
tent with standard practices in systematic literature reviews
(SLRs), we excluded review papers, workshop or magazine
articles, and grey literature from our analysis.

(IC1) The study presents techniques, methods, processes,
frameworks, or tools related to software privacy require-
ments;

(IC2) The study is a peer-reviewed research article (i.e., a jour-
nal article or conference paper).

(EC1) The study is outside the context of requirements engi-
neering (e.g., software architecture, distributed systems,
VANETS).

(EC2) The study is not a full paper (e.g., fewer than 6 pages).
(EC3) The study is not a primary work (e.g., a literature review

or a duplicated/extended paper).
(EC4) The study is not written in a language understood by the

authors (e.g., a language other than English, Portuguese,
or Spanish).

According to the inclusion and exclusion criteria estab-
lished, we classified all studies as follows: 1) Rejected -

https://github.com/GeovanaRamos/slr-manager/blob/main/slr-manager.py
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Database Search String
Original String ``privacy requirements" AND (elicitation OR identification OR gathering OR specification OR analysis OR

validation OR verification OR documentation OR management OR engineering) AND ( method OR methodology OR
technique OR process OR tool OR framework)

ACM Digital Library [All:``privacy requirements"] AND [[All: elicitation] OR [All: identification] OR [All: gathering] OR [All:
specification] OR [All: analysis] OR [All: validation] OR [All: verification] OR [All: documentation] OR
[All: management] OR [All: engineering]] AND [[All: method] OR [All: methodology] OR [All: technique] OR
[All: process] OR [All: tool] OR [All: framework]]

IEEE Xplore ``privacy requirements" AND (elicitation OR identification OR gathering OR specification OR analysis OR
validation OR verification OR documentation OR management OR engineering) AND ( method OR methodology OR
technique OR process OR tool OR framework)

Scopus TITLE-ABS-KEY (``privacy requirements" AND ( elicitation OR identification OR gathering OR specification
OR analysis OR validation OR verification OR documentation OR management OR engineering ) AND ( method OR
methodology OR technique OR process OR tool OR framework))

Web of Science ``privacy requirements" AND (elicitation OR identification OR gathering OR specification OR analysis OR
validation OR verification OR documentation OR management OR engineering) AND (method OR methodology OR
technique OR process OR tool OR framework)

Table 2. Research String per Database

ABS: The study was rejected based on its abstract, as it was
found to meet one of the rejection criteria or was not related
to privacy or privacy requirements elicitation; 2) Rejected -
FText: The study was rejected for failing to meet the mini-
mum page count required for a full paper, not being a primary
work, or lacking content that aligns with the acceptance cri-
teria; 3) Rejected - QA: The study does not meet the quality
criteria defined in this research, as outlined in Section 3.3;
and Accepted: The study meets all requirements.

3.3 Quality Assessment
We defined six criteria for the identified studies’ Quality As-
sessment (QA). These criteria were essential to ensure that
the selected studies significantly contribute to the understand-
ing and advancement of privacy requirements practices. We
developed a scoring mechanism with predefined questions
related to paper quality that includes five levels of evalua-
tion, ranging from low to high: very poor (1), inadequate
(2), moderate (3), good (4), and excellent (5). Each paper
was assigned a score from 1 to 5 based on responses to the
following questions:

(QA1) Clarity in Application Context Definition: Does the
study clearly describe the context in which the privacy
requirements techniques or tools were applied, such as
the requirements engineering phase or the type of sys-
tem or application?

(QA2) Methodological Rigor in the Description of Tech-
niques and Methods: Does the study provide a de-
tailed and methodologically rigorous description of the
privacy requirements techniques, methods, processes,
frameworks, or tools used?

(QA3) Empirical or Theoretical Evidence: Does the study
present empirical evidence (such as case studies, exper-
iments, or evaluations) or a solid theoretical basis sup-
porting the use of the proposed techniques or tools for
privacy requirements?

(QA4) Effectiveness Evaluation: Does the study discuss or
evaluate the effectiveness of the techniques, methods,
or tools in practice? Are data or examples provided
demonstrating how the techniques were successful or
what challenges were encountered?

(QA5) Consideration of Specific Privacy Aspects: Does the
study address specific aspects of privacy requirements,
such as compliance with regulations (e.g., GDPR,

LGPD), protection of sensitive data, or access control,
in a detailed and relevant manner?

(QA6) Relevance and Practical Applicability: Does the
study discuss the practical relevance of the techniques
or tools in various application contexts andwhether they
can be generalized or adapted to other environments or
industries?

(QA7) Transparency and Replicability: Does the study
present the results transparently, providing sufficient de-
tail for other researchers or practitioners to replicate the
techniques or methods in similar contexts?

This scoring mechanism was applied to the final set of pa-
pers, allowing us to assess the quality of the filtered studies.
We identified six low-quality studies with an average score
of less than 3 and excluded them from the paper set, resulting
in a final count of 125 papers. It is important to emphasize
that all criteria were equally important during the evaluation
of the studies; however, special attention is given to crite-
ria QA4 and QA7. This is because the techniques, methods,
processes, and frameworks must demonstrate proven effec-
tiveness and the possibility of replication. Additionally, a
clear explanation is required for any unresolved challenges
related to the selected study.

3.4 Conducting the SLR
During the SLR process, 1,904 studies were analyzed. Out
of these, 782 studies were eliminated based on their abstracts
and titles, 426 were excluded due to their content, and 93
were removed according to text quality criteria, where the
techniques presented in the respective texts were not com-
prehensible. Ultimately, 486 studies were selected for a
more detailed evaluation, in which techniques, methods, pro-
cesses, frameworks, or tools related to requirements engi-
neering were identified and cataloged. In the end, 70 studies
were classified as “Accepted,” meeting the acceptance crite-
ria and addressing the research questions. Additionally, 55
studies were found manually through searches conducted in
the DBLP database using the string “Privacy Requirements,”
as well as searches in the published studies of the (WER),
(Requirements Engineering Conference) e (REFSQ), bring-
ing the total to 125 studies classified as accepted after this
review.
Figure 2 visually illustrates the stages of the study selec-

tion process. “Collecting Papers” represents the initial stage

http://wer.inf.puc-rio.br
https://conf.researchr.org/track/RE-2023/RE-2023-Research-Papers?event-overview
https://2024.refsq.org
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of gathering studies retrieved from digital databases, along
with the number of studies at each phase of the process.
“Removing Duplicates” denotes eliminating duplicate stud-
ies and the resulting counts. “Removing by Abstract” indi-
cates the number of papers remaining after applying selection
criteria to the titles and abstracts. “Removing by Full-text
and QA” refers to the number of studies left after applying
the selection criteria to the full text of the studies. “Remov-
ing by RE Context” involves the removal of papers that ad-
dressed privacy but had no connection to the requirements
engineering process. Finally, “Selected Papers” presents
the studies chosen for data extraction, while “Manual Re-
search” indicates the number of studies selected throughman-
ual searches.

QA = quality assessment RE = Requirements Engineering
Figure 2. Stages of the Study Selection Process

During the data extraction procedure, the researchers care-
fully reviewed the primary studies. A peer-review process
was implemented, where two researchers extracted data from
the same studies, and a third researcher resolved disagree-
ments. To align the researchers’ understanding in address-
ing the research questions, we extracted pilot data using a
small sample of papers. The pilot involved five randomly
selected primary studies, and the researchers discussed any
discrepancies found in their individual results. All relevant
information from each study was compiled in a table, as pre-
sented in Table 1. Selected Papers (2005-2024) (available in
the Supplementary Material on Zenodo).
All selected primary studies were published between 2005

and 2024. Figure 3 illustrates the distribution of these studies
by publication year. From 2005 to 2017, the annual number
of publications remained low. However, starting in 2018,
there has been a gradual increase in the number of studies.
This trend suggests a growing interest and productivity in
privacy research, likely driven by the implementation of sig-
nificant data privacy laws, such as the General Data Protec-
tion Regulation (GDPR) Parliament and Council (2018) and
Brazil’s General Data Protection Law (LGPD) Brasil (2018).
Please note that the paper list was compiled in early 2024, so
additional studies may have been published since our search.
To ensure consistent analysis and data extraction from

each study, we created a Google Form containing 36 ques-
tions (Table 3). The questions were formulated based on our
research questions (RQs) and adapted from the framework
proposed by Hidellaarachchi et al. (2021). Table 1. Selected
Papers (2005-2024) available in the supplementary material
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on Zenodo lists the primary studies identified as relevant for
answering each RQ. In the following sections, we will dis-
cuss the answers to our RQs in detail.

4 SLR Results
Based on the previously presented selection criteria, data
from the 125 accepted studies were extracted clearly and ob-
jectively using the extraction form. These results allowed
us to establish the relationship between all studies and their
respective research questions and identify the primary tech-
niques, methods, processes, frameworks, and tools used
in the privacy requirements elicitation process and, conse-
quently, in the requirements engineering process. It is im-
portant to note that some studies did not provide sufficiently
clear data to fill out all fields of the extraction form. How-
ever, this was not considered a limitation, as the acceptance
and quality criteria had already been applied to these studies,
and they were classified as accepted.
Figure 4 illustrates the number of studies categorized by

the methods used in the selected research. Case studies rep-
resented the largest category, with 29 primary studies em-
ploying this method to address privacy requirements. The
second most common method was documentation analysis,
utilized in 22 studies. Frameworks and modeling were each
observed in 20 studies. Additionally, 15 studies employed
surveys, while 10 used other unspecified methods. Finally,
8 studies utilized interviews as their primary method.
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Figure 4. Number of Studies by Methods

Of the 125 primary studies, 40 focused on one of the
requirements engineering phases, presenting specific tools
for their respective phases or indicating how their results
would impact them. These studies are: Sangaroonsilp et al.
(2023b), Kalloniatis et al. (2008), Kalloniatis et al. (2012),
Islam et al. (2015), Miyazaki et al. (2008), Kalloniatis et al.
(2005), Silva et al. (2018), Spiekermann and Cranor (2008),
Peixoto et al. (2023), Herwanto et al. (2024d), Salnitri
et al. (2020), Peixoto et al. (2019), Hörbe and Hötzendorfer
(2015), Stary and Heininger (2022), Kavakli et al. (2007),
Stach and Steimle (2019), Aslam et al. (2021), Zhao et al.
(2024), Diamantopoulou et al. (2017), Peixoto et al. (2020),
Savola (2010), Ferrão et al. (2024), Alkubaisy et al. (2019),

https://zenodo.org/records/15185984
https://zenodo.org/records/15185984
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ID Extraction Criteria
1 Study ID
2 Source Type
3 Paper Title
4 Published Year
5 The number of citations of the study?
6 What is the aim/motivation/goal of the study?
7 What research question does the study answer?
8 Subjects used in the study: Professionals or Undergraduates (Requirement Engineers/ Stakeholders/ Clients/ Students)?
9 What are the TECHNIQUES that are considered in the study?
10 What are the METHODS that are considered in the study?
11 What are the PROCESSES that are considered in the study?
12 What are the FRAMEWORKS that are considered in the study?
13 What are the TOOLS that are considered in the study?
14 What are the other things (not techniques, methods, processes, frameworks and tools) that are considered in the study?
15 What phases of the RE are considered in the study (Elicitation/ Specification/ Analysis/ Validation/ Management)?
16 Does the research identify the most affected RE phase by privacy requirements? (Yes/ No)
17 If Yes, What is the most affected RE Phase(s)?
18 Does the study use any existing domain models related to privacy requirements? (Yes/ No)
19 If yes, what are the existing domain models used in studies to identify privacy requirements?
20 Method used in the study(s)? (Case studies/Interviews/ Modelling /framework/ Document analysis/ surveys/ other)
21 Is the study conducted based on academia or industry?
22 The number of participants used in the study
23 What type of data analysis used in the study? (Qualitative/ Quantitative/ Mixed)
24 What are the key research gaps/ future work identified by each study?
25 Does the research focus on identifying the relationship between different privacy requirements? (Yes/ No)
26 If Yes, what are the identified relationships between different privacy requirements?
27 Does the research include how the privacy requirements impact on RE? (Yes/ No)
28 If Yes, what is the nature of the impact of the privacy requirements on RE? (Positive/ Negative/ Both)
29 If Positive, does the study mention the benefits of considering the privacy requirements?
30 If Negative, how it will impact on RE?
31 Does the study suggest any approach to mitigate the negative impact?
32 Main outcome/Results of the study?
33 Does the study come up with a framework/ model as the final outcome?
34 If Yes, what type of framework it is? (Elaborate the developed framework)
35 How do they evaluate their results/ framework/ model?
36 What are the major recommendations of the study?

Table 3. Data Extraction Form.

Ferraris and Gago (2020), Alves and Neves (2021), Ferrao
and Canedo (2022), Gramajo et al. (2020), Herwanto et al.
(2024a), Silva and Sarkis (2023), de Sá Sousa et al. (2023),
Peixoto et al. (2024), Alkubaisy et al. (2021b), Herwanto
et al. (2022), Piras et al. (2020), Canedo et al. (2020), Dia-
mantopoulou et al. (2020), Ebrahimi et al. (2021), Omitola
et al. (2022), Amaral et al. (2023), Makri et al. (2020).
Eighty-eight (88) primary studies were conducted in an

academic context, meaning the authors identified or pro-
posed techniques, methods, processes, frameworks, or tools
and tested their proposals with students or in hypothetical
projects. In contrast, 33 studies were conducted within an
industrial context, where authors tested their proposals us-
ing real software industry projects. Additionally, 4 studies
provided only a literature review of the techniques used and
illustrated their application.
Thirty-four (34) studies identified relationships between

different privacy requirements. For example, Tsohou et al.
(2020) assert that privacy requirements should align with
security, legal, and acceptance needs, addressing aspects
such as privacy by design, consent management, and privacy
impact assessments while ensuring compliance with GDPR
obligations. Additionally, Herwanto et al. (2022) identified
privacy as one of six core security requirements within IoT
systems, noting that privacy requirements are linked to con-
texts such as authentication, confidentiality, and access con-
trol. Furthermore, fifteen (15) studies highlighted the posi-
tive impacts of privacy requirements on requirements engi-
neering, six mentioned negative impacts, and fifty-six (56)
studies reported both positive and negative impacts, respec-

tively.

Overall, the primary studies highlighted that the posi-
tive impacts of privacy requirements on requirements engi-
neering include enhancing the understanding and fulfillment
of stakeholder needs, supporting organizational decision-
making Islam et al. (2015), guiding software development,
and managing regulatory compliance. By integrating pri-
vacy from the initial stages, rights violations are prevented,
user trust and data transparency are increased, and legal
compliance—such as with GDPR and LGPD—is ensured
Freund et al. (2023), resulting in more secure systems de-
signed with a focus on protecting user data privacy.

Regarding the negative aspects, studies highlight chal-
lenges associated with the complexity and confusion of im-
plementing privacy laws like the GDPR, including ambigu-
ous terminology and difficulties in translating legal princi-
ples into privacy requirements Huth andMatthes (2019). An-
other critical issue is the conflict between privacy require-
ments and other demands, such as identity management, par-
ticularly in IoT environments Ferraris and Gago (2020). Ad-
ditionally, the immutability of technologies like blockchain
can complicate compliance with data privacy laws requiring
personal data deletion. Studies also indicate that inadequate
management of privacy requirements can lead to low-quality
software and increase the risk of legal sanctions Piras et al.
(2020).
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4.1 RQ.1. What techniques, methods, pro-
cesses, frameworks, and tools have been
used in the literature to elicit, analyze,
specification, validate, and manage pri-
vacy requirements in different contexts?

The studies selected in this SLR presented various tech-
niques, methods, processes, frameworks, and tools either
proposed or applied within the literature in different stages of
Requirements Engineering. However, most studies utilized
one or more techniques, methods, processes, frameworks,
and tools already established in the literature. Table 4 shows
the studies and the respective methods employed in each.

SQUARE The Security Quality Requirements Engineer-
ing (SQUARE), developed by the software engineering in-
stitute’s networked systems survivability (NSS) program, is
designed to identify and prioritize security requirements in
software projects. Steps in the SQUARE process are Bi-
jwe and Mead (2010): 1. Agree on definitions; 2) Iden-
tify Assets and Privacy Goals; 3) Collect Artifacts; 4) Risk
Assessment; 5) Select Elicitation Technique; 6) Elicit Secu-
rity Requirements; 7) Categorize Requirements; 8) Prioritize
requirements; and 9) Inspect Requirements. Although the
process was originally developed for security requirements,
some studies have adapted and used the SQUARE to incor-
porate and address privacy requirements, such as Miyazaki
et al. (2008) and Mead et al. (2011). Bijwe and Mead (2010)
also adapted the SQUARE process for privacy requirements,
illustrating how SQUARE, primarily used for security re-
quirements, can be tailored to address privacy concerns. The
authors outlined the specific modifications needed at each
step of the SQUARE process to effectively align it with pri-
vacy requirements.

Secure Tropos The Secure Tropos method Mouratidis
and Giorgini (2007) is an extension of the original Tropos
methodology Castro et al. (2001), designed to integrate se-
curity concerns into the development of agent-oriented sys-
tems. Initially developed for modeling requirements inmulti-
agent systems, the method has been expanded to address se-
curity requirements from the early stages of requirements
engineering to its completion. The Secure Tropos method
primarily focuses on security requirements; however, it can
also be adapted to encompass privacy requirements. Stud-
ies by Mouratidis and Giorgini (2007) and Diamantopoulou
et al. (2018) evaluated Secure Tropos for eliciting security
and privacy requirements in a single scenario. The authors
also suggested modifications to enhance the method’s appli-
cability across different contexts. Islam et al. (2010) applied
the Secure Tropos method to elicit privacy and security re-
quirements from laws and regulations related to data privacy.

PriS Method The PriS method is a security requirements
engineering approach that integrates privacy requirements
from the outset of the software development process Kallo-
niatis et al. (2008). It treats privacy requirements as organi-
zational goals and proposes using privacy process patterns to

describe the impact of privacy requirements onses and busi-
ness proces identify the system architecture that best supports
these privacy processes. The PriS method follows four main
activities: 1) Privacy goal elicitation; 2) Impact analysis; 3)
Modeling of affected processes; and 4) Identification of im-
plementation techniques.

i* (i-star) The i* (i-star) framework is a goal- and actor-
oriented approach Yu et al. (2007). Its primary function is to
capture and analyze the strategic interactions between agents
or entities responsible for actions within a system, along with
the motivations driving these interactions. The framework
can be applied across various stages of software develop-
ment, such as requirements elicitation and analysis, system
design, and organizational analysis. Some studies, including
Peixoto and Silva (2018), utilize this framework to support
and compare their developed frameworks and models. In the
evaluation process of the framework developed in this study,
i* was one of three frameworks used for comparison.

LINDDUN The LINDDUN methodology is a systematic
framework designed to analyze and address system privacy
issues, focusing primarily on incorporating privacy from the
early stages of system development. This approach facili-
tates identifying potential privacy threats Deng et al. (2011).
LINDDUN is based on decomposing privacy threats into
seven main categories, represented by the acronym from
which it derives its name: 1) Linkability: Focuses on the
ability to link two or more activities or attributes to a single
individual; 2) Identifiability: Refers to the ability to identify
an individual within a dataset; 3) Non-repudiation: Ensures
that an individual cannot deny having performed a particu-
lar action; 4) Detectability: Involves an attacker’s ability to
detect whether specific data is present in a dataset; 5) Dis-
closure of Information: Relates to the leakage of personal
information, even when it is not directly associated with an
individual; 6) Unawareness: Addresses an individual’s lack
of awareness regarding how their data is being used; and
7) Non-compliance: Concerns the failure to adhere to pri-
vacy laws and regulations. It is also important to note that
this methodology provides a detailed taxonomy of privacy
threats and their impacts and suggestedmitigation techniques
tailored to the system development scenario and identified
risks. Some studies use the LINDDUNmethodology as both
a foundation and a reference, as demonstrated in the study by
Veseli et al. (2019). This study identifies 56 privacy threats
categorized within the LINDDUN framework and provides
recommendations for appropriate mitigation mechanisms for
each identified threat.

STRuctured Analysis for Privacy (STRAP) The STRAP
framework Jensen et al. (2005) is a lightweight, structured
approach for analyzing privacy vulnerabilities in system de-
sign. This framework uses goal-oriented analysis to identify
privacy vulnerabilities, categorize them, and propose solu-
tions or strategies to mitigate them. The STRAP framework
consists of four steps: 1) Analysis: System actors, goals, and
components are identified, and a set of analytical questions
is applied to each goal and sub-goal; 2) Refinement: Once

https://insights.sei.cmu.edu/documents/751/2005_005_001_14594.pdf
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Name Type References
Security quality
requirements engineering
(SQUARE)

Process Bijwe and Mead (2010), Miyazaki et al. (2008), Peixoto et al. (2023), Mead et al.
(2011), Mai et al. (2018), Salnitri et al. (2020), Pattakou et al. (2017), Pattakou
et al. (2018)

Secure Tropos Method Mouratidis et al. (2020), Argyropoulos et al. (2017), Mouratidis et al. (2012), Huth
and Matthes (2019), Alkubaisy et al. (2021a), Ganji et al. (2015), Peixoto et al.
(2023), Kalloniatis et al. (2013), Diamantopoulou et al. (2018), Kavakli et al. (2007),
Mouratidis and Giorgini (2007), Pattakou et al. (2017), Peixoto and Silva (2018),
Peixoto et al. (2020), Islam et al. (2010), Gharib et al. (2017), Pattakou et al.
(2018), Ferraris and Gago (2020), Diamantopoulou et al. (2020)

PriS Method Mouratidis et al. (2020), Argyropoulos et al. (2017), Kalloniatis et al. (2008),
Mouratidis et al. (2012), Kalloniatis et al. (2012), Huth and Matthes (2019), Beckers
(2012), Ganji et al. (2015), Kalloniatis et al. (2005), Peixoto et al. (2023),
Kalloniatis et al. (2013), Kavakli et al. (2006), Mead et al. (2011), Salnitri et al.
(2020), Dias Canedo et al. (2020), Kalloniatis et al. (2009), Gjermundrød et al. (2016),
Kavakli et al. (2007), Pattakou et al. (2017), Diamantopoulou et al. (2017), Coles
et al. (2018), Pattakou et al. (2018), Kalloniatis et al. (2007)

i* (i-star) Framework Deng et al. (2011), Mouratidis et al. (2020), Mouratidis et al. (2012), Huth and Matthes
(2019), Ganji et al. (2015), Salnitri et al. (2020), Kavakli et al. (2007), Peixoto and
Silva (2018), Peixoto et al. (2020), Pattakou et al. (2018)

LINDDUN Method Deng et al. (2011), Manna et al. (2022), Huth and Matthes (2019), Beckers (2012), Veseli
et al. (2019), Peixoto et al. (2023), Pattakou et al. (2017), Coles et al. (2018),
Pattakou et al. (2018), Omitola et al. (2022), Herwanto et al. (2024b)

STRuctured Analysis for
Privacy (STRAP)

Framework Kalloniatis et al. (2008), Mouratidis et al. (2012), Huth and Matthes (2019), Ganji
et al. (2015), Gharib et al. (2021), Kavakli et al. (2007), Jensen et al. (2005),
Pattakou et al. (2018)

Privacy By Design (PbD) Method Manna et al. (2022), Ganji et al. (2015), Freund et al. (2023), Kalloniatis et al.
(2005), Perera et al. (2020), Veseli et al. (2019), Martin et al. (2014), da Silva
et al. (2018), Hörbe and Hötzendorfer (2015), Pattakou et al. (2018), Mashaly et al.
(2022)

Table 4. Main Techniques, Methods, Processes, Frameworks, and Tools Used in the Literature

vulnerabilities are identified, the next step is deciding how to
eliminate or mitigate them depending on the context; 3) Eval-
uation: Different designs or solutions are compared based on
their effectiveness in reducing privacy risks; and 4) Iteration:
The framework supports an iterative process, allowing for
system re-evaluation to accommodate changes or new func-
tionalities as they arise.

Privacy By Design (PbD) Privacy by Design (PbD)
Cavoukian et al. (2021) is a method that integrates privacy
as a foundational principle in the design and development of
systems, processes, and products. PbD aims to ensure pri-
vacy is considered from the outset and throughout the en-
tire project lifecycle rather than treating it as a secondary
concern or an afterthought. PbD is built on seven funda-
mental principles Cavoukian et al. (2021): 1) Proactive, not
reactive; preventative, not remedial; 2) Privacy as the de-
fault setting; 3) Privacy embedded into design; 4) Full func-
tionality: positive-sum, not zero-sum; 5) End-to-end secu-
rity: full lifecycle protection; 6) Visibility and transparency:
keep it open; and 7) Respect for user privacy: keep it user-
centric. In this context, Pattakou et al. (2018) analyzed ex-
isting privacy methodologies, examining how LINDDUN,
SQUARE, and PriS align within the privacy framework by
design. The study assessed the compliance of these frame-
works and their support for PbD principles. The findings
showed satisfactory results for the evaluated methodologies,
confirming their compliance with PbD standards and their
capability to support PbD.

Proposed Additional Techniques In addition to the tech-
niques, methods, processes, frameworks, and tools previ-
ously presented, other studies have used one or more tech-
niques: 1) KAOS (Method) (Mouratidis et al. (2012),
Huth and Matthes (2019), Ganji et al. (2015), Peixoto

et al. (2023), Kavakli et al. (2007), Pattakou et al. (2017),
Peixoto et al. (2020)); 2) Goal-Based Requirements Anal-
ysis Method (GBRAM) (Method) ( Sangaroonsilp et al.
(2023b), Mouratidis et al. (2012), Huth and Matthes (2019),
Ganji et al. (2015), Kavakli et al. (2007), Ferrão et al.
(2024)); 3) Role-Based Access Control (RBAC) (Tech-
nique) (Mouratidis et al. (2012), Huth and Matthes (2019),
Ganji et al. (2015), Krishnan and Vorobyov (2015), Pat-
takou et al. (2018)); 4) STRIDE (Framework) ( Deng
et al. (2011), Veseli et al. (2019)); 5) PRIPARE (Method)
(Veseli et al. (2019), Herwanto et al. (2024d)); 6) P-STORE
(Method) (Herwanto et al. (2024d), Ansari et al. (2021));
7) ISO 29100 (Framework) (Freund et al. (2023), Mar-
tin et al. (2014), Ayala-Rivera and Pasquale (2018), Fer-
rão et al. (2024)); 8) Bellotti-Sellen Framework (Frame-
work) (Mouratidis et al. (2012), Kavakli et al. (2007),
Jensen et al. (2005)); 9) Moffett-Nuseibeh Framework (M-
N) (Framework) ( Mouratidis et al. (2012), Ganji et al.
(2015), Kavakli et al. (2007)); 10) SecTro (Tool) (Alkubaisy
et al. (2021a), Diamantopoulou et al. (2018), Salnitri et al.
(2020), Alkubaisy et al. (2021b)); 11) Privacy Criteria
Method (PCM) (Method) (Peixoto et al. (2023), Peixoto
et al. (2019), Dias Canedo et al. (2020), Peixoto et al.
(2024)); 12)ConfIS (Framework) (Alkubaisy et al. (2021a),
Alkubaisy et al. (2021b)); 13) SepTA (Method) (Salnitri
et al. (2020), Alkubaisy et al. (2021b)); 14) Privacy Im-
pact Assessment (PIA) (Method) (Manna et al. (2022),
Herwanto et al. (2024d), Ahmadian et al. (2019), Gopi
et al. (2024), Makri et al. (2020)); 15) Asia-Pacific Eco-
nomic Cooperation (APEC) Privacy Framework (Frame-
work) (Sangaroonsilp et al. (2023b), Sangaroonsilp et al.
(2023a), Gopi et al. (2024)); 16) Non-Functional Require-
ment Framework (NFR) (Framework) (Mouratidis et al.
(2012), Huth and Matthes (2019), Ganji et al. (2015), Stach
and Mitschang (2019), Peixoto et al. (2023), Peixoto and
Silva (2018), de Sá Sousa et al. (2023), Shah and Patel
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(2023)); 17) OECD Privacy Statement Generator (Tool)
(Miyazaki et al. (2008), Mead et al. (2011)); and 18) NIST
(Framework) (Roberts et al. (2023), Gopi et al. (2024),
Silva and Sarkis (2023)).
Additionally, Peixoto et al. (2020) presented a catalog of

privacy-related concepts, which includes I* (I-Star), Tropos,
Problem Frames, NFR Framework, SI* Framework, GRL,
Threat Model, Use Case Maps, SecBPMN-ml, UML4PF,
Data Flow Diagrams, KAOS, Goal/Agent Modeling, Se-
cure Tropos, Misuse Cases, UMLsec, UML, STS-ml, Legal
GRL, CORAS Risk Modeling, User Requirements Notation,
BPMN, Security-Aware Tropos, and Threat Tree. Finally, it
is important to note that many of the primary studies identi-
fied in the SLR propose a framework or model that can serve
as a tool in the requirements engineering stages to address
privacy requirements, as shown in Table 5.

RQ.1 Summary: According to the literature, the
most commonly used techniques, methods, pro-
cesses, frameworks, and tools are: SQUARE, Secure
Tropos, PriS, I* (I-Star), LINDDUN, STRAP, and
Privacy by Design.

4.2 RQ.2. How are the techniques, methods,
processes, frameworks, and tools identi-
fied in the literature and industry used
in the phases of requirements engineering
for privacy?

Of the 125 primary studies selected, 48 focused on specific
stages of requirements engineering, as shown in Figure 5.
Most studies concentrated on the requirements elicitation
phase and proposed frameworks ormodels to address privacy
requirements. Table 6 presents all the studies along with the
respective phases of Requirements Engineering that they ad-
dress.
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Figure 5. Number of Studies by Requirements Engineering Phase

Management: Stary and Heininger (2022) introduced a
requirements management tool designed to support Cyber-
Physical Systems (CPS) to enhance user control and trans-
parency in managing privacy requirements. This tool en-
ables the automated execution of behavior models and val-
idates the model’s behavior during runtime. It facilitates pri-
vacy management by promoting transparent autonomy shar-
ing among the CPS components.
Elicitation: The studies Gharib et al. (2020) and Gharib

et al. (2021) presented the development of the COPri and
COPri v.2 ontologies, which aim to support the requirements
elicitation phase for privacy. These studies focused on creat-
ing and refining an ontology to address the issue of require-
ments engineers’ lack of understanding regarding specific
privacy needs, distinguishing them from other types of re-

quirements, such as security. The ontology provides a com-
prehensive and expressive set of key concepts and relation-
ships related to privacy, including consent from data sub-
jects, as well as risk assessment and management of privacy
threats, such as anonymization and data minimization.
Validation: Bijwe and Mead (2010) utilized the

SQUARE process to validate the privacy requirements nec-
essary for a software application. Specification: Deng et al.
(2011) and Veseli et al. (2019) employed the LINDDUN
framework to specify privacy requirements and presented
potential privacy threats categorized into the seven LIND-
DUN categories, thereby facilitating the process of specify-
ing privacy requirements. Analysis: Salnitri et al. (2020)
proposed a tool for modeling and analyzing requirements,
including privacy requirements, security requirements, and
trust requirements, aimed at minimizing the efforts of soft-
ware developers in understanding these requirements.

RQ.2 Summary: Most studies utilized techniques,
methods, processes, frameworks, and tools during
the requirements elicitation phase, while few studies
focused on the management, validation, and specifi-
cation stages.

4.3 RQ.3 What are the challenges in eliciting
privacy requirements?

Most studies selected in the SLR reported difficul-
ties/challenges in eliciting privacy requirements. However,
a pattern emerged in the problems mentioned, both in the
elicitation of privacy requirements and in their practical im-
plementation. The main problems and challenges identified
were: 1) an increase in the complexity of software devel-
opment, particularly during the requirements engineering
phase, and 2) a direct conflict with security requirements,
where, in some cases, team members cannot distinguish
between security requirements and privacy requirements.

4.3.1 Increase in Software Development Complexity

Most studies indicated that the primary challenge in eliciting
privacy requirements during the requirements engineering
phase was the increased complexity of activities involved in
this stage. This complexity arises from various factors, such
as the difficulty requirements analysts/engineers and stake-
holders have in understanding privacy requirements and how
to apply them in practice, as well as the challenges in com-
prehending existing data privacy regulations and standards.
Sangaroonsilp et al. (2023b), Beckers and Heisel (2012),

Manna et al. (2022), Kalloniatis et al. (2013), Thapa and
Camtepe (2021), and Zhao et al. (2024), mentioned that one
of the factors contributing to the increased complexity of soft-
ware development is related to the difficulties in understand-
ing and knowledge of privacy requirements. The authors em-
phasized that there is an additional burden of knowledge re-
garding privacy laws for developers when dealing with these
requirements. Furthermore, they noted that there is often
lower engagement from team members in addressing issues
related to privacy requirements, either due to the complexity
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Framework/Model Scope References
Privacy Requirements in IoT He et al. (2019) He et al. (2019), Stach and Mitschang (2019)
Privacy Concepts Beckers and Heisel (2012), Manna et al. (2022), Olukoya (2022), Salnitri et al.

(2020), Santana et al. (2022)
Privacy Threat and Requirements
Analysis

Deng et al. (2011), Alkubaisy et al. (2021a), Sindre and Opdahl (2005), Zimmermann
(2016), Salnitri et al. (2020), Ahmadian et al. (2019), Savola (2010), Sheth et al.
(2014), Huang et al. (2023), Gopi et al. (2024)

Privacy Requirements Elicitation Mouratidis et al. (2020), Argyropoulos et al. (2017), Sangaroonsilp et al. (2023b),
Miyazaki et al. (2008), Roberts et al. (2023), Freund et al. (2023), Breaux et al.
(2014), Martin et al. (2014), Peixoto et al. (2023), Kalloniatis et al. (2013),
Herwanto et al. (2024d), Mai et al. (2018), Peixoto et al. (2019), Dias Canedo
et al. (2020), Thapa and Camtepe (2021) Radics et al. (2013), Stary and Heininger
(2022), Gharib et al. (2016), Kavakli et al. (2007), Peixoto and Silva (2018),
Diamantopoulou et al. (2017), Coles et al. (2018), Islam et al. (2010), Piras
et al. (2020), Belhajjame et al. (2020), Kanwal et al. (2021), Rafiei and van der
Aalst (2021), Herwanto et al. (2024b), Liang et al. (2020), Herwanto et al. (2024c),
McDonald and Forte (2020), Herwanto et al. (2022), Shah and Patel (2023), Benthall
and Cummings (2024), Peixoto et al. (2024), Terra et al. (2022), Vieira et al.
(2023), de Jesus et al. (2024), Herwanto et al. (2024a), Gramajo et al. (2020),
Ferrao and Canedo (2022)

Privacy Requirements for Smart Toys Hung et al. (2016)
Security and Privacy Requirements
Alignment

Mouratidis et al. (2012), Islam et al. (2015), Beckers (2012), Alkubaisy et al.
(2019), Omitola et al. (2022), Makri et al. (2020), Anish et al. (2024), Alkubaisy
et al. (2021b)

PriS Kalloniatis et al. (2008), Kalloniatis et al. (2012), Kalloniatis et al. (2005),
Kavakli et al. (2006), Kalloniatis et al. (2009), Kalloniatis et al. (2007)

COPri Gharib et al. (2020), Gharib et al. (2021)
Privacy By Design, RBAC, PRET,
P-STORE, Privacy-Enhanced BPMN
(PE-BPMN), EPICUREAN, Secure Tropos,
STRAP, TrUStAPIS

Perera et al. (2020), Krishnan and Vorobyov (2015), Mead et al. (2011), Ansari
et al. (2021), Pullonen et al. (2019), Stach and Steimle (2019), Mouratidis and
Giorgini (2007), Jensen et al. (2005), Ferraris and Gago (2020)

Privacy Legislation Compliance Gjermundrød et al. (2016), Ayala-Rivera and Pasquale (2018), Ferrão et al. (2024),
Bondel et al. (2020a), Zinsmaier et al. (2020), Diamantopoulou et al. (2020), Anwar
and Gill (2021), Campanile et al. (2022), Mashaly et al. (2022), Amaral et al.
(2023), Santos et al. (2024), Valença et al. (2022), de Sá Sousa et al. (2023),
Alves and Neves (2021)

Privacy Requirements in Blockchain Aslam et al. (2021)
Privacy Requirements in the Metaverse Kang et al. (2023)

Table 5. Frameworks/Models Found

RE Phase Reference
Elicitation Kalloniatis et al. (2005), Kavakli et al. (2006), Kalloniatis et al. (2007), Kalloniatis et al. (2008),

Miyazaki et al. (2008), Mead et al. (2011), Beckers and Heisel (2012), Mouratidis et al. (2012), Kalloniatis
et al. (2012), Kalloniatis et al. (2013), Ganji et al. (2015), Anthonysamy et al. (2017), Pattakou et al.
(2017), Diamantopoulou et al. (2017), Islam et al. (2015), Silva et al. (2018), da Silva et al. (2018),
Huth and Matthes (2019), Rösch et al. (2019), Ahmadian et al. (2019), Stach and Steimle (2019), Alkubaisy
et al. (2019), Gharib et al. (2020), Peixoto et al. (2020), Ferraris and Gago (2020), Alkubaisy et al.
(2021a), Gharib et al. (2021), Ansari et al. (2021), Peixoto et al. (2023), Sangaroonsilp et al. (2023b),
Sangaroonsilp et al. (2023a), Freund et al. (2023), Herwanto et al. (2024d), Zhao et al. (2024), Ferrão
et al. (2024), Anish et al. (2024)

Analysis Jensen et al. (2005), Kavakli et al. (2007), Spiekermann and Cranor (2008), Savola (2010), Salnitri et al.
(2020), Pullonen et al. (2019)

Specification Hörbe and Hötzendorfer (2015), Gjermundrød et al. (2016), Veseli et al. (2019), Peixoto et al. (2019)
Validation Bijwe and Mead (2010)
Management Stary and Heininger (2022)

Table 6. Studies Related to Requirements Engineering Phases

of the privacy requirements themselves or the lack of appro-
priate tools to manage them.
Canedo et al. (2021a) and Herwanto et al. (2024d) also

highlighted that privacy requirements elicitation could com-
promise the agility of the development process. Canedo et al.
(2021a) investigated the challenges faced by agile software
teams in addressing privacy requirements and suggested that
development teams utilize checklists with simple language
to discuss and present privacy requirements to stakeholders.
This approach may help mitigate the negative impact on the
team’s agility. Additionally, Herwanto et al. (2024d) recom-
mended that agile teams use automated tools to review pri-
vacy requirements.
Miyazaki et al. (2008) emphasized the need for an effi-

cient methodology during the requirements engineering (RE)
phase to address privacy requirements, as managing these re-
quirements is complex given the time constraints of RE activ-

ities. This process also demands practitioners to be familiar
with data privacy laws and the techniques necessary to en-
sure privacy. Similarly, Ganji et al. (2015) and Ferrão et al.
(2024) reported on the difficulty practitioners face in han-
dling the complex concepts found in privacy legislation and
policies. Additionally, Martin et al. (2014) explored how pri-
vacy requirements can often appear vague and disconnected
from the technology, further increasing the complexity and
challenges of implementing these requirements in practice.

Given the various approaches available to handle privacy
requirements, Spiekermann and Cranor (2008) discussed the
importance of selecting the appropriate strategy to address
privacy requirements across different contexts. The authors
emphasized the need to carefully choose between approaches
such as “privacy-by-policy” and “privacy-by-architecture,”
as selecting the wrong privacy practices can lead to ad-
ditional development costs and unnecessary complexities.
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Ayala-Rivera and Pasquale (2018) also addressed the chal-
lenge of choosing the best approach for managing privacy
requirements and suggested that stakeholders thoroughly an-
alyze the pros and cons of different data privacy strategies
presented by the software development teams.
Casillo et al. (2022) and Sangaroonsilp et al. (2023a) rec-

ommended that development teams explore the possibility
of automating the requirements elicitation process by apply-
ing natural language processing (NLP) techniques. This ap-
proach could help identify not only privacy requirements
but also security requirements. Additionally, Anthonysamy
et al. (2017) suggested developing new privacy requirements
models, emphasizing the need for a more in-depth perspec-
tive on privacy, considering complex concepts such as loca-
tion privacy and probabilistically derived attributes.

4.3.2 Privacy Requirements vs. Security Requirements

Deng et al. (2011), Mouratidis et al. (2020) , Argyropoulos
et al. (2017), Mouratidis et al. (2012), Gharib et al. (2021),
Alkubaisy et al. (2019), and Alkubaisy et al. (2019) reported
difficulties in integrating privacy and security requirements.
Although both aim primarily at data protection, their funda-
mental concepts often diverge and sometimes conflict dur-
ing the requirements engineering phase. While most studies
merely highlighted these challenges and suggested future re-
search to address conflicts, some, such as Mouratidis et al.
(2012) and Alkubaisy et al. (2019), proposed approaches to
mitigate and resolve conflicts between privacy and security
requirements.
Alkubaisy et al. (2019) highlighted the challenges and

conflicts between privacy and security requirements, particu-
larly emphasizing the requirements of Anonymity and Unob-
servability (privacy requirements that allow entities to use re-
sources without revealing their identities). The authors noted
that these requirements often conflict with security require-
ments, especially Accountability and Auditability (which re-
quire activity tracking and the linkage of actions to specific
entities). To address these and other conflicts, the authors
proposed identifying tools capable of simultaneously sup-
porting privacy and security requirements. They emphasized
the importance of evaluating these tools in various contexts
to optimize their utility and performance.
Mouratidis et al. (2012) emphasized the need for an au-

tomated framework to support software development teams
in modeling the relationship between privacy and security
requirements. They presented the initial development of a
framework designed to assist developers in eliciting privacy
and security requirements in the early stages of the software
development process.
Although other studies highlight conflicting aspects be-

tween privacy and security requirements, Bondel et al.
(2020b) presented a perspective in which these requirements
partially overlap, despite not being identical. The study of-
fers two main interpretations: the first considers privacy as a
subset of security, given that some security measures directly
protect privacy. The second interpretation views these two
concepts as parallel and serving distinct purposes, where se-
curity focuses on the technical and organizational resilience
of systems, while privacy pertains to the ethical and legiti-

mate use of personal information.

4.3.3 Other Challenges

Some studies mentioned challenges in specific contexts that,
while not representing a widespread issue, such as the in-
creasing complexity in requirements engineering and soft-
ware development phases, still pose significant problems
within their respective fields of knowledge.
Huth and Matthes (2019) emphasized the need for con-

ceptual models to aid in understanding the privacy con-
cepts outlined by the General Data Protection Regulation
(GDPR)Parliament and Council (2018), as the definition of
privacy in the legislation contributes to confusion regarding
what measures must be taken to ensure the privacy of user
data. Similarly, Coles et al. (2018) highlighted the chal-
lenges in interpreting the principles of the GDPR, which can
lead to ambiguity in how privacy requirements can be inte-
grated into requirements engineering, potentially resulting in
issues related to compliance with the law. As a partial so-
lution to this problem, Rösch et al. (2019) presented 13 pri-
vacy control patterns that offer problem-oriented and pattern-
based solutions for the technical requirements outlined by
the GDPR Parliament and Council (2018). Additionally, the
study by Tsohou et al. (2020) identified and consolidated 393
requirements encompassing legal aspects of privacy, secu-
rity, and technology acceptance.
Still in the context of the GDPR, Schlehahn and Wenning

(2018) presented a compliance tutorial on the transparency
requirements of the regulation, along with an explanation of
its data privacy vocabulary, facilitating adherence to the leg-
islation. Regarding the Brazilian General Data Protection
Law (LGPD) Brasil (2018), deMelo et al. (2024) highlighted
the need for broader dissemination of information about the
LGPD, both in terms of outreach and content volume. This
is important for fostering a strong privacy culture, a need
also emphasized in their study. The authors underscored the
importance of implementing this culture to improve the han-
dling of personal data, raise user awareness, and ensure cor-
porate compliance.

RQ.3 Summary: The main challenges in addressing
privacy requirements during Requirements Engineer-
ing are centered around two key issues. First, the in-
creased complexity of software development when
incorporating privacy concerns, which arises from
difficulties in interpreting legal frameworks, low en-
gagement from teams, and the lack of adequate tools
and training. Second, the persistent confusion be-
tween privacy and security requirements, which of-
ten leads to misclassifications, conflicting priorities,
and the use of inadequate methods.

5 Survey
We also conducted a survey to understand whether the tech-
niques, methods, processes, frameworks, and tools in Re-
quirements Engineering (RE) commonly described in the lit-
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erature for the elicitation, analysis, specification, validation,
andmanagement of privacy requirements are known to or uti-
lized by practitioners. We used the Google Forms platform
to create the survey questionnaire. Three authors developed
the survey questions, while the remaining authors validated
them. We have conducted a pilot test round to evaluate the
survey quality. We sent the questionnaire to three practition-
ers who work in the privacy area. Their feedback included
suggestions regarding the questions’ wording, deletion of re-
peated questions, changing some time intervals, and chang-
ing/including some answer options. We followed their ad-
vice and improved the questionnaire. The pilot respondents
took about 10 minutes to complete the questionnaire. This
time was reported when the survey questionnaire was made
public.
The survey consisted of 16 questions: 15 closed-ended

and 1 open-ended. At the beginning of the survey, we in-
cluded an informed consent statement outlining the terms and
conditions. The survey was anonymous, and no contact in-
formation was requested from respondents. We then made
the survey available on various social media platforms, in-
cluding LinkedIn, Facebook, and Instagram. The question-
naire was open from November 1st to November 28th, 2024,
for a total of 28 days. In total, 37 practitioners responded
to the survey. All questions and response options are avail-
able on Zenodo (Survey Questions). The majority of par-
ticipants are from the Midwest region (32 participants) and
have over 4 years of experience in software development (21
participants), working as programmers/developers. Table 7
presents the participants’ profiles.
Seventy percent (70.3%) of participants reported that they

have worked or are currently working on developing soft-
ware features that involve data privacy concerns. However,
29.7% of participants stated that they have not (Q7). There
were also 89.2% of participants who “strongly agree” or
“agree” that their organization has implemented or is in the
process of implementing changes due to the Brazilian Gen-
eral Data Protection Law (LGPD) (Q8). Additionally, 72.9%
stated that their knowledge of the LGPD, which was enacted
in 2020, is sufficient for carrying out their activities in the
projects they are involved in. However, 16.2% reported that
they lack the necessary knowledge to implement the LGPD
(Q9) (Figure 6).
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Q9 24.3

40.5

48.6

48.6

10.8
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Strongly Disagree Disagree Neutral Agree Strongly Agree

Figure 6. Practitioners’ perceptions regarding how their organization has
adapted to the LGPD (Q8) and their individual understanding of the law’s
requirements in the context of their daily project activities (Q9).

We also investigatedwhich principles of the LGPD the par-
ticipants were familiar with (Q10). The most well-known
principles are security, data quality, transparency, and pur-
pose, as shown in Figure 7. This finding is similar to the
one identified in Canedo et al. (2021a) and Canedo et al.
(2023), where participants in the study also reported being
more familiar with these principles. Regarding the LGPD
principles that participants’ organizations use or implement

Region # %
Southeast 3 8.1
Midwest 33 89.2
South 1 2.7

Age group # %
21 to 25 years old 11 29.7
26 to 30 years old 4 10.8
31 to 36 years old 2 5.4
37 to 42 years old 5 13.5
43 to 47 years old 7 18.9
48 to 54 years old 6 16.2
61 years or more 2 5.4
Educational Level # %

Undergraduate student 7 18.9
Graduated 4 10.8
Postgraduate 5 13.5
Master student 12 32.4

Master 3 8.1
PhD student 4 10.8

PhD 2 5.4
Experience # %
>=1 years 4 10.8

Between 1 and 3 years 5 13.5
Between 4 and 6 years 7 18.9
Between 7 and 10 years 2 5.4
Between 11 and 15 years 3 8.1
Between 16 and 20 years 6 16.2

More than 21 years 10 27
Organization # %

Federal public administration 17 45.9
State public administration 7 18.9

Private software development company 10 27
Collaboration/Research Projects 3 8.1

Role # %
Programmer/Developer 25 67.5
Requirements Engineer 3 8.1

Data Protection Officer (DPO) 4 10.8
Other 5 13.51

Table 7. Demographics of the survey respondents (n= 37).
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Figure 7. Principles of the LGPD known by practitioners

(Q11), practitioners stated that the most commonly used and
implemented principles in their organizations are: Security
(86.5%), Data Quality (75.7%), Purpose (75.5%), and Trans-
parency (67.6%). Canedo et al. (2021a) also identified that
the principles of security and purpose were the most imple-
mented by practitioners.
Regarding the techniques, methods, processes, frame-

works, and tools that practitioners have worked with or cur-
rently work with (Q12), only 10 participants reported having
workedwith Privacy byDesign, and of those, only a fewmen-
tioned having worked with ISO 29100 and SQUARE. There-
fore, the majority of practitioners do not use the techniques
identified in the literature. Interestingly, our findings differ

https://www.google.com/forms
https://zenodo.org/records/15185984
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from those of Canedo et al. (2023), where several practition-
ers reported using Pris, NFR, RBAC, PbD, PCM, and PET.
Regarding which phase of Requirements Engineering

practitioners use techniques, methods, processes, frame-
works, and tools to address privacy requirements, most of
them reported that it is during the requirements analysis
phase (56.8%) and specification phase (45.9%).
Regarding the tools used by the software development

team to elicit and document privacy requirements (Q14),
most participants reported not using any tools. However, 4
participants stated that they use SMaRT, and 2 participants
reported using PRIS, Strap, and SPARQL, respectively. This
finding is similar to the findings of Canedo et al. (2022).
Regarding the challenges practitioners face in eliciting pri-

vacy requirements, #P19 said: “Privacy laws may change,
and it is essential that privacy requirements are always
aligned with the most current regulations. Additionally, in
context-sensitive systems (such as IoT), the collection and
use of data increases the need for specific privacy require-
ments, as these systems often have to handle sensitive per-
sonal information.”; and #P28 said: “The absence of a dedi-
cated team to address data privacy issues is the biggest chal-
lenge faced by my team”.

6 Discussions
The survey conducted with 37 practitioners provided valu-
able insights into how privacy requirements are approached
in industrial contexts and allowed for a comparison with the
findings of our Systematic Literature Review (SLR). While
the SLR identified a broad range of techniques, methods,
processes, frameworks, and tools proposed in the literature
(RQ1), such as SQUARE, Secure Tropos, PriS, LINDDUN,
STRAP, and Privacy by Design, the survey revealed that
these approaches are largely unknown or unused by practi-
tioners in real-world settings.
Most survey participants demonstrated general awareness

of privacy regulations, especially the LGPD. However, struc-
tured practices for eliciting, analyzing, and managing pri-
vacy requirements are still rarely adopted in practice. In-
formal communication, checklists, or ad hoc strategies are
commonly used, in contrast to the methodical processes de-
scribed in academic research. This suggests a significant
gap between academic developments and industry applica-
tion, particularly with respect to the use of formal tools and
processes to support privacy-focused RE activities (RQ2).
Participants also highlighted several recurring challenges

that align with those reported in the literature (RQ3), includ-
ing difficulty translating legal and regulatory language into
actionable system requirements, confusion between privacy
and security requirements, and a general lack of organiza-
tional support or prioritization of privacy in early develop-
ment phases. Moreover, limited access to training resources
and practical guidance specific to privacy requirements fur-
ther hinders the ability of professionals to apply the concepts
and methods found in the literature.
While the SLR indicated that the requirements elicitation

phase is the most addressed in privacy-related research, with
relatively fewer studies focusing on validation, specifica-

tion, or management, the survey confirmed that elicitation is
also the phase where privacy is most frequently considered
in practice—albeit in an informal and unstructured manner.
This partial alignment highlights that while the literature cor-
rectly identifies the phase of greatest emphasis, the practical
means of implementation are still lacking or inaccessible for
practitioners.
Finally, the survey reinforced that privacy is often seen as

a compliance issue managed outside the scope of software
development teams, which limits the integration of privacy
concerns into the RE lifecycle. These findings illustrate a
clear mismatch between the advancements in the academic
field and the level of maturity in industry practices. This
disconnect underscores the need for more accessible, usable,
and industry-oriented approaches that support privacy-aware
requirements engineering.

7 Threats to Validity
The threats to validity of this study can be categorized into
four main types: construct, internal, external, and conclu-
sion validity Wohlin et al. (2012). Regarding construct va-
lidity, the primary concern lies in the potential ambiguity
of definitions for terms such as “privacy requirements” and
“tools,” which can vary across different studies. Addition-
ally, there is a risk that the inclusion and exclusion criteria
may not adequately capture all relevant studies. To address
these risks, straightforward definitions for acceptance and ex-
clusion criteria were established, and peer reviews were con-
ducted among researchers to ensure consistency in applying
these criteria.
Regarding internal validity, a common threat observed in

all systematic literature reviews is the risk of bias in the se-
lection of studies, which can lead to subjective judgments by
researchers during the data extraction process. By following
the guidelines established by Keele et al. (2007), it was pos-
sible to implement a series of practices aimed at minimizing
this threat. One such practice was selecting databases rec-
ommended by the guidelines for searching for studies. In
addition to this factor, applying rigorous quality criteria also
contributed to mitigating the risks mentioned above, both for
the initially selected databases and those used in the manual
search conducted after the first stage of this review.
Regarding external validity, the categorization of tech-

niques, methods, and tools into subgroups may not capture
the nuances between similar approaches or may overlap cat-
egories, complicating comparative analysis. This is particu-
larly true since minor differences in methodology or appli-
cation can lead to divergent results among tools, even when
they are classified and categorized similarly. To address this
issue, the extraction criteria were defined to ensure that dif-
ferent nuances, contexts, and details could be extracted for
each analyzed study. This approach allows for a level of dif-
ferentiation among studies and tools that address the same
themes and contexts, enhancing the overall external validity
of the findings by acknowledging the complexities and vari-
ations inherent in the data.
Regarding conclusion validity, the heterogeneity of the

studies and the qualitative synthesis of results can introduce
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subjectivity into interpretations. Additionally, the ongoing
evolution of privacy regulations and technologies may affect
the relevance of findings over time. To mitigate the threats
presented in this context, a timeframe of up to 20 years for
the acceptance of studies was established, with a greater em-
phasis on research from the last 10 years. This approach aims
to identify techniques from the literature that remain relevant
and are currently used as foundational references while also
seeking innovative and contemporary methodologies. Fur-
thermore, a detailed classification of the studies was under-
taken to provide a synthesis of their results and a thorough
review by three authors of this study of the protocol adopted
to conduct the systematic literature review.
Finally, the main threats to the validity of the survey in-

clude: (1) Sampling bias, as the participants may not fully
represent the diversity of organizations and levels of privacy
maturity in Brazil; (2) Self-selection bias, since practitioners
who are more engaged or familiar with the LGPD may have
been more likely to respond to the survey; and (3) Limited
generalizability, as the specific focus on privacy may restrict
the applicability of the findings to other organizational or re-
gional contexts.

8 Conclusion
In this study, we identified 125 primary studies that explore
various techniques, methods, processes, frameworks, and
tools employed in requirements engineering to address pri-
vacy requirements. Our review highlights that, while a di-
verse array of approaches exists, most of the research is con-
centrated within academic contexts, with limited evidence of
practical, large-scale application in industry settings. Widely
utilized approaches such as PriS Method, Secure Tropos,
LINDDUN, i* (i-star), STRAP, Privacy by Design (PbD),
and SQUARE are primarily focused on the elicitation phase
of privacy requirements, indicating a significant emphasis on
the initial stages of requirements engineering. However, the
lack of research dedicated to later stages—such as analysis,
documentation, validation, and management—points to an
urgent need for further exploration to ensure comprehensive
integration of privacy requirements throughout the software
development lifecycle.
Additionally, this review identified several challenges in

eliciting privacy requirements, including the increasing com-
plexity of software development and the confusion between
privacy and security requirements. These challenges high-
light the necessity for integrated approaches that can effec-
tively address the nuances of privacy in the context of evolv-
ing data protection regulations. Survey results further un-
derscore these challenges, revealing that while many prac-
titioners are familiar with LGPD principles and agree their
organizations are adapting to the regulation, the adoption of
structured privacy engineering practices remains limited. In-
formal methods and the absence of tools during privacy re-
quirements elicitation are prevalent, reflecting the need for
greater awareness, targeted training, and practical resources
to bridge the gap between theoretical knowledge and real-
world implementation.
Future research should aim to bridge the gaps identified by

investigating the scalability, adaptability, and effectiveness
of these techniques, methods, processes, frameworks, and
tools across various real-world software environments. Such
efforts would enhance the robustness of privacy-preserving
practices in the requirements engineering phase and con-
tribute to the development of privacy-conscious software sys-
tems that meet regulatory standards and user expectations.
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