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Abstract Data privacy is an essential principle of information security, aimed at protecting sensitive data from unau-
thorized access and information leaks. As software systems advance, the volume of personal information also grows
exponentially. Therefore, incorporating privacy engineering practices during development is vital to ensure data
integrity, confidentiality, and compliance with legal regulations, such as the General Data Protection Regulation
(GDPR). However, there is a gap in understanding developers’ awareness of data privacy, their perceptions of the
implementation of privacy strategies, and the influence of organizational factors on this adoption. Thus, this paper
aims to explore the level of awareness among Brazilian developers regarding data privacy and their perceptions of
the implementation strategies adopted to ensure data privacy. Additionally, we seek to understand how organiza-
tional factors influence the adoption of data privacy practices. To this end, we surveyed 88 Brazilian developers
with privacy-related work experience. We got 21 statements grouped into three topics to measure the Brazilian
developers’ awareness of data privacy in software. Our statistical analysis reveals substantial gaps between groups,
e.g., developers have Direct v.s. Indirect data privacy-related work experience. We also reveal some data privacy
strategies, e.g., Encryption, are both widely used and perceived as highly important, others, such as Turning off
data collection, highlight strategies where ease of use does not necessarily lead to widespread adoption. Finally,
we identified that the absence of dedicated privacy teams correlates with a lower perceived priority and less invest-
ment in tools. Even in organizations that recognize the importance of privacy. Our findings offer insights into how
Brazilian developers perceive and implement data privacy practices, emphasizing the critical role organizational
culture plays in decision-making regarding privacy. We hope that our findings will contribute to improving privacy

practices within the software development community, particularly in contexts similar to Brazil.
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1 Introduction

The increasing complexity of software products and services
has introduced significant challenges to software engineer-
ing, particularly in achieving regulatory compliance [Kempe
and Massey, 2021]. Regulations targeting technologies such
as artificial intelligence or governing processes like personal
data processing are becoming increasingly prevalent and
stringent, forcing organizations to adapt quickly. Further-
more, advancements in the use of generative Al have sparked
a growing demand for new regulatory frameworks specifi-
cally tailored to generative Al applications. As a result, the
proliferation of laws and regulations is expected to intensify,
addressing diverse concerns ranging from user data privacy
to ethical issues associated with the use of emerging tech-
nologies [Kshetri, 2024].

For software developers, these evolving regulatory land-
scapes necessitate aligning their practices with structured
principles and demonstrating compliance to avoid penal-
ties such as substantial fines or even the removal of non-

compliant products from the market [Peixoto et al., 2023].
Data privacy, in particular, has emerged as a critical con-
cern for regulatory compliance, especially in light of global
data protection laws such as the General Data Protection
Regulation (GDPR) and Brazil’s General Data Protection
Law (LGPD). Software engineers must navigate these re-
quirements to ensure that personal data is handled respon-
sibly throughout the Software Development Life Cycle
(SDLC) [Canedo et al., 2023]. However, this task is often
complicated by overlapping regulatory demands and varying
interpretations of privacy and security requirements. At the
core of regulatory compliance is software requirements engi-
neering, which translates legal and regulatory demands into
actionable, testable requirements. Despite its importance, ex-
isting literature reveals a lack of systematic understanding of
the challenges and practices related to integrating data pri-
vacy into software development. Furthermore, the regula-
tions are designed to safeguard individuals’ rights by gov-
erning how personal data is collected, processed, and stored,
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imposing strict requirements on organizations to uphold pri-
vacy standards [Canedo et al., 2023; Peixoto et al., 2023].

The importance of addressing the challenges associated
with ensuring user data privacy extends far beyond avoid-
ing penalties. Compliance with data privacy regulations
serves as a foundation for building trust with end users and
stakeholders, particularly as concerns over data violations
and the misuse of personal information continue to grow.
Developers must navigate multiple, often overlapping reg-
ulatory frameworks originating from different jurisdictions,
each with its unique scope and requirements [Ferrao et al.,
2024]. This complexity highlights the critical need for struc-
tured approaches to managing compliance and embedding
privacy considerations into software engineering practices.
By doing so, organizations can not only meet legal require-
ments but also foster trust and demonstrate their commit-
ment to ethical data management in an increasingly privacy-
conscious world [Sangaroonsilp et al., 2023].

By prioritizing privacy and regulatory compliance, organi-
zations not only mitigate risks but also position themselves
competitively in the market by demonstrating their commit-
ment to ethical and responsible data management practices.
For developers, mastering these challenges is essential for
delivering software products and services that are not only
legally compliant but also aligned with societal expectations
and ethical standards. This makes regulatory compliance a
cornerstone of sustainable and responsible software engineer-
ing in today’s digital economy [Landis and Kroll, 2024].

This study aims to bridge this gap by conducting a survey
with 88 Brazilian developers with privacy-related work expe-
rience. Based on the Knowledge-Attitude-Behaviour (KAB)
model [Schrader and Lawless, 2004], we explore key aspects
of developers’ awareness, including their understanding of
data privacy principles, laws, and best practices; their atti-
tudes toward data privacy; and their actual behaviors and ac-
tions related to privacy. Additionally, we analyze their per-
ceptions of 13 implementation strategies and the influence of
organizational factors on data privacy practices. By focusing
on the Brazilian context, this research provides valuable in-
sights into the challenges developers face in aligning their
practices with data privacy regulations.

Our contributions include: (i) insights into the most fre-
quent terms Brazilian developers associate with data pri-
vacy; (ii) an analysis of empirical evidence highlighting both
strengths and gaps in their awareness of data privacy; (iii)
findings on Brazilian developers’ perceptions of various data
privacy strategies, focusing on their frequency of use, per-
ceived importance, and ease of implementation; and (iv) a
discussion on how organizational structures, priorities, and
resources impact the adoption and enforcement of data pri-
vacy practices within development teams.

2 Background

This section overviews the theoretical foundation for under-
standing the key concepts of the study as follows.

Privacy vs Software Security. The term privacy is often
confused with security, which is understandable since pri-
vacy is a critical component within the broader domain of
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Information Security. Tahaei et al. [2021] conducted inter-
views with privacy experts, asking them to define data pri-
vacy. Most practitioners responded that privacy is the pro-
tection of personal data against unauthorized access. On the
other hand, security, as described in the study by Lester and
Jamerson [2009], is defined as the ability of software to resist,
tolerate, and recover from events that intentionally threaten
its reliability while preserving the availability, integrity, and
confidentiality of information. Although the concepts of data
privacy and software security are distinct, they are closely re-
lated, as privacy is a subset of security. In our study, we
explore the immediate associations and key concepts that
Brazilian developers link to data privacy.

Privacy within the Software Development Process. Pri-
vacy within the software development process is often asso-
ciated with Privacy by Design (PbD) [Hadar et al., 2018],
a framework that guides developers in applying solutions
and strategies aimed at ensuring privacy protection. In other
words, PbD ensures that data privacy is integrated within the
software development process, from the initial conception to
the system’s maintenance. Additionally, the growing need
for data protection became even more evident with the intro-
duction of regulations such as the General Data Protection
Regulation (GDPR) in the European Union [Unido Europeia,
2016] and, later, the General Data Protection Law (LGPD)
in Brazil [Brasil, 2018]. In this context, PbD has become
a key solution for embedding privacy directly into system
design, making it an inherent feature of systems to prevent
unauthorized exposure or violations of personal data. Our
study explores Brazilian developers’ awareness of data pri-
vacy, focusing on: (i) their knowledge of privacy principles,
laws, and best practices; (ii) their attitudes toward privacy,
including beliefs, values, and emotional responses; and (iii)
their actions concerning data privacy.

Practices of Privacy Engineering. Privacy engineer-
ing is a multidisciplinary field that integrates privacy princi-
ples into the design, development, and maintenance of sys-
tems [Stallings, 2019]. In other words, privacy engineer-
ing includes both technical capabilities and management pro-
cesses. Among these principles, we can highlight the use
of implementation strategies to ensure data privacy within
the software development process. An example of a data
privacy strategy is Encryption, which protects data by con-
verting it into an unreadable format, ensuring confidentiality
and integrity. In fact, as stated by a previous study [Iwaya
etal.,2023], the use of different data privacy strategies might
be necessary depending on the context and specific require-
ments of the system being developed, as each strategy offers
unique advantages in addressing various privacy concerns.
Table 1 overview 13 different data privacy strategies that are
commonly used by developers.

Each of these strategies plays a distinct role in ensuring
the protection of personal data, depending on the needs of
the system and the regulatory requirements it must comply
with [Iwaya et al., 2023; Stallings, 2019]. In our study, we
explore the perceptions of Brazilian developers regarding the
frequency, importance, and ease of use of each of the afore-
mentioned data privacy strategies. By examining these per-
ceptions, we aim to gain insights into the specific preferences,
challenges, and priorities developers face when implement-
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Table 1. Data Privacy Strategies and Their Descriptions

Strategy

Description

1. Encryption

A technique used to protect information by making it in-
accessible to unauthorized individuals. It converts read-
able data (plaintext) into an unreadable format (cipher-
text).

2. Minimization of
personal data col-
lection

Refers to the practice of limiting the amount of personal
data collected by the organization.

3. Decentralization

Involves the distribution of data collection, storage, and
processing across different locations or systems.

4. Data
sovereignty

Based on respecting data protection laws and regulations
in different jurisdictions.

5. Temporal data

Refers to using and storing data only for the time neces-
sary.

6. User control

Involves giving users control over their own data, allow-
ing them to access, modify, and delete their personal in-
formation as needed.

7. Turning off data
collection

Consists of providing options for users to opt out of data
collection, respecting their privacy preferences.

8. Anonymization

Involves removing or altering personally identifiable in-
formation so that the data cannot be associated with spe-
cific individuals.

9. Data classifica-
tion tools

These are systems or software used to classify and cata-
log organizational data, facilitating the management and
identification of sensitive or personal information.

10.  Design and
code reviews

Practices that ensure the development process complies
with techniques that guarantee security throughout the
development process.

11. Risk manage-
ment

Involves assessing and planning for risks associated with
data processing.

12. Data flow mod-
eling

A technique used to visually represent the movement of
data within an information system.

13. Proxy

A proxy is used for all requests to third-party services

to hide users’ identities and prevent third parties from
obtaining information about them.

ing data privacy strategies, ultimately helping to inform best
practices and decision-making in privacy engineering.

3 Study Settings

To define the goal, and research questions (RQs), we rely
on the Goal-Question-Metric (GQM) template [Caldiera and
Rombach, 1994]. Our goal is: analyze the awareness and
implementation strategies related to data privacy among soft-
ware developers; for the purpose of understanding their
awareness and practices related to data privacy in software
development; with respect to key aspects, such as aware-
ness, perception about data privacy strategies, and the influ-
ence of organizational factors; from the viewpoint of re-
searchers; in the context of Brazilian software developers.
We detail each RQ as follows:

RQ;: To what extent are developers aware of data pri-
vacy in software development? — RQ; aims to explore the
multifaceted nature of developers’ awareness of data privacy.
To capture this awareness, we use 21 carefully crafted state-
ments divided into three key topics: (i) Knowledge that as-
sesses the developers’ understanding and knowledge of data
privacy principles, laws, and best practices; (ii) Attitudes and
Feelings which delves into the developers’ attitudes towards
data privacy, including their beliefs, values, and emotional
responses; and (iii) Behaviors and Actions which focuses
on the actual behaviors and actions developers take concern-
ing data privacy. By answering RQ;, we can identify both
strengths and gaps in developers’ awareness of data privacy.
This understanding can contribute to building more effective
training and educational programs about data privacy within
the software industry.

RQs: How do developers’ perceptions of frequency, im-
portance, and ease of use differ for various data privacy
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strategies? — RQ, aims to understand the developers’ per-
ceptions of different data privacy strategies in terms of how
often they are used, how important they are considered, and
how easy they are to use. Thus, in this RQ we will compare
these perceptions across a range of strategies (e.g., encryp-
tion, anonymization, access control) to identify which strate-
gies are most and least favored by developers. By answering
RQ2, we will help to determine whether certain strategies are
underutilized due to perceived challenges or overemphasized
due to their perceived importance.

RQj3: How do organizational factors influence adher-
ence to data privacy practices within development teams?
— RQ3 aims to explore four organizational factors: (i) the
presence or not of dedicated privacy teams; (ii) the work dy-
namic for handling privacy and data protection within orga-
nizations; (iii) the use of not of specific tools for managing
private data; and (iv) the participants’ perceptions of their
organization’s priority regarding privacy and data protection.
By answering RQj3, we can shed light on how organizational
structures, priorities, and resources influence the implemen-
tation and adherence to data privacy practices within devel-
opment teams.

3.1 Survey Design

To answer our RQs, we choose to use the survey method.
We consider this the most suitable research method to inves-
tigate our R()s through a relatively large sample of software
developers. For this purpose, we use the Lindker et al. [2015]
guidelines for setting up and conducting our survey. We de-
scribe each step in detail as follows.

Step 1: Defining objectives for information collection.
In this step, we conducted a brainstorming session to define
the goals and scope of the survey. Our primary goal is to as-
sess developers’ awareness of data privacy in software devel-
opment starting from its conception. Additionally, we aim
to examine the practices related to implementing data pri-
vacy strategies and how organizational factors influence ad-
herence to these practices within development teams. These
goals guided the design and focus of our survey questions,
ensuring the collection of relevant and comprehensive data.

Step 2: Identifying the target population and sampling.
Our target population consists of individuals who are over 18
years old and work in the fields of software development or
information security in Brazil. To ensure the accuracy of our
target audience, we included a control question to confirm
their familiarity with data privacy in the software develop-
ment process. We employed snowballing sampling proce-
dures [Kitchenham and Pfleeger, 2002], in which initial par-
ticipants help to identify and recruit additional participants,
leading to the iterative expansion of our participant network.

Step 3: Designing survey instrument. All authors col-
laboratively designed our survey, which was administered
via Google Forms. The survey consists of 35 questions with
different types, i.e., open-ended, closed-ended, multiple-
choice, and Likert scale. The survey was structured into five
sections as illustrated in Table 2. We intentionally organized
and grouped the questions in sections to avoid biasing partic-
ipants’ responses. Each section was presented to the partici-
pant only after answering the previous one.
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Table 2. Survey Questions

ID ‘ Question ‘ Type
General Participant Characterization
Ql What is your age? C
Q2 | Which state do you currently reside in? C
Q3 What is your gender? C
Q4 | What is your highest completed level of formal education? C
Q5 ‘What is your work model? C
Q6 | Whatrole best describes your current activities in software development | C
projects?
Q7 Please indicate the seniority level of your position. C
Q8 | How many years of experience do you have in roles related to software | C
development or IT?
Q9 What types of systems do you currently work on? M
Q10 | What domains do the systems you currently work on belong to? M
Q11 | What sector is the organization you currently work for in? C
Q12 | What is the size of the company you currently work for? C

Characterization of Experience with Data Privacy
Q13 | Do you have (or have you had) any work experience related to data pri- | C
vacy in the software development process?
Q14 | Please briefly describe your experience with data privacy in software. If | O
none, state that you have no experience.
Q15 | What are the main sources or methods you use to learn about data pri-
vacy issues in software?
Q16 | What types of personal data do you handle in your work?
Awareness of Data Privacy
Q17 | [T1: Knowledge] Provide at least five words in the order they come to | O
mind when you think of privacy.
Q18 | [T1: Knowledge] Based on your experience, rate and classify each of | L
the following statements on a five-point scale.
Q19 | [T1: Knowledge] For statements you strongly disagreed with, please | O
describe the reason for your rating. (Optional)
Q20 | [T2: Attitudes and Feelings] Based on your experience, rate and classify | L
each of the following statements on a five-point scale.
Q21 | [T2: Attitudes and Feelings] For statements you strongly disagreed with, | O
please describe the reason for your rating. (Optional)
Q22 | [T3: Behaviors and Actions] Based on your experience, rate and classify | L
each of the following statements on a five-point scale.
Q23 | [T3: Behaviors and Actions] For statements you strongly disagreed with, | O
please describe the reason for your rating. (Optional)
Data Privacy Implementation Strategies
Q24 | How frequently do you use privacy techniques and strategies to ensure | L
the protection of personal data in the following development phases?
Q25 | How frequently do you use or have you used the following privacy strate- | L
gies?
Q26 | Do you use any other implementation strategies to ensure privacy that | O
were not mentioned in the previous question? If so, which ones? (Op-
tional)
Q27 | Inyour opinion, what is the level of importance of the following privacy | L
implementation strategies?
Q28 | For the strategies you considered important, please describe the reason | O
for your rating. (Optional)
Q29 | Regarding these strategies, how would you characterize the ease of using | L
them?

Organizational Factors
Q30 | In your organization, is there a dedicated team solely for handling pri- | C
vacy?
Q31 | Inyour organization, what is the work dynamic for handling privacy and | O
data protection? Please describe briefly.
Q32 | In your organization, are one or more tools used for handling private | M
data? If so, which ones?
Q33 | What is your perception of your organization’s priority regarding pri- | L
vacy and data protection?
Q34 | Inyour view, what will be the biggest challenges for organizations in the | O
coming years regarding practices and regulations to better protect users’
privacy rights?

Q35 | Please enter the current year to confirm that you are not a bot. o
C: Closed; M: Multiple; O: Open; L: Likert

At the beginning of the survey, we provided study infor-
mation, including the objective, methodology, data handling
procedures, and researchers’ contact details. Additionally,
we presented an informed consent statement that outlined
the conditions and stipulations governing participation.! Par-
ticipants were informed that their participation was entirely
voluntary, and that they had the freedom to decline participa-
tion or withdraw their consent at any time without facing any
penalties. The survey was conducted anonymously, with no
requests for respondents’ contact information.

The first section comprises general questions designed to

I'The conditions adhered to ethical privacy standards as per the Brazilian
General Data Protection Law (Law No. 13,709/2018).
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gather information about the developers’ backgrounds and
skills, defined by a set of 12 questions. The second section
consists of four questions aimed at collecting data on the de-
veloper’s experience working with data privacy in software.
The third section includes seven questions aimed at assess-
ing the developers’ awareness of data privacy throughout the
software development process.

To build this section, we rely on the Knowledge-Attitude-
Behaviour (KAB) model from social psychology, which pro-
vides a framework for interpreting developers’ personal as-
pects. The KAB model has been widely adopted to study
information security awareness (e.g., [Thomson and von
Solms, 1998; Kruger and Kearney, 2006; Parsons et al.,
2014]). Briefly, knowledge refers to all information a per-
son possesses or accumulates in a specific domain [Schrader
and Lawless, 2004]. Attitude comprises three compo-
nents [Schrader and Lawless, 2004]: a cognitive component,
such as a belief or idea associated with a psychological ob-
ject; an affective component of the individual’s evaluation
and emotion associated with a psychological object; and a
conative component, which represents predispositions or ac-
tions related to the object. In this study, the psychological
object is the participants’ conceptualization of data privacy
within the software development process. Lastly, behavior
refers to observable actions [Schrader and Lawless, 2004].

With the KAB model in mind, and based on the find-
ings provided by prior studies [Iwaya et al., 2023; Tahaei
et al., 2021; Hadar et al., 2018], we create 21 statements
categorized into three topics (T) to capture distinct dimen-
sions of awareness: T1 - Knowledge (with seven statements),
T2 - Attitudes and Feelings (with eight statements), and T3
- Behaviors and Actions (with six statements). Participants
were asked to score the statements based on their work ex-
perience and opinions, using a 5-point Likert scale [Likert,
1932], ranging from Strongly Disagree, to Strongly Agree.
Apart from scoring the statements, the participants were en-
couraged to provide a rationale for any statement that they
strongly disagreed with on each topic.

The fourth section includes six questions designed to char-
acterize the use of 13 data privacy strategies (e.g., encryption,
minimizing collection of personal data, and proxy), focusing
on the frequency of use, level of importance, and ease of use.
Finally, the fifth section comprises five questions aimed at
identifying organizational factors that may influence adher-
ence to data privacy practices. We also made an additional
question to verify if the participant is a bot or not.

Step 4: Validating survey instrument. Before conduct-
ing the survey, we performed a pilot test [Litwin and Fink,
1995] with four PhD students in Computer Science not in-
volved in our study. Their feedback helped us refine the sur-
vey, offering suggestions on question phrasing and adjust-
ments such as adding options and reordering alternatives for
closed questions. We followed their advice and improved the
survey questions. Note that the collected responses from the
pilot survey are excluded from the presented results in this
paper. Regarding the time to complete the survey, the pilot
respondents, took an average of 15 minutes. We informed
respondents of this average time when the survey questions
were made publicly available.

Step 5: Administering the survey. We hosted and ad-
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ministered our survey at the Google Forms platform. We
promoted the survey through social media posts and direct
messages to reach our target audience. We shared posts on
LinkedIn and sent direct messages to profiles on this plat-
form, as well as via WhatsApp and email. The survey was
available for 132 days, from June 25 to November 5, 2024.

3.2 Data Analysis Procedures

In total, we obtained, 122 responses, and we excluded 34
respondents who had reported no direct or indirect data
privacy-related work experience. Finally, we considered
88 responses for analysis. In our data sample, about 63.3%
of the participants have direct data privacy-related work ex-
perience, while 38.6% have indirect ones. Our analysis ap-
proach varied based on the question types. For closed and
multiple-choice questions, we report the percentage of each
option selected, supplemented by data visualizations. For
the Likert scale questions, we report correlation analysis. Fi-
nally, we employed Grounded Theory (GT) procedures for
the open-ended questions by performing open and axial cod-
ing [Corbin and Strauss, 2008]. GT refers to a method of in-
ductively generating theory from data. Studies often include
unstructured text, for instance, interview transcripts and field
notes [Glaser and Strauss, 2017]. We present the analysis per-
formed to answer our RQ@Q)s as follows.

3.3 Analysis to Answer RQ1

To address RQ;, we conducted both quantitative and qualita-
tive analyses. We describe each analysis as follows.

The most frequent words that developers associate
with data privacy. To capture the words developers asso-
ciate with data privacy, participants were asked to list at least
five words in the order they came to mind when thinking
about privacy (Q17). In this context, each word was recorded
alongside its position in the sequence, reflecting the order of
mention (from the 1st to the Sth word). The analysis focused
on identifying the most commonly mentioned words overall
and examining how the order of mention influences their per-
ceived importance. In this context, the Words mentioned in
the first position often reflect immediate, core associations,
while those listed later may indicate complementary or more
reflective thoughts. The analysis provides insights into devel-
opers’ mental models of data privacy, highlighting the key
concepts and priorities they associate with this topic. The
frequency distribution of the words is shown in Figure 5.

Correlations analysis on the awareness of data privacy
between different groups. To gain deeper insights into par-
ticipants’ awareness of data privacy, we divided all survey re-
spondents into different demographic groups. After, we com-
pared their Likert scale responses reported in each statement
of Q18, Q20, and Q23. We defined the following groups: (a)
Respondents with direct data privacy work experience (54 re-
spondents); (b) Respondents with indirect data privacy work
experience, i.e., their groups have done data privacy-relevant
work, but the respondents have not been directly involved,
(34 respondents); (c) Respondents who are working in rela-
tively larger organizations (56 responses); and (d) Respon-
dents who are working in relatively smaller organizations
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(25 responses); (e) Respondents who have a privacy-related
role (14 responses); and (f) Respondents who do not have a
privacy-related role (74 responses).

To categorize participants based on their direct versus in-
direct experience with data privacy, we utilize responses to
Q13, where developers indicate one of the following options:
Direct experience: “I have worked (or currently work) with
data privacy in the software development process (e.g., de-
sign, development, and testing).”; Indirect experience: “My
development group/team works (or has worked) with pri-
vacy, but I am not directly involved in any tasks.”; and No
experience: “l have never had direct or indirect experience
with data privacy in software.”. Regarding the organization
size, we refer to responses from Q12: “What is the size of
the company that you currently work for?” Based on the
responses, organizations are categorized as follows: Small
organizations: Up to 9 employees, 10—49 employees, and
50-99 employees; and Big organizations: 100—499 employ-
ees, 500999 employees, and more than 1,000 employees.
Finally, we consider privacy-related roles (Q6), when the par-
ticipants have selected one of these roles in the software de-
velopment projects: Cryptographer, Privacy engineer, Pene-
tration tester, and Security engineer.

The statements and results of the comparison are sum-
marized in Table 3. To conduct this analysis, we used the
Wilcoxon Rank Sum Test [Whitley and Ball, 2002] and the
Cliff’s Delta (d) measure [Grissom and Kim, 2005] to deter-
mine the level of agreement with each statement between
the previously defined groups. The Cliff’s Delta (d) mea-
sure [Grissom and Kim, 2005] quantifies the strength of the
difference between groups. For instance, how strong is the
difference between developers with direct experience in data
privacy and those with indirect experience for the statement
[S1]. We used p-values to test whether the observed differ-
ences between the two groups were statistically significant
at a 95% confidence level (p-value < 0.05). As a result, we
found that 12 statements presented statistically significant
differences between the groups. To interpret the Cliff’s Delta
(d) effect size, we employ a well-known classification [Ro-
mano et al., 2006], that defines four categories of magnitude,
which are represented in Table 3: negligible (without sym-
bol), small (*), medium (**), and large (***). The positive
d magnitudes are represented by the (+) symbol and the neg-
ative ones are represented by the (—) symbol.

To illustrate the interpretation of (d) measure, Table 3 pro-
vides the following example: for statement [S18], develop-
ers with direct experience in data privacy scored a mean of
4.19, while those with indirect experience scored a mean of
3.76. The associated p-value is 0.05, indicating statistical
significance. The computed Cliff’s Delta (d) is 0.2015, posi-
tive, and classified as small according to the magnitude cate-
gories [Romano et al., 2006]. This result indicates that devel-
opers with direct experience agree more strongly with state-
ment [S18] compared to those with indirect experience.

Qualitative analysis. We applied GT procedures to ana-
lyze responses to the open-ended questions (Q19, Q21, Q23),
where participants optionally described their disagreement,
with any statements under analysis.
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3.4 Analysis to Answer RQ2

Similar to the previous question, to answer RQz, we con-
ducted both quantitative and qualitative analyses, which we
describe in detail as follows.

Frequency of use of data privacy strategies within de-
velopment phases. Participants were asked to indicate how
often they applied privacy strategies across specific phases of
the software development lifecycle (Q24). The response op-
tions ranged from “Never” to “Always”, capturing variations
in frequency. The development phases considered included
Requirements Analysis, Design, Coding, Feasibility Study,
Installation, Deployment, Testing, and Maintenance. The
analysis involved the following steps: (1) Responses were
categorized by frequency level (“Never”, “Rarely”, “Some-
times”, “Often”, “Always”) for each development phase.
This step enabled a clear understanding of how privacy strate-
gies were distributed across the lifecycle, and (2) We calcu-
lated the proportion of participants selecting each frequency
level for each development phase. This allowed us to identify
phases where privacy strategies were most and least utilized.

Correlations analysis on the perceptions of frequency,
perceived importance, and ease of use of data privacy
strategies. To evaluate developers’ perceptions of data pri-
vacy strategies, we analyzed data on the frequency of use
(Q25), perceived importance (Q27), and ease of use (Q29)
for 13 strategies, based on responses from 88 developers.
In this context, to consider the varying levels of expertise
among the developers, we adapted a methodology inspired
by a previous study [Dias-Neto ef al., 2017]. This approach
involved three key steps, detailed as follows:

Step 1 - Weight Assignment: Each participant was assigned
a weight based on their years of experience, level of seniority,
academic degree, and the relation between direct experience
and expertise in data privacy (Eq.1). The assigned weight
reflects the participant’s overall expertise, considering both
formal qualifications and practical experience.

Y (i)

W (i) = E(i) +S(i) + (Median(Y)

) + R(1), where: (1)

« W(i): is the total weight assigned to the participant 4;

 E(i): is the highest academic degree level of the partic-
ipant ¢, such as (1) High School, (2) Bachelor’s degree,
(3) Specialization, (4) Master Student, (5) Master’s de-
gree, (6) PhD Student, and (7) Doctoral degree;

* S(i): is the seniority level reported by the participant ¢
in they current position, such as (1) Intern/Trainee, (2)
Junior (up to 5 years), (3) Mid-Level (6 to 9 years), and
(4) Senior (10+ years);

* Y'(4): is the number of years of experience reported by
the participant ¢ in software development, such as (1)
Less than 1 year, (2) Between 1 and 3 years, (3) Between
4 and 6 years, (4) Between 7 and 14 years, and (5) More
than 15 years;

* Median(Y): is the median of years of development ex-
perience, considering the answers from all participants;
and

* R(i): represents the relationship value between direct
experience and expertise in data privacy.
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We explain the R(4) as follows.

D(i) + X (i)

R(i) = .

, where:

* R(4): is the value of the relationship between direct ex-
perience and expertise in data privacy;

* D(4): indicates direct experience in data privacy, with a
value of 1 if the developer has direct experience in data
privacy, otherwise 0;

+ X (i): denotes the developer’s expertise in data privacy,
assigned a value of 1 if the developer is an expert in
data privacy, i.e., if their current position is a Cryptog-
rapher, Privacy engineer, Penetration tester or Security
engineer, otherwise 0.

In summary, R(i) computes the average of two binary at-
tributes, D(i) and X (4), to reflect the participant’s overall
relationship between direct experience and professional ex-
pertise in data privacy. The interpretation for each case is as
follows:

* D = 0,X = 0: The participant has neither direct ex-
perience nor professional expertise in data privacy. In
this case, R = 0, indicating no relation;

* D =1,X = 0: The participant has direct experience
but is not considered an expert. Here, R = 0.5, repre-
sents a moderate involvement.

* D =0, X = 1: The participant is considered an expert
but does not have direct experience. Similarly, R = 0.5.

« D = 1,X = 1: The participant possesses both direct
experience and professional expertise in data privacy.
In this case, R = 1, indicating the highest level of rele-
vance.

Step 2 - Weighted Answers: After assigning weights, each
participant’s response to the frequency of use, perceived im-
portance, and ease of use of the 13 strategies was multiplied
by their corresponding weight. This results in a weighted
score for each strategy. The total value for each strategy is
then computed by summing these weighted responses across
all participants, as defined in Eq.2.

T(j) =Y (Answer(i, j) x W(i)), where: )
i=1

» T(j): is the total value of frequency of use, perceived
importance, and ease of use for the data privacy strategy
Js

» Answer(i,j): is the answer value ranging from 1 to 5,
relating to the frequency of use, perceived importance,
and ease of use of participant ¢ in for the data privacy
strategy 7;

« W(i): is the weight for the participant .

Step 3 - Normalization: Finally, a normalized value was
calculated for the levels of use, perceived importance, and
ease of use, ranging from 0 to 100%, by normalizing the
value obtained in Step 2 for each data privacy strategy, i.e.,
divide the value achieved in the previous step by the maxi-
mum possible value (as defined in Eq.3).
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T(j)
S (W(i)) x MaxScorePerParticipant’

where:

3)

N(j) =

* N(j): is the normalized value for the frequency of use
or perceived importance or ease of use of a data privacy
strategy 7;

« T(4): is the total value calculated for strategy j in Step
2;

» W (i): is the weight value for the participant 4;

* MazxScorePerParticipant: is the maximum score a
participant can provide (e.g., on a 5-point Likert scale).

The normalized value (Eq.3) is used in Table 5 to compare
the frequency of use, perceived importance, and ease of use
for each data privacy strategy.

To demonstrate the application of the formula, we use the
perceived importance answers for the Encryption strategy
(Table 5) as an example as follows:

Calculate the Total Perceived Importance Value: The to-
tal perceived importance (1") for this strategy is computed
by multiplying each developer’s weight (W (4)) by their cor-
responding response (Answer (i, Encryption)) and sum-
ming the results across all participants (n). In this case,
(T (Encryption)) ~ 1136.98:

T (Encryption) = Z(Answer(i, Encryption) x W(i))

=1

Normalize to Determine the Perceived Importance Level:
The level of perceived importance is determined as a per-
centage, ranging from 0% to 100%, by normalizing the
total importance value. This is achieved by dividing
T (Encryption) by the sum of the possible weights for all
participants »_._, (W(i)), multiplied by 5. The normaliza-
tion ensures the results are comparable across all strategies,
regardless of the number of participants or their weights.

1136.98

241.85 x5 0-940

N(j)

The result, N(j) =~ 0.940, indicates that the perceived
importance of the Encryption strategy is approximately
94.02%.

Qualitative analysis. We also applied GT procedures
to analyze responses to the open-ended questions (Q26 and
Q28), both optional questions. For Q26, participants were
asked whether they used any additional implementation
strategies to ensure privacy beyond those mentioned in the
previous question (Q25), and if so, to specify them. This
question aimed to uncover unique or less conventional strate-
gies that could complement or expand the predefined set of
strategies. For Q28, participants provided explanations for
rating certain strategies as important. These responses added
depth and context, shedding light on participants’ decision-
making processes, priorities, and the specific challenges they
faced in implementing privacy strategies.
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3.5 Analysis to Answer RQ3

To address RQs, we conducted both qualitative and quantita-
tive analyses to uncover how organizations manage privacy
and data protection and the influence of organizational fac-
tors on adopting privacy strategies.

Qualitative analysis. We analyzed responses to two open-
ended questions (Q31 and Q34) where 88 participants de-
scribed their organization’s practices for managing privacy
and data protection, as well as their perception of future
challenges for organizations in protecting user privacy rights.
Through this analysis, we identified nine distinct categories
of practices related to privacy management and eight cate-
gories of challenges. We also compare our findings with
prior studies. Additionally, we compared our findings with
prior studies to contextualize and validate the results. Quan-
titative analysis. We examined how organizational struc-
tures influence the adoption of privacy strategies. Our anal-
ysis focused on three key aspects: (1) the presence of dedi-
cated privacy teams (Q30); (2) tool adoption and usage pat-
terns (Q32); and (3) perceived organizational priority (Q33).

4 Results and Discussion

As mentioned in Section 3.2, our data sample is the 88 re-
sponses for analysis. We considered only participants who
reported a direct or indirect data privacy-related work expe-
rience. For brevity, we use the notation (n/88) along the text
to denote a number n out of the 88 of valid participants.

General characterization. The participants are dis-
tributed across 11 Brazilian states (Q2), with a significant
predominance in Ceara (28 participants, representing 35%
of the total), followed by the Federal District (21 partici-
pants, 26%) and Sdo Paulo (16 participants, 20%). Other
states with lower representation include Alagoas (5 partici-
pants), Rio de Janeiro (3 participants), Minas Gerais (3 par-
ticipants), Paraiba (2 participants), Parana (2 participants),
Pernambuco, Santa Catarina, and Tocantins (1 participant
each). This distribution reflects a regional concentration in
the Northeast and Central-West, with a notable representa-
tion from the Southeast.

The participants are predominantly male (Q3), represent-
ing 85.2% (75/88) of our sample, with only 14.8% (13/88)
of women, a trend commonly observed in tech-related
fields [Ashcraft et al., 2016]. In terms of age (Q1), the ma-
jority of participants are in the 25-34 year range, comprising
44.3% (39/88), followed by 35-44 years at 25% (22/88), 18-
24 years at 20.5% (18/88), and one participant (1.1%) in the
55-64 year age group. Additionally, one participant (1.1%)
preferred not to say their age. Regarding their academic back-
ground (Q4), most participants have at least a bachelor’s de-
gree, with 29.5% (26/88) holding a bachelor’s degree. Fur-
thermore, 19.3% (17/88), have completed a specialization,
while 13.6% (12/88) have only completed high school. Ad-
ditionally, around 20% of participants are pursuing or have
obtained higher education degrees: 11.4% (10/88) are mas-
ter’s students, 10.2% (9/88) hold a doctoral degree, and an-
other 10.2% (9/88) have completed a master’s degree. Fi-
nally, 5.7% (5/88) are PhD students. This indicates that our
sample has a highly academic background.
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We asked developers about their current work model type
(Q5), with the majority, 62.5% (55/88) working remotely,
reflecting a common trend in the tech industry, especially
post-pandemic [Ralph et al., 2020]. While Hybrid 18.2%
(16/88) and in-person models with 19.3% (17/88) are less fre-
quent, they still account for a substantial portion of the sam-
ple (around 37%). Additionally, most participants carry out
traditional positions within software development projects
(Q6). Especially, 50.6% (44/88) are developers (including
backend, frontend, and fullstack), and 10.3% (9/88) work
as security engineers. Other positions include project leads
and data scientists each with (5.7%, 5/88). Also, appears
test managers or testers, solution architects, and privacy en-
gineers each representing 3.4% (3/88), followed by product
owners and penetration testers with each representing 2.3%
(2/88). Other roles, including data engineers, UX/UI design-
ers, database administrators, and IT auditors, also appear,
each representing 1.1% (1/88). This suggests that most of
the participants work directly in development roles.

The majority of participants are seniors (Q7), with 39.8%
(35/88) having at least 10 years of experience or more in
their fields, and 33% (29/88) holding a Mid-Level, i.e., 6
to 9 years of experience. In contrast, 21.6% (19/88) are
Junior (with up to 5 years of experience), and 5.7% (5/88)
hold Intern/Trainee positions. This distribution indicates a
well-experienced sample, with nearly 40% of participants
in senior roles, reflecting the depth of expertise among the
sample. Regarding years of experience in software devel-
opment (Q8), the majority of participants are highly experi-
enced, with 34.1% (30/88) having between 7 and 14 years
of experience, and 19.3% (17/88) having over 15 years. Ad-
ditionally, 26.1% (23/88) have 4 to 6 years, 13.6% (12/88)
have 1 to 3 years, and 6.8% (6/88), have less than 1 year of
experience, providing some diversity in terms of work his-
tory.

We also asked the participants about the type of systems
they worked with (Q9) and system domain (Q10). These
were multiple-choice questions so that participants could se-
lect as many options as they wanted. Figure 1 shows that the
most common type of system was web applications at (78),
followed by mobile applications at (41), and desktop appli-
cations at (27). Other system types included developer tools
(22), operating systems (16), middleware (12), and embed-
ded applications (10).

Web applications

Mobile applications
Desktop applications
Developer tools

Operating Systems
Middleware

Embedded applications
Cloud Computing Services
Cloud systems

Database

0 20 40 60 80
Figure 1. System type (top 10)

Figure 2 shows that the most common system domain was
baking/financial at (21), followed by education (18), sales/e-
commerce (15), defense & security (13), telecommunication
(12), and many others.

Characterization of the organizations. We asked par-
ticipants on organization size (Q12) and sector (Q11) where
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Figure 2. System domain (top 10)

they work. Most participants come from large organizations
with more than 1000 employees (43.1%, 38/88), followed by
organizations with 100 to 499 employees (13.6%, 12/88), 10
to 49 employees (12.5%, 12/88), up to 9 employees (11.3%,
10/88), 500 to 999 employees (6.8%, 6/88), and 50 to 99
employees (4.5%, 4/88). Only seven of the participants in-
dicated that they did not know the size of their organiza-
tion. Most participants work in private organizations (48.8%,
43/88), followed by those in federal public administration
(22.7%, 20/88).

Specific experience with data privacy within the devel-
opment process. We also asked the participants if they had
any work experience related to data privacy (Q13). A total of
61.4% (54/88)) of participants responded that have worked
(or currently work) with data privacy in the software develop-
ment process (e.g., design, development, and testing), while
38.6% (34/88) indicated having an indirect experience, stat-
ing that their team works (or has worked) on data privacy,
but they were not directly involved in any tasks. The partici-
pants have reported their experience with data privacy in the
Q14 (open-ended question), for instance:

#P79 said: “My experience with data privacy is related
to the criticality of financial information, both for trans-
actions and personal data of customers. We must han-
dle the use and sharing of this data with extreme care to
ensure compliance with the LGPD and other applicable
laws/regulations. This involves data processing, storage
issues, non-storage, and redirection.”

We also asked about the main sources or methods that par-
ticipants usually use to learn about issues related to data pri-
vacy in software (Q15), and about what types of personal
data they handle in their work (Q16). These were multiple-
choice questions so that participants could select as many
options as they wanted. The results, summarized in Fig-
ure 3, show that the most common sources include documen-
tation and guidelines (73), followed by training programs
(51), and tools and libraries (41). Other sources were lec-
tures (29), workshops (20), seminars (17), mentorship (6),
and hackathons (3).

Documentation and guidelines
Training

Tools and libraries

Lectures

Workshops

Seminars

Mentorship

Hackathons

0 20 40 60 80
Figure 3. Main sources of knowledge

Figure 4 shows that the most frequently handled data type
is basic contact identifiers, with 83 responses, which include
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data such as names, emails, phone numbers, and personal
user IDs. This is followed by location information (42 re-
sponses), e.g., geolocation data, and online activity data (37
responses), which includes Website logs link IP address, user
agents, and device IDs. Other types of personal data include
financial information and legal or judicial information, both
with 35 responses, indicating the handling of sensitive data
related to finances or legal processes.
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time with six mentions, followed by Trust and Control with
five mentions, and Confidentiality and People with four men-
tions. Finally, at ranking = 5 Consent appears as the most
mentioned with four mentions, followed by Protection, Trust,
Access Control, and Integrity, each with three mentions. This
progression reflects a shift from more general concepts of se-
curity and protection to a mix of technical, legal, and inter-
personal factors that play a role in data privacy.

Basic contact identifiers

Location information

Online activity data

Financial information

Legal or judicial information
Employment/workforce information
Personal identifiers

Online presence identifiers

Media data

Biometric information

0 20 40 60 80 100
Figure 4. The top 10 types of personal data handled by participants

4.1 Developers’ Awareness of Data Privacy
(RQ1)

To answer RQ, we analyzed: (i) the most frequent words
that immediately come to developers’ minds when they think
about data privacy (Q17); and (ii) the developers’ agreement
with 21 statements, considering different groups, across three
dimensions: Knowledge, which assesses the developers’ un-
derstanding of data privacy principles, laws, and best prac-
tices (Q18); Attitudes and Feelings which explores their be-
liefs, values, and emotional responses towards data privacy
(Q20); and Behaviors and Actions which focuses on the ac-
tual behaviors and actions developers take concerning data
privacy (Q22). We explain the data procedures used to an-
swer RQ; in Section 3.3.

The most frequent words that developers associate
with data privacy. We asked participants to Provide at least
five words in the order they come to mind when you think
about privacy (Q17). This question aimed to capture the
immediate associations and key concepts developers link to
data privacy. Figure 5 shows the frequency distribution of
words most associated with data privacy by participants. The
x-axis represents the position of the words in the order pro-
vided by the participants (from 1 to 5). These numbers corre-
spond to the sequence in which participants listed the words.

Figure 5 reveals that the word Security appears most fre-
quently at ranking = 1, 2 and 3 with 33, 11, and 8 men-
tions, respectively. This suggests that security is the central
and immediate idea linked to data privacy in the respondents’
minds. At ranking = 2, the distribution of words become
more varied, with Protection (7 mentions), Confidentiality (6
mentions), Anonymization (6 mentions) and General Data
Protection Law (5 mentions). These associations indicate
that participants link privacy not only to protective measures
but also to legal frameworks, such as those outlined in the
General Data Protection Law.

At ranking = 3, the frequency of words declines, with
Encryption appearing for the second time, with four men-
tions. This indicates that privacy concerns extend to more
specific issues, such as data privacy strategies such as en-
cryption. At ranking = 4, Protection appears for the third

Finding 1: Developers frequently associate the word
security with data privacy, as it ranked highest across
the first three positions in the sequence provided by
participants (33 mentions at ranking 1, 11 at ranking
2, and 8 at ranking 3). This highlights security as the
primary and immediate concept linked to privacy.

Developers’ awareness, perspectives, and practices. Ta-
ble 3 overviews the results on awareness of data privacy state-
ments. We used color coding to indicate which group was
more likely to agree with each statement: a  Dark Grey color
indicates the former group had a higher likelihood of agree-
ment, while a Light Grey color indicates the latter group
was more likely to agree. Additionally, we annotated each
statement to indicate statistical significance between groups
as follows: (1) #° indicates a significant difference between
participants with Direct data privacy work experience and
those with Indirect data privacy work experience; (2) Q de-
notes a significant difference between groups Specialist v.s.
Non-Specialist roles; and (3) %& indicates a significant dif-
ference between participants working in Large v.s. Small or-
ganizations. For instance, [S1] shows there are no significant
differences between any participant groups regarding their
perception of the statement. On the other hand, [%& 0 S2]
shows that there is a significant difference between partic-
ipant groups with Big and Small organizations, as well as
between groups of Specialist and Non-Specialist, regarding
their perception of S2.

#° Direct vs. Indirect Data Privacy Work Experience.
Direct Privacy Work Experience showed a higher impact on
knowledge of privacy laws [S1], initiative to learn [S4], and
addressing privacy issues [S16]. Participants with direct pri-
vacy work experience reported slightly higher awareness of
relevant privacy laws and standards, with a near-significant
difference (p=0.07). Direct-experience participants showed
greater initiative in independently learning about privacy, a
trend supported by a marginally significant result (p=0.08).
Identifying privacy issues during development was more
common among participants with direct privacy roles, as
evidenced by the significant difference (p=0.10). These
findings suggest that direct involvement in privacy-related
work positively impacts self-reported awareness and proac-
tive learning behaviors.

% Big vs. Small Organizations. Participants from
larger organizations were significantly more likely to have
participated in privacy training (p=0.01) [$& S3], indicat-
ing structured opportunities in larger workplaces. Moreover,
they scored higher on understanding relevant laws, such as
ISO/IEC 29100 and Privacy by Design [%& S1], with a sta-
tistically significant difference (p=0.02). Additionally, they
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Figure 5. Frequency of the top-5 most mentioned words by ranking.

Table 3. Survey results on awareness of data privacy statements

Statement ‘ D ‘ Likert Direct v.s Indirect Big v.s. Small Sp v.s. Non-Specialist
Score | Score Score P-value d Score Score P-value d Score Score P-value d

Topic 1: Knowledge about Data Privacy in Software
I have knowledge of relevant privacy laws for my field, such as ISO/IEC | S1 343 3.61 3.15 0.07 (H)* 3.63 3.08 0.02 (H)* 4.29 3.17 0.00 (+)***
29100 and Privacy by Design.
I'have a solid understanding of the specific privacy laws and regulations | S2 3.65 3.67 3.62 044 () 3.88 332 0.04 (H)* 4.43 338 0.00 (+)***
that apply to my work and how they influence software development.
Thave participated in internal training or industry workshops on security | S3 3.56 3.59 3.50 035 () 3.95 3.16 001 (H)* 3.93 3.40 0.08  (H)*
and privacy, including internal privacy policies and industry-specific
regulations.
I strive to learn about privacy on my own initiative, including reading | S4 3.82 3.94 3.62 0.08 (+H)* 3.88 3.80 045  (+) 4.43 3.66 0.00 (H)**
privacy laws and regulations and consulting experts.
I recognize the risks and concerns related to data privacy in software | S5 4.57 4.57 4.56 051 (v 4.61 4.56 0.76 ) 4.79 4.52 012 (H)*
systems, such as personal data leakage, unauthorized access, and lack
of control over user data.
I am aware of best practices and techniques for protecting user privacy | S6 3.90 3.98 3.76 022 () 4.00 3.76 0.11  (H)* 4.64 3.69 0.00 (+)***
in software systems, including data anonymization and access control
practices.
I understand the difference between security and privacy, recognizing | S7 4.13 4.19 4.03 025 () 4.16 4.08 044  (+) 4.29 4.05 0.04 (H)*
that privacy goes beyond data protection and includes aspects such as
control over data and informed consent.
Topic 2: Attitudes and Feelings about Data Privacy in Software
I'am concerned about the possibility of being monitored or manipulated | S8 4.30 4.30 4.29 0.65 (-) 432 420 040 () 4.71 425 0.02 (H)*
when using apps, social media, or browsing the internet.
I believe that personal privacy is a fundamental right and that we should | S9 4.60 4.61 4.59 036 (+) 4.55 4.68 0.89 ) 4.50 4.63 0.66 (-)
be vigilant about privacy violations.
I feel a personal responsibility to protect user privacy in my work asa | S10 4.42 4.44 4.38 046 (+) 4.38 4.44 0.61 ) 4.64 4.42 0.20 (+)
software developer.
I perceive that many people do not care about privacy, but I believe itis | S11 4.34 4.33 4.35 043  (+) 4.18 4.56 098  (-)* 4.64 429 0.10  (H)*
still important to educate and raise awareness about privacy rights.
I feel frustrated with the idea that privacy is unattainable in today’s dig- | S12 3.58 3.48 3.74 086 (-) 3.50 3.56 0.58 ) 3.79 3.62 0.30 (+)
ital society.
I value informed consent from users before collecting data and believe it | S13 4.28 443 4.06 0.06 (+H)* 4.14 4.48 095 (-)* 4.07 432 0.66 (-)
is essential for a trusting relationship between the user and the developer.
I recognize that the retention of personal data should be limited and de- | S14 4.58 4.54 4.65 0.68  (-) 4.55 4.68 0.89 (-) 4.71 4.57 0.27 +)
pends on the type of data and the purpose of the system.
I consider privacy to be a shared responsibility of the entire development | S15 451 4.61 4.35 0.06 (+H)* 4.45 4.60 089 (-)* 4.71 451 0.13  (H)*
team.
Topic 3: Behaviors and Actions regarding Data Privacy in Software
Identifying privacy issues during development activities is an important | S16 3.75 3.87 3.56 0.10 (H)* 3.66 3.84 0.79 (-) 4.29 3.58 0.00 (H)**
part of my professional routine.
‘When I encounter privacy issues, I direct them to project leaders, more | S17 4.28 431 4.24 041 () 4.20 4.36 091  (-)* 443 422 0.18 (+)
experienced colleagues, or alert security operations teams.
I propose solutions to privacy issues encountered during software devel- | S18 4.02 4.19 3.76 0.05 (H)* 3.95 4.08 0.83 () 4.43 391 003 (H)*
opment.
Thave played the role of a privacy advocate (“privacy champion™) inmy | S19 2.77 2.81 2.71 035 () 2.82 2.76 040 (+) 3.57 2.54 0.00 (H)**
team or company.
‘When dealing with privacy conflicts with clients, I seek to negotiate with | S20 343 3.43 3.44 050 (+) 3.39 3.48 0.57 ) 4.00 325 0.01  (H)**
the client to implement privacy controls.
I have faced suspicious requests for excessive data collection from | S21 2.76 2.57 3.06 094 (-)* 3.05 220 0.01 (+)** 3.79 248 0.00 (+)***
clients.

often have applied this knowledge in a daily basis work
(p=0.04) [%&¥ S2]. This trend reflects a greater emphasis on
formal privacy education and resources in larger companies
compared to smaller ones.

0 Specialist vs. Non-Specialist Roles. Specialists con-
sistently reported significantly higher knowledge of privacy
laws and their application (p<0.00 for [Q S1], p=0.04 for
[3S2]). Moreover, this knowledge is obtained by their initia-
tive, including reading privacy laws and regulations and con-
sulting experts (p<0.00 for [0 S4]). Moreover, they demon-
strated greater awareness of risks like unauthorized access

and data leakage [S5], though this difference was not sta-
tistically significant (p=0.12). However, a statistically sig-
nificant (p<0.00) was observed concerning their awareness
of best practices and techniques for protecting user privacy
in software systems, including data anonymization and ac-
cess control practices [0 S6]. A similar observation applies
to the [@ S7] with p=0.04, regarding the knowledge that pri-
vacy goes beyond data protection and includes aspects such
as control over data and informed consent.

Additionally, the specialists are more likely to the con-
cerned about the possibility of being monitored or manipu-
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lated when using apps, social media, or browsing the internet
(p<0.02 for [Q S8]). Also, they were far more likely to iden-
tify privacy issues during development activities (p<0.00 for
[0 S16]), to propose solutions to privacy issues encountered
during software development (p=0.03 for [0 S18]), and serve
as “privacy champions” in their organizations (p<0.00 for
[0 S19]). Similarly, specialists were more active in negotiat-
ing privacy-related conflicts with clients (p=0.01 for [3 S20]),
and have faced suspicious requests for excessive data collec-
tion from clients (p<0.00 for [Q S21]). These results empha-
size the crucial role of specialists in advancing privacy aware-
ness and embedding privacy practices within development
processes.

Cross-Group Comparisons. We observed significant dif-
ferences when multiple factors were examined together: (1)
Participants with direct experience and those specializing in
privacy were more likely to propose solutions to privacy is-
sues (p=0.05, and p=0.03 for [»* O S18]); (2) Similarly, the
groups that work in big organizations and the specialists have
faced suspicious requests for excessive data collection from
clients (p=0.01, and p<0.00 for [%&F 0 S21]). These observa-
tions show the synergistic effects of experience, specializa-
tion, and organization size in enhancing privacy practices.

In general, participants demonstrated a moderate to high
level of agreement on statements related to awareness of
data privacy, suggesting that awareness of privacy-related
concepts is widespread but varies significantly across cer-
tain groups and contexts. Thus, our findings highlight the
need for tailored strategies to improve awareness and inte-
gration of privacy practices in diverse software development
contexts. Complementary, we asked participants to describe
the reasons for their classification regarding statements they
strongly disagreed with (Q19). The majority of participants
who answered this question stated that it was due to a lack of
knowledge about privacy laws or a lack of training.

#P16 said: “I haven t read any specific regulations regard-
ing privacy, nor have I received any training on this in my
organization. There are people on the team with more ex-
perience who handle this activity[...]”

For the statements with which the participant strongly dis-
agreed in (Q20), we asked them to describe the reasons for
their classification (Q21). The participants who answered
this question expressed disagreement, citing the lack of stan-
dardization in defining what constitutes privacy, insufficient
awareness of privacy practices within organizations, and the
absence of specialized teams focused on privacy and data pro-
tection in organizations.

#P101 said: “I believe software development teams are al-
ready overwhelmed with other technical and managerial
tasks. It is necessary for organizations to have a dedi-
cated team for data privacy and personal data handling
to oversee and support the development team during their
activities.”

Participants strongly disagreed (Q23) because they believe
there is a lack of awareness among people about the impor-
tance of data privacy.
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#P116 said: “It is still very difficult to convince people
of the importance of privacy. While the resistance was
worse in the past, it still persists. I believe people are still
coming to understand the benefits of privacy.”

Finding 2: Awareness of data privacy statements
is nuanced, with variations driven by 4% direct pri-
vacy experience, & organizational size, and O profes-
sional specialization. These differences underscore
the importance of targeted interventions, such as pri-
vacy training in smaller organizations and empower-

ing non-specialists to engage with privacy concepts.

4.2 Developers’ Perception of Data Privacy
Strategies (RQ?2)

We address RQ- by analyzing the developers’ perception of
13 data privacy strategies based on three factors: their fre-
quency of use (Q25), perceived importance (Q27), and ease
of use (Q29). Additionally, we examined responses from
Q24 regarding the frequency of data privacy strategy usage
across development phases, as well as insights from the open-
ended questions in Q26 and Q28. The data procedures em-
ployed to answer RO are detailed in Section 3.4.

Frequency of use of data privacy strategies within de-
velopment phases. Table 4 overviews the response for the
Q24, about how frequently developers apply data privacy
strategies across different software development phases.

Table 4. Frequency of privacy strategies in development phases

Frequency

D Phase Never Rarely Sometimes Often Always Total
Requirements analysis | 3 (3.41%) | 9 (10.23%) | 19 (21.59%) | 38 (43.18%) | 19 (21.59%) 33
Design 11 (12.5%) | 15(17.05%) | 27 (30.68%) | 20 (22.73%) | 15 (17.05%) 88
Coding 4(4.55%) 8(9.09%) | 17 (19.32%) | 21 (23.86%) | 38 (43.18%) 88
Viability study 10 (11.36%) | 14 (15.91%) | 23 (26.14%) | 23 (26.14%) | 18 (20.45%) 88
i 15 (17.05%) | 14 (15.91%) | 27 (30.68%) | 17 (19.32%) | 15 (17.05%) 88
Deploy 14 (15.91%) | 15 (17.05%) | 19 (21.59%) | 24 (27.27%) | 16 (18.18%) 88
Testing 8(9.09%) | 8(9.09%) | 24 (27.27%) | 21 (23.86%) | 27 (30.68%) 38
Mai 5(5.68%) | 7(1.95%) 22 (25%) | 29 (32.95%) | 25 (28.41%) 33

We can observe that Coding and Maintenance phases
show relatively higher adoption of data privacy strategies
with significant counts of Always and Often responses (38
and 25 Always, respectively, and 21 and 29 Often). More-
over, the Requirements Analysis phase demonstrates a mix
of frequent usage (Always = 19, Often = 38) and occasional
usage (Sometimes = 19), suggesting it is a critical but vari-
ably addressed phase. Phases such as Design and Deploy
show relatively fewer Always responses (15 and 16, respec-
tively) and more moderate usage (Sometimes and Rarely).
This indicates a potential gap in integrating privacy strate-
gies during these phases. Finally, the Viability Study and
Installation phases have fewer developers applying privacy
strategies consistently (Always = 18 and 15), and a notable
number of Never responses (10 and 15), indicating limited
prioritization in these areas.
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Finding 3: Data privacy strategies are consistently
used in the Coding, Testing, and Maintenance phases.
In contrast, the Design and Viability Study phases
showed a less consistent adoption, highlighting ar-
eas for improvement in integrating privacy practices
across the entire development lifecycle.

Analysis of the frequency of use, perceived importance,
and ease of use of data privacy strategies. Table 5 presents
a comparative analysis of various data privacy strategies
based on three metrics: frequency of use, perceived impor-
tance, and ease of use. The data are presented in a heatmap
format, where color intensities reflect the magnitude of the
corresponding metric values for each strategy. In this con-
text, the greener color highlights strategies that are widely
used, highly important, and considered easy to use. Con-
versely, the red color denotes strategies that are less fre-
quently adopted, perceived as less important, or more diffi-
cult to use. In other words, the greener a strategy appears,
the more it is recognized for its utility, importance, or practi-
cality. Conversely, redder tones suggest lower prioritization
or adoption in practice.

Table 5. Comparison on the frequency of use, perceived impor-
tance, and ease of use of data privacy strategies

Data Privacy Strategy
Encryption
Minimization of personal data collection
Decentralization
Data sovereignty
Temporal data
User control
Turning off data collection
Anonymization
Data classification tools

Frequency of Use | Perceived Importance | Ease of Use
76.46% 94.02% 68.51%
71.40% 85.76% 71.82%

75.08%

82.21%

67.79%
64.53%
77.20%

69.07%

78.10%
86.89%
73.65%

84.74%
77.13%
Design and code reviews 72.62% 83.78% 66.44%

Risk management 70.28% 89.86%
63.48%

Data flow modeling 69.12% 83.25%
Proxy 72.22%

By analyzing the color patterns, we can observe that the
three most frequently used strategies were: User control
(77.20%), Encryption (76.46%), and Design and code review
(72.20%). Regarding the privacy strategies with the high-
est perceived importance, we can observe that most of the
strategies are perceived as important, in which the Encryp-
tion (94.02%), Risk management (89.86%), and User control
(86.89%) strategies appear in the top 3. Conversely, most of
the strategies appear as not easy to use, except for Turning off’
data collection (72.68%) and Minimization of personal data
collection (71.82%) which present moderate values. Addi-
tionally, we also can observe that Turning off data collection
has the lowest frequency of use (56.20%) despite its ease
of use and moderate importance. In summary, this analy-
sis helps prioritize strategies based on their frequency of use,
perceived importance, and ease of use.

Finding 4: While certain strategies like Encryption
are both widely used and perceived as highly impor-
tant, others, such as Turning off data collection, high-
light strategies where ease of use does not necessarily
lead to widespread adoption.

Analysis of correlation between frequency of use, per-
ceived importance, and ease of use. To better understand
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the relation between the data privacy strategies, we assessed
the correlation between the frequency of use, perceived im-
portance, and ease of use reported by participants (N = 88).

We hypothesize that HA;: There is a strong correla-
tion between frequency of use and perceived importance
in the [privacy strategy],. The null hypothesis is HAg:
There is no strong correlation between frequency of use and
perceived importance in the [privacy strategyl,,. Addition-
ally, we hypothesize that HB,: There is a strong correla-
tion between perceived importance and ease of use in the
[privacy strategy|,,. The null hypothesis is HB(: There is no
strong correlation between perceived importance and ease of
use in the [privacy strategy),,. Similarly, we hypothesize that
HC;: There is a strong correlation between ease of use and
frequency of use in the [privacy strategy|,,. The null hypoth-
esis is HCy: There is no strong correlation between ease of
use and frequency of use in the [privacy strategy),.

We applied the Shapiro-Wilk test [Shapiro and Wilk,
1965] to assess our data distributions. We confirmed that our
data is not normally distributed. Thus we decided to compute
the Spearman’s rank correlation coefficient [Wohlin et al.,
2012]. We considered a confidence interval of 95% (p-value
< 0.05). As a result, we obtained a p-value < 0.01 for all
data privacy strategies across all correlations. Thus, the com-
puted correlations have statistical significance for all data pri-
vacy strategies.

Table 6 presents the correlation results. The first column
lists each data privacy strategy The second column presents
the correlation between perceived importance and frequency
of use. The third column presents the correlation between
perceived importance and ease of use. Finally, the last col-
umn presents the correlation between ease of use and fre-
quency of use. We have categorized the correlation values
according to a previous work [Salkind, 2012]: Very strong
relationship (0.8 to 1.0 or -0.8 to -1.0); Strong relationship
(0.6 to 0.8 or -0.6 to -0.8); Moderate relationship (0.4 to 0.6
or -0.4 to -0.6); Weak relationship (0.2 to 0.4 or -0.2 to -0.4);
and Weak or no relationship (0.0 to 0.2 or 0.0 to -0.2).

By analyzing Table 6, we can observe that there is a high
correlation between perceived importance and frequency
of use across data privacy strategies. More specifically, pri-
vacy strategies such as User control (p=0.785), Encryption
(p=0.770), and Risk management (p=0.756) exhibit strong
correlations, indicating that users tend to frequently adopt
these strategies when they perceive them as highly important.
However, the Turning off data collection (p=0.55) shows a
moderate correlation, suggesting that their perceived impor-
tance might not be always correlated to the frequency of use.
Thus, our results confirm HA; for all data privacy strategies,
except for the Turning off data collection strategy. For this
strategy, we reject HA; (and confirm HA).

The correlation between perceived importance and ease
of use showed that strategies such as User control (p=0.696),
Minimization of personal data collection (p=0.691), and En-
cryption (p=0.676) present strong correlations, indicating
that ease of use significantly influences how important users
perceive these strategies. Conversely, strategies such as Tem-
poral data (p=0.514) and Anonymization (p=0.506) have
moderate correlations, suggesting usability challenges may
decrease their perceived importance. Thus, we confirm HB,
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Table 6. Spearman’s correlation between frequency of use, perceived importance, and ease of use of data privacy strategies

Data Privacy Strategy Correlation(Importance, Use) | Correlation(Importance, Ease) | Correlation(Ease, Use)
Stat (rho) Category Stat (rho) Category Stat (rho) | Category
Encryption 0.770000 Strong 0.676000 Strong 0.536000 | Moderate
Minimization of personal data collection | 0.719000 Strong 0.691000 Strong 0.557000 | Moderate
Decentralization 0.661000 Strong 0.633000 Strong 0.662000 Strong
Data sovereignty 0.736000 Strong 0.621000 Strong 0.567000 | Moderate
Temporal data 0.643000 Strong 0.514000 Moderate 0.438000 | Moderate
User control 0.785000 Strong 0.696000 Strong 0.601000 Strong
Turning off data collection 0.550000 Moderate 0.525000 Moderate 0.388000 Weak
Anonymization 0.658000 Strong 0.506000 Moderate 0.530000 | Moderate
Data classification tools 0.635000 Strong 0.574000 Moderate 0.443000 | Moderate
Design and code reviews 0.647000 Strong 0.609000 Strong 0.533000 | Moderate
Risk management 0.756000 Strong 0.568000 Moderate 0.427000 | Moderate
Data flow modeling 0.673000 Strong 0.510000 Moderate 0.465000 | Moderate
Proxy 0.647000 Strong 0.594000 Moderate 0.421000 | Moderate

for the following strategies: User control, Data sovereignty,
Decentralization, Minimization of personal data collection,
Design and code reviews and Encryption. For the other
strategies, we reject HB; (and confirm HBy).

Regarding the correlation between ease of use and fre-
quency of use, most strategies exhibit moderate correlations
in this category, such as Proxy (p=0.421), Risk management
(p=0.427) and Data flow modeling (p=0.465) indicating that
usability somewhat affects adoption but may not be the sole
factor. Conversely, the Decentralization (p=0.662) and User
control (p=0.601) strategies was the only two that demon-
strated a strong correlation, indicating that the ease of use
has a positive impact on the adaptation of these strategies.
Additionally, Turning off data collection (p=0.388) strategy
was the only one that demonstrated a weak correlation, sug-
gesting that ease of use has a limited impact on the frequency
of adoption. Thus, we confirm HC; only for the Decentral-
ization and User control strategies. For the other strategies
we reject HCq (and confirm HCy).

Finding 5: The majority of data privacy strategies
92% (12/13) presented a strong correlation between
perceived importance and frequency of use. Addi-
tionally, 38% (5/13) showed a strong correlation be-
tween perceived importance and ease of use, while
61% (8/13) exhibited a moderate correlation. Finally,
the ease of use and frequency of use were moderately
correlated in 84% (11/13) of the strategies, with one
strategy presenting a weak correlation.

Specific data privacy strategies across correlations.
When we look for patterns of specific strategies, we observed
that Encryption, Minimization of personal data collection,
Data sovereignty, and User control presented a high correla-
tion across all three dimensions (Strong for both Importance—
Use and Importance—Ease; and Moderate for Ease—Use).
This suggests that these privacy strategies are both valued
and frequently used, despite moderate usability challenges.
On the other hand, Decentralization was the only strategy
that demonstrated a strong correlation across dimensions,
suggesting a consistent alignment between perceived impor-
tance, ease of use, and frequency of use. Additionally, Turn-
ing off data collection was the only strategy that demon-

strated the weakest correlations in all dimensions, particu-
larly in Ease-Use (p=0.367). This may reflect usability barri-
ers or limited perceived relevance in specific contexts. Con-
versely, the User control strategy has the highest correlations
in Importance-Use (p=0.777), emphasizing the need for tools
that empower users to manage their data.

We also asked participants whether they use any addi-
tional implementation strategies to ensure data privacy (Q26)
that were not mentioned in the previous question (Q25), and
if so, what those strategies were. Only seven participants
responded to this question and mentioned the use of tools
such as Static Application Security Testing (SAST), Dynamic
Application Security Testing (DAST), Data Loss Prevention
(DLP), and Virtual Private Network (VPN).

Finding 6: Privacy strategies such as Encryption,
Decentralization, and User control emerge as effec-
tive and widely adopted, reflecting their strong align-
ment between perceived importance, usability, and
frequency of use. In contrast, strategies such as
Turning off Data Collection and Temporal Data high-
light the need for targeted improvements to enhance
their usability and perceived relevance, encouraging
broader adoption.

Analysis of the intersections between the frequency of
use, perceived importance, and ease of use. We analyzed
the occurrence of each privacy strategy across four cate-
gories: (1) More use, most important, and easiest to use;
(2) Least used, least important, and hardest to use; (3) Most
used, least important, and hardest to use; and (4) Least used,
most important, and easiest to use. This analysis was based
on the Likert scale, where 5 indicates more, most, and easi-
est, while 1 indicates least and hardest. Figure 6 shows the
frequency of privacy strategies within these four categories.

By analyzing Figure 6, we can observe that each data pri-
vacy strategy appears at least once in the category (1): More
use, most important, and easiest to use. More specifically,
the Design and Code Reviews appears five times, followed
by the Temporal Data, Data Sovereignty, Proxy and Mini-
mization of Personal Data Collection strategies, each with
four occurrences, respectively. Furthermore, we also can ob-
serve that in the category (4): Least used, most important,
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Figure 6. The distribution of data privacy strategies across categories

and easiest to use the Encryption strategy appears two times,
followed by Anonymization and Data Classification Tools,
with 1 occurrence, respectively. Finally, no data privacy
strategy appears simultaneously in the category Least used,
least important, and hardest to use. This observation also
applies to the third category, i.e., Most used, least important,
and hardest to use. Regarding the strategies that participants
considered important, we asked them to explain the reasons
behind their ratings (Q28). The respondents stated that all
the strategies presented in the survey are important.

#P30 said: “All the options provide an additional level of
privacy for user data. The use of each strategy depends
on the scenario in which it will be applied. For exam-
ple, encryption can be used for user passwords, while data
control is more related to both permissions and system pri-
vacy, ensuring users prevent unauthorized access. Code
review is essential to ensure that nothing that could affect
data privacy is introduced into the system’s production.”

Finding 7: No data privacy strategy is simultane-
ously classified as Least used, least important, and
hardest to use. Similarly, none appear in the cate-
gory Most used, least important, and hardest to use.
On the other hand, all data privacy strategies appear
at least two times in the category Most used, most
important, and easiest to use.

4.3 Adherence to Data Privacy Practices
within Software Organizations (RQ3)

To address RQ3, we analyzed organizational factors that
influence the adoption of data privacy practices, using re-
sponses from Q30, Q32, and Q33. Additionally, we ana-
lyzed the responses from two open-ended questions: (i) Q31,
which explores work dynamics and organizational practices
for handling privacy and data protection, and (ii) Q34, which
captures Brazilian developers’ perceptions of organizational
challenges in protecting users’ privacy rights. The analysis
procedures are detailed in Section 3.5.
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Influence of organizational factors on the adoption of
privacy strategies. To understand how organizational fac-
tors influence the adoption of privacy strategies within devel-
opment teams, we examined three key aspects (see Table 7):
(i) the presence of dedicated privacy teams (Q30), (ii) the use
of specific tools for managing private data (Q32), and (iii) the
perceived priority given by organizations to privacy and data
protection (Q33). Our analysis, based on 88 responses, pro-
vides insights into organizational structures and their impact
on privacy practices.

Organizational structures and privacy management. The
presence of dedicated privacy teams emerged as a significant
factor in the adoption of privacy strategies. Among the par-
ticipants surveyed, 43 reported having an internal team solely
focused on privacy, while 39 addressed privacy concerns on
an ad hoc basis. Additionally, 4 participants employed out-
sourced privacy teams, while others mentioned hybrid ap-
proaches or were unsure about their organization’s structure.

Tool adoption and usage patterns. Organizations with ded-
icated privacy teams were more likely to use specific tools for
managing privacy, with OneTrust being the most frequently
mentioned (11.63%), followed by solutions like BigID and
custom-built systems (each at 2.33%). Conversely, 89.74%
of organizations without dedicated teams reported not using
any specific privacy tools. This shows a clear correlation be-
tween structured organizational support and the adoption of
technological solutions for privacy.

The number of tools employed by organizations further
illustrates the influence of structural factors. Most respon-
dents (78) reported using a single tool, while a smaller num-
ber used two (6 responses), three (4 responses), or as many
as five tools (1 response). This limited adoption of multiple
tools suggests that budget constraints, implementation com-
plexity, or a lack of prioritization may hinder technological
integration, even in organizations that value privacy.

Perceived organizational priority. The perceived priority
assigned to privacy also varied significantly based on orga-
nizational structure: (i) Organizations with dedicated teams
- Respondents predominantly viewed privacy as either essen-
tial (41.86%) or of high priority (41.86%), with only 16.28%
considering it a medium priority; (ii) Ad hoc privacy man-
agement - The perception of priority was lower, with only
17.95% rating privacy as essential, while 35.90% classified
it as medium priority and 20.51% as low priority; (iii) Out-
sourced privacy teams - Half of the respondents rated privacy
as essential, and the other half considered it a high priority;
and (iv) Uncertain structures - Respondents who were un-
aware of their organization’s privacy management structure
considered privacy a medium priority.

Finding 8: The absence of dedicated privacy teams
correlates with a lower perceived priority and less
investment in tools. Even in organizations that rec-
ognize the importance of privacy, the limited adop-
tion of specific technologies reflects persistent chal-
lenges, such as budget limitations, implementation
difficulties, or insufficient prioritization.

These insights emphasize the need for a structured ap-
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Table 7. Organizational Structure and Tools Used

Dedicated Team (Q30) #responses | Most Used Tools (Q32) Organizational Priority (Q33)

Yes, dedicated internal team 43 None (58.14%), OneTrust (11.63%), | Essential (41.86%), High (41.86%), Medium
Others (30.23%) (16.28%)

No, we handle it ad-hoc 39 None (89.74%), OneTrust, Ketch, Vanta | Essential (17.95%), Medium (35.90%), Low
(2.58%), BigID, Ketch, Vanta (2.56%), | (20.51%), High (15.38%), Not a priority
Securiti, Vanta (2.56%), OneTrust, Se- | (10.26%)
curiti, Ketch (2.56%)

Outsourced team 4 None (75%), OneTrust (25%) Essential (50%), High (50%)

Uncertain 2 Be Compliance (100%) Medium (100%)

proach to privacy management, which requires specialized
teams, tools, and organizational commitment to prioritize pri-
vacy in software development. Addressing these gaps will
enhance privacy strategies and better protect user data in the
evolving digital landscape.

Indeed, from finding 8, the company culture plays a cru-
cial role in shaping how privacy decisions are made. Sev-
eral participants mentioned that their ability to implement
privacy measures was influenced, either supported or limited,
by management priorities, available resources, and the over-
all organizational stance on privacy. In practice, this means
developers can be either empowered or constrained by de-
cisions made at higher levels. For instance, if privacy isn’t
treated as a priority by leadership, it becomes much harder
for developers to justify the time and effort needed to build
in strong protections. On the other hand, when privacy is
supported from the top down, with clear policies, training,
and dedicated resources, developers are better positioned to
make informed decisions and integrate privacy effectively
into their work. Although our study did not focus specif-
ically on organizational culture, these aspects emerged in
qualitative responses, suggesting that developers are often
constrained by decisions made at higher levels.

The work dynamics and organization practices for han-
dling privacy and data protection. To better understand
how organizations address data privacy issues, we asked par-
ticipants to describe the specific work dynamics and prac-
tices their organization employs to manage privacy and data
protection (Q31 from Table 2). A total of 88 participants re-
sponded to this question, and we identified nine categories.
The most commonly used work dynamic by organizations
to handle privacy and data protection is the use of laws,
mentioned by 24 participants (Table 8). Fifteen participants
mentioned that there is a compliance team in the organi-
zation, and 14 of them stated that the development team
is responsible for ensuring the privacy and protection of user
data. The use of techniques was mentioned by eight par-
ticipants, with anonymization and security being the most
commonly used. Additionally, six participants stated that or-
ganizations conduct training to educate and raise aware-
ness among employees about handling user privacy and data
protection. Table 8 presents all identified categories and sub-
categories from the coding of Q31 responses.

Our findings are similar to the work conducted by Canedo
et al. [2021], which conducted a survey with 82 practitioners
from software development companies across various orga-
nizations, as well as a focus group with 11 participants, to
understand how LGPD principles are implemented by soft-

ware development teams. Most participants stated that data
privacy should be enforced by development teams using tech-
niques such as data encryption and anonymization.

Franke et al. [2024] conducted a study with 56 open-
source software (OSS) developers to understand the impact
of General Data Protection Regulation (GDPR) implementa-
tions on development activities. Most participants acknowl-
edged that the implementation of GDPR concepts affects
development processes, highlighting the influence of pri-
vacy/compliance requirements on open-source software de-
velopment. Fifteen OSS developers reported consulting le-
gal teams to ensure GDPR compliance, and seven partici-
pants with experience consulting compliance teams observed
a positive impact on their software development activities.
The participants emphasized the benefits of seeking legal ex-
pertise, affirming the importance of consulting compliance
teams to clarify privacy requirements and avoid misinterpre-
tations of the legislation. This consultation facilitated easier
implementation of GDPR compliance. Our findings also re-
inforce those of Franke et al. [2024], as most participants in
our study reported that their work dynamics and practices for
managing privacy and data protection within their organiza-
tions include consulting compliance teams.

Finding 9: Key practices for managing privacy
and data protection include adhering to laws such
as LGPD, engaging compliance and development
teams, and implementing techniques like anonymiza-
tion and security measures. Additionally, train-
ing programs are essential for enhancing employee
awareness and promoting effective privacy manage-
ment.

These findings reinforce the importance of integrating le-
gal expertise and compliance consultation into software de-
velopment to address privacy challenges effectively.

Organizational challenges in protecting users’ privacy
rights. We also investigated participants’ perceptions of
the biggest challenges organizations will face in the coming
years regarding practices and regulations to better protect
user data privacy rights (Q34 from Table 2). A total of 87
participants responded to this question, and eight categories
were identified. The most frequently mentioned categories
were Privacy Laws and Generative AI. Fifty-three par-
ticipants stated that the biggest challenge will be the imple-
mentation of privacy laws, while 16 mentioned dealing with
generative Als. Table 9 presents the eight categories and
their respective subcategories.
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Table 8. Work dynamics for handling privacy and data protection

Category
1. Laws

Subcategory

Analysis of the collected data

Legislation, consent, risk management, and anonymization
Data governance system under rules and guidelines

Lack of practical experience in privacy

Compliance analysis with LGPD in the development process
Data minimization and user identity protection

Use of a unified database

Data access limitation

Apply LGPD guidelines and encryption

Application of Privacy by Design

Use of privacy policies

There is a compliance team

Discussion and collective decision

Application of the LGPD from the requirements elicitation phase
Integration of privacy into the requirements definition process
Developer’s responsibility for the data lifecycle

During software development

Guidance from senior members

Peer review

Use of anonymization techniques

Implementation of security requirements

Management of sensitive data and anonymization

Phishing tests

Prevention techniques

Uses encryption

Access control, user profiles, and data management
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5. Training Training and awareness
Customer awareness
Conducting seminars and training sessions
Conducting courses
Awareness programs
6. Work Dynamics Lack of work dynamics
7. Techniques and Training Encryption; Lack of training
8. Compliance Team and Training | There is a compliance team; Lack of training
9. Legislation; Training; Aware- | Governance and Privacy Policies; Employee Training and Awareness; Access Controls and Techno-

ness; and Techniques logical Security; Continuous Auditing and Monitoring; Incident Management and Rapid Response;

Preventive Impact Assessment

Table 9. Future challenges for organizations in protecting user privacy rights

Category
1. Privacy laws

Subcategory

Implementing effective privacy policies

Country-specific laws

Adaptation of legacy systems

Implementing secure auditing and data collection

Lack of knowledge

Lack of tools to support implementation

Cybersecurity and transparency

Security

Lack of tools to optimize processes

Dealing with generative Als

Bias in training data

Implementing effective privacy policies. Dealing with generative Als
Implementing effective privacy policies. Dealing with generative Als; Lack of user awareness
Lack of user awareness

Awareness of users

2. Generative Al

3. Privacy laws; Generative Al
4. Privacy laws; Generative Al; Awareness
5. Awareness
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6. Engagement Engage people
7. Training Lack of specialized privacy teams
8. Cyberattacks Cyberattacks

Rocha et al. [2023] also identified, through a survey with  difficulties in effectively implementing data privacy law prin-

several practitioners, that all participants reported difficul-
ties in implementing the principles of the LGPD due to a
lack of knowledge about implementation techniques. They
emphasized that software development practitioners need to
enhance their understanding of techniques that ensure pri-
vacy and compliance with the LGPD principles in order to
effectively implement privacy policies. Jesus et al. [2024]
and Peixoto ef al. [2023] also identify that practitioners face

ciples, either due to a lack of knowledge or the absence of
automated tools to support the implementation of privacy re-
quirements during the software development process. Our
findings are also similar to those of [Golda ef al., 2024; Che-
ung and Liu, 2023; Ferrara, 2023], who identified challenges
related to ensuring user data privacy and biases in training
data when using generative Al.
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Finding 10: Organizations face significant chal-
lenges in protecting user privacy, implementing ef-
fective policies, adapting legacy systems, and com-
plying with diverse laws. Emerging issues in-
clude managing generative Al and addressing biases,
raising user awareness, engaging stakeholders, and
building specialized privacy teams.

v

Based on these findings, we observed that addressing these
challenges requires a multifaceted approach from organiza-
tions. Several concrete steps can help bridge the gap in pri-
vacy awareness. One key step is offering regular training
that’s tailored to specific roles and real-world situations so
developers can really understand how privacy laws apply to
their daily work. It is also important to incorporate privacy
into development processes and tools, rather than treating it
as an afterthought. Beyond that, building a company culture
where privacy is taken seriously, starting with leadership, can
make a big difference. Things like clear internal policies,
working closely with legal and compliance teams, and mak-
ing sure privacy is part of project planning from the start all
help developers make better, more informed choices.

Additionally, the Brazilian organizations can adopt some
helpful resources that could support Brazilian developers in
strengthening their privacy efforts. For instance, adopting
Privacy by Design principles is a great starting point. There
are also well-established standards like ISO/IEC 27701,
which focuses on privacy information management, and prac-
tical guidance from Brazil’s own National Data Protection
Authority (ANPD). On top of that, the NIST Privacy Frame-
work can offer clear, actionable steps to help teams incorpo-
rate privacy into their development workflows.

5 Threats to Validity

Our study involved a survey with 88 developers, including
only those participants who reported direct or indirect work
experience related to data privacy. To ensure the validity of
our findings, we discuss threats to the study validity [Wohlin
et al., 2012] as follows. First, regarding construct validity,
there was a risk that the survey questions might not fully
align with the intended constructs, such as developers’ un-
derstanding and experience with data privacy. To mitigate
this, we designed the survey questions based on established
literature and validated them through a pilot study with four
experts in the field. This process helped ensure that the ques-
tions were relevant and effectively captured the constructs of
interest. The 21 statements created to answer RQ1 using the
Knowledge-Attitude-Behavior (KAB) model were carefully
crafted by two paper authors. In addition, the statements
were based on findings from previous studies [Iwaya et al.,
2023; Tahaei et al., 2021; Hadar et al., 2018].

Second, for internal validity, participants’ interpretations
of the survey questions could have been influenced by their
roles, organizational contexts, or prior experiences, poten-
tially introducing bias. To address this, we provided clear
definitions and illustrative examples of key terms within the
survey instrument to minimize ambiguity and reduce the like-

Matos et. al., 2025

lihood of misinterpretation. We followed strict procedures
for creating the different groups used in RQ1. We collected
their background and divided all survey respondents into dif-
ferent demographic groups. Third, external validity posed
a challenge, as the generalizability of the findings might be
limited due to the self-selected nature of the participants
and the focus on individuals with data privacy experience.
To enhance representativeness, we targeted developers from
diverse sectors and professional roles, within the Brazilian
software industry, ensuring a broad range of perspectives
on data privacy practices. In addition, we used a snowball
sampling strategy to increase participant reach. While ef-
fective for accessing participants with relevant experience,
this approach may introduce sampling bias, as individuals
tend to refer peers with similar backgrounds or perspectives.
To help mitigate this, we included control questions related
to the backgrounds of the participants (e.g., level of experi-
ence, company size, and region), which allowed us to exam-
ine possible biases in the sample. Nonetheless, we believe
the adopted sampling strategy is appropriate to the Brazilian
context, where the registries of developers with privacy ex-
perience are limited.

Finally, regarding conclusion validity, inconsistencies in
participant responses due to misunderstanding or unclear sur-
vey questions could have impacted the reliability of our find-
ings. To mitigate this threat, we pre-tested the survey and im-
plemented iterative refinements to improve clarity and con-
sistency throughout the instrument. For the descriptive and
statistical analysis, two authors collaborated on analyzing all
research questions (RQs). Specifically, for RQ1, we eval-
uated the data distribution before applying correlation tests
to mitigate potential biases in the statistical analysis. We
employed the Wilcoxon Rank Sum Test [Whitley and Ball,
2002] and Cliff’s Delta (d) [Grissom and Kim, 2005] to as-
sess the level of agreement with each statement between the
predefined groups. Additionally, we used the conventional
p-value threshold of 0.05 to establish statistical significance.

The data analysis process described in Section 3.4 exam-
ines participants’ perceptions of the frequency, perceived im-
portance, and ease of use of data privacy strategies, con-
sidering their individual characteristics. This analysis was
based on a previous survey [Dias-Neto et al., 2017] and
employs a weighted average approach, where the weight-
ing is informed by qualitative attributes of each participant.
While this method provides a nuanced view, it may result
in the loss of extreme data points. Regarding the qualitative
data analysis, we have partially relied on Grounded Theory
(GT) [Corbin and Strauss, 2008] to define our data analysis
protocol. We aimed to reduce the inherent subjectivity of
coding the responses to the open-ended questions. We ana-
lyzed all data in a pair to minimize biases and reach a con-
sensus about the identified categories and subcategories.

6 Related Work

Data Privacy, whose importance has been growing in the con-
text of software development, has been the focus of recent
studies investigating the challenges related to organizational
factors and developers’ perceptions in implementing data pri-
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vacy strategies. Hadar et al. [2018]; Tahaei et al. [2021];
Iwaya et al. [2023] conducted interviews with developers to
understand the challenges related to ensuring data privacy.
These studies provide detailed insights into privacy strategies
and the challenges developers face. However, gaps remain
in the quantitative measurement of these organizational fac-
tors and developers’ perceptions. To address these gaps, this
study combines qualitative and quantitative data collected
through a structured survey, aiming for a broader understand-
ing of the organizational factors that may influence develop-
ment teams’ adherence to privacy practices.

Hadar et al. [2018] investigated software developers’ per-
ceptions and mindsets regarding privacy by design. The au-
thors conducted interviews with software developers to iden-
tify and analyze their perceptions and practices related to pri-
vacy. Our study differs from this work as we conducted a
survey with both open and closed-ended questions and per-
formed a quantitative and qualitative analysis, allowing us to
reach a larger number of respondents. This approach actively
contributes to understanding how developers’ mindsets and
perceptions influence the adoption of data privacy strategies
in the systems they develop. The study by Hadar et al. [2018]
is relevant to our work as it explores developers’ perceptions
of data privacy, providing a starting point for analyzing how
organizational factors and technical knowledge can influence
the application of privacy strategies in software systems.

Canedo et al. [2023] conducted a systematic literature re-
view to identify the methodologies, techniques, and tools
used for eliciting privacy requirements. Additionally, they
conducted a survey with ICT practitioners to investigate their
perceptions regarding the use of these techniques and tools in
the software development process. The study revealed that
the existing methodologies, techniques, and tools for privacy
requirements elicitation are not commonly used by practition-
ers in the industry. However, practitioners acknowledged
that their use could play an important role in ensuring user
data privacy. This study differs from ours, as the authors
focused on investigating whether the techniques identified
in the literature were being used in the industry, rather than
examining how organizational factors might influence adher-
ence to these techniques and methods.

Peixoto et al. [2023] investigated the level of knowledge
and understanding software developers have about privacy,
exploring personal, behavioral, and external environmental
factors that influence their decision-making regarding pri-
vacy requirements. They conducted semi-structured inter-
views with thirteen professionals from six different compa-
nies. The study identified nine personal factors, five behav-
ioral factors, and seven external environmental factors that
positively or negatively impact developers’ decision-making
concerning privacy. This work differs from our research, as
it focuses solely on factors related to the Requirements Engi-
neering phase, whereas our study examines factors spanning
the entire software development lifecycle.

Tahaei et al. [2021] analyzed the role of privacy champi-
ons within software development teams. These practitioners
are responsible for advocating for user data privacy within or-
ganizations by implementing privacy strategies and address-
ing challenges associated with the lack of data privacy. The
authors conducted interviews with privacy champions to in-
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vestigate their motivations and the strategies they employ in
the context of sensitive data privacy in organizations. The
findings highlight that privacy champions play a important
role in raising awareness and promoting the adoption of ef-
fective privacy strategies, despite facing barriers such as or-
ganizational cultural resistance and resource constraints. The
authors emphasized that having dedicated privacy practition-
ers can strengthen best practices in software development by
aligning them with the principles of Privacy by Design. This
study is directly related to our research, as we aim to identify
the challenges and opportunities in adopting privacy strate-
gies among developers.

Some studies have also examined how organizational as-
pects influence the adoption of privacy strategies in software
development. Iwaya et al. [2023] investigated software de-
velopers’ perceptions of privacy, focusing on organizational
aspects. The authors conducted interviews with develop-
ers and identified three key dimensions: developers’ knowl-
edge, attitudes, and behaviors. Additionally, the study ex-
plored how these factors influence the adoption of privacy
practices, as well as the impact of team leadership and or-
ganizational culture on their implementation. One of the
main findings was that negative organizational cultures—
characterized by a low prioritization of privacy and a lack
of incentives for training—directly hinder the adoption of
privacy strategies. Despite the growing awareness among
team members about data privacy in recent years, the topic
remains under-discussed, as there is still a lack of knowledge
about privacy engineering strategies and standards. The au-
thors also highlighted the importance of organizational cul-
ture and the role of management in promoting the use of pri-
vacy strategies.

The findings of Iwaya et al. [2023] correlate with those of
Hadar et al. [2018], which also emphasized the importance
of aligning organizational culture with the practices adopted
by developers to ensure data privacy. Both studies highlight
the need for more robust organizational initiatives to enhance
the privacy culture, aligning with the goal of our study to in-
vestigate how organizational factors influence the adoption
of privacy strategies. Our study measures this through the
frequency, importance, and use of privacy strategies by soft-
ware development teams.

7 Final Remarks

This paper presents a study investigating Brazilian software
developers’ awareness of data privacy. To this end, we con-
ducted a survey with 88 developers to explore: (i) their
awareness of data privacy using the Knowledge-Attitude-
Behaviour (KAB) model; (ii) their perception of frequency,
importance, and ease of use of 13 data privacy strategies; and
(iii) organizational factors that might influence the adoption
and adherence of data privacy practices within development
teams. Our findings provide empirical evidence from Brazil-
ian developers highlighting their awareness of data privacy,
perceptions of data privacy strategies, and organizational fac-
tors. These findings can guide researchers and developers
aiming to understand the challenges and benefits of incorpo-
rating data privacy into software projects in practice.
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Our survey revealed that the majority of the Brazilian
software developers surveyed exhibited a moderate level of
knowledge and awareness regarding data privacy. While
many developers were aware of the general importance
of data privacy, their specific knowledge about legal reg-
ulations, such as the General Data Protection Regulation
(GDPR), was limited. Moreover, developers generally rated
data privacy strategies like Encryption, and User control as
both important and easy to use. However, strategies such
as Anonymization and Turning off data collection were per-
ceived as less frequently used and somewhat more complex
to implement, reflecting a gap between their recognized im-
portance and practical adoption.

Furthermore, we identified that organizational factors
such as the company’s size, industry, and the presence of a
dedicated privacy officer or team tend to influence the adop-
tion of data privacy practices. Larger organizations and those
in highly regulated sectors demonstrated a higher level of ad-
herence to data privacy strategies. In contrast, smaller orga-
nizations often lack the resources or expertise to implement
comprehensive privacy practices fully.

In conclusion, the study highlights the need for enhanced
training and awareness among software developers, particu-
larly in terms of legal requirements and more advanced pri-
vacy measures. Additionally, organizations must invest in
clear privacy policies and allocate sufficient resources to en-
sure data privacy is effectively integrated into the software
development lifecycle. As future work, we plan to conduct
a longitudinal study to assess changes in privacy awareness
and practices, especially in response to new regulations, and
effectiveness of different approaches in bridging the privacy
awareness gap. Additionally, we plan to explore how re-
gional differences within Brazil and organizational charac-
teristics, such as culture, company size, may influence how
privacy is prioritized and supported within organizations.
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