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Abstract Group communication primitives have a central role in modern computing infrastructures. They offer
a panel of reliability and ordering guarantees for messages, enabling the implementation of complex distributed
interactions. In particular, atomic broadcast is a pivotal abstraction for implementing fault-tolerant distributed
services. This primitive allows disseminating messages across the system in a total order. There are two group
communication primitives closely related to atomic broadcast. Atomic multicast permits targeting a subset of
participants, possibly stricter than the whole system. Generic broadcast leverages the semantics of messages to order
them only where necessary, that is, when they do not commute at the application level (a conflict). In this paper,
we propose to combine all these primitives into a single, more general one, called generic multicast. We formally
specify the guarantees offered by generic multicast and present efficient algorithms. Compared to prior works, our
solutions offer appealing properties in terms of time and space complexity. In particular, when a run is conflict-free,
that is no two messages conflict, a message is delivered after at most three message delays. We explain the logic of
of our algorithms, detail their main invariants, and prove them correct. We also present a variation that delivers
messages across the system in an order consistent with real-time at the cost of a message delay. This variation is
particularly interesting to implement partially-replicated data storage systems.

Keywords: Consensus, Multicast, Broadcast, Generalized Consensus.

1 Introduction

Atomic broadcast is a fundamental building block of mod-
ern computing infrastructures. This group communication
primitive offers strong properties in the ordering and delivery
of messages. Atomic broadcast finds usage in many stor-
age systems, from file systems and relational databases to
object stores and blockchains [Chandra et al., 2007; Hunt
et al., 2010; Corbett ef al., 2013; Ongaro and Ousterhout,
2014; Camaioni et al., 2024]. It ensures the scalability, high
availability, and fault tolerance of these distributed systems.
At its core, atomic broadcast guarantees the reliable deliv-
ery of messages in the same total order across the system.
Such guarantees generalize into two natural and related group
communication primitives.

The first primitive is called atomic multicast. Atomic multi-
cast allows sending a message to a (possibly stricter) subset of
the processes in the system. In this case, the ordering property
becomes a partial order linking the pairs of messages having
a joint destination (a common process). Atomic multicast
helps to distribute the load and better leverage workload par-
allelism. It is used in geo-replicated and partially-replicated
systems where data is stored in multiple partitions [Cowling
and Liskov, 2012; Benz et al., 2014].

The second common generalization of atomic broadcast is
generic broadcast (aka., generalized consensus). This primi-
tive is introduced in the work of Pedone and Schiper [2002]

and Lamport [2005]. Here, the ordering property binds mes-
sages that conflict, that is, messages whose processing does
not commute in the upper application layer. Generic broad-
cast leverages the semantics of messages to expedite delivery
and improve overall performance [Moraru ef al., 2013].

Contributions In this work, we propose to combine the
two primitives, atomic multicast and generic broadcast, into a
new primitive called generic multicast. As atomic multicast,
generic multicast permits sending a message to a subset of the
processes in the system. Delivery is based on the semantics
of messages, as in generic broadcast. This paper defines
generic multicast and proposes efficient algorithmic solutions
for message-passing systems.

With more details, we claim the following contributions:!
(i) The definition of generic multicast for crash-prone dis-
tributed systems; (7i) A base solution that extends the times-
tamping approach of Skeen [Birman and Joseph, 1987]; (iii)
Building upon this is an understandable, full-fledged, and
fault-tolerant generic multicast algorithm; and (iv) An ex-
tended variation that delivers messages across the system in
an order consistent with real-time.

Our algorithms follow well-established mechanisms pro-
posed in the literature (e.g., [Birman and Joseph, 1987; Fritzke
et al., 1998; Schiper and Pedone, 2007; Ahmed-Nacer ef al.,

I'This paper is an extended version of prior research [Bolina et al., 2024].
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Latency
8 ‘/ Algorithm conflict-free | collision-free | failure-free | generic | metadata per msg.
f / Skeen [Birman and Joseph, 1987] 5 3 5 X o(1)
B 1 Ahmed-Nacer ef al. [2016] 3 5 V O(1)
E \ Algorithm 1 (Section 4) 3 5 v 0(1)
o FastCast [Coelho et al., 2017] 8 4 8 X o(1)
§ ‘ White-Box [Gotsman et al., 2019] 5+1 3+1 5+1 X 0(1)
e< PrimCast [Pacheco et al., 2023a] 5 3 5 X O(1)
= ‘ Tempo [Enes ef al., 2021] 4 5 13 O(m)
£ \ Algorithm 2 (Section 5) 3 5 11 0(1)

Table 1. Atomic multicast algorithms. (+1: additional delay to non-leader processes).

2016; Enes et al., 2021]). This makes them simple and un-
derstandable. Moreover, they are thrifty in the amount of
metadata they consume to order messages. The base (non-
fault-tolerant) solution delivers a message in three message
delays when no two messages conflict. We show that tolerat-
ing failures is possible without incurring additional commu-
nication steps. To the best of our knowledge, this is the first
time such a low latency is attained for conflict-free scenarios
(see Table 1 for a comparison with prior works). Further, we
explain how to deliver messages in an order consistent with
real-time at the cost of a message delay. Such a variation
ensures that when a message is multicast after another gets
delivered, no process may deliver them in the converse or-
der. As we illustrate in the paper, such a property is key to
implement linearizable partially-replicated storage systems.

Outline The remainder of this work is organized as follows.
Section 2 reviews existing literature on atomic multicast. Sec-
tion 3 presents the system model and defines generic multicast
as well as some related properties of interest. Section 4 de-
picts our base (non-fault-tolerant) solution. Section 5 extends
the base solution into a full-fledged fault-tolerant algorithm.
Additionally, this section argues about the performance of
the algorithm and its correctness proofs. Section 6 explains
how messages can be delivered in an order consistent with
real-time. We close in Section 7 with a summary of the paper
and a prospect of future works.

2 Background

The literature on atomic multicast is rich, finding its roots in
the early works on group communication primitives. In what
follows, we offer a brief tour of the topic, underlining the key
ideas and algorithmic principles. Table 1 lists the most recent
solutions and compares them against the two algorithms we
cover in Sections 4 and 5. The first part of Table 1 lists
non-fault-tolerant algorithms, and the second part lists the
fault-tolerant versions. Figure 1 gives the genealogy of the
two algorithms.

Early Solutions The first solution to atomic multicast ap-
pears in the work of Birman and Joseph [1987]. In this work,
the authors describe an unpublished algorithm by Dale Skeen

that uses priorities to order the delivery of messages. The al-
gorithm employs a two-phase approach. In the first phase, the
sender disseminates the message to its destination group and
awaits their responses. Upon receiving such a message, an
algorithm assigns it a priority greater than prior messages and
sends this priority back to the sender. The sender collects re-
sponses from the destination groups. It computes the highest
priority among all the proposals and informs the destination
group. Each process in the destination group assigns this new
priority to the message. In a process, messages are delivered
in the order of priority, from lowest to highest. This algorithm
can take up to five message delays to deliver a message.

In modern terms, the solution of Skeen is a timestamp-
ing algorithm. This early solution does not tolerate failures:
when the sender fails, the algorithm stalls. Birman and Joseph
[1987] propose that another process takes over the role of the
sender when it fails. This requires a synchronous system.
However, in general, distributed systems are partially syn-
chronous. In this context, one cannot accurately detect if a
process in the destination group has failed. To deal with it,
Guerraoui and Schiper [1997] proposes to partition the re-
cipients of a message into (disjoint) consensus groups. Each
group maintains a clock that it uses and advances to propose
timestamps. A similar solution is proposed by Fritzke et al.
[1998] and Delporte-Gallet and Fauconnier [2000]. From a
high-level perspective, all these approaches can be seen as
replicating the logic of a Skeen process over a reliable group
of machines.

Message Semantics In Skeen’s approach, each process
maintains a logical clock to assign timestamps. Once the
final timestamp of a message is known, the logical clock is
bumped to a higher value. This ensures progress as, other-
wise, the message would stall until enough (prior) messages
get timestamped. In this schema, right before the clock is
bumped, another message can sneak in and retrieve an earlier
timestamp, which delays delivery. This situation is due to con-
tention, creating a convoy effect in the system [Ahmed-Nacer
et al., 2016]. To deal with it, Ahmed-Nacer ef al. [2016]
proposes to leverage the semantics of messages. If, from the
application’s perspective, the two messages commute, they
do not need to wait for each other. Such an idea finds its
root in the generalizations of atomic broadcast [Pedone and
Schiper, 1999; Lamport, 2005]. These algorithms use the



Generic Multicast: One Group Communication Primitive to Rule Them All

semantics of messages to deliver them earlier. Building upon
this, Ahmed-Nacer ef al. [2016] defines generic multicast as
a variation of atomic multicast that understands the message
semantics. However, the definition in [Ahmed-Nacer et al.,
2016] only applies to the failure-free case. We extend it to
failure-prone systems in Section 3. Notice that the mention of
a generalized version of atomic multicast can be traced back
to earlier works (e.g., [Schiper, 2009]).

Recent Progress Guerraoui and Schiper [1997] execute a
second agreement per consensus group to bump the clock.
Schiper and Pedone [2007] observe that this is not always
necessary. In fact, when a message is addressed to a sin-
gle consensus group, no timestamping mechanism is needed.
Coelho et al. [2017] propose the FastCast algorithm. This
solution delivers messages in fewer communication steps by
leveraging a speculative path to update the logical clock. The
fast path executes concurrently with a slower (conservative)
path. The message is delivered in four message delays when
the fast path correctly guesses the final timestamp. An im-
provement is made to the above schema by Gotsman et al.
[2019]. This algorithm opens the consensus “black box™ to
make additional optimizations. In the absence of collisions,
the solution in [Gotsman et al., 2019] delivers a message in
just three message delays at the leader of a consensus group.
Non-leader members need an additional communication step.
PrimCast [Pacheco et al., 2023a] is the best collision-free
solution known to date. It cuts the additional message de-
lay by exchanging commit acknowledgment messages across
consensus groups (and not just at the leaders as in [Gotsman
et al., 2019]). The authors also propose a technique of loosely
synchronized logical clocks to reduce the convoy effect.

When multiple messages are addressed concurrently to a
process, the above algorithms are slower (“failure-free” col-
umn in Table 1). To avoid this, Tempo [Enes ef al., 2021]
leverages the semantics of messages. Messages can access
one or more data items, among m (see Table 1). Two mes-
sages conflict, i.e., do not commute, if and only if they access
a common item. When messages collide but do not conflict,
Tempo can deliver them in four message delays (“collision-
free” column in Table 1).

The work in [Sutra, 2022] characterizes the minimal syn-
chrony assumptions to solve atomic multicast. In particular,
this work shows that, in some cases, weaker assumptions than
the standard partitioning into consensus groups are possible.
The present paper does not investigate such systems.

3 Generic Multicast

This work introduces the generic multicast problem in failure-
prone systems. Generic multicast is a flexible group com-
munication primitive that takes the best of two worlds. Like
atomic multicast, it permits addressing a message to a subset
of the processes in the system. Additionally, the semantics of
the messages are taken into account, as in generic broadcast,
to order them only when necessary.

This section presents the system model and defines the
generic multicast problem. It then illustrates this primitive in
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Figure 1. Structured derivations of generic multicast.

the context of distributed storage. Further, we discuss how to
implement generic multicast efficiently.

3.1 System Model

The set IT = {p1, p2, . . ., Pn>2} contains all the processes in
the distributed system. A process may fail by crashing, halting
its execution. If this happens, the process is faulty. Other-
wise, it is correct. Processes do not share a common memory
and solely rely on passing messages through communication
channels to exchange information. Any two processes are
connected with a channel. A call to Send(m, p) sends the
message m to the process p. The event Receive{m,p) is
triggered when message m is received from p. Channels are
reliable. This means that if a correct process p sends a mes-
sage to a correct process g, then eventually g receives this
message.

The system is partially synchronous. Partial synchrony
is modeled with the help of failure detectors [Chandra and
Toueg, 1996]. For pedagogical purposes, we first consider
a failure-free system in which all processes are correct (Sec-
tion 4). Later, we augment the system with failure detectors
and quorums (the details are in Section 5).

3.2 Definition

Generic multicast permits the dissemination of a message
across the system with strong liveness and safety guarantees.
In what follows, we formally define the communication prim-
itive and illustrate its usage in the context of a storage system.

We note M the set of messages disseminated with generic
multicast. Each such message m carries its source (m.src €
II), a unique identifier (m.id), as well as the destination
group (m.d C II). There are two operations at the interface:
GM-Send(m) multicasts some message m to its destination
group, that is, the processes in m.d. GM-Deliver(m) triggers
at a process when message m is delivered locally. As is com-
mon, we consider that processes multicast different messages
and that a message is multicast at most once.
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In generic multicast, delivery is parameterized with a con-
flict relation (~) that captures the semantics of messages from
an application perspective [Pedone and Schiper, 1999; Lam-
port, 2005]. Relation ~ is irreflexive and symmetric over
M. 1t is such that any two conflicting messages must have a
recipient in common: m ~m’ = m.d N m'.d # (.

For a process p and two conflicting messages m ~ m’, with
p € m.dNm’.d, we note m —, m’ when p delivers message
m before it delivers message m/'. This relation tracks the local
delivery order at process p. Notice that m —, m’ holds even
if p never delivers message m’. The global delivery order
captures how messages are delivered across the system. This
relation is defined as: —= (J,c1; —-

Generic multicast ensures the following properties on the
dissemination of messages:

- Integrity: For some message m, every process p € m.d
invokes GM-Deliver(m) at most once and only if some
process invoked GM-Send(m) before.

- Termination: If a correct process p GM-Send(m) or
GM-Deliver(m) some message m, eventually every cor-
rect process g € m.d executes GM-Deliver(m).

- Ordering: Relation — is acyclic.

Generic multicast establishes a partial order among deliv-
ered messages. In simple terms, it ensures that conflicting
messages are delivered in a total order, while non-conflicting
ones are delivered in any order. In both cases, a message is
delivered reliably to all the processes in the destination group.

Flexibility Generic multicast is a flexible communication
primitive. If the conflict relation binds any two messages
having a joint destination (m ~ m’ <= m.dNm’.d # 0),
we obtain atomic multicast. Conversely, if there is no conflict
(~= 0), the above definition is the one of reliable multicast.
These observations also extend naturally to the case where
messages are addressed to everybody in the system. In such
a case, the specification boils down to the one of generic
broadcast [Pedone and Schiper, 1999]. Then, if all messages
conflict, we obtain atomic broadcast, and when there are no
conflicts, the specification of reliable broadcast.

From what precedes, by adjusting the conflict relation
and/or the destination groups, we can adapt the behavior of
generic multicast to suit an application’s needs. This permits
tailoring an implementation to a specific context without mod-
ifying it. In the following section, we illustrate such an idea
in the case of a storage system.

3.3 Usage: A Key-Value Store

To illustrate the above definitions, let us consider a key-value
store. Such a service is common in cloud infrastructures
where it can be accessed concurrently by multiple remote
clients (typically, application backends). Examples of key-
value stores include AWS S3 [Amazon, 2008], etcd [The etcd
Authors, 2014], and Apache Cassandra [Lakshman and Malik,
2010].

A key-value store maps a set of keys to a set of values.
In detail, its interface consists of three operations: a call
to read (k) reads the content stored under key &, operation
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write (k,v) maps key k to value v, and cas (k,u,v) executes
a compare-and-swap, that is it stores v under key k, provided
the associated value was previously u. Additionally, the in-
terface includes a batch operator start. . .end which permits
grouping several of these operations.

Modern key-value stores replicate data across several avail-
ability zones and/or geographical regions. This improves fault
tolerance and data locality. A standard approach to imple-
menting such systems is to rely on the use of atomic broadcast
in conjunction with atomic commitment. For instance, this
is the design of Spanner [Corbett et al., 2013]. In Spanner,
each unit of replication, or fablet, is replicated across mul-
tiple data centers. Operations on a tablet are ordered with
the Paxos consensus algorithm. When a batch of operations
executes over multiple tablets, the replicas run two-phase
commit (2PC) [Gray, 1978; Lampson and Sturgis, 1979] to
agree on committing or aborting its changes.

Atomic multicast provides an alternative design [Cowling
and Liskov, 2012; Benz et al., 2014]. Upon executing an
operation, a message is multicast to the replicas holding a
copy of the corresponding data items. When the message is
delivered, replicas apply the operation locally. (If the message
contains a batch, an additional phase is needed, as detailed
in Section 6.) Thanks to the ordering property of atomic
multicast, this approach also provides strong consistency to
the service clients.

In this context, generic multicast can be used as a drop-in
replacement to atomic multicast. For this, we need to define
the conflict relation (~) appropriately. Given an operation
¢, isRead(c) evaluates to true when c is a read operation.
We write key(c) the key accessed by c. Operations ¢ and d
conflict when they access the same key and one of them is an
update (a write or a compare-and-swap). Formally,

c~d2 A key(c) = key(d) )
A — (isRead(c) A isRead(d))

For some message m, we write ops(m) the operations m
disseminates. Given two distinct messages m and m’, the
conflict relation is then defined as:

m o~ m 2 Je,d € ops(m) x ops(m/) :c~d  (2)

With generic multicast, operations on the key-value store
that do not access the same items commute. Hence, this
group communication primitive permits ordering messages
only where needed; this is more flexible and potentially also
faster. If the workload is contended on some specific keys,
the system coordinates only the access to those hot items.
If later, the workload becomes uniform, there is no need to
revisit the architecture, as the same guarantees still hold.

In the remainder of the paper, we explain how to implement
generic multicast efficiently. Before detailing these solutions,
we first discuss the properties of interest they should have.

3.4 Implementation Properties

Atomic multicast satisfies all the requirements of generic mul-
ticast. Unfortunately, it also orders messages more than nec-
essary. To avoid this, Pedone and Schiper [1999] introduces
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a property that captures when an implementation permits non-
conflicting messages to be delivered in different orders. The
definition is given for generic broadcast. It extends naturally
to our context as follows:?

(Rigidness) Consider two processes p and g and two non-
conflicting messages m and m’ with {p,q} C m.dnN
m/’.d. There exist a run r in which p delivers m before
m' while ¢ delivers m’ before m.

Another property of interest is with respect to the destina-
tion group. Indeed, it is possible to implement generic multi-
cast by delivering messages first everywhere, with atomic (or
generic) broadcast, and then filtering them out based on their
destinations. However, this defeats the purpose of targeting a
subset of the system. In [Guerraoui and Schiper, 2001], the
authors introduce a minimality property that rules out such
approaches.

(Minimality) In every run r, if some correct process p
sends or receives a (non-null) message in r, there exists
a message m multicast in r with p € m.d U {m.src}.

The two properties above are of interest from an implemen-
tation perspective. They ensure the communication primitive
is flexible enough and appropriately leverages the semantics
of messages it disseminates. In what follows, we complement
these with metrics that capture performance.

3.5 Time Complexity

In [Gotsman et al., 2019], the authors define the notions of
failure-free and collision-free latency. In what follows, we
extend these metrics to the context of generic multicast.

The two metrics are defined when the system is stable, i.e.,
when there are no failures and both the processes and the
network behave synchronously. Runs are classified whether
they contain concurrent and/or conflicting messages or not.

The delivery latency of a message is the time interval be-
tween the moment it is multicast and delivered everywhere.’
The conflict-free latency is the highest delivery latency for a
message when there are no conflicting messages. A message
m precedes a message m/’ if m is last delivered before m’ is
multicast. * Two messages m and m’ are concurrent when
neither m precedes m’ nor the converse holds. The collision-
free latency is the highest delivery latency for a message when
there is no concurrent message with a common destination.
Last, the failure-free latency is the highest delivery latency
for a message in the presence of concurrent and conflicting
messages.

To illustrate the above notions, let us go back to our stor-
age example (in Section 3.3). The failure-free latency defines
an upper bound on the time an operation takes to return in
the common case. If the operation does not encounter a con-
current operation when accessing the same replicas, it may
return earlier; this is the collision-free latency. Now, in case

2The property is called “strictness” in [Pedone and Schiper, 1999].

3In [Gotsman et al., 2019], the authors consider the moment the message
is first delivered. Here, we follow the definition proposed in [Pacheco et al.,
2023a].

4The term “before” refers here to real-time ordering.
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the operation accesses a cold item, its response can be even
faster: in this situation, data is identical everywhere, which
is similar to running the operation solo from the initial state.
This optimal case is measured with the conflict-free latency.

Lower bounds As mentioned earlier, atomic broadcast triv-
ially reduces to generic multicast. Hence, any known lower
bound on this communication primitive applies to generic
multicast. It is well-known that generic broadcast can de-
liver, at best, a message after a single round-trip, that is, two
message delays, in a conflict-free (or collision-free) scenario
[Lamport, 2005]. In all the other cases, at least three message
delays are necessary [Lamport, 2006].

4 A Base Solution

This section introduces a base solution to generic multicast.
This algorithm follows the standard schema invented by
Skeen [Birman and Joseph, 1987]: Given a message, each
process in its destination group proposes a timestamp. The
highest such proposal is the final timestamp of the message.
Message delivery happens in the order of their final times-
tamps.

In Skeen’s schema, the clock ticks every time a message
is received. Our key observation is that generic multicast
only needs this to happen when a conflict occurs. More-
over, conflict-free messages are delivered in parallel without
waiting—in contrast to Skeen’s solution. Both mechanisms
help to reduce latency and they diminish the convoy effect in
the communication primitive.

Algorithm 1 depicts an implementation of generic multicast.
This algorithm works when processes are all correct. Below,
we present its variables, the overall logic, and then we detail
the internals.

Overview At a process, Algorithm 1 makes use of the fol-
lowing four local variables.

- K: A logical clock to propose a timestamp for each
message.

- Pending: The messages that do not have a timestamp
assigned to them so far.

- Delivering: The messages whose timestamp is decided
and are ready for delivery.

- PreviousM sgs: The messages received since a con-
flict was detected. By construction, this set only contains
messages that do not conflict with each other.

Using the above variables, Algorithm 1 proposes and decides
timestamps for the messages submitted to generic multicast.
In a nutshell, each newly submitted message is first dissemi-
nated to its destinations. These processes advance their clocks
to propose a timestamp for the message. Such proposals are
then gathered, and the highest one defines the final timestamp.
A message is then delivered in the order of its timestamp.

As mentioned earlier, the logical clock advances only when
a conflict is detected. Namely, when a conflict is detected, the
set PreviousM sgs is cleared, and the clock advances. This
mechanism reduces the convoy effect in the communication
primitive. We further detail this next.
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Algorithm 1 Base generic multicast — code at p.

: Variables:

K<+ 0

: Pending < ()

: Delivering <

: PreviousMsgs < ()

: procedure GM-Send(m)
for all ¢ € m.d do
Send(Begin(m), p)

9: when Receive(BEGIN(m), q)

10: if 3m/ € PreviousMsgs : m ~ m’ then
11: K+ K+1

12: PreviousMsgs < ()

13: PreviousM sgs < PreviousMsgs U {m}
14: Pending < Pending U {(m, K)}

15: Send(Propose(m, K), q)

16: when Vq € m.d : Receive(PROPOSE(m, ts), q)

17: tsy < max({ts | Receive(Propose(m,ts),q)})
18: for all ¢ € m.d do

19: Send(Deliver(m,tsy),q)

20: when Receive(DELIVER(m,tsy),p)
pre: (m,_) € Pending

21: iftsy > K then

22: if 3m’ € PreviousMsgs : m ~ m/ then
23: K<+ tsy+1

24: PreviousMsgs <+ ()

25: else

26: K + tsy

27: Pending < Pending \ {(m, )}
28: Delivering < Delivering U {(m,tsy)}

29: procedure GM-Deliver(m)
pre: A 3t : (m,t) € Delivering
A/t (m!,t') € Delivering U Pending
= (m ¢ m'V(m,t) < (m,t))
30: Delivering < Delivering \ {(m,t)}

Internals To disseminate some message m, a process p
invokes at line 6 operation GM-Send(m). The operation
sends a message Begin(m) to all the processes in m.d using
the underlying Send communication primitive. When this
happens, we say that p is the sender of message m.

At line 9, the handler triggers when process p receives a
Begin(m) message from m’s sender, ¢. In such a case, p

first checks if m conflicts with a previously received message.

This computation is at line 10, using the PreviousM sgs
variable. If the process identifies a conflict, it increments

its clock and clears the PreviousM sgs set in lines 11 to 12.

Then, the process stores the message m and its timestamp
proposal, which is the value of its clock. The process sends
to the sender ¢ the proposal for m at line 15 with a Propose
message.

When the sender gathers a proposal from all the processes
in m.d, it computes the final timestamp of m by selecting the
highest proposed timestamp. The sender then disseminates

the decision to all the processes with a Deliver message.

Such a computation is in lines 16 to 19.

Upon receiving the final timestamp ¢s; for message m, a
process checks if its clock is lower than ¢s. If this happens
to be the case, the clock is advanced to £s. In case a conflict
is detected, the clock is also incremented by one, and the
PreviousM sgs set is cleared. This step ensures that no
earlier message is missed: when the final timestamp is known,
all the messages before m and conflicting with it are stored
locally.
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Once the above steps are executed, the message is ready to
get delivered at line 29. The precondition in this line ensures
that delivery happens in the order of the final timestamps. In
case two timestamps are tied between conflicting messages,
the identifier of each message provides a deterministic order.
This means that (m,t) < (m/,t') readsast < ¢’ V (¢t =
t' Amaid < m’.id).

Discussion Variable PreviousM sgs can grow arbitrarily
large when there is no conflict. This may negatively impact
memory usage. In practice, it suffices to bump the clock and
clear the set periodically. Because processes cannot unilater-
ally bump their clocks, such a garbage-collection mechanism
ought to be deterministic: it can happen at a given interval or
by broadcasting an appropriate command across the system.

Algorithm 1 does not restrict the conflict relation. There-
fore, it is possible to build the storage example (Section 3.3)
utilizing the conflict relation of Equation (2).

For Algorithm 1, we do not present correctness arguments.
They are detailed in the next section, where we present a
complete fault-tolerant solution.

5 Dealing With Failures

We now present a fault-tolerant algorithm to solve the generic
multicast problem. This solution merges the logic of Algo-
rithm 1 with some of the ideas introduced in earlier works
(e.g., [Fritzke et al., 1998; Schiper and Pedone, 2007]).

In what follows, we first detail the necessary additional
assumptions on the system model to deal with process failures.
Then, we introduce our solution, argue about its correctness,
and prove that its performance matches the results in Table 1.

5.1 Additional Assumptions

Fault-tolerance To be fault-tolerant, we need to strengthen
our computational model. A standard assumption [Défago
et al., 2004] is to assume that the system is partitionable into
groups. Internally, each such group is robust enough to solve
consensus. The destination of a message is then defined as
the union of one (or more) of these consensus groups.

In detail, we assume a partition I" = {g¢1,..., g} into
groups of II ensuring that:

- (non-empty)Vg € T': g £
- (complete) 11 = Uger g
- (disjoint)Ng;,g; €T i #j = giNg; =10
- (covering)Vm € M : 3G CT : m.d = Ugeg g
- (reliable)¥g € T" : A consensus is solvable in g

A\ aprocess in g is correct

In light of the above assumptions, generic broadcast is
solvable in every group g € I'. Hereafter, we assume that
such an instance exists per group. For some group g, we note
GB-Send,(m) and GB-Deliver,(m) respectively the oper-
ation to broadcast and deliver a message m using generic
broadcast in group g.
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g1 g2
sender — —
GM-Send(m) s
GB-Sendg,
GB-Send, 4 ‘L \ .
GB-Deliverg, GB-Deliverg,
K« 42 K+ 3
Send Send
GM-Deliver(m)

K + 42
GM-Deliver(m)

Figure 2. A run of Algorithm 2.

Conflict relation In what follows, we consider that mes-
sages convey a single operation and that they all access the
same key. That is, the conflict relation (~) abides by Equa-
tions (1-2), with |ops(m)| = 1, and there is a single key. The
other cases are covered in Section 5.5.

5.2 Algorithm

Our solution is presented in Algorithm 2. Below, we provide
an overview of the protocol, detail its internals, and later argue
about its correctness.

Overview Algorithm 2 uses the variables listed in lines 1
to 4. Some of them have the same usage as in Algorithm 1.

- K: Alogical clock.

- PreviousM sgs: The messages received since a con-
flict was detected.

- Mem: This set stores information to process each
message. It plays the joint roles of Pending and
Delivering sets of Algorithm 1.

Algorithm 2 follows the standard transformation invented
in [Guerraoui and Schiper, 1997]. Such a transformation
makes Skeen’s approach fault-tolerant by considering subsets
of the destination group that are large enough to agree on a
timestamp proposal. This is the purpose of the assumptions
made in Section 5.1.

In detail, for each destination group m.d, there exists a
partition into a set of (consensus) groups G such that m.d =
Ugeg ¢. In each group g, processes agree on a timestamp
proposal for message m. Agreement takes place using generic
broadcast in group g. Then, as in Algorithm 1, the final
timestamp ¢sy of message m is the highest of such proposals.
To deliver the message m, it is necessary to know all the
messages with a lower final timestamp than m. For this, each
group g bumps its clock using generic broadcast a second
time. In case a group has a clock high enough, it simply does
nothing.

Figure 2 illustrates the above logic. In this failure-free
scenario, two consensus groups, g; and g, partition the des-
tination group of message m. Each group computes a times-
tamp proposal using generic broadcast: group g; proposes
42, while go suggests 3. This computation occurs for g; in
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Algorithm 2 Fault-tolerant generic multicast — code at p

: Variables:

K<+ 0

Mem + 0

: PreviousMsgs < ()

: procedure GM-Send(m)
let G C I' such that m.d = Uyeg g
forall g € G do

GB-Sendg (Begin(m))

> G is unique

A o ey

9: when GB-Delivery(Begin (m))

10: if 3m’ € PreviousMsgs : m ~ m/ then
11: K+ K+1

12: PreviousM sgs < ()

13: PreviousMsgs < PreviousMsgs U {m}
14: Mem < Mem U Propose(m, K)

15: for all ¢ € m.d do

16: Send(Propose(m, K), q)

17: when Receive(PROPOSE(m, ), )
pre: A Propose(m, ) € Mem

Am.d=U{g €T |3q € g: Receive(Propose(m
18: tsy < max({t | Receive(Propose(m,t))})
19: Mem < Mem UDeliver(m,tsys) \ Propose(m,_)
20: if K < sy then
21: let g € I"such thatp € g
22: GB-Sendg (Advance(tsy))

) D)}

> g is unique

23: when GB-Delivery (ADVANCE(t))
24: if ¢ > K then

25: K+t

26: PreviousMsgs < ()

27: procedure GM-Deliver(m)
pre: A 3t < K : Deliver(m,t) € Mem
AVYm' t' : Propose|Deliver(m/,t') € Mem
= (my¢m' Vv (m,t) < (m,t))
28: Mem <+ Mem \ Deliver(m,t)

the blue box. In parallel, go also reaches an agreement on
the proposal using the green box. Then, the two consensus
groups exchange their proposal and set the final timestamp
of m to 42. At group go, the clock is lower than 42. Thus, ¢;
can immediately deliver the message. Group go has initially
proposed 3. As a consequence, it needs to bump its clock us-
ing generic broadcast a second time (green box at the bottom
of Figure 2).

Internals A message m starts its journey once it is multicast
at line 5. When this happens, the sender p first computes the
partition G of the destination group m.d. Then, for each
consensus group g € G, p broadcasts a Begin(m) message
to g. This disseminates message m to its destination group to
compute timestamp proposals. If p fails in the loop at line 7,
arecovery is needed. We will explain the recovery procedure
later in this section.

Upon receiving a Begin(m) message, a process p looks
for conflicts in the PreviousM sgs set (line 10). If a con-
flict exists, p increments its clock and clears PreviousM sgs
(lines 11 and 12). Then, m is added to PreviousM sgs
(line 13). These steps are similar to the ones taken in Al-
gorithm 1, and they are needed to ensure that conflicting
messages end up with different final timestamps.

The timestamp proposal for m is set to the value of the
clock K. This proposal is then stored at the local process p
in variable Mem (line 14). One can show that the processes
in consensus group g compute the exact same proposal for
m. As a consequence, there is no need to disseminate the
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Algorithm 3 Recovery mechanism

1: procedure recover(m)

pre: A Im : Propose(m, ) € Mem
Am.src € D
2: forallgeI': g Cm.ddo
3: if p € g : Receive(Propose(m, ), p) then
4: GB-Sendgy(Begin(m))

group’s proposal internally. In lines 15 to 16, p sends the
proposal to all the other processes in the destination group. It
also sends the proposal to itself to move the message to the
decision phase.

Deciding the final timestamp for message m happens in
the handler at lines 17 to 22. The handler has a precondition
that requires that a timestamp proposal is known for each
consensus group in the partition of the destination group. The
final timestamp of m is stored in variable ¢s; and set to the
highest such proposal (line 18). If some consensus group
g is late, that is, its clock is lower than tsy, it must bump
its clock. This ensures that all the messages lower than ¢sy
are known locally when m is ready to be delivered (line 27).
Clock synchronization happens in lines 20 to 26. It broadcasts
an Advance(tsy) message within the local group.

Within a consensus group g, clocks are synchronized using
generic broadcast. This permits processes to make the same
timestamp proposal for a message addressed to the group.
More formally, if p and ¢ in g GB-Deliver, the same mes-
sages, then variable K is in the same state. For this, we need
to carefully define conflicts in the generic broadcast primitive
to ensure the group behaves as a unit. Equation (3) specifies
how relation (~g;) is set to satisfy the requirements for two
(distinct) messages m and m/.

m ~gp m Svm= Advance( )
V m’ = Advance(_)

V A m = Begin(x) 3)
Am’ = Begin(y)
Nx ~y

Message m ends its journey when the handler at line 27
triggers. This happens when the clock is higher than m’s final
timestamp. As in Algorithm 1, such a precondition ensures
that every message with a lower final timestamp is known
locally. (This precondition can be added to Algorithm 1, but
it is vacuously true.) The rest of the handler is identical to the
failure-free case; message delivery occurs in the timestamp
order.

5.3 Failure Recovery

Algorithm 2 is always safe. However, the algorithm would
block when a process fails without a recovery procedure. In
detail, if the sender crashes before it finishes the loop at line 7,
some processes in the destination group may never compute
a timestamp proposal. To avoid this, we need a recovery
mechanism. This mechanism is detailed in Algorithm 3.
Algorithm 3 makes use of an unreliable failure detector,
denoted D. This failure detector returns a list of processes
that are suspected to have failed [Chandra and Toueg, 1996].
Failure detection D must ensure that a faulty process cannot
remain unsuspected forever. Notice that this does not require
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any assumption on the underlying system. In particular, re-
turning II is a valid implementation of failure detector D.
Better failure detection is interesting for performance, but
does not impact correctness or liveness.

At a process p, the recovery mechanism in Algorithm 3
works as follows: It triggers when for some message m, m
is pending (Propose(m, ) € Mem) and its sender is sus-
pected (m.src € D). In such a case, for every group g parti-
tioning the destination, if p did not receive a timestamp pro-
posal from g, p broadcasts a Begin(m) message to g (lines 2
to 3). When process p is correct, the missing groups deliver a
Begin(m) message at line 9 and then send their timestamp
proposals. Otherwise, recovery is attempted again by another
process, until it succeeds (which happens eventually from the
assumptions in Section 5.1).

5.4 Correctness

In what follows, we present the correctness proofs of Algo-
rithm 2. Algorithm 2 was also verified using TLA™. The
specification can be found online’.

5.4.1 Safety

We start the proof of Algorithm 2 with some invariants:

Base 1 At a process p, relation —, is irreflexive.

Base 2 The logical clock at a process never decreases.

Base 3 If a process send messages Propose(m,t) and
Propose(m/,t') withm ~ m/, thent # ¢'.

Base 4 Consider a consensus group g. If p € g sends
message Propose(m,t) and ¢ € ¢ also sends
Propose(m,t'), thent’ = t.

SAFa Processes in the destination group of a message m
agree on the final timestamp of m.

SAFb A process delivers a message only if it has already
delivered all the conflicting messages with a lower
timestamp.

SAF For any two conflicting messages m and m’ deliv-
ered in a run with respectively timestamps ¢ and ¢, if
m —, m/ then (m,t) < (m/,¢").

Proof Invariant Base 1. When p delivers some message m,
Deliver(m,t) must be stored in Mem (line 27). Moreover,
when this takes place, Deliver(m,t) is removed from Mem
(line 28). Deliver(m,t) is added at line 19. This requires
Begin(m) in Mem. When p executes line 19, Begin(m)
is removed from Mem. Such a message is added when the
block in lines 9 to 16 executes. This block is triggered when
Begin(m) is delivered by Generic Broadcast in the (consen-
sus) group of process p. Because Generic Broadcast delivers
each message at most once, this happens at most once. From
what precedes, the delivery of /m occurs at most once, imply-
ing that —, is irreflexive at p. O

Proof Invariant Base 2. Follows from the pseudo-code of
Algorithm 2. The clock (variable K) is either incremented by
one (line 11), or bumped to a higher value (lines 24 to 25). O

Shttps://github.com/jabolina/mcast-tlaplus
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Proof Invariant Base 3. Consider that process p sends mes-
sages Propose(m, t) and Propose(m/,t') during a run, with
m ~ m’. Such messages are disseminated at line 16, after
that Begin(m) and Begin(m') were delivered at line 9 by
Generic Broadcast. A message is delivered by Generic Broad-
cast at most once. Without lack of generality, consider that
p executes line 9 for m before m’. Let 7 and 7/ > 7 be the
respective points in time at which this takes place.

Recall that each block executes in full atomically, and
thus they are not interleaved. At time 7, process p sends a
Propose(m, t) message at line 16. Note K the value of the
clock variable K on process p at time 7. According to the
block in lines 9 to 16, K. = t.

By Invariant Base 2, variable K never decreases. Note
K,/ the value of the clock variable on process p right before
it executes the delivery of Begin(m/') at line 9. There are
two cases to consider. (case K, _1 > K,.) Using the same
reasoning as above, we have t' > K. _1. (case K,/_1 =
K,.) Because m’' ~ m, process p must execute lines 11
to 12 before sending Propose(m/,t’). It follows that t' =
K,/ _1 41, as required. [

Proof Invariant Base 4. The intuition for this invariant is as
follows: Due to Equation (3), Advance messages conflict
with every other messages. Hence, processes in g receive
them in a total order. From our assumption in Section 5.1,
write messages (i.e., messages carrying a write) are also re-
ceived in the same order in g. Thus processes may only
disagree on the order of read messages. That is, between two
totally-ordered messages, they may disagree on the order of
read messages. Since these messages do not conflict among
each other, they change the clock only once at a process. Con-
sequenly, updates on the clock follow the same sequence in a
consensus group and the timestamp proposals are the same.

In more formal terms, let A be some sequence of Begin
and Advance messages. We write [A] the equivalence class
of X induced by the conflict relation (~,). Thatis, o € [A]
ifandonlyifz € A < z € ocandforanyz ~g y,
x <)Yy <= z <, y. The prefix relation over message
sequences induces an order on their respective classes as
follows: [o] C [A] if and only for some sequence of messages
v, [6y] = [A]. For some process p € g, let us write A, the
sequence delivered at process p by Generic Broadcasts and
clk(M, p) the clock value at p after it processes a (Begin or
Advance) message M. Generic Broadcast ensures that for
any p and ¢ in the same consensus group g, [A,] C [A,], or
the converse, hold (see Lamport [2005]). We establish that
if [Ap] T [Ag] then for any M € X, clk(M, p) = clk(M, q).
Invariant Base ¢ follows from this property.

The proof of the property is by induction on the messages
in A,. Consider that it holds until some M € \,. Let
N <, M be the last message to change the clock K at
p before M (i.e., due to blocks in lines 11-12 and lines 25-26).
For some A, A" and A", A, = ANA'M\". Notice that if
A’ is non-empty then A\’ contains only read messages M’
with clk(M',p) = clk(N,p). (case N <y, M) Let us write
Ag = o No'Ma", for some appropriate sequences o, o/, and
o”. Suppose M’ € o'. If M’ is a write or an Advance
message, then N <), M’ <), M, but M" ¢ X. It fol-
lows that [A\,] Z [A;]. Thus, o’ only contains reads and for
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any such message M’, clk(M’') = clk(N). By our induc-
tion hypothesis, clk(N,p) = clk(N,q). (case M <y, N)
Similarly, we can write \;, = oMo' No"'. If M (or N)
conveys a write or is an Advance message then [\,] Z [A,].
Thus, M and N must be read messages. The same is true in
case o’ does not contain only read messages. Then, observe
that clk(N, p) = clk(M,p) and clk(M,q) = clk(N,q). We
conclude using clk(N,p) = clk(N,q), from our induction
hypothesis. O

Proof Invariant SAFa. Consider a message m. According to
the assumptions in Section 5.1, m.d is partitioned uniquely
into a set {¢1,. .., gm} of consensus groups. A process de-
cides the final timestamp of a message at line 19. This happens
when for each group g; in the partition, p has a timestamp
proposal from g; (line 17). Hence, because of Invariant Base
4, processes must agree on the same final timestamp. O

Proof Invariant SAFb. Assume that a process p delivers a
message m with a timestamp ¢. Let m’ be some message
conflicting with m, also addressed to p, whose final times-
tamp is ¢’ (by Invariant SAFa processes agree on this), with
(m’,t) < (m,t). Below, we establish that m’ is already
delivered at the time p delivers m.

Consider the point in time 7 where p delivers m. The block
in lines 27 to 28 is responsible for the delivery. In particular,
this block has a guard to ensure that things happen in the right
order (line 27). Namely, m is delivered with timestamp ¢ only
if for any message m’ in Mem either m does not conflict
with m/, or m has a lower timestamp than m/’.

If m’ is already delivered at time 7, we are done. Otherwise,
assume that m/ is delivered later, or not delivered at all by p.
Below, we prove that a contradiction is reached.

Message m/ conflicts with m and (m/,¢') < (m,t). Thus
at time 7, either m’ is in Mem at p with a higher timestamp
t” > t, or m' is not in Mem. In the former case, Mem
contains a Propose(m/,t"). In light of the pseudo-code of
Algorithm 2, necessarily t' > t" > ¢; contradiction. Alterna-
tively, consider the case where m’ is absent from Mem at 7.
Let ¢ be the timestamp assigned at line 14 by process p to
m/'. Necessarily, t" < ¢ < t. This event must happen before
time 7 due to the precondition in line 27, requiring K > t.
It follows that there exists a Propose(m, t”) in Mem at an
earlier time than 7. Because m’ is not delivered yet, this
message is still in Mem or by Invariant Base 4, there is a
Deliver(m/,t'). In both cases, we reach the desired contra-
diction. O

Proof Invariant SAF. The proof follows from Invariant SAFa
and Invariant SAFb. From Invariant SAFa, the processes in
the destination agree on every message’s final timestamp. In-
variant SAFb guarantees delivery with a deterministic agreed
order, utilizing the timestamp or the message’s identifier to
break ties.

With more details, the proof is by contradiction and as
follows: Assume m and m/ are delivered with respectively
timestamp ¢ and ¢’ in a run. Consider that (m/,t") < (m,t)
and that for some process p, m —, m/. Let t” be the times-
tamp used by p to deliver m. Applying Invariant SAFa, t” = ¢.
By Invariant SAFb, because (m/,t’) < (m,t) and p € m/.d,
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p must deliver (m’, ¢') before m. Hence, m’ —, m and we
have a contradiction by Invariant Base 1. O

Theorem 5.1. Algorithm 2 guarantees the Ordering property
of generic multicast.

Proof. For the sake of contradiction, assume that Algorithm 2
violates Ordering. By definition, there exists a cycle in the
delivery of messages across the system. By Invariant Base 1,
this cycle contains at least two messages. In other words, for
some k > 1, there exist messages my, . . . , my and processes
qgos - - -, gk such that mg —4, M1 —q, ... =g, Mk —q,
myg. Forany i € [0, k], let ¢; be the timestamp of m,; when the
message is delivered at process p;. Applying Invariant SAF,
(mi,ti) < (mi_,_l [k]?ti—i-l [k]) Hence, (mo,to) < (mo,to);
contradiction. O

5.4.2 Liveness

We consider the following invariants:

LIVa If a correct process GM-Send(m) or a process
GB-Deliver(Begin(m)), eventually all correct pro-
cesses in m.d insert a Deliver(m, )in Mem.

LIVb If a correct process p adds Deliver(m,t) in the
Mem set, eventually, p’s clock is equal to or higher
than ¢.

LIVc If a correct process p includes a Deliver(m, ) in
Mem, then p eventually GM-Deliver(m).

Proof Invariant LIVa. The critical lines are the for-loop in
lines 7 and 8. This procedure might have two outcomes.
Either every group in m’s destination delivers a Begin(m)
message, or not.

For starters, consider the former case. At this stage, incor-
rect process crashes does not affect liveness as we assume
each group has at least one correct process. In detail, since
each group contains one correct process, they share proposals
at lines 15 and 16. These processes being correct and the
channel reliable, the delivery of Propose(m, ) messages
from each group in m.d eventually takes place at the correct
processes in m.d. Thus, each such process calculates the final
timestamp at line 18. Then, itadds aDeliver(m, ) message
to Mem at line 19, which concludes the proof.

Alternatively, consider the second case, that is some group
does not deliver a Begin(m) message. We observe that
this case cannot happen if the sender is correct. Hence,
from the assumptions in Invariant LIVa, a process ¢ exe-
cutes GB-Deliver(Begin(m)). Let ¢ C m.d be its group.
Group g contains at least one correct process; name it p.
From the Termination property of generic broadcast, p de-
livers Begin(m) because ¢ did. After delivering Begin(m)
at line 9, p submits its proposal to every other processes in
m.d then adds Propose(m, ) to Mem at line 14. Since
the sender process crashes, process p’s failure detector (D)
eventually suspects m.src, triggering the recovery procedure
(Algorithm 3). Therefore, as p is correct, it successfully
broadcasts a Begin(m) message to every other group in m.d
(which has not proposed a timestamp to m). Then, we may
close the proof using the first case above. O
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Proof Invariant LIVb. Invariant LIVa guarantees that each
correct processes in m.d eventually inserts a Deliver(m,t)
message in M em. After deciding that ¢ is the final timestamp
of m, a process verifies if the clock needs synchronization at
line 20. There are two outcomes for this, namely the times-
tamp is higher or not. In the former case, the proof is over.
In the latter, p’s local group must synchronize its clock. To
this end, p broadcasts an Advance(t) message to the group.
As p is correct, Advance(t) is eventually delivered at line 23.
Then, the clock is bumped (if needed) to a higher value than
t at line 25. O

Proof Invariant LIVc. First of all, let us note 7 the global
(discrete) time of the distributed system. We consider the
following potential function ® in 7 x II +— 2M*N: given
atime 7 € 7 and some process p € II, (7, p) returns all
the pairs (m,t) such that message m is stored in Mem at
p with timestamp ¢ (i.e., Mem contains a Deliver(m,t)
or Propose(m, t) message.) Then, for such a set of pairs,
&(7,p,tsy) are all the messages with a timestamp smaller
than tsy.

Assume a process p inserts Deliver(m, tsy) in Mem. Ap-
plying Invariant LIVb, the clock of p eventually passes ¢s;.
Let 7 be the point in time when this happens. By Invari-
ant SAFb, ¢(7’, p,tsy) is a decreasing function for any later
point 7/ > 7 in time.

Now, assume that ¢(7,p, tss) is empty. The precondition
at line 27 for m is true at time 7. Indeed, all the messages m/’
preceding m would be in ¢(7, p, tss) which is by assumption
empty. Moreover, it must be always true at any later point in
time. Hence, p delivers eventually message m.

Otherwise, if ¢(¢, p, tsy) is not empty, we can apply induc-
tively the above reasoning on every message in ¢(t, p, tsy)
starting from its smallest element. Thus, from what precedes,
function ¢(¢, p,tsy) converges towards an empty set over
time and message m is eventually delivered. O

Theorem 5.2. Algorithm 2 guarantees the Termination prop-
erty of generic multicast.

Proof. Follows from Invariant LIVa, Invariant LIVb, and In-
variant LIVc. O

5.5 Handling Arbitrary Conflicts

Algorithm 2 is limited to read/write conflicts over a single data
item. In this section, we adjust our solution to handle the other
cases. First, we illustrate the problem that may arise in Algo-
rithm 2 with an arbitrary conflict relation. Then, we present
changes to accommodate a conflict relation partitioned into
several disjoint classes.

Limitations Some assumptions on the conflict relation (~)
are needed for Algorithm 2 to be safe. To illustrate, consider
the following scenario: Let g be a (consensus) group with
processes p and gq. Three messages are submitted to Algo-
rithm 2, my, mo, and ms, all addressed to destination groups
that include g. Message m; commutes with the other two
messages, while my and m3 conflict. Assume that process p
delivers through Generic Broadcast, in this order, Begin(m ),
Begin(ms), and Begin(mg). Hence, it proposes timestamp
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Algorithm 4 Multiple conflict classes

: Variables:

: K[m] « Am.0

: Mem <+ 0

: PreviousMsgs[m] < Am.0

B W N =

9: when GB-Deliverg(Begin (m))

10: if3m’ € PreviousMsgs[m] : m ~ m’ then

11: K[ « K[m] + 1

12: PreviousM sgs[m| + 0

13: PreviousM sgs[m] < PreviousM sgs[m] U {m}

14: Mem < Mem U Propose(m, K[m])
15: for all ¢ € m.d do
16: Send(Propose(m, K[m]), q)

17: when Receive(PROPOSE(m, ), )

20: if K[m] < tsy then
21: let g € I'suchthatp € g
22: GB-Send (Advance(ts ¢, 1))

23: when GB-Delivery (ADVANCE(E, 7))
24: ift > K[m] then

25: K[m] +t

26: PreviousMsgs[m] < 0

0 for mq, 0 for mo, and 1 for mz. Meanwhile, process ¢
delivers Begin(ms), Begin(ms), and Begin(m ). Accord-
ing to Equation (3), such a delivery is permitted by Generic
Broadcast. This leads g to propose 0 for mg, 1 for m3 and 1
for m. In this scenario, p and q report different timestamp
proposals for message m; while being in the same consensus
group g. This breaks Invariant Base 4 and may lead processes
to deliver m; in incompatible orders.

Multiple Conflict Classes The aformentionned issue hap-
pens because m; is not in the same conflict class as mo and
mg. Splitting the timestamping mechanism of Algorithm 2
per class solves the problem. Algorithm 4 implements such
an approach. It follows the logic of Algorithm 2 and handles
any conflict relation that partitions into a set of read/write
conflict classes.

In detail, a conflict class is read/write when each operation
is either a read or a write, and only reads do not conflict. We
assume that ~ (or some safe approximation of it) partitions
into such classes. For instance, in the case of a key-value
store (Section 3.3), keys are segmented. Operations can be
batched, but in a batch they must all access the same segment.
Several storage systems, e.g., Apache Cassandra [Lakshman
and Malik, 2010], have this restriction.

For some message m, m defines its conflict class. Algo-
rithm 4 uses one clock and one set to track conflicts per class
(lines 2 to 4). Initially, for some class m, K[m] is set to 0
and PreviousM sgs[m] is empty. Variable Mem spans all
the classes, and it plays the same role as previously.

Algorithm 4 details the changes made to Algorithm 2. For
instance, in lines 10 to 12, the algorithm updates the class
variables in case a conflict is detected. In short, the algorithm
follows the same logic as Algorithm 2, applying it per conflict
class. Its correctness can be established using the reasoning
and invariants in Section 5.4.
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5.6 Performance

Algorithm 2 ensures the two properties (Rigidness and Mini-
mality) listed in Section 3.4. In what follows, we prove that
the algorithm is matching the performance listed in Table 1.
Performance is given for non-faulty runs, that is, runs dur-
ing which there are no failures and no failure suspicions. In
practice, this corresponds to the common case for real sys-
tems. Finally, we conclude the section with a discussion about
metadata management.

When measuring latency, we consider that Algorithm 2
makes use of the fastest generic broadcast known to date (e.g.,
[Ryabinin ef al., 2024; Park and Ousterhout, 2019; Sutra and
Shapiro, 2011]). Such algorithms ensure that in a failure-free
run, a message is delivered after two message delays if there
are no concurrent conflicting messages and three otherwise.

Hereafter, we write R the set of failure-free runs for Algo-
rithm 2. Among these runs, Ry C R (respectively, R, C R)
are the conflict-free (resp., contention-free) ones. Notice that
there is no ordering relation between R, and R.,. We ex-
amine in order each of these classes to establish the results in
Table 1.

Conflict-free For starters, we consider the class of conflict-
free runs. This class is illustrated in Figure 2 where g delivers
the message after just 3 message delays: The blue box for
generic broadcast takes 2 message delays. It is followed with
the exchange of timestamp proposals, then delivery of the
message at gi.

For some run r, we note dl,.(m) the delivery latency of a
message m in r. We can establish the following result.

Proposition 5.1. In every runr € Ry, dl,.(m) < 3 for any
m.

Proof. After two message delays, each process in m.d deliv-
ers Begin(m) at line 9. There is no conflict in run r. Hence,
variable K equals 0, and the condition at line 10 is false.
After an additional message delay, the timestamp propos-
als are exchanged at lines 15 to 17. Upon collecting such
proposals, the final timestamp ts; = 0 is known at line 19.
Hence, Deliver(m, 0) is added to Mem. No message con-
flicts with m. Thus, the precondition at line 27 is valid, and
m is delivered after 3 message delays. O

Collision-free Recall from Section 3.5 that a collision-free
run is a run in which no two messages are sent concurrently
to the same location. This means that when a message m
is multicast, any message m’ having a common process
p € m.d N m’.d is delivered at that process p. In [Gots-
man et al., 2019], the authors introduce the notion of commit
latency for Skeen-like algorithms. The commit latency mea-
sures the time it takes for a message to get assigned a final
timestamp. For collision-free runs, the commit latency corre-
sponds to the delivery latency (Theorem 3 in [Gotsman ef al.,
2019]). Proposition 5.2 establishes that Algorithm 2 takes
five message delays to commit a message in a collision-free
run.

Proposition 5.2. n every run r € R, dl,.(m) < 5 for any
m.
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Proof. The proof starts similarly to the proof of Proposi-
tion 5.1. At a process, the final timestamp of a message
m is known after three message delays: Generic broadcast
ensures that Begin(m) is delivered after two message delays
(because the run is collision-free). Then, we add one more
message delay due to the exchange of timestamp proposals.
Let ¢ be the final timestamp of m. To deliver m, the precon-
dition at line 27 must be true. This precondition demands
that the logical clock (K) is higher than ¢. Once this holds,
message m is delivered right away because there are no pend-
ing messages locally (as the run is collision-free). According
to the pseudo-code at line 20, either the precondition is true
at the time Deliver(m,t) is added to Mem (line 19), or an
Advance(t) message is generic broadcast (line 22). In the lat-
ter case, after two more message delays, the code in lines 23
to 26 triggers. This ensures that the precondition at line 27 is
true later on. O

To illustrate the above result, let us go back to Figure 2.
This figure depicts a collision-free scenario for Algorithm 2.
In particular, because g, has a clock smaller than the decided
timestamp (42), it needs to bump its clock. This computation
happens using generic broadcast (second green box in Fig-
ure 2) and takes two more message delays. Once the clock is
bumped (bottom of the figure), the message is delivered. In
total, it takes g» five message delays to deliver the message
in this scenario.

Failure-free The failure-free latency is defined as the clock
update latency plus the commit latency in failure-free runs
[Gotsman ef al., 2019]. Lemma 5.3 proves that the commit
latency of a message is seven for this class of runs.

Lemma 5.3. Foranyr € R, the commit latency inr is 7.

Proof. The proof is almost identical to the one used in Propo-
sition 5.2. The sole difference is the time it takes for generic
broadcast to deliver a message. Here, we count three mes-
sage delays instead of two. This comes from the possible
contention in the primitive, leading to an additional message
delay in the worst case. O

The clock update latency measures the (worst-case) number
of message delays to wait before all the messages with a
lower timestamp are known at the destination group once
the final timestamp is computed. Equivalently, using the
formulation in [Pacheco et al., 2023a], this is the maximum
delay after which no (consensus) group will assign another
message a local timestamp smaller than the final timestamp.
For Algorithm 2, Lemma 5.4 tells us that this demands waiting
for four message delays.

Lemma 5.4. For any r € R, the clock-update latency in r is
4.

Proof. Consider that some message m has a final timestamp
t. If amessage m’ ends up with a lower timestamp than ¢, this
message is delivered right before the clock is updated to (at
least) ¢. In the worst case, m/’ is generic broadcast at this point
by another (consensus) group, say g. It takes three message
delays to get delivered at g. Then, the timestamp proposals are
computed for m’ and exchanged among the group partitioning
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the destination. Hence, four message delays were needed in
total to compute the timestamp of m’ since the clock was
updated. O

In the light of the last two lemmas, we may conclude the
following about the performance of Algorithm 2 in failure-
free runs.

Corollary 5.4.1. In everyrunr € R, dl,.(m) < 11 for any
m.

6 Real-Time

This section motivates the interest of tracking real-time in
generic multicast and explains how to implement it.

6.1 Motivation

As indicated in Section 3.3, data stores commonly provide
an operator to access multiple items at once. Typically,
such an operator is of the form start. . .end, permitting to
group several operations in a batch. In this context, prior
works [Pacheco ef al., 2023b; Bezerra et al., 2014] observe
that atomic multicast does not suffice out-of-the-box to main-
tain data consistency. This is also the case with generic mul-
ticast, as illustrated in Figure 3.

Figure 3a shows a run that breaks data consistency. The
figure has two clients, ¢; and cy. Client ¢o submits wy =
write(x, 10), waits for its completion, then submits we =
write(y, 10). Concurrently, client ¢; executes a batch 8 of
read operations to fetch keys x and y. The run in Figure 3a is
not causally consistent: ¢; reads x = 0 and y = 10 despite
that ¢, writes to x before accessing y.

Figure 3b explains how this run might happen with Algo-
rithm 1. The key-value store has two replica processes, p and
q. Process p replicates item x while process ¢ replicates item
y. Initially, = y = 0 and p and ¢ have their clocks K to
the values 100 and 1, respectively.

Process p receives  and sends a Propose message to
q. This message carries the timestamp 101 for 3. Then, p
receives wi. Since this operation has a higher timestamp than
3, its execution gets delayed.

Concurrently, q also receives 3 and sends a Propose mes-
sage to p carrying timestamp 2. When this message is received
by p, it delivers 8 with timestamp 101. The batch is executed
locally and p returns = 0 to client ¢;. After this, process p
executes w; and inform cs.

Once its first operation is executed, client ¢y requests the
second write. The operation is received by g. After this,
the Propose message from p is received. Because the final
timestamp of wy is 3, which is lower than 3’s, ¢ executes
wq before 5. Consequently, ¢ returns y = 10 to client ¢,
breaking consistency.

6.2 Strict Ordering

In Figure 3b, the delivery order is  —, w; and wy —4
(. This order is consistent with the conflict relation, but as
observed, this does not suffice to guarantee data consistency.
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Figure 3. Generic multicast does not guarantee data consistency out-of-the-box when batched operations are permitted: (a) client ¢1 sees the last version of y
but not of x, yet c2 updated « first; (b) illustrates how such a situation may occur with Algorithm 1.

The root cause of the problem is that generic multicast does
not track the real-time order in which processes ¢, submits
wi, then wo. Below, we strengthen the group communication
primitive to enforce it.

Definition We write m ~» m’ when m is delivered at some
destination in real-time before m’ is multicast. This relation
is called the real-time order. Generic multicast is strict when
both the real-time and global orders are acyclic. Formally, let
us note —>=—> U ~». This means that m — m’ holds when
either a process delivers m before m’ (—), or m/ is multicast
after m is delivered at some destination (~). The Ordering
property becomes:

- Strict Ordering: Relation — is acyclic.

Notice that strictness is free when there is a single desti-
nation group. Indeed, if p delivers m before g broadcasts
m/, then necessarily m —, m’. This explains why atomic
broadcast enforces linearizability out of the box.

Usage The runin Figure 3 is disallowed with strict ordering.
In general, strict generic multicast would permit to implement
partial state-machine replication (PSMR). PSMR is a varia-
tion of state-machine replication where processes may not
replicate all the data available in the system [Enes et al., 2021].

6.3 Implementation

In what follows, we adjust Algorithm 2 to implement strict
genuine multicast.

Modlifications. To enforce a strict ordering in Algorithm 2,
we add an extra exchange across consensus groups when a
message is ready for delivery. This is similar to prior works
in literature, e.g., [Bezerra ef al., 2014; Enes et al., 2021,
Pacheco et al., 2023b]. The exchange only happens when
several consensus groups are involved.

Algorithm 5 details the modifications to Algorithm 2. We
use a Ready message to signal when a consensus group is

Algorithm 5 Strict generic multicast.

28: procedure ready(m)
pre: A 3t < K : Deliver(m,t) € Mem
AVYm/,t' : Propose|Deliver(m/,t') € Mem
= (m g m' Vv (m,t) < (m,t))
29: for all ¢ € m.d do
30: Send(Ready(m), q)

31: procedure GM-Deliver(m)
pre: m.d = U{g € I'| 3¢ € g : Receive(Ready(m),q)}
32: Mem <+ Mem \ Deliver(m,t)

ready for delivery (lines 28 to 30). Processes await one Ready
from each consensus group (line 31) before delivering. This
ensures that once the message is delivered, any conflicting
messages later multicast must have a higher timestamp. The
rest of the algorithm does not change.

Correctness. The invariants listed in Section 5.4 still hold
with Algorithm 5. In particular, processes agree on the final
timestamps of messages and they deliver them accordingly
to this order. We add and prove the following new invariant:

SAFs If m — m' then whenever some process p delivers
m/, some process has already delivered m.

Proof Invariant SAFs. From the definition of +—, there are
two cases to consider: either (i) m ~ m/, or (i) m — m/'.
We examine each of them below.

Case (i). The invariant trivially holds by the definition of
m ~ m/. Indeed, m ~ m’ captures that when m’ is dis-
seminated, m is delivered at a process. Process p necessarily
delivers m’ after such an event occurs.

Case (ii). Relation m — m/ implies that m and m’ have
common consensus groups. We write G = m.d N'm’.d such
groups and let g be one of them. Let 7 be the time at which p
delivers m/. For this to happen, p must receive a Ready(m’)
message from consensus group g. Hence at time 7/ < 7 some
process ¢ € g sends a Ready(m’) message to p. Because
m — m/, invariant SAF guarantees that (m,t) < (m/,t'),
where ¢ and t’ are respectively the final timestamps of m and
m'. Consequently, at time 7, either ¢ has already delivered
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m or it is stored in variable Mem. (Message m cannot be
unknown at ¢ because by Invariant Base 2, ¢t would be higher
than ¢'.) In the former case, we are done. In the later, the
second precondition at line 28 prevents ¢ to send a message
to p; contradiction. O

Theorem 6.1. Algorithm 5 implements strict generic multi-
cast.

Proof. For the sake of contradiction, assume that Algorithm 5
violates Strict Ordering. By definition, there is a cycle in the
delivered messages across the system. This means that for
some k > 1, there exist messages my, ..., mg, such that
mi +— ... — my — mq. Consider the time 7 at which a pro-
cess first delivers mi. Applying Invariant SAFs inductively
to the cycle above, some process delivers message m; before
time 7; a contradiction.

All the other properties of the group communication primi-
tive follow from the same reasoning as in Section 5.4. [

7 Closing Remarks

This section discusses our results and some possible exten-
sions before closing.

About genericity Regarding generic group communica-
tion primitives, we note that they might not always be the
solution to every problem performance-wise. For instance,
simpler algorithmic solutions can be more efficient in spe-
cific scenarios (e.g., RDMA networks [Wang et al., 2017]),
or when it could be faster to broadcast messages instead of
multicasting them [Schiper et al., 2009]. This comes from
the fact that group communication primitives are sensitive to
the considered application usage.

Future work We conjecture that it is possible to cut one
message delay in Algorithm 2. The solution would be similar
in spirit to PrimCast [Pacheco ef al., 2023a]: each consensus
group listens to the decisions taken by the other groups at the
destination. Upon receiving a quorum of commit acknowledg-
ments (2B messages in Generalized Paxos [Lamport, 2005]),
a process knows the clock of a remote group right away. This
can be implemented with the notion of witness as found in
state-machine replication algorithms (e.g., [Hunt et al., 2010;
Park and Ousterhout, 2019]). This optimization skips the
need to exchange Propose messages in Algorithm 2.

Conclusion This work defines generic multicast in crash-
prone distributed systems. It presents two matching solutions
that are variations of the timestamping approach invented
by Skeen. The first solution works in a failure-free environ-
ment. It is extended into a failure-prone algorithm using the
standard partitioning assumption over destination groups. By
employing techniques from other well-established works in
the literature, the resulting algorithm (and recovery proce-
dure) is relatively simple and understandable. The algorithm
uses a generic broadcast in each group to compute timestamp
proposals and deliver messages in a consistent order. When
the run is conflict-free, that is, no two messages conflict, the
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algorithm delivers each message after three message delays.
We also detail a variation that delivers messages across the
system in an order consistent with real-time, at the cost of a
message delay.

As distributed applications grow in complexity and scale,
group communication primitives are increasingly valuable to
implement coordination and fault-tolerance. Generic multi-
cast is a new, flexible group communication primitive that
covers the full spectrum of previous reliable and atomic prim-
itives. Depending on specific application needs, it can be
adjusted to tailor an implementation to a given context while
offering strong ordering guarantees.
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