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Abstract Long Range Wide-Area Network (LoRaWAN) is a prominent [oT technology, and one of its operational
parameters that significantly influences reliable transmission and packet delivery delay is Spreading Factor (SF). In
this context, this paper develops a Spreading Factor Allocation scheme, named Delay and Reliability-aware Spreading
Factor Allocation (DR-SFA), and evaluates it through simulations in comparison with four related solutions: Initial -
Spreading Factor Allocation (I-SFA), Adaptive Data Rate (ADR), I-SFA+ADR, and Collision-Aware Adaptive Data
Rate (CA-ADR). The simulated scenarios model an Advanced Metering Infrastructure (AMI) executing Interval
Meter Reading (IMR) and Power-Control Command (PCC) applications, with 200 to 1000 Smart Meters (SMs)
distributed across an area of 56.25 km*. The results demonstrate that DR-SFA outperforms the alternative solutions
by reducing the number of required Data Aggregation Points (DAPs) by up to 92.86%, while meeting the reliability
and maximum delay requirements of the tested applications. Furthermore, DR-SFA successfully receives packets
from meters located up to 2197.56 meters away in the scenario with 200 SMs, and achieves a Packet Delivery Ratio
(PDR) of 99.49%, while also decreasing packet loss due to interference by 83.84% compared to ADR, and packet

loss due to under sensitivity by 53.96% compared to I-SFA+ADR, in the scenario with 1000 SMs.

Keywords: Delay, LoORaWAN, Reliability, Smart Metering, Spreading Factor Allocation.

1 Introduction

The traditional Electric Power System (EPS) is being trans-
formed into a Smart Grid (SG), and one of the essential steps
in this process is the deployment of the AMI system in the
power grid [Marques et al., 2023]. For this purpose, SMs
must be installed on the consumer side to sense variables
related to electricity consumption, such as active power and
current values [Veloso et al., 2021]. Furthermore, SMs must
be equipped with communication interfaces that enable the
transmission of the sensed data to DAPs, which act as base sta-
tions responsible for receiving packets from various SMs and
forwarding them to control centers managed by the electric
utility company [Khan et al., 2021].

The AMI system requires that the communication technol-
ogy employed be capable of fulfilling the Quality of Service
(QoS) requirements of the applications being executed, par-
ticularly with respect to packet delivery reliability rate and
maximum communication delay [Khan ef al., 2022]. In line
with these requirements, the evolution of the IoT paradigm
has driven the development of wireless technologies such
as LoRaWAN, which enables long-range signal transmis-
sion with high robustness while maintaining low deployment
and maintenance costs [Junior ef al., 2023]. Consequently,
it has been widely adopted in scenarios such as precision
agriculture [Alumfareh et al., 2024] and industrial automa-

tion [Kumar et al., 2023].

In this way, the power sector can benefit from the Lo-
RaWAN standard, as this technology enables the construc-
tion of a communication infrastructure with low investment
and is also capable of transmitting the data sensed by the
SMs to DAPs located several kilometers away [Zain et al.,
2022]. Furthermore, energy distributors can use the collected
data, for example, to provide a continuous supply of high-
quality electricity and to manage power system assets more
efficiently. However, an infrastructure based on LoORaWAN
requires proper planning to ensure that the QoS requirements
of the applications to be executed are met [Da Silva et al.,
2024].

The LoRaWAN technology has several operational parame-
ters, and one of the most critical is SF. For this reason, various
Spreading Factor Allocation (SFA) schemes have been pro-
posed [Abd Elkarim et al., 2022]. However, there is still a
lack of a solution capable of balancing the network traffic
load among the different SFs, while assigning the appropriate
SFs to devices according to the delay and transmission suc-
cess rate requirements of the applications in operation. In this
context, this paper proposes an SFA scheme, named DR-SFA,
aimed at ensuring that the requirements of AMI applications,
such as IMR and PCC, are met. These applications transmit
energy consumption data and load control signals, respec-
tively, and require high reliability and low delay [Khan et al.,
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2023].

The scheme proposed in this paper is compared through
simulations with four alternative solutions presented in the
literature: I-SFA [Farhad ef al., 2020b], ADR [Farhad et al.,
2020b], I-SFA+ADR [Soto-Vergel et al., 2023], and CA-
ADR [Marini ef al., 2020]. The simulated scenarios consist
of an urban environment of 56.25 km? [Farhad ef al., 2020c],
with 200 to 1000 SMs [Neto et al., 2024] implemented as
LoRaWAN End Devices (EDs), as described in [Enriko et al.,
2021] and randomly distributed throughout the network [Ma-
grin et al., 2020], while DAPs are configured as LoRaWAN
Gateways (GWs), following the modeling also established
in [Enriko et al., 2021], and the positions of the DAPs are
defined using the K-Means algorithm, in an approach similar
to that described in [Loh ef al., 2023].

The main contributions of the proposed scheme can be
summarized as follows:

* Reduction in the number of DAPs, minimizing the de-
ployment and maintenance costs of the communication
infrastructure;

+ Appropriate distribution of SFs, ensuring that the QoS re-
quirements of the applications are met and that the Time
on Air (ToA) of packets complies with their respective
delay constraints;

+ SFA strategy tailored for AMI applications with hetero-
geneous QoS requirements, adjusting the SF assigned to
each SM according to the specific characteristics of the
applications;

* More efficient communication, improving the PDR as
well as the delivered signal quality, and ensuring suc-
cessful packet reception from SMs located farther from
the DAPs when compared to state-of-the-art solutions.

The remainder of this work is structured as follows. Sec-
tion 2 presents the theoretical foundation: it describes Lo-
RaWAN technology and the importance of SF, discusses SFA
schemes and the ADR standard, explains the transmission suc-
cess probability in LoORaWAN, describes the characteristics
of AMI, and introduces the K-Means algorithm. Section 3
compares related work with the solution proposed in this pa-
per. Section 4 provides a detailed description of the proposed
scheme. Section 5 outlines the applied methodology. Sec-
tion 6 presents and discusses the results. Finally, Section 7
concludes the work and outlines future research directions.

2 Background

This section initially presents the LoORaWAN technology,
describing its operation, operational parameters, and architec-
ture. It also discusses the influence of the SF parameter on
network performance, introduces the I-SFA allocation scheme
— one of the components of the proposed DR-SFA scheme
—, details the transmission success probability formulation
used to support SF allocation, and explains the ADR stan-
dard. Subsequently, the AMI system and its applications are
described. Finally, the K-Means clustering algorithm applied
to determine the placement of DAPs is presented.
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2.1 LoRaWAN

LoRaWAN is a wireless IoT technology that belongs to the
Low-Power Wide-area Network (LPWAN) class, character-
ized by low deployment cost, long communication range, and
low power consumption [Magrin et al., 2020]. This technol-
ogy has been applied in various scenarios, such as precision
agriculture [Alumfareh et al., 2024], smart homes [Abd Elka-
rim et al., 2022], smart cities [Zain et al., 2022], industrial au-
tomation [Kumar ef al., 2023], and smart metering [Da Silva
et al., 2024]. Its architecture is described in the specification
presented in [LoRa Alliance, 2017] and illustrated in Figure 1,
operating under a star-of-stars topology [Jouhari et al., 2023],
and is composed of the following components:

» EDs: devices that run sensing applications and transmit
their data through the LoRaWAN channel;

* GWs: devices that act as base stations, receiving data
sent by the EDs over the LoORaWAN channel and for-
warding it to external networks;

* Network Server (NS): component that receives the data
forwarded by the GWs in a network external to the Lo-
RaWAN standard;

 Application Server (AS): component that receives data
from the NS, stores it in databases, and provides the data
to applications, which in turn deliver services to end
users.
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Figure 1. LoRaWAN Network Architecture.

According to the description presented in [Al-Sammak
et al.,2024], LoRaWAN devices apply several communica-
tion parameters, among which the main ones are:

+ SF: ranges from 7 to 12, where higher values allow the
signal to reach longer distances, reduce the minimum
sensitivity (in dBm) required for data reception by GWs,
and consequently enable the demodulation of packets
with lower received power. However, higher SFs also
consume more energy than lower ones and reduce the
size of packets that can be transmitted,

* Transmission Power (TP): transmission power levels,
typically ranging from 2 to 14 dBm for EDs in the Euro-
pean frequency band, which is the configuration adopted
in this paper. In contrast, the maximum TP can reach up
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to 16 dBm in some Asian regions and up to 30 dBm in
the United States;

* Bandwidth: the amount of spectrum allocated for chan-
nel transmission, which can be configured to 125, 250,
or 500 kHz, with 125 kHz being the most commonly
used setting;

* Coding Rate (CR): the number of control bits used for
error correction, represented as a fraction and ranging
from % to %, where % corresponds to 1 control bit for
every 4 data bits, and % to 4 control bits for every 4 data
bits.

The SF parameter is one of the most critical in LoORaWAN
networks, as it influences the transmission range, the ability
to correctly demodulate packets, and the number of bits that
can be transmitted by the EDs [Abd Elkarim et al., 2022].
An ED operating with SF7 has a reduced signal transmis-
sion range and can transmit packets with a payload of up
to 222 B. In addition, GWs can successfully receive pack-
ets transmitted with this SF at a received signal strength of
up to —130.0 dBm and a minimum Signal-to-Noise Ratio
(SNR) of —7.5 dB, as established in the technical specifica-
tion of the LoORaWAN technology presented in the SX1301
datasheet [Semtech, 2017] and shown in Table 1. In contrast,
an ED configured with SF12 can transmit payloads of up
to 51 B and benefits from an extended transmission range,
with GWs able to correctly demodulate packets at sensitiv-
ity levels as low as —142.5 dBm and an SNR threshold of
—20.0 dB [Semtech, 2017], also presented in Table 1.

Table 1. Sensitivity, SNR Threshold, and Data Payload per SF.
SF [ Sensitivity (dBm)  SNR Threshold (dB)  Data (B)

SF7 -130.0 -7.5 222
SF8 -132.5 -10.0 222
SF9 -135.0 -12.5 115
SF10 -137.5 -15.0 51
SF11 -140.0 -17.5 51
SF12 -142.5 -20.0 51

Another important characteristic of the LoRaW AN network
is the ToA, which refers to the total duration of the LoORaWAN
frame transmission over the channel [LoRa Alliance, 2017],
and is calculated using Equation 1:

ToA = Tpraam,blc + Tpayload (1)

where T)ycample 18 the duration of the preamble symbol and
Thayload 15 the duration of the payload of the frame.

ToA of the preamble depends on the number of symbols
in the preamble, ny,ycambie, and is obtained using Equation 2.
For the EU-868 region, which includes Europe, npreambic =
8 [Marini et al., 2022].

Tpreu'mble = (npreamble + 425) : Tsymbol (2)

In turn, the duration of the payload [LoRa Alliance, 2017],
Tpayloads 1s calculated using Equation 3:

Tpayload = Npayload * Tsymbol (3)

where npayioad 15 the number of symbols in the payload of
the link layer data unit, calculated using Equation 4:
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oo [ [8:PS—4-SF4+28416-CRC—20-H
payload = 4-(SF—2-LDRO)

- (CR +4), 0) C))

where the first parameter is Packet Size (PS); Cyclic Redun-
dancy Check (CRC) is the packet integrity verification mech-
anism, enabled when CRC = 1 and disabled when CRC = 0;
H = 1 when the header is enabled, and H = 0 when no header
is present; LDRO = 1 when Low Data Rate Optimization
(LDRO) is enabled, and LDRO = 0 when it is disabled.

2.1.1 Spreading Factor Allocation

SF plays a fundamental role in LoORaWAN networks, and an
appropriate allocation scheme is essential for network perfor-
mance. EDs running applications with stricter delay require-
ments or operating in real time should use lower SFs, with a
ToA that allows for acceptable communication latency [Wei
et al., 2023]. Various strategies for SFA exist, ranging from
simple approaches that assign SFs to 7 or 12, to more sophis-
ticated schemes that consider minimum reception sensitivity
or maximum transmission range [Farhad ef al., 2020b].

Sensitivity-based allocation schemes are simple and have
the advantage of verifying whether the received power at the
GWs is within the reception sensitivity threshold of a given
SF, thus reducing packet loss due to under sensitivity [Farhad
et al., 2020c]. Meanwhile, allocating only SF7 results in
lower transmission delay, improved energy efficiency, and
reduced coverage. On the other hand, the exclusive use of
SF12 extends coverage, increases signal robustness, and leads
to higher energy demand. Lastly, range-based schemes deter-
mine the maximum distance at which a given SF can be used
based on channel conditions and are less straightforward to
implement [Loh et al., 2023].

An example of a sensitivity-based scheme that serves as
the foundation for the development of the scheme proposed in
this paper is I-SFA. This scheme is presented in Algorithm 1
and determines, through the M ax Pr AndBestGw function,
the maximum received power, P/"**, and the Gateway GW;
that receives the signal with the highest power — the best GW
— for a packet transmitted by /D, as shown in the first line
of the algorithm. The power received by GWs is calculated
using Equation 5:

P.=P,-P (5)

where P, is the received power, P; is the transmission power
of the packet, set to 14 dBm, and P, correspond to the propa-
gation and shadowing losses experienced by the packet until
it reaches the GW.

Next, the scheme checks, in lines 2 to 6, the sensitivity
thresholds, denoted as Sg.[k], to determine the range in
which P"%* lies, ensuring that P/ > Sp.[k|, and as-
signs the corresponding SF, SF}, to ED;. If none of the
conditions are satisfied, SF12 is assigned. Thus, for example,
if P/*** > —130 dBm, SF7 is selected, as established in the
SX1301 datasheet [Semtech, 2017] and presented in Table 1.
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Algorithm 1: I-SFA Algorithm.

Algorithm 2: ADR Algorithm.

Input: ED to configure SF: EDj, set of GWs: G, SF

sensitivities in dBm: Sg,

1 Pt GW; «+ MaxPrAndBestGw(ED;,G)

2 SFk — 12

3 for k< 0to5do

4 if P > Sp.[k] then
SFk —k+7

L break

S

7 return ED;, P SE,, GW;

2.1.2 Adaptive Data Rate

The ADR standard performs dynamic adjustments to the SF
and TP of the EDs based on link conditions, eliminating the
need for manual configuration. Under poor signal conditions,
ADR can increase the SF and TP, ensuring that communica-
tion remains functional. Thus, the use of ADR can enhance
signal range and reliability. However, its operation relies
on several previous transmissions to determine the necessary
adjustments and sends downlink messages to the EDs to mod-
ify their configurations, which increases the network traffic
load [Farhad et al., 2020b].

Algorithm 2 describes the operation of the ADR standard.
It assumes that the initial SF, SF}, is 12, and the initial TP,
T Py, is 14 dBm. In the first step, the maximum SNR value,
SNRq0, 1s computed using the function GetMaxzSnr,
which takes as input the ED to be configured, 2D ; the history
of stored SNR values, S; and IV, the number of most recent
values to be considered when calculating SN R, ., typically
set to 20 [Soto-Vergel et al., 2023]. Then, in line 2, the min-
imum SNR, SN R,,,;n, for SF}, is identified from I', which
stores the sensitivity thresholds for the SFs in dB [Farhad
et al., 2020c].

Since S F}, is initially 12, the value of —20.0 dB is assigned
to SN Ryin. Afterward, SN R,y,qrgin and the number of ad-
justment steps, Ny, are calculated, with Ny, correspond-
ing to the average between SN R42, SN Rynin, and 10, thus
resulting in Ngzep = M If Ngtep > 0, SF, is decre-
mented by one unit while Ny, < 0and SF > SFyn.
Additionally, TP, is reduced by 2 dBm while Ny, > 0
and T'P, > 2 dBm. On the other hand, if Ny, < 0, TPy
is incremented by 2 dBm while Ny, < 0, and after each
adjustment of T'Py,, Ny, is incremented by one unit [Marini
et al., 2020].

2.1.3 Transmission Success Probability

In LoRaWAN networks, lower SFs enable higher packet trans-
mission rates and shorter ToA, resulting in better throughput
and lower collision probability. However, due to the lower
receiver sensitivity associated with low SFs, the transmission
range becomes more limited. On the other hand, higher SFs
allow for broader coverage, but they lead to lower data rates,
higher ToA, and increased collision rates [Wei ef al., 2023].

Moreover, GWs are capable of receiving packets transmit-
ted using any of the available SFs, which are quasi-orthogonal.
This means that two signals using different SFs can be re-
ceived simultaneously by the same GW with a high proba-

Input: ED to configure: EDj, initial SF: SFy,, initial
TP: T Py, history of SNRs: S, number of last
SNR values: IV, SNR thresholds in dB: I
1 SNRyaq < GetMazSnr(ED;,S,N)
2 SNRin < MinSnrForSF (T, SFy)
3 SNRmargin — SNRm(LT - SNRmin —10

SNRumargin
N | ]

5 if Ngiep > 0 then
6 while Ny, > 0 and SF), > SF,,;;, do
7 SF, < SF, —1

L Nstep <~ Nstep -1

9 while Ny, > 0 and TP, > T'P,,;,, do
10 TP, + TP, —2dBm
Nstep — Nstep -1

12 else
13 while Ny, < 0and TP, < TP,,q, do
14 TP, < TP, +2dBm

L Nstep — Nstep +1

16 return SF;, TPy

bility of success, with negligible interference between the
signals. Consequently, it is necessary to properly dimension
the number of devices that can simultaneously use the same
SF on the same frequency channel, in order to avoid degrading
the intra-SF transmission capacity [Bouazizi et al., 2025].

Therefore, one of the main challenges in LoORaWAN net-
works is to define efficient SF allocation strategies capable
of assigning an appropriate SF to each ED, while considering
factors such as the ToA, the delay and reliability requirements
of the running applications, and the total number of EDs in the
network [Da Silva et al., 2024]. In this context, the probabil-
ity of successful packet delivery for each SF can be estimated
using Equation 6, as proposed in [Marini ef al., 2020]:

2:(n—1)
toa
Psuce = <1 - T) (6)

where toa is the ToA value, which indicates the time required
to transmit a frame using a given SF, representing the du-
ration a device occupies the channel in transmission mode;
T is the interval between successive transmissions; the con-
stant 2 refers to the expression (2 - ToA), which defines
the minimum time interval that must be respected between
consecutive transmissions to avoid collisions [Marini et al.,
2020], since LoRaWAN employs ALOHA as its medium
access protocol [LoRa Alliance, 2017]; and n corresponds to
the number of devices simultaneously operating with a given
SF.

2.2 Advanced Metering Infrastructure

The growing demand for power consumption, driven by fac-
tors such as population growth, industrial advancements, and
increased use of electric vehicles, combined with the rise in
renewable energy sources and distributed generators spread
across the electrical system, makes it necessary to implement
more efficient and proactive management of the EPS. Thus,
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the deployment of AMI is a fundamental step in upgrading
the EPS to a SG, as the data collected from the consumer side
can be utilized by the utility company to enhance the quality
of the service provided [Das and Bera, 2022].

The deployment of AMI allows utilities to take advantage
of consumer data to improve the quality of the power supply,
as well as to identify and resolve EPS malfunctions more
quickly [Khan et al., 2021]. Its architecture is illustrated in
Figure 2 and comprises SMs distributed across the Home
Area Network (HAN), Building Area Network (BAN), and
Industrial Area Network (IAN), which communicate with
DAPs using a long-range communication technology such
as LoRaWAN [Veloso ef al., 2021]. DAPs, in turn, use a
WAN connection to forward the data to control centers. The
HAN covers residential areas, the BAN includes commercial
and institutional buildings, and the IAN is responsible for
industrial environments [Khan et al., 2022].

Figure 2. AMI System Architecture.

In the context of AMI, various applications coexist and
can be classified into normal and critical traffic classes [Khan
et al., 2022]. Normal traffic includes applications such as
IMR and Billing. IMR transmits data related to electricity
consumption, while Billing is associated with the collection,
processing, and management of consumption data used to
generate invoices and financial reports. In contrast, an ex-
ample of a critical traffic application is PCC, which handles
messages to execute load control actions [Khan et al., 2023].

These applications have QoS requirements primarily de-
fined by the maximum delay, measured in seconds (s), the
reliability rate, and the periodicity of message transmission in
minutes (min), as shown in Table 2. Specifically, IMR trans-
mits one packet every 5 to 60 min, with a maximum delay
requirement of 60 s and a minimum reliability rate of 99%.
Similarly, Billing typically sends one packet every 60 min
and shares the same delay and reliability requirements as IMR.
In contrast, PCC also transmits a message every 60 min but
demands a maximum delivery delay of 1 s while maintaining
a reliability rate of 99% [Khan et al., 2023].

Table 2. QoS Requirements of AMI Applications.
App \ Delay (s)  Reliability (%) Periodicity (min)

IMR 60 99-99.9 5-60
Billing 60 99-99.9 60
PCC 1 99 60
2.3 K-Means

K-Means is an algorithm used to form clusters from a dataset.
This algorithm defines & centroids and a point is considered to
be in a particular cluster if it is closer to that cluster centroid
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than any other centroid. Thus, it can be described by the
following steps according to [Gupta and Chandra, 2022]:

» Step 1: Select k£ random points from the dataset as the
initial centroids of the clusters;

 Step 2: For each data point in the dataset, compute the
distance between the point and each centroid. Assign
each point to the cluster whose centroid is closest using
a similarity measure, typically the Euclidean distance;

» Step 3: Recalculate the position of the centroids for
each cluster. The new centroid is the mean of all points
assigned to that cluster;

» Step 4: Repeat steps 2 and 3 until the centroids do not
change significantly, or until a maximum number of
iterations is reached. This indicates that the clusters
have stabilized.

K-Means is mainly characterized by its simplicity of imple-
mentation, fast execution, and ability to handle large volumes
of data [Yang and Hussain, 2023]. For this reason, it has been
widely applied in the literature to position GWs in LoRaWAN
networks [Loh et al., 2023; Correia et al., 2023], as well as
to support communication infrastructure planning in AMI
systems by determining the installation coordinates of DAPs
to ensure proper application performance [Hsu et al., 2021;
Lang et al., 2022]. In these use cases, K-Means applies the x
and y coordinates of EDs and SMs to establish clusters and
define the positions of GWs and DAPs, respectively, as the
centroids of the clusters. Thus, the heights of GWs and DAPs
are fixed (e.g., 30 m), as the model does not account for terrain
elevation variations, which may reduce signal coverage.

3 Related Work

Several state-of-the-art proposals present solutions for SFA.
For this reason, this section lists a set of works related to
the scheme proposed in this paper, as shown in Table 3, and
compares them based on the following criteria: (i) the name
of the schemes defined in the references, which are used to
identify the proposals; (ii) the main objectives these schemes
aim to achieve related to improving the performance of the
LoRaWAN technology; and (iii) the allocation strategy used
to distribute SFs to the EDs.

The authors of [Farhad ef al., 2020b] describe the ADR
standard, which defines dynamic adjustments to the SF and
TP values and transmits these adjustments through downlink
messages to be received by the EDs. This scheme establishes
the SF to be applied by an ED based on the current channel
conditions, determined through SNR measurements extracted
from a set of previously received packets at the GWs, which
are forwarded to the NS. The adjustments to the SF are car-
ried out with the goal of maintaining stable communication
over the channel and, consequently, ensuring that the data
transmitted by the EDs are continuously received by the GWs.

The paper developed by [Marini et al., 2020] proposes a
scheme called CA-ADR, which aims to minimize the collision
probability in LoORaWAN networks. To achieve this, the
scheme determines the maximum number of devices that can
use a given SF in order to ensure an effective transmission
success rate on the channel, based on the network traffic
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Table 3. Comparison of Related Work.

Reference Scheme Objective(s) Allocation Strategy
Farhad et al. [2020b] ADR Maintain Stable Communication Maximum SNR
- Minimize Collisions and SNR and Transmission
Marini et al. [2020] CA-ADR Ensure Reliability Success Rate
Mao et al. [2021] ADR+ Maintain Stable Commum?atlon and Average SNR
Improve Energy Efficiency
Farhad et al. [2020a] M-ASFA Reduce L0§se.s and SelleIthlty agd
Retransmissions Motion Detection
Farhad et al. [2020b] I-SFA Reduce Losses Sensitivity
Farhad et al. [2020c] A-SFA Reduce Interference Sensitivity and Occurrence
of Interference
Reduce Losses and Sensitivity
- -SFA+
Soto-Vergel et al. [2023] I-SFATADR Maintain Stable Communication and Maximum SNR
. . Increase Throughput and Clustering and
Hazarika and Choudhury [2024] ISEA Reduce Energy Consumption Reinforcement Learning
This Paper DR-SFA Ensure Reliability and Maximum Sensitivity, Transmission

Delay, Reduce Costs

Success Rate, and Maximum ToA

load and the ToA of each SF. Moreover, CA-ADR keeps the
transmission power of the EDs fixed at 14 dBm, and the results
demonstrate that this scheme is capable of maintaining an
adequate packet delivery reliability for the tested applications
under different link conditions.

The ADR+ scheme is described in [Mao ef al., 2021] and
focuses on enhancing the operation of the standard ADR.
To do this, ADR+ slightly modifies the NS-managed ADR
by using the average SNR of the last N received packets
instead of the maximum SNR. The results obtained from
experiments with this scheme demonstrate that it increases the
transmission consistency and energy efficiency of EDs under
variable channel conditions. Thus, ADR+ shows improved
performance in terms of data delivery reliability and reduced
energy consumption when compared to typical ADR.

The authors of [Farhad et al., 2020a] developed a scheme
called Mobility-Aware Spreading Factor Allocation (M-
ASFA), which aims to allocate the most suitable SF to EDs at
each transmission by considering the signal strength received
by GWs from the EDs. Initially, it assigns an appropriate SF
to the EDs based on the GW sensitivity. Then, it dynamically
reallocates a new SF to the EDs before each transmission
if the device changes its position. This scheme is evaluated
through simulations, and the results show that it improves
communication reliability and reduces packet losses and re-
transmissions compared to the standard ADR, both in static
and mobile scenarios.

The I-SFA scheme is also presented in [Farhad ef al.,
2020b] and proposes a mechanism for allocating the SF of
an ED based on the highest received power value among the
GWs installed in the network for a previously transmitted
packet, as described in Section 2. After determining the max-
imum received power, the scheme identifies the sensitivity
range in which this value falls and then allocates an SF that
has a lower probability of packet loss due to under sensitivity.

The scheme developed in [Farhad et al., 2020c], referred to
as Adaptive - Spreading Factor Allocation (A-SFA), enhances
the operation of the I-SFA solution by adjusting the SF of an
ED whenever a packet is lost due to interference. This scheme
builds upon I-SFA, initially allocating the SFs based on the
sensitivity range that matches the highest received power for

a packet transmitted by the ED, and subsequently performs
dynamic adjustments by selecting a higher SF for packets lost
due to interference. For instance, if an ED initially uses SF7
and one of its transmitted packets experiences interference,
the scheme may increase the SF to a higher value in order to
reduce losses due to interference in the channel.

The authors of [Soto-Vergel et al., 2023] describe the I-
SFA+ADR scheme, which combines the I-SFA and ADR
mechanisms to adjust the SFs of the EDs. Initially, the scheme
allocates SFs using I-SFA, and subsequently, as packets are
transmitted through the network, dynamic adjustments are
performed by ADR to maintain stable communication. The
results of experiments with this scheme show that the use
of I-SFA enables a more robust initial allocation, while the
application of ADR allows the identification of channel degra-
dation and reduces packet loss.

A machine learning-based scheme, called Intelligent
Spreading Factor Allocation (iSFA), is proposed in [Haz-
arika and Choudhury, 2024] and adaptively selects the most
suitable SF for EDs. This scheme jointly applies cluster-
ing and reinforcement learning techniques to optimize SF
allocation in real-time networks, aiming to increase network
throughput and reduce power consumption while ensuring
application communication latency. Results obtained from
a testbed demonstrate that iSFA improves network perfor-
mance, extends battery life, and provides better adaptability
to changing network conditions.

Finally, this paper introduces the DR-SFA scheme, which
initially allocates SFs using the strategy defined by I-SFA and
subsequently applies a transmission success rate formulation
per SF, inspired by the mechanism defined in [Marini ef al.,
2020], to reallocate a predetermined number of lower SFs to
higher SFs. The objective is to ensure the required reliability
and maximum communication delay for the running appli-
cations. Thus, DR-SFA balances the data traffic load across
different SFs and assigns SFs to the EDs such that their ToA
remains below the latency constraint specified by the appli-
cations, thereby reducing losses and minimizing the number
of base stations needed to be deployed in the communication
infrastructure.



Spreading Factor Allocation in LoRaWAN for Reliability
and Delay-Constrained Smart Metering Applications

4 Proposed Scheme

LoRaWAN was not designed to transmit data in real time
or with delays of just a few seconds, and its performance is
highly sensitive to the allocation of its operational parameters,
especially the SF [Kumar et al., 2023]. For applications with
strict delay constraints, the ToA must be as low as possible,
which leads to a preference for using lower SFs [Wei et al.,
2023]. However, the massive use of certain SFs degrades
network performance [Magrin et al., 2020]. For these reasons,
this work proposes a SFA scheme that distributes the traffic
load among the different SFs that ensure a ToA, ToAg Fj»
lower than the maximum delay allowed for the applications,
Tinaz, as defined in Equation 7:

TOASFJ. < Thaz N

The DR-SFA scheme applies the concept of received power
sensitivity, also used by I-SFA, to define the initial distribu-
tion of SFs to the SMs. Subsequently, it reallocates higher
SFs to a maximum number of devices that were previously
assigned to use lower SFs. This SF change is guided by a
formulation to guarantee a given success probability, psycc,
in packet delivery for each SF, with pg,.. being obtained
through Equation 6. Furthermore, DR-SFA is re-executed
whenever the number of DAPs changes, resulting in a new
SF allocation. Similarly, the allocation processes of the alter-
native schemes also produce a new SF distribution according
to the number of DAPs.

DR-SFA determines the maximum number of devices that
can operate with each SF to achieve the desired pgy,c, denoted
as N7+, using a formulation that corresponds to an adaptation
of the inverse of Equation 6 and is presented in Equation §:

1
Ngg," = {(2 'lOg(lT"A;SFi))(psucc)) + 1J -3 (8

where ToA(SF;) is the ToA for each SF}, and 3 is the number
of channels that the SMs can use to communicate with the
DAPs in the European band [LoRa Alliance, 2017; More and
Patel, 2023].

In order to detail the operation of the proposed scheme,
Figure 3 and Algorithm 3 are presented and show that the
I-SFA function, described in Algorithm 1, is executed and
produces as output a quadruple of type 7, as illustrated in
Step I of the flowchart and in lines 1 to 4 of the algorithm.
These outputs are then added to V/, the vector defined in
Equation 9, which stores a number of records corresponding
to the number of SMs in the network, Ngpss.

V=[m, .-, TNoum.] ©)
7 is described for Equation 10:
T = (SM;, P SFy, DAP;) (10)

where SM; is the SM identified by index j, P"** is the
maximum received power for a packet from SM;, SF}, is the
SF to be assigned to SM;, and DAP; is the DAP identified
by index 7 that receives the signal with power P*¢".

The I-SFA function takes as input SMj, the set of DAPs
denoted by G, and S, which is the sensitivity vector per SF,
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whose values are presented in the first column of Table 1. Us-
ing this function, DR-SFA allocates the initial SF for the set of
SMs, M, which are assigned a TP of 14 dBm, and determines
which DAP receives the strongest signal for each SM. Then,
the scheme calculates the maximum number of SMs that can
use each SF, N™**_through the CalcMaxzN ForSF's func-
tion, which applies Equation 8 and takes as input the time
interval between two successive transmissions in seconds, 7';
the success probability required by the applications, psycc;
and the ToA values for each SF, calculated using Equation 1,
as presented in Step Il of Figure 3 and on line 5 of Algorithm 3.

After N™® is determined, the scheme iterates over the set
G, whose cardinality corresponds to the number of DAPs,
Npaps. Then, the scheme randomly selects SMs to change
their SF, ensuring that a set of constraints is satisfied, as
shown in Step III of Figure 3 and in lines 6 to 16 of Al-
gorithm 3. The first constraint is that the SF changes are
performed using the set of SMs for which D AP; is the DAP
that received the strongest signal. That is, if there are 10
SMs, [SMy, ..., SMjg],and 2 DAPs, [DAP;, DAP]|, and
D AP, received packets with the highest signal strength from
SM; and S M, then the changes are performed considering
only these two SMs. In this way, the changes are executed for
the SMs associated with a specific DAP, which are filtered
from V.

The second constraint is that the changes are made by SF.
First, a certain number of devices using SF7 are changed
to SF8, then SF7 and SF8 are switched to SF9, and so on.
Another constraint is that the function ChangeSF randomly
selects a SM and performs the switch from a lower SF to a
higher one only if the number of SMs assigned to the lower
SF exceeds the maximum number of SMs allowed for that SF.
That is, if Ng* = 81 and there are 82 SMs using SF7, then
it is possible to change one SM to SF8 and flag < True;
otherwise, flag +— False. Moreover, a SM using a given SF,
denoted as SF;, can be reassigned to a higher SF, SF;, if the
transmission time toagp, for SFj is less than the maximum
delay allowed for the applications executed by SM, T,,,4.

The proposed scheme also performs the SF swaps while the
highest SF being assigned to other SMs has not yet reached
its maximum allocation limit. For example, if DR-SFA is
changing from SF7 to SF8, with Ngj:" = 45 and there are
already 44 SMs configured with SF§, only one more SM can
be assigned SF8 and flag < True; otherwise, flag < False.
In this way, the scheme avoids overloading the higher SFs,
which have longer ToA and are more susceptible to colli-
sions [Farhad et al., 2020c], unlike the alternatives schemes.

S Methodology

This section presents the test scenarios, the parametrization
of the LoORaWAN technology, and the evaluation metrics.

5.1 Simulation Setup

The evaluation of the proposed scheme is carried out through
simulations using the Network Simulator 3 (NS-3) tool, ver-
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CalcMaxNForSFs(T, psuce, TOAS)

T = ISFA(SM;, G, Sgy)
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End
Return V

Figure 3. DR-SFA Scheme Flowchart.

Algorithm 3: DR-SFA Algorithm.

Input: interval in seconds: T, success probability:
Psuce, S€t of SMs: M, set of DAPs: GG, SF
sensitivities in dBm: Sg;, ToA for SFs in
seconds: ToAs

for j <~ 0to Ngyss do

SM;  Mj]
T+ ISFA(SM;,G,S)
AddTupleToV (V, 1)

N™ax « CaleMaxNForSFs(T, psyce, ToAS)
for: < 0to Npaps do

DAP; + Gli]

flag < True

while flag == True do

10 L flag « ChangeSF(V, DAP;, N™** 7 8)

1 e
12 flag < True

13 while flag == True do

14 flag <+ ChangeSF(V, DAP;, N™** 7 12)
15 .
16 flag <

ChangeSF(V,DAP;, N™* 11,12)

s W N =

e e 9 W

17 return V'

sion 3.43!, complemented by the LoORaWAN module?, which
implements the SX1301 specification [Semtech, 2017]. The
test scenarios simulate an urban square area of 7.5 km by
7.5 km (56.25 km?), with 200 to 1000 SMs distributed
throughout this area. Each SM runs one IMR application,
sending one packet every 12 minutes, and 50% of the SMs
also run a PCC application, which sends one packet per hour.
This results in a transmission interval, 7', of 10 minutes, im-
plying an average packet transmission rate of 1 pkt/10min.
Both applications transmit packets with a payload size of
51 B, a value commonly used in the literature for smart me-
tering in LoORaWAN networks, as it allows the use of all

'https://www.nsnam.org/releases/ns-3-43
’https://github.com/signetlabdei/lorawan
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SFs [Veloso et al., 2021; Enriko et al., 2021]. The total sim-
ulation time is 24 hours, and each simulation is replicated
10 times with different random seeds to ensure the reliability
of the results. These results are analyzed using a 95% confi-
dence interval and the mean standard error. The LoRaWAN
technology is configured to operate at a carrier frequency of
868 MHz, EU-868, with a bandwidth of 125 kHz. The DAPs
are implemented as GWs, while the SMs are configured as
EDs.

SMs are connected to the consumer energy panel, and
the number of communication channels used is 3. The SMs
operate with a TP ranging from 2 to 14 dBm, and the SF
varies from 7 to 12, being allocated according to the schemes
I-SFA, ADR, I-SFA+ADR, CA-ADR, and DR-SFA. The
probability of success, psucc, 1S set to 99%, which corresponds
to the minimum reliability required by the applications. The
maximum delay constraints are 1 s for PCC and 60 s for IMR.
The number of DAPs tested starts at 1 and increases by one
unit per simulation round, up to a maximum of 28, to ensure
that pgycc 18 satisfied, forming a communication infrastructure
represented in Figure 4.
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Figure 4. Example of an AMI system with 400 SMs.

6000

SMs and DAPs are always placed at the same coordinates
for all simulations in order to evaluate DR-SFA and the other
schemes under identical conditions. To achieve this, the pro-
cedure illustrated in Figure 5 is used. It begins by executing
the K-Means algorithm with three inputs: the number of clus-
ters to generate, k; the seed value for clustering, seed, which
must remain the same across the tests of all SFA schemes to
ensure that all use the same configurations; and the x and y
coordinates of the SMs, denoted as SM Coords, which are
fixed for all tests. These coordinates are then used to define
the centroids, which correspond to the x and y positions of
DAPs, represented as DAPCoords.

Additionally, the DAP height is set to 30 m, the SM height
to 1.5 m, the applied CR is %, and the communication model
follows the unconfirmed mode. Next, the Simulate step is
executed to configure the scenario, run the simulation in NS-
3 for each SFA scheme, scheme, compute the evaluation
metrics, and store them in log files. One of these metrics is
the PDR for the two tested applications, denoted as PD Rs.
If PDRs > 99% or k == 28, the procedure is finalized;
otherwise, k is incremented by one and the procedure returns
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to the execution of the K-Means algorithm.

|_Kk=1, ) K-Means [—SMCoords, @
J SMCOOde‘DAPCoords

No,k=k+1

‘ Start

‘ End  |l—ves PDRs > 99%

Figure 5. DAP Placement and Simulation Execution.

Furthermore, LORaWAN is parameterized using the Log-
Distance propagation loss model, with a path loss exponent of
3.76, to account for signal attenuation consistent with urban
communication scenarios. The formulation describing the
power loss calculation for this model is presented in Equa-
tion 11:

L(d) = L(do) + 10 logio <CZ)) + X, (11)

where L(d) represents the path loss in dB at a distance d from
the transmitter, L(dp) is the path loss measured at a reference
distance dy, 7 is the path loss exponent, and X, represents
shadowing, modeled as a normally distributed variable with
a mean of zero and a standard deviation o.

The Correlated Shadowing model is also used to add
power loss due to shadowing and is described by a distance-
dependent exponential function, p; ;, which calculates the
shadowing correlation experienced between two devices @
and j, as presented in Equation 12:

pij(dij) = e 7 (12)

where d; ; is the distance between nodes ¢ and j and d. > 0
is an adjustable parameter called decorrelation distance, rep-
resenting the distance at which the shadowing correlation
is below the threshold e ~! and therefore shadowing can be
considered uncorrelated. Therefore, in order to apply a shad-
owing effect consistent with an urban scenario, the value of
d. is set to 110 m in the simulations. Given that all param-
eter configurations have been previously detailed, Table 4
summarizes the parameters used in this study along with their
respective values.

Additionally, Table 5 presents the ToA values per SF for
packets with a 51-byte payload, which corresponds to the
data size transmitted by the tested applications. SF7 exhibits
the lowest ToA, at 0.112896 s, while SF12 results in a ToA
of 2.62963 s. This means that an SM using SF12 takes 23
times longer to complete the transmission of a packet on the
channel than an SM using SF7. Furthermore, SF11 and SF12
have ToA values exceeding 1 s, making them unsuitable for
SMs running PCC applications.

Thus, all these configurations are used to simulate an ur-
ban environment where smart metering applications transmit
data to DAPs using LoRaWAN technology. For this reason,
parameters such as simulation area, number of SMs, average
transmission rate of the applications, and path loss coefficient
are taken into account. Likewise, parameters such as band-
width, number of frequency channels, CR, and applicable SF
values are used to model typical LoRaWAN configurations
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Table 4. Applied Parametrization.

Parameters Values Reference
Sim. Area 56.25 km’ Farhad et al. [2020c]
200, 400, 600,
SMs 800, 1000 Neto et al. [2024]
IMR 100% of the SMs Khan et al. [2022]
PCC 50% of the SMs Khan et al. [2023]
1 pkt/12min,
AIMR 120 pkts/day Khan et al. [2022]
1 pkt/h,
Apcc 24 pkts/day Khan et al. [2023]
T 10 min -
A\ 1 pkt/10min, )
total 144 pkts/day
Payload 51B Veloso et al. [2021]
Sim. Time 24 h (1 day) Farhad et al. [2020b]
868 MHz ..
Frequency (EU-868) Marini et al. [2022]
Bandwidth 125 kHz Marini et al. [2022]
Channels 3 Farhad et al. [2020c]
TP 2—-14 dBm Veloso et al. [2021]
SF 7-12 Da Silva et al. [2024]
Psucc 99% Khan et al. [2023]
1 s (PCC), Khan et al. [2022]
Max. Delay 60 s (IMR) Khan et al. [2023]
DAPs 1-28 Da Silva et al. [2022]
DAP and 30 m and
SM Heights 15m Farhad et al. [2020c]
CR z Da Silva et al. [2024]
Communication Unconfirmed Da Silva et al. [2024]
Propagation Log Distance Magrin et al. [2020]
De Campos et al.,
¥ 3.76 [2024]
Shadowing Correlated Magrin et al. [2020]
de 110 m Farhad et al. [2020c]

Table 5. ToA per SF for Packets with 51-Byte Payload.
SF ToA (s)
SF7  0.112896

SF8  0.205312
SF9  0.369664

SF10  0.698368
SF11  1.47866
SF12  2.62963

in real-world deployments, contributing to the generation of
meaningful performance evaluation results.

5.2 Evaluation Metrics

This section describes the evaluation metrics. The number of
DAPs, Npaps, is used to assess the efficiency of the SFAs
schemes [Lang et al., 2022], together with the metric S, which
represents the average distance between SMs and DAPs, mea-
suring the coverage range provided by DAPs in meters [Gal-
lardo et al., 2021], and is calculated using Equation 13:

1 Npaps n;
S = . — s(SM,, DAP; 13
o mZ:jl o ;( j»DAP;) | (13)
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where n; is the number of SMs that are closest to DAP;, and
5(SM;, DAP;) represents the Euclidean distance [Gupta and
Chandra, 2022] between SM; and DAP;.

A cost analysis considers the Capital Expenditure (CAPEX)
in k€, Capex, includes the costs of purchasing, installing,
and configuring the DAPs, as well as the expenses for setting
up the transmission infrastructure needed for communication
with the NS, and is described in Equation 14:

Capex =7.1- Npaps (14)

where Np 4 ps corresponds to the number of DAPs.
The PDR measures the reliability of communica-
tion [Jouhari ef al., 2023] and is described by Equation 15:

PDR = Nree (15)

sent
where Ng.,; is the number of packets sent by the SMs, and
N, 1s the number of packets successfully received with an
adequate delay by the DAPs, as specified in Table 2.
SNR measures the communication quality [Da Silva et al.,
2024], and the average SNR, 577, is calculated by Equa-
tion 16:

= — > snrg (16)

where snr; corresponds to the SNR value for each success-
fully received packet.

The average delay, T, measures the network ability to
deliver data within the required time [Wei ef al., 2023], and
is calculated using Equation 17.

1 NRec
T = Nroe . (Z toa; +pi> (17)

=1

where toa; is the ToA value and p; is the propagation time
of the i-th successfully received packet.

Packet loss occurrences are also evaluated, and these losses
can be due to several causes, as established in [Farhad et al.,
2020c]: (i) interference, losses caused by collisions; (ii) un-
der sensitivity, when packets are received with a power level
below the minimum required for correct reception for the
corresponding SF, as shown in Table 1; (iii) DAP saturation,
which occurs when the DAP is overloaded and can no longer
receive uplink packets; (iv) DAP in transmission mode, when
the DAP is sending a downlink packet, such as a dynamic
SF adjustment message generated by ADR, and incoming
uplink packets are discarded; and (v) expired messages, when
packets are received by DAPs with a delay longer than the ap-
plication requirement. Furthermore, the packet loss analysis
considers that the same packet may be affected by different
types of loss, or even the same type of loss at multiple DAPs,
since a given packet can be received by more than one DAP,
or even by all DAPs in the LoRaWAN network [Magrin et al.,
2020].

The metric n(SF;) represents the percentage of SMs us-
ing a given SF [Loubany et al., 2023] and is calculated by
Equation 18:
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n(SF;) = Nﬂ Vie {7,8,9,10,11,12}  (18)
NSMS
where Ngp, is the number of SMs operating with SF;.
The metric ¢ (T P;) represents the percentage of SMs using
a given TP [Al-Gumaei et al., 2021] and is calculated by
Equation 19:

Nrp.
W(TP) = L5 vie{2,4,6,8,10,12,14}  (19)
NSMS

where Nrp, is the number of SMs that operate with T'PF;.

6 Results and Discussion

This section presents the evaluation results of DR-SFA and
the alternative schemes, based on simulations conducted ac-
cording to the setup presented in Section 5.

The number of DAPs required by the schemes is shown in
Figure 6, and it demonstrates that DR-SFA employs fewer
DAPs to achieve the minimum reliability rate of 99% for
packets successfully delivered within the appropriate time.
For the scenarios with 200 and 400 SMs, both DR-SFA and
I-SFA utilize 2 and 3 DAPs, respectively, while the other
schemes require more DAPs. In the scenario with 200 SMs,
DR-SFA reduces the number of DAPs by 80% compared
to I-SFA+ADR, by 86.67% compared to CA-ADR, and by
92.86% compared to ADR. Additionally, DR-SFA requires 4
DAPs for the scenario with 1000 SMs, achieving reductions
of 20% and 55.56% compared to I-SFA and I-SFA+ADR,
respectively, and 85.71% with respect to both CA-ADR and
ADR.
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Figure 6. Number of DAPs for SFA Schemes.

The average communication distances achieved by the eval-
uated schemes are presented in Figure 7, and it highlights
that DR-SFA is capable of allocating SFs in a way that in-
creases the distance between SMs and DAPs, thereby achiev-
ing broader signal coverage with fewer DAPs compared to
the alternative schemes, especially when compared to ADR.
For the scenario with 200 SMs, DR-SFA achieves the same
average distance as I-SFA, 2197.56 m, which is 5.29 times
greater than the signal range of ADR. On the other hand, for
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the scenario with 600 SMs, DR-SFA achieves an average dis-
tance of 1732.68 m, the highest among all schemes. Finally,
for the scenario with 1000 SMs, DR-SFA again achieves the
longest average distance, 1438.47 m, which corresponds to
2.83 times the range of ADR.
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Figure 7. Average Distances for SFA Schemes.

Figure 8 presents the CAPEX values obtained by the SFA
schemes. DR-SFA presents the lowest costs across all test
scenarios, while ADR consistently incurs the highest costs. In
contrast, although CA-ADR applies a SF distribution based
on success probability, it employs more DAPs than I-SFA
and [-SFA+ADR, leading to higher costs than those schemes
and DR-SFA as well. For the scenario with 200 SMs, DR-
SFA incurs a cost of 14.20 k€, representing a reduction of
184.60 k€ compared to ADR. On the other hand, in the
scenario with 1000 SMs, it reduces the CAPEX by 170.40 k€
compared to both CA-ADR and ADR.

BB DR-SFA (2-4)
B I-SFA (2-5)

Bl 1-SFA+ADR (9-10)
7S/ CA-ADR (15-28)

BE ADR (28)

Number of SMs
Figure 8. CAPEX for SFA Schemes.

Figure 9 shows the PDR values for both tested applications
and highlights the potential of DR-SFA, which, despite us-
ing the lowest number of DAPs, outperforms ADR, as the
latter is unable to ensure 99% reliability even with 28 DAPs.
DR-SFA also achieves higher PDR than I-SFA in the test
scenarios, except for the one with 800 SMs, and performs
similarly to I-SFA+ADR in the scenarios with 400, 600, and
1000 SMs, with overlapping confidence intervals. Addition-
ally, compared to CA-ADR, DR-SFA exhibits slightly lower
PDR, but the difference is at most 0.3%. For the scenario
with the largest number of meters, 1000, DR-SFA reaches
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an average PDR of 99.49% (+ 0.02), while I-SFA+ADR
achieves 99.45%, and CA-ADR reaches 99.79%. Ultimately,
CA-ADR demonstrates superior packet delivery performance
in comparison to ADR.
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Figure 9. PDR for SFA Schemes.

Figure 10 presents the PDR values obtained by the schemes
for the IMR application, which has a delay constraint of 60 s,
as shown in Table 2. The results indicate that DR-SFA is able
to deliver more packets than I-SFA. Moreover, in the scenario
with 1000 SMs and 4 DAPs, DR-SFA achieves a PDR of
99.49% (£ 0.02), which is higher than the values obtained by
I-SFA and ADR, even though these schemes use more DAPs.
Additionally, for the same scenario, -SFA+ADR and DR-
SFA present overlapping confidence intervals. Therefore, this
metric demonstrates that the scheme proposed in this paper
satisfies the QoS requirements of the IMR application with
fewer DAPs, without compromising data delivery reliability.
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Figure 10. PDR for the IMR Application.

PDR for the PCC application, which has strict requirements
of a maximum delay of 1 s and a minimum reliability rate
of 99%, is presented in Figure 11. As shown, ADR does not
meet the delay constraint and achieves a PDR of approxi-
mately 84% across all test scenarios. Regarding the DR-SFA,
I-SFA, and I-SFA+ADR schemes, all ensure proper operation
of the application and exhibit similar performance, with the
highest value achieved by DR-SFA being 99.61% (£ 0.07)
for 400 SMs, indicating that limiting SF allocation based
on the constraint defined in Equation 7 is effective. In con-
trast, CA-ADR shows a performance comparable to the other
schemes for scenarios with 200 to 800 SMs, but does not meet
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the requirements for 1000 SMs, achieving an average PDR
0f 98.97%.
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Figure 11. PDR for the PCC Application.

PDR (%)

Figure 12 shows the SNR values obtained by the schemes
and demonstrates that DR-SFA achieves better SNR perfor-
mance, despite allocating a greater number of higher SFs
compared to the other schemes. These findings support the
assessment that the SF distribution strategy applied by the pro-
posed scheme is promising, as it reduces power loss, mitigates
noise, and more efficiently balances the traffic load across
SFs, reaching -16.98 dB (+ 0.05) for 1000 SMs. Further-
more, the results show that I-SFA is capable of transmitting
signals with performance close to that achieved by DR-SFA.
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Figure 12. SNR for SFA Schemes.

The average delay values for both applications are shown in
Figure 13, highlighting that I-SFA and I-SFA+ADR achieve
the lowest delays due to employing a higher proportion of
lower SFs compared to the other schemes, while ADR results
in the highest average delay. In contrast, DR-SFA presents
a maximum delay of 219.67 ms (£ 4.32) for the scenario
with 600 SMs and 3 DAPs, indicating that the SF allocation
strategy of this scheme is capable of meeting the maximum
delay requirement imposed by the tested applications. Fi-
nally, CA-ADR shows performance similar to DR-SFA in
the scenarios with 800 and 1000 SMs, although it relies on a
larger number of DAPs.

The delay values for the PCC application are shown in
Figure 14. This metric is analyzed due to its more stringent
maximum delivery delay requirement, limited to 1 s, as pre-
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Figure 13. Delay for SFA Schemes.

sented in Table 2. Delays are generally higher for DR-SFA,
except in the scenarios with 200 and 400 SMs, where CA-
ADR applies more higher SFs and consequently has a longer
average delay. Furthermore, the highest delay observed for
DR-SFA is 215.03 ms (£ 2.99) in the scenario with 600 SMs,
which is significantly lower than the 1 s requirement of PCC.
Finally, ADR presents a PDR of 84%, as shown in Figure 11,
and a delay similar to I-SFA and I-SFA+ADR due to the fact
that the packets it receives are sent using low SFs.
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Figure 14. Delay for the PCC Application.

The number of packets lost due to interference and under
sensitivity by the DAPs for the SFA schemes are presented
in Figures 15-16, respectively. These two types of losses
are analyzed as they represent the main causes of packet loss
across all the evaluated schemes, since losses caused by the
DAP being in transmission mode occur only for ADR and CA-
ADR and have a significantly lower number of occurrences
compared to interference and under sensitivity. Similarly,
losses due to expired packets do not occur for DR-SFA and
I-SFA, and their frequency is low for the other schemes, as
is the case for losses due to saturation of the DAPs reception
capacity.

Figure 15 shows that DR-SFA outperforms I-SFA, ADR,
and CA-ADR, but loses more packets due to interference
than I-SFA+ADR. This occurs because I-SFA+ADR is more
susceptible to under sensitivity, meaning that more packets
are received with power levels below the minimum reception
threshold defined in Table 1, and thus cannot be properly
demodulated for subsequent interference checking. Addi-
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tionally, the highest number of such losses for DR-SFA is
observed in the scenario with 1000 SMs, totaling 2234 lost
packets (£ 36), which corresponds to a reduction of 31.04%,
50.43%, and 83.84% compared to [-SFA, CA-ADR, and ADR,
respectively.
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Figure 15. Losses due to Interference for SFA Schemes.

Figure 16 presents the number of packets lost due to under
sensitivity, and DR-SFA consistently loses fewer packets than
the alternative schemes in all scenarios, achieving a reduction
of 15.82%, 29.46%, 49.7%, and 53.96% for 1000 SMs, com-
pared to I-SFA, CA-ADR, ADR, and I-SFA+ADR, respec-
tively. ADR and I-SFA+ADR suffer more losses of this type
because the allocation of SFs and TPs, which is performed
dynamically as new packets are received by the DAPs, tends
to prioritize the reduction of SFs and TPs. As a result, many
transmitted packets reach multiple DAPs with power levels
below the minimum reception threshold defined for each SF.
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Figure 16. Losses due to Under Sensitivity for SFA Schemes.

1000

Figure 17 shows the final SF distribution for the scenario
with 600 SMs. Based on the results, DR-SFA employs SF7
to SF11, with SMs running exclusively the IMR application
being configured with SF11. In this scheme, 55.9% of the
SMs use SF7, while only 0.6% operate with SF11. In contrast,
I-SFA and I-SFA+ADR apply only SF7, since their estimation
of the best SF considers the highest received power based on
path loss and shadowing, disregarding interference losses. As
the number of DAPs increases, the received signal strength
also tends to increase, further reinforcing the selection of
SF7. On the other hand, CA-ADR uses the full range of SFs,
assigning SF7 to 51.65% of the SMs and SF12 to 1.77%.
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Meanwhile, ADR allocates SF7 to all SMs, as it operates with
28 DAPs.
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Figure 17. Final SF Distribution for 600 SMs.

The SF distribution for the scenario with 1000 SMs is
presented in Figure 18. The DR-SFA scheme allocates SFs
from SF7 to SF11, restricting the use of SF11 to SMs that
exclusively run the IMR application. Additionally, DR-SFA
distributes the SFs so as to alleviate traffic on the lower SFs,
thereby reducing interference levels in these channels. In
contrast, I-SFA, I-SFA+ADR, and ADR assign SF7 to all
SMs, overloading this SF and increasing the likelihood of
channel interference. Meanwhile, CA-ADR employs the full
range of SFs despite the maximum allowed delay for PCC
being limited to 1 s, with 49.5% of the SMs operating on SF7
and 1.67% on SF12.
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Figure 18. Final SF Distribution for 1000 SMs.

ADR

The TP distribution for the scenario with 1000 SMs is
presented in Figure 19, focusing on the scenario with the
highest SMs density per area, as the other scenarios exhibit
a similar distribution pattern. The DR-SFA, I-SFA, and CA-
ADR schemes allocate only a TP of 14 dBm to the SMs, which
helps to reduce the probability of under sensitivity losses at
the DAPs. In contrast, -SFA+ADR distributes TP values
between 2 and 14 dBm, most frequently assigning 2 dBm to
the SMs, which increases the likelihood of power loss over
the channel and results in a higher rate of packet losses due
to under sensitivity. Meanwhile, ADR applies only SF7 and
SF8, with 99.25% of the SMs operating with SF7, which
compromises transmission reliability.
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Figure 19. Final TP Distribution for 1000 SMs.

DR-SFA

All evaluated performance metrics demonstrate that DR-
SFA adopts a promising SF allocation strategy. It effectively
balances the use of lower SFs, which offer shorter ToA, to
meet the latency requirements of the IMR application, while
also leveraging higher SFs to reduce the traffic load on the
lower ones. This strategy contributes to a more stable uti-
lization of the LoRaWAN technology, as evidenced by the
results obtained for simulated scenarios with varying num-
bers of SMs. In contrast, the I-SFA scheme achieves high
average PDR values across the test scenarios but requires a
larger number of DAPs to ensure the minimum 99% packet
delivery reliability.

Another analysis that reinforces the applicability of DR-
SFA is the fact that, even employing fewer DAPs, receiving
packets from SMs located farther from the DAPs, and uti-
lizing a higher proportion of elevated SFs, the signal qual-
ity — measured through the SNR metric — is superior to that
obtained by alternative solutions. Furthermore, DR-SFA re-
duces interference-related losses when compared to I-SFA,
CA-ADR, and ADR. Although it experiences a slightly higher
number of interfered packets than I-SFA+ADR, when the
number of packets lost due to both interference and under sen-
sitivity are combined, DR-SFA yields a significantly lower
total packet loss.

This indicates that the dynamic allocation of SF and TP
performed by I-SFA+ADR is not sufficiently robust to adapt
to channel fluctuations, whereas DR-SFA is able to demodu-
late more packets transmitted at lower power levels and from
more distant devices. In contrast, I-SFA+ADR shows a re-
duced capacity to receive such packets, which are discarded
before the DAP can even verify whether they have suffered
interference. Moreover, the allocation of the maximum TP
value (14 dBm) to SMs by DR-SFA reduces losses due to
under sensitivity and does not significantly impact meter effi-
ciency, as the devices are connected to the consumer power
grid. Ultimately, when compared to CA-ADR, DR-SFA oper-
ates more efficiently, which demonstrates that the maximum
SF allocation strategy is effective.

Additionally, the delay-related results indicate that the com-
munication latency achieved by DR-SFA is higher than in
some alternative schemes, since it employs a greater propor-
tion of higher SFs. Nevertheless, DR-SFA can still meet the
maximum delay requirements for both the IMR and PCC
applications. For PCC, the highest average delay observed
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remains below 220 ms, whereas the application allows a max-
imum delivery delay of 1 s (1000 ms), as shown in Table 2.
Therefore, the proposed scheme successfully applies higher
SFs while ensuring that a given SF is only assigned if all
applications executed by a given SM have delay constraints
greater than the ToA of the respective SF.

Finally, the SFA schemes were tested in scenarios with
static SMs, which is the main operating mode of these devices.
It was also assumed that all nodes are active and transmit dur-
ing the simulations, indicating that further tests considering
mobility and more complex scenarios would be beneficial.
Moreover, adjusting the TP values of the meters would be
relevant for the evolution of the allocation scheme, aiming to
evaluate the impact of this parameter on the performance of
smart metering applications.

7 Conclusion

This paper proposes a scheme called DR-SFA, which aims
to allocate the maximum number of SMs to each SF while
ensuring the minimum required Packet Delivery Reliabil-
ity and delay constraints of the Interval Meter Reading and
Power-Control Command applications. The validation of
DR-SFA is performed through simulations with 200 to 1000
SMs distributed over an area of 56.25 km?, and the scheme is
compared with I-SFA, ADR, I-SFA+ADR, and CA-ADR.

The results show that DR-SFA is promising, as it reduces
the number of DAPs by up to 92.86%, lowers CAPEX by up to
184.60 k€, and provides a signal coverage of approximately
2197.56 m, ensuring packet reception within the appropriate
latency. Furthermore, for the scenario with 1000 SMs and 4
DAPs, DR-SFA achieves a PDR of 99.49%, while also de-
creasing packet loss due to interference by 83.84% compared
to ADR, and packet loss due to under sensitivity by 53.96%
compared to [-SFA+ADR. Regarding delay, the maximum
value obtained by DR-SFA is below 220 ms, and all these
analyses demonstrate the efficiency of the proposed scheme.

The results also demonstrate the applicability of Lo-
RaWAN technology for transmitting data from smart me-
tering. Despite this IoT technology operating with a 125 kHz
bandwidth and employing ALOHA as its medium access
mechanism, it is still able to meet the requirements of the
tested applications. Furthermore, LoRaWAN uses an unli-
censed frequency band, offers low deployment and mainte-
nance costs, enables the construction of private infrastructure,
and is well suited for transmitting small volumes of data,
such as those generated by the smart metering applications
considered in this paper.

In contrast, solutions such as 5G and NarrowBand IoT
(NB-IoT) are technologies that offer better performance than
LoRaWAN. However, these more robust solutions operate on
licensed frequency bands and require a data plan contracted
with mobile network operators in order to enable the execution
of smart metering applications [Al-Sammak e? al., 2025].
Therefore, adopting 5G or NB-IoT would increase the cost
of communication infrastructure for the electrical utility and
would not allow the deployment of a simpler private network
dedicated to operating the AMI system.

Finally, DR-SFA should be enhanced to define the min-
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imum TP values that can be allocated to SMs, while still
maintaining the required reliability and improving the en-
ergy efficiency of the SMs. Moreover, studies should be
conducted to propose strategies for reducing network colli-
sions, minimizing packet losses caused by interference, and
testing the scheme in scenarios with mobile devices. Addi-
tionally, extending the placement model based on clustering
to incorporate terrain altitude is an important direction for
future work.
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