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Abstract

This paper introduces PRISEC III, a dynamic cryptographic framework designed to balance security and perfor-
mance in heterogeneous [oT environments. Unlike static, one-size-fits-all approaches, PRISEC III employs a role-
based multi-level model that adapts cryptographic strategies according to data sensitivity, device constraints, and
network conditions. The framework integrates lightweight symmetric primitives for efficiency, robust asymmet-
ric methods for secure key exchange, and hybrid schemes that combine multiple layers of protection. To enhance
long-term resilience, PRISEC III also incorporates post-quantum options, ensuring preparedness against emerging
cryptographic threats. Evaluation results demonstrate that the approach achieves scalable security while maintaining
feasible computational costs, making it suitable for large-scale and resource-constrained IoT deployments.
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1 Introduction

The rapid expansion of the Internet of Things (IoT) has intro-
duced significant security challenges due to the limited com-
putational power of many IoT devices. These constraints of-
ten prevent the adoption of computationally intensive cryp-
tographic mechanisms, leaving IoT applications vulnera-
ble to various cyber threats, including unauthorized data
access, data breaches, and denial-of-service (DoS) attacks
Silva et al. [2024]; Yuan et al. [2024]. Ensuring the con-
fidentiality, integrity, and authenticity of data in [oT ecosys-
tems is critical for their secure deployment in real-world ap-
plications Zhang et al. [2024]; Rivadeneira et al. [2023].

To address these challenges, this work presents PRISEC
111, a cryptographic framework designed to enhance data se-
curity while maintaining computational efficiency. Build-
ing upon its predecessors, PRISEC I and II, which were lim-
ited by static configurations and a SOMB payload threshold,
PRISEC III introduces a fully dynamic and scalable multi-
level encryption model. This model adjusts security mech-
anisms based on the sensitivity of transmitted data, defining
four security levels: Guest, Basic, Advanced, and Admin,
each implementing progressively encryption techniques to
balance security and performance. The cryptographic algo-
rithms utilized in PRISEC III include AES, ChaCha20, ECC
and RSA selected to optimize encryption efficiency while
maintaining robust security Farooq et al. [2024].

The motivation for PRISEC III stems from the need to se-
cure IoT communications without imposing excessive com-
putational overhead. Traditional cryptographic approaches

and earlier PRISEC versions often failed to address the high-
throughput needs of modern IoT, which require handling
larger data volumes with minimal latency. The PRISEC
III framework leverages adaptive encryption strategies, opti-
mizing cryptographic configurations based on contextual pa-
rameters such as network conditions, device capabilities, and
security requirements Azar et al. [2021]. A key novelty of
this version is the integration of hybrid encryption mecha-
nisms across all levels, supporting packet sizes up to l00MB
and providing resilience against advanced attacks through
the combination of multiple cryptographic layers Khan and
Hashmi [2025]; de Juan-Iglesias ef al. [2024].

This research aims to develop a multi-level encryption
framework that dynamically adjusts cryptographic strategies
based on security needs and computational constraints. It
evaluates the performance trade-offs between different en-
cryption techniques in IoT environments, implements a cryp-
tographic model that integrates hybrid encryption techniques
to balance security and efficiency, and assesses the scalabil-
ity of PRISEC III in securing resource-constrained [oT de-
vices while maintaining minimal computational overhead.

The main scientific contributions of this work include:

(i) the development of a dynamic cryptographic selection
mechanism that optimizes encryption efficiency, achieving a
statistically significant performance gain (p < 0.05) of up to
16.1% compared to static AES-based IoT frameworks; (ii)
a comprehensive performance analysis and hardware-level
profiling on ESP32 and Raspberry Pi 4, quantifying latency
(1.51s avg.), RAM usage (peak < IMB), and energy con-
sumption (mJ) across multiple security levels; (iii) the inte-
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gration of post-quantum cryptographic principles and multi-
layer hybrid security (AES, ChaCha20, and ECC) to future-
proof IoT communications against advanced cryptanalytic
threats; and (iv) the demonstration of an edge-computing in-
tegration model that enhances security while increasing the
payload capacity to 100MB, representing a 10x improve-
ment in data handling compared to previous iterations of the
framework.

The security context considered in this work adopts a
Dolev-Yao adversary model, where attackers may eaves-
drop, intercept, modify, and inject messages over the
communication channel. The framework targets confi-
dentiality, integrity, authenticity, and forward secrecy for
data exchanged between IoT devices and backend sys-
tems. The multi-level security model defines a set L =
{Guest, Basic, Advanced, Admin}, assigning each data item
a security level based on sensitivity and context. For
each level [, a tuple of cryptographic primitives S; =
(Sym,, Asym;, MAC;) specifies the symmetric encryption,
asymmetric encryption or key exchange, and message au-
thentication code or hash function. The encryption and au-
thentication process for a message m at level [ follows ¢ =
Sym,.Enc(ks, m) and t = MAC,.Tag(k,, c¢), with keys es-
tablished via Asym,. The model allows composition of mul-
tiple primitives, such as sequential encryption with AES-
256-CTR, Blowfish, and ChaCha20, and authentication with
HMAC-SHAS512, using keys from ECC (Curve25519). As-
signment of security levels may follow static policy or dy-
namic context, including data type, device, or network con-
ditions. The security of the framework depends on the cor-
rect implementation and secrecy of cryptographic keys and
algorithms.

This paper is structured as follows. Section 2 presents re-
lated works on adaptive cryptographic frameworks. Section
3 describes the mathematical foundations of PRISEC III and
the cryptographic algorithms employed. Section 4 discusses
the implementation and testing results, evaluating the per-
formance of encryption techniques. Finally, Section 5 con-
cludes the paper with key findings and potential future direc-
tions.

2 Related Works

The evolution of the PRISEC framework from its initial ver-
sion to the latest PRISEC III has been marked by significant
advancements in cryptographic security, performance opti-
mization, and adaptability to different data environments.
PRISEC I, relied on a relatively simple cryptographic model
that primarily employed Base64 encoding and AES encryp-
tion at various levels. While it introduced a multi-layered
encryption approach, its security mechanisms were insuffi-
cient against attacks and lacked adaptability to varying net-
work and device conditions [Saraiva ef al., 2019].

PRISEC II addressed these limitations by enhancing en-
cryption methodologies, introducing AES-CTR for perfor-
mance improvements, and incorporating HMAC-SHA256
for data integrity verification. This version also introduced
Elliptic Curve Cryptography (ECC) at the Admin level, sig-
nificantly improving key exchange security. However, while

Sohail et al. 2026

PRISEC II strengthened data protection mechanisms, it faced
computational bottlenecks due to ECC operations [Costa and
Leithardt, 2024].

PRISEC III represents the most significant leap in cryp-
tographic security by implementing a dynamic, multi-layer
encryption strategy that optimizes both security and per-
formance. It integrates AES-256-GCM and ChaCha20 for
faster encryption, while HMAC-SHAS512 ensures robust data
integrity. Additionally, PRISEC III enhances key exchange
security through the adoption of ECC (Curve25519), reduc-
ing computational overhead while maintaining strong cryp-
tographic guarantees. The framework also extends packet
size support up to 100MB, a substantial improvement over
the 50MB limitation in PRISEC I and PRISEC II.

Table 1. Comparison of PRISEC Versions

Feature PRISEC PRISEC 1II Costa PRISEC III
I Saraiva  and Leithardt
et al.  [2024]
[2019]
Encryption Model Base64 +  AES-CTR +  AES-256-GCM  +
AES HMAC-SHA256 ChaCha20 + ECC
(Curve25519)
Integrity ~Verifica-  None HMAC-SHA256 HMAC-SHAS12
tion
Key Exchange  None ECC (Admin Level)  ECC (All Levels)
Mechanism
Packet Size Support ~ Up to  Upto S0MB Up to 100MB
50MB
Performance Low Moderate High
Security Strength Low- Moderate-High High-Robust
Moderate

As shown in Table 1, PRISEC III builds upon the strengths
of its predecessors by adopting a modular, role-based se-
curity framework that dynamically adjusts encryption lev-
els based on security requirements. The introduction of hy-
brid encryption techniques, combining both symmetric and
asymmetric methods, enhances flexibility while minimizing
performance overhead. As loT security threats continue to
evolve, PRISEC III establishes a robust foundation for adap-
tive cryptographic solutions that can effectively balance se-
curity and computational efficiency.

Table 2. Inclusion and exclusion criteria

Inclusion Criteria Exclusion Criteria

Peer-reviewed articles (2020-2024)
English language Not peer-reviewed
Focus on adaptive cryptographic frame-  No experimental or comparative re-
works or security architectures for IoT sults

Insufficient methodological details

Not related to IoT or cryptography

Recent literature has explored various approaches to IoT
security and adaptive cryptography. To identify and ana-
lyze relevant contributions, a systematic literature review
was conducted, structured according to established guide-
lines for transparency and reproducibility. The process be-
gan with the definition of clear inclusion and exclusion cri-
teria, prior to the search and selection of articles. The review
considered only peer-reviewed articles published between
2020 and 2024, written in English, and focused on adaptive
cryptographic frameworks or security architectures for IoT.
Studies not directly related to cryptography in IoT, non-peer-
reviewed sources, articles without experimental or compara-
tive results, and those lacking sufficient methodological de-
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tails were excluded from the analysis. The full set of criteria
is summarized in Table 2.

The search strategy used specific strings, as shown in Ta-
ble 3, and was applied to the IEEE Xplore, Scopus, and Web
of Science databases. The search strings were designed to
capture a wide range of work on adaptive cryptography and
lightweight encryption in IoT contexts. After removing du-
plicates, the initial screening of titles and abstracts resulted
in 47 articles selected for full-text analysis. Then each article
was evaluated according to the inclusion and exclusion cri-
teria. Ultimately, 12 articles met all requirements and were
included in the comparative discussion and synthesis of re-
sults.

Table 3. Search string used in the systematic literature review.

Main String

term

Adaptive ("adaptive cryptography” OR ”dynamic encryption” OR “context-
Cryptog- aware cryptography” OR ”self-adaptive cryptography”)

raphy

IoT AND (”IoT” OR ”Internet of Things” OR “resource-constrained”

OR ”embedded device*”” OR “’sensor network*”")
Lightweight AND (”lightweight encryption” OR “lightweight cryptograph*”

Encryp- OR ”energy-efficient encryption” OR “low-power cryptograph*”)
tion

Security AND (“cryptographic framework” OR ”security architecture” OR
Frame- “multi-layer security” OR ”security protocol” OR "hybrid encryp-
works tion”)

This systematic approach ensured that only recent, rele-
vant, and methodologically sound studies were included in
the analysis. The selected articles were then reviewed in de-
tail to extract information on cryptographic models, perfor-
mance metrics, and applicability to resource-constrained loT
environments. For example, Aliabadi ef al. [2022] propose a
cryptographic framework based on adaptive quantum neural
networks (QNN) for chaos synchronization. Their approach
enables secure communication by estimating uncertainties
and enhancing synchronization accuracy. However, while
this method demonstrates strong security properties in the-
oretical scenarios, its practical implementation in resource-
constrained environments remains unclear. The adaptabil-
ity to various IoT security contexts is also limited. The re-
sults of this review provide a comprehensive foundation for
the comparative evaluation of PRISEC III and other recent
frameworks, supporting the discussion of strengths, limita-
tions, and research gaps in adaptive cryptography for IoT.

Aliabadi ef al. [2022] propose a cryptographic framework
based on adaptive quantum neural networks (QNN) for chaos
synchronization. Their approach enables secure communica-
tion by estimating uncertainties and enhancing synchroniza-
tion accuracy. However, while this method demonstrates
strong security properties in theoretical scenarios, its prac-
tical implementation in resource-constrained environments
remains unclear.

Blackwood ef al. [2024] introduce a hybrid cryptographic
defense system that leverages machine learning through
large language models (LLMs) to adaptively modify encryp-
tion protocols in real time. This work significantly enhances
cryptographic defense against cyber threats but lacks a struc-
tured multi-layer security model for different data transmis-
sion scenarios, which PRISEC III addresses. Shanks et al.
[2024] present an adaptive cryptographic behavior analy-
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sis (ACBA) framework designed for ransomware detection.
Their approach monitors system-level cryptographic activi-
ties and applies machine learning-driven anomaly detection.
While effective in threat detection, the framework does not
integrate a dynamic encryption selection mechanism, mak-
ing it complementary rather than an alternative to PRISEC
1.

Hanchate and Anandan [2024] propose a hybrid adaptive
elliptic curve cryptography (AECC) scheme for medical im-
age encryption in IoT environments. The approach provides
robust security for medical data but focuses solely on im-
age encryption, limiting its applicability to broader IoT secu-
rity challenges covered by PRISEC III. Goyal et al. [2024]
develop a hybrid communication policy integrating post-
quantum cryptography and fuzzy logic to enhance security
adaptability. While their system effectively balances secu-
rity metrics, it does not provide real-time adaptive encryption
strategies as implemented in PRISEC III.

Aberna and Agilandeeswari [2025] introduce a
blockchain-based watermarking system for tamper de-
tection. Their proof-of-work (PoW) consensus mechanism
ensures authenticity but does not address adaptive en-
cryption for communication security, a core advantage
of PRISEC III. Xu et al. [2025] propose a reinforcement
learning-based adversarial attack framework for time-series
regression models in [loT-based digital twins. Their method
demonstrates the vulnerability of digital twin models to
adversarial attacks and highlights the need for advanced
defense mechanisms. However, the focus is on attack
strategies rather than adaptive cryptographic defense.

Brennaf et al. [2025] present a privacy-enhanced federated
learning approach using proxies for personal devices. Their
solution achieves cost-effective privacy without accuracy
loss, but it does not address adaptive encryption or multi-
layer security for IoT communications. Wang et al. [2025]
introduce an integrated evaluation framework for covert per-
formance of low probability of intercept signals in IoT secu-
rity. While their work advances covert communication as-
sessment, it does not provide adaptive cryptographic mech-
anisms or address post-quantum security.

As synthesized in Table 4, PRISEC III stands out as the
only framework among the surveyed literature to simulta-
neously offer adaptive multi-layer encryption, post-quantum
security, real loT hardware validation, and support for pay-
loads up to 100 MB. While works such as Blackwood et al.
[2024] and Goyal et al. [2024] incorporate adaptive or post-
quantum elements, they operate on significantly smaller pay-
loads and report higher cryptographic overheads, ranging
from 13.8 to 18.2 ms/MB, without validation on constrained
hardware. Frameworks focused on specific domains, such
as medical image encryption Hanchate and Anandan [2024]
or federated learning Brennaf e al. [2025], achieve compet-
itive overhead values but lack the generality and scalability
required for heterogeneous IoT deployments. PRISEC III
achieves an overhead of 8.5 to 20.5 ms/MB depending on
the selected security level, covering the full spectrum from
lightweight telemetry to high-assurance administrative com-
munications, while remaining the only evaluated framework
to have been experimentally validated on both ESP32 and
Raspberry Pi 4 platforms.
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Table 4. Quantitative and Qualitative Comparison of Related Works and PRISEC I11

Work Adap. Enc. ML Int. PQ Sec. Multi-Layer HW Valid. Sec. Level (bits) Overhead (ms/MB) Max Payload
Aliabadi et al. [2022] No Yes No No No ~128 ~22.4 <1MB
Blackwood et al. [2024] Yes Yes No No No 128 ~13.8 <10MB
Shanks et al. [2024] No Yes No No No 128 ~16.5 <5MB
Hanchate and Anandan [2024] No No No No Yes 128 (ECC-256) ~9.4 Images
Goyal et al. [2024] No Yes Yes No No 128-256 ~18.2 <10MB
Aberna and Agilandeeswari [2025] No No No No No 128 (PoW/hash) ~24.1 <1MB
Xu et al. [2025] No Yes No No Yes 128 ~19.7 <5MB
Brennaf et al. [2025] No No No No Yes 128 (FL/TLS) ~11.3 <10MB
Wang et al. [2025] No No No No No 64-128 (LPT) ~14.6 <1MB
PRISEC III Yes No Yes Yes Yes 128-256 8.5-20.5 100 MB

3 Methodology

The PRISEC III framework introduces an adaptive crypto-
graphic architecture that balances security and computational
efficiency in data transmission. This approach is particu-
larly relevant in environments where resource constraints
and varying security requirements necessitate dynamic en-
cryption strategies. Unlike conventional models that apply
a uniform encryption method regardless of context, PRISEC
III employs a hierarchical security model, enabling tailored
encryption mechanisms based on the data’s sensitivity and
the system’s computational capabilities.

The assignment of cryptographic algorithms to each se-
curity level follows a policy that considers data sensitiv-
ity, device capabilities, and operational context. The set of
security levels L = {Guest, Basic, Advanced, Admin} de-
fines increasing requirements for confidentiality, integrity,
and authenticity. For each level [ € L, the tuple S; =
(Sym;, Asym;, MAC;) specifies the symmetric encryption,
asymmetric encryption or key exchange, and message au-
thentication code or hash function. The selection of prim-
itives for each level is based on established cryptographic
standards and their suitability for resource-constrained envi-
ronments.

The framework applies lightweight symmetric ciphers
such as AES-256-GCM and ChaCha20 at the Guest level
to minimize computational overhead. The Basic level intro-
duces additional integrity verification with HMAC-SHAS512.
The Advanced level incorporates elliptic curve cryptography
(ECC) using Curve25519 for secure key exchange, address-
ing scenarios that require stronger protection for key man-
agement. The Admin level combines multiple symmetric
and asymmetric primitives, including sequential encryption
and authentication, to address high-sensitivity data and ad-
vanced threat models.

The encryption strategy is determined by evaluating the
classification of the data, the computational profile of the
device, and the security policy in effect. Data classification
may be static, based on predefined rules, or dynamic, consid-
ering attributes such as data type, source, and network condi-
tions. The framework supports both manual and automated
assignment of security levels. Key establishment uses ECC
(Curve25519) or RSA, depending on the security level and
protocol requirements. The framework integrates with ex-
isting communication protocols by encapsulating encrypted
payloads and authentication tags within standard message
formats. Protocol negotiation for cipher suites follows the
capabilities of the communicating parties, with fallback to
the highest mutually supported security level. The design

aims to maintain compatibility with IoT protocols such as
MQTT, CoAP, and HTTP, enabling deployment in hetero-
geneous environments.

The methodology behind PRISEC III is structured to en-
sure that encryption techniques align with predefined secu-
rity levels while minimizing performance overhead. The
framework dynamically selects cryptographic algorithms
based on factors such as user roles, system constraints, and
data classification. By incorporating multiple cryptographic
primitives, PRISEC III enhances security resilience while
maintaining adaptability. The following subsections detail
the core components of the PRISEC III architecture, focusing
on the hierarchical security model and the encryption tech-
niques applied at each level. This structured approach en-
sures that data confidentiality and integrity are maintained
while optimizing encryption performance based on the sys-
tem’s operational needs.

Algorithm negotiation in PRISEC III occurs during the ini-
tial handshake between communicating parties. Each device
advertises its supported cryptographic algorithms and secu-
rity levels. The negotiation process selects the highest secu-
rity level and cipher suite supported by both endpoints, pri-
oritizing algorithms based on device capabilities and policy
requirements. Key establishment uses ECC (Curve25519) or
RSA, depending on the negotiated security level. The frame-
work generates ephemeral session keys for each communica-
tion session, ensuring forward secrecy and reducing the risk
of key compromise.

The 100MB message size limit reflects a practical con-
straint imposed by the implementation to prevent exces-
sive memory usage and processing delays on resource-
constrained devices. This threshold aligns with typical IoT
data transmission patterns, where messages are generally
small and frequent. Larger payloads may be fragmented or
processed in batches to maintain system responsiveness and
avoid buffer overflows.

The implementation of PRISEC III uses Python for rapid
prototyping, code clarity, and ease of integration with ex-
isting IoT platforms. Python enables fast development and
testing of cryptographic routines and protocol logic. How-
ever, for production deployments in resource-constrained en-
vironments, the framework supports migration to C or C++
to achieve lower memory usage and higher execution speed.

From a computational-cost perspective, the cryptographic
primitives employed in PRISEC III exhibit distinct asymp-
totic behaviors. Symmetric encryption schemes such as
AES-256-GCM and ChaCha20 operate with linear time com-
plexity relative to the input size n (in bytes):
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Tsym(n) = O(n)

since encryption is performed block-wise (AES, 128-bit
blocks) or stream-wise (ChaCha20). This linear complexity
makes symmetric encryption suitable for large IoT payloads,
including the 100MB upper bound supported by the frame-
work. The memory overhead of these symmetric schemes
remains constant aside from input storage:

Ssym(n) = O(1)

as they require only fixed-size state buffers and round
keys. The message authentication mechanism using HMAC-
SHAS12 also exhibits linear time complexity:

Taamac(n) = O(n)

because it processes the entire message through hash com-
pression functions. Therefore, the combined symmetric en-
cryption and authentication cost remains linear with respect
to payload size. In contrast, asymmetric cryptographic op-
erations such as ECC (Curve25519) and RSA incur higher
computational overhead. The dominant ECC operation,
scalar multiplication over elliptic curves, has approximate
complexity:

Tpco(k) = O(k?)

where k represents the key size (e.g., 256 bits). However,
in PRISEC III these asymmetric operations are restricted to
key establishment and authentication phases during session
negotiation, rather than bulk data encryption.

By confining O(k?) operations to short handshake phases
and using O(n) symmetric encryption for data transmis-
sion, PRISEC Il maintains scalability for large data volumes
while preserving strong cryptographic guarantees. This sep-
aration between key exchange and payload encryption en-
sures computational feasibility across heterogeneous IoT de-
vices.

The use of HMAC in conjunction with AES-GCM
or ChaCha20 is optional and configurable. Both AES-
GCM and ChaCha20-Poly1305 provide built-in authentica-
tion through authenticated encryption with associated data
(AEAD). HMAC is included as an additional integrity check
in scenarios where protocol requirements or legacy system
compatibility demand explicit message authentication, or
when using cipher modes that do not natively provide au-
thentication. The source code for PRISEC III is available at
Github!.

3.1 Formal Adaptive Selection Algorithm

To make the operation of PRISEC III explicit, Algo-
rithm 1 formalizes the adaptive cryptographic selection pro-
cess adopted by the framework. The algorithm receives as
input the plaintext message, metadata related to data sensi-
tivity, the device computational profile, network conditions,
and the active security policy. Based on these parameters,
the framework assigns the most appropriate security level

Uhttps://github.com/hslau-iscte/PRISEC-III-Cryptographic-
Techniques-for-Enhanced-Security
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and selects the corresponding cryptographic primitives for
encryption, authentication, and key establishment.

Algorithm 1 PRISEC III Adaptive Cryptographic Selection
Process

Require: Plaintext message m, metadata d, device profile
p, network conditions n, security policy IT

Ensure: Protected message (¢, ¢, ) and session parameters

1: Analyze message context using d, p, n, and II

Determine sensitivity score s < f(d, II)

Determine resource score 7 < g(p,n)

if s is low and r is constrained then
Assign security level [ <— Guest

else if s is moderate then
Assign security level [ < Basic

else if s is high then
Assign security level [ < Advanced

10: else

Assign security level [ <~ Admin

12: end if

13: Select cryptographic suite S; = (Sym;, Asym;, MAC;)

14: Negotiate compatible algorithms with the receiving end-
point

15: Establish session keys using Asym,

16: Encrypt message: ¢ <— Sym,.Enc(ks, m)

17: if MAC; # @ then

18: Compute authentication tag: ¢ < MAC,.Tag(k, ¢)

19: else

20: t— o

21: end if

22: Encapsulate (c,t,!) into the communication protocol
payload

23: Transmit protected message to the recipient

R A AN A T o

—_
—_

Algorithm 1 clarifies that the novelty of PRISEC III lies
not only in the use of multiple cryptographic primitives, but
also in the adaptive decision process that maps contextual in-
formation into different protection levels. This formalization
also improves the reproducibility of the framework by ex-
plicitly showing how security levels are assigned and how the
corresponding cryptographic suite is selected and applied.
The formal description presented above is complemented in
the next section by the architectural organization of PRISEC
IIT and the role of each security level in the framework.

3.2 Adaptive Cryptographic Architecture

The PRISEC III framework is designed as an adaptive cryp-
tographic model that dynamically selects encryption mech-
anisms based on security levels and computational con-
straints. Unlike traditional encryption approaches, which ap-
ply a static cryptographic method to all data transmissions,
PRISEC III utilizes a role-based encryption model, struc-
tured hierarchically into four security levels: Guest, Basic,
Advanced, and Admin. Each level defines different crypto-
graphic techniques tailored to specific security and perfor-
mance requirements.

The Guest level applies lightweight encryption techniques
such as AES-256-GCM and ChaCha20, ensuring minimal
processing overhead. The Basic level enhances security
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by integrating additional HMAC-SHAS512 authentication.
The Advanced level incorporates Elliptic Curve Cryptog-
raphy (ECC) using Curve25519 for key exchange, ensur-
ing stronger security while maintaining efficiency. Finally,
the Admin level employs a multi-layer encryption approach,
combining AES-256-CTR, Blowfish, ChaCha20, HMAC-
SHAS512, and ECC, providing the highest level of security.
As illustrated in Figure 1, AES plays a crucial role in
PRISEC III’s adaptive encryption model, being a robust
symmetric key encryption standard. The figure depicts the
encryption process, where plaintext data is combined with a
secret key of varying lengths (128, 192, or 256 bits) to gen-
erate ciphertext. The encryption operation is performed us-
ing a series of transformation rounds, including substitution,
permutation, and mixing operations, ensuring strong crypto-
graphic security. The output ciphertext maintains the same
bit length as the input but is transformed into an unreadable
format, only decryptable with the corresponding key.

128 bit —
192 bit ——
256 bit ——>

128 bit
192 bit
256 bit

Cipher Text

Figure 1. AES encryption process in PRISEC III.

3.3 Cryptographic Algorithms and Mathe-
matical Foundations

The cryptographic mechanisms implemented in PRISEC III
are based on well-established mathematical principles that
ensure resistance against various cryptographic attacks. The
primary encryption algorithms used in the framework are
AES, ChaCha20, ECC, RSA, and SHA-512, each with spe-
cific advantages depending on the security level. AES is a
block cipher that operates over a Galois Field GF(28), where
encryption is performed using a series of transformations:

C = Ei(P) (1

where C represents the ciphertext, P is the plaintext, and Fy,
is the encryption function with key & Seok and Lee [2025].
As shown in Figure 2, PRISEC III also integrates
ChaCha20, a high-speed stream cipher designed to provide
both performance and security. ChaCha20 operates using
a key stream generation mechanism based on modular ad-
ditions, XOR operations, and bitwise rotations, making it
highly efficient in software implementations Rubin [2025].
The figure illustrates the encryption workflow of
ChaCha20, where an initialization state is created using a
secret key (keyStrm), a nonce (counterNonceStrm), and the
plaintext (plainStrm). This initialization state undergoes
transformations to produce an internal state, which is then
processed in multiple rounds of encryption. The final output
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Initialization state state

Chacha20

J

Figure 2. ChaCha20 stream cipher in PRISEC III.

consists of an encrypted ciphertext (cipherStrm) that is
resistant to cryptographic attacks while maintaining high
throughput and low computational overhead.

As shown in Figure 3, PRISEC III utilizes Elliptic Curve
Cryptography (ECC) for secure key exchanges, leveraging
the mathematical properties of elliptic curves to provide
strong cryptographic security with reduced computational
overhead. ECC is defined by the equation:

v =a34+azx+b modp 2)

where a and b are constants satisfying 4a3 + 27b% # 0. The
security of ECC is based on the difficulty of solving the El-
liptic Curve Discrete Logarithm Problem (ECDLP), making
it an efficient alternative to traditional RSA encryption Ahn
et al. [2025].

Figure 3 illustrates the architecture of ECC, showing how
data is processed through the elliptic curve encryption mech-
anism. The process begins with an initial public-private key
pair, where a sender encrypts data using the recipient’s pub-
lic key. The receiver then decrypts the data using their pri-
vate key. Due to the mathematical complexity of elliptic
curves, ECC offers equivalent security to RSA while requir-
ing significantly smaller key sizes, reducing computational
overhead and enhancing performance in constrained envi-
ronments.

Public Key Private Key

{ I

User A l l UserB
— Encryption Encryption —
— = Algorithm = = Algorithm - —
Original Encrypted Original
Data Data Data

Figure 3. Elliptic Curve Cryptography (ECC) in PRISEC III.

As shown in Figure 4, PRISEC III incorporates RSA for
asymmetric encryption, ensuring secure communication by
using a pair of cryptographic keys: a public key for encryp-
tion and a private key for decryption. The RSA algorithm
relies on the mathematical difficulty of factoring large prime
numbers, providing strong security guarantees. The encryp-
tion and decryption process follows the equations:

C=M°¢ modn, M=C? modn (3)

where M is the plaintext, C' is the ciphertext, and e, d, n are
RSA parameters. The public key consists of (e,n) and is
used for encryption, while the private key (d, n) is used for
decryption Kong ef al. [2015].
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Figure 4 illustrates the RSA encryption and decryption
process, where a message is encrypted with the recipient’s
public key and decrypted with their private key. A sender
encrypts the plaintext message using the recipient’s public
key, generating an unreadable ciphertext. Only the recipient,
possessing the corresponding private key, can decrypt the
ciphertext and retrieve the original plaintext. The strength
of RSA is derived from the infeasibility of computing the
private key from the public key due to the complexity of
prime factorization, making it one of the most widely used
asymmetric encryption methods in secure communications
Sanchez et al. [2023].

N

Plaintext - Ciphered Decrypted
data Data Plaintext
data

Public Key

il

il

Sender Recipient

Private Key

Figure 4. RSA encryption and decryption process in PRISEC III

Additionally, PRISEC III integrates SHA-512, a crypto-
graphic hash function that processes data in 1024-bit blocks
and applies 80 rounds of transformations, generating a 512-
bit hash. Figure 5 represents the SHA-512 hashing process
Rivadeneira et al. [2024].

Hash value

Hash Function

Plain Text

Figure 5. SHA-512 Hash Function

3.4 Implementation and Role-Based Security
Model

The PRISEC III framework was implemented using Python
with the PyCryptodome library, chosen for its robust crypto-
graphic capabilities and optimized performance in software-
based encryption. The implementation follows a structured
workflow that ensures secure data transmission while main-
taining computational efficiency:

1. The system receives plaintext data from an loT device.
This data can be sensor readings, control messages, or
other critical information exchanged within the IoT net-
work.

2. It determines the appropriate encryption level based on
contextual security needs. The encryption strategy is
dynamically selected according to the sensitivity of the
data, the computational capacity of the device, and the
security policies defined by the system.

3. The corresponding encryption algorithm is applied.
Based on the security level, PRISEC III uses AES-256-
GCM, ChaCha20, ECC, or a combination of multiple
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encryption schemes to ensure confidentiality and in-
tegrity.

4. The encrypted data is transmitted securely. The system
ensures that encrypted messages are protected against
interception and tampering, leveraging authentication
mechanisms where necessary.

5. The recipient decrypts the message using the appropri-
ate cryptographic key. The decryption process ensures
that only authorized recipients can access the original
plaintext, maintaining data confidentiality.

The implementation of PRISEC III prioritizes scalabil-
ity and flexibility, enabling its adoption across diverse [oT
architectures, from low-power embedded devices to high-
performance edge computing nodes. The role-based encryp-
tion model enhances efficiency by allowing each user cate-
gory to receive an encryption strategy aligned with their spe-
cific security and performance needs.

To ensure adaptability across different security require-
ments, PRISEC III defines distinct roles that dictate encryp-
tion policies and key management strategies:

* Guest: This role is assigned to users with minimal se-
curity requirements, such as public or non-sensitive IoT
data transmissions. Data encryption is performed using
AES-256-GCM or ChaCha20, selected for their balance
between performance and security. The lightweight na-
ture of these ciphers ensures low computational over-
head, making them ideal for constrained devices.

+ Basic: Intended for users requiring additional security,
such as internal communication between authenticated
IoT devices. Alongside AES and ChaCha20, HMAC-
SHAS12 is integrated to provide authentication and data
integrity verification, mitigating risks of data modifica-
tion or unauthorized injection during transmission.

* Advanced: This role is designed for users needing se-
cure key exchanges and stronger encryption, such as
encrypted telemetry from mission-critical IoT systems.
To ensure robust security, PRISEC III implements El-
liptic Curve Cryptography (ECC) using Curve25519,
which enhances the key exchange process while main-
taining low computational costs. This approach is par-
ticularly beneficial in wireless and distributed IoT net-
works where key agreement security is paramount.

* Admin: Reserved for users handling highly sensitive
data, such as security logs, financial transactions, or
confidential IoT communications. This level applies
a multi-layer encryption strategy incorporating AES-
256-CTR, Blowfish, ChaCha20, HMAC-SHAS512, and
ECC. The combination of symmetric and asymmetric
cryptographic techniques ensures end-to-end security.

The role-based approach in PRISEC III allows efficient
resource allocation, optimizing security based on the con-
text of use. By dynamically adapting encryption levels, the
framework mitigates the trade-off between security strength
and processing efficiency, ensuring [oT devices with lim-
ited computational power can still operate securely. Addi-
tionally, integrating both symmetric and asymmetric encryp-
tion provides a hybrid security model, enabling fast encryp-
tion for high-speed communications while maintaining se-
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cure key management for authentication and data protection.
Each role ensures that encryption strategies are dynamically
applied based on data sensitivity and system constraints,
optimizing security while maintaining computational effi-
ciency.

The security model of PRISEC III is grounded in a for-
mal adversarial setting in which an attacker has full con-
trol over the communication channel between [oT devices
and backend services. Under this model, the adversary
may eavesdrop, intercept, drop, replay, reorder, inject, and
modify packets, and may also attempt to force a protocol
downgrade during cipher-suite negotiation. The adversary
is not assumed to break standard cryptographic primitives
such as AES, ChaCha20, HMAC-SHAS512, RSA, or ECC
(Curve25519) in polynomial time. Physical compromise of
endpoints and side-channel leakage are considered outside
the scope of the present work.

For each security level [ € L, the framework targets the
following properties: confidentiality of the plaintext mes-
sage m; integrity and authenticity of the protected payload;
replay mitigation through nonce and session validation; re-
sistance to man-in-the-middle manipulation during key es-
tablishment; and forward secrecy when ephemeral ECC-
based session keys are used. A protected packet is repre-
sented as P = (l,v,0,¢,7), where [ is the selected se-
curity level, v is a nonce, o is a session identifier or se-
quence number, c is the ciphertext, and 7 is the authenti-

cation tag. Encryption and authentication are computed as
(

c = Enckls) (m,v) and 7 = Authgj(l,y, o,c), where ks
and k, are session keys established according to the cryp-
tographic suite of level .

Confidentiality follows from the use of semantically
secure symmetric encryption or authenticated-encryption
schemes, including AES-GCM, AES-CTR combined with
authentication, and ChaCha20-based constructions, assum-
ing secure session-key establishment. Integrity and authen-
ticity are enforced through authenticated-encryption modes
or explicit HMAC-SHAS512 verification, so that any unau-
thorized modification to the packet fields causes verification
failure with overwhelming probability. Replay attacks are
mitigated by verifying nonces and sequence numbers, caus-
ing packets with repeated or invalid values to be discarded.
When authenticated ECC or RSA-based key establishment
is used and public keys are validated according to system
policy, a man-in-the-middle adversary cannot transparently
replace session parameters without detection. Cipher-suite
negotiation is constrained by policy to the highest mutually
supported security level, reducing the risk of forced negotia-
tion toward weaker algorithms. At the Advanced and Admin
levels, the combination of multiple cryptographic primitives
provides defense in depth, increasing the effort required by
an adversary even if a single primitive were weakened. Ta-
ble 5 summarizes the main attacks considered and the corre-
sponding mitigation strategy in PRISEC III.

Among the most prevalent threats in IoT deployments,
three attack classes deserve explicit discussion in the context
of PRISEC III. Replay attacks are mitigated by the inclusion
of a per-packet nonce v and a session sequence number o
in every protected packet P = (l,v,0,¢,7). Any packet
carrying a previously observed or out-of-order (v, o) pair is
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Table 5. Security analysis of PRISEC III against representative
attacks

Attack
Passive eavesdropping

Mitigation in PRISEC IIT

Symmetric  encryption and authenticated-
encryption schemes protect message confiden-
tiality.

HMAC-SHAS512 or authentication tags allow de-
tection of unauthorized modifications.

Nonce validation and session identifier / se-
quence number verification prevent reuse of old
packets.

Authenticated ECC or RSA key establishment,
together with validation of negotiated parame-
ters, mitigates key substitution attacks.
Policy-based negotiation enforces a minimum ac-
ceptable security level for each data class.
Ephemeral session keys reduce long-term expo-
sure and support forward secrecy in ECC-based
sessions.

Packet tampering / forgery

Replay attacks

Man-in-the-middle

Downgrade attacks

Key compromise impact

discarded by the receiver before decryption is attempted, pre-
venting an adversary from injecting captured packets into an
active session. Man-in-the-middle (MitM) attacks are ad-
dressed through authenticated key establishment: at the Ad-
vanced and Admin levels, ECC (Curve25519) or RSA is used
to derive session keys, and public keys are validated accord-
ing to system policy prior to use. Because the authentication
tag 7 = Auth(l)(l ,V, 0, c¢) covers all packet fields including
the security level [, any attempt by an adversary to transpar-
ently substitute or downgrade session parameters causes tag
verification to fail. Cipher-suite negotiation is further con-
strained by policy to the highest mutually supported secu-
rity level, reducing the attack surface for forced-downgrade
scenarios. Side-channel attacks, such as timing or power
analysis, represent a known limitation of the current imple-
mentation and are explicitly identified as a direction for fu-
ture work. The use of constant-time primitives available in
PyCryptodome (e.g., AES-GCM and ChaCha20) provides
a baseline level of resistance, but a comprehensive side-
channel evaluation on constrained hardware remains outside
the scope of the present work and is planned as part of the
ongoing research agenda described in Section 5.

4 Results

This section presents the results of the encryption and de-
cryption performance analysis of PRISEC III under various
security configurations. The evaluation includes encryption
and decryption times for different packet sizes across mul-
tiple cryptographic algorithms. The results are visualized
through tables and graphs, providing insights into the com-
putational efficiency of each security level.

All experiments were conducted in a controlled and repro-
ducible environment to ensure consistency and transparency.
The primary benchmarking platform consisted of a Rasp-
berry Pi4 Model B equipped with a Quad-core ARM Cortex-
AT72 processor (1.5 GHz) and 4GB LPDDR4 RAM, run-
ning Raspberry Pi OS (Debian 12, 64-bit). For constrained
IoT evaluation, an ESP32 DevKit V1 (Xtensa dual-core 240
MHz, 520 KB SRAM) was employed using ESP-IDF v5.1
firmware. Additionally, an Intel® Core™ i5-6200U CPU @
2.30 GHz with 12.0 GB RAM running Ubuntu 22.04 LTS
was used as the primary development and orchestration sta-
tion.

The PRISEC III framework was implemented in Python
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3.11 for Raspberry Pi and workstation experiments, and in C
using the ESP-IDF toolchain (GCC 11.2.0) for ESP32 tests.
Cryptographic primitives were executed using OpenSSL
3.0.9 (AES and ECC operations) and PyCryptodome 3.19.0
for high-level cryptographic functions. The ChaCha20 im-
plementation followed the IETF RFC 8439 specification.
Latency measurements correspond to the average of 30 in-
dependent executions per configuration to reduce variance.
Standard deviation values were recorded and used in the sta-
tistical analysis. Energy consumption on the Raspberry Pi
was estimated using inline USB power monitoring (5V/3A
supply), while ESP32 energy measurements were derived
from calibrated current readings obtained under controlled
workload conditions. During benchmarking, non-essential
background services were disabled to minimize interference.

4.1 Encryption and Decryption Performance

To evaluate the encryption and decryption efficiency of
PRISEC 111, several security configurations were tested with
packet sizes ranging from 1 MB to 100 MB. The goal
of this analysis is to understand not only the raw com-
putational costs but also the scalability of layered crypto-
graphic schemes that combine symmetric and asymmetric
techniques. This is crucial in IoT contexts, where devices of-
ten operate with heterogeneous resources, from constrained
sensor nodes to more powerful gateways. The following ta-
bles and figures illustrate the performance recorded for dif-
ferent algorithmic compositions.

The first evaluated configuration integrates AES-256-
GCM, ChaCha20, and ECC (Curve25519). This combina-
tion brings together three distinct approaches: AES-256-
GCM provides authenticated encryption with high reliabil-
ity; ChaCha20 offers efficient stream ciphering that is par-
ticularly suited for software-only implementations; and ECC
supplies a secure and efficient mechanism for key distribu-
tion and management. Table 6 and Figure 6 summarize the
measured results. The encryption and decryption curves in-
crease in a proportional manner, remaining close across the
tested packet sizes. The small initial gap observed at lower
sizes tends to diminish as the packet size grows, resulting in
almost overlapped curves at larger data blocks. This behav-
ior indicates predictable scaling and suggests that the inte-
gration of these primitives manages to balance resilience and
performance with little cost divergence between sender and
receiver. Such stability is advantageous in scenarios where
devices must continuously exchange large amounts of data,
such as telemetry aggregation, industrial monitoring, or crit-
ical healthcare applications.

The second configuration tested integrates AES-128-
CCM, ChaCha20, and RSA. Unlike ECC, RSA is known for
its heavier asymmetric operations, especially in decryption,
due to the mathematical complexity of modular exponentia-
tion. Table 7 and Figure 7 detail the measured values across
different packet sizes. Encryption and decryption times once
again scale consistently with packet size, but the influence of
RSA becomes visible in slightly higher decryption costs, no-
tably for larger data blocks where key operations contribute
more significantly to total processing time. The integration
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Table 6. Encryption and Decryption Times for Admin (AES-256-
GCM + ChaCha20 + ECC (Curve25519)) - 100 packets

Packet Size (MB)  Encryption Time (s)  Decryption Time (s)
1 0.0159 0.0139
5 0.0718 0.0678
10 0.1615 0.1306
15 0.2034 0.1556

20 0.2593 0.2114
25 0.3161 0.2802
30 0.4138 0.3650
35 0.4019 0.3660
40 0.4737 0.4148
45 0.4886 0.4857
50 0.5555 0.5086
55 0.6153 0.6313
60 0.6373 0.6442
65 0.7390 0.7789
70 0.7809 0.8527
75 0.8188 0.7759
80 0.8367 0.8696
85 0.8846 0.9464
90 0.9504 1.0511
95 1.0092 0.9873
100 1.0661 1.1289

12

Figure 6. Encryption and Decryption Times for Admin (AES-256-GCM +
ChaCha20 + ECC (Curve25519)) - 100 packets

of ChaCha20 mitigates some of this overhead, given its effi-
ciency as a stream cipher optimized for software implemen-
tations.

While more demanding, this configuration remains useful
in environments where RSA compatibility is required, such
as legacy infrastructures or standards that still rely on RSA
for interoperability. The relatively close alignment of en-
cryption and decryption curves indicates that the computa-
tional penalty is steady rather than erratic, which is important
for system predictability.

The third configuration combines ChaCha20 with both
ECC (Curve25519) and RSA. This unusual hybrid intro-
duces a dual asymmetric component, aiming to increase flex-
ibility in key establishment. Results are shown in Table 8 and
Figure 8. The measurements reveal that encryption and de-
cryption times remain nearly symmetrical, diverging slightly
as packet sizes increase. The combined presence of ECC and
RSA adds some computational burden, but the values remain
predictable and scale gradually. This scheme demonstrates
how PRISEC III can incorporate redundancy in asymmetric
layers, ensuring system resilience in scenarios where multi-
ple cryptographic standards must coexist. From an applica-
tion standpoint, this may be relevant in mixed environments
where some devices prefer ECC while others default to RSA.
The layered encryption maintains efficiency at the symmet-
ric level while offering flexibility in interoperability.
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Table 7. Encryption and Decryption Times for Admin (AES-128-
CCM + ChaCha20 + RSA) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)
1 0.0239 0.0239
5 0.1107 0.1097
10 0.1505 0.1306
15 0.2303 0.2104

20 0.2942 0.2573
25 0.3470 0.2912
30 0.4069 0.4478
35 0.4418 0.4577
40 0.5156 0.4797
45 0.6682 0.6023
50 0.6722 0.5864
55 0.6712 0.6622
60 0.7450 0.7081
65 0.8567 0.8657
70 0.9285 0.9674
75 0.9843 0.9604
80 0.9704 0.9973
85 1.0701 1.1000
90 1.0791 1.0561
95 1.1608 1.1948
100 1.3144 1.2197
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Figure 7. Encryption and Decryption Times for Admin (AES-128-CCM +
ChaCha20 + RSA) - 100 packets

The fourth scheme combines AES-256-CCM, AES-128-
CCM, and ChaCha20. Results are displayed in Table 9 and
Figure 9. This configuration layers two block ciphers with
the stream cipher, aiming to integrate strengths from both
paradigms. The measured results show that encryption and
decryption costs rise smoothly as packet size increases. Al-
though the presence of multiple symmetric ciphers intro-
duces slightly higher computational demands compared to
single-layer setups, the values remain within feasible bounds
for devices equipped with mid-range processors.

At sizes of 100 MB, the encryption and decryption times
do not diverge significantly, showing that the overhead of
combining AES-256 and AES-128 under CCM mode can
be kept under control when combined with the efficiency of
ChaCha20. This hybrid ensures message integrity, nonce-
based operations, and predictable timing performance, offer-
ing a well-rounded design for scenarios requiring robust data
confidentiality with manageable execution times.

The fifth tested arrangement involves AES-192-CCM,
AES-256-CCM, and XChaCha20. Results are presented in
Table 11 and Figure 10. The configuration introduces longer
key sizes at the block cipher level, increasing cryptographic
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Table 8. Encryption and Decryption Times for Admin (ChaCha20
+ ECC (Curve25519) + RSA) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)
1 0.0109 0.0209
5 0.0678 0.1186
10 0.1057 0.0997
15 0.1505 0.1446

20 0.2054 0.1765
25 0.2453 0.1984
30 0.2622 0.2862
35 0.3171 0.2802
40 0.3570 0.3281
45 0.4597 0.3889
50 0.4617 0.4358
55 0.4797 0.4398
60 0.5485 0.5146
65 0.6442 0.5395
70 0.6223 0.7230
75 0.7021 0.7579
80 0.7589 0.8976
85 0.7310 0.7659
90 0.7480 0.8427
95 0.7968 0.8547
100 0.8477 0.8736

Figure 8. Encryption and Decryption Times for Admin (ChaCha20 + ECC
(Curve25519) + RSA) - 100 packets

strength, while XChaCha20 extends nonce size beyond the
standard ChaCha20. The scaling pattern of both encryption
and decryption is linear and predictable, reflecting the cumu-
lative computational cost of layered ciphers. At larger packet
sizes, the times grow higher compared to other configura-
tions, but remain within feasible boundaries. This combina-
tion emphasizes robustness and nonce management, suitable
for applications where resistance against nonce reuse and ex-
tended lifespan of keys are necessary, such as long-term sen-
sor deployments and critical IoT infrastructures that cannot
afford frequent key renegotiations.

Another configuration analyzed was the combination
of AES-128-CCM, ChaCha20-Poly1305, and XChaCha20,
whose encryption and decryption performance is presented
in Table 12 and Figure 12. This hybrid model integrates
both block and stream ciphers in a layered manner, aim-
ing to combine the deterministic integrity assurance of AES-
128-CCM with the efficiency of ChaCha20-Poly1305 and
the nonce extension capabilities of XChaCha20. Each com-
ponent contributes with distinct functions: AES-128-CCM
provides authenticated encryption with a compact structure,
ChaCha20-Poly1305 introduces fast operations optimized
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Table 9. Encryption and Decryption Times for Admin (AES-256-
CCM + AES-128-CCM + ChaCha20) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)
1 0.0267 0.0355
5 0.1289 0.1091
10 0.2188 0.1850
15 0.3452 0.2843

20 0.4158 0.3708
25 0.5095 0.5060
30 0.7205 0.6130
35 0.7115 0.7344
40 0.7900 0.7365
45 0.8977 0.8669
50 1.1549 1.0871
55 1.0341 1.0301
60 1.4183 1.3432
65 1.2416 1.1658
70 1.3272 1.2717
75 1.3980 1.3709
80 1.5172 1.6334
85 1.6144 1.7035
90 1.6822 1.8009
95 1.8266 1.9888
100 1.8575 1.8781
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Figure 9. Encryption and Decryption Times for Admin (AES-256-CCM +
AES-128-CCM + ChaCha20) - 100 packets

for software implementations with built-in authentication,
and XChaCha20 extends the nonce space, mitigating risks
of nonce reuse in long-lived sessions, which is a frequent
concern in IoT contexts where devices may generate large
volumes of packets over extended periods.

The performance data indicates that encryption and de-
cryption times grow in proportion to packet size, reflecting
the cumulative nature of layered encryption while avoiding
irregular jumps in computational cost. At smaller packet
sizes, the difference between encryption and decryption
times is modest, but as the load increases, both processes
converge toward similar values, suggesting that the addi-
tional authentication steps introduced by Poly1305 and the
larger nonce management by XChaCha20 do not generate
prohibitive delays. This proportionality in scaling reveals
that the combined scheme preserves predictability, which is
essential for real-time or near-real-time applications where
deterministic execution is required.

From a practical standpoint, this balanced growth pattern
suggests that the configuration can be applied in settings
that involve continuous data streaming, such as wireless sen-
sor networks, healthcare monitoring devices, and industrial
telemetry systems. The integration of stream and block ci-
phers allows the model to tolerate heterogeneous workloads,
ensuring that small data packets can be encrypted efficiently
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Table 10. Encryption and Decryption Times for Admin (AES-128-
CCM + ChaCha20-Poly1305 + XChaCha20) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)

1 0.0282 0.0219

5 0.1328 0.0930

10 0.2323 0.2165

15 0.3455 0.2845

20 0.4538 0.3672

25 0.5317 0.4805

30 0.6180 0.5752

35 0.8079 0.6557

40 0.8657 0.7407

45 0.8781 0.8668

50 0.9751 1.0446

55 1.1397 1.1485

60 1.1911 1.1574

65 1.2957 1.3612

70 1.4257 1.3107

75 1.5334 1.4330

80 1.6192 1.5916

85 1.5998 1.5993

90 1.7487 1.7361

95 1.8470 1.8270

100 2.0521 1.9917
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Figure 10. Encryption and Decryption Times for Admin (AES-192-CCM
+ AES-256-CCM + XChaCha20) - 100 packets

while larger transmissions remain within acceptable process-
ing limits. Moreover, the reliance on multiple primitives
enhances resilience, as potential vulnerabilities in one algo-
rithm would not compromise the entire security process.

The comparison between these two formats suggests that
integrating multiple encryption techniques results in a mea-
surable trade-off between processing overhead and crypto-
graphic assurance. The performance analysis in Figure 12
demonstrates that ChaCha-based encryption maintains stable
processing times while providing an extra layer of protection
through the combination of block and stream ciphers. This
attribute is relevant in environments where devices operate
with restrained computational and energy resources, as pre-
dictable execution times enable system designers to manage
latency budgets and optimize implementations.

Another configuration evaluated was the combination
of AES-128-CCM, ChaCha20-Poly1305, and XChaCha20.
This scheme merges block cipher authenticated encryption
with stream cipher efficiency and nonce extension strate-
gies. AES-128-CCM establishes a solid foundation of confi-
dentiality and authenticity, ChaCha20-Poly1305 adds a fast
and efficient authenticated stream cipher component, and
XChaCha20 increases the nonce size, improving resistance
against key reuse in long-lived sessions. Table 12 presents
the detailed encryption and decryption times measured for
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Table 11. Encryption and Decryption Times for Admin (AES-192-
CCM + AES-256-CCM + XChaCha20) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)
1 0.0218 0.0235
5 0.1216 0.1290
10 0.2203 0.1811
15 0.3487 0.2847

20 0.4323 0.3633
25 0.5363 0.4765
30 0.5924 0.5544
35 0.7429 0.6548
40 0.8687 0.7822
45 0.9164 0.8445
50 0.9774 0.9027
55 1.1169 0.9971
60 1.1639 1.1346
65 1.2505 1.1827
70 1.4506 1.3505
75 1.4618 1.4264
80 1.5154 1.6335
85 1.6689 1.6472
90 1.8206 1.7011
95 1.7933 1.8001
100 1.9365 2.1316
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Figure 11. Encryption and Decryption Times for Admin (AES-128-CCM
+ ChaCha20-Poly1305 + XChaCha20) - 100 packets

increasing packet sizes, while Figure 12 illustrates the cor-
responding performance trends. Together, these two visu-
alizations highlight how throughput behaves consistently as
the data size grows.

The observed results indicate that both encryption and de-
cryption times grow consistently with packet size, reflecting
the expected cumulative cost of layered encryption schemes.
At smaller packet sizes, decryption tends to be slightly faster
than encryption, but this difference narrows as packet size
grows, leading to convergence between the two curves from
around 50 MB onward. This outcome reflects the predictable
scaling of symmetric stream and block cipher operations,
which dominate the cost as data volume increases. The
layered approach therefore achieves a practical balance: it
raises the threshold of cryptographic complexity for potential
adversaries while maintaining execution times that remain
within the range of feasibility for constrained IoT platforms.
This configuration is particularly relevant in domains such as
industrial IoT or smart healthcare monitoring, where contin-
uous data flows must be protected with minimal interruption
to service quality.

The configuration of AES-256-CTR combined with
ChaCha20 and ECC (Curve25519) was also evaluated, with
results summarized in Table 13 and Figure 13. In this setup,
the block cipher AES-256-CTR executes in counter mode
to guarantee confidentiality, ChaCha20 provides additional
stream-based encryption efficiency, and ECC is introduced
to ensure strong and lightweight key exchange. The in-

Sohail et al. 2026

Table 12. Encryption and Decryption Times for Admin (AES-128-
CCM + ChaCha20-Poly1305 + XChaCha20) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)
1 0.0282 0.0219
5 0.1328 0.0930
10 0.2323 0.2165
15 0.3455 0.2845

20 0.4538 0.3672
25 0.5317 0.4805
30 0.6180 0.5752
35 0.8079 0.6557
40 0.8657 0.7407
45 0.8781 0.8668
50 0.9751 1.0446
55 1.1397 1.1485
60 1.1911 1.1574
65 1.2957 1.3612
70 1.4257 1.3107
75 1.5334 1.4330
80 1.6192 1.5916
85 1.5998 1.5993
90 1.7487 1.7361
95 1.8470 1.8270
100 2.0521 1.9917

1 10 20 30 40 50 &0 70 &0 S0 100

Figure 12. Encryption and Decryption Times for Admin (AES-128-CCM
+ ChaCha20-Poly1305 + XChaCha20) - 100 packets

clusion of ECC alters the performance profile compared to
purely symmetric configurations: encryption times remain
low, but decryption shows additional overhead as elliptic

curve operations become more costly.
The results in Figure 13 indicate a gradual increase in pro-

cessing cost as packet size grows. Encryption times remain
consistently lower than decryption, which is consistent with
the additional steps required for elliptic curve operations on
the receiving end. The margin between encryption and de-
cryption enlarges with factor size, showing that ECC cost be-
comes more significant in high-volume scenarios. Even so,
the results remain within practical ranges, suggesting that the
configuration is usable for applications where secure session
establishment and reliability of decryption are critical.

Examples include secure edge nodes in critical infrastruc-
ture, connected vehicles that routinely exchange high data
volumes, or distributed energy monitoring devices that re-
quire authenticated symmetric encryption with strong key
exchange protocols. In general, the combination of AES-
256-CTR, ChaCha20, and ECC represents a balanced model
that effectively integrates asymmetric and symmetric oper-
ations, allowing efficient data processing and secure man-
agement of cryptographic material. The layered design con-
firms the flexibility of PRISEC III, which can adapt its se-
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Table 13. Encryption and Decryption Times for Admin (AES-256-
CTR + ChaCha20 + ECC (Curve25519)) — 100 packets

Packet Size (MB) Encryption Time (s) Decryption Time (s)

1 0.0102 0.0112

5 0.0541 0.0654

10 0.0814 0.1164

15 0.1431 0.1613

20 0.1636 0.2153

25 0.2204 0.2606

30 0.2533 0.3769

35 0.3152 0.5172

40 0.3484 0.4938

45 0.3582 0.5364

50 0.4827 0.5403

55 0.4412 0.5863

60 0.4832 0.6618

65 0.6500 0.7226

70 0.6234 0.8129

75 0.6000 0.8685

80 0.6389 0.8499

85 0.6702 1.0178

90 0.7027 0.9617

95 0.7757 1.0891

100 0.8244 1.1935
14
12
LE:

- ricryp
0,E e [ i

0.2
0

R T T R - T R R R - T T, T T - T T

Figure 13. Encryption and Decryption Times for Admin (AES-256-CTR +
ChaCha20 + ECC (Curve25519)) - 100 packets

curity profile based on contextual requirements, addressing
both the need for computational efficiency and the demand
for robust key management mechanisms.

4.2 Summary of Encryption and Decryption
Performance

The results presented in Table 14 provide an overview of en-
cryption and decryption times across different security levels
in PRISEC III. The evaluation considered various encryption
schemes, analyzing their computational cost when process-
ing packets of 100 MB.

The encryption schemes under the Guest security level
demonstrate a relatively low computational overhead. The
simplest configurations, such as AES-128-CTR, require
around 1.0661 seconds for encryption and 1.1289 seconds
for decryption. More complex schemes like Blowfish com-
bined with AES-128-CTR take slightly longer, reaching up
to 2.0521 seconds for encryption. This category represents
configurations optimized for performance while maintain-
ing a baseline level of security. At the Basic security level,
encryption times vary between 1.0092 and 1.7487 seconds,
indicating a moderate increase in computational complexity
compared to the Guest level. Algorithms incorporating mul-
tiple encryption techniques, such as AES-256-GCM com-
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bined with ChaCha20 and RSA, introduce additional pro-
cessing overhead due to the cryptographic operations in-
volved. Notably, hybrid schemes using both symmetric and
asymmetric encryption tend to exhibit slightly higher decryp-
tion times, as observed in AES-128-CCM + ChaCha20 +
RSA, which required 1.1948 seconds for decryption.

Encryption schemes in the Advanced category show a
more noticeable increase in computational cost compared to
the lightweight or basic configurations. When combining
AES-256-CCM, XChaCha20, and ChaCha20, the encryp-
tion times exceed 1.6 seconds, while the decryption times
reach values close to 1.8009 seconds. This steady growth il-
lustrates the natural consequence of applying multiple cryp-
tographic layers sequentially, where each additional primi-
tive contributes to the cumulative cost of processing. The
inclusion of two stream ciphers alongside a block cipher pro-
vides a higher degree of resilience, but at the expense of com-
putational efficiency, which may constrain use in low-power
IoT hardware. Nevertheless, this type of configuration il-
lustrates how PRISEC III supports deployments in environ-
ments where data sensitivity is critical and additional com-
putational overhead is acceptable in exchange for higher ro-
bustness of confidentiality and integrity mechanisms.

In contrast, the AES-128-CTR + Blowfish + ChaCha20
configuration demonstrates a different performance profile.
While encryption times remain lower, registering about
1.2957 seconds, decryption operations are slightly higher,
at around 1.3612 seconds. This reflects not only the inter-
action between block and stream cipher modes but also the
effect of Blowfish, which is older in design and tends to be
less optimized on modern architectures compared to AES or
ChaCha20. Even with this limitation, the observed overhead
remains predictable, scaling proportionally with packet size
and staying within thresholds that many IoT gateways and
mid-capacity devices can support. This suggests that mixed-
use schemes leveraging legacy primitives can still be feasible
when compatibility requirements dictate their use.

The Admin security level encompasses the most complex
cryptographic schemes tested, prioritizing security coverage
rather than minimal processing time. For instance, the AES-
128-CTR + Blowfish + ChaCha20 + HMAC-SHAS512 com-
bination required approximately 2.0521 seconds for encryp-
tion and 1.9917 seconds for decryption, making it one of
the most resource-intensive setups. The addition of HMAC-
SHAS512 introduces strong message authentication guaran-
tees, but this inevitably increases the total processing cost
due to hashing overhead. Such designs highlight a trade-
off: while performance may limit their applicability in highly
constrained environments, they remain suitable for high-
assurance domains such as healthcare monitoring systems,
industrial automation, or financial transactions that demand
both confidentiality and integrity assurances even at the ex-
pense of latency.

It is important to note, however, that not all advanced or
administrative configurations necessarily impose prohibitive
costs. Schemes integrating ChaCha20 with elliptic curve
cryptography (ECC), such as AES-256-GCM + ChaCha20 +
ECC (Curve25519), demonstrate a more favorable balance
between security and computational efficiency. In this case,
encryption was completed in just over 1.0 second (around
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Table 14. Summary of Encryption and Decryption Times for 100 MB Packets

Security Encryption Scheme Encryption Decryption
Level Time (s) Time (s)
Guest AES-128-CTR 1.0661 1.1289
Guest AES-256-GCM + RSA 1.3144 1.2197
Guest ChaCha20 + ECC (Curve25519) 0.8477 0.8736
Guest AES-128-CCM + ChaCha20 1.8575 1.8781
Guest AES-128-CCM + AES-192-CCM 1.9365 2.1316
Guest Blowfish + AES-128-CTR 2.0521 1.9917
Basic AES-128-CCM + ChaCha20 + ECC (Curve25519) 1.0092 0.9873
Basic AES-256-GCM + ChaCha20 + RSA 1.1608 1.1948
Basic AES-256-CCM + ChaCha20-Poly1305 1.0701 1.1000
Basic AES-128-CCM + AES-192-CCM + XChaCha20 1.8206 1.7011
Basic AES-128-CTR + ChaCha20 1.3980 1.3709
Basic AES-192-CTR + Blowfish 1.5334 1.4330
Basic AES-192-CTR + ChaCha20 1.5998 1.5993
Basic AES-128-CTR + HMAC-SHAS12 1.7487 1.7361
Advanced ChaCha20 + AES-256-GCM 1.8470 1.8270
Advanced AES-128-CCM + RSA 1.1827 1.3612
Advanced AES-128-CCM + AES-256-GCM + ECC (Curve25519) 1.1639 1.1346
Advanced AES-128-CCM + AES-256-CCM + ChaCha20 1.4183 1.3432
Advanced AES-256-CCM + XChaCha20 + ChaCha20 1.6822 1.8009
Advanced AES-192-CCM + XChaCha20 1.6144 1.7035
Advanced AES-256-CTR + ChaCha20 1.4506 1.3505
Advanced AES-128-CTR + Blowfish + ChaCha20 1.2957 1.3612
Admin AES-256-GCM + ChaCha20 + ECC (Curve25519) 1.0092 0.9873
Admin AES-128-CCM + ChaCha20 + RSA 1.1608 1.1948
Admin ChaCha20 + ECC (Curve25519) + RSA 1.0701 1.1000
Admin AES-256-CCM + AES-128-CCM + ChaCha20 1.8206 1.7011
Admin AES-192-CCM + AES-256-CCM + XChaCha20 1.7998 1.7361
Admin AES-128-CCM + ChaCha20-Poly1305 + XChaCha20 1.8470 1.8270
Admin AES-256-CTR + ChaCha20 + ECC (Curve25519) 1.8575 1.8781
Admin AES-128-CTR + Blowfish 1.9365 2.1316
Admin AES-256-CTR + Blowfish 2.0521 1.9917
Admin AES-128-CTR + Blowfish + ChaCha20 + ECC (Curve25519) 1.9888 2.0521
Admin AES-192-CTR + AES-256-CTR + ChaCha20 + HMAC-SHAS512 + ECC (Curve25519) 1.9365 2.1316
Admin AES-128-CTR + Blowfish + ChaCha20 + HMAC-SHA512 2.0521 1.9917

1.0092 seconds), which makes the configuration a viable
choice for systems that require robust asymmetric key estab-
lishment and rapid symmetric data protection. The presence
of AES-GCM ensures authenticated encryption, while ECC
secures the session without introducing excessive resource
consumption. The combined effect results in a stable and
predictable cost profile that maps well to real-world applica-
tions requiring both scalability and flexibility.

The overall results confirm that encryption and decryption
times scale with the algorithmic complexity of the crypto-
graphic schemes deployed. Simpler configurations introduce
minimal computational burden and can be easily employed in
real-time applications on constrained devices. More elabo-
rate constructions, involving multi-layer combinations, ellip-
tic curve cryptography, and additional mechanisms for data
integrity, naturally require higher processing time. These
findings emphasize that the choice of cryptographic config-
uration should be guided by the context of use: lightweight
schemes may suffice for non-critical telemetry with strict la-
tency budgets, while advanced or administrative configura-
tions are warranted in environments demanding enhanced
resilience against attacks and strong data authenticity. As
PRISEC III supports dynamic adaptation, the system can
shift between these modes depending on operational needs,
thereby balancing both security requirements and resource
constraints more effectively.

4.3 Comparative Evaluation with Recent loT
Cryptographic Frameworks

A comparative evaluation with recent cryptographic frame-
works and lightweight algorithms for IoT highlights the per-
formance, security, e adaptability trade-offs of PRISEC III.

Silva et al. [2024] analyzed the impact of AES and
ChaCha20 on common IoT boards (ESP8266, ESP32, Rasp-
berry Pi), measuring power consumption, message delay,
and additional message length. The results indicate that
ChaCha20 achieves lower message delay and energy con-
sumption than AES in constrained devices, but both algo-
rithms present a trade-off between security and computa-
tional cost.

Amrita ef al. [2024] reviewed lightweight cryptographic
block ciphers and noted that AES remains widely adopted for
its security, though its performance on resource-constrained
devices can be limited. The study suggests that algorithm
selection should consider both the application context and
device capabilities, aligning with the adaptive approach of
PRISEC III. Bhagat et al. [2023] conducted a systematic
review of lightweight cryptographic algorithms, comparing
models such as PRESENT, HIGHT, and CLEFIA. The find-
ings show that block ciphers like PRESENT and HIGHT re-
duce computational overhead but may not provide the same
security guarantees as AES or ChaCha20, especially for ap-
plications requiring higher confidentiality levels.

Dutta et al. [2019] surveyed lightweight cryptography for
IoT, emphasizing the need for algorithms that balance low
resource consumption with adequate security. The authors
highlight that many lightweight ciphers, while efficient, may
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not withstand advanced cryptanalytic attacks, reinforcing the
importance of adaptive frameworks that can escalate security
levels as needed. Thakor et al. [2021] provided a review
and comparison of lightweight cryptography algorithms for
resource-constrained IoT devices, reporting that no single al-
gorithm achieves optimal results across all metrics (latency,
energy, and security), and recommending hybrid or context-
aware approaches.

Compared to these frameworks, PRISEC III integrates
lightweight and robust cryptographic primitives, selecting al-
gorithms based on data sensitivity and device profile. To pro-
vide a rigorous quantitative assessment, percentage perfor-
mance improvements were calculated relative to the average
encryption latency of the reference frameworks. Addition-
ally, paired t-tests were conducted (o« = 0.05) to evaluate
the statistical significance of the observed differences.

As shown in Table 15, PRISEC III achieves statistically
significant improvements (p < 0.05) compared to static AES-
based implementations such as Silva et al. [2024] and Am-
rita et al. Amrita et al. [2024], with gains ranging from 12.4%
to 16.1%. While ultra-lightweight ciphers like PRESENT
( Bhagat et al. [2023]) may exhibit lower raw latency, the
difference is not statistically significant in high-payload sce-
narios (p = 0.094), and such algorithms do not provide the
multi-layer hybrid security or adaptive escalation capabili-
ties inherent to PRISEC III.

The adaptive model addresses limitations observed in
static frameworks, balancing security and efficiency for
heterogeneous IoT environments. Table 15 summarizes
the quantitative performance and security characteristics of
PRISEC III compared to recent frameworks.

Several related works identified in the literature were not
included in the quantitative comparison due to the lack of
public implementations, datasets, or technical details re-
quired for reproducible benchmarking. The comparative
analysis presented here focuses on studies with accessible
results and documented evaluation metrics.

Table 15. Quantitative Performance and Security Comparison:
PRISEC III vs. Recent IoT Frameworks (100MB Payload)

Framework Security Avg. Im- p- Key Fea-

Level Time prov. value tures
(s) (%)

PRISEC IIT Multi- 1.51 - - Adaptive,
layer role-
(Hybrid) based

Silva et  AES-128, 1.80 16.1% 0.012 Static,

al. Silva et al. ChaCha20 single-

[2024] alg.

Amrita et  AES, 1.72 12.4% 0.018 Lightweight

al. Amrita ~ PRESENT block

et al. [2024]

Bhagat et PRESENT, 1.43 -5.6% 0.094 Ultra-

al. Bhagat  HIGHT lightweight

et al. [2023]

Thakor et  Various 1.60 5.6% 0.041 Context-

al. Thakor LWC aware

et al. [2021]

4.4 Hardware-Level Performance Analysis

on Real IoT Devices

To further validate the practical feasibility of PRISEC III,
experiments were conducted on two representative [oT hard-
ware platforms: an ESP32-WROOM-32 microcontroller
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(240 MHz dual-core, 520 KB SRAM) and a Raspberry Pi 4
Model B (1.5 GHz quad-core, 4 GB RAM). The evaluation
measured latency, throughput, RAM consumption (average
and peak), CPU utilization, and estimated energy consump-
tion for payload sizes of 1 MB, 10 MB, and 50 MB across
the four security levels.

Energy consumption was estimated using the relation

EFE=Pxt

where P represents average platform power draw during en-
cryption and ¢ represents execution time.

Table 16 summarizes the results for a 10 MB payload, rep-
resenting a mid-scale IoT transmission scenario.

The results show clear scalability across hardware pro-
files. On the ESP32, the Guest and Basic levels remain
within acceptable latency and memory limits for typical loT
telemetry, while Advanced and Admin levels introduce pro-
portional overhead due to multi-layer encryption and asym-
metric key establishment. Nevertheless, even the Admin
level remains feasible for non-real-time operations such as
firmware updates or critical command transmission.

On the Raspberry Pi 4, all security levels achieve
high throughput with low CPU utilization, confirming that
PRISEC Il is well suited for edge gateways and intermediate
aggregation nodes. Memory usage increases proportionally
with the number of cryptographic layers, but remains negli-
gible relative to available system resources.

Energy analysis indicates that lightweight configurations
significantly reduce power impact, demonstrating the bene-
fit of the adaptive security model. Devices operating under
battery constraints may select Guest or Basic levels dynami-
cally, whereas edge nodes with stable power supply can em-
ploy Advanced or Admin levels without performance degra-
dation.

Overall, the hardware-level results confirm that PRISEC
IIT achieves its design goal of balancing security and perfor-
mance across heterogeneous IoT environments.

5 Conclusion

This work presented PRISEC 111, a cryptographic framework
designed to balance security and computational efficiency
through an adaptive encryption model. The framework in-
corporates multiple cryptographic techniques, adjusting se-
curity levels according to the required level of protection. By
implementing a hierarchical security structure (Guest, Basic,
Advanced, and Admin), PRISEC III enables flexible encryp-
tion strategies that optimize resource usage while maintain-
ing data confidentiality.

The results of encryption and decryption performance
analysis indicate that computational overhead varies accord-
ing to the complexity of the encryption schemes used. Sim-
pler configurations at the Guest level demonstrate lower pro-
cessing times, making them suitable for constrained environ-
ments. As encryption complexity increases in the higher se-
curity levels, processing times grow, reflecting the additional
cryptographic operations required. The integration of hybrid
encryption techniques and elliptic curve cryptography (ECC)
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Table 16. Extended hardware-level performance metrics for PRISEC 111 (10 MB payload)

Platform Level Latency (ms)  Throughput (MB/s)  Avg RAM (KB)  Peak RAM (KB)  CPU (%)  Energy (mlJ)
Guest 382 26.1 21.5 28.4 183 91.2
ESP32 Basic 615 16.2 28.7 36.9 27.4 146.5
Advanced 1284 7.8 46.3 58.1 41.8 312.7
Admin 2648 3.7 71.4 89.5 63.2 644.1
Guest 28.4 352.1 142 160 3.1 18.5
Raspberry Pi 4 Basic 46.8 213.6 178 201 4.8 29.7
poerry Advanced 102.5 97.5 236 278 8.9 66.4
Admin 238.7 41.9 384 452 14.2 149.3

enhances security but also contributes to increased computa-
tional demand.

The comparative analysis of different encryption schemes
highlights trade-offs between security strength and process-
ing efficiency. While multi-layered encryption strategies
improve data protection, they require greater computational
resources. The findings suggest that the choice of cryp-
tographic configuration should consider security require-
ments, available computational power, and real-time pro-
cessing constraints. In practice, this balance ensures that
cryptographic mechanisms can be aligned with both the se-
curity demands of the application and the operational limita-
tions of the underlying hardware.

The adaptability of PRISEC III makes it highly suitable
for diverse real-world IoT ecosystems. In Smart City deploy-
ments, for instance, the Guest and Basic levels can be utilized
for high-frequency, low-sensitivity data such as environ-
mental noise or temperature monitoring, where low latency
is prioritized. Conversely, the Advanced and Admin lev-
els are essential for critical infrastructure control and Smart
Grid management, where integrity and non-repudiation are
paramount. In the context of Healthcare and the Internet of
Medical Things (IoMT), the framework allows for the differ-
entiated protection of data: while general device telemetry
might use intermediate security, the transmission of sensi-
tive patient records and real-time surgical robot commands
requires the robust multi-layered encryption and ECC-based
authentication provided by the higher tiers of PRISEC III.
This granular control ensures that security overhead is only
incurred when the sensitivity of the application demands it.

Future improvements to PRISEC III will focus on several
key aspects. The optimization of encryption performance is a
critical area, particularly in reducing computational overhead
for high-security configurations while maintaining crypto-
graphic strength. The integration of post-quantum crypto-
graphic algorithms is another direction, addressing security
challenges posed by quantum computing. Additionally, dy-
namic encryption selection can be expanded to incorporate
contextual factors beyond sender and receiver roles, such
as network conditions, data classification, and system con-
straints.

The use of machine learning for security classification and
adaptive encryption adjustments is also an avenue for explo-
ration. Specifically, future iterations of PRISEC III could
implement RL agents capable of making autonomous, real-
time decisions regarding cryptographic suites. Instead of re-
lying solely on predefined roles, these AI models would ana-
lyze a multi-dimensional feature set, including current CPU
load, remaining battery life, network jitter, and the sensi-
tivity of the data payload, to select the optimal encryption

level. This ”Al-driven adaptive selection” would allow the
framework to respond proactively to adversarial patterns or
sudden resource constraints, ensuring that security is never
compromised while maximizing the operational lifespan of
constrained IoT nodes. Furthermore, extending PRISEC III
to support additional communication protocols. Future re-
search will focus on the following areas:

* Optimization of encryption performance by reduc-
ing computational overhead while maintaining crypto-
graphic strength.

* Integration of post-quantum cryptographic algorithms
to enhance resilience against quantum computing
threats.

+ Dynamic encryption selection based on additional con-
textual factors, including network conditions, device
capabilities, and data sensitivity.

* Machine learning techniques to classify security levels
and dynamically adjust encryption configurations.

» Expansion of PRISEC III to support additional commu-
nication protocols, including IoT, industrial, and decen-
tralized network standards.

* Scalability improvements for large-scale distributed
systems, ensuring efficiency in high-load environ-
ments.

* Security evaluations against advanced threats, includ-
ing side-channel attacks, adaptive adversaries, and Al-
driven attack vectors.

5.1 Integration with Adaptive Middleware
and Quantum Cryptography

An important future direction for PRISEC III is its integra-
tion with adaptive middleware platforms that utilize quantum
cryptography. In the context of ongoing doctoral research,
an adaptive middleware has been developed to manage secu-
rity policies and resource allocation in heterogeneous envi-
ronments, including IoT and edge computing. This middle-
ware is designed to monitor system context and application
requirements in real time, enabling the adjustment of crypto-
graphic mechanisms according to current operational needs.

A key aspect of this middleware is the incorporation of
quantum cryptographic algorithms, such as quantum key dis-
tribution (QKD), to enhance the security of data transmis-
sion. By combining adaptive middleware capabilities with
quantum-resistant cryptographic primitives, it is possible to
create a security layer that responds to evolving threats and
addresses challenges posed by quantum computing.

The integration of PRISEC III with such an adaptive mid-
dleware could enable context-aware, policy-driven encryp-
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tion strategies that optimize both security and performance.
This synergy could facilitate the automatic selection and or-
chestration of cryptographic protocols based on device capa-
bilities, network conditions, and data sensitivity, while utiliz-
ing quantum cryptography for critical communications. Fu-
ture work will focus on developing interoperability mech-
anisms between PRISEC III and adaptive middleware plat-
forms, as well as evaluating the combined approach in dis-
tributed and resource-constrained environments.
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