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Abstract The popularity and development of Autonomous Electric Vehicles (AEVs) bring the need to ensure the

safety and reliability of these systems. With the increasing adoption of such vehicles, the promise of reducing

human errors and improving transportation efficiency is becoming increasingly attainable. However, failures in

autonomous vehicle systems can lead to material damage and loss of human life. Minimizing these failures be-

comes critical to guarantee the safety of passengers and pedestrians. This work employs Reliability Block Diagram

(RBD) and Stochastic Petri Net (SPN) models to evaluate the vehicle safety system of a Level 3 AEV. The proposed

approach enables the analysis of availability and reliability metrics, identifying potential improvements in system

components. The system’s reliability showed a predictable decline over time, allowing for the anticipation of main-

tenance and necessary enhancements. These results provide valuable insights for AEV developers regarding the

optimization of vehicle safety and reliability.
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1 Introduction

The growing demand for safety, the increase in popula-

tion, the expansion of infrastructure, and the growth of ve-

hicles are driving the adoption of autonomous technologies

[Hussain and Zeadally, 2019]. Automated Electric Vehicles

(AEVs) have become a benchmark in the field of interna-

tional automotive engineering and the main competitiveness

in the future market [Wang et al., 2023]. The need to min-

imize human errors and reduce risk situations on the road

drives the exploration of these alternative technologies, con-

sidering that approximately 94% of accidents are attributed

to human errors [Bendiab et al., 2023; Read et al., 2021].

Autonomous Electric Vehicles (AEVs) emerge as a solu-

tion, promising not only to improve transportation efficiency

but also to redefine road safety standards. The vehicles op-

erate autonomously on a scale ranging from 0 to 5 [Hedel

et al., 2023]. Level 0 Autonomous Vehicles are completely

controlled by the human driver; Level 1 offers continuous

assistance with acceleration, braking, and steering; Level 2

includes an Advanced Driver Assistance System (ADAS);

Level 3 performs all driving functions, but the driver must

be ready to take control; Level 4 is highly automated, re-

quiring no driver intervention; Level 5 is fully autonomous

[Van Brummelen et al., 2018]. Safety issues related to these

vehicles present a significant challenge to federal and state

authorities, technical companies, software developers, and

customers, as they may lead to the imposition of various re-

strictions on fully autonomous vehicles on the roads [Benar-

bia et al., 2023].

The growing adoption of AEVs brings concerns about the

safety of passengers and pedestrians. Failures in these sys-

tems can result in severe consequences, including material

damage and loss of human lives. Given this critical sce-

nario, it is crucial that the development and implementa-

tion of AEVs consider the reliability and availability of au-

tonomous systems, especially under the possibility of uncer-

tain failures [Bhavsar et al., 2017]. These failures can occur

in any component, from sensors and cameras to control and

navigation systems. Reliability and availability are essential

indicators for assessing AEV safety. Therefore, it is neces-

sary to develop reliability and availability models that quan-

tify the impact of potential failures in autonomous systems.

The literature already presents some works that have eval-

uated the reliability and availability of AEVs in different

areas. The related works have been categorized into four

distinct groups according to the focus of each study. The

first group consists of research focused on mobility, includ-

ing strategies to optimize passenger flow and the diffusion of

AEVs in urban subsystems [Benarbia et al., 2023; Zhuge and

Wang, 2021]. The second group addresses energy, with stud-

ies on the reliability of smart grids and automotive traction

systems [Hariri et al., 2020; Anand et al., 2022; Shafiq et al.,

2020; Hariri et al., 2021]. The third category focuses on opti-

mization, analyzing the reliability of electric powertrain sys-

tems and strategies to improve route efficiency [Ebner et al.,
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2020; Irimia et al., 2022]. Finally, the fourth group focuses

on safety, investigating issues related to the reliability en-

gineering of automotive drivetrain architectures and the de-

velopment of fault-tolerant systems [Schmidta and Zimmer-

mannb, 2022]. Each group contributes with different per-

spectives for evaluating AEVs, reflecting the complexity and

interdisciplinarity of the field.

In this work, we use RBD and SPNmodels to analyze reli-

ability and availability metrics in vehicle safety systems. We

contribute with a simplified and effective approach to evalu-

ate the performance of vehicle systems that make up an AEV

and, from their operation, ensure the safety of the AEV and

its passengers. The contribution of this article is highlighted

in the following aspects:

• Development of Stochastic Petri Nets (SPN) and Re-

liability Block Diagram (RBD) models that reflect the

complex architecture of AEVs, allowing reliability and

availability analyses.

• Sensitivity analysis using the Design of Experiments

(DoE) technique, identifying critical components and

their interactions, which is essential to optimize the de-

sign and maintenance of vehicle safety systems.

The remainder of this work is organized as follows: Sec-

tion 3 presents related works through a comparative table be-

tween the studies considered. Section 4 presents the architec-

ture considered in this work. Section 5 presents the proposed

SPN and RBD models and the metrics used for availability

and reliability evaluation. In Section 6, the sensitivity anal-

ysis of the proposed SPN model and the results achieved are

presented and detailed, according to its subdivisions. Sec-

tion 7 presents the conclusions reached and describes future

works.

2 Background

This section presents the main concepts and theoretical foun-

dations that support the study, covering aspects related to

AEVs, reliability and availability metrics, and analysis mod-

els based on RBD and SPN.

2.1 Autonomous Electric Vehicles

AEVs represent one of the most promising innovations

in modern mobility, integrating electrification, automation,

and connectivity technologies to reduce pollutant emissions

and increase transportation efficiency [Grosso et al., 2021].

These vehicles, especially at advanced levels of automation,

are capable of performing driving tasks without continuous

human intervention, using sensors, actuators, and decision-

making systems based onmachine learning and sensor fusion

[Yeong et al., 2021].

However, the high degree of automation introduces new

challenges related to functional and operational safety. A

failure in any critical component, such as perception sensors,

steering actuators, or power control modules, can compro-

mise the integrity of the system and lead to severe accidents

[Wang et al., 2020]. Therefore, the systematic analysis of the

reliability and availability of subsystems is essential to en-

sure the overall dependability of the AEV, guaranteeing that

the system operates correctly even in the presence of partial

failures or performance degradations.

2.2 Reliability and Availability

Dependability is defined as the ability of a system to provide

a service that can be justifiably trusted, that is, to avoid ser-

vice failures that occurwith unacceptable frequency or sever-

ity [Avizienis et al., 2004]. Among its main attributes are re-

liability and availability, which are fundamental metrics for

the evaluation of complex and safety-critical systems. Re-

liability is the probability that a system continues operating

within a time interval [0, t], assuming it was operating at time
t = 0 [Silva et al., 2022]. Availability, in turn, expresses the
readiness of the system to deliver correct service at a given

instant [Avizienis et al., 2004]. These two attributes are es-

sential to quantify the temporal behavior of a system, predict

downtime periods, and support the planning of preventive

maintenance strategies.

In quantitative dependability analysis, stochastic models

have proven to be effective tools for representing the occur-

rence of failures and recoveries. Among these, SPNs stand

out for enabling the simultaneous modeling of concurrent

events, transition times, and dependencies between states.

Figure 1a illustrates a generic availability model, in which

the active state represents normal component operation and

the inactive state represents failure. The transition between

these states is governed by parameters associated with the

Mean Time To Failure (MTTF) and the Mean Time To Re-

pair (MTTR).

Similarly, Figure 1b presents a generic reliability model,

where the system’s behavior is evaluated until the first failure

occurs, without considering repairs. This approach allows

the estimation of the probability of continuous operation of a

system and is widely used in critical applications that require

high levels of safety and operational continuity.

active_component

inactive_component

repair_event failure_event

(a) Generic SPN model for avail-

ability.

active_component

inactive_component

failure_event

(b) Generic SPN model

for reliability.

Figure 1. Generic reliability and availability models based on SPNs.

2.3 Reliability Block Diagrams

RBDs are a classical and widely used technique for modeling

and analyzing complex systems. This method graphically

represents the logical structure of a system through blocks

connected according to their functional dependencies. Each

block has an associated probability of success or failure, al-

lowing the evaluation of the impact of each component on

the overall system reliability [Hasan et al., 2015].
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In an RBD, the configuration of the blocks defines the

mode of system operation (Figure 2): (i) in a series configu-

ration, the system fails if any component fails; (ii) in a paral-

lel configuration, the system continues to operate as long as

at least one component remains functional; and (iii) in mixed

configurations, combinations of these two relationships are

used to represent more complex interdependencies [Callou

et al., 2014; Ebeling, 1997].

(a) Series

(b) Parallel

(c)Mixed

Figure 2. Examples of RBD configurations: (a) series; (b) parallel; and (c)

mixed.

The RBD model allows analytical quantification of relia-

bility and availability metrics, as well as the identification of

critical components that impact overall system performance.

The total reliability of a system can be generically expressed

by Equation 1, where R(t) represents the probability that

the system operates correctly up to time t, and Ri(t) repre-
sents the individual reliability of each component i [Ebeling,
1997].

R(t) =
n∏

i=1
Ri(t) (1)

For independent components, the failure behavior is often

modeled by an exponential distribution, given by Ri(t) =
e−λit, where λi is the failure rate of the component [Ebeling,

1997]. Thus, the MTTF of a series system can be estimated

as:

MTTF = 1∑n
i=1 λi

(2)

2.4 Stochastic Petri Nets

SPNs represent an evolution of classical Petri Nets, devel-

oped tomodel systems that exhibit probabilistic behavior and

temporal dependency [Fe et al., 2017]. Unlike traditional

techniques such as Markov Chains or queuing models, SPNs

offer greater expressiveness for describing parallel, concur-

rent, and interdependent processes, making them particularly

suitable for representing systems in which delays, uncertain-

ties, and varying conditions directly influence operational

dynamics [Molloy, 1982]. This flexibility enables more re-

alistic modeling, allowing the analysis of not only the logical

structure of a system but also performance metrics related to

response time and availability [Silva et al., 2015].

The main contribution of SPNs lies in their ability to as-

sociate probability distributions with transitions, which al-

lows the characterization of events whose occurrence time is

not fixed but follows stochastic patterns. In this way, it is

possible to rigorously and systematically represent the ran-

dom behavior of failures, repairs, and recoveries, expand-

ing the applicability of the technique in reliability and per-

formance studies of complex systems, such as communica-

tion networks, critical infrastructures, and distributed envi-

ronments [Silva et al., 2015; Molloy, 1982].

3 Related Works

This section presents the related works identified in the liter-

ature that have a context or approach related to this project.

The articles were selected considering five selection criteria:

Focus, Model Type, Reliability, Availability, and Sensitivity

Analysis. The detailed description of the articles is based on

the classification of the papers. The works were classified

into four main groups based on the focus of the study. The

focus of the study is relevant when considering in which ar-

eas AEV systems are most worked on in the literature. These

works were chosen to understand how the modeling evalua-

tion method is used to assess the reliability and availability

of electric vehicles and in which areas these research works

are developed. The research areas concerning electric vehi-

cles are presented in the table below. Table 1 shows some of

the contributions of related works to this study, followed by

their selection criteria.

Mobility The first classification deals with studies focus-

ing on the mobility area. The work by Benarbia et al.

[2023] investigates passenger flow optimization strategies in

SEAVM systems. The study covers the integration of com-

munication technologies and geolocation to provide real-

time information to users, enhancing service efficiency.

Zhuge and Wang [2021] address the diffusion of AEVs and

their interactions with six urban subsystems: transportation,

land use, environment, energy, economy, and population.

The proposedmodel can help predict future scenarios and op-

timize policies and investments related to AEVs, contribut-

ing to the development of smart cities.

Energy The second classification deals with research fo-

cusing on the energy area. The work by Hariri et al. [2020]
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Table 1. Related works.

Work Focus Type of Model Reliability Availability Sensitivity

Analysis

Benarbia et al. [2023] Mobility SPN 7 X 7

Schmidta and Zimmermannb [2022] Safety SPN X 7 7

Hariri et al. [2020] Energy Generalized Analytical

Method

X 7 X

Anand et al. [2022] Energy Markov Chain X 7 X

Ebner et al. [2020] Optimization SPN X X 7

Shafiq et al. [2020] Energy Probabilistic Modeling X 7 X

Hariri et al. [2021] Energy Analytical Model X 7 X

Zhuge and Wang [2021] Mobility Agent-Based Modeling 7 7 7

Irimia et al. [2022] Optimization Mathematical Model 7 X X

This work Safety SPN and RBD X X X

addresses the evaluation of the reliability of smart grids,

including renewable and non-renewable distributed gener-

ations and plug-in hybrid electric vehicles (PHEVs). The

authors propose a new generalized analytical method for

evaluating reliability, highlighting the introduction of a new

state matrix (S-matrix) model that considers the operational

modes of the smart grid using concepts of segmentation and

graph theory. The study by Anand et al. [2022] focuses on

reliability engineering in automotive traction system archi-

tectures, with emphasis on simulating multiple trajectories

to evaluate the reliability of fault-tolerant traction system

architectures in AEVs. The work emphasizes the impor-

tance of considering rare events in reliability simulations,

showing how the multiple trajectory simulation technique

can overcome the limitations of traditional numerical anal-

ysis and simulation approaches. Shafiq et al. [2020] eval-

uate the reliability of energy systems, considering the im-

pact of full electric vehicles (FEVs) and PHEVs. The au-

thors propose a probabilistic model to integrate FEVs and

PHEVs into existing power grids, taking into account im-

portant vehicle characteristics such as battery capacity, dis-

charge distance, and charging rates. The work by Hariri et al.

[2021] addresses the reliability and adequacy evaluation of

smart electric grids, considering the analytical modeling of

PHEVs. The authors develop an analytical model that con-

siders the stochastic characteristics of PHEVs, such as arrival

time, departure time, and distance traveled, under different

charging scenarios.

Optimization The third classification presents works that

focus on the optimization area. The study by Ebner et al.

[2020] analyzes the reliability of electric powertrain systems

in automated vehicles, such as robotaxi, which do not have

a driver to ensure passenger safety. The work presents a

model-based approach using SPN to evaluate the reliability

and availability of different configurations of electric trac-

tion systems, considering powertrain degradation. The re-

sults demonstrated the influence of configuration parameters

on reliabilitymeasures, which can be used to optimize the ve-

hicle’s overall design. The study proposes a methodology to

build simulation models that evaluate the reliability of elec-

tric traction systems, aiming to optimize the design space.

The research by Irimia et al. [2022] focuses on the optimiza-

tion of transportation systems and vehicles. The authors ex-

plore strategies to improve route efficiency, minimize fuel

consumption, and reduce environmental impact. They pro-

pose a model based on Integer Linear Programming (ILP) to

optimize the planning of delivery vehicle routes, considering

capacity constraints, time windows, and operational costs.

Additionally, the study addresses the application of genetic

algorithms to optimize vehicle allocation in public transport

fleets.

Safety The final classification includes the mapped re-

search that focused on the safety area. The study by Schmidta

and Zimmermannb [2022] investigated the reliability of au-

tomotive drivetrain architectures using a model-based engi-

neering approach. The researchers employed SPN andmulti-

trajectory simulation to evaluate how component failures im-

pact the system’s operational safety. Additionally, the study

emphasizes the importance of fault-tolerant designs, provid-

ing amethodology to analyze performance and dependability

metrics that directly supports the development of more reli-

able autonomous systems.

Contributions of this Work This work aims to evaluate

SPN models to analyze reliability and availability metrics of

a vehicle safety system. The analysis is conducted by mod-

eling a vehicle safety system, consisting of powertrain, au-

tomation, and steering systems to be active. The analysis of

reliability and availability metrics allows for a better under-

standing and identification of requirements and issues. The

mentioned factors assist in system modeling, simplify plan-

ning, and allow the evaluation of alternatives while reducing

risks, resulting in more efficient implementations that pro-

vide greater safety. The evaluation of the proposed SPN

model considers the availability and reliability analysis of

the system. Unlike other works that performed sensitivity

analysis using techniques such as Monte Carlo, parametric

variations, and FEA/FEM, our study adopts the DoE tech-

nique. This approach allows verifying how the system be-

haves when changes are made to the resources of some spe-

cific system components. The analysis pointed out the sys-

tems with the greatest impact on system availability. The

model is designed for designers to adjust the structure pa-

rameters and the number of components as needed.
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4 Architecture

This section describes the proposed architecture. Figure 3

presents the architecture used for this study. The architecture

is composed of three vehicle systems that integrate the Level

3 AEVs: the powertrain system, the automation system, and

the steering system. These systems were considered vital to

ensure the safety of the vehicle and its passengers.

The safety of the autonomous vehicle is a central aspect

of the proposed architecture. The automation system, in par-

ticular, uses data from multiple sensors to ensure accurate

environmental perception, which is crucial for making safe

decisions. Additionally, considering that we are evaluating

a Level 3 AEV, the presence of a driver in the vehicle is

mandatory. This driver must be prepared to take control of

the vehicle whenever the autonomous system requests or in

case of emergencies. This additional layer of safety ensures

that, even in the event of a failure in the autonomous system,

the vehicle can be manually operated to prevent accidents.

The powertrain system is responsible for providing the

necessary energy for the vehicle’s movement. It integrates

components such as the battery system and the power distri-

bution unit. These components work together to ensure that

the vehicle has the necessary power to move efficiently and

safely. The availability and reliability of these components

are vital because any failure can compromise the vehicle’s

ability to move properly, directly impacting safety.

The automation system, in turn, is the brain of the AEV.

It is composed of an integration platform and various au-

tomation components, including GPS, cameras, and park-

ing sensors. These devices enable the vehicle to perceive its

surrounding environment, make decisions, and navigate au-

tonomously. Accuracy and robustness are important to avoid

accidents, recognize obstacles, and react to unforeseen situ-

ations, ensuring safety during operation. At Level 3 of au-

tomation, the system is capable of performing most driving

tasks, but still requires the driver to be present and ready to

intervene.

The steering system is responsible for controlling the di-

rectional movement of the vehicle. It includes steering sen-

sors, an electronic control unit, and an electric steering mo-

tor. These components ensure that the vehicle can maneuver

according to the decisions made by the automation system,

maintaining the desired trajectory and reacting appropriately

to road conditions. Safety in this system is crucial to ensure

that the vehicle responds correctly to changes in direction

and adverse driving conditions.

5 Proposed Models

This section presents the proposed models following the ar-

chitecture described in the previous section. The configura-

tions adopted for the models are based on the characteristics

highlighted in the architecture. The proposed models help

evaluate the system’s availability and reliability. The mod-

els and simulations were built using theMercury tool [Maciel

et al., 2017; Bashir and Luštrek, 2021].

5.1 RBD Models

This subsection presents the RBD models designed to com-

pute the MTTF and MTTR for the main subsystems, power-

train, automation, and steering, which were later integrated

into the SPNmodel. TheRBDmodels were designed accord-

ing to the failure tree described by Hedel et al. [2023], pro-

viding the fundamental reliability parameters for each sub-

system. Figure 4 illustrates the RBD representations devel-

oped for the AEV vehicle safety system.

The powertrain system (PS) is composed of the battery

system (BS), ignition motor (DM), power distribution unit

(PDU), andmotor controller (MC). Each of these subsystems

was further divided into their internal components, such as

battery modules, control units, sensors, and power electron-

ics, to obtain more accurate reliability metrics. Similarly, the

automation system (AS) includes the integration platform (P)

and automation components (AC), subdivided into sensors

and perception devices such as LiDAR, radar, GPS, cameras,

wheel encoders, and parking sensors. The steering system

(SS) comprises the steering sensors (SSen), electronic con-

trol unit (ECU), and electric steering motor (SEM), which

were also decomposed into subcomponents, including torque

and angle sensors.

All RBDs were modeled in series configuration, meaning

that the failure of any component leads to the failure of its

subsystem. For simplification, the MTTR value for all com-

ponents was fixed at 1 hour. The MTTF values were ob-

tained from Hedel et al. [2023], converted from failure rates

(λ) expressed in failures per million hours, using the equa-
tion MTTF = 1/λ. The adoption of a uniform MTTR rep-

resents a plausible and analytically convenient baseline for

comparative evaluation across subsystems. Since reliable

empirical MTTR data for all considered components were

not consistently available in the literature, this assumption al-

lows controlled sensitivity analysis without introducing het-

erogeneous repair-time bias. It is important to emphasize

that the proposed modeling framework is fully parametric,

enabling practitioners to adjust MTTR values according to

specific operational contexts, maintenance policies, or orga-

nizational data. Table 2 summarizes the MTTF values for all

components across the three subsystems.

It is worth noting that some components present MTTF

values that differ by orders of magnitude. Under the adopted

exponential assumption and the series RBD configuration,

the equivalent subsystem failure rate is dominated by compo-

nents with higher individual failure rates (i.e., lower MTTF

values), while extremely high-MTTF components contribute

negligibly to the aggregated subsystem metrics. The RBD

simulations produced total subsystem MTTF values of ap-

proximately 62.08 hours for the powertrain, 405.32 hours for

the automation system, and 62.79 hours for the steering sys-

tem. These results were later integrated into the SPN model

to analyze overall system dependability and perform sensi-

tivity analyses.

5.2 Availability Model

This section presents themodel used to calculate the system’s

availability. Figure 5 shows the model with the following
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Vehicle and
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Battery Electric
Motor

Powertrain System

Central
Controller

Parking
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Cameras

Automation System

Direction
Sensor

Control Unit

Electric
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Motor

Steering System

AEV System

Figure 3. Vehicle system architecture of an AEV.
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TS
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SSen

BEGIN

ECU

END

SEM

Steering Sensors

Steering System

(c) RBD model of the Steering System.

Figure 4. RBD models for the AEV vehicle safety system.

systems: (i) vehicle safety system; (ii) powertrain system;

(iii) automation system; and (iv) steering system.

The vehicle safety system depends on the simultaneous

operational condition of the three subsystems. Thus, the fail-

ure of any subsystem triggers the transition of the vehicle

safety system to the unavailable state. This dependency is

implemented through the guarded transitions FAIL and RE-

COVER, controlled by expressions EG1 and EG2 (Table 3).

The FAIL transition is enabled when at least one subsystem

is inactive, whereas the RECOVER transition is enabled only

when all subsystems are operational.

Table 3. Guard expressions for the model.

Expres-

sion

Index

Guard Expression

EG1 ((P S_U > 0) AND (AS_U > 0) AND (SS_U > 0))
EG2 ((P S_U < 1) OR (AS_U < 1) OR (SS_U < 1))

Each subsystem is modeled using a two-state structure

composed of an operational place (U) and a failed place (D).

A subsystem remains operational only if all its internal com-

ponents are active. Failure events are governed by timed
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Table 2. MTTF values for components of the powertrain, automation, and steering systems.

System Component MTTF (Hours)

Automation

Integration Platform (P) 4336.3

Automation Components (AC) 447.12

LiDAR (L) 831.45

Radar (Rad) 4336.30

GPS 9433.96

Cameras (C) 1,725,190.00

Wheel Encoder (WE) 2145.92

Parking Sensor (PS) 4336.30

Steering

Steering Sensors (SSen) 105.26

Electronic Control Unit (ECU) 41420.12

Electric Steering Motor (SEM) 156.25

Torque Sensor (TS) 222.22

Angle Sensor (AS) 200.00

Powertrain

Battery System (BS) 108.10

Ignition Motor (DM) 725.69

Power Distribution Unit (PDU) 1048.00

Motor Controller (MC) 221.04

Battery Module (BM) 289.63

Master BMS Controller (MCBMS) 587.89

Slave BMS Controller (SCBMS) 612.75

Power Electronic Devices (PED) 1085.38

Sensors (S) 647.67

Rotor (Rot) 3333.33

Stator (Stat) 3968.25

Transducer (T) 3875.97

Other Ignition Motor Components (OCDM) 1760.56

Relay (R) 5347.59

Fuse (F) 1333.33

Power Distribution Connector (PDUc) 58139.53

Control Module (CM) 529.10

Drive Module (DMod) 668.90

Discharge Module (DisM) 3546.10

Communication Module (ComM) 2932.20

Other Controller Components (OCC) 1937.98

Figure 5. AEV Model for Avaibility Analysis.

transitions parameterized by the subsystemMTTF, while re-

covery events are governed by transitions parameterized by

the MTTR. Component failures propagate to their respective

subsystems, and subsystem failures immediately impact the

vehicle safety system according to the defined guard condi-

tions. This structure enables the evaluation of the system’s

overall availability based on the operational state of the ve-

hicle safety system.

The main component, the vehicle safety system, is con-

trolled by the activity status of the other three systems. Sys-

tem availability is defined as the probability that placeV S_U

contains at least one token, representing the operational con-

dition of the vehicle safety system, as expressed in Equa-

tion 3.

P (#V S_U > 0) (3)

When evaluating the system’s availability, it is also im-

portant to calculate its downtime (D). Downtime can be ob-

tained by Equation 4. A represents the system’s availability,

and 8760 is the number of hours in a year.

(1 − P (#V S_U > 0)) × 8760 (4)
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5.3 Reliability Model

Figure 6 presents the reliability model, which is structurally

similar to the availability model. The model operates in the

same way as the availability model and the same component

parameters and failure rates are adopted. The difference with

the availability model is that the components do not have el-

ements that allow recovery from an inactive to an active state

[Lima et al., 2024]. These components are removed to assist

in calculating the system’s reliability, which focuses strictly

on the time until the first failure occurrence.

Equation 5 is used to perform the reliability calculation

in the model. P indicates the probability that the system

becomes inactive in the sector it represents. This equation

generates a graph that demonstrates how reliability decreases

over time.

1 − P (#V S_U > 0) (5)

6 Results Analysis

In this section, we discuss the main results of the sensitivity

analyses, highlighting their relevance for the implementation

of the systems that compose an AEV, with emphasis on vehi-

cle and passenger safety. The analyses focused on the most

critical components of the vehicle infrastructure and on eval-

uating system availability, downtime, and reliability metrics.

The models were parameterized using the reference values

reported by Hedel et al. [2023]: the powertrain system has an

MTTF of 62.08 hours, the automation system 405.32 hours,

and the steering system 62.79 hours. A uniform MTTR of

1.0 hour was adopted for all systems to standardize the sim-

ulations, ensuring consistency and accuracy throughout the

sensitivity analyses.

6.1 Design of Experiments

For this study, the DoE technique was used to analyze the

system’s sensitivity. DoE tools are statistical methods that

help to understand how the input factors (both isolated and

combined) affect the output (responses) [Luiz et al., 2021].

In this analysis, simulations were conducted by varying the

input factors to understand their impact on the output.

Figure 7 presents the effect plot of the factors, showing the

impact of the factors on the analyzed measure through bars

in descending order. The higher the bar, the greater the influ-

ence of the corresponding factor. This graph helps to identify

and classify the critical factors of the system. Figure 8 shows

interaction plots, using lines to demonstrate how the factors

relate. Parallel lines indicate no interaction between the fac-

tors; however, if the lines are not parallel, this indicates that

the factors interact with each other.

For the experiment conducted, we will present only the

factors that interact, as interaction is verified based on the

impact of the combination of factors on the availability met-

ric. The factors adopted for the study were (i) PS_MTTR,
(ii) AS_MTTR, (iii) SS_MTTR, (iv) PS_MTTF , (v)

AS_MTTF , (vi) SS_MTTF . Both factors have two lev-

els: low and high configurations. Table 4 shows all the fac-

tors and levels analyzed.

Table 4. Factors and settings used in the simulation.

Factor Name Low Setting High Setting

PS_MTTR 0.5 1.5

AS_MTTR 0.5 1.5

SS_MTTR 0.5 1.5

PS_MTTF 31.04 93.12

AS_MTTF 202.66 607.98

SS_MTTF 31.395 94.185

The analysis of Figure 7 reveals that PS_MTTF,

SS_MTTF, and SS_MTTR are the dominant parameters,

showing the strongest correlation with system availability.

This behavior highlights that failures and repairs of the steer-

ing and powertrain subsystems have a greater influence on

overall performance than the automation modules. The

smaller effect observed for AS_MTTR and AS_MTTF indi-

cates that automation failures have a lower impact on steady-

state availability compared to the other systems, due to less

time-sensitive operations.

Figure 8a illustrates the interaction between PS_MTTR
and PS_MTTF . The nearly parallel lines indicate a weak

interaction between the factors. Availability varies modestly

across configurations, remaining between 93% and 97%. Al-

though increasing PS_MTTF improves availability, the

slope suggests that repair time remains the dominant factor.

Therefore, reducing recovery time provides a more effective

improvement strategy than extending component lifetime for

the powertrain subsystem.

Figure 8b depicts the interaction between SS_MTTR
and SS_MTTF . The non-parallel and crossing profiles in-

dicate a clear interaction effect, meaning that the impact of

repair time depends on the failure rate level (and vice versa).

When SS_MTTF is lower, increasing SS_MTTR pro-

duces a pronounced decrease in availability, whereas this de-

crease is less steep when SS_MTTF is higher. Moreover,

the relative ranking of SS_MTTF levels changes across

SS_MTTR, reinforcing that improvements in component
lifetime alone may not translate into higher availability if re-

covery processes are slow.

Figure 8c indicates a mild interaction effect, as evi-

denced by the crossing of the response lines. However,

the magnitude of this interaction is small. While increasing

AS_MTTR significantly reduces availability, variations in

AS_MTTF produce comparatively minor changes. This

behavior indicates that themain effect ofAS_MTTR is sub-

stantially stronger than that of AS_MTTF , suggesting that

improvements in repair processes yield greater gains in avail-

ability than equivalent proportional increases in component

lifetime.

6.2 Availability and Reliability Analysis

In this study, we employed approaches to analyze the sys-

tem’s dependability to understand how failure and recovery

dynamics affect its operation. Figure 9 presents the avail-

ability results of the model, highlighting the influence of the

powertrain subsystem parameters on the availability metric.

Although the interaction analysis indicated a stronger inter-

action for the steering subsystem, the case study focuses on
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Figure 6. AEV Model for Reliability Analysis.

Figure 7. Impact of different factors on system availability.

the powertrain subsystem due to its comparable aggregated

MTTF value and its higher structural complexity, making it

a representative scenario for evaluating the isolated impact

of failure and recovery parameters.

Figure 9a shows that availability decreases monotonically

as PS_MTTR increases. This behavior is consistent with

availability theory, since longer repair times extend the dura-

tion of inactive states after failures. For higher PS_MTTF
values (e.g., 93.12 h), the system maintains higher availabil-

ity levels even when recovery times increase. In contrast,

when PS_MTTF is lower (31.04 h), availability drops

more sharply as PS_MTTR grows. This indicates that

longer intervals between failures mitigate the negative im-

pact of increased repair times.

The same tendency is reflected in Figure 9b, which illus-

trates system downtime. Downtime increases proportionally

with PS_MTTR for all PS_MTTF configurations, con-

firming that repair duration is a dominant factor in system

unavailability. However, higher PS_MTTF values con-

sistently result in lower downtime levels. For instance, at

PS_MTTR = 1.6 h, the configuration with PS_MTTF =

93.12 h presents substantially less downtime than the con-

figuration with PS_MTTF = 31.04 h. This occurs because

higher PS_MTTF values correspond to less frequent fail-

ures, reducing the overall number of recovery cycles over

time.

Figure 10 shows how the system’s reliability is affected by

the variation in the time-to-failure of the powertrain system.

The trend indicates that higher PS_MTTF values lead to

higher overall system reliability. For all configurations, reli-

ability decreases gradually over time, as expected in models

without recovery processes. However, when PS_MTTF
is 93.12 h, reliability remains at higher levels for longer pe-

riods, whereas with PS_MTTF of 31.04 h, the decline is

more pronounced over shorter time intervals. This relation-

ship between the lifespan of the powertrain system and over-

all reliability is evident in the simulations, highlighting the

strategic importance of improving component lifetime.

6.3 Discussion of Results

The results provide important insights into the design and

quality of theAEV components. Through SPNmodeling, the

system’s availability and reliability were evaluated consid-

ering variations in the powertrain, steering, and automation

subsystems. The analysis demonstrated that both failure fre-

quency and repair duration influence system-level depend-

ability, with their relative impact varying across subsystems.

In practical terms, improving component lifetime contributes

to higher reliability, while reducing repair time tends to pro-

duce more immediate gains in availability. Therefore, effec-

tive dependability enhancement requires a balanced strategy

combining increased time to failure and optimized recovery

processes.

However, it is important to recognize the limitations of the

study: (i) Although the analyzed configuration corresponds

to Level 3 autonomy, the present analysis focuses exclu-

sively on the intrinsic technical dependability of the consid-

ered subsystems. In Level 3 systems, human takeover per-

formance and environmental conditions may influence op-

erational continuity following subsystem failures. However,

these aspects were not explicitly modeled. Consequently, the

presented results represent the reliability and availability of

the vehicle architecture under purely technical failure con-

ditions, without incorporating driver response dynamics. (ii)

The exponential failure distribution was adopted for all com-

ponents due to its analytical simplicity. This assumption im-

plies a constant failure rate over time andmay not fully repre-

sent early-life failures or wear-out phases typically observed

in electronic units and sensors; (iii) The mentioned specifi-

cations increase the complexity and size of the proposed ar-

chitecture. To overcome this issue, RBD models were used

to obtain the MTTF and MTTR values of each component

and simplify the SPN model.
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(a)MTTR of the powertrain system * MTTF of the

powertrain system.

(b)MTTR of the steering system * MTTF of the

steering system.

(c) MTTR of the automation system * MTTF of the au-

tomation system.

Figure 8. Interaction between factors and their impact on the MRT metric.

(a) Comparison of system availability over different MTTF. (b) Comparison of system downtime over different MTTF.

Figure 9. Availability results for the vehicle safety system.

Figure 10. Comparison of the system’s reliability over different PS_MTTF.

7 Conclusion

This work proposed RBD and SPN models to evaluate the

dependability of the vehicle safety system in a Level 3 AEV.

The goal is to assist AEV developers in identifying improve-

ments in components to enhance the safety of AEVs. The

models enables the quantitative estimation of availability,

downtime, and reliability based on subsystem failure and

recovery parameters. The results indicate that MTTF and

MTTR affect system behavior differently. Sensitivity anal-

ysis showed that steering parameters have a strong impact

on availability, particularly through repair time variations,

while powertrain MTTF significantly influences reliability

degradation over time. These findings reinforce the impor-

tance of jointly consideringmaintenance efficiency and com-

ponent lifetime in safety-critical vehicle design. As for future

research directions, the proposed models could be expanded

to include more granular details of subsystems and the im-

pact of external conditions. Furthermore, there is an oppor-

tunity to integrate these quantitative dependability metrics

with international safety standards to evaluate how technical

availability aligns with the regulatory requirements.
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