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Abstract Nowadays, society is applying a home office, since the isolation demanded by the pandemic. However,

this remote access may lead to boot attack scenarios that are difficult or impossible to detect remotely. This reality

led to the necessity of attestation, i.e., a way to prove the state of computers to a corporate server. One promising

approach to address this situation is the usage of TPM (Trusted Platform Module) attestation, which is typically used

to quarantine tampered computers in the corporate network. However, the usage of TPM attestation at home is still

an open challenge, due to the lack of corporate control over network access outside the corporate firewall. Within

this context, this paper presents a mechanism to support the TPM Attestation in a home environment, applying online

and offline technologies, such as QR-Code and Bluetooth. In this way, the users at home may attest to the security of

their workstations before using their login credentials. Results from real experiments using a real TPM chip suggest

that the proposed solution is suitable to attest device security in both online and offline scenarios.

Keywords: TPM, Attestation at Home, QR-Code, Bluetooth

1 Introduction

In the last few years, the number of cyber-attacks has been

increasing Li and Liu [2021]; Pimenta et al. [2026], rais-

ing the importance of information security. According to

Forbes Brooks [2022], the worldwide number of data breaches

reached the mark of 17.2 billion from 2004 to 2022. Addi-

tionally, the home office working model was applied recently,

due to the isolation demanded by the pandemic Portela et al.

[2024]; Brito et al. [2026]. This remote working model can

create another concern about vulnerabilities and threats, since

the user is outside the controlled computational environment

of the company Costa et al. [2024]; Nobre et al. [2026]. For

example, cyber-attacks on users’ workstations, such as boot

attacks, became frequent and are difficult or impossible to

detect remotely Won and Bhasin [2021].

This reality presents challenges and makes it necessary to

create mechanisms that can mitigate the impact of malicious

attacks, whether in a corporate or personal environment. The

main goal of Trusted Platform Modules is to provide reliable

evidence about the state of hardware or software executing

on a system Menezes et al. [2026]. This evidence is intended

to ensure that targets do not engage in certain types of in-

appropriate behavior. To this end, the Trusted Computing

Group (TCG) introduced the Trusted PlatformModule (TPM)

and the associated concept of Remote Attestation Coker et al.

[2011]. The attestation process aims to guarantee data in-

tegrity, one of the three foundational pillars of information

security Death [2017]. Thus, attestation is a method for a

device to prove its state to a corporate server, typically used

to quarantine tampered or misconfigured computers from the

corporate network.

Existing solutions, such as references Ryu et al. [2024];

Zeitouni et al. [2024]; Oliver [2021]; Cheng et al. [2021],

explore traditional attestation using TPM, assuming the exis-

tence of a trusted corporate network, continuous connectivity,

and centralized enforcement mechanisms. These assump-

tions are not present in home environments, where devices

can operate on untrusted networks or may have intermittent

connectivity Nobre et al. [2025]. This difference creates a gap

between existing attestation solutions and the requirements

of home office scenarios.

To address this limitation, this paper presents a hybrid

TPM-based attestation approach designed specifically for

home environments. The proposed solution combines both

online and offline attestation mechanisms. In the online mode,

a cloud environment is used to verify the integrity of the home

device, using the same concepts as traditional remote attesta-

tion. On the other hand, in the offline mode, the attestation

is performed locally using a smartphone acting as a verifier,

trhough QR-Code or Bluetooth technologies, making the so-

lution more resilient and portable Gomes et al. [2016].

Results from real experiments, as a case study, using a real

TPM chipset and mobile phones, suggest that the proposed

solution is suitable for attesting the security of a workstation in

both online and offline scenarios. The experiments evaluated

the support of a mobile phone to provide a mechanism of

offline attestation, which makes it much more viable from a
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portability point of view.

This work presents the following contributions: (i) A novel

attestation model, introducing a method to apply TPM at-

testation outside corporate-controlled networks, specifically

tailored for home office environments; (ii) Hybrid Attesta-

tion Architecture, supporting Online attestation (cloud-based

attestation server) and Offline attestation (using smartphones

as verifiers, enabling device integrity checks without internet

access); and (III) Security Enforcement, performing integrity

checks before allowing credential input, mitigating risks of

credential theft and unauthorized access in remote environ-

ments.

The remainder of this paper is organized as follows: Sec-

tion 2 presents the background concepts related to attestation

and TPM. Section 3 discusses the related works. Section 4 in-

troduces the proposed mechanism, while Section 5 discusses

the case study performed, and Section 6 presents results. Sec-

tion 7 details the proposal, its performance, and its applica-

bility in industry. Finally, Section 8 concludes the paper and

presents future work.

2 Background

2.1 Trusted Platform Module (TPM)

A TPM is a low-cost, hardware-based standardized security

solution that delivers the basis of a safe computing environ-

ment TCG [2020]; Wang et al. [2016]. The TPM was de-

signed to bridge the gap between a purely software-based

realization and the added protection that hardware adds to the

security of any system. The TPM protects against snooping

for keying material contained within a hard drive. Embedded

systems can benefit from the deployment of the TPM de-

vice within their platforms and can use this device for secure

bootstrap routines and to protect secure application threads

running within a system. In conjunction with a secure soft-

ware stack, the TPM makes a formidable security platform

that is much more resistant to software- and hardware-based

attacks Kinney [2006].

Currently TPM is in its second version, namely the TPM

2.0 TCG [2019] and provides a fundamental set of security

features which have been defined by the Trusted Computing

Group (TCG) Wang et al. [2016], including (i) health attes-

tation and identification of devices; (ii) secure generation of

keys; (iii) enhanced authorization; (iv) quick key loading;

and, (v) flexible authorization management.

Devices that have a TPM are capable to generate symmet-

rical or asymmetrical encryption keys. An Asymmetrical key,

mainly through the RSA (Rivest-Shamir-Adleman) algorithm,

is actually a key pair: a private key known only to one party

and a public key known to everyone. These keys can be used

for a variety of purposes, the main ones being signing and

data encryption Challener et al. [2008]. TPM also uses an

asymmetric key for secrecy in some protocols. Along with

public keys, a secure hash algorithm is used to provide in-

tegrity Challener et al. [2008], which is directly related to the

attestation.

2.2 TPM-based Attestation

Attestation is a trusted platform’s ability to provide evi-

dence about the software or hardware state of a platform. It

requires a process in the platform to provide a log of mea-

surements of hardware or software, and the TPM to provide

signed summaries of those measurements.

Formally, an attestation process can be defined as a

protocol involving the following entities:

Attestation = (A, V, E, P )

where :
• A(Attester) is the device being verified;
• V (V erifier) is the entity responsible for validating the
device;

• E(Evidence) represents the attestation data (e.g., PCR
values and signed Quote);

• P (Policy) defines the criteria used to determine

whether the system is in a trusted state.

In general, an attestation mechanism basically needs to

guarantee a few simple things: that the measurements truly

represent the current state of the system (integrity), that they

came from a legitimate TPM (authenticity), that they are not

old or reused (freshness), and that the device cannot deny that

it generated this information (non-repudiation) Coker et al.

[2011].

TCG utilizes this functionality to demonstrate to a remote

entity (e.g., service provider) that a platform seeking to access

the service meets specific integrity requirements Achemlal

et al. [2011].

In summary, to perform attestation properly, every TPM

has a key called Endorsement Key (EK), which allows veri-

fying the authenticity of that specific TPM for other entities

that want to recognize it; and an Attestation Key (AK), which

could be used as a TPM identity and can be shared with other

parts for attestation purposes. Finally, there are components

called Platform Configuration Register (PCR), which are a

set of registers that store integrity metrics containing a hash

of instructions executed in a platform Proudler et al. [2014].

In TPM 2.0, there are typically 24 PCRs available, though

this number can vary depending on the implementation. These

registers are divided into banks based on different hash al-

gorithms. For example, a SHA-1 PCR bank may have 24

PCRs, and a SHA-256 PCR bank may have another 24 PCRs.

Each PCR is identified by an index number (e.g., PCR[0],

PCR[1], …, PCR[23]). The specific purpose and usage of

each PCR index are defined by platform specifications and

OEM implementations.

The metrics measure the integrity of any code before

launching, ranging from BIOS to application codes Wang

et al. [2016]. The values stored in PCRs are updated

by using the operation of an extended hash. Instead of

replacing the current value of the PCR, the TPM performs a

cryptographic hash operation to “extend” the PCRs value.

This ensures that historical measurements cannot be overwrit-

ten or tampered with. The formula for the Extend operation is:

PCR[n] = Hash(PCR[n]||NewMeasurement)
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Basically, these measurements represent the current state of

a certain machine. PCRs are used to generate a cryptographic

proof of the system state. This proof, called a Quote, is signed

by the TPM’s AK and can be sent to a remote Verifier. The

Verifier checks the PCR values to ensure the system is in a

trusted state.

A third party who wishes to know the state of a trusted plat-

form, (i) verifies the TPM’s signature and establishes that the

PCR values were provided by a genuine TPM (Quote process)

installed in a genuine trusted platform and (ii) verifies that the

PCR values signed by the TPM are digests of the hardware

or software measurements in the unsigned log Proudler et al.

[2014].

3 Related Works

Regarding the existing works for attestation and TPM, several

solutions in the literature were proposed. About this, the Davi

et al. [2009] explains that there are several ways to verify data

integrity using TPM. It can be either dynamically or statically.

The way that seems most relevant will be presented in our

proposal, but we can say that it is a dynamic verification based

on the PCR values. Du et al. [2018] brings a proposal to

perform data verification dynamically and statically ensuring

that the VMs used in that model could have their data intact.

In reference Hosseinzadeh et al. [2020], it is discussed

how TPM helps to mitigate possible attacks that happen in

the cloud. This shows us that using the cloud, we can create

an environment to guarantee trust in a computer that can be

certified and avoid various types of threats. These attacks

are categorized and described as network attack, application

attack, malicious/untrusted cloud service providers, attacks on

cloud back-end, data tampering, and data leakage. One of the

differentials of this work in relation to the others is the way in

which we can carry out the communication for the attestation.

Our architecture allows us to perform online attestation, a

very common type that many works mentioned above can

do, and in addition, we can also perform offline attestation,

through the use of Bluetooth and QR-Code technologies, with

the use of a smartphone.

A relevant work is by Kil et al. Ryu et al. [2024], which pro-

vides a comprehensive survey on the use of TPM in defense

systems. The study highlights the importance of hardware-

based security modules in protecting against physical and

logical attacks, emphasizing their capability to offer a trusted

environment for storing cryptographic keys and performing

other critical security operations. In addition, the article an-

alyzes the evolution of TPM specifications and their adop-

tion across different industry sectors. One of the key points

addressed is the need for standardization and enhancement

of TPM technology to ensure greater compatibility and effi-

ciency in modern systems. However, despite discussing the

advantages of TPM, the work does not propose a concrete

solution to improve cybersecurity in home environments.

Zeitouni et al. Zeitouni et al. [2024] propose enhancements

to data integrity management using TPM in virtualized en-

vironments. The research introduces a request scheduling

mechanism to avoid overloading the physical TPM when

multiple virtual machines utilize an anchored vTPM. The

proposed approach proved to be effective in reducing latency

and increasing processing efficiency. The study details the

implementation of the request manager and presents metrics

demonstrating system performance improvements. Another

relevant aspect discussed is the analysis of challenges faced

in integrating vTPM into large-scale virtualized systems. The

authors point out that, although the proposed solution ef-

fectively mitigates TPM overload, its implementation may

require specific adjustments for each computing environment,

which could hinder adoption in heterogeneous systems.

Oliver et al. Oliver [2021] analyse the role of TPM to

support security solutions in cloud computing and networking

technologies such as 5G and forthcoming 6G, establishing

identity, integrity, and provenance of devices to address zero-

trust security requirements. In the same way, Cheng et al.

Cheng et al. [2021] propose CloudTA, an extensible remote

attestation architecture, which groups all virtual machines on

each cloud server and generates trusted evidence by a group.

Both proposals use TPM as the root of the security approach,

but none of them considers the issues related to remote work

in home environments.

Despite existing work on TPM-based attestation, most so-

lutions deal with a traditional remote attestation model, in

which devices are verified in a controlled network environ-

ment and maintain continuous connectivity with centralized

verification servers. In contrast, home environments intro-

duce a fundamentally different context, characterized by:

(i) operation on unreliable or heterogeneous networks;

(ii) intermittent or unavailable connectivity.

As can be observed, previous work has not explored a hy-

brid attestation architecture that combines online and fully

offline verification while preserving the security guarantees

provided by TPM. This is one of the main aspects that dif-

ferentiates our proposal. In particular, the approach extends

attestation to more decentralized environments, introducing

local verifiers and alternative communication methods such

as QR codes and Bluetooth.

4 Proposal

4.1 Mitigation of Attacks and Threat Model

The security of the proposed attestation mechanism is ana-

lyzed under a defined threat model. We assume that adver-

saries may attempt to compromise endpoint integrity, inter-

cept communications, replay attestation data, or manipulate

firmware and boot components. Attackers may operate over

untrusted home networks, attempt man-in-the-middle inter-

ception, or exploit insecure connectivity environments.

The proposed solution assumes that the TPM provides a

hardware root of trust and that its cryptographic primitives

remain intact. Physical invasive attacks against the TPM

hardware and side-channel extraction are considered out of

scope due to their high cost and specialized requirements.

We assume the operating system and firmware may be com-

promised before attestation, which motivates measurement

verification.
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One of the primary threats in home office environments is

boot and firmware tampering, where attackers compromise

the system at a pre-OS level Kirmani and Banday [2024]. The

proposed attestation mechanism collects and verifies PCR

values generated by the TPM, which contain cryptographic

measurements of the system’s boot chain. By comparing

these values to predefined GoldenMeasurements, the solution

ensures that the system has not been tampered with at the

firmware or pre-boot level.

Another major concern is unauthorized access and creden-

tial theft, which can occur when users enter login data into

compromised systems Arfaoui et al. [2023]. The proposed

model enforces attestation before login, meaning access cre-

dentials are only submitted after confirming the device is in a

trusted state. This measure substantially reduces the risk of

exposing sensitive user credentials to attackers in untrusted

environments.

The solution also acts to mitigate replay and spoofing at-

tacks by using cryptographic nonces and timestamps to vali-

date the freshness and authenticity of each attestation response

Vardakis et al. [2024]. This prevents attackers from reusing

previously captured QR-codes or signed TPM outputs. More-

over, the use of TPM-bound keys (EK and AK) ensures that

only legitimate, uniquely identifiable devices can complete

the attestation process, mitigating identity forgery or device

cloning.

Additionally, the system offers protection against man-in-

the-middle and local network attacks, which are more preva-

lent in home networks Mohamed and Ahmed [2024]. By

supporting offline modes through Bluetooth and QR-code

scanning (secured with asymmetric encryption and Android

Keystore integration), the solution avoids relying on poten-

tially compromised local networks. These mechanisms guar-

antee that sensitive data is exchanged only between trusted

components, maintaining the integrity of the attestation pro-

cess even in fully disconnected or insecure network scenarios.

In offline attestation scenarios, the smartphone acts as a

local verifier and, in practice, ends up becoming part of the

trusted computing base. If this device is compromised, it may

end up validating incorrect results or even exposing sensitive

process information.

To reduce this risk, the solution uses several mechanisms,

such as secure storage with hardware support (for example,

the Android Keystore), protection of the integrity of locally

saved measurements, and secure pairing procedures between

devices. Also, the accuracy of offline attestation depends

heavily on trust in the smartphone, which is assumed as a

system premise. This limitation is inherent in decentralized

models and needs to be considered, especially in environ-

ments that require higher levels of security.

4.2 Extending Remote Attestation to Home En-

vironments

The proposed mechanism provides a security solution

based on TPM to workstations in home environments (or

any other environment outside the company), working in two

modes: Online, executing over a cloud environment, bring-

ing scalability, reliability, and elasticity to the solution; and

Offline, applying QR-Code and Bluetooth technologies. Fig-

ure 1 illustrates the architecture designed for the solution,

covering the entities of both online and offline attestation

modes.

Before describing the solution, including how it works, it is

important to have an understanding of the entities that make

up the proposal for this work, as well as to demonstrate how

these entities interact with each other, in order to facilitate

understanding of the solution. There are a series of entities

and communication points that are part of the solution design

and will be described next.

Figure 1. Online and Offline Attestation Architecture

The proposed architecture relies on multiple trust anchors.

The TPM serves as the primary hardware root of trust, ensur-

ing the integrity of platform measurements and cryptographic

key protection. The attestation server functions as a trust au-

thority responsible for validating device state and maintaining

reference measurements. In offline scenarios, the smartphone

acts as a local verifier and relies on hardware-backed key stor-

age and secure execution mechanisms to preserve attestation

integrity.

To prevent rollback or tampering of locally stored refer-

ence measurements, the mobile application stores Golden

Measurements using secure storage APIs with integrity pro-

tection. Additionally, device pairing procedures ensure that

only previously provisioned machines can be verified offline.

4.3 Entities and Components

4.3.1 HTTPS connection

A variation of the HTTP connection, the secure HTTP connec-

tion via the Security Sockets Layer (SSL). All communication
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between any entity and the Attestation Server must be done

securely using an encrypted connection.

4.3.2 Bluetooth/QR-Code connections

These are forms of direct communication between the ma-

chine being attested and the Phone when using Offline Attes-

tation.

4.3.3 Attestation Server

The Attestation Server is primarily responsible for authenticat-

ing and attesting machines via TPM. It has the logic required

to securely validate the health of devices using data and struc-

tures provided by the TPM. The attestation allows changes

to be detected by authorized parties. This process allows

administrators to validate the health of the computer being

attested and to identify unauthorized changes. In addition, it

has an infrastructure capable of storing information about the

devices to be attested, their security certificates, TPM public

keys, and any relevant information related to the devices.

4.3.4 Golden Measurements

As explained earlier, PCRs are special-purpose registers in-

side the TPM that store cryptographic “measurements” of the

system’s state. These measurements are essentially hash val-

ues that represent the integrity of specific components (e.g.,

firmware, bootloader, operating system). In our solution, the

Golden Measurements are formed by the values of all PCRs

in the TPM and represent the trusted state of a machine at a

given point in time. Therefore, these values are considered a

reference point for future comparisons. If something changes,

it means that there has been some change in the machine, and

therefore it is untrusted, until the changes are validated.

4.3.5 Partial Golden Measurements

Partial GoldenMeasurements are basically a cut of the Golden

Measurements present in the Attestation Server. However,

they are specifically aimed at just one machine. These mea-

surements are used to save the trusted state of the machine in

offline attestation mode and are stored on the mobile device,

which acts as the Verifier.

4.3.6 Client TPM

Performs the process of interacting with the machine’s TPM

to obtain the measurements that will be used during the ma-

chine’s attestation process, e.g., to obtain PCR digests.

4.3.7 Phone Application

The smartphone application acts as a verifier in offline sce-

narios. It validates attestation evidence received from the

client device using locally stored reference measurements

and secure cryptographic operations.

4.4 Key Provisioning

Initially, there is a step called Key Provisioning, in which

the machine makes its information available that identifies

it as a trusted platform. The provisioning and device iden-

tification process is based on and adapted from [TCG] and

takes into account the provisioning of the AK, used for device

attestation.

This process provides the following assurances:

1. A TPM is authentic, by validating the EK certificate;

2. This specific TPM is authentic and is represented by the

EK certificate (i.e., the EK private key resident in this

TPM corresponds to the public key in this EK certifi-

cate);

3. This AK is authentic (the AK is resident in the same

TPM as the EK private key corresponding to the public

key in this EK certificate).

The detailed procedure is shown in Figure 2 and is de-

scribed below:

Figure 2. Key Provisioning for Attestation

1. Client software uses the TPM to create a Restricted,

fixedParent, fixedTPM Ordinary signing key (the AK)

using TPM2_Create.

2. Client software uses TPM_Certify to certify the AK key

(the key created in step 1) with the OEM EK, producing

a signed TPMB_Attest structure. This will show that the

AK key is in the same TPM as the EK and, by including

the Name field, serves as a signature of the AK key

public data, which specifies the required key attributes

verified in step 5.c.

3. Client software builds the Key Provisioning Parameters

(KPP), including the:

(a) TPM EK Certificate.

(b) AK Public Area (TPMT_PUBLIC structure of the

AK).

(c) AK key TPM2B_ATTEST structure returned by

TPM2_Certify.

(d) AK key TPMB_Attest structure with signature.

4. The device software sends the KPP to the Attestation

Server.
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5. The Server verifies the received data:

(a) Compare the EK Pub present in the EK Certificate

with the data present in the Server Database.

(b) Verify the EK Certificate using the indicated TPM

manufacturer’s public key.

(c) Verify TPM residency of AK key using the EK pub-

lic key to validate the signature of the TPMB_At-

test structure.

(d) Verify the attributes (TPMA_OBJECT bits) of the

AK public area to ensure that the key is a Restricted,

fixedTPM, fixedParent signing key.

6. The Verifier issues a challenge to the device to validate

that the TPM has the EK matching the certificate in step

3a and that the AK whose public area is included in 3b

is loaded in the device’s TPM. The challenge data blob

is created using the following procedure:

(a) Calculate the cryptographic Name of the AK, by

hashing its public area with its associated hash

algorithm, previously defined with the Algorithm

ID of the hashing algorithm;

(b) Using the sequence described in the TPM 2.0 Li-

brary Specification [TCG] Part 3, section 12.6.3

(TPM2_MakeCredential Detailed Actions), create

the encrypted “credential” structure to be sent to

the device. When building this encrypted structure,

objectName is the Name of the AK calculated in

step ’a’;

(c) The Verifier sends the encrypted “credential” blob

to the enrolling device.

7. The Client software uses the TPM2_ActivateCredential

command. During this operation, the TPM verifies the

AK’s Name (and therefore the entire AK public area)

using the EK. Because the EK is used, this operation

requires Endorsement Hierarchy Admin Authorization.

The returned “secret” is the Proof of Possession (POP).

8. The device returns the recovered secret to the Server

Verifier. The Server Verifier matches the received value

with the secret retained earlier. The Server Verifier’s

receipt and validation of the ”secret” is a Proof of Pos-

session that demonstrates that the AK is resident in the

TPM described by the EK Certificate, is non-duplicable,

and fixedTPM.

9. The Server records the association between the public

part of the EK (EKPub) and the public part of the AK

(AKPub) in its local database for future identification of

the machine.

4.5 Online Attestation Solution

In an online environment, the Device is attested through on-

line communication. Before users type their login credentials,

a mechanism of attestation is started to verify the Device’s

integrity.

Key Provisioning is the first step necessary before perform-

ing attestation, which was already discussed in the Section 4.4.

At the end of this process, the Attestation Server stores the

EKPub andAKPub in a local database, usually integrated with

the corporate Public Key Infrastructure (PKI). Another ob-

ject typically stored in the Attestation Server’s local database

is a policy that identifies an expected initial state (measure-

ments) of the Device. The measurements are stored in a local

database and are used later, during attestation, to determine if

a system is in a good state. In our solution, initial base values,

or “Golden Measurements”, can be obtained after the first

attestation. From that point on, PCR values are considered

reliable and serve as a basis for future measurement compar-

isons. If the values eventually change on the machine, for

example, due to a hardware change, the Attestation Server

must be able to identify the changes and analyze them. Veri-

fication can be based on other resources, such as the known

TCG Event Log TCG [2025]. However, this type of treatment

is not the focus of this work.

The Device starts a communication with the Attestation

Server to request an attestation of the machine, sending its

EKPub to serve as identity. The Server then verifies whether

the Device in question has already gone through the provision-

ing process and has an associated AK. Once this verification

is successful, the Verifier generates a ”challenge”, which may

contain information such as1:

1. Selection of PCRs, which should be used in the Quote;

2. Nonce, which should be used to prevent replay attacks

and inserted into the Quote.

The Device receives the data from the Verifier and begins

loading the necessary TPM keys, which include the EK and

AK. Once the keys are loaded, the TPM2_Quote() command

is executed, passing as main parameters the list of selected

PCRs, the received Nonce, and the AK. This command gener-

ates an instance of the TPMS_ATTEST attestation structure

defined by the TCG. It consists of two other structures, which

form the Quote and its respective Signature. In addition to

this data, the Device reads the TPM PCRs by executing the

TPM2_PCR_Read() command several times to capture the

hash values of the desired PCRs, as requested by the Attes-

tation Server. These Attestation Parameters (AP) are then

aggregated and sent to the Verifier for Appraisal.

The Attestation Server analyses the received information

by verifying:

1. Device identity: done through EKPub check on the

database;

2. The Quote signature: using the AKPub associated with

the Device;

3. The Quote attributes, in addition to the Nonce stored in

the ”extraData” attribute;

4. The integrity of the received PCR values: validated by

hashing the result of concatenating all PCR values. The

resulting hash is then compared with the PCR Hash re-

ceived from the Quote. If the values are the same, the

PCR values are intact and trustworthy;

5. The change in PCR values: Once the received PCR val-

ues are validated and trustworthy, the Verifier compares

each received PCR value with the PCR values already

known in the database (”Golden Measurements”. If any

value differs, it indicates that the device is not in a trusted

state. Otherwise, the attestation is considered successful.

1The data sent may vary, depending on the needs and policies of the

Attestation Server
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At the end of this process, theAttestation Server informs the

Device of the attestation result. Figure 3 depicts the attestation

and communication flow between the entities involved.

Figure 3. Cloud-based Attestation flow diagram

4.6 Offline Attestation Solution

The Offline Attestation Solution is designed to address scenar-

ios where there is no availability of connection to the corporate

or cloud infrastructure, offering a secure and reliable means

of verifying the integrity of home or remote workstations,

even in disconnected environments.

This solution extends the architecture already designed and

presented, providing attestation mechanisms for devices that

operate independently of the Internet, allowing the attestation

process to be performed locally using a smartphone, which

acts as the verifier, based on the online solution. The phone

receives or exchanges information directly with the user’s

computer via QR code or Bluetooth, ensuring data confiden-

tiality and integrity through asymmetric cryptography and

secure key storage mechanisms (such as the Android Key-

store).

Based on the online approach, where a centralized server

performs verification, the offline solution is supported by a

smartphone, acting as a centralized local server, and relies on

previously obtained GoldenMeasurements (reliable reference

values from the system’s TPM registers) securely stored on

the smartphone. By comparing these values with the current

values collected from the machine’s TPM, the phone is able

to determine if the device remains trusted.

For the offline solution to work, at least once, the machine

must been attested online, through the process of provision-

ing keys and challenge. Offline attestation introduces unique

security challenges due to the absence of continuous connec-

tivity with centralized infrastructure. The proposed design

mitigates these risks through cryptographic protections and

attestation freshness guarantees.

The following subsections detail how the offline attestation

process works, describing the two approaches (via QR code

and via Bluetooth) and how each enables secure, portable,

and resilient validation of device integrity.

4.7 QR-Code Offline Attestation

This approach consists of using QR-Codes as a means of

data transfer between the user’s computer and a verifying

smartphone, having two main roots of trust: (i) the TPM itself,

which is on the client side, and (ii) the Android Keystore and

security mechanisms, on the Phone side. This is a simple,

accessible, and secure method for validating the integrity of

a device without the need for a network connection.

During the process, the computer generates different types

of QR-Codes containing essential information for pairing and

verification between devices, such as TPM measurements

and the signed quote, also encapsulating an Access Code.

This Access Code, generated and protected by the TPM for

each new attestation request before the user’s login, is only

revealed on the smartphone if the attestation is completed,

ensuring that access to the system only occurs in an intact and

reliable state.

To guarantee the confidentiality of both the data and the Ac-

cess Code contained within the Quote transmitted through the

QR-Code, the Quote is encrypted using a 2048-bit RSA asym-

metric key generated by the mobile application via the An-

droid Keystore during the Pairing Phase. The public portion

of this key is securely shared with the computer in advance,

enabling the device to encrypt the Quote before embedding it

into the QR-Code.

The smartphone acts as a local verifier. Through it, the QR-

Code is read by a dedicated application, which decodes the

displayed data, compares the received information with the

previously registered Golden Measurements, and performs

all the necessary attestation steps to identify the actual state

of the machine. Since the mobile application is used to scan

the QR-Code and has the private part of the RSA asymmetric

key, it is possible to decrypt the Quote, perform the machine

attestation, and, if the machine’s state is as expected, the

Access Code is extracted from the Quote and displayed to the

user, who can enter the Access Code on the machine, allowing

for secure authentication.

The use of QR codes makes the process portable, low-cost,

and compatible with different platforms, significantly expand-

ing the applicability of TPM-based attestation in decentralized

home and corporate contexts.

The following sections detail the technical operation of this

approach and present its two main phases, device pairing and

the attestation process itself.

4.7.1 Phase 1 — Device Pairing with QR-Code

The pairing process establishes a secure trust relationship

between the client machine and the smartphone, enabling

future offline attestations to be performed without requiring

a direct network connection.

The procedure begins with the generation of a QR code

on the client machine, containing its Endorsement Key (EK).

Once the smartphone scans this QR code using the attestation

application, it proceeds to generate a 2048-bit RSA asymmet-

ric key pair within the Android Keystore, ensuring that the

private key remains securely confined to the hardware-backed

storage of the mobile device.

Next, the smartphone exports the public portion of this key,
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referred to as the Android Encryption Key (AEK). This key

is securely transmitted to the client machine and will later be

used to encrypt the TPM Quote that the PC generates during

the attestation phase. This encrypted Quote, embedded in a

QR code, forms the secure channel through which attestation

data is exchanged between both devices.

After generating the AEK, the smartphone contacts the

Attestation Server, sending both the EK (to identify the de-

vice) and the AEK (to establish encryption parameters). If

the EK is recognized by the server, it indicates that the device

has already undergone at least one successful online attes-

tation. In this case, the server retrieves the corresponding

Golden Measurements and transmits them to the smartphone.

These measurements are then securely stored locally using

the Secure Device Storage library, ensuring their integrity

and availability for future offline attestations.

Additionally, the public portion of the Attestation Key

(AK), which is cryptographically associated with the ma-

chine’s EK, is also transmitted to the smartphone during this

process and is stored securely along with the Golden Mea-

surements. This allows the verifier to later authenticate the

TPM signatures and validate the provenance of the attestation

data received from the client.

The entire process can be seen in the flow diagram depicted

by Figure 4.

Figure 4. Flow diagram detailing Phase 1, device pairing, for offline attesta-

tion with QR-Code Technology

4.7.2 Phase 2 — Device Attestation with QR-Code

After the successful completion of the pairing phase, the of-

fline attestation process can be executed whenever the user

needs to validate the integrity of their workstation before

logging in. In this step, attestation occurs entirely locally,

through the secure exchange of information between the client

computer and the verifying smartphone, using a QR code as

a means of transferring encrypted data.

Upon initiating attestation, the computer generates a new

QR-Code, called the Attestation QR-Code, which encapsu-

lates what is called Attestation Parameters (AP), which in-

clude: the public portion of the Endorsement Key (EKPub),

the values of the selected PCRs, and the Quote signed by the

AK, accompanied by its respective digital signature.

Before generating the QR code, the machine creates an

Access Code, a short-lived credential used to grant the user

access after successful attestation. This code is generated

and securely stored within the TPM using the TPM2_Seal()

operation, ensuring that it can only be released if the system

state remains unchanged. The Access Code is then inserted

into the extraData field of the Quote structure, linking the

credential to the verified system state.

To preserve the confidentiality and integrity of the attesta-

tion data, all Quote content (including the Access Code) is

encrypted using the public portion of the Android Encryp-

tion Key (AEK), previously established during the Pairing

Phase. Therefore, only the paired smartphone, which keeps

the corresponding private key securely stored in the Android

Keystore, can decrypt and interpret the information contained

in the QR code.

After reading the Attestation QR code, the smartphone

decodes the information and start checking the PubEK at its

local database to identify the device; after, it decrypts the

Quote using the AEK’s private key and verifies the received

data against the Golden Measurements and the AEK’s public

key stored locally. The verification process includes checking

the integrity of the PCR values, the authenticity of the TPM

signatures, and validating the current attestation using the

Clock (timestamp) contained in the Quote.

If all verification steps are completed and the device is

considered to be in a trusted state, the smartphone extracts the

Access Code from the Quote and displays it to the user. The

user then enters this code into the computer, which validates it

internally via the TPM and grants access to the system. If the

attestation fails, indicating system tampering or discrepancies

in the PCR values, the Access Code is not displayed, and

access to the system remains blocked.

This two-step attestation process, based on QR codes, en-

sures secure and network-independent validation of device

integrity, leveraging the hardware-based security of both the

TPM and the smartphone. By combining asymmetric cryptog-

raphy, reliable measurements, and hardware-sealed creden-

tials, the approach provides a robust mechanism for authenti-

cating devices even in completely offline scenarios. Figure 5

depicts the process in a more detailed way.

4.8 Bluetooth Offline Attestation

The offline attestation approach via Bluetooth was designed

to allow for direct and bidirectional verification of a device’s

integrity, without the need for an internet connection. Unlike

the QR-Code solution, which uses unidirectional exchange of

visual information, the Bluetooth approach enables interactive

communication between the computer and the smartphone,

replicating the behavior of a traditional online attestation, but

in a completely local environment. However, similar to the

QR-Code offline solution, at least one fully online attestation

must have been performed. The Bluetooth Offline Attestation

Solution is described in the next sections.

4.8.1 Pairing and Attestation Process with Bluetooth

The operation of the offline Bluetooth solution is based on the

identification of events that happen during the exchange of
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Figure 5. Flow diagram detailing Phase 2 of the offline attestation via

QR-Code Technology

data between the twomain entities involved: PC (acting as the

Attester) and Phone (acting as the Verifier). The approach is

structured in a sequence of events identified by TAGs, which

control the ordered exchange of messages between devices.

The entire Pairing and Attestation Process can be visualized

in Figure 6.

Figure 6. Offline Pairing and Attestation Process via Bluetooth

The events and their respective TAGs are:

1. PC → Phone : EK Shipment — PC The PC initiates

the process by sending its Endorsement Key (EK) to the

Phone, requesting the start of the attestation.

(a) TAG: EK

2. Phone → PC : Nonce Shipment — The Phone gener-

ates a random 20-byte Nonce, used to guarantee origi-

nality and prevent replay attacks. This Nonce is sent to

the PC as a cryptographic challenge.

(a) TAG: N

3. PC → Phone : Sending the Attestation Parameters

(AP)— The PC loads the AK and EK keys into the TPM

and executes the TPM2_Quote() command, passing the

Nonce and the selection of PCRs to be verified. The

result, consisting of the Signed Quote, Quote Signature,

PCR values, and associated keys, is then sent to the

Phone.

(a) TAG: AP

4. Phone → PC : Attestation Response — The Phone

validates the received content by verifying the Quote

signature with AK’s public key and comparing the PCR

values with the Golden Measurements stored locally.

The verification result is then returned to the PC.

(a) TAG: AR

The process is started by loading the EK from the PC. Then,

the PC requests attestation by sending the EK to the Phone

(Event 1). The Phone recognizes the event through the EK tag.

At this point, a check is performed. During this process, if the

Phone does not have previous device records (that is, there is

no association between the received EK and the stored reliable

measurements), it automatically initiates a pairing process

with the Attestation Server to retrieve and locally store the

corresponding Golden Measurements and associated keys.

This mechanism ensures that only previously recognized and

provisioned machines can be attested. The main purpose of

this pairing is to obtain the PC-related Golden Measurements,

using the EK as the identifier, and to store them securely

locally. If the EK is on the Attestation Server, then that PC

has already performed at least one online attestation. On the

server side are stored the Golden Measurements from that

machine that will be stored securely on the Phone with the

Secure Device Storage library support, in order to be used in

the offline solution. If the pairing has already been performed,

the Attestation Process is started.

The Attestation Process is started by the Phone through

the generation of a random 20-byte Nonce. Then, the Phone

requests the Attestation Parameters, sending the Nonce to the

PC (Event 2). The PC receives the Nonce and starts the Quote

generation and PCR selection. For this, the PC executes the

TPM2_Load() command to load its Attestation (AK) and

Endorsement (EK) keys. It then executes the TPM2_Quote()

command, providing the Nonce and the selection of PCRs

and signing with the Attestation Key (AK) loaded. The PC

also runs the TPM2_PCR_Read() command multiple times

to read the selected PCRs. By default, all PCRs, are selected

(PCR-0 to PCR-23), and the Verifier (Phone) is responsible

for the verification policy of the PCRs of interest. Finally, the

PC sends the Attestation Parameters to the Phone, consisting

of the EKPub, Quote, Quote Signature, and PCRs (Event 3).

The Phone will check the EK in its local database to iden-

tify the device, and then will verify the other information by

performing the appraisal policy, comparing the software mea-

surement logs against the good-known-state of the system

software configuration stored in the local database. Finally,

the Phone sends the Attestation Response to the PC (Event

4), concluding the attestation process.

The main advantage of the Bluetooth approach is that it

allows for the continuous and cryptographically protected ex-

change of information between devices, eliminating the need

for network access and maintaining the same level of security

as online attestation. Furthermore, the use of the Bluetooth

channel (combined with mutual authentication measures and
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Figure 7. Online and Offline Attestation Architecture

cryptographic protection) reduces exposure to man-in-the-

middle attacks and local interceptions, common in unpro-

tected home networks.

Thus, offline attestation via Bluetooth offers an efficient,

secure, and automated solution for validating the integrity

status of workstations in environments without connectivity,

reinforcing the reliability of the proposed hybrid attestation

ecosystem.

5 Case Study

Two Proof-of-Concept (PoC) were developed to validate, in

real-world scenarios, the applicability and robustness of the

proposed architecture, covering both online attestation and of-

fline approaches (QR-Code and Bluetooth). The experimental

environment included three main entities: the client machine

(Attester), the Attestation Server, and the Smartphone act-

ing as a Local Verifier. Figure 7 illustrates the topology and

components used.

5.1 Online Attestation

The online attestation solution is intended to allow users work-

ing on a non-corporate network to attest to their computers

before using their login credentials. The solution has two

main entities: PC (Attester) and Attestation Server.

On the Attester side, two main programs were developed:

the first one, using the Go-Attestation library2, through the

Golang language; and the second, using the wolfTPM library3,

through the C programming language. Both clients were

responsible for making calls to the TPM chip, collecting the

measurements (PCRs), and transmitting the information to

the Attestation Server.

The user interacted with the system through a graphical

interface in Python, which allowed them to select the type of

verification (online or offline) and view the verification result,

2https://github.com/google/go-attestation
3https://www.wolfssl.com/products/wolftpm/

with success or failure messages depending on the device’s

status.

On the server, a verification service based on the Go-

Attestation library was developed, capable of receiving, vali-

dating, and processing data sent by the client. This service

executed the main steps of the attestation process, challenge

generation, cryptographic key verification, quote authentica-

tion, and PCR value validation, maintaining a local database.

A second service, developed in Python, was responsible

for managing and verifying the Golden Measurements, en-

suring that the received measurements corresponded to the

reliable state stored in the database. Communication between

client and server was entirely protected via the HTTPS proto-

col, ensuring confidentiality and integrity in the exchange of

information.

5.2 Offline Attestation

The offline solution was designed and tested with an Android

application developed in Java that acted as a local verifier.

The app supported two forms of communication with the

machine: QR code and Bluetooth.

The user could interact with the attestation program through

a user-friendly graphical interface on the machine. Initially,

two main options were available: run “Offline Attestation”

and “Online Attestation”. Selecting the Offline Option, two

ways of attestation were presented, via QR-Code or Bluetooth.

Selecting the “Attestation via QR-Code” option opened a

new screen. On this screen, a Pairing QR Code was displayed,

which the user should scan using themobile application. Then,

after pairing, a new screen containing a new Attestation QR-

Code was displayed, which should be scanned by the user

in the same way as the previous QR-Code. Once the last

QR-Code was scanned, the attestation process was started in

the mobile application, and at the end of the process, in case

of success, a 6 (six) digit Access Code was displayed to the

user in the application itself. The user entered this code into

the machine’s attestation program in order to gain access to

it. In the event of an error, for example, the machine was not
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Figure 8. Total duration

in a trusted state, the Access Code was not displayed, and

access to the machine was not granted.

When selecting “Attestation Via Bluetooth”, a new screen

was launched. On this screen, an alert is displayed indicat-

ing that the attestation process would start after pairing the

machine with the mobile device. Thus, using the application

on the mobile device, the user could select the Attestation

via Bluetooth option and then choose the device they would

like to attest, displayed in a list of nearby Bluetooth devices.

When selecting the device (machine to be attested), a Blue-

tooth connection was established between the machine and

the mobile device, and then the pairing and attestation process

was started. In the Bluetooth flow, the communication is bidi-

rectional: the smartphone sends a nonce, the client generates

the Attestation Parameters, and the verifier performs the local

validation. This model reproduces the logic of online attesta-

tion, but without dependence on external connectivity. At the

end, after completion of the process, a warning message was

displayed to the user, both on the machine and in the mobile

application, indicating the success or failure of the attestation.

6 Performance Experiments

Despite the functional evaluation, we performed performance

experiments to analyze the execution time and memory con-

sumption of the main components involved in both the online

and offline attestation workflows. The evaluation considered

all major execution paths, including online attestation, QR

Code-based offline attestation, Bluetooth-based offline at-

testation, server-side verification services, and the Android

application acting as the local verifier.

The experiments were conducted using a workstation with

Windows 10 Pro, an Intel® Core™ i7-9750H processor run-

ning at 2.60 GHz, 32 GB of RAM, and a Trusted Platform

Module (TPM) 2.0. The TPM was configured with 2048-

bit RSA Endorsement and Attestation Keys, following the

recommendations of the TPM 2.0 specification. The online at-

testation server, TPM client applications, and QR-Code/Blue-

tooth attestation components were executed on this platform.

For the offline attestation experiments, a Samsung Galaxy

S22 Ultra smartphone running Android 16 with 12 GB of

RAM was used as the local verifier. This hardware configura-

tion represents a typical enterprise workstation and a modern

high-end mobile device, providing a realistic environment for

evaluating the performance and practicality of the proposed

hybrid attestation architecture. Additionally, each experiment

was executed 25 times under the same hardware and software

configuration, and the reported values correspond to the aver-

age execution time and memory allocation observed during

the experiments.

Figure 8 presents the average execution time of the eval-

uated workflows. The results indicate that the overall delay

varies according to the complexity of each attestation mode

and the amount of user interaction required. As expected,

the complete user interfaces responsible for orchestrating the

attestation process exhibit the highest execution times due

to TPM operations, communication establishment, crypto-

graphic processing, user interaction, and graphical interface

management.

It is worth observing that the main execution costs come

from communication establishment and user interaction rather

than TPM processing itself. In particular, QR-Code work-

flows are affected by image acquisition and decoding, while

Bluetooth workflows spend most of their execution time es-

tablishing the wireless connection. Once the communication

channel is established, TPM quote generation and verification

execute within a relatively short period, demonstrating that

the proposed security mechanisms impose limited computa-

tional overhead.

Figure 9 shows the total memory allocated during the exe-

cution of each workflow. The results show that the memory

footprint remains suitable across all evaluated components.

The Bluetooth Attestation Generation and Bluetooth Pairing

Generation exhibited the highest average memory allocation

(approximately 36.6 MiB), while the QR-Code pairing pro-

cedures presented significantly lower memory requirements,

requiring approximately 16 MiB throughout execution with

almost no variation between average and maximum alloca-

tion. On the other hand, the online attestation flow allocated

approximately 6.9 MiB on average, remaining well below

the offline workflows. Finally, the server-side cryptographic

operations required less than 4MiB of average allocated mem-

ory.

Therefore, the memory allocation experiments demonstrate

that the proposal introduces a small computational overhead

while keeping low memory requirements. Even the most

demanding workflows need less than 42 MiB of allocated

memory, which is suitable for modern desktop and mobile

devices. Furthermore, the server-side verification services

exhibit very low latency and memory consumption.

From a real-world deployment perspective, these perfor-

mance results indicate that the proposed hybrid attestation

architecture is practical for real-world deployment, since the
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Figure 9. Total Memory Allocation

TPM cryptographic operations and server-side verification

introduce only a small fraction of the total execution time,

with the dominant overhead originating from communica-

tion setup and human interaction. This indicates that the

proposed architecture is computationally efficient and that

future performance improvements should primarily target

communication protocols and user experience rather than the

attestation mechanism itself.

7 Final Discussion

The experiments confirmed that both methods (online and of-

fline) are technically feasible and guarantee equivalent levels

of security in the verification process. The results demon-

strated that:

• Online attestation demonstrated stable performance com-

patible with cloud-based corporate environments, with

low response times and consistent validation of keys and

measurements.

• Offline attestation via QR-Code proved simple and prac-

tical for end users, suitable for environments without a

network;

• Offline attestation via Bluetooth provided an interac-

tive and secure channel, appropriate for scenarios where

bidirectional information exchange is desirable.

These proof-of-concept studies demonstrated that the pro-

posed model is functional in real-world environments and

offers a reliable and scalable means of hybrid attestation, inte-

grating trusted hardware, mobility, and robust cryptographic

mechanisms.

In addition to functional validation, performance observa-

tions indicated that online attestation responses were typically

completed within a few seconds under standard broadband

conditions. Offline QR-code attestation required additional

user interaction but remained practical for real-world usage.

Bluetooth attestation provided faster interaction due to auto-

mated message exchange.

Security robustness was evaluated by altering PCR values

to simulate unauthorized modifications. In such cases, the

attestation process correctly denied access, demonstrating the

effectiveness of integrity verification.

8 Conclusion

This paper presented a TPM-based attestation mechanism

designed to support secure verification of workstations in

home environments. By combining online and offline ap-

proaches (such as QR-Code and Bluetooth), the proposed

solution enables users to validate device integrity before en-

tering their credentials, even in scenarios without reliable

network connectivity.

The results obtained from experiments using real TPMhard-

ware and mobile devices show that the approach works in

practice and can be used in both connected and offline scenar-

ios. In the case of offline attestation, the use of smartphones

as local verifiers proved to be a viable alternative, allowing

this type of validation even without a network, while still

maintaining the main security guarantees that already exist in

TPM-based mechanisms.

In addition to ensuring device integrity, the proposed solu-

tion processes platform measurements that may indirectly act

as device identifiers. For this reason, implementations should

consider data protection aspects and ensure compliance with

applicable regulations, such as GDPR and LGPD. In this

context, only strictly necessary data should be collected and

stored, following principles of minimization and controlled

retention.

As future work, we intend to evaluate other approaches

for TPM, expanding the pool of security solutions that can

be deployed by the tool and, consequently, improving the

security level of the companies.
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