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Abstract Programmable networks enable the deployment of in-network ordering services that can improve the
performance of consensus protocols. However, existing approaches either tolerate only crash faults or require
additional replica coordination to handle Byzantine failures, limiting their performance gains. In this work, we
present NsoBFT, a Byzantine fault-tolerant (BFT) consensus protocol that leverages secure in-network ordering
through a USIG (Unique Sequential Identifier Generator)-based message ordering service deployed at the network
layer. The ordering service is implemented using Network Functions Virtualization (NFV), allowing it to operate
as a virtualized network function that provides isolation and flexible integration into modern infrastructures. By
combining NFV-based in-network sequencing with a USIG-protected sequencer, NsoBFT eliminates the extra
replica confirmation step required by prior BFT in-network protocols, shortening the critical execution path while
preserving consensus safety and liveness properties. We implemented NsoBFT and evaluated it against NeoBFT and
NOPaxos, two representative in-network consensus protocols. Experimental results show that NsoBFT consistently
achieves lower latency and higher throughput than NeoBFT, significantly narrowing the performance gap between
crash-tolerant and Byzantine-tolerant in-network consensus.
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1 Introduction

Distributed consensus and agreement algorithms are funda-
mental abstractions for building reliable distributed systems,
enabling a set of replicas to agree on a common sequence of
operations despite failures. Consensus protocols have been
successfully used in many different applications and contexts
(e.g., Burrows [2006]; Hunt ef al. [2010]; J. C. Corbett and
et al [2012]). In particular, consensus is the basis of state
machine replication [Schneider, 1990], a comprehensive and
widely used approach to build fault-tolerant systems. It has
recently also received significant attention in the context of
blockchains [Vukolié, 2015; Liu and Yu, 2024, Freitas et al.,
2024], and several other problems [Zou et al., 2024; Li et al.,
2024; Venancio et al., 2024]. Consensus is required when-
ever the replicas or processes of a distributed system have
to agree on a value, given an initial set of proposed values.
Consensus properties can be classified into two categories:
those that aim to guarantee agreement (safety), and those that
ensure termination (/iveness).

Classic consensus algorithms that assume crash faults in-
clude Paxos [Lamport, 1998] and Raft [Ongaro and Ouster-
hout, 2014], among others. Those algorithms cannot deal
with arbitrary faulty behavior, often related to intrusion inci-
dents. Intrusion-tolerant consensus algorithms are also called
Byzantine Fault-Tolerant (BFT). PBFT (Practical BFT) [Cas-
tro and Liskov, 1999, 2002] was the first intrusion tolerant

consensus algorithm that was shown to provide feasible im-
plementations. Since then, several variations as well as other
BFT consensus algorithms have been proposed [Singh ef al.,
2022].

Consensus is frequently implemented in the application
layer considering a message-passing distributed system com-
posed of reliable channels. Such a channel can be imple-
mented with a reliable transport protocol on top of a fair-loss
network layer. A well-known limitation of consensus proto-
cols is their high communication overhead, typically requiring
multiple communication phases among replicas. Recent ad-
vances in programmable networks have enabled a new design
space in which part of the consensus logic, particularly mes-
sage ordering, can be moved into the network layer. Protocols
such as NOPaxos (Network Ordered Paxos) [Li et al., 2016]
demonstrated that in-network ordering can significantly re-
duce latency and increase throughput in crash fault-tolerant
settings. NOPaxos was the first consensus solution to employ
a package sequencer module implemented in the network
layer to assign unique sequence numbers to packages (mes-
sages). Thus the safety properties are guaranteed at this layer
while the application layer is responsible only for termination.
An empirical evaluation of NOPaxos shows that the algorithm
presents a latency that is close to the bare network latency.

Later, NeoBFT [Sun et al., 2023] extended this idea
to Byzantine environments by employing authenticated in-
network ordering. However, NeoBFT still requires additional
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replica coordination to prevent equivocation caused by a ma-
licious sequencer, limiting the performance gains achievable
through in-network acceleration. The network layer in this
case uses digital signatures to provide an authenticated or-
dering service. However, this algorithm uses an additional
communication step between the replicas before executing
a request, required to deal with the fact that a malicious se-
quencer can assign different sequence numbers to the same
message. This extra communication step increases the over-
head for running consensus. Note that in NeoBFT both the
network and application layers need to work together for
ensuring the safety properties.

In parallel, the evolution of Network Functions Virtual-
ization (NFV) [Mijumbi et al., 2016] has transformed how
network services are deployed and managed. NFV enables
network functions traditionally implemented in dedicated
hardware to be deployed as virtualized software components
running on commodity infrastructure. This approach pro-
vides flexibility, isolation, scalability, and easier integration
into modern cloud and edge environments. Rather than rely-
ing on specialized programmable switches or hardware co-
processors, NFV allows sophisticated network-layer services
to be instantiated, replicated, and managed dynamically as
Virtual Network Functions (VNFs).

In a previous work, we proposed NsoBFT (Network secure
ordered BFT) [da Rocha et al., 2026], a BFT consensus proto-
col that integrates a secure message ordering service into the
network layer through a USIG (Unique Sequential Identifier
Generator) module [Veronese ef al., 2013] which constrains
the malicious actions that the sequencer can execute. The
USIG component prevents a malicious sequencer from as-
signing conflicting sequence numbers to the same package,
thereby eliminating the need for the additional replica con-
firmation phase required in NeoBFT. In this work, besides
refining the protocol description, providing a comprehensive
correctness discussion, and significantly expanding the ex-
perimental evaluation, we leverage NFV to implement the
in-network ordering service as a virtual network function.
By deploying the sequencer as a VNF, the ordering logic
becomes an isolated, manageable, and practically deployable
network service.

This design achieves two key objectives. First, it reduces
the critical communication path of BFT consensus by re-
moving one coordination step among replicas. Second, it
demonstrates that secure in-network ordering can be realized
using virtualization technologies, without requiring special-
ized programmable switch hardware.

NsoBFT and other BFT consensus algorithms, such as
PBFT and NeoBFT, require 3 f 4 1 replicas to tolerate up to f
malicious replicas, in addition to the sequencer. However we
also discuss two variants of NsoBFT that require only 2 f 4 1
replicas. The first variant is called MinNsoBFT and requires
an additional communication step, while the second variant,
called MinZyzNsoBFT, does not require any additional steps.
In the second variant the client completes an operation when it
receives the same response from all replicas. However, if this
is not the case the client needs to execute additional actions
to synchronize the replicas. Table 1 shows how different
consensus algorithms can be compared in terms of the type of
faults assumptions, number of replicas required, number of
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communication steps required, communication complexity,
and the requirement of secure components.

In addition to describing and specifying NsoBFT, the algo-
rithms were implemented and compared (NOPaxos, NeoBFT,
and NsoBFT). Results show that NOPaxos presents superior
performance but tolerates only crash faults, while NsoBFT
consistently achieves lower latency and higher throughput
than NeoBFT, narrowing the performance gap between crash-
tolerant and Byzantine fault-tolerant in-network consensus.

The remainder of this work is organized as follows. Sec-
tion 2 presents the background, while Section 3 discusses
related work. Section 4 presents the NsoBFT algorithm and
discusses its variants. The experimental evaluation is pre-
sented in Section 5. Finally, Section 6 concludes the paper.

2 Background

This section presents an overview of the background, with
consensus in the first subsection, and NFV in the second.

2.1 The Consensus Problem

Consider a distributed system composed of a set of indepen-
dent processes II = p1, po, .., pn, process p; is also refereed
to as process i. The processes of II run a consensus algorithm
to agree on a value of a predefined set of possible values.
Initially, processes propose values. Eventually all correct
processes decide on a single one of the values proposed. Thus,
in order to execute a consensus instance, processes execute
two primitives [Hadzilacos and Toueg, 1994]:

* propose(v): a process executes this primitive to pro-
pose value v to the set of processes in II.

* decide(v): a process executes this primitive to notify
the interested party (i.e., an application) that v is the
decided value.

In order to ensure safety and liveness, and assuming the
crash fault model, consensus must satisfy the following prop-
erties:

+ Agreement: if a correct process decides v, then all cor-
rect processes eventually decide v.

* Validity: a correct process decides v only if v was pre-
viously proposed by some process in II.

» Termination: all correct processes eventually decide.

In the Byzantine fault model, the validity property can be
strengthened to prevent faulty processes from forcing arbi-
trary values to be decided. Therefore, a decided value must
not only originate from a proposal, but must also satisfy a
validity predicate [Cachin et al., 2001; Sousa and Bessani,
2012; Vassantlal ef al., 2022]. This ensures that even in the
presence of Byzantine replicas, only admissible values can
be selected by the consensus protocol.

The agreement property ensures that all correct processes
decide on the same value. Validity relates the decided value
to the proposed values. Note that the fault model has a di-
rect impact on validity, and changes in validity can lead to
different types of consensus. The agreement and validity
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Paxos PBFT NOPaxos | NeoBFT NsoBFT | MinNsoBFT | MinZyzNsoBFT
Failure | crash | Byzantine crash Byzantine | Byzantine | Byzantine Byzantine
# of replicas’ | 2f+1 3f+1 2f+1 3f+1 3f+1 2f+1 2f+1
Comm. steps 4 5 2 3 2 3 2
Comm. Comp.? | O(n?) O(m?) O(n) O(n?) O(n) O(n?) O(n)
Secure service - - - USIG USIG USIG

Table 1. Comparison of consensus algorithms. The sequencer of the algorithms that employ the network layer to order messages (NoPaxos,
NeoBFT, NsoBFT, and their variants) “intercepts” requests and includes the sequence numbers, thus requiring one less communication step.

Notes:
Uf represents the number of tolerated faults.
2n represents the number of replicas in the system.

properties define the safety requirements of the consensus
problem, and the termination property defines its liveness. It
has been proved [Fischer et al., 1985] that it is impossible to
solve the consensus problem deterministically in a completely
asynchronous distributed system where at least one process
can fail by crashing. Therefore, most consensus solutions
make some stronger synchrony assumption, e.g. the GST
(Global Stabilization Time) [Dwork et al., 1988].

2.2 NFV: Virtual Network Functions and Ser-
vices

Network Functions Virtualization (NFV) has been proposed
as a software-based alternative to implement the so-called
network middleboxes, which include firewalls, Network Ad-
dress Translation (NAT) devices, Intrusion Detection Systems
(IDS), among others. Middleboxes have traditionally been
implemented as specialized hardware, and in that case may
represent a significant portion of a network’s capital expen-
ditures (CAPital EXpenditures - CAPEX) and operational
expenditures (OPerational EXpenditures - OPEX) [Mijumbi
et al., 2016]. NFV can reduce costs while improving flexibil-
ity, simplifying the design, development, and management
of network services, and saving physical space and energy.
On the other hand, NFV has also opened up the middlebox
vendor market, even allowing network functions and services
to be provided in an as-a-service model [Boubendir ef al.,
2018].

NFV technology allows middleboxes to be implemented
in software as VNFs (Virtual Network Functions) that run on
off-the-shelf hardware. While VNF's execute specific network
functions, they can be combined to create complete network
services, known as SFCs (Service Function Chains) [Halpern
and Pignataro, 2015]. An SFC is a composition of multiple
VNFs chained in a specific order, through which traffic is
steered [Fulber-Garcia et al., 2020].

The ETSI has coordinated efforts that led to the NFV-
MANO (NFV Management and Orchestration) reference ar-
chitecture [ETSI Industry Specification Group (ISG) NFV,
2024]. NFV-MANO allows the interoperability of virtual
functions and services from different vendors, and includes
modules for VNF control and orchestration, including lifecy-
cle management and resource allocation. In addition, NFV-
MANO defines communication interfaces and provides ab-
stractions for the resources needed to execute VNFs. Figure 1
shows the NFV-MANO architecture, the NFV Infrastructure
(NFVI) and the VNFs themselves.

Virtualized Network Functions (VNFs)

VNF | [ VNF | | VNF | | VNF | | VNF

T [NFV Orchestrator (NFVO)

NFV Management and
Orchestration (NFV-MANO)
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Figure 1. NFV-MANO reference architecture.

The NFVI is the virtualized infrastructure in which the
VNFs are instantiated, managed, and executed. The NFVI
includes physical storage, network, and compute resources.
Physical resources are abstracted into virtual resources
through a virtualization layer, which consists of a hypervisor
that creates and manages virtualized devices, i.e. Virtual Ma-
chines (VMs) and containers. This strategy provides isolation
so that each VNF can run independently. The VNFs in Figure
1 represent the function instances running on the NFVI.

NFV-MANO itself is divided into three main modules.
The first is the NFV Orchestrator (NFVO), which allows the
composition of VNFs on SFCs (Service Function Chains),
and also manages their lifecycle and resources [Kaur ef al.,
2022]. The second module is the VNF Manager (VNFM),
which is responsible for VNF lifecycle management, includ-
ing instantiation, deletion, configuration, and auto-scaling of
VNFs [Venancio et al., 2021a]. To perform its functionali-
ties, the VNFM makes use of the VNF Descriptor (VNFD),
a template responsible for specifying for each VNF its re-
quirements in terms of operation and deployment. Finally,
the Virtualized Infrastructure Manager (VIM) controls and
manages the computing resources of the NFVI. The VIM is
primarily responsible for creating, deleting, and reconfiguring
virtual devices.

In this work, NFV enables the ordering service to be de-
ployed as an isolated VNF. By hosting the sequencer within
the NFV infrastructure, the ordering logic executes in a con-
trolled and logically separated environment, reducing interfer-
ence from clients and replicas and improving the robustness of
the ordering service. This isolation is particularly important
in BFT environments, where faulty or malicious components
may attempt to disrupt the protocol execution. At the same
time, the use of NFV allows the sequencing service to be flexi-
bly deployed over commodity infrastructure without requiring
specialized programmable switches or custom hardware. This
design combines the benefits of in-network ordering with the
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practicality and deployment flexibility of NFV-based infras-
tructures, enabling a secure and efficient implementation of
the proposed consensus protocol.

3 Related Work: Consensus, from
Paxos to NeoBFT

Although several consensus algorithms have been proposed,
given the nature of the algorithm introduced in the present
work, we start our overview of related work with Paxos [Lam-
port, 1998], which is one of the most important consensus
algorithms. Paxos assumes that processes can fail by crashing.
Processes assume three different roles: proposer, acceptor
or learner. The algorithm consists of two phases: a prepa-
ration phase and a decision phase. Each phase requires two
communication steps. As the name implies, proposers make
proposals with the aim of having a majority of acceptors
(n/2+ 1) accepting a value. When that happens, a decision is
taken and is never changed, this guarantees safety. In the first
phase proposers send a prepare message with a proposal
number (frequently called ballot) to a majority of acceptors,
which can include itself. Proposer 7 uses increasingly larger
proposal numbers, starting with ¢ and each time incrementing
with n, thus its proposal numbers are: i, i+n, i+2n, i+3n, ....
In this way proposal numbers from different proposers are
comparable.

A Paxos acceptor only sends a positive reply to the proposer
in Phase 1 if the proposal number is the largest it has received.
If the proposer does not get a majority of positive replies,
it sends another prepare message with a larger proposal
number. After getting n/2 + 1 positive responses to the
prepare message, the proposer proceeds to Phase 2 of the
algorithm. In Phase 2 the proposer sends an accept message
to the majority of acceptors, now with the value it wants to
get them to accept, plus the proposal number that succeeded
in the first phase. Now, an acceptor only sends a positive
reply — an accepts a value — if meanwhile it has not received
another message (either prepare or accept) with an even
larger proposal number. In that case it returns that number to
the proposer, which will try it all again with an even higher
proposal number. But there is a final catch: if an acceptor
has accepted a value, it must return that value to the proposer
with the corresponding proposal number. The proposer now
must adopt the value with the highest number as the one it
will try acceptors to accept. The idea is that after a majority
of acceptors accept a value, that instance of consensus has
decided, nothing will change that value, and thus safety is
guaranteed.

Closely related to the algorithm we propose in this paper,
NOPaxos (Network Ordered Paxos) [Li ef al., 2016] was the
first consensus protocol to make use of the network layer
to improve the performance of consensus. NOPaxos uses a
sequencer at the network layer (e.g., implemented in a switch)
that assigns sequence numbers to requests, which are then
forwarded to the replicas. The replicas deliver and execute
requests in the order defined by the sequence numbers and
attempt to recover any requests with missing order numbers
from the other replicas. During normal execution, requests
are executed in only a single round-trip time (Figure 2(a)):
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Figure 2. Normal case execution for NOPaxos and NeoBFT.

a client broadcasts a request r to the replicas through the
sequencer; the replicas add r to a log, and a leader replica also
executes the operation; all replicas respond to the client with
the position p at which r was added in the log, while the leader
also sends the response; the client waits for f + 1 responses
with the same p, including the leader’s response, and then
gets the final response. The replicas also monitor and replace
the sequencer and/or the leader replica in case of failures.
As in other algorithms that tolerate only crashes, at least
2f + 1 replicas are needed to tolerate up to f faulty replicas.
Finally, since only the leader replica executes the requests, it
is unnecessary to roll back the replicas state. However, if a
non-faulty leader replica is replaced due to false suspicions,
its requests may not reflect the state of the new leader replica.
In this case, the old leader replica updates its state from the
new leader instead of performing a rollback.

NeoBFT [Sun et al., 2023] follows a similar approach to
that of NOPaxos, but assumes Byzantine faults, i.e., it is
intrusion-tolerant. Among the Byzantine fault-tolerant con-
sensus protocols, PBFT (Practical Byzantine Fault Tolerance)
is the first to consider practical aspects [Castro and Liskov,
1999, 2002]. PBFT is executed in three phases. PBFT classi-
fies the replicas as primary (which can be seen as a leader) and
backups. The primary assigns sequence numbers to proposals,
and the backups use these numbers to ensure consistency. A
major part of the algorithm is related to tolerating failures of
the primary. The backups also monitor the primary replica to
detect crashes or malicious behavior.

In order to tolerate malicious failures, in NeoBFT the se-
quencer signs each request with its assigned sequence number,
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resulting in an authenticated ordering service at the network
layer. This approach allows a replica to recover lost requests
from other replicas by simply checking whether the corre-
sponding signature is valid. Since a malicious sequencer can
assign the same sequence number to different requests, this al-
gorithm requires an additional communication step (as shown
in Figure 2(b)) to guarantee that at least 2 f + 1 replicas have
received the same information. When this occurs, the replicas
execute the request, and the response is sent to the client,
which waits for 2f + 1 identical responses to complete its
operation.

Thus, NeoBFT requires 3f + 1 replicas to tolerate up to
f malicious failures. Furthermore, in certain cases, it is nec-
essary to insert a gap “request” to ensure system progress.
When this occurs, or due to a sequencer change, some replicas
may need to roll back their state. Finally, some alternatives
for authentication at the network layer have been proposed in
the original paper, such as coupling a co-processor capable of
generating signatures to the switch or using an HMAC vector
implemented directly in the switch.

In terms of not very closely related works, several algo-
rithms have been proposed to improve Paxos and PBFT from
different perspectives. For instance, MinBFT [Veronese et al.,
2013] uses secure components to reduce both the number of
replicas and the number of communication steps. Other al-
gorithms have been proposed to address the coexistence of
multiple replicas [Saramago ef al., 2018] or to consider sys-
tems in which the number of replicas is initially unknown
[Alchieri et al., 2018]. All of these algorithms order requests
by exchanging messages at the application layer.

To complete with a final definition, consensus algorithms
usually keep a log as an ordered, durable record of state
changes that reflect the state of replicated data. As all replicas
keep the replicated log, the algorithm ensures that all servers
process the same sequence of operations in the same order,
effectively acting as a single replicated state machine.

4 The NsoBFT Consensus Protocol

This section presents the NsoBFT (Network secure ordered
BFT) consensus protocol. NsoBFT is a consensus algorithm
that, similar to NOPaxos and NeoBFT, employs both the
network and application layers in order to provide an ef-
ficient implementation of distributed fault-tolerant consen-
sus. Different from the other alternatives, NsoBFT uses the
USIG (Unique Sequential Identifier Generator) component
[Veronese et al., 2013] to securely generate sequence num-
bers, i.e., a malicious sequencer cannot assign the same se-
quence number to different messages. Unique sequence num-
bers ensure that requests are safely ordered. Consequently,
NsoBFT eliminates the additional communication step re-
quired by NeoBFT and presents message exchange complex-
ity equivalent to that of NOPaxos, which only tolerates crash
failures.

4.1 System Model

NsoBFT assumes a standard partially synchronous distributed
system model with an unbounded set of client processes and
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up to f Byzantine faulty replicas among a total of n = 3f + 1
replicas or server processes. A Byzantine replica may behave
arbitrarily, either by sending conflicting messages, omitting
messages, colluding with other faulty replicas, or attempting
to disrupt protocol progress. A process is considered correct
if it does not fail; otherwise, it is considered faulty. Processes
have unique identifiers, and it is impossible to obtain addi-
tional identifiers to launch a Sybil attack [Douceur, 2002].

The system is partially synchronous and we assume the
GST model [Dwork et al., 1988; Bravo et al., 2022], mean-
ing that messages may be delayed or reordered arbitrarily,
but after some unknown Global Stabilization Time (GST),
message delays are bounded and the system becomes and
remains synchronous forever. The adversary may control the
scheduling of messages before GST but cannot permanently
prevent communication among correct processes. We note
that most works that solve consensus deterministically require
a partially synchronous model to ensure termination.

Processes communicate by sending and receiving messages.
Clients multicast their requests to replicas, which send re-
sponses back to the client over a point-to-point channel, and
communicate with each other as needed, also employing point-
to-point channels. Communication channels are secure, in
the sense that messages are authenticated and cannot be cor-
rupted. Furthermore, channels are fair-loss, i.e., if a message
is repeatedly sent from a correct source process to a correct
destination process, it will be eventually delivered. However,
the network layer can lose, duplicate, or reorder messages.

The critical security assumption underlying NsoBFT con-
cerns the in-network sequencer. In this work, the sequencer
is implemented as a Virtual Network Function (VNF) and
incorporates a USIG (Unique Sequential Identifier Generator)
module, which is tamper-resistant and capable of producing
monotonically increasing, non-equivocating sequence num-
bers. Specifically, by using the USIG module, the sequencer
(i) cannot assign the same sequence number to different mes-
sages, (ii) cannot assign different sequence numbers to the
same message, (iii) cannot roll back or reuse previously is-
sued sequence numbers, and (iv) all sequence numbers are
cryptographically bound to the corresponding message.

Most important, the sequencer is not required to be trusted
for correctness of ordering decisions beyond the guarantees
provided by USIG. Thus, if the sequencer crashes, it stops
issuing sequence numbers but does not violate safety. If
the sequencer behaves maliciously outside the guarantees
enforced by USIG (e.g., by selectively withholding messages),
it may impact liveness but cannot compromise agreement or
total order among correct replicas. In these cases, NsoBFT
executes a view change and the sequencer is replaced. We
assume that there is at least one correct sequencer in the
network.

We assume that cryptographic primitives (e.g., digital sig-
natures) are secure against forgery and collision. Adversaries
are computationally bounded and cannot break standard cryp-
tographic assumptions. This threat model captures realistic
adversarial conditions in modern distributed infrastructures
while enabling the reduction of replica coordination achieved
by NsoBFT.
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4.2 USIG: Unique Sequential Identifier Gen-
erator

USIG is a secure service that assigns a unique identifier and
signs each message. The identifiers are: (i) unique (the same
identifier is never assigned to two or more messages); (ii)
monotonic (the identifier assigned to a message is never
smaller than the previous one); and (iii) sequential (the iden-
tifier assigned to a message is always the successor of the
previous one). A USIG module must be present in the switch
which processes and forwards messages with the identifiers.
The interface defined to access the USIG service is as fol-
lows [Veronese et al., 2013]:

* createUI(m): receives as parameter a message m and
returns a UT certificate containing the unique identifier
(UI.id) and the proof (UI.proof) that the identifier
was created by this component and assigned to m. As
mentioned above, the identifier is a monotonically in-
creasing counter that increments with each call to this
function. The proof is a digital signature that consists
of the message hash that is encrypted with asymmetric
cryptography. The private key used to generate this sig-
nature is securely stored within this component. The
proof only requires the corresponding public key to be
verified.

* verifyUI(PK,UI,m): verifies whether the unique iden-
tifier UT is valid for message m. This function receives
as a parameter the public key PK, associated with the re-
spective USIG instance, to verify whether the signature
contained in UI.proof is valid for UT.id and m.

Using the USIG component, a sequencer cannot send two
different messages with the same identifier to different pro-
cesses. Thus, each process only needs to store the identifier of
the last message received from the sequencer in order to antic-
ipate the expected identifier for the next message. Therefore,
the actions of a malicious sequencer are limited to either send-
ing the same message (containing any value) to all processes
or sending nothing.

4.3 NsoBFT Consensus

NsoBFT is presented in two parts: the normal execution and
the view changing protocol.

Request Reply
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Figure 3. NsoBFT normal case execution.
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Normal Execution. A normal execution of NsoBFT fol-
lows the message pattern shown in Figure 3. Note that the
USIG service at the network layer is instantiated only within
the sequencer. The sequencer itself could be placed at a pro-
grammable switch or as a VNF [Venancio ef al., 2022] that
connects all replicas. We note that both technologies have
been used to implement consensus algorithms [Dang ef al.,
2020; Venancio et al., 2019, 2021b].
The normal case execution protocol works as follows:

+ Initially, the client multicast request r to the set of repli-
cas (Algorithm 1, line 2). However, the request must
pass through the sequencer before it reaches the replicas.

* The sequencer uses the USIG to add an identifier (i.e.,
the sequence number) to r, executing createUI(r) to
add the sequence number to the message (Algorithm 2,
lines 2-3).

* The replicas receive request r already with the sequence
number UT and verify whether it (UI) is valid using func-
tion verifyUI(PK,UI,r) (Algorithm 3, line 7), where
PX is the public key of the USIG service, which should
be widely available and authenticated through a reliable
and well-known CA (Certification Authority). If the
sequence number passes the authentication, the replicas
check if UI. id is the next number in the sequence to be
delivered. Upon both conditions being met, the replicas
execute r, update the log, and send the response back to
the client (Algorithm 3, lines 13-19).

* The client waits for 2f + 1 identical responses to com-
plete the operation (Algorithm 1, lines 3-4).

Algorithm 1 NsoBFT Client Protocol

: procedure invoke(r)

multicast 7 to the replicas

wait for 2f + 1 matching replies reply
return reply

R > s

Algorithm 2 NsoBFT Sequencer Protocol
1: USIG < starts the USIG service

2: upon intercepting request r
3: .Ul <— USIG.createUI(r)

In the normal operation, if a replica does not receive a
specific request, the sequence number stored in UI . id results
in a gap in the delivery order. Thus, the replica must retrieve
the missing request(s) from other replicas in order to continue
its execution. Note that the replicas store the requests in a log.
Since the UT is unique for each request, no malicious action
can be performed during this procedure (Algorithm 3, lines
9-10, 20-26).

Correctness of normal case execution. We now briefly
discuss the correctness of NsoBFT during normal execution,
showing that the protocol preserves both safety and liveness.

During normal execution, the sequencer assigns a unique
sequence number to every client request and generates a corre-
sponding proof. The USIG guarantees that sequence numbers
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Algorithm 3 NsoBFT Replica Protocol

1: USIG < starts the USIG service only for verification
2: PK « USIG service public key
3: nextExpected < 0

4: upon receipt of
5: tryDeliver(r)

procedure tryDeliver(r)
if not USIG.verifyUI(PK,r.UlLr) then
discard message
. else if r.ULid > next Expected then
10:  send (RecRequest, next Expected) to all replicas
11: end if
12: pendent < pendent U {r}
13: while 3r € pendent : r.UI.id == nextExpected do
14: execute r
15:  append r to the log
16:  pendent < pendent \ v
17 send reply to the corresponding client
18:  nextExpected < nextExpected + 1
19: end while

20: upon receipt of (RecRequest, id) from replica R;
21: if 3Ir € {pendent Ulog} : r.UI.id = id then

22:  send (RecReply,r) to R;

23: end if

24:

25: upon receipt of (RecReply, r)

26: tryDeliver(r)

are monotonically increasing and cannot be forged or reused.
Consequently, two different requests cannot be assigned the
same sequence number, and the same request cannot be as-
signed multiple sequence numbers. Upon receiving a request,
replicas verify the unique sequence identifier before executing
it. Moreover, requests are executed only when the correspond-
ing sequence number matches the next expected value. If a
gap is detected, execution is postponed until the missing re-
quest is recovered. Consequently, all correct replicas execute
the same requests in the same order, ensuring safety.

Notice if the underlying network protocol allows a mali-
cious sequencer to replay a client request and submit it multi-
ple times to the USIG service as if they were distinct requests,
different sequence numbers may be generated for the same
client message. However, replicas can detect and discard
duplicate requests based on their identifiers assigned and au-
thenticated by the clients. In this case, the discarded duplicate
creates a gap in the sequence order, that is eventually detected
through the normal timeout mechanism, causing replicas to
suspect the sequencer and initiate a view change.

Assuming reliable communication among correct pro-
cesses, which can be implemented using retransmissions on
top of fair-loss links, every client request multicast to the sys-
tem is eventually intercepted by the sequencer and received
at all correct replicas. Since correct replicas execute every
request in sequence order, each request eventually produces
areply. Furthermore, clients complete operations only after
collecting 2 f + 1 matching replies, ensuring that at least one
reply originates from a correct replica. Because all correct
replicas eventually execute every ordered request, a correct
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client eventually receives the required quorum of replies and
completes its operation, ensuring liveness.

View change. If the sequencer is suspected of being faulty,
anew sequencer must be chosen. To this end, it is necessary to
determine up to which position in the log the requests should
be maintained. The proposed view change protocol keeps in
the log all requests for which at least 2 f + 1 responses from
the replicas have been sent to the clients (i.e., those requests
may have been completed successfully at the clients). On the
other hand, requests removed from the log are guaranteed not
to have completed at the clients.

To determine which requests must be preserved across
view changes, replicas execute a traditional Byzantine con-
sensus protocol. We employ a variant of Byzantine consensus
that allows processes to decide only values that satisfy an
application-defined validity predicate (P) [Vassantlal et al.,
2022]. More specifically, a value v can be decided only if
P(v) = true for at least f + 1 correct replicas. This property
is easily enforced by requiring correct replicas to accept a
consensus proposal only when the proposed value satisfies
the predicate P.

In our protocol, the value proposed during consensus cor-
responds to the log maintained by the leader replica, which is
elected as usual for consensus protocols [Bessani et al., 2014].
A replica accepts a proposed log only if the proposal contains
all requests already present in its local log. Consequently, the
consensus protocol can only decide logs that extend, rather
than discard, the state observed by 2 f + 1 replicas.

Formally, the validity predicate is defined as:

P(logprop) = Vr € logiocal, T € 10Gprop

where [0g;,cq; denotes the local log of the replica evaluat-
ing the proposal and log,., denotes the log proposed by the
leader. Therefore, a proposed log is considered valid only if
it contains every request stored in the replica’s local log. The
view change protocol works as follows:

* When a replica suspects that the sequencer is faulty,
that replica sends a VIEW-CHANGE message to the other
replicas.

* Upon receiving a VIEW-CHANGE message, a replica re-
transmits this message to the other replicas.

* When a replica receives f + 1 VIEW-CHANGE messages,

it also suspects the sequencer is faulty and sends a VIEW-

CHANGE message to the other replicas (if it has not yet

been sent).

When a replica receives f 4 1 VIEW-CHANGE messages,

it starts the following consensus execution to determine

up to which point the log should be kept. Consequently,
it also decides which log entries should be discarded:

— A leader replica proposes its log.

— The other replicas use the previous defined predi-
cate P and only accept a proposal if their own logs
are not ahead of the proposed log. This ensures that
requests executed and replied from at least 2f + 1
replicas remain in the decided log.
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— If the proposal is not accepted by at least 2f + 1
replicas, another replica is chosen to become the
leader, and the whole process is repeated.

+ By the end of the consensus execution, all replicas decide
on the same log [;. After that, each replica checks its
own log to execute the requests in /4 that it had missed,
or rolls back the requests ahead of /.

Finally, note that the proposed protocol assumes determin-
istic request execution and requires the application state to
support rollback of requests that may be discarded during a
view change. NeoBFT also relies on rollback mechanisms to
deal with resynchronization caused by gaps in the sequence
of delivered requests. Although NOPaxos is described as a
rollback-free protocol, this property only holds when leader
changes occur correctly. If a correct leader is incorrectly sus-
pected and replaced by a view change, operations executed
exclusively under the ousted leader may be lost. In such
situations, NOPaxos avoids application-level rollback by re-
quiring the ousted leader to transfer the application state from
another replica, effectively replacing rollback with state trans-
fer. Therefore, despite differences in the recovery mechanism,
all three protocols must be able to recover from situations in
which previously executed operations are no longer part of
the agreed system history after a view change.

Correctness of view change protocol. We now briefly
discuss the correctness of the view-change protocol.

Firstly, we argue that the traditional consensus protocol to
decide the log is started only when at least one correct replica
suspects that the sequencer is faulty and that, once started
by a correct replica, every correct replica will eventually
participate in the same consensus instance. For a correct
replica to start the consensus, it must have received f + 1
VIEW-CHANGE messages. Since at most f replicas can be
Byzantine, at least one of these messages must have been
sent by correct replicas, i.e., it is necessary that a correct
replica suspects the sequencer is faulty. In this case, it is
also safe for the replica to suspect that the leader is faulty.
Moreover, consider a correct replica that started the consensus.
In this case, itreceived f+1 VIEW-CHANGE messages and also
retransmitted these messages, that will eventually be received
at all correct replicas. Consequently, all correct replicas also
start the consensus instance to decide the log.

Furthermore, any request that may have completed at a
client is guaranteed to remain in the decided log. A client
only completes an operation after receiving 2 f + 1 matching
replies, which implies that at least 2 f + 1 replicas executed
the corresponding request and stored it in their logs. Since a
replica only accepts a proposed log if it contains all requests
present in its local log (predicate P), any proposal that omits
such a request would be rejected by at least f + 1 correct
replicas. Therefore, the consensus protocol can only decide a
log containing all requests that may have completed at clients,
ensuring that no externally visible operation is lost during a
view change.

Additional considerations. A malicious sequencer may
choose to discard requests from specific clients. As in other
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implementations (e.g., BFT-SMaRt [Bessani ef al., 2014]),
to avoid such a problem, clients must also send requests to
the replicas, which will wait to receive its sequence number
from the sequencer. A timeout is employed as a bound to the
waiting interval. If the timeout expires at some replica, that
replica itself must send the request as if it were the client. A
new timeout interval is triggered, and if it also expires, the
replica suspects the sequencer and proposes a view change.

4.4 A Discussion on NsoBFT Variations

Now we discuss two variations of NsoBFT both of which
reduce the required number of replicas from 3 f + 1 to only
2f + 1 (Table 1). Before the variations are described, it is
important to recall that requests that have already completed
should not be removed from the log during a view change.
The variations must guarantee that this happens with f fewer
replicas. The first variation is called MinNsoBFT and the
second MinZyzNsoBFT:

* MinNsoBFT: This variant works similarly to
MinBFT [Veronese et al., 2013], requiring an additional
communication step before executing a request. Quo-
rums are formed with only f 4 1 replicas. However,
the additional step ensures that messages answered by
at least f + 1 replicas will remain in the log during a
view change.

* MinZyzNsoBFT: This variant works similarly to
MinZyzzyva [Veronese et al., 2013]. In this case, clients
must wait for all 2f + 1 responses to complete an op-
eration. In executions where the network is slow (and
responses do not arrive before a timeout expires), or
there are malicious replicas, an additional step is neces-
sary: the client sends a message to all replicas and waits
for the responses. These messages aim to ensure that at
least f + 1 replicas execute all requests in order.

Note that, for both variants, the consensus protocol used
for view change must tolerate Byzantine faults in a system
with only 2f + 1 replicas. An example of a protocol that can
be used is MinBFT [Veronese et al., 2013].

Notice that the reduction from 3f + 1to 2f + 1 replicas
presents important trade-offs. Both variants introduce addi-
tional requirements that move part of the coordination cost
to the protocol execution path. While NsoBFT finishes a
client operation in a single ordered request-reply exchange,
MinNsoBFT introduces an additional communication step
among replicas before request execution, whereas MinZyzN-
soBFT may require an additional client-assisted recovery
phase. It is important to note that both variants still benefit
from the secure in-network ordering service. Unlike MinBFT
and MinZyzzyva, where ordering is established through
replica-to-replica communication, the sequencer equipped
with USIG provides a globally consistent request order be-
fore requests reach the replicas.

The choice between NsoBFT, MinNsoBFT, and MinZyzN-
soBFT depends on the target deployment environment.
NsoBFT provides the simplest execution model and the
lowest coordination overhead, but requires 3 f + 1 replicas.
MinNsoBFT and MinZyzNsoBFT reduce the replica count
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to 2f + 1, which may be attractive in environments where
replica deployment costs dominate operational expenses. The
price paid for this reduction is additional coordination dur-
ing normal execution or recovery, depending on the selected
variant.

5 Experimental Evaluation

This section presents our experimental evaluation of NsoBFT,
with the main goal of showing the performance improvement
when compared to NeoBFT. Furthermore, these protocols are
also compared to NOPaxos to evaluate the impact of Byzan-
tine fault tolerance. In particular, this experimental evaluation
aims to quantify the performance impact of introducing se-
cure in-network ordering and to compare NsoBFT against
NeoBFT and NOPaxos, with the aim of answer the following
main questions:

» What is the overhead introduced by cryptographic oper-
ations required for Byzantine fault tolerance?

* Does eliminating the additional replica coordination step
(as done in NsoBFT) significantly improve performance
over NeoBFT?

* What is the performance gap between crash-tolerant and
Byzantine-tolerant in-network consensus?

* How does performance scale with payload size, number
of clients, and the number of tolerated faults?

* How does the proposed NsoBFT protocol behave when
the sequencer crashes or behaves maliciously?

5.1 Implementation Details

NOPaxos, NeoBFT, and NsoBFT were all implemented
in Python to ensure a consistent experimental comparison
across protocols. Cryptographic operations rely on RSA-2048
signatures with SHA-256, implemented using the python-
cryptography library. When signatures are disabled (as in
NOPaxos), the protocol operates without cryptographic over-
head.

Clients multicast requests to the replicas using UDP, while
replica-to-replica communication relies on TCP to ensure
reliable delivery of coordination messages in NeoBFT. The
ordering service is implemented as a dedicated VNF, which
performs packet processing directly in the network layer. It
captures client UDP packets using raw sockets and parses the
Ethernet, IPv4, UDP headers and the payload. For each packet
addressed to the replicas, it inserts the sequencer metadata
into the UDP payload, including a monotonically increasing
sequence number and, when required, an RSA-2048 signature
computed over the header and payload. After inserting this
information, the packet headers are updated (e.g. UDP length
and IPv4 checksum) and the packet is forwarded to the replica
multicast group. Notice this ensures that all replicas receive
an identical ordered message. In Byzantine configurations
(NeoBFT and NsoBFT), replicas verify the digital signature
before proceeding with protocol execution.

NeoBFT requires an additional confirmation step: replicas
forward received ordered packets to othet replicas to collect
confirmation messages before delivering the request. These
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confirmations are exchanged via TCP unicast, increasing
coordination overhead and extending the critical path. In
contrast, NsoBFT eliminates this additional forwarding phase
due to the no-equivocation guarantees provided by USIG.
Replicas detect missing sequence numbers by tracking gaps
in the ordered stream. Upon detecting a gap, a replica requests
retransmission from other replicas. Recovery requests and
responses are also performed via TCP unicast.

To isolate consensus overhead from application processing
costs, we deployed an “empty” service at each replica. This
service executes no application logic beyond acknowledg-
ing request execution. Consequently, measured performance
differences reflect protocol design decisions, replica coordi-
nation patterns, network communication, and cryptographic
overhead rather than application-specific computation.

5.2 Experimental Setup and Methodology

All experiments were conducted on the Emulab testbed [ White
et al., 2002]. We used d430 machines equipped with Intel
Xeon E5-2630v3 processors (2.4 GHz), 8 cores with 2 hard-
ware threads per core, and 64 GB of RAM. The machines
were interconnected through a dedicated 1 Gbps Ethernet
switch. The number of machines varied according to the
configuration under evaluation.

Each replica executed on a dedicated physical machine to
eliminate resource contention. Clients were deployed on a
separate machine, with the number of client threads adjusted
to stress the system and drive it to saturation. The sequencer
was deployed on its own dedicated machine and operated
as a bridge between clients and replicas, implementing the
NFV-based in-network ordering service. All nodes ran 64-
bit Ubuntu 20.04 LTS. Figure 4 illustrates the experimental
architecture.

=F | =5 | =5 =6
Replica 0 | | Replica 1| | Replica 2 | | Replica 3
=5
Replica 4
Clients
=5
Replica 5
=65 | =5 | 25| =6
Replica 9 | | Replica 8 | | Replica 7 | | Replica 6

Figure 4. Experimental setup.

We evaluated four payload sizes: 0B, 100B, 512B, and
1kB, allowing us to assess both coordination-dominated and
bandwidth-sensitive scenarios. The number of concurrent
clients was progressively increased to identify peak through-
put and saturation behavior.

Each client issued 10,000 requests during each experimen-
tal run. Throughput is reported in thousands of operations
per second (kops/sec) and was measured at the replicas to
capture the processing capacity of the system. Throughput
measurements were collected every 1,000 executed opera-
tions, and the reported values correspond to the average and
standard deviation across the collected samples. Latency was
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measured at the clients as the end-to-end delay between re-
quest submission and reply reception. For latency, we report
the average, standard deviation, and the 99th percentile. To
mitigate the impact of transient fluctuations, the 5% highest
and 5% lowest of latency samples were removed prior to
computing the average and standard deviation.

To evaluate scalability and fault tolerance overhead, we
varied the number of tolerated faults f, adjusting the total
number of replicas accordingly. This allowed us to analyze
how coordination costs grow with system size and to compare
the scalability properties of NsoBFT, NeoBFT, and NOPaxos
under increasing resilience requirements.

5.3 Experimental Results

This section presents a detailed evaluation of the proposed
approach. We first analyze the cryptographic overhead in-
troduced by Byzantine fault tolerance. We then compare the
performance of NsoBFT, NeoBFT, and NOPaxos in terms
of throughput and latency under varying payload sizes and
client loads. We also evaluate scalability by examining the
impact of increasing the number of replicas (i.e., the fault
threshold f) on system performance. Finally, we access the
impact of sequencer failures in the NsoBFT protocol.

Cryptographic Overhead. In addition to the application
payload, each message begins with a fixed 20-byte header
structure placed at the start of the message. This header con-
tains an 8-byte sequence number, a 4-byte replica identifier
and another 8-bytes indicating the message type (e.g., a new
message, a request for missing packet from other replicas, or
quorum confirmation in the last step of NeoBFT).

In the NOPaxos protocol, which does not rely on signa-
tures, the total message size corresponds to the payload plus
these 20 bytes of protocol metadata. When signatures are
enabled (NeoBFT and NsoBFT), a 256-byte RSA-2048 sig-
nature is inserted immediately after the header, resulting in a
total message size equal to the payload plus 276 bytes. The
signature is computed over the header and payload fields,
introducing additional cryptographic processing overhead.
On average, the sequencer required 0.6486 milliseconds to
generate each signature, while replicas spent a fraction of
that time, 0.0233 milliseconds, verifying it, which noticeably
increases processing cost in Byzantine configurations.

Micro-benckmarks. We begin by presenting the results
of micro-benchmarks commonly used to evaluate consensus
protocols. These benchmarks employ an “empty” service
to isolate protocol overhead, measuring throughput at the
replicas and latency at the clients.

Figure 5 shows the average latency vs. throughput curves
for the three algorithms, considering a system configured to
tolerate a single failure and different payload sizes. As ex-
pected, NOPaxos achieves the highest throughput and lowest
latency, since it tolerates only crash faults, requires fewer
replicas, and does not rely on expensive cryptographic op-
erations. For all payloads, NOPaxos exceeds 5 kops/sec,
reaching approximately 6 kops/sec for 0B and 100B payloads.
In all cases, the latency remains low under moderate load
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Figure 5. Latency vs. throughput, f = 1.

and increases sharply as the system approaches saturation
and peak throughput, after which additional load impacts
only latency. Among the Byzantine fault-tolerant protocols,
NsoBFT showed slightly superior performance to NeoBFT
because it requires one less communication step. Note that
both protocols require the sequencer to sign all messages.

Table 2 shows that the throughput varies considerably be-
tween the algorithms. In general, the NOPaxos algorithm
presented higher throughputs in all combinations of clients
and payloads. This is due to NOPaxos not requiring cryptog-
raphy and its smaller number of replicas. Likewise, NsoBFT
outperforms NeoBFT because it requires one less communi-
cation step.

Table 3 shows the latency varies according to the number of
clients and the payload size. For the NOPaxos algorithm, la-
tency remains relatively low compared to the other algorithms.
For NeoBFT, however, latency increases considerably, espe-
cially when the number of clients is high, and the payload
is larger. NsoBFT also presents high latencies under similar
loads, but generally remains lower than NeoBFT.

Another important observation from tables 2 and 3 is that
the payload size has a relatively small effect on performance.
For all evaluated protocols, throughput and latency remain
largely stable when the payload increases from 0B to 1kB.
This behavior can be explained by the fact that client requests
are disseminated using UDP multicast (Section 5.1), and even
for the largest evaluated payload (1kB), the resulting pack-
ets remain below the Ethernet MTU of 1500 bytes, avoiding
IP fragmentation. Consequently, increasing the payload size
does not introduce additional packet transmissions or reassem-
bly overheads, leading to only minor performance variations.
As a result, the number of clients and the protocol coordina-
tion pattern have a much stronger influence on throughput
and latency than the payload size itself. Furthermore, the
performance advantage of NsoBFT over NeoBFT remains
consistent across all payload sizes, indicating that the gains
stem from the elimination of an additional replica coordina-
tion step.

Fault-scalability. Our next experiment evaluates the im-
pact of the number of replicas on system throughput and
latency, with 10 clients issuing requests carrying payloads of
1kB bytes. For these experiments, the number of tolerated
failures (f) ranged from 1 to 3 failures.

Figure 6 presents the throughput as the number of repli-
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Protocol  # of clients | 0B \ 100B \ 512B \ 1kB
1 3.91+0.06 3.94+0.12 3.30 +0.20 2.77 +0.47
5 5.75 + 0.50 5.42 + 0.40 5.26 + 0.22 4.91+0.31
NoPaxos 10 5.80 +0.15 5.50 +0.17 5.36 + 0.12 5.04 +0.20
25 5.72+0.27 5.36 + 0.30 5.21+0.33 4.92 +0.30
50 5.75 + 0.09 5.28 +0.09 5.00 + 0.08 4.95 +0.15
100 5.60 + 0.19 5.32 4+ 0.29 5.12 +0.09 4.71+0.32
1 0.28 +0.0006 | 0.28 +0.0007 | 0.27 +0.0006 | 0.27 + 0.0007
5 1.14+0.020 | 1.14+0.025 | 1.11£0.011 | 1.12+0.084
NeoBFT 10 1.1440.050 | 1.154£0.048 | 1.154£0.025 | 1.15+0.063
25 1.16£0.043 | 1.15£0.058 | 1.15£0.081 | 1.16+0.021
50 1.16+£0.042 | 1.16+0.083 | 1.154£0.085 | 1.16+0.079
100 1.1940.057 | 1.18£0.079 | 1.19£0.008 | 1.17+0.061
1 0.40 +0.0006 | 0.40 +0.0007 | 0.40 +0.0006 | 0.41 % 0.0006
5 1.1840.084 | 1.1940.116 | 1.20£0.956 | 1.18+0.690
NSoBET 10 1.204£0.068 | 1.20£0.006 | 1.20£0.065 | 1.19=+0.010
25 1.20+0.032 | 1.20+0.046 | 1.20+0.045 | 1.18+0.031
50 1.2040.022 | 1.21£0.025 | 1.20£0.002 | 1.20+0.022
100 1.20+0.002 | 1.20+0.037 | 1.204£0.026 | 1.20+0.019

Table 2. Average throughput and standard deviation in kops/sec for different numbers of clients and payload sizes (f = 1).

\ 0B \ 100B \ 512B \ 1kB

Protocol ~ # of clients ‘ 99th avg + sd ‘ 99th avg + sd ‘ 9gth avg £ sd ‘ 9gth avg £ sd
1 0.35 0.18 £ 0.05 0.35 0.16 + 0.05 0.36 0.17 £ 0.05 0.39 0.17 £ 0.05
5 1.86 0.81 £0.24 1.84 0.83 £0.26 2.03 0.85 £0.27 1.94 0.81 £0.22
NoPaxos 10 4.05 1.69 £ 0.51 3.62 1.73 £ 0.55 3.64 1.70 £ 0.51 3.62 1.70 + 0.50
25 16.32 6.03 £3.34 16.84 5.69 £2.62 16.23 5.87 £2.96 15.56 577 £2.71
50 32.57  11.694+539 | 3355 11.33+£5.06 | 33.58 11.33 £5.07 | 33.80 11.93 +5.61
100 48.16 2045+7.72 | 47.83 17.14+£527 | 4828 17.08 +5.17 | 47.75 20.65 £ 7.54
1 4.69 3.52£0.90 4.70 3.52£0.76 4.78 3.57£0.75 4.79 3.56 £0.73
5 5.24 3.14+£0.19 5.23 3.10 £ 0.17 9.12 3.09 £0.17 6.43 3.14 £0.16
NeoBFT 10 9.81 742 +0.24 10.63 7.26 + 0.25 9.84 7.29 +0.24 10.21 7.26 + 0.25
25 2372 19.87+ 024 | 23.65 19.75+0.24 | 24.63 19.86 £0.27 | 2479 19.71 £0.23
50 46.86 4099 +0.32 | 4585 4091 +0.33 | 4783 40.84+0.35 | 48.85 41.19+£0.33
100 88.27 78.56+0.41 | 88.41 7834+048 | 8748 78.744+0.43 | 88.13 78.63 £0.44
1 3.39 2.88 £0.90 3.33 2.88 +£0.76 3.34 2.89 £0.75 3.26 2.90 £0.73
5 5.18 240 +0.21 5.14 242 +0.23 5.17 241 +£0.21 4.80 241 +£0.20
NsoBFT 10 9.15 5.92+£0.23 8.81 591 £0.24 8.83 594 £0.24 9.70 594 £0.24
25 2343 16494020 | 23.16 16.50+£0.20 | 23.14 16.54 +£0.20 | 23.60 16.58 +0.20
50 4238 34111027 | 4586 34.13£0.27 | 4630 34224026 | 4257 3429+0.26
100 78.55 65.84+0.27 | 82.88 65.87+£0.29 | 7898 66.03+0.29 | 7930 66.16 = 0.29

Table 3. 99" percentile, average (avg) and standard deviation (sd) of latency (ms) for different numbers of clients and payload sizes (f = 1).

cas grows (i.e., as f increases). As expected, throughput
decreases for all protocols as the system size expands, since
tolerating more faults requires additional replicas, leading
to higher communication and processing overhead. Never-
theless, NsoBFT consistently outperforms NeoBFT across
all configurations. The performance gap becomes more evi-
dent as f increases, demonstrating that eliminating the extra
coordination step in NsoBFT improves scalability. In con-
trast, NOPaxos maintains higher throughput overall due to its
crash-only fault model and lower replica requirement.

Figure 7 shows the corresponding latency results. Latency
increases with the number of replicas for all protocols, re-
flecting the additional communication paths and signature
verification costs. However, NsoBFT exhibits consistently
lower latency than NeoBFT, particularly at higher values
of f, confirming that reducing replica coordination shortens
the critical execution path. As expected, NOPaxos achieves
the lowest latency, since it does not incur Byzantine-specific
cryptographic overhead.

In general, the results indicate that NsoBFT scales more
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Figure 6. Throughput for payloads of 1k bytes, 10 clients, and different
number of tolerated failures (f).

efficiently than NeoBFT as the fault threshold f increases,
narrowing the performance gap between crash-tolerant and
Byzantine-tolerant in-network consensus. The performance
degradation observed in NeoBFT as the number of replicas
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Figure 7. Latency for payloads of 1k bytes, 10 clients, and different number
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increases is not solely due to the presence of an additional
communication step, but also to how the cost of this step
scales with the system size. In NeoBFT, each request must
be forwarded among replicas so that confirmation messages
can be collected before execution. As the number of replicas
grows, the number of confirmations that must be transmitted,
received, and processed also increases. Notice the perfor-
mance difference between configurations with 4, 7, and 10
replicas is not necessarily linear. Moving from 4 to 7 replicas
increases the size of the confirmation quorum and the number
of replica-to-replica interactions required in the additional
coordination phase. Moving from 7 to 10 replicas further
increases these interactions, but the relative impact may differ
because the system is already operating in a regime where
communication and cryptographic processing dominate the
execution cost.

Another interesting observation from these experiments
is that the performance of NsoBFT is affected much less by
the increase in the number of replicas than NeoBFT. This
does not mean that NsoBFT is completely independent of the
system size. Rather, the main costs in NsoBFT remain con-
centrated in the sequencer operations, signature generation
and verification, whose costs do not grow with the number
of replicas but dominate the overall execution costs in the
evaluated configurations. In particular, client requests are dis-
seminated using UDP multicast (Section 5.1). Consequently,
the sequencer transmits a single ordered packet regardless
the number of replicas in the system. The small performance
degradation observed in NsoBFT is mainly associated with
the larger number of replies that clients must collect before
completing an operation. As the number of tolerated faults in-
creases, the system requires more replicas and, consequently,
larger quorums.

Finally, note that the relative performance degradation
caused by increasing the number of replicas tends to be more
pronounced in NOPaxos than in NsoBFT. Since NOPaxos
does not incur the computational overhead of signature gener-
ation and verification, communication-related costs represent
a larger fraction of its execution time. Consequently, the
increase in reply traffic resulting from additional replicas
becomes more noticeable. Although clients only wait for
the first reply, every replica still executes the request and
transmits a response, increasing both network utilization and
processing overhead. In contrast, in NsoBFT these communi-
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cation costs are partially masked by the cryptographic process-
ing costs that dominate the execution time in the evaluated
configurations.

Behavior under failures. Our final experiment evaluates
the behavior of NsoBFT under sequencer failures. Figures 8
and 9 illustrate the evolution of throughput and latency over
time, reporting average values measured every second dur-
ing a 300-second execution. The experiment was performed
with 10 clients issuing requests carrying 100B payloads in a
system configured with four replicas (f = 1). The deploy-
ment included three sequencers, allowing the system to per-
form successive view changes and activate backup sequencers
whenever the current sequencer failed.

As the clients started their execution, the system’s through-
put stabilizes at approximately 1.20 kops/sec with a latency
of approximately 6 milliseconds. We consider two failure
scenarios. In the first scenario, at second 100, the sequencer
crashes and stops assigning sequence numbers to client re-
quests. When replicas receive requests that should contain
a valid sequence number but arrive without one, they imme-
diately suspect a sequencer failure and start a view-change
procedure to replace the faulty sequencer. This process causes
a temporary drop in throughput and a corresponding increase
in latency while the new sequencer is elected. However, the
protocol quickly recovers and the system promptly resumes
stable operation under the new sequencer.

In the second failure scenario, at second 200, the sequencer
behaves maliciously by creating gaps in the sequence order,
skipping some sequence numbers. This behavior can occur if
the sequencer invokes the USIG multiple times for the same
request, artificially advancing the sequence counter without
forwarding the corresponding ordered requests to the replicas.
Notice that even if the sequencer forwards some correctly
ordered requests to a subset of replicas, the skipped sequence
numbers will eventually create a gap in the sequence order
when replicas wait for the next expected sequence number.
The same behavior is observed if the sequencer selectively
avoids proposing an order for requests issued by a specific
client. As a result, eventually a timeout expires (20 seconds)
at the replicas that suspect malicious behavior from the se-
quencer and initiate a view change. Between the occurrence
of the fault and the election of a new sequencer, no sequencer
is available to assign new sequence numbers, effectively caus-
ing a temporary pause in request processing. Once a new se-
quencer is elected, normal operation resumes and the system
quickly recovers its pre-failure performance levels.

6 Conclusion

Consensus is a central abstraction for building reliable dis-
tributed systems, especially in environments prone to intru-
sions and failures. In this work we introduced the NsoBFT
algorithm that employs the network layer with an USIG mod-
ule to improve the performance of Byzantine consensus. Se-
cure and unique sequence identifiers are used to mitigate the
impact of malicious sequencers. The experimental evaluation
provided insights into the trade-offs between performance
and resilience, as crash- and intrusion-tolerant algorithms
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Figure 9. Latency evolution across time and events, for payloads of 100B, 10 clients and f = 1.

were compared. Results also confirm that NsoBFT, on the
other hand, proved to be an efficient algorithm, making it
an attractive option for critical applications that require high
availability and data integrity.

Future work involves the implementation and evaluation
of the proposed sequencer in programmable switches. Other
future work includes the implementation and evaluation
of MinNsoBFT and MinZyzNsoBFT, the two variants of
NsoBFT presented in the paper.
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