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Abstract Context: Configuration differences between development and production environments can lead to sys-
tem failures, data loss, and security vulnerabilities. Practitioners have acknowledged the need to handle these dif-
ferences. This study aims to provide insights and best practices for mitigating configuration differences between
development and production environments in software development through a rapid review (RR) of Grey Litera-
ture (GL).Methods: The research method for data collection involves a Rapid Review of the GL. It also employs a
thematic analysis to understand the collected data. Results: The study identified nine strategies that help practition-
ers to mitigate configuration differences between development and production environments, including credentials
of access. Examples of these strategies include Automated Deployment Pipeline, Configuration Management Plan
(CMP), and PaaS Deployment. We also provide insights into how these strategies contribute to reducing the risk of
configuration-related issues and ensuring the smooth and reliable operation of software systems. Additionally, it sug-
gests potential cost-saving methods for mitigating configuration differences. Conclusions: This study emphasizes
the importance of understanding the strategies employed to mitigate the risks associated with managing configu-
ration differences in software development projects. By delivering practical guidance and insights, this study has
the potential to help IT operations and software development projects to have a deeper comprehension of software
configuration management strategies and best practices.
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1 Introduction

In the dynamic landscape of software development, the in-
herent divergence between specialized teams working dur-
ing an application’s lifecycle creates a notable challenge: the
development team’s pursuit of agility clashes with the op-
eration team’s emphasis on stability, leading to increased
time to market and a detrimental impact on software quality
and product value (Mazyar, 2018). This conflict is rooted in
the essential tension between developers striving for rapid
changes and information technology (IT) operators tasked
with maintaining infrastructure configuration (Leite et al.,
2019). Notably, operational teams often exhibit reluctance
to adopt new changes, causing a disparity in the adoption
of new code between developers and operators (Leite et al.,
2019).
To address this fundamental challenge, the concept of De-

vOps arises as a transformative force. Derived from the fu-
sion of “Developers” and “Operations”, DevOps represents
not only a methodology but also a culture and set of prac-
tices designed to mitigate the separation between develop-
ment and operations teams. It aims to enhance software de-
livery speed and reliability by fostering collaboration and
unifying tasks through cross-functional teams (Leite et al.,
2019). Technologically, DevOps leverages code-based tools
and continuous delivery to achieve a high degree of automa-
tion, resulting in a smoother workflow, improved service
quality (Ebert et al., 2016), and enhanced change manage-
ment performance.

Within the realm of DevOps, Infrastructure as Code (IaC)
stands out as a pivotal technique. IaC automates software
deployment by controlling IT infrastructure through code
files and replacing manual configurations with interactive
tools. IaC programs, treated as source code, enable version-
ing, debugging, updating, and reviewing, aligning with es-
tablished software development practices (Guerriero et al.,
2019). In the context of substantial efforts to modernize ap-
plications through agile practices, the DevOps culture, and
containerization, the complexity of software environments
has escalated significantly. Teams encounter new challenges
as they transition applications to production, especially in dis-
tributed settings across multiple infrastructures, clusters, and
clouds (Monclus, 2021). Achieving consistency between de-
velopment and production environments becomes intricate
due to the complexity of control configurations.
Despite the rise of DevOps culture to bridge this gap be-

tween development and production environments and the
adoption of techniques like IaC, we found that the scientific
literature lacked a comprehensive exploration of the specific
strategies used to align these environments. For this reason
and due to the fact that IaC is a practical topic of software en-
gineering, the use of Grey Literature (GL) as a source of ev-
idence seems to be more beneficial to our investigation. For
instance, Kamei (Kamei et al., 2020) declared that “...there
are several motivations for Brazilian SE researchers use GL,
mainly because its content provides important information to
researchers. However, it is still hard to find reliable informa-
tion for scientific research”.
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This study is the first that aims to delve into the exist-
ing gap between development and production environments,
seeking alternative approaches to bridge this divide and en-
hance the efficiency of software delivery and operations
through a Rapid Review (RR) of Grey Literature (GL). As
our research topic is dynamic, a full Systematic Literature
Review (SLR) could take a long time to be concluded, and
its results could be out of date to be published, which influ-
enced our decision to conduct an RR (Cartaxo et al., 2018),
i.e., to gather and present the most recent practices and prob-
lems within the industry with the assistance of a quick review.
Furthermore, we realized that a large portion of the most re-
cent research in this field is found in GL, which includes tech-
nical reports, and blog posts that may take months or even
years to appear in peer-reviewed journals. We may access
this mine of up-to-date useful information that practitioners
are actively using and discussing by concentrating on a rapid
study of GL (Garousi and Felderer, 2017). We recognize that
this approach could lead to drawbacks, which we discuss in
detail in Section 10. Our main findings are the following:

• Nine strategies were identified that directly address
and mitigate configuration differences between devel-
opment and production environments. Each strategy
plays a unique role in this mitigation, for instance:

– Automated Deployment Pipelines ensure consis-
tent, automated deployments across environments,
reducing the risk of human error duringmanual de-
ployments;

– Configuration Management Plans (CMPs) pro-
vide a structured approach to managing configura-
tion versions and changes, ensuring that both envi-
ronments maintain synchronized configurations;

– PaaS Deployments offer cloud-based platforms
that standardize infrastructure, reducing environ-
mental differences by creating uniform deploy-
ment environments;

– Secrets Management Platforms centralize and se-
cure sensitive information (like credentials), en-
suring consistent access and preventing configu-
ration drift between environments; and

– Other strategies, such as Database Table Configu-
ration, Operating System Configuration, and Web
Server Configuration, focus on maintaining con-
sistent settings and dependencies across environ-
ments, ensuring that the same infrastructure and
data setups are mirrored in both environments.

• This study offers a thorough analysis of the ways in
which these nine strategies help reduce the risk of
configuration-related problems, ensuring the seamless
and reliable operation of software systems in a variety
of contexts; and

• Finally, the study also highlights the useful applications
of these strategies in real-world situations while pro-
viding insights into the practices, processes, and chal-
lenges experienced by IT specialists and stakeholders in-
volved in the management and deployment of software
systems.

This work is structured into thirteen sections, designed to

guide readers through a comprehensive exploration of the
study. It begins with Section 1 (Introduction), setting the
context, followed by Section 2 (Theoretical Background),
which provides conceptual knowledge. Section 3 (Research
Questions) frames the study’s objectives, while Section 4
(Research Method) details the data collection and analy-
sis processes. Section 5–8 presents the findings for each
research question. Section 9 (Discussion) explores impli-
cations, while Section 10 (Limitations) acknowledges con-
straints. Section 11 (Related Works) contextualizes the study
within the existing literature. Section 12 (Conclusions) sum-
marizes key findings and contributions, and finally, Sec-
tion 13 (Data Availability) ensures transparency by inform-
ing readers how to access supporting data. This structure en-
sures a logical flow from context and methodology through
findings and implications, providing a thorough and transpar-
ent presentation of the research.

2 Theoretical Background

Software Configuration Management (SCM). This is
the field dedicated to managing and controlling software sys-
tem modifications. The configuration of development and
production environments is included in this extensive area,
which guarantees that these environments stay consistent,
particularly as software evolves. SCM is specifically focused
on the challenges that come with managing software, in con-
trast to traditional configuration management Tichy (1995),
which originally emerged from hardware systems. Ensuring
consistency between development and production environ-
ments’ configurations is a significant difficulty in contem-
porary software development. The platforms, operating sys-
tems, dependencies, and runtime services used in these set-
tings frequently diverge. When software has to work over
hundreds or thousands of services or be spread across mul-
tiple platforms, it becomes more difficult; this is a common
scenario in cloud-based and microservice designs. The soft-
ware industry has embraced procedures that bring the devel-
opment and production environments closer together in an
effort to reduce this complexity, which has given rise to the
DevOps field Leite et al. (2019). The primary objective of
DevOps is to close the gap between operations teams, who
favor stability, and development teams, who prioritize agility.
DevOps encourages the adoption of consistent environments
and configurations by utilizing automation tools and continu-
ous integration/continuous delivery (CI/CD) pipelines. This
reduces the risks related to inconsistencies between develop-
ment and production environments.

DevOps. Ebert et al. (2016) defines DevOps as a culture
change toward cooperation between operations, quality as-
surance, and development. It is about provisioning and de-
veloping business processes quickly and flexibly. DevOps
effectively unifies operations, delivery, and development, en-
abling a lean, fluid coupling of these formerly isolated si-
los. It integrates the domains of development and operations
through automated development, deployment, and infrastruc-
ture monitoring. Rather than working in isolation in silos,
cross-functional teams now concentrate on continuous op-



Strategies to Mitigate Configuration Differences in Software Development: A Rapid Review of Grey Literature Nazário et al. 2025

erational feature releases. This strategy helps to minimize
problems caused by miscommunication among team mem-
bers, deliver value more rapidly and consistently, and solve
problems more swiftly.

CI/CD. Continuous Integration (CI) and Continuous De-
ployment (CD), are referred to as continuous methods that
help organizations speed up the development and delivery
of software components without sacrificing quality. In the
context of software development organizations, CI is a well-
established development practice (Fitzgerald and Stol, 2017).
It involves team members integrating and merging develop-
ment work (e.g., code) regularly, perhaps several times a day.
Taking it a step further, the CD practice continuously and au-
tomatically distributes the program to client or production
environments. The definition and distinction between con-
tinuous deployment and continuous delivery remain contro-
versial in academic and industry circles (Fitzgerald and Stol,
2017). A production environment (i.e., actual customers) dis-
tinguishes continuous deployment from continuous delivery:
the objective of continuous deployment practice is to auto-
matically and gradually deploy every change into the pro-
duction environment. These practices help organizations to
release new features and products regularly.

Grey Literature. This concept has many definitions. Nev-
ertheless, the most known is called Luxembourg’s defini-
tion that states “Grey Literature is produced on all levels
of government, academics, business, and industry in print
and electronic formats, but which is not controlled by com-
mercial publishers, i.e., where publishing is not the primary
activity of the producing body.” Garousi et al. (2019). Fo-
cusing on Software Engineering Research, recently, Garousi
et al.proposed the following definition: “Grey literature can
be defined as any material about SE that is not formally peer-
reviewed nor formally published.”. These definitions indica-
tion a wide concept of what would be considered a GL, indi-
cating that it can be produced in different ways. Nevertheless,
it may lead to a misunderstanding. For this reason, Adams
et al. presented some terms to distinguish the different
concepts about grey, including grey literature, grey data,
and grey information. The term “grey data” describes user-
generated web content (e.g., tweets, blogs, videos). The term
“grey information” is informally published or not published
(e.g., meeting notes, emails, personal memories). However,
SE literature hardly distinguishes these terms. Similarly, we
considered all forms of grey data and grey information as GL
in our work. Further, the GL types Adams et al. were catego-
rized GL according to “shades of grey”. SE, Garousi et al.
adopted these shades according to three tiers, as shown in
Figure 1. In this figure, on the top of the pyramid is the “tra-
ditional literature” with scientific articles from conferences
and journals. On the rest of the pyramid are what we call
three tiers of GL. These tiers are run according to two di-
mensions: Control and Expertise. The first dimension runs
between extremes “low” and “higher” and the second runs
between extremes “unknown” and “known”. The darker the
color, the less moderated or edited the source in conformance
with explicit and transparent knowledge creation criteria. We
will present the Rapid Review methodology in section 4, af-
ter we discuss our research questions.

3rd Tier GL
Blogs, presentations, videos,
emails, tweeds, etc.

2nd Tier GL
Annual Reports, news article,
Q&A, websites, etc.

1st Tier GL
Books/Chapter, white papers,
thesis, magazines, government
reports, etc.

White
Literature

CONTROL

HIGHER

LOWER

EXPERTISE

KNOWN

UNKNOWN

Figure 1. The “shades” of grey literature, adapted from Garousi Garousi
et al. (2019)

3 Research Questions
This research aims to find out about the strategies that soft-
ware developers used to mitigate the configuration differ-
ences between development and production environments.
Specifically, we focus on investigating the following re-
search questions:

RQ1: What are the strategies to mitigate differences be-
tween the development and production environments?

RQ2: Are these strategies sufficient to mitigate differ-
ences between the development and production environ-
ments?

RQ3: What are the perceived benefits of automation in de-
velopment and production environments?

RQ4: What are the perceived difficulties in the automation
process in development and production environments?

Answering RQ1 is important for understanding the strate-
gies practitioners leverage to mitigate the differences be-
tween the development and production environments. In par-
ticular, knowing that the DevOps culture is an important tool
to decrease the silos between the infrastructure and develop-
ment teams (Mazyar, 2018), we sought to answer this ques-
tion with professional perspectives available in the GL.
Answering RQ2 is relevant to understanding the efficacy

of the strategies in reducing the differences between the de-
velopment and production environments. Our study aims to
identify potential gaps in the strategies found and identify
opportunities for improvement by examining their effective-
ness.
AnsweringRQ3 allows us to understand the potential ben-

efits of using automation to configure development and pro-
duction environments. By investigating the benefits derived
from automation, the study aims to uncover the tangible out-
comes and value propositions associated with implementing
automated processes in software configuration.
Finally, answering RQ4 is appropriate for researchers and

practitioners to comprehend the potential open challenges for
a seamless replication of development and production envi-
ronments. The expected outcomes of this question aim to in-
clude a deeper understanding of the barriers to successful au-
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tomation, insights into common challenges encountered by
software teams, and recommendations for overcoming these
difficulties to streamline the automation process effectively.

4 Research Method
To address our research questions, we conducted a Rapid
Review (RR) (Cartaxo et al., 2018) of Grey Literature
(GL) (Garousi et al., 2019) for data collection, in conjunction
with a Thematic Analysis (Cruzes and Dyba, 2011) for data
analysis. We refer to our set of references as R1–R110. Fig-
ure 2 provides an overview of our research method, which
involves five main steps: search process, source selection,
study quality assessment, data extraction, and data synthesis.
We conduct a Grey Literature Review (GLR) for this

study due to three important reasons. Firstly, as mentioned
by Kamei et al. (2020, 2021), a GLR is appropriate due to
the nature of the research topic since it contains reports, work-
ing papers, and industry publications, frequently containing
insights and strategies that may not be found in conventional
academic literature. Given the focus on solutions for soft-
ware development challenges, tapping into GL documents
was essential. Secondly, we decided to initiate a GLR instead
of a Systematic Literature Review (SLR) because our objec-
tive was to capture current, practical insights and strategies
that are actively being used in the industry but may not yet
be fully documented or validated in peer-reviewed academic
literature. By using this method, we were able to gather in-
novative techniques and new patterns Finally, conducting
interviews alone may not have provided a comprehensive
overview of the diverse strategies employed in the industry
to mitigate configuration differences. By leveraging a GLR,
the study could collect a wide range of documented strategies
and insights from various documents, improving the richness
and depth of the findings.
In addition, gathering timely and relevant insights from

the industry was the motivation behind the decision to ini-
tiate an RR, especially in a field that is changing quickly
like software development. Traditional SLRs require an ex-
tended period, and at the time results have been published,
they may not be recent. By choosing an RR, we hope to cap-
ture the most recent practices and challenges that practition-
ers are facing, making the insights offered both pertinent and
useful. This method makes it possible to apply research re-
sults more quickly in practical contexts, which is very helpful
for our target audience of software developers and DevOps
professionals who need fast solutions. Because of this, the
RR methodology was required to keep up with the industry’s
rapid changes and the pressing need for practical ways to mit-
igate configuration differences.

4.1 Search Process
According to Garousi et al. (2019), the definition of search
terms to be used in search engines needs special considera-
tion due to the general lack of consistency in SE terminology
and the possibility that this issue could even be more serious
for the GL. Therefore, we followed their recommendation to
perform an informal pre-search to find different synonyms

1. Data Collection

1.1 Search Process

1.2 Source selection
process

2. Study quality
assessment

3. Analyzing the data

3.1 Data extraction

3.2 Data synthesis

Figure 2. Research workflow.

for specific topics and consult bodies of knowledge, such as
the SWEBOK for SE in general terms.We followed the proto-
col proposed by Cartaxo et al. (2018) to perform the RR, i.e.,
we must address two main concerns here: where to search
and when to stop the search procedures. To gain insights into
our specific search process and query strings, refer to the
sheet named “String Query” and “Systematic Mapping” in
our spreadsheet dataset (Nazário et al., 2024).

4.1.1 Where to search

Aiming to carefully identify platforms, databases, and
archives that are most likely to yield valuable GL, we con-
sidered using all the approaches suggested by Garousi et al.
(2019) as input in our research. However, in the end, we did
not use the “Contacting individuals directly or via social me-
dia” approach since we did not see the need for that.
General web search engines play a crucial role in the re-

search process, involving using relevant terms and phrases
associated with the research topic. Platforms like Google pro-
vide a gateway to the vast information available online. How-
ever, employing effective search strategies becomes essen-
tial to filter and select high-quality, pertinent documents from
this extensive data pool.
Another avenue for exploration is the examination of ref-

erence lists within existing documents, websites, and articles.
This approach adds depth to the research by uncovering in-
terconnected documents and establishing a comprehensive
understanding of the subject.
In addition to general searches, specialized databases, and

websites offer a more structured and organized approach to
accessing reports and documents related to software compa-
nies’ strategies for configuration mitigation.

4.1.2 When to stop the search

Our search process involved considering the top 100 search
engine hits as a pragmatic stopping condition based on the
likelihood that these top results would contain high-quality,
authoritative, and well-cited documents. Figure 3, summa-
rizes the RR process executed in this study, which we de-
scribe next. In the first round, the first author analyzed the
document title and keywords and excluded those that did not
meet the criterion defined. In the second round, the first au-
thor analyzed the document resumes when available. In the
third round, the first author analyzed the entire document con-
tent and excluded those that could not answer any research
question. In the fourth round, the first author performed a
snowballing process when it was available to avoid possible
missing documents as recommended by Wohlin (2014).
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The last author supervised all these rounds to avoid bias in
the selection. This approach was made to guarantee that the
selection process remained impartial and free of any potential
biases that might have affected the initial author’s judgments.
By adding another level of examination and objectivity, hav-
ing the final last author monitoring the entire process was
intended to improve the selection process’s reliability and in-
tegrity.

Search Result

1st Round

2nd Round

3rd Round

Title and Keywords

Abstract

Full Paper

4th Round

Snowballing

Figure 3. RR Procedure.

4.1.3 Document Selection Process

The source selection criteria are intended to identify docu-
ments that provide direct evidence about our research ques-
tions. It comprehends the definition of inclusions and ex-
clusions criteria. These criteria were also applied when per-
forming the forward and backward snowballing sampling
method (Wohlin, 2014). This resulted in the following inclu-
sion and exclusion criteria:
We include documents that openly discuss software com-

panies’ or professionals’ strategies to mitigate configuration
differences between development and production environ-
ments. We include documents that are relevant to the study,
such as materials published within the last ten years, as they
are more likely to reflect recent trends and best practices. Our
documents are written in English, Portuguese, or Spanish.
We exclude documents that do not provide specific infor-

mation on the strategies used to mitigate configuration dif-
ferences between development and production environments.
We also exclude significantly outdated documents, as they
may not reflect current industry practices and trends. Finally,
we excluded documents that would require some payment
for access.

4.1.4 Study quality assessment

According to Garousi et al. (2019), the quality assessment of
documents is about defining the scope towhich a document is
valid and free of bias. Unlike traditional peer-reviewed litera-
ture, GL tends to be more eclectic and less controlled. There-
fore, the quality of GL is frequently more laborious to assess.
A variety of models exist for the quality assessment of GL

documents. The adoption of Garousi’s study quality assess-
ment checklist (Garousi et al., 2019) in this research study
was driven by its established framework, comprehensivemet-
rics, relevance to GL, promotion of consistency and compa-
rability, validation and reproducibility, the requirement of
guidance for researchers, and enhancement of methodolog-
ical robustness. We marked each quality assessment metric
as “1” if the document satisfied it and “0” otherwise. Next,
we present the metrics we used to assess the quality of the
references.

• Authority of the producer. It assesses the credibility of
the entity or individual responsible for creating the GL.
High authority suggests that the document is reputable,
reliable, and likely to provide trustworthy information.
For example, a report produced by a well-known re-
search institution may be considered authoritative.

• Methodology. It examines the research methods, pro-
cesses, and data collection techniques employed in pro-
ducing the GL. A robust and well-documented method-
ology improves the document’s reliability and is valu-
able for understanding how the information was ob-
tained.

• Objectivity. It assesses whether the GL documents
carry a neutral and unbiased perspective. Objective doc-
uments deliver information without significant bias or
opinion, which is critical for research validity.

• Date. It evaluates the recentness of the GL. Typically,
more recent documents are preferred, especially in fast-
evolving fields, as they likely reflect current trends,
practices, and knowledge.

• Position w.r.t. Related Sources. It concerns assessing
how the GL documents relate to existing or related doc-
uments. Understanding its position within the literature
landscape is essential for evaluating its contribution.

• Novelty. It assesses whether the GL documents present
new ideas, concepts, or findings not widely documented
in existing literature. Novel documents can be benefi-
cial for advancing research.

• Outlet Type. The kind of outlet or publication medium
for the GL document is considered. Counting on the re-
search context, certain outlets, such as government re-
ports, industry publications, or academic working pa-
pers, may be selected for their reliability and relevance.
It also is organized into three tiers.

• Impact. It analyzes the influence or significance of the
GL document in the field. High-impact documents are
indicative of valuable contributions.1

After collecting the metrics, we must aggregate them into
a single metric. This requires a normalization process to en-
sure that each metric contributes meaningfully to the overall
assessment. We used Z-score normalization (Patro and Sahu,
2015) for such aggregation, transforming each metric into a
standard score and then combining them into a single com-
posite metric.
Once the impact metrics have been normalized, they can

be aggregated by simply taking the normalized values’ av-
1For counts of social media shares, we used

http://www.sharedcount.com. For the other counters, we used
http://www.seoreviewtools.com/valuable-backlinks-checker/
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erage. A higher Z-score indicates that the GL has an above-
average impact compared to the average and standard devia-
tion across these metrics. Finally, we provide notes for each
row for justifying each criterion. The sum of the criteria and
the last normalized values (between 0–1) show the quality
assessment outcome for each GL document, out of a total
quality score of 20 (the total number of individual criteria).
Ultimately, all normalized document values averaged 0.46,
representing a mid-average impact. The sheet named “GL
Quality” in our dataset (Nazário et al., 2024) presents this
data. Our data collection procedures resulted in 110 GL doc-
uments.

4.2 Analyzing the data
In this section, we detail our data analysis procedures, which
involve steps from data extraction to data synthesis. To gain
insights into our specific data analysis procedures, includ-
ing examples, refer to our spreadsheet dataset (Nazário et al.,
2024).

4.2.1 Data extraction

The documents in our pool were examined with no particu-
lar RQ in mind, aiming only to collect both quantitative and
qualitative data. However, we were unable to answer each
RQ based on the incomplete extracted data, necessitating fur-
ther work to examine, read, and extract the missing data from
the codes and themes once more.
According to Ogawa and Malen (1991), since documents

in the GL are frequently written for non-academic purposes
and audiences and because documents often address differ-
ent aspects of a phenomenon with diverse degrees of dili-
gence, it is paramount that researchers record the purpose
and specify the coverage of each GL document. These items
were also in our quality assessment checklist in Section 4.1.4.
Still, Garousi and Felderer (2017) experienced that GL doc-
uments have a less standardized structure than formal liter-
ature. Therefore, it is helpful to include “traceability” links
(i.e., comments) in the data extraction form to point to the
exact location in the GL document where the extracted infor-
mation was located.We have created spreadsheets (hosted on
Google Docs) with direct traceability to GL’s research ques-
tions in mind, based on Garousi and Felderer (2017) recom-
mendations to make the design of data extraction forms eas-
ier. It is available in the sheet named “Systematic Mapping”
in our spreadsheet dataset (Nazário et al., 2024).
The Row ID column provides a unique identifier for each

entry in the table. This identifier is used to reference the entry
within the table and to link it to other documents. It can ap-
pear repeatedly to represent other column values associated
with the same code entry. The Source of Search (SS) column
refers to a unique row identifier from Table 1, where a partic-
ular GL document was retrieved or identified. It can refer to
only one row identifier. The RQ1 column refers to a unique
row identifier associated to the RQ1. It can refer to only one
row identifier. TheRQ2 column refers to a unique row identi-
fier fromTable 5 associatedwith RQ2. It can refer to only one
row identifier. TheYear column indicates the year of publica-
tion of the document. This information can be used to assess

the currency of the information in the entry. Sometimes, the
year of publication is not visible. For these entries, we used
the following sites to discover them: https://archive.org/web/
and https://carbondate.cs.odu.edu/. The Tier column repre-
sents the level of importance of the entry. The tiers range
from 1 to 3. The Note column provides additional informa-
tion about the entry, such as specific quotes or relevant key-
words. This information can help to further clarify the rele-
vance of the entry to the research questions.

4.2.2 Data synthesis

We employed a mixed-method approach based on qualitative
and quantitative data analysis methods. We follow a qualita-
tive approach through Thematic Analysis Cruzes and Dyba
(2011) to analyze our data. This procedure could be summa-
rized as follows: Extract data, Code data, Translate codes into
themes, Create a model of higher-order themes, and Assess
the trustworthiness of the synthesis. To complement this qual-
itative analysis, we used descriptive statistics to discuss the
frequency and distribution of the data.

4.2.3 Extract and Code data

During this process, we created one global artifact, the
comparison sheet, to keep all the codes. The first author
analyzed the documents from GL while discussing perti-
nent codes with the last author. All the initial codes, open
coding, axial coding, and selective coding are available in
the sheet named “Thematic Analysis” in our spreadsheet
dataset (Nazário et al., 2024). Also, see Figure 4.

1. Data Collection. We extracted relevant text segments
or passages from the GL pertinent to our research ques-
tions.

2. Open Coding. It involves breaking down the data into
smaller units and assigning initial codes based on their
content. We conducted open coding by thoroughly read-
ing the documents and identifying 40 initial codes.

3. Axial Coding. Concerns identifying relationships be-
tween categories and subcategories. We performed ax-
ial coding to explore relationships and connections be-
tween the initial codes. We identified 19 categories of
codes.

4. Selective Coding. Includes selecting the most signifi-
cant categories and subcategories to develop a coherent
narrative or theoretical framework. We decided to keep
only the codes with more than ten percent relevance
and codes that focus on core categories that represent
the main focus of the study, resulting in 15 refined cat-
egories of codes. We filled the cells with concise state-
ments, with columns representing participants and rows
representing the summarized codes as we show in Ta-
ble 2.

Table 1. Types of Source of Search.

Row ID Source of Search (SS) Meaning

1 Contacting individuals directly DM/Email/Tweet
2 General web search engines Google/Blog
3 Reference lists and backlinks Snowball method
4 Specialized databases and websites StackOverflow/Forum
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5. Analysis and Interpretation.We analyzed the coded data
to draw conclusions and insights into the benefits and
difficulties associated with different strategies for man-
aging configuration differences between development
and production environments in software development.

Open Coding

Axial Coding

Selective Coding

Data Analysis

Insights and
Conclusions

Figure 4. Extract and Code data.

4.2.4 Translate codes into themes and Create amodel of
higher-order themes

Translating codes into themes essentially involves under-
standing how the various codes from Table 2 might come
together to generate a larger theme. The authors searched for
patterns, relationships, and similarities among the codes be-
fore classifying them into themes. These theme names were
chosen with the intention that they should convey the over-
arching concept that “connects” the set of codes contained
inside them. The procedure came to an end when the authors
covered all the potential themes that had emerged from the
data. The generated themes are listed and discussed below:
The theme Access Control and Security deals with con-

trolling access privileges in various contexts. It concerns data
protection and security. Access control is essential for pre-
serving the accuracy and security of data and making sure
that only people with the proper authorization may access
the environments. This theme is associated with the code: Ac-
cess restriction between environments.
The themeData andEnvironmentManagement focuses

on whether data and settings are consistent or inconsistent
across various environments inside a system. It addresses
the necessity for preserving data integrity and making sure
that settings are consistent across environments. This theme
is associated with the following codes: Consistency of data
and settings between environments, Dependencies between
environments along the pipeline, Inconsistency of data and
settings between environments, and Lack of visibility into
changes.
The theme Infrastructure Provisioning concentrates on

the techniques and tools used to set up and manage the infras-
tructure required for software development and deployment
are referred to as infrastructure provisioning. Infrastructure

Table 2. GL selective codes sorted by their descending average of
occurrences.

Codes AVG (%)

Time-saving 85,00
Automated Infrastructure Provisioning 66,06
Dependencies between environments along the pipeline 61,82
Inconsistency of data and settings between environments 60,45
Access restriction between environments 55,76
Consistency of data and settings between environments 48,18
Monitoring Mechanisms 36,82
Infrastructure Manual Provisioning 28,64
Control of financial expenses 25,91
Lack of visibility into changes 25,91
Technical debt 25,91
Reduced manual effort and errors 18,64
Build Validation Mechanisms 16,36
Team communication mechanisms 15,91
Well-defined scope of action between teams 14,09

provisioning for the development, testing, and deployment
environments is included, both manually and automatically.
Because it affects the consistency and dependability of the
environments, infrastructure provisioning is directly related
to data and environment management, as well as validation
and quality assurance. This theme is associated with the code:
Automated Infrastructure Provisioning, Infrastructure Man-
ual Provisioning, and Reduced manual effort and errors.
The theme Monitoring and Performance emphasizes

that monitoring systems are necessary for keeping track of
and evaluating the functionality and state of the system or ap-
plication. Since monitoring offers insights into data and envi-
ronment management, validation, teamwork, infrastructure
provisioning, and access control, it connects to every other
subject. It supports problem identification, performance op-
timization, and system integrity, and is associated with code
Monitoring Mechanisms.
The theme TeamCollaboration and Communication fo-

cuses on effective team collaboration and communication.
Each team’s scope of work must be well-defined, collabora-
tion must run smoothly, and teams must not be kept apart
from one another. To successfully solve issues with data
and environment management, validation, and infrastructure
provisioning, collaboration and communication are essential.
Related codes are Team communication mechanisms, Time-
saving, and Well-defined scope of action between teams.
The theme Validation and Quality Assurance encom-

passes validation procedures and technical debt management
that typically refers to compromises made during the soft-
ware development process that may impact the overall qual-
ity, maintainability, and efficiency of the codebase. As it
involves procedures and methods to guarantee the quality,
correctness, and dependability of the system or product be-
ing built, it is strongly tied to data and environment man-
agement. Validation aids in locating and resolving problems
with data and environment consistency. This theme is related
to code: Build Validation Mechanisms, Control of Financial
Expenses, and Technical Debt. All these themes are available
in the sheet named “Thematic Analysis” in our spreadsheet
dataset (Nazário et al., 2024).
These themes that surfaced could be investigated and an-

alyzed further to create a model consisting of higher-order
themes and the associations among them.
Presenting the study’s findings coherently and logically re-
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quires the classification of themes and second-order themes.
We intended to provide a more structured framework that
permits a better understanding of the complex relation-
ships between the different elements affecting SCM in soft-
ware development by establishing these categories. The
second-order themes explore specific elements of the pri-
mary themes, allowing a more comprehensive examination,
while the primary themes indicate broad areas of concern. In
addition to helping determine patterns and correlations in the
data, this hierarchical approach enhances the clarity of the
findings, which makes it simpler for researchers and prac-
titioners to apply what they have learned into practice. In
the end, this classification helps to show how many methods
and practices are related to one another, highlighting the ne-
cessity of a comprehensive approach to successfully manage
configuration differences. As such, we grouped the previous
themes into two new ones: Data Governance and Manage-
ment and Operational Efficiency and Effectiveness.
The second-order theme Data Governance and Manage-

ment focuses on organizations that assure the availability,
correctness, integrity, and security of data by putting effec-
tive data governance and management procedures into place.
This encourages productive and efficient operations by sup-
plying trustworthy data for decision-making, process opti-
mization, and performance monitoring. This is associated
with the following categories: Access Control and Security,
Data and Environment Management, Validation and Quality
Assurance.
The second-order theme Operational Efficiency and Ef-

fectiveness concentrates on access to high-quality data that
is essential for organizations to improve operational success
and efficiency. Consistent, accurate, and secure data man-
agement is ensured by effective data governance and man-
agement. This makes it possible to reduce procedures, im-
prove workflows, and make wise decisions, which results
in operational excellence. This is linked to the following
themes: Infrastructure Provisioning, Monitoring and Perfor-
mance, Team Collaboration and Communication.

Data-Driven
Operational Excellence

Data Governance and
Management

Operational Efficiency
and Effectiveness

Data and Environment
Management

Validation and Quality
Assurance

Access Control and
Security

Team Collaboration and
Communication

Infrastructure
Provisioning

Monitoring and
Performance

Figure 5.Model of higher-order themes.

Indeed, these second-order themes are interdependent and
symbiotically related: Operational Efficiency and Effective-

ness reinforce the need for efficient data governance pro-
cesses, while Data Governance and Management lay the
groundwork for these operational outcomes. Consequently,
we decided to group them into a single theme named Data-
Driven Operational Excellence. The final structure can be
seen in Figure 5. The theme of Data-Driven Operational
Excellence emphasizes how crucial it is to use efficient data
governance and management procedures that improve an or-
ganization’s operational effectiveness. All these higher-order
themes are available in the sheet named “Thematic Analysis”
in our spreadsheet dataset (Nazário et al., 2024).

4.2.5 Assess the trustworthiness of the synthesis

Ensuring the results are trustworthy and accurately reflect
the perspectives of the reviewed documents is essential. Al-
though formal peer review is typically absent from grey liter-
ature, we emphasize that our research makes an effort to re-
ceive an extensive review to ensure its trustworthiness Guba
(1981). We used a number of important methods to con-
firm the themes’ accuracy and make sure they matched the
perspectives provided in the documents. Initially, the data
were carefully and systematically analyzed Cruzes and Dyba
(2011) to identify themes, patterns, and connections that ac-
curately represented the conclusions obtained from the grey
literature. Both the first and last authors independently re-
viewed the data during the coding and theme development
phases, permitting a comparison of interpretations and the
identification of any potential biases. By collaborating, it was
possible to make sure that the themes were deeply based on
the data rather than being shaped by individual opinions. The
themes and their consistency with the source material were
also discussed during the peer debriefing process, in which
we participated. This phase performed an essential part in val-
idating the interpretations’ accuracy and enhancing the find-
ings’ credibility. Through the use of these rigorous validation
methods, we aim to increase the credibility of our findings
and offer reliable insights into the approaches for configura-
tion difference mitigation.

4.2.6 Results of the GLR

In this section, we summarize the key findings from our GLR,
including the number of documents selected, the strategies
identified for mitigating configuration differences, and the
frequency of citations for each strategy. A total of 110 doc-
uments were selected for analysis in this GLR. These doc-
uments were obtained from various grey literature outlets,
including blogs, technical reports, and industry publications,
ensuring a comprehensive representation of current practices
in software development. Through our analysis, we identi-
fied nine distinct strategies employed by software develop-
ment teams to mitigate configuration differences between de-
velopment and production environments. Table 3, presents
the strategies that were found, and the number of documents
that cite each strategy. We detail all strategies in the follow-
ing sections, which give answers to our research questions.
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Table 3. Frequency of citations of the strategies.
Strategies Cited

Automated Deployment Pipeline 13
Build Profiles Management 10
Configuration Management Plans 12
Database Table Configuration 11
Manual Configuration 12
Operating System Configuration 13
PaaS Deployment 16
Web Server Configuration 6
Secrets Management Platform 17
TOTAL 110

5 RQ1 –What are the strategies taken
to mitigate differences between the
development and production envi-
ronments?

Table 4 summarizes the strategies that emerged during our
research. Our initial themes do not sufficiently represent this
research question to provide comprehensive insights, it was
necessary to conduct a new round of derived themes specific
to answer this question from the theme tree. It involved re-
visiting the second-order themes with a fresh perspective that
could represent our developed concept of strategy. The strat-
egy was defined as a planned approach aimed at reducing
differences between development and production environ-
ments. It typically involves a combination of practices, tools,
and configurations that ensure better alignment, and fewer is-
sues whenmoving software from development to production.
These new strategy themes were independently created by
the first author and reviewed by the last author to be con-
trasted and discussed. It was not necessary to do any kind of
additional iteration or adjustments.

1. Theme - Data Governance and Management
(a) Automated Deployment Pipeline.
(b) Build Profiles Management.
(c) Configuration Management Plans.
(d) Database Table Configuration.
(e) Manual Configuration.

2. Theme - Operational Efficiency and Effectiveness
(a) Secrets Management Platform.
(b) Operating System Configuration.
(c) PaaS Deployment.
(d) Web Server Configuration.

Table 4. Average of adoption for the Types of Strategies with their
frequency

Types of Strategy Frequency AVG (%)
Automated Deployment Pipeline 13 11,82
Build Profiles Management 10 9,09
Configuration Management Plans 12 10,91
Database Table Configuration 11 10,00
Manual Configuration 12 10,91
Operating System Configuration 13 11,82
PaaS Deployment 16 14,55
Secrets Management Platform 17 15,45
Web Server Configuration 6 5,45

The Automated Deployment Pipeline strategy involves
a series of automated stages. It is often integrated with a con-
tinuous integration and continuous delivery (CI/CD) system.

It includes the building phase that takes the code to be com-
piled or interpreted and transformed into deployable artifacts.
The testing phase executes tests to ensure software function-
ality and quality. The deployment phase delivers the software
to be automatically deployed to the target environment. It
has several advantages. The pipelines enable the automatic
testing of configurations, reducing the risk of human error
and ensuring that configurations are properly tested before
deployment. These pipelines make it possible to automate
the deployment process, allowing teams to quickly and eas-
ily deploy updates to environments. It allows teams to col-
laborate more effectively, as they can easily view and review
changes to configurations. For example, the document R1 de-
clared: “Teams I work with use pipelines for infrastructure
for the same reasons that development teams use pipelines
for their application code. It guarantees that every change
has been applied to each environment and that automated
tests have passed. We know that all the environments are de-
fined and created consistently.”. Nevertheless, this strategy
has a few disadvantages. The pipelines can be complex and
difficult to manage, especially for teams with limited tech-
nical expertise. Integrating it with existing systems can be
challenging, requiring time and resources to ensure that ev-
erything is working as expected. The pipelines require contin-
uous maintenance, as new software versions are released and
bugs are discovered. For example, the document R6 declared:
“However, unnecessary job run consumes a lot of resources
like time and money. The resources, tools, and infrastructure
needs can often add up to the project costs. This can slow
down the processes/hamper development if developers and
executives are not guided/trained properly. Therefore, it is
significant to maintain a constant frequency between execut-
ing continuous integration job and utilizing resources.”.
The Build Profiles Management strategy includes con-

figurations or sets of instructions that specify how the soft-
ware should be built for different environments or scenar-
ios. This strategy involves defining and maintaining these
profiles, ensuring consistency and efficiency across various
environments. It has several advantages. It ensures that con-
figurations are consistent across all environments, reducing
the risk of inconsistencies and errors. It automates the pro-
cess of configuring environments, which makes it easier to
repeat the process, and reduces the chances of manual errors.
It makes the process of updating configurations faster and
more efficient. For example, Apache Maven structures this
strategy into profiles that contain all the application configu-
rations per environment. Once specified the profile, it selects
and merges the configurations at build time, guaranteeing
that all configurations will be there. For example, the doc-
ument R15 stated: “The profiles help to execute specific el-
ements of the build when we need them. This optimizes our
build process and helps to give faster feedback to develop-
ers.”. Nevertheless, this strategy has a few disadvantages.
It requires specialized knowledge and technical expertise. It
can need regular maintenance and support, which might put
a heavy burden on IT workers. It imposes a complete rebuild
of the application to apply changes in configurations. For ex-
ample, the document R22 declared: “Maven needs the maven
installation in the system for working and maven plugin for
the IDE. If the maven code for an existing dependency is
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not available, then one cannot add that dependency using
maven.”.
The Configuration Management Plan (CMP) strategy

involves the development and implementation of compre-
hensive plans and processes to manage and control software
configurations throughout the development and deployment
life-cycle. It encompasses documenting and tracking config-
uration items, establishing version control, defining change
management procedures, and ensuring adherence to config-
uration standards. It has several advantages. It confirms that
all configurations are consistent, ensuring that the same stan-
dards are used for different environments. It provides a way
to track changes made to configurations, making it easier to
find out the root cause of problems and resolve them. It is
necessary to meet regulatory compliance requirements, such
as ISO 27001, PCI DSS, and others. It can help teams collab-
orate better, as everyone knows exactly what to do and how
to do it. For instance, these plans in theAnsible tool are called
Playbooks and the elements of this plan are called tasks. As
a result, teams could quickly assess the present state of the
environment and decide what adjustments will be necessary.
For example, the document R23 announced: “Without the
definitions in the CMP, your staff will probably document as
they see fit. However, the goal must be a uniform standard
that everyone can follow.”. Also, document R26 declared:
“...configuration data is critical when it comes to the oper-
ations phase of the DevOps cycle. It’s easier to understand
the impact of configuration management by first examining
what would occur in its absence.”. Yet, this strategy has sev-
eral disadvantages. It requires dedicated resources, such as IT
staff and specialized software. Developing and implement-
ing it can be time-consuming, which may reduce the time
available for other relevant tasks. It can be rigid and inflex-
ible, making it difficult to adapt to changing requirements
or needs. Sometimes plans can be complex to understand,
making it difficult for people to use them effectively. For
example, the document R25 declared: “However, a collec-
tion of independently-produced CM Plans accommodating
the requirements of each site or contract rarely results in a
harmonized CM strategy and plan that addresses the larger
needs and risks of the enterprise as a whole, including all
the future business uncertainties, while leveraging its core
strengths which they sell to their customers.”.
The Database Table Configuration strategy involves

managing and configuring database tables to ensure consis-
tent and efficient storage of data within a software applica-
tion. It focuses on designing and structuring database tables
to alignwith the application’s data requirements and business
logic. It has several advantages. Since it can handle large
amounts of data, making it suitable for large organizations
with complex infrastructure. The configuration data can be
stored in a centralized location, making it easier to manage
and track changes by multiple teams, departments, and appli-
cations, which can help improve collaboration and communi-
cation. The changes to the configuration table can be tracked
and audited, which can help maintain security and regulatory
compliance. For example, the document R35 declared: “Put
in these terms, it’s pretty obvious that database solutions start
to really dominate text (content) the moment a config file
leaves the context of a single computer and needs to be man-

aged by multiple users.”. However, this strategy has several
disadvantages. It can increase the complexity of managing
data, especially for organizations without dedicated database
administrators. If the database already stores large amounts
of configuration data, it can result in performance overhead,
which can impact the speed and responsiveness of the con-
figuration table. For instance, the document R35 declared:
“When configuration becomes data — it hurts... At some
point, when there are more VMs than story points in your
next sprint, their management stops being configuration and
becomes data... Data, which may change quickly and at any
time... should instead live in its ancestral home, a database”.
This supports the idea that having a lot of configuration data
stored in a database can cause overhead and affect system re-
sponsiveness by showing the performance problems that oc-
cur when configuration data grows. Integrating configuration
data with additional applications can be challenging, espe-
cially when different databases and systems are involved. In-
consistent data can lead to unanticipated behavior and errors.
For example, the document R45 declared: “It really depends
on your application. Storing the settings in the database has
several disadvantages: Relies on database connection and
Overhead when reading from database.”.
The Manual Configuration strategy involves managing

configurations manually. This represents the cases where the
resources do not take advantage of any automation tool or
standardization method to alter configuration files. It has sev-
eral advantages. Manually managing configurations allows
for greater flexibility in customizing and adjusting configura-
tions to meet specific needs. By manually managing config-
urations, workers get hands-on experience with the config-
uration process, which increases their knowledge and abil-
ities. When configurations are managed manually, people
may spend time reviewing and validating each configuration
change. However, this strategy has several disadvantages. It
can be a time-consuming process, particularly in larger orga-
nizations where there are many configurations to manage. It
is often inconsistent due to human error or oversight. It can
be inefficient, particularly when compared to automated solu-
tions that can manage configurations more quickly and accu-
rately. It is not easily scalable, making it difficult to manage
configurations in larger organizations or in rapidly growing
businesses. For example, the document R49 declared: “Man-
ual case management comes with its own list of issues and
limitations. Businesses that use manual and outdated meth-
ods to handle their cases and incidents struggle with consis-
tency and overall productivity.”. In another example, the doc-
ument R49 informed that: “This is an area of concern when
it comes to manual methods—the sheer complexity makes it
difficult to keep track of who’s working on what. With the lack
of visibility, managers may not be able to gauge progress or
make an estimation of when the case will most likely be re-
solved. And this can greatly impact the overall experience
the customer has with the organization.”.
The Operating System Configuration strategy includes

adjusting system parameters, enabling or disabling specific
features, managing user access and permissions, setting up
security measures, and optimizing resource allocation to
meet the requirements of the software application through
operating system (OS) settings. It has several advantages.
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It is portable across different operating systems and envi-
ronments, making it easier to maintain the same configura-
tion values. Once the configuration can be kept consistent
by using the same set of variables across several systems, it
is consistent. It can be automated by scripting or program-
ming the modification of these variables, making it easier
to manage large-scale changes. For example, the document
R60 affirmed: “Using environment variables is one tech-
nique to make your app easier to configure by separating in-
frequently changing data from your code.”. Nonetheless, this
strategy has disadvantages. It is a possible security risk be-
cause anyone with sufficient privileges can access it in plain
text. Managing these variables can become complex, espe-
cially in large organizations with multiple systems and envi-
ronments without an automation tool. For example, the doc-
ument R61 declared: “If you make one small mistake some-
where between tens or hundreds of lines of environment vari-
ables, the entire file might not be parsed, and your program
will throw unrelated errors throughout.”. Although the appli-
cation deployment landscape has been completely changed
by containerization using tools like Docker, which encapsu-
lates applications and their dependencies in a standardized
environment, this strategy can be successfully incorporated
into Docker containers. ThroughDockerfiles, developers can
define these environment variables directly within the con-
tainer configuration by utilizing Docker’s ability to modify
the underlying operating system settings. This ensures that
the application running in a container not only functions con-
sistently in different environments but also follows the ap-
propriate configurations for the operating system to achieve
the greatest security and performance.
The Platform as a Service (PaaS) Deployment strategy

involves leveraging a local or cloud-based platform to de-
ploy and manage software applications. It eliminates the
complexities of infrastructure management by providing pre-
configured and scalable infrastructures. Developers package
their applications into containers or code bundles and deploy
them onto the PaaS platform, which handles the provision-
ing and management of the underlying infrastructure. It has
several advantages. It allows organizations to scale their in-
frastructure as needed, making it easier to manage config-
urations across different environments. It is designed to be
user-friendly, so even non-technical staff can manage con-
figurations without needing in-depth technical knowledge.
It often comes with built-in automation tools that stream-
line the process of managing configurations, reducing the
risk of human error. It can be more cost-effective than other
options for managing configurations, as they mitigate the
need for in-house infrastructure and technical staff. For exam-
ple, the document R73 declared: “PaaS platforms allow you
to spend more time productively, instead of spending hours
building your server.”. As another example, document R74
declared: “PaaS tools also allow businesses to analyze their
data, access business process management (BPM) platforms,
add communication features to applications and maintain
databases.”. Regardless, this strategy has several disadvan-
tages. It may not offer the level of customization that orga-
nizations need to meet their specific requirements, leading
to limitations in their ability to manage configurations effec-
tively. It may not provide the level of security required to

protect sensitive configuration data, which can be a concern
for organizations dealing with confidential or regulated data.
It is dependent on the provider for updates, maintenance, and
support, so organizations must trust their provider to main-
tain the quality of their service. It can be difficult to switch
from once implemented, meaning organizationsmay become
locked into a particular provider and their offerings. For ex-
ample, the document R74 declared: “There are always two
sides to every story. While it’s easy to make the case for PaaS,
there’s bound to be some challenges as well. Vendor Depen-
dency: Very dependent upon the vendor’s capabilities. Risk
of Lock-In: Customers may get locked into a language, in-
terface or program they no longer need. Compatibility: Dif-
ficulties may arise if PaaS is used in conjunction with ex-
isting development platforms. Security Risks: While PaaS
providers secure the infrastructure and platform, businesses
are responsible for security of the applications they build.”.
The Secrets Management Platform strategy is a special-

ized software designed to securely store, manage, and control
access to sensitive information such as passwords, API keys,
and encryption keys. It plays a crucial role in safeguarding
sensitive data by providing centralized storage, access con-
trols, and audit trails. It can be seamlessly integrated with
developer workflows, these platforms support a secure and
smooth transition from development to production, fostering
a more robust and manageable software development lifecy-
cle. For example, the document R94 affirmed: “It is impor-
tant to use secure secret’s management practices, such as
storing secrets in a secure, centralized location, and using
encryption, access controls, and audit logs to manage access
and usage.”. However, providing a secure means of handling
sensitive information comes with inherent challenges like
Vendor lock-in and regulatory compliance challenges must
be addressed, and adapting legacy systems to new SMPs
may be difficult. For example, the document R109 declared:
“Yeah, so it depends on– so from my experience there are
still a lot of organizations that are doing traditional On-
Premises legacy IT, right? So their passwords are still very
static. They’re not as dynamic. And so they still have to work
that. Like you said, they’re still working on very monolithic
applications.”.
TheWeb Server Configuration strategy involves setting

up and customizing web servers to manage the credentials
of accesses, server settings, and web security measures to
meet the specific requirements of the application. It has sev-
eral advantages. The configuration data stored on the Web
Server is easily accessible by multiple applications and ser-
vices, making it a convenient solution for managing config-
urations. It can easily handle numerous requests, making it
a scalable solution for managing configurations. Due to the
configuration files being saved on a server that can be quickly
updated. For example, Apache Tomcat has a feature named
JNDI Datasource that helps with this kind of configuration.
For example, the document R88 affirmed: “This helps us in
creating and using DataSource connection pool with just few
lines of configuration.”. Nonetheless, this strategy has sev-
eral disadvantages. Storing sensitive configuration data on a
remote server can be a security concern, as there is a risk
of data being intercepted or compromised. Managing and
maintaining the Web Server and its configurations can be a
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time-consuming and resource-intensive task, especially for
larger organizations without an automation tool. The config-
uration data format changes according to the HTTP Server,
and it will be necessary to rewrite to a new format in case
of migration to another HTTP Server. For example, the doc-
ument R93 declared: “First on our list is server configura-
tion issues. These issues arise when your server is not set
up correctly, making your website or service unavailable to
visitors. Examples of these issues include incorrect DNS set-
tings, proxy server misconfiguration, and misconfigured vir-
tual hosts.”.

6 RQ2 –Are these strategies sufficient
to mitigate differences between the
development and production envi-
ronments?

At first, we thought that RQ1 had provided us with a good
collection of themes regarding the steps done to mitigate dif-
ferences, but we immediately found that these themes failed
to capture the key aspects of what RQ2 was requesting. We
needed a way of illustrating the opinions expressed in the
GL documents about the effectiveness of these strategies. De-
spite being useful for RQ1, our current themes were not in-
tended to express all the details about sufficiency. We con-
sequently took the decision to write fresh codes that are ex-
clusive to RQ2. Using an inductive coding technique, we re-
turned to our GL documents and looked for any mentions or
indications of how sufficient the strategies were considered
to be. This process led us to create four new codes: Sufficient,
Insufficient, Partially Sufficient, and Not specified mea-
surements. It was not necessary to do any kind of additional
iteration or adjustments. We are aware that coming up with
new codes could appear like a strange step, particularly con-
sidering that we had already created a number of themes for
RQ1. However, we believed that this approach was needed
to fully address RQ2 and offer a comprehensive answer.
The “Sufficient” category refers to documents enforcing

that the current infrastructure management practices ade-
quately address the configuration differences between devel-
opment and production environments. These documents ar-
gue that their company’s processes, tools, and technologies
are helping them mitigate the differences and ensure their
systems are running smoothly and reliably. The “Partially
Sufficient” category refers to documents suggesting that the
current infrastructure management practices adequately ad-
dress the configuration differences. However, there are still
some areas that need improvement. The “Insufficient” cat-
egory refers to documents arguing that the current infras-
tructure management practices are not adequate in address-
ing the configuration differences, and they believe that their
company’s processes, tools, and technologies are not helping
them to mitigate the differences and ensure their systems are
running properly. The “Not specified” category refers to doc-
uments that could not provide a clear opinion on the current
infrastructure management practices, either because they are
unfamiliar with or have not seen them in practice. Table 5
summarizes the results that emerged during our GL research.

Table 5. The perception of satisfaction by employed mitigation
strategies found in GL.

Strategies Sufficient Partially
Sufficient Insufficient Not Specified

Automated Deployment Pipeline 8 3 - 2
Build Profiles Management 6 4 - -
Configuration Management Plans 8 3 1 -
Database Table Configuration 6 1 4 -
Manual Configuration 6 4 2 -
Operating System Configuration 7 6 - -
PaaS Deployment 8 8 - -
Web Server Configuration 3 3 - -
Secrets Management Platform 11 6 - -

PERCENT 63% 38% 7% 2%

The “PERCENT” row summarizes the overall satisfaction
with the mitigation strategies, showing that 59% were per-
ceived as sufficient, 32% as partially sufficient, 7% as insuf-
ficient, and 2% were not specified in the documents from
Grey Literature.
For those documents that considered the strategies insuf-

ficient, we realized that even if the strategy is good, the
way it has been applied leaves room for areas that might be
enhanced when used together with other automation tools.
These areas contribute to disappointment with the current
strategy in use. For example, the document R6 agrees with
the adopted strategy: “To sustain in today’s IT market and to
create credibility, companies will have to focus on quicker re-
lease and quality product. It is equally important to improve
or update products timely through a reliable delivery process.
In order to achieve all these, implementation of CI/CD be-
comes inevitable.”.
Furthermore, document R37 declared: “Maybe, just

maybe, there’s not a single approach to managing applica-
tions and systems that is actually “correct” at all scales.
Maybe, as much as I hate to admit it, both IaC and colorful
click-button-do-thing tools have their place in modern tech
companies. Maybe there’s a breakpoint where configuration
becomes data, after which point our lack of tight-gripped
control over configuration matters less than easy self-service
UX for users.”.

7 RQ3 – What are the perceived ben-
efits of automation in development
and production environments?

For the research questions RQ3 and RQ4, we relied on the
original thematic analysis conducted at the beginning of the
study. This initial analysis resulted in first-order and second-
order themes, as shown in Figure 5. These themes were de-
rived directly from the GL codes and represent a higher level
of abstraction and organization of the data. The strategies
theme, while valuable for RQ1, was created later in the pro-
cess and specifically for that question. They do not have the
same range of data support as the original themes, which
were derived from the comprehensive initial coding of all
the GL documents. Using the original themes for the other
research questions ensures that we’re working with a con-
sistent, well-supported set of concepts that span the entire
dataset. Furthermore, the original themes offer a broader per-
spective that would be more appropriate for answering the
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other research questions, which might not be particularly
strategy-focused but rather concentrate on additional aspects
of the relationship between the development and production
environments.
The theme Data and Environment Management deals

with the need to ensure consistency of settings across con-
texts and to protect data integrity. The related code found is
Consistency of data and settings between environments
ensures that the data and configuration settings are kept con-
sistent across different environments to avoid discrepancies
and ensure smooth operation. For example, the document R8
mentioned: “Habitat provides a uniform approach to build-
ing and deploying your application, with a final package that
can run on bare metal servers or be exported to Docker and
Kubernetes. This provides a consistent workflow that works
for running your application on any platform.”.
The theme Infrastructure Provisioning focuses on the

methods and resources needed to configure and oversee the
infrastructure needed for software development and imple-
mentation, a process known as infrastructure provisioning.
The first related code is Automated Infrastructure Provi-
sioning utilizes automation tools and processes to provision
and configure the required infrastructure resources for soft-
ware development and deployment, streamlining the setup
and management. For example, the document R81 declared:
“PaaS simply eliminates the cost and complexity of pur-
chasing, configuring, and managing the hardware and soft-
ware for developing applications. ”. The second related code
is Infrastructure Manual Provisioning do not utilize au-
tomation tools and processes to provision and configure the
required infrastructure resources for software development
and deployment. For instance, the document R52 declared:
“Manual data handling seems cheap, but it does require a
workforce, and it has a greater dependency on the profes-
sionals responsible. Admin and staff might need to work for
hours, which might not be feasible as the business grows with
time. It significantly increases staff hours which is neither
efficient nor cost-effective.”. The third related code is Re-
duced manual effort and errors refers to a code associated
to the automation of tasks and processes in order to mitigate
the need for manual intervention and decrease the likelihood
of human errors within the context of configuration manage-
ment. For example, the document R87 mentioned: ‘Develop-
ers can use IaC to create, manage, and modify infrastructure
with a few lines of simple code. By using a PaaS that offers
an easy IaC setup, developers can create and deploy appli-
cations faster and more reliably, while reducing the risk of
error and ensuring that infrastructure is always consistent
and up-to-date.”.
The theme Monitoring and Performance highlights the

need of monitoring systems for tracking and assessing the
functionality and condition of the application or system. The
related code is Monitoring Mechanisms implements sys-
tems and tools to monitor the performance, availability, and
health of software applications and infrastructure compo-
nents. For example, the document R92 mentioned: “Make
sure you use monitoring tools that boost your visibility into
the third-party service, so you don’t waste your time fixing
code if the problem lies with the server.”.
The theme Team Collaboration and Communication

emphasis on effective teamwork and communication. The
tasks assigned to each teammust be clearly defined, coopera-
tion must be seamless, and teams cannot be isolated from one
another. The related code is Time-saving. This code refers
to the perceived reduction in time and effort required to com-
plete a task or achieve a goal. For example, the document
R1 shared: “Another best advantage of CI/CD is that it pro-
vides regular maintenance and updates of the product. It en-
sures that release cycles are short and targeted, which blocks
fewer features that are not ready for release. In a CI/CD
pipeline, maintenance is typically done during non-business
hours, saving the entire team valuable time.”.
Finally, our study also reveals the theme Validation and

Quality Assurance includes validation processes and tech-
nical debt management. The related code is Build Valida-
tion Mechanisms implement mechanisms to validate the
integrity and correctness of software builds, ensuring that
they meet quality standards and are suitable for deployment.
For example, the document R16 mentioned: “Profiles allow
you to customize a particular build for a particular environ-
ment (development, testing, and production). Profiles facili-
tate portability between different build environments.”.

8 RQ4 – What are the perceived dif-
ficulties in the automation process
in development and production en-
vironments?

Similarly to RQ3, we consider the GL themes from Figure 5
and the GL codes to answer this question.
The theme Access Control and Security manages and

regulates access privileges to different settings. It is related to
the code Access restriction between environments imple-
menting measures to restrict access and control permissions
between different environments (e.g., development, produc-
tion) to maintain security and prevent unauthorized actions.
For example, the document R4 mentioned: “Development
and testing teams often have access to limited resources or
share an environment to test code changes. Sharing environ-
ments can be challenging for CD workflows.”.
The theme Data and Environment Management deals

with the need to ensure consistency of settings across con-
texts and to protect data integrity. The first related code is
Dependencies between environments along the pipeline
identifies and manages dependencies between various en-
vironments within the software development and deploy-
ment pipeline to ensure smooth progression and avoid bot-
tlenecks. For example, the document R8 declared: “We must
allow teams to construct the pipeline without worrying about
the integrations involved.”. The second related code is In-
consistency of data and settings between environments
highlights the presence of discrepancies and inconsistencies
in data and configuration settings across different environ-
ments, which can lead to issues and errors. For example, the
document R85 shared: “PaaS brings forth a treasure trove
of services and components that developers can cherry-pick
to craft their applications. However, this abundant selection
can inadvertently lead to the creation of application and data
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silos. Each service operates in its bubble, isolated from the
rest, which can hamper communication and collaboration be-
tween components. This isolation often breeds data inconsis-
tency and redundancy – a veritable headache for develop-
ers seeking to maintain a cohesive and streamlined applica-
tion.”. Another document R57 mentioned: “Configuration
items such as user accounts, compliance standards, and In-
formation Security requirements often go unconfigured or
misconfigured across operating systems, driving inconsis-
tency and increasing risk.”. Lastly, related code is Lack of
visibility into changes indicates a challenge or issue related
to the difficulty in obtaining clear and comprehensive vis-
ibility into alterations or modifications within a system or
environment. This lack of visibility might hinder effective
understanding, monitoring, and tracking of changes. For ex-
ample, the document R48 declared: “It is tremendously dif-
ficult to analyze the overwhelming amount of configuration
information separating the critical from the non-critical to
make sense of it all, and present it in a format that is precise
and actionable. Essentially, how do you build IT analytics
taking in account highly detailed change and configuration
information?”.
The theme Infrastructure Provisioning focuses on the

methods needed to configure and oversee the infrastructure
needed for software development and implementation, a pro-
cess known as infrastructure provisioning. The related code
is Infrastructure Manual Provisioning, related to the need
of set up infrastructure resources (e.g., servers, databases)
for software development and deployment. For example, the
document R49 declared: “One of the biggest drawbacks of
using manual case management tools is the lack of flexibility
and coordination they afford.”.
The theme Team Collaboration and Communication

emphasizes effective teamwork and communication. The
tasks assigned to each team must be clearly defined, coop-
eration must be seamless, and teams cannot be isolated from
one another. The first related code is Team communication
mechanisms, concerning the processes and tools to facili-
tate effective collaboration among software teams. For exam-
ple, the document R49 mentioned: “When people use differ-
ent workspace systems, collaboration becomes non-existent.
Delegation of responsibilities can prove difficult to manage
and ad-hoc tasks may involve last minute reshuffling of prior-
ities and unwanted delays.”. The second related code isWell-
defined scope of action between teams clearly defining and
communicating the areas of responsibility and authority for
different teams involved in the software development and de-
ployment process to avoid conflicts or duplication of efforts.
For example, the document R49 mentioned: “With manual
tools, the required information and data exist in silos. And
this makes it extremely difficult for case managers to access,
contextualize, and derive actionable insights without having
to refer to multiple sources and gather data.”.
Finally, the theme Validation and Quality Assurance in-

cludes validation processes and technical debt management.
The first related code isControl of financial expenses imple-
ments strategies to monitor and control the financial costs as-
sociated with software development and deployment activi-
ties. For example, the document R91mentioned: “Simply, all
the server resources become unavailable until the problem is

solved. Sometimes these downtimes can cost businesses mil-
lions of dollars.”. The second related code is a Technical
debt refers to the accumulated software development work
that needs to be addressed or improved in the future due to
shortcuts, temporary solutions, or suboptimal code. For ex-
ample, the document R8 declared: “However, insufficient ex-
pertise and inadequate training can result in several issues
in the pipeline’s implementation, such as incorrect process
automation, flawed test case development, and faulty CI con-
figuration.”.

9 Discussion

9.1 Implications of our Findings
Our findings illustrate that, while effective when used inde-
pendently, several strategies offer even greater value when
combined to provide a more comprehensive approach to re-
ducing variation in configuration between development and
production environments. Teams may handle both high-level
and granular parts of configuration management by combin-
ing strategies, ensuring that several considerations like con-
sistency, security, and flexibility are taken into account si-
multaneously.
Our results also illustrate that strategies like the CMP and

Automated Deployment Pipeline are effective when used in-
dependently, and also improve each other’s efficacy when
combined. For example, an automated deployment pipeline
makes it straightforward for code to transition from develop-
ment to production, and an organized configuration manage-
ment plan ensures that every configuration can be tracked
down and maintained properly. This combination can im-
prove software system reliability by significantly reducing
the possibility of discrepancies emerging during deployment.
Furthermore, the results of our study indicate that the

theme of team collaboration and communication contributes
to the successful implementation of the strategies. That is,
executing strategies such as Secrets Management Platform
and PaaS Deployment can be improved by implementing
efficient communication mechanisms and clearly identify-
ing roles within teams. For instance, teams who work well
together and communicate well can quickly handle config-
uration changes and other problems, making the develop-
ment process more responsive and agile. Combining these
strategies and evaluating them together enables us to deter-
mine which combinations work best in certain circumstances.
For example, companies that prioritize environment parity –
making sure that the development and production settings are
almost identical– in addition to diligent tracking and docu-
menting proceduresmay find that configuration-related prob-
lems are mitigated. This alignment may result in more seam-
less software operations and effective solutions when incon-
sistencies arise.

9.2 General Recommendations
With these insights in mind, we advise practitioners to take a
comprehensive approach to configuration management, uti-
lizing the strategies that have been found to best suit their



Strategies to Mitigate Configuration Differences in Software Development: A Rapid Review of Grey Literature Nazário et al. 2025

unique operating requirements. This can involve examining
current procedures comprehensively and discovering how
to incorporate or improve these strategies. Through this ap-
proach, companies may enhance their software delivery pro-
cesses and cultivate a climate of creativity and constant devel-
opment. This discussion also emphasizes the importance of
continuing research in the configuration management field.
Researchers must investigate new tools and strategies that
handle new difficulties as the software development ecosys-
tem changes. The knowledge acquired from this study can be
used as a starting point for other research projects, promoting
the investigation of different combinations of strategies and
how they affect the techniques used to develop software. To
improve their entire software development processes, prac-
titioners are encouraged to take into account the interdepen-
dencies of the established strategies and to take a strategic
approach to configuration management. By taking a holis-
tic approach, companies are better prepared for current prob-
lems as well as future modifications in the quickly changing
software market.

9.3 A Note About the High-level Themes
Data Governance and Management, and Operational Effi-
ciency and Effectiveness, the two main subjects of our study,
emerged due to the industry’s increasing complexity in han-
dling infrastructure configurations between development and
production environments. The first theme emerged from the
necessity to preserve consistency and protect sensitive in-
formation which gave rise to this theme. It is important to
prevent divergence between development and production en-
vironments, particularly when working with numerous in-
frastructures. As cloud platforms, containers, and automa-
tion technologies like Infrastructure as Code (IaC) have been
more widely used, it has become essential to guarantee the
consistency, confidentiality, and integrity of configuration
data across many contexts. The industry’s push toward au-
tomation and scalability drives the second theme. The ability
to smoothly move software from development to production
without manual intervention becomes essential as deploy-
ment pipelines and infrastructure provisioning growmore au-
tomated. Organizations benefit from this efficiency through
decreased operating costs, improved software stability in pro-
duction settings, and quicker response times to changes.

10 Limitations
The generalizability and comprehensiveness of the study’s
findings may be affected by a number of recognized limita-
tions. The main drawback is that we only used GL for our
results, which covers publications like technical reports, and
industry blogs. Thismethod implies that we did not perform a
Systematic Literature Review of peer-reviewed articles, even
if it permitted us to obtain timely and pertinent perspectives
from practitioners actively involved in the field. As a result,
our conclusions about the differences between development
and production environments might be biased and might not
accurately reflect the current state of the art.
Dependence solely on GL could result in the exclusion

of important techniques and ideas usually available in peer-
reviewed literature, which is validated and examined with
intense scrutiny. The lack of this information may lead to an
inaccurate understanding of the difficulties and solutions as-
sociated with configuration management in software devel-
opment. Additionally, it is possible that the search strategy
adopted, which was restricted to the top 100 search engine
results, provided extra bias and ignored pertinent websites.
However, we think the advantages of timeliness and rele-

vance overcame these drawbacks for our particular study con-
cerns and target audience. We employed several measures to
mitigate potential biases and guarantee the integrity of our
RR. We included all team members in the review process,
followed well-defined inclusion and exclusion criteria, and
employed an organized search process. Our RR searched for
GL sources published during 2014 and 2024 to achieve this
goal. Our search process identified 110 GL documents, that
were analyzed in-depth using qualitative and quantitative ap-
proaches
Finally, we suggest that future studies use peer-reviewed

materials and the Grey Literature to present a more compre-
hensive and unbiased analysis of the topic. By integrating in-
sights gained from both forms of literature, researchers can
cover a wider range of practices, challenges, and improve-
ments within the field. This approach would improve the
findings’ validity and provide a more sophisticated compre-
hension of the challenges of handling configuration varia-
tions across development and production environments.

11 Related Works
Numerous earlier studies that empirically looked into the
adoption, flaws, or difficulties of IaC connect to our work.
Guerriero et al. (2019) provided light on the state of the prac-
tice in the adoption of IaC and the main software engineer-
ing difficulties in the sector by using data from 44 semi-
structured interviews with senior developers of the same
number of organizations. In particular, they discussed how
IaC is developed and adopted by practitioners.
Jiang and Adams (2015) examined how infrastructure and

production code co-evolved and found that there is a strong
relationship between the two. As a result, when testers edit
tests, they frequently alter the infrastructure specifications.
Sharma and colleagues Sharma et al. (2016) examined con-
figuration management tool source codes for code smells
(such as Puppet and Chef). Consequently, they put up a
list that included 11 design configuration smells and 13 im-
plementation smells. After that, 4,621 open-source Puppet
repositories were compared to the list. It’s interesting to note
that implementation smells were less common on average
than design smells. In other words, a single poor or ineffec-
tive design choice leads to a host of subsequent quality prob-
lems.
Rahman et al. (2018) studied the difficulties in build-

ing IaC, particularly concerning configuration management
tools. They searched Stack Overflow for frequently asked
programming questions to assist IaC engineers. Once more,
questions about puppets were given priority in this situation.
The three most frequent question categories that they found
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using qualitative analysis were (i) syntax errors, (ii) provi-
sioning instances, and (iii) assessing Puppet’s feasibility of
accomplishing certain tasks.
Shu et al. (2017) searched for security vulnerabilities in

container images. They introduced a framework for automat-
ically locating and analyzing images from the Docker HUB
for Docker Image Vulnerability Analysis (DIVA). When all
picture versions were taken into account, DIVA found an av-
erage of more than 180 vulnerabilities. Vulnerabilities might
easily spread from parent to child images because many of
the images had not even received updates in hundreds of days.
More automated procedures for applying security updates to
Docker images were suggested by the authors.
Ozdougan et al. (2023) the paper contributes to the grow-

ing body of research on IaC technologies. They extend pre-
vious studies by providing a comprehensive overview and
classification of the most popular IaC tools, examining their
key characteristics, and comparing them across various di-
mensions. Their findings offer valuable insights for practi-
tioners and researchers seeking to understand and leverage
IaC technologies effectively.
Hasan et al. (2020) the study contributes to the growing

body of research on IaC testing. They extend previous stud-
ies by conducting a comprehensive review of existing litera-
ture and identifying six key testing practices for IaC scripts.
Their findings provide practitioners and researchers with a
valuable resource for improving the quality and reliability of
IaC deployments.
Lastly, Rahman et al. (2021) the work builds upon existing

research on secure IaC development. They extend previous
studies by conducting a comprehensive grey literature review
to identify 12 practices for secret management in IaC, includ-
ing both general and language-specific approaches. Their
findings offer practitioners and researchers valuable insights
into securing secrets in IaC environments.
These related works discuss earlier studies that have

looked into the adoption, flaws, or difficulties of IaC. In con-
trast, this work focuses specifically on strategies to mitigate
configuration differences in software development, using an
RR of GL as the research method. Our study is unique in
that aims to answer four research questions related to the
actions taken by software teams to mitigate differences be-
tween development and production environments, the effi-
cacy of these actions, the benefits of automation, and the dif-
ficulties in the automation process.

12 Conclusions
This study aimed to identify efficient strategies to manage
configuration differences between development and produc-
tion environments in software development. We acquired in-
formation from multiple documents through a Rapid Review
of Grey Literature, which enabled us to identify nine impor-
tant strategies companies may use to mitigate these differ-
ences including the Configuration Management Plan, Auto-
mated Deployment Pipeline, and others. Our findings sug-
gest that these strategies strengthen the overall efficiency and
consistency of software systems in addition to helping reduce
configuration-related challenges.

We observed that the strategies we identified are impor-
tant to bridge the gap between development and production
environments. In particular, we found that the adoption of au-
tomation tools and efficient teamwork and communication
are fundamental to the successful execution of these strate-
gies. For example, the Automated Deployment Pipeline re-
duces the possibility of errors that can occur from human
operations by facilitating seamless transitions from develop-
ment to production. In addition, our analysis showed that dif-
ferent people had distinct perspectives on how sufficient var-
ious strategies were, suggesting that while some are consid-
ered enough, others could need to be improved upon or given
further support to be completely effective.
This study’s insights highlight how crucial it is to compre-

hend the complexity of configuration management. Software
quality and time to market can be negatively impacted by the
inherent conflict between the agility development teams de-
sire and the stability that operation teams require. Organiza-
tions can optimize software delivery outcomes by fostering
a more collaborative atmosphere that aligns both teams’ in-
tentions through the strategies suggested in this research.
Although this study offers insightful information, it also

emphasizes the need for more research. To confirm and build
on our findings, a conventional systematic literature review
(SLR) on this subject would be helpful. Peer-reviewed liter-
ature included in such an SLR can provide an improved un-
derstanding of the state of the art in handling configuration
differences. This would strengthen the validity of the results
and deliver the strategies with a more comprehensive frame-
work, enabling a more sophisticated discussion of how they
may be applied in various organizational contexts.
In conclusion, this study promotes the topic by offering

practical strategies for addressing configurationmanagement
issues in software development and deploymen. Our objec-
tive in concentrating on the insights found in Grey Litera-
ture is to provide practitioners with practical advice that they
can use immediately in real-world situations. The results of
this study encourage both researchers and practitioners to
delve deeper into the intricacies of configuration manage-
ment by providing a basis for future research on this subject.
We support continued discussion and study in this field to
continue improving software development best practices and
eventually produce more dependable and efficient software
systems.
In our next work, we intend to conduct an RR over the

GL to find the key factors influencing the decision-making
process when selecting strategies to mitigate configuration
differences in software development. Altogether, the main
contributions of this future research will be:

• It offers an understanding of the key factors that affect
the selection of mitigation strategies for configuration
differences. Thanks to this knowledge organizations are
better equipped to make decisions that are in line with
their unique requirements and circumstances;

• Software maintenance requires dealing with technical
debt brought on by configuration changes. The study
helps companies decide how to reduce technical debt
and stop it from accumulating;

• For a seamless user experience, development and pro-
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duction environments must be consistent. The study em-
phasizes the significance of user experience in selecting
a strategy by guaranteeing consistent functionality; and

• It emphasizes the significance of selecting long-term
sustainable strategies, ensuring configurations are still
relevant and adaptable as technology advances.

The implications of this future research can be different
for industry and academia. For industry, the practitioners
can benefit from a better understanding of the key factors
influencing strategy selection. This information enables busi-
nesses to select configuration strategies formanagement with
greater awareness, which results in more successful and ef-
ficient software development processes. The companies can
optimize their configuration management processes, reduc-
ing inefficiencies and minimizing risks related to configura-
tion differences by taking into account the research’s com-
ponents. Software deployments may go more smoothly as a
result, and system stability may also increase. They can also
modify their processes to align with their chosen approach,
whether Agile, DevOps, or another methodology, by under-
standing how different development methods affect strategy
choices. Finally, for businesses looking to reduce technical
debt accumulation, which can increase development costs
and reduce system maintainability, the study’s findings on
managing technical debt associated with configuration mod-
ifications may be helpful.
For academia, in software engineering and configuration

management, the research adds to the body of knowledge. It
offers a framework for additional investigation into the pre-
cise variables impacting strategy choice and its effects. Aca-
demics can use the research findings to create teaching tools
and curriculum materials for software engineering and IT
management courses. It helps students comprehend the com-
plexity of configuration management decision-making. It
promotes interdisciplinary cooperation between software en-
gineering and other disciplines, including risk management,
regulatory compliance, and cloud computing. This multidis-
ciplinary approach might result in a more thorough compre-
hension of configuration management. Finally, a theoretical
framework and best practices for configuration management
can be developed as a result of academic research that can
validate and improve the findings.

13 Data Availability.

The data for this work, including the collected data with the
quality assessment checklist, analyzed data, codes, and em-
ployed query strings, is publicly available at https://doi.
org/10.5281/zenodo.10530032.
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