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Abstract

Peer-to-peer (P2P) systems, characterized by their decentralized architecture, have become crucial to various ap-
plications such as file sharing, content distribution, and blockchain technologies. Due to their dynamic and heteroge-
neous nature, ensuring their reliability and robustness presents challenges. Such an issue has motivated researchers
to develop testing techniques for these systems. Despite advances in research about software testing for distributed
systems, there is a lack of data about their applicability and which features from P2P systems are highlighted by
the proposed testing approaches. This paper provides a comprehensive overview of the state-of-the-art software
testing for P2P systems. We systematically examine the inherent challenges and situations. Our findings show that
some aspects of P2P systems can make the software testing activity difficult, such as validation of global properties
and consensus, peer churn, a large volume of data, malformed data, reproducibility, and non-determinism. Several
testing techniques have been used in this context, such as model-based testing, fault injection, fuzzing, stress test-
ing, differential testing, conformance testing, and concurrency testing. We highlight fuzzing for testing malformed
data, global properties, parallel events, and model-based testing as a powerful technique to abstract the complexi-
ties and varieties of P2P applications during the testing activities. Moreover, blockchain applications are the most
addressed P2P application explored by the studies, where most papers were published in 2023, highlighting the

theme’s relevance.
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1 Introduction

Peer-to-peer (P2P) systems are part of a distributed network
where each participant (node) has equal privileges and re-
sponsibilities. Unlike traditional client-server models, in P2P
systems, each node can act both as a client and a server,
sharing resources directly with other nodes without the need
for a central coordinator or server. Also, Schollmeier (2001)
points out that a P2P network is a distributed network where
the peers share their own computing resources, such as pro-
cessing and storage.

P2P systems have emerged as a fundamental architecture
for distributed computing, enabling decentralized communi-
cation and resource sharing among interconnected systems
(Fox, 2001). These systems represent a paradigm shift from
traditional client-server models, empowering users to di-
rectly interact and collaborate without relying on centralized
infrastructure. The pervasive adoption of P2P technology has
fueled its application across a broad spectrum of domains,
including file sharing, content delivery networks, communi-
cation platforms, and blockchain applications, among others
(Steinmetz and Wehrle, 2005a).

The significance of P2P systems lies in their ability to
distribute tasks and data across a network of interconnected
nodes, enhancing scalability, fault tolerance, and efficiency
(Steinmetz and Wehrle, 2005b). However, this decentralized
nature also introduces unique challenges, particularly in soft-
ware testing. Due to their distinctive characteristics, tradi-
tional testing methodologies designed for centralized archi-
tectures often must catch up when applied to P2P systems.

One of the primary challenges in testing P2P systems is
the network’s dynamic and heterogeneous nature. Nodes in

a P2P network can join or leave dynamically, leading to fluc-
tuations in network topology and connectivity (Imtiaz et al.,
2019). This dynamism introduces uncertainties and makes
replicating real-world scenarios in testing environments chal-
lenging. Moreover, the diversity of nodes, including hard-
ware, software, and configuration variations, further compli-
cates the testing process.

Another critical aspect that adds complexity to P2P sys-
tem testing is the inherent lack of central control (Steinmetz
and Wehrle, 2005b). Unlike centralized systems, where a sin-
gle entity manages resources and access, P2P networks op-
erate distributedly, with each node making autonomous deci-
sions. This decentralization raises coordination, synchroniza-
tion, and consensus issues, which must be thoroughly tested
to ensure system reliability and performance.

In this paper, we investigate the existing contributions of
software testing for P2P systems, highlighting the challenges
faced by studies, and examining the state-of-the-art testing
techniques and approaches developed to address the features
of P2P systems. This study presents evidence of which char-
acteristics of these systems are explored by proposed testing
techniques, mapping the defined testing approaches to ob-
serve gaps to be investigated in further works.

The remainder of the paper is organized as follows. Sec-
tion 2 provides an overview of the related work. Section 3
presents the methodology we used for this study. Section 4
presents the challenges and nuances of testing P2P systems.
Section 5 analyzes the testing techniques addressed by the
studies. Section 6 analyzes the applications covered by the
articles. Section 7 explores the open issues and future re-
search directions. Section 8 presents the threats to validity.
Finally, Section 9 presents the conclusion and future work.
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2 Related work

In our investigation of software testing methodologies within
peer-to-peer (P2P) systems, we identified related works in
the literature. One study, referenced as (Cvitic et al., 2023),
examines the software testing practices implemented across
18 open-source projects in distributed blockchain/ledger en-
vironments. The authors observed that unit and integration
tests are present in most projects. However, they do not fol-
low a holistic system testing approach. Another interesting
finding is that most of the projects rely on a small group of
contributors.

Further exploration was conducted by Arsat et al. (2022)
and Reddivari et al. (2023), who each performed litera-
ture reviews focusing on systems testing specifically within
blockchain technologies. The work by Reddivari et al. (2023)
is a preliminary literature review and introduces a frame-
work for conducting an empirical study on available data
about it from GitHub. They found 17 studies that include
an empirical study on a tool developed for blockchain test-
ing. In contrast, the study by Arsat et al. (2022) concentrates
on three critical aspects: performance, privacy, and smart
contracts. Their methodology included developing targeted
search strings for each aspect, leading to the analysis of ap-
proximately 36 pertinent articles. Notably, most of these ar-
ticles primarily addressed issues related to smart contracts.

Additionally, Ahmad et al. (2017) delve into testing
methodologies involving cloud computing, which includes
discussions on P2P systems and how they leverage cloud
computing for testing. Lastly, the study by Pankov (2020) ex-
amines verification, validation, and testing practices within
distributed ledger systems. This research highlights the wide
range of tools available for these purposes but also points out
the lack of standardized specifications and approaches in the
field.

All works presented in this section are not specific to P2P
systems; they only cover or study a specific application of
this system type and are not focused on specific characteris-
tics of P2P systems. Our study focuses on the specific fea-
tures of P2P systems and the existing software testing ap-
proaches defined for them.

3 Methodology

This section presents the methodology for conducting a sys-
tematic mapping of software testing for Peer-to-Peer (P2P)
systems.

We first defined the research questions that will be used to
guide our study and then the inclusion and exclusion criteria.
Second, we defined the search string. To do it, we created a
control group consisting of diverse and relevant studies for
our mapping that is used to validate our search string. The
search string was defined based on common terminologies
of this area and the ones the control group approached. We
expected to find all the studies from our control group using
our search string. With the search string, we searched for the
articles in the databases and filtered the relevant papers by
reading the title and abstract and then the full text. With all
selected studies, we applied snowballing to find new, inter-
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esting ones. We used the snowballing process backward and
forwardly for every paper we characterized as attractive from
the full-text reading. We repeated it until we could not find
any new interesting study.

The methodology outlined here encompasses the planning
phase, including defining research questions, inclusion cri-
teria, and the execution phase, involving literature search,
screening, data extraction, and synthesis. By adhering to rig-
orous methodological standards, as described by Petersen
etal. (2008), we aim to provide a comprehensive overview of
existing knowledge in software testing for P2P systems, fa-
cilitating informed decision-making and advancing research
in this domain.

The structured approach adopted in this methodology en-
sures transparency, reproducibility, and reliability in the map-
ping review process. It enables researchers and practitioners
to navigate the vast landscape of literature related to P2P sys-
tem testing, identify key themes, trends, and gaps, and gain
insights into the diverse methodologies, tools, and strategies
researchers employ in this area.

Through the systematic mapping of existing literature, this
methodology seeks to contribute to a deeper understanding
of the challenges, advancements, and best practices in soft-
ware testing for P2P systems, ultimately fostering the devel-
opment of more effective and robust testing methodologies
tailored to the characteristics of peer-to-peer architectures.

3.1 Research questions

This systematic mapping aims to answer the following re-
search questions:

* (RQ1) What are the primary challenges and nuances of
P2P systems that are being addressed or studied in the
context of software testing?

* (RQ2) Which software testing techniques, tools, or ap-
proaches have been applied in the context of P2P sys-
tems?

* (RQ3) Which applications of P2P systems are most cov-
ered in the literature?

3.2 Inclusion and exclusion criteria

The studies must meet one of the inclusion criteria and none
of the exclusion criteria.
Inclusion criteria:

 (IC1) Proposes a new approach or testing technique for
P2P systems.

* (IC2) Evaluates or compares existing testing techniques
and approaches for P2P systems or evaluates how sys-
tems testing is approached in P2P systems.

Exclusion criteria:

+ (EC1) Not written in English or Portuguese.

* (EC2) Not peer-reviewed.

+ (EC3) Published more than a decade ago.

* (EC4) Proposes a testing approach or technique, but it
is not for a primary aspect of P2P system, such as scal-
ability, volatility, global properties, etc.
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* (EC5) Proposes only a simulator/testbed and does not
present a new testing approach or technique.

About the EC4, it is important to highlight that there are
a lot of studies that use P2P systems in their experiments.
However, their proposal or focus does not involve aspects of
P2P systems. We want to analyze studies in which findings
and proposals can be replicated in any P2P system or stud-
ies which analyzes the state of testing of P2P systems, that is
why Jain et al. (2023) was considered in this study. For ex-
ample, there are many studies that explore mutation testing
for the Solidity language. Solidity is a language designed for
creating smart contracts on the Ethereum blockchain. Even
though it is something under a P2P protocol, the applicabil-
ity of the study does not depend on the characteristics of P2P
systems themselves and may not be useful for other applica-
tions.

3.3 Search sources

Table 1 presents the search sources used in this systematic
mapping, chosen based on their relevance to the area of com-
puting.

Table 1. Database to search for articles and their respective source

Database

Source

IEEE Xplore https://ieeexplore.ieee.org/
ACM https://dl.acm.org/

Science Direct  https://www.sciencedirect.com/
Wiley https://onlinelibrary.wiley.com/

3.4 Search string

A control group consisting of four papers was used to create
the search string, as shown in Table 2. These papers were
chosen based on the diversity of keywords that cover the
peer-to-peer topic. For example, two papers address the topic
of blockchain; one addresses a peer-to-peer mobile system,
and, finally, one paper addresses peer-to-peer networks us-
ing terms such as “Network applications”. All papers were
chosen based on their publication date; therefore, they are
recent studies.

Based on the control group and the review’s objective, the
search string was created considering terms directly or indi-
rectly referring to P2P systems:

(”peer-to-peer system” OR ”peer-to-peer application”
OR ”peer-to-peer app” OR ”peer-to-peer software” OR
”peer-to-peer network” OR ”peer-to-peer architecture”
OR ”P2P architecture” OR ”P2P system” OR ”P2P ap-
plication” OR ”P2P app” OR ”P2P software” OR ”P2P
network” OR ”distributed ledger” OR ”blockchain” OR
“DHT”) AND ("test*”)

3.5 Selection and snowballing steps

In total, 2507 papers were returned by search string applied
in all digital libraries, considering title and abstract. Table 3
shows the number of articles found per library.
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Table 3. Database to search for articles and their respective source

Database Number of articles
IEEE Xplore 1664
ACM 92
Science Direct 679
Wiley 72

Figure 1 illustrates the sequential steps involved in article
selection. Following the initial screening, we identified 2507
articles filtered out based on duplication and alignment with
our inclusion and exclusion criteria. This process involved
an initial review of article titles and abstracts, followed by a
detailed examination of the full text where necessary. Finally,
21 articles were deemed suitable for inclusion in our study.

We employed a snowballing technique with the 21 se-
lected primary studies. This method involves expanding the
pool of articles by scrutinizing the references and citations of
each primary study. If we encountered a relevant article meet-
ing our research questions and criteria during this analysis,
we repeated the process of examining its references and cita-
tions. This iterative process continued until no further studies
meeting our criteria were discovered. Consequently, we iden-
tified and included 5 additional studies, bringing the total to
26 articles in our study. Besides that, we applied snowballing
in the papers mentioned in Section 2, however, no new papers
were found considering the ones we had already selected or
discarded.

It is important to highlight that only two researchers (both
authors) participated in this study. One researcher (first au-
thor) was responsible for executing each stage of the pro-
tocol, including searching, evaluating, and selecting studies.
The other researcher (the last author) performed a thorough
review of the selected studies and classifications to ensure
accuracy and consistency. The primary researcher reviewed
and classified the studies according to the protocol crite-
ria. The secondary researcher reviewed the classified studies,
providing a validation step to confirm the initial classifica-
tions. Since only two people were involved, we did not have
problems with consensus about the review process.

4 RQI1 - What are the challenges and
nuances of P2P systems that are be-
ing addressed or studied in the con-
text of software testing?

To delve into the challenges of testing P2P systems and the
proposed testing solutions, we mapped articles that specifi-
cally address or suggest testing methodologies tailored to the
characteristics and nuances of P2P systems. We identified
these challenges by reading the motivation of the proposal
and grouped them according to their characteristics. Table 4
provides an overview of these challenges alongside the cor-
responding articles. Subsequently, we will elaborate on each
challenge in detail.
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Table 2. Studies from the control group
Title Published at Year
Evolutionary Approach for Concurrency Testing IEEE/ACM International Conference on Software 2023
of Ripple Blockchain Consensus Algorithm (van Engineering: Software Engineering in Practice
Meerten et al., 2023) Track (ICSE-SEIP)
LOKI: State-Aware Fuzzing Framework for the Network and Distributed System Security Sympo- 2023
Implementation of Blockchain Consensus Proto- sium
cols (Ma et al., 2023a)
ANDROFLEET: Testing WiFi peer-to-peer mo- 32nd IEEE/ACM International Conference on Au- 2017
bile apps in the large (Meftah et al., 2017) tomated Software Engineering (ASE)
NetLoiter: A Tool for Automated Testing of Net- 53rd Annual IEEE/IFIP International Conference 2023

work Applications using Fault-injection (Rozsival
and Smrcka, 2023)

on Dependable Systems and Networks Workshops
(DSN-W)

Figure 1. Steps to select the articles

Selection of articles in
databases with the search
string

+2507

ra

pt

TOTAL: 26
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4.1 Validation of global properties and Con-
sensus

Global properties in P2P systems are attributes or character-
istics applicable to all nodes within the network. Similarly,
consensus in a P2P network refers to the process by which
nodes in a decentralized network agree on the current state of
the network. The literature indicates difficulties in validating
these global properties during testing activities. According
to Sunyé et al. (2014), validating global properties necessi-
tates collecting data from distributed nodes and aggregating
it for analysis to obtain an overview of the properties. How-
ever, this task is challenging due to the dynamic nature of
the systems and local properties that can impact global prop-
erties. Therefore, it is essential to update this overview fre-
quently”.

Another challenge in testing global properties is perform-
ing the tests without disturbing the system (Machado et al.,
2020). According to Machado et al. (2020), such disturbance
can interfere with the system under test and the results. Ma
et al. (2023a) indicate that Blockchain consensus protocols
are responsible for coordinating nodes to achieve consen-
sus on transactions occurring within the network. In other
words, the consensus among network nodes defines the net-
work’s global properties. However, according to the authors,
existing fuzz testing tools cannot handle the consensus state
among network nodes. The generated data is mostly useless
and hinders the testing’s effectiveness in precisely targeting
the consensus protocols’ logic.

Also, there is a lack of both precise detectors and efficient
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test case generation for consensus bugs in blockchain appli-
cations (Chen et al., 2023). Most tools identify bugs by mon-
itoring whether the target program exits normally. However,
they can not detect these bugs that violate consensus prop-
erties of blockchain systems, for example, by erroneously
processing blocks without crashing the nodes (Chen et al.,
2023).

4.2 Volatility

In a P2P network, nodes can join or leave at any time. This
churn can happen for various reasons, such as network insta-
bility, node failures, voluntary disconnections, or new nodes
joining the network. The literature contains studies analyzing
the impact of volatility on P2P networks. For example, in the
context of the Bitcoin P2P network, several studies measure
node volatility and assess its impact. These articles and their
respective contributions are summarized in Table 5.

The studies present data measuring node volatility in the
network, evaluating the percentage of nodes that join and
leave the network daily, and analyzing how this volatility
can affect system performance. The data presented by the
articles are similar. The daily rate of nodes entering and leav-
ing the network ranges from approximately 6% to 9%, and
most nodes must deal with volatility in their connections. Ad-
ditionally, two studies indicate that this volatility negatively
impacts the network by delaying block propagation times and
affecting network synchronization (Saad et al., 2021) (Mot-
lagh et al., 2020).

Concerning software testing, studies indicate that consid-



Software testing for peer-to-peer systems: Challenges and the state-of-the-art Garcia and Souza, 2025

Table 4. Challenges and nuances of P2P systems addressed by each article

Studies
Sunyé et al. (2014) Machado et al. (2020) Ma et al. (2023a) Chen
et al. (2023)

Challenges
Validation of global properties and consensus

Volatility Shala et al. (2017) Meftah et al. (2017) Milka and Rzadca (2018)
Large volume of data Aziz et al. (2020) Jabbar et al. (2020) Adamsky et al. (2021)
Malformed data Groce et al. (2022) Winter et al. (2023) Veldkamp et al. (2023)

Wang et al. (2024)

Amaral et al. (2020) Kim and Hwang (2023) Jabbar et al. (2020)
Dinesh et al. (2019) Rozsival and Smrcka (2023) Ma et al.
(2023b) Boumaiza and Sanfilippo (2024a) Chen (2024)
Boumaiza and Sanfilippo (2024b) Hassanzadeh-Nazarabadi
et al. (2023)

Chepurnoy and Rathee (2018) Kim and Hwang (2023) Chen et al.
(2023) Yang et al. (2021)

Machado et al. (2020) Adamsky et al. (2021) van Meerten et al.
(2023)

Reproducibility and non-determinism
Network/environment errors or limitations

Multiple implementations

Concurrency and parallelism

Table 5. Studies on the effect of volatility in the Bitcoin P2P Network

Results

About 97% of nodes have to deal with volatility.

Network volatility increases block propagation time by an aver-
age of 135%.

The daily rate of nodes joining and leaving the network is about
6%.

The daily rate of nodes entering and leaving the network is about
8%, impacting network synchronization.

The daily rate of nodes entering and leaving the network can
reach 9%.

Article
Imtiaz et al. (2019)
Motlagh et al. (2020)

Eisenbarth et al. (2021a)
Saad et al. (2021)

Li et al. (2023)

ering this characteristic in a testing approach is important
since volatility can impact system behavior (Shala et al.,
2017) (Milka and Rzadca, 2018). Despite the volatility
present in the network, Blockchain applications must be re-
silient (Ma et al., 2023b). Due to errors and vulnerabilities,
many Blockchain applications fail to recover from certain
situations, such as node failures, leading to service interrup-
tions. The authors classify these vulnerabilities as “resilience
issues”. Their approach to testing these errors involves iden-
tifying the most common types of resilience problems and
injecting them during testing to evaluate the nodes’ behavior
in such situations.

4.3 Large Volume of Data

A P2P system must be capable of processing and often stor-
ing large data. This data can include message exchanges
between nodes, data storage such as keys (in the case of
DHT protocols), or transactions and blocks (in the case of
Blockchain systems). Aziz et al. (2020) mention that with
the increase in the number of transactions in a blockchain
network, many nodes may not be able to handle this large
volume of data and may crash during peak situations. For
these reasons, considering data volume in the testing activity
of P2P systems is important. Besides that, the large volume
of data combined with the dynamism of the network can hin-
der testing activity, so it is important to combine functional
and load aspects in the testing activity (Jabbar et al., 2020).

Also, some articles propose the use of stress testing. A sys-
tematic review of blockchain system testing indicated that
about 27.78% of studies in this area focus on performance
testing. Excluding studies on smart contracts, which are pro-
grams that automatically execute the terms of a digital con-
tract based on blockchain when predetermined conditions are
met, this number can increase Arsat et al. (2022).

4.4 Malformed data

In a P2P network, a node cannot predict the messages it will
receive from other nodes, either in the sequence of the mes-
sages or their content. Additionally, it must be considered
that a node may receive malformed messages from other
nodes, meaning messages that deviate from the P2P network
protocol standards. These messages may be generated due to
system defects or by malicious agents attempting, for exam-
ple, a denial-of-service (DoS) attack. DoS refers to an attack
that aims to make a computer, network, or service unavail-
able to its intended users by overwhelming it with a flood
of illegitimate requests (Long and Thomas, 2001). For this
reason, it is important to test the behavior of a P2P system
with data and messages outside the protocol standard (Groce
et al., 2022) (Veldkamp et al., 2023) (Winter et al., 2023).
According to Wang et al. (2024), testing the security of
BFT protocols often requires manual operations and there is
a lack of automated testing tools for security purposes that al-
low to test scenarios with malformed, delayed and duplicated
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messages.

In summary, considering unpredictable message se-
quences and contents and malformed messages in testing ac-
tivities is crucial for P2P systems to ensure robustness and
security against potential faults and attacks.

4.5 Reproducibility and non-determinism

During the testing phase, when faults are revealed manu-
ally or through automated techniques, it is crucial to repro-
duce the fault to investigate the failure. According to Ama-
ral et al. (2020), distributed systems are inherently complex,
with various components interacting, running in heteroge-
neous and varied environments, and therefore subject to var-
ious failures. The authors also point out that orchestration
platforms, containers, and virtual machines do not solve the
reproducibility problem as they do not capture events related
to the system’s dynamic properties, such as node volatility.
For this reason, the authors propose a fault injection testing
tool that allows for writing tests using a specific language and
considering the system characteristics, environment, work-
load, and fault pattern. In other words, with a single language,
it is possible to control components that are not part of the
system under test but can impact it. Without control over the
environment and workload, tests risk suffering from a lack
of determinism.

Besides that, the study by Kim and Hwang (2023) indi-
cates that protocol specifications are not always clear. For
the case study, there was a lack of clarification regarding
handling non-deterministic events. Differential testing is the
method found by the authors to deal with these events and test
such behaviors. Similarly, Machado et al. (2020) present the
idea that non-deterministic events hinder the testing activity
because they increase the effort required to verify potential
errors.

4.6 Network/environment errors or limita-

tions

P2P networks are subject to environmental limitations and
errors. In the real world”, when two or more systems com-
municate, there can be packet loss, delays, corruption, etc
(Rozsival and Smrcka, 2023). These failures may not be
caused by the system but can still impact it. Additionally,
Boumaiza and Sanfilippo (2024a) highlight the importance
of testing a P2P system considering the practical topology.
In other words, nodes in a P2P network can be distributed
across different locations, affecting their performance.
Furthermore, network limitations must also be considered.
For example, when a P2P network is structured under a 5G
network, it is necessary to test the systems within the limita-
tions imposed by the network (Dinesh et al., 2019). In this
context, Dinesh et al. (2019) present a conforming testing
approach. Conformance testing verifies whether the system
conforms to specific standards and specifications. They re-
flect on a conformance testing approach for blockchain appli-
cations for IoT on 5G to test if the communication between
nodes complies with the protocol standards of this network.
They point out that adopting blockchain in IoT is not straight-
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forward and requires many issues to be addressed, such as the
overhead traffic created by blockchain protocols.

Chen (2024) point out that delays are inevitable in dis-
tributed networks and can affect system performance. How-
ever, improper handling of timeouts can lead to interruptions
or system crashes. Therefore, the authors present a fuzz test-
ing tool capable of simulating and injecting delays into the
application under test.

Boumaiza and Sanfilippo (2024b) explore blockchain-
based energy trade microgrids applications. The authors
points out that it is fundamental to test the behavior of this
kind of system considering the geographic location of every
peer.

4.7 Multiple implementations

In a P2P network, nodes do not always run the same sys-
tem or version. That is, for a given protocol, there can
be multiple implementations. Given this characteristic, test-
ing these different implementations together can be impor-
tant. Differential testing has been explored in this context
to achieve this. Differential testing involves testing two or
more different applications or versions of the same appli-
cation with the same inputs and checking for discrepancies
between the outputs Gulzar et al. (2019). Kim and Hwang
(2023) applied differential testing to different implementa-
tions of Ethereum. The authors’ approach consists of gener-
ating a non-deterministic chain with concurrent transactions
and propagation delays, then applying “property-based gen-
eration and type-preserving mutation” to generate semanti-
cally valid and invalid (but executable) test cases. The tool
they created executes the test cases on the different nodes
and evaluates the returned values. Using this technique, they
discovered 11 defects in different implementations.

The Bitcoin protocol, for example, has more than one im-
plementation, such as Bitcoin Core in C++, bted in Golang,
bitcoinj in Java, and bcoin in JavaScript (Eisenbarth et al.,
2021b). However, according to the study by Groce et al.
(2022), Bitcoin Core is a reference for other implementations.
In other words, the protocol does not have a well-defined
specification; therefore, one implementation is used as the
specification itself. Because of this, the authors suggest that
applying differential fuzzing between these different imple-
mentations can be promising.

4.8 Concurrency and Parallelism

As previously mentioned, predicting the volume of messages
and requests a node from a P2P network may receive is im-
practical. A node may receive requests in parallel and con-
currently, and these characteristics should be considered in
testing. van Meerten et al. (2023) point out that blockchain
systems are prone to concurrency errors due to the lack of de-
terminism in the order of message delivery between nodes.
In 2023, a P2P network-related error was found in Bitcoin
Core (the reference implementation of the Bitcoin protocol)
!. When two nodes had a significant amount of messages to
send to each other in parallel, a deadlock could occur because

"https://github.com/bitcoin/bitcoin/pull/27981
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both nodes would “stop” receiving any traffic in the socket
buffer until the message was fully sent. In this case, receiv-
ing would only resume when the message was sent, but this
condition would never occur because both nodes were stuck
waiting for the complete message to be sent. After the bug fix,
a functional test was added to the project to test the sending
of large messages between two nodes in parallel 2.

The article by Adamsky et al. (2021) is focused on secu-
rity aspects and points out that there is a gap in DHT test-
ing because most tests are conducted with few nodes. They
highlight the importance of testing concurrent requests in a
scenario with many nodes to reflect the reality.

Also, Jabbar et al. (2020) point out that the dynamism of
the network makes the test activity costly. It is hard to val-
idate properties when there is a great number of interacting
and concurrent components.

5 RQ2 - Which software testing tech-
niques, tools, or approaches have
been applied for the context of P2P
systems?

Figure 2 shows the relationship between the number of arti-
cles by testing approach/technique and their corresponding
application with the challenges related to P2P system testing.
As seen in the image, various techniques/approaches are used
in this context, which we will delve into further below.

5.1 Fuzzing

Fuzz testing, or fuzzing, emerged as a technique in the late
1980s when Professor Barton Miller and his colleagues at
the University of Wisconsin-Madison experimented to test
the robustness of UNIX utilities by providing random input
Miller et al. (1990). The concept is simple yet powerful: fuzz
testing automatically generates many random, invalid, or un-
expected inputs to a software program to uncover vulnera-
bilities, crashes, or unexpected behaviors. The fuzzing pro-
cess typically includes a fuzzer tool that creates inputs and
feeds them to the program, monitors the program’s behavior
for signs of failure, and logs any anomalies for further anal-
ysis. Modern fuzzing tools often employ sophisticated algo-
rithms to generate inputs that are more likely to reveal vul-
nerabilities, including mutation (modifying existing inputs)
and feedback-driven fuzzing (using runtime information to
guide input generation).

One of the most used techniques for fuzzing is coverage-
guided fuzzing. It uses code coverage information to enhance
the efficiency and effectiveness of the fuzzing process. In this
method, the fuzzer generates inputs and monitors which parts
of the code are executed with each input. The goal is to max-
imize code coverage, ensuring that as much of the code as
possible is tested, including edge cases and rarely executed
paths. By increasing code coverage, this approach improves
the likelihood of discovering hidden bugs and vulnerabilities.

Zhttps://github.com/bitcoin/bitcoin/pull/28287
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For P2P systems, this testing method has been used
to test, among other characteristics, whether any mal-
formed/unexpected messages can reveal a bug in the pro-
gram. The tool called Byzzfuzz, proposed by Winter et al.
(2023), is a randomized testing tool that introduces muta-
tions that alter the content of protocol messages by making
small changes to the original message, either in value or tim-
ing (e.g., repeating a previous message). The mutation ap-
proach applied in the tool was inspired by fuzzing techniques.
With this tool, the authors could discover several bugs in a
Practical Byzantine Fault Tolerance (PBFT) implementation.
PBFT is an algorithm used in distributed systems to achieve
consensus despite the presence of faulty or malicious nodes.
It has been used in blockchain applications as well as IoT
ones Li et al. (2021).

Fuzzing, in the context of P2P systems, is mostly used
to test the behavior of P2P systems against a large and di-
verse number of messages, including malformed data that
can crash a P2P system. However, we verified that fuzzing
is one of the testing techniques that was used for diverse
purposes. In addition to test malformed messages, fuzzing
is used to test consensus algorithms and non-determinism is-
sues.

In order to measure the efficiency of this technique to dis-
cover bugs and vulnerabilities, we analyzed the main con-
tributions of the studies that explore fuzzing for P2P sys-
tems. Table 6 presents the articles and their main contribu-
tions and we can see that most studies related to blockchain
applications have made strong contributions by finding sev-
eral new bugs and critical vulnerabilities. One of the stud-
ies had 9 CVEs assigned (Ma et al., 2023a). CVE stands
for Common Vulnerabilities and Exposures. 1t is a standard-
ized identifier system used to catalog and reference publicly
known information-security vulnerabilities and exposures 3.
Ma et al. (2023a) developed a fuzz testing tool called LOKI.
This tool focuses on blockchain consensus protocols and can
detect logical consensus errors. Briefly, LOKI can detect con-
sensus states in real time by disguising itself as a network
node. From this mapping, LOKI adaptively generates the
targets, types, and contents of inputs according to the state
model.

5.1.1 Analysis of the discovered vulnerabilities

By analyzing the studies from the Table 6, we could classify
the vulnerabilities into three groups:

Integrity Vulnerabilities related to data integrity. Those that
make nodes stop syncing with other nodes, cause unnec-
essary disconnections, node isolation, etc.

Liveness Vulnerabilities that impact the node liveness.
Those that make nodes crash or get stuck.

Consensus Any vulnerability directly related to the network
consensus. Those that make nodes violate the consensus
rules.

Chen et al. (2023) discovered 20 vulnerabilities in differ-
ent applications. Among them, we can highlight CVE-2022-
26298 ( Asynchronous sync procedures cause some propos-

3https://www.cve.org/
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Figure 2. Number of articles by software testing approach/technique and their application with challenges related to testing P2P systems
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Table 6. Studies proposing or analyzing fuzzing for P2P systems
Article System Under Test Contributions/Results

(Yang et al., 2021) Blockchain (Ethereum)

(Groce et al., 2022) Blockchain (Bitcoin)
(Veldkamp et al.,, Blockchain (XRP)
2023)

(Chen et al., 2023) Blockchain

(Winter et al., 2023)  Byzantine Fault Tolerant

(Ma et al., 2023a) Blockchain

(Chen, 2024) Blockchain

Two consensus bug found; the proposed tool improved
fuzzing throughput by 510x and code coverage by 2.7x
Identified areas for improvement in Bitcoin Core fuzz test-
ing.

The proposed approach significantly outperformed
grammar-based fuzzing, covering 240 more branches.
Found 20 critical vulnerabilities.

Found several errors in the PBFT implementation, a po-
tential activity violation in Tendermint, and discovered
two vulnerabilities in Ripple’s XRP Ledger consensus al-
gorithm.

Discovered 20 vulnerabilities with 9 CVEs assigned.
Fourteen were memory-related errors, and six were con-
sensus logic errors.

The proposed tool detected 27 timeout errors in the appli-
cations under test.

als to be double processed), which is related to the viola-
tion of the consensus rules; CVE-2022-26297 (Missing Dele-
tion of in-flight when syncing past the in-flight sequence),
which is related to the node integrity; and CVE-2022-26300
(The producer node crashes when generating a test account
through the txn test gen plugin) which is a liveness vulner-
ability. The two vulnerabilities found by Yang et al. (2021)
and the two ones found by Winter et al. (2023) are related to
consensus violation.

5.1.2 Drawbacks

Even though fuzzing is a powerful technique to find bugs and
vulnerabilities, we found two main drawbacks. First, fuzzing
is good at exploring code paths with loose branch conditions,
however, it struggles to drive the target program into paths
with tight branch conditions (Yang et al., 2021). Also, when
there are different implementations of the same protocol, dif-
ferential fuzzing can be used to find bugs by analyzing dis-
crepancies in these implementations. However, if all imple-
mentations contain the same bug, differential fuzzing will not

be able to catch it. This scenario is common when applying
differential fuzzing in two implementations and this risk can
be minimized when applying it in three or more applications.

5.2 Model-based testing

Model-based testing is a software testing technique to gener-
ate test cases from models. The idea is to save time writing a
few models that will achieve broad coverage of the input do-
main instead of writing a lot of test cases (Dalal et al., 1999).
In the context of P2P systems, model-based testing is helpful
to test global properties and consensus algorithms since there
are a lot of possibilities of iteration between peers, which
should not affect global properties or their consensus; how-
ever, it is impractical to cover them writing test case by test
case.

Sunyé¢ et al. (2014) propose a model-based testing ap-
proach to define a dynamic oracle that can verify global prop-
erties by performing a live analysis of the output of each node.
This approach allows for the abstraction of relevant aspects
of the system into models, which are then updated in real-
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time by monitoring the systems.

Jabbar et al. (2020) propose a model-based testing ap-
proach that combine both functional and load aspects. The
authors say that the SUT may have distinct behaviors corre-
sponding to different load levels.

5.2.1 Drawbacks

We could identify as drawbacks two points. First, both stud-
ies that propose a model-based testing approach are domain-
specific and may have limited flexibility. Finally, no model
can perfectly represent the entire behavior of a complex P2P
system. If the model is incomplete or incorrect, the generated
tests will be limited and may miss critical defects.

5.3 Framework for system testing

Two studies propose a framework for functional system test-
ing to address the volatility of P2P networks. In Shala et al.
(2017), the authors highlight the importance of considering
volatility in test scenarios and propose a framework that al-
lows the tester to control the volatility of individual nodes
in test cases. The framework proposed by Milka and Rzadca
(2018) also allows individual node control in test scenarios,
emphasizing the importance of including volatility in test-
ing activities. Both articles propose functional system testing
frameworks that allow individual node control in test scenar-
i0s. Having this control is essential to write test cases where
we can reproduce the iteration between the nodes including
nodes joining and leaving the network during it.

Machado et al. (2020) propose a framework called Minha,
which virtualizes multiple instances of Java Virtual Machine
(JVM) within a single JVM, thus simulating a distributed en-
vironment where each host operates on a separate machine
with dedicated network and CPU resources. This framework
comprises several modules, one of which is responsible for
monitoring and collecting data for offline use. Thus, global
properties are validated through logs collected in real-time
and analyzed in parallel.

Boumaiza and Sanfilippo (2024b) propose a framework
for system testing that integrates a Geographic Information
System (GIS) environment with an Agent-Based Modeling
(ABM) simulation platform. The idea is to test energy trading
frameworks in a realistic scenario considering that the peers
are located in different countries.

Hassanzadeh-Nazarabadi et al. (2023) propose a frame-
work for testing a BFT application that allows us to create a
production environment to test and simulate some common
attacks.

Finally, Wang et al. (2024) propose a framework for sys-
tem testing for DHT protocols focused on security aspects.
With their framework, it is possible to create test scenarios
considering malicious behavior, for example: Delayed trans-
mission, duplicate transmission, and feign death (when a
node fails to send a message when the conditions for sending
the message and triggering malicious behavior have been met
but then sending the message when the conditions for trig-
gering malicious behavior are no longer present Wang et al.
(2024)).
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5.3.1 Drawbacks

The first point we can notice is that the proposals have limited
applicability beyond specific domains. For example, some
frameworks are highly specialized, such as the GIS-ABM
framework for energy trading or the DHT. Also, frameworks
that rely on real-time monitoring and data collection, by ana-
lyzing large logs to validate global properties or understand
node volatility can be time-consuming and may require spe-
cialized analysis tools.

5.4 Stress testing

Stress testing is a type of performance testing that evalu-
ates how a system behaves under extreme conditions (Som-
merville, 2011). Since a node in a P2P network is condi-
tioned to have many connections and receive a large volume
of messages, testing the performance of these systems under
such conditions is crucial to ensure system reliability. Table 7
presents the articles and their respective types of systems un-
der test, along with a brief description of the evaluation per-
formed. Blockchain-related applications address stress test-
ing in scenarios with different network configurations.

The article by Adamsky et al. (2021) propose a framework
for testing DHT protocols under high concurrency volumes.
According to the authors, there is a gap in DHT testing be-
cause most tests are conducted with few nodes. The proposed
framework can conduct system test experiments on a single
machine with up to 4000 nodes.

5.4.1 Drawbacks

Even if a system fails under stress, it is not always clear what
should be improved. The studies do not explore exactly how
the systems fail to deal with events under stress. Besides that,
it is common for stress testing a significant resource usage.

5.5 Fault-injection testing

Fault-injection testing is a software testing technique used to
assess the robustness and reliability of a system by deliber-
ately introducing faults or errors into the system. The primary
goal is to observe how the system behaves under adverse con-
ditions and to ensure that it can handle unexpected situations
gracefully (Hsueh etal., 1997). In the context of P2P systems,
three studies approach this technique. Rozsival and Smrcka
(2023) propose a testing tool to test the application’s behav-
ior in unexpected network situations, such as data corruption
and disconnections.

Amaral et al. (2020) propose a testing toolkit that allows
one to create test scenarios controlling the system configura-
tion, environment, and simulating faults.

Chen (2024) propose a technique that combines fault-
injection with fuzzing to test timeout errors. The idea is to
inject some known faults during the fuzzing campaign.

In addition, Ma et al. (2023b) propose a tool to detect and
locate resilience issues in blockchain applications through
context-sensitive chaos. The idea is injecting sensitive strate-
gies into the proper positions in the source code of the
blockchain system and check whether the system has a bug.
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Table 7. Studies addressing the large volume of data in testing activities

Article System Under Test

Evaluation

Aziz et al. (2020) Blockchain/DLT (Stellar)

Yutia and Fathiyana Blockchain/DLT (Hyperledger)

Behavior and performance of nodes under different net-
work configurations (e.g., block size and transaction
speed).

Performance evaluation of the REST API and the website

(2022) interacting with a Hyperledger instance.

Adamsky et al. DHT Stress testing of DHT protocols under high concurrency
(2021) volume.

5.5.1 Mutation testing However, if both implementations have the same error, dif-

The testing suite of comparable blockchain applications was
evaluated with mutation testing (Jain et al., 2023). In that
study, the authors propose a new framework for reasoning
about the extent, limits, and nature of a given testing effort by
comparing the source code coverage and the mutation score.
Even though it is not a study focused on aspects of P2P sys-
tems, it was included in the mapping because they analyzed
well-tested code across comparable blockchain projects and
showed that their metric can be used to evaluate testing ef-
forts and how using only code coverage as a reference might
lead to false impressions.

5.5.2 Drawbacks

Fault injection can lead to unpredictable failures, which can
be difficult to control and analyze. This is especially true for
systems with interconnected components, such as P2P sys-
tems, making root cause analysis challenging. Also, fault-
injection testing often requires significant computational re-
sources and network configurations to simulate realistic fail-
ures (e.g., network disconnections, data corruption). This can
make the testing process costly, particularly in large-scale
systems as P2P ones.

5.6 Differential testing

Differential testing involves testing two or more different
applications or versions of the same application with the
same inputs and checking for discrepancies between the
outputs (Gulzar et al., 2019). Kim and Hwang (2023) ap-
plied differential testing to different implementations of
Ethereum. The authors’ approach consists of generating a
non-deterministic chain with concurrent transactions and
propagation delays, then applying “property-based genera-
tion and type-preserving mutation” to generate semantically
valid and invalid (but executable) test cases. The tool they
created executes the test cases on the different nodes and eval-
uates the returned values. Using this technique, they discov-
ered 11 bugs in different implementations. This technique is
also applied in the tool proposed by Yang et al. (2021). In
their study, the authors used differential fuzzing to find bugs
related to the consensus algorithm in different implementa-
tions of Ethereum.

Another study also addresses differential testing, but crit-
ically (Chen et al., 2023). According to the authors, differ-
ential testing tools detect defects by comparing the results
of different applications or versions of the same application.

ferential testing will not be able to detect it. Moreover, many
protocols have only one implementation.

5.6.1 Drawbacks

As mentioned above, differential testing will not be able
to detect bugs if both tested implementations have it. Be-
sides that, slight differences in implementations, especially
those arising from legitimate differences in design, can trig-
ger false positives. These false positives require additional
analysis to confirm or rule out genuine issues. For systems
like P2P applications, non-determinism (such as transaction
order or network timing) can affect test results.

5.7 Conformance testing

Conformance testing verifies whether the system conforms
to specific standards and specifications. In this context, Di-
nesh et al. (2019) present a conforming testing approach for
blockchain applications for IoT on 5G to test if the commu-
nication between nodes complies with the protocol standards
of this network. They point out that adopting blockchain in
10T is not straightforward and requires many issues to be ad-
dressed, such as the overhead traffic created by blockchain
protocols.

5.7.1 Drawbacks

There is only one study about conformance testing and
we could identify one drawback about their proposal.
Blockchain and IoT each have complex, evolving standards,
especially in the context of 5G networks. Conformance test-
ing requires detailed knowledge of these specifications, and
adapting tests to new versions or standards can be time-
consuming and complex.

5.8 Concurrency testing

Concurrency testing involves testing an application under
concurrent requests and actions. van Meerten et al. (2023)
proposed an evolutionary approach to testing the concur-
rency of a consensus algorithm in a blockchain by explor-
ing different sequences of message delivery in the network.
The fitness function for the evolutionary algorithm, responsi-
ble for evaluating each solution that performed the best, an-
alyzed the execution time of each test case. In other words,
concurrency errors are expected to cause longer-than-normal
wait times. Ultimately, the authors revealed that they found a
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previously unknown error in the production implementation
of Ripple (a blockchain application).

5.8.1 Drawbacks

In the proposal of van Meerten et al. (2023), we identified as
a drawback the focus on execution time as the primary metric.
It may miss other important factors affected by concurrency,
such as memory usage or system state consistency. This nar-
row focus may lead to partial insights that do not fully assess
concurrency-related robustness.

5.9 Testing at scale beyond the number of
nodes

The test of P2P systems at scale is implicitly approached
in some studies that we showed in previous sections. Al-
though it is common to think that testing P2P systems at scale
means only simulating a large number of nodes, it is required
to consider real-world scenarios and conditions. Section 5.3
presents frameworks for system testing that besides allow-
ing to create scenarios with a large number of nodes, allow
to simulate node’s churn. Section 5.5 presents fault-injection
testing for P2P systems and some studies address the scala-
bility in the tests. That is, the topic of “testing at scale” is im-
plicit in many studies presented in previous sections. Besides
allowing the creation of test scenarios with a large number of
nodes, frameworks, and tools for testing P2P systems should
consider creating scenarios that can replicate real-world con-
ditions such as failures and churn.

6 RQ3 - Which applications of P2P
systems are most covered in the lit-
erature?

Figure 3 shows the number of articles published per year re-
lated to P2P system testing. It is visible that the year 2023
had a significant increase in the number of published works,
indicating a current academic interest in this topic. Most of
the articles published in 2023 are related to Blockchain ap-
plications. This type of application is recent and has been
developing in recent years.

Figure 3. Number of articles published per year
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To evaluate academic interest in P2P systems, the ap-
plications addressed in the articles were mapped. Figure 4
shows that the vast majority, about 70%, address the topic
of blockchain. 20% of the studies are about Byzantine Fault
Tolerant (BFT) and Distributed Hash Table (DHT).

DHT is a distributed system that provides a lookup ser-
vice similar to a hash table. Key-value pairs are stored in
the DHT, and any participating node can efficiently retrieve
the value associated with a given key. DHTs are an essen-
tial component of many peer-to-peer (P2P) networks and ef-
ficiently locate data without relying on a centralized direc-
tory (Sit and Morris, 2002). BFT is a class of permission-
less systems that can identify and reject faulty or dishonest
peers, and there are many consensus algorithms to identify
the malicious behavior of peers and secure the consensus of
the peers (Zhong et al., 2023). Both DHT and BFT lay the
foundation for P2P systems by enabling distributed data stor-
age and fault-tolerant consensus, and are even widely used
by blockchain applications.

The other studies (12%) approach Internet of System
(I0T)/Machine-To-Machine(M2M) applications (Shala et al.
(2017)), P2P mobile applications (Meftah et al. (2017)), and
peer-sampling services (Machado et al. (2020)).

7 Open issues and future research di-
rections

Although many studies explore software testing for P2P sys-
tems, we have identified that most of them conducted exper-
iments on only one P2P system or on just one application of
P2P systems. This means that an experimental study in this
field might be valuable and could continue this work. More-
over, the following sub-sections will discuss possible future
research.

7.1 Differential testing

In a P2P network, nodes may be running different systems
that implement the same protocol. In this context, they should
have the same behavior, and some studies have explored dif-
ferential testing between these systems. Specifically, differ-
ential fuzzing has been used to find discrepancies between
them.

However, a P2P network be majority composed by the
peers running the same implementation is common, but we
cannot ensure they are running on the same operational sys-
tem and hardware setups, compiled with same compilers, etc.
For this reason, exploring differential and even integration
testing considering these aspects might be promising. A re-
cent study introduced a compiler-driven differential testing
tool to find unstable code in C/C++ programs (Li and Su,
2023). They found more than 70 bugs in different projects
which some of them cannot be detected by sanitizers.

7.1.1 Analysis of CI/CD setups

As highlighted before, a P2P network can be composed of
peers running the same software but compiled with differ-
ent compilers, running on different operational systems, hard-
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Figure 4. Comparison of the applications covered in the articles
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ware setups, and others. It means that projects of P2P systems
should test their systems considering these different scenar-
ios. It would be valuable to analyze the CI/CD setups of open-
source P2P systems projects to know:

* Are the tests run in different operational systems?

Is the system compiled with different compilers and san-

itizers?

Is there any integration testing with previous releases?

+ Is mutation testing adopted? Is there a test coverage re-
port?

* In case there are other implementations, is differential
testing adopted?

7.2  Mutation testing

Mutation testing has not been explored much, but it might be
used to evaluate testing proposals. One of the studies shows
that some P2P projects should not only rely on the code cover-
age metric but also take into consideration the mutation score
Jain et al. (2023).

Since nodes do not always run the same system or ver-
sion in a P2P network and a specific application can be used
as a reference for other ones (Groce et al., 2022), we iden-
tified that mutation testing could be explored with differen-
tial testing, especially to evaluate the test suite of an appli-
cation comparing with another application of the same proto-
col. Since they are implementations of the same protocol, test
cases from one project can be used by others. Mistakes made
by developers during the development of an existing imple-
mentation can inspire the creation of new mutation operators
that could be used by other implementations.

Also, differential fuzzing is promising to identify equiv-
alent mutants (Garcia et al., 2024). In fuzzing, seed corpus
is a collection of input data files that serve as starting points
for generating test cases, and the study by Garcia et al. (2024)
shows that doing differential fuzzing with a good seed corpus
can increase the efficiency of identifying equivalent mutants.

Elockchain
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That is, a new implementation could use the available seed
corpus from another project since they are compatible.

7.3 Concurrency testing

It is important to highlight that only one paper proposes a
specific testing approach for concurrency. There is an open
gap about concurrent events, especially for consensus algo-
rithms, that should be taken in consideration on the testing
activity.

7.4 P2P networks operating across multiple
types of networks

P2P networks can operate across multiple layers, such as
clearnet, Tor, CJDNS, and I2P, providing flexibility and re-
silience by enabling seamless connectivity in varied envi-
ronments. This multi-layer capability allows users to navi-
gate network restrictions, enhance privacy, and ensure secure
communication. The ability to interact over different layers
also supports network redundancy, ensuring that disruptions
on one layer do not isolate the entire network. Testing these
multi-layered systems is essential to maintain their security,
stability, and efficiency. Each layer introduces unique con-
siderations, such as latency, routing complexity, and differ-
ing levels of anonymity, which require thorough evaluation.
Testing ensures that the P2P network can handle data flow
smoothly and securely across layers and optimize perfor-
mance for various use cases.

For example, Sakib et al. (2024) explore the networking
performances of anonymous routing with a focus on their
impacts on the Bitcoin consensus protocol. However, we did
not find any study approaching this context in software test-
ing for P2P systems.

7.5 LLMs and Software Testing

Some studies propose to use Large Language Models
(LLMs) to generate test cases (Schéfer et al., 2024) (Plein
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et al., 2024) (Alshahwan et al., 2024) (Etemadi et al., 2024).
Schifer et al. (2024) highlights that LLM-based test genera-
tion already outperforms state-of-the-art previous test gener-
ation methods. Alshahwan et al. (2024) explores the usage of
LLMs to automatically improve existing human-written tests.
In their experiments, 73% of its recommendations were ac-
cepted for production deployment by software engineers. Al-
though no study from this review has addressed this in the
context of P2P systems, we mapped a promising use.

In Section 4, we presented that one of the nuances of P2P
networks is that a P2P protocol can have multiple implemen-
tations. That is, a P2P network can be composed of nodes
running different systems or different versions of the same
system. In this context, LLMs can be explored to generate
test cases based on the specification of the protocol and could
be used by any implementation.

8 Threats to validity

To ensure the robustness of our findings, we seek to maintain
a comprehensive approach to minimize the following threats:

* Internal validity: 1t refers to the extent to which the

study accurately measures what it intends to measure
within the context of the study (Zhou et al., 2016).
The choice of the inclusion and exclusion criteria could
have affected this study. Certain relevant studies might
be overlooked, or irrelevant studies might be included,
which could skew the findings. To mitigate this, we first
developed clear inclusion and exclusion criteria and we
tested these criteria in a sample of articles that we pre-
viously mapped as relevant for this study as well as for
articles that seems to be interesting for this study but in
fact they are not.

» External validity: It refers to the extent to which the find-

ings of the study can be generalized beyond the specific
context in which the study was conducted (Zhou et al.,
2016).
The choice of terminologies and keywords to construct
our search query might have excluded relevant papers.
This limitation could have resulted in an incomplete
dataset from the existing literature. To mitigate this, we
applied the snowballing technique, which involves re-
viewing the references of the initially identified papers
to uncover additional relevant studies. Also, we selected
various relevant databases for the search step, we did
not limited our search to a specific application of P2P
system and we did not limit study designs during the
selection.

 Construct Validity: 1t involves the degree to which the

study accurately measures the theoretical constructs or
concepts it aims to measure (Zhou et al., 2016).
We mitigated this risk by clearly defining our method-
ology to construct this study which is aligned to the lit-
erature. We presented our research questions, criteria,
control group, search string, etc.

* Conclusion Validity: It demonstrates that the study can
be replicated with the same results (Zhou et al., 2016).
During the paper selection and reading process, there
is a risk of misinterpretation of the content and find-
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ings of the studies. This threat is inherent in systematic
reviews due to the subjective nature of interpreting re-
search work, and we mitigated this by double-checking
the studies and involving more than one researcher in
this process. In addition to that, we took care of the
choice of keywords to create the search string to include
all types of P2P applications. We included generalist
words like “P2P” and “peer-to-peer” as well as explic-
itly put specific words like “blockchain”, “DHT”, “dis-
tributed ledger”, and others.

9 Conclusion and Future work

P2P systems have emerged as a fundamental architecture
for distributed computing, enabling decentralized communi-
cation and resource sharing among interconnected systems
(Fox, 2001). This architecture is the heart of critical proto-
cols, such as blockchain applications. This paper presents a
systematic mapping of P2P system testing. We seek to map
and discuss the nuances and challenges of testing P2P sys-
tems, as well as the state-of-the-art.

The data and discussions provided show that testing P2P
systems presents a series of unique challenges due to their in-
herent characteristics, such as: Validation of global proper-
ties and consensus, volatility, large volume of data, mal-
formed data, reproducibility and non-determinism, net-
work/environment errors or limitations, multiple imple-
mentations, concurrency and parallelism. Consequently,
various testing techniques and approaches have been ex-
plored in this context. We can highlight:

* Model-based testing: Facilitates the creation of test
cases by abstracting a variety of characteristics that a
P2P system may have and facilitating the testing of
global properties.

+ Conformance testing: Most used to test the conformity
of a P2P system about the characteristics and limitations
of the environment and the physical network.

* Fuzzing: The technique most used to test the communi-
cation of nodes on the network and the impact of mal-
formed and unexpected messages in P2P systems. Most
of the papers that have explored this technique have
found bugs and vulnerabilities in the systems tested.

* Stress testing: Important for testing system behavior in
high-volume scenarios.

* Concurrency testing: This must be considered as P2P
systems are susceptible to concurrency situations. Con-
current requests happen frequently in a P2P network.

It is essential to note that emerging trends in P2P systems,
such as decentralized finance (DeFi) or distributed machine
learning, may lead to new challenges in relation to software
testing activity. However, our SM did not find primary stud-
ies related to software testing for these emerging trends, pro-
viding an opportunity for future research directions.

As future work, we intend to investigate more deeply how
testing is handled in open-source projects of P2P systems. We
intend to analyze the techniques and tools used in practice
as well as how testing is handled in the CI/CD environment.
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Also, as with any review, it is unlikely that we found and ex-
plored all primary studies which we aim to update this study
in the future.

We hope this mapping contributes to future research on the
subject and improves the reliability of P2P systems. The im-
portance of this review for the research community lies in its
ability to consolidate and synthesize knowledge on P2P sys-
tem testing, a critical area given the growing reliance on de-
centralized networks. By mapping existing studies and iden-
tifying gaps, this review not only provides a comprehensive
understanding of the current scenario but also serves as a
guide for future research. Researchers can leverage this syn-
thesis to prioritize areas with the greatest potential for im-
pact on the challenges of testing P2P systems. Additionally,
this review presents best practices and effective testing strate-
gies, which are valuable both for researchers and practition-
ers. The insights offered here can drive innovation, facili-
tate collaboration, and ultimately support the development
of more secure and resilient P2P systems.
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