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Abstract

Safety-critical systems are subject to rigorous regulation, demanding compliance with specific criteria
before it is made available. In safety-critical domains, this is accomplished through the fulfillment of recognized
safety standards requirements or objectives. This SLR has the purpose of identifying approaches or methods to
comply with safety standards requirements or objectives related to tool qualification aspects. It also pursued the
identification of methods used to demonstrate tool confidence, as well as the activities and artifacts generated to
demonstrate that. This study also identified challenges practitioners face to qualify software tools. This SLR was
conducted per guidelines proposed by Kitchenham and Biolchini. A search string was developed, and its applica-
tion returned more than 1,180 papers. For this study, 41 papers were selected, as per the criteria defined in the
protocol. These SLR results indicate that there are many studies describing approaches based on established safety
standards, for ensuring confidence in tool functionality. The results indicated that research on different proposed
methods for tool qualification exists, especially in automotive context. The results also point to the necessity of
additional research on toolchain integration. The SLR main findings were the identification of methods for tool
qualification, concerns, approaches to address toolchain integration.
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1 Introduction

In our day-to-day routines most of us are, at some level, ex-
posed to safety-critical systems. Safety-critical systems are
those systems whose failure or malfunctioning may result in
harm to the people, harm to the environment or property
damage or loss (Knight, 2002; Rushby, 1994).

Due to the grave consequences of its failures, safety-crit-
ical systems are subject to strict regulation, demanding com-
pliance with certain acceptance criteria before it is made
available for use. Companies and other entities that pursue to
deploy safety-critical systems are therefore obliged to
demonstrate compliance with some sort of acceptance crite-
ria, which may vary from domain to domain, as established
by the regulatory bodies entitled with the task of ensuring
safety-critical systems provide acceptable safety levels.

Civil aviation is one of the domains where regulators
have established specific acceptance criteria for the certifi-
cation of airplanes, engines, and propellers. Civil aviation
regulators have also identified acceptable means of compli-
ance with the certification requirements, including ones con-
cerning software aspects, which are formalized in regulatory
documentation such as EASA AMC 20-115D and FAA AC
20-115D (Federal Aviation Administration, 2017). Both
AMC 20-115D and AC 20-115D recognizes DO-178C
(RTCA, 2011d) and its supplements - DO-331 (RTCA,
2011a), DO-332 (RTCA, 2011b) and DO-333 (RTCA,
2011c)) - and DO-330 (RTCA, 2011f) as acceptable means
of compliance with the applicable certification requirements
concerning software aspects of airborne safety-critical sys-
tems.

The DO-178C is a RTCA, Inc. standard, which “provides
guidance for determining, in a consistent manner and with an
acceptable level of confidence, that the software aspects of

airborne systems and equipment comply with airworthiness
requirements” (RTCA, 2011d). Its supplements DO-331,
DO-332 and DO-333 tailor and complements DO-178C ob-
jectives to address specific concerns related to model-based
development, object-oriented techniques and formal meth-
ods, respectively (RTCA, 2011a; RTCA, 2011b; RTCA,
2011c¢). The document DO-330 addresses the considerations
on software tool qualification in the context of safety-critical
applications, incorporating the guidance previously provided
in DO-178B (RTCA, 1992) document — thus removed in
DO-178C — and expanding it to provide a comprehensive,
dedicated set of objectives to be fulfilled to ensure tool con-
fidence.

Similarly, acceptance criteria for safety-critical software
have been established by the relevant stakeholders for other
domains. The United States Food and Drugs Administration
(FDA) recognizes the IEC 62304 (Food and Drugs Admin-
istration, 2019; International Electronical Commission,
2015b) as a relevant standard for medical device software.
For railway applications, IEC 62279 (International Electron-
ical Commission, 2015a) is the standard specifying process
and technical requirements for development of software used
in railway control and protection applications. In automotive
industry, ISO 26262 (International Standard Organization,
2018) is the standard for road vehicles functional safety,
which includes specifications for product development at
software level.

Software development in multiple domains is usually
heavily supported by software tools, assisting various soft-
ware life cycle processes. Software tools comprehend a wide
variety of computer programs that are used through the soft-
ware life cycle to support the development, verification and
control of a program and its documentation. When software
tools are used to support life cycle processes of safety-criti-
cal software, in such a way that its outputs are granted as
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correct without further evaluation, it becomes necessary to
ensure that introduction of errors or failure to detect errors
due to a tool malfunctioning is minimized.

In general, safety-critical software standards applied to
different domains address some criteria, requirements, or ob-
jectives to ensure that confidence in tool functionality is ob-
tained, so that a user may rely on its outputs to comply with
the objectives and criteria established by the applicable
standard.

In the context of civil aviation airborne safety-critical
software, DO-178C establishes the criteria to determine the
required qualification level for software tools, the Tool Qual-
ification Level (TQL), while DO-330 provides the guideline
for tool qualification, defining objectives and their related
activities to produce evidence that tool functionality can be
relied upon. Although the DO-330 was initially conceived
for use in the qualification of tools in the aeronautical con-
text, it can be used by other domains and technologies, such
as automotive, space, medical, electronic hardware, and aer-
onautical databases (RTCA, 2011f). ISO 26262 also ad-
dresses, in its Part 8, the objectives and guidance on tool
qualification to ensure confidence in the functionality of
software tools. ISO 26262-8 establishes the criteria to deter-
mine the Tool Confidence Level (TCL), based on the im-
pacts a tool malfunctioning may have on a software by either
introducing an error to the software or failing to detect one.

This Systematic Literature Review (SLR) was conducted
with the purpose of investigating among the existing litera-
ture what are the different approaches and methods applied
for demonstrating tool confidence, as well as activities con-
ducted, and artifacts generated as part of the tool qualifica-
tion effort. This SLR also aimed to identify difficulties and
challenges encountered to achieve compliance with the
safety-standards requirements related to tool qualification
aspects. From the data extracted, an analysis and discussion
of the SLR results was performed to answer the proposed re-
search questions established for this SLR.

This paper describes the methodology followed to con-
duct the SLR and records the analysis and discussion of the
results found. It is organized as follows: Section 2 establishes
some background definition and discusses about related
works. Section 3 describes the methodology applied for this
SLR. Section 4 presents the analysis and discussion of the
results on answering the proposed research questions. Sec-
tion 5 presents the conclusions from this SLR.

2 Background and Related Work

2.1 Definitions

The Introduction section of this paper describes the reason-
ing for establishing acceptance criteria that must be accom-
plished, as enforced by regulations, to allow the deployment
of safety- critical systems for public use, as well identifies a
few standards recognized as acceptance criteria for approv-
ing safety-critical software. A variety of these standards pro-
vide guidelines on acceptance criteria when software tools
are utilized to automate, reduce, or even eliminate develop-
ment or verification activities. Since the main subject of this
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SLR is the identification of different approaches and meth-
ods applied for demonstrating tool confidence, as well as ac-
tivities conducted, and artifacts generated as part of the tool
qualification effort, the following terms and definitions
should be considered:

Safety-Critical Systems: Safety-critical systems are
those systems whose failure or malfunctioning may result in
harm to the public such as injury or death to humans, signif-
icant damage to property or to the environment (Knight,
2002; Rushby, 1994). Due to the grave consequences that
may result from safety-critical systems failures, these sys-
tems must be designed to address safety objectives so that it
functions in safe manner. That implies in design that encom-
passes architectural arrangements and strategies that can
both limit the adverse impacts due to failures and detect fail-
ures and respond safely to them (RTCA, 2011d; SAE Inter-
national, 2012). Having in place adequate and comprehen-
sive safety and requirements engineering processes are cru-
cial factors for the successfully design of safety-critical sys-
tems. These demands on the safety- critical systems devel-
opment are enforced by the strict regulation these systems
are subject to.

Tool qualification: According to the definition of DO-
330, tool qualification is “the process necessary to obtain
certification credit for a software tool within the context of
a specific system”. According to ISO 26262, tool qualifica-
tion is the process “to create evidence that the software tool
is suitable to be used to support the activities or tasks re-
quired by the ISO 26262 series of standards (i.e. the user can
rely on the correct functioning of a software tool for those
activities or tasks required by the ISO 26262 series of stand-
ards).”

Practitioner: A tool developer or user responsible to
conduct the activities and generate the artifacts needed for
demonstrating compliance with the safety-standards re-
quirements related to tool qualification aspects. It may also
be a compliance verification specialist, in charge to verify
that the compliance with the safety-standards requirements
related to tool qualification aspects have been properly
demonstrated.

Approach: An approach is a conceptual, higher level
and abstract way to rationalize the stream of actions to re-
solve a given problem or situation.

Method: A method is a specific set of actions, concrete
and specific procedures to address a given problem.

2.1 Related Work

Prior to the deployment of a safety-critical system, assur-
ance must be obtained that compliance with the applicable
acceptance criteria established by regulatory bodies is
achieved and properly demonstrated. It encompasses the
compliance with safety standards requirements or objec-
tives applicable for software embedded into safety-critical
systems, including those related to tool qualification.

In the scope of this SLR, it was not identified studies ad-
dressing a systematic review of approaches or methods
used to demonstrate compliance with safety-critical stand-
ards requirements or objectives related to tool qualifica-
tion aspects. A few related works identified in the
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literature, discuss approaches, methods and challenges to
demonstrate compliance with tool qualification related re-
quirements or objectives.

Gallina et al. (2014) study presents an approach to al-
low the reuse of tool qualification artifacts from one do-
main to another. The study describes that multiple safety
standards address the concerns related with the use of soft-
ware tools that may introduce errors or fail to detect them.
This concern may be addressed through the qualification of
the software tools, for which processes and criteria are defined
by safety standards. The paper presents an approach to achiev-
ing tool qualification, through the reuse of tool qualification
artifacts for other domains. This is based on the establishment
of a tool qualification process line and the use of process-
based argument, using GSN (Goal Structuring Notation) for
documenting safety cases.

Marques and Cunha (2017) study provide a description of
the evolution of the tool qualification subject in the aviation
domain. According to that study, tool qualification has be-
come a more critical issue of concern when the safety standard
introduced objectives that could only be feasible with the use
of software tools.

The SLR presented in this paper discusses the activities
conducted and artifacts produced for qualification of a soft-
ware tool, identifying some challenges and pitfalls faced by
practitioners to properly achieve and demonstrate compliance
with tool qualification requirements.

3 Research Methodology

This Systematic Literature Review was performed consider-
ing the research methodology guidelines described in Bi-
olchini ez al. (2005), Kitchenham & Charters (2007), and
Martins & Gorschek (2016). A description of the methods
and criteria adopted to conduct the SLR is presented in the
upcoming sections — Figure 1 depicts the methodology fol-
lowed to conduct the SLR.

Establish SLR purpose

Specify Research Questions

PLANNING SLR
Develop Review Protocol
Evaluate Review Protocol
i Selection and Extraction Try-out
Selection of Primary Studies
CONDUCTING SLR  — Data Extraction

Quality Assessment

Data Synthesis

DOCUMENTING {

Figure 1. Systematic Literature Review steps adapted from [42] [51]

Conclusion
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The purpose of this systematic literature review was to
the identify different approaches and methods to ensure con-
fidence in tool functionality, as well as identifying the activ-
ities conducted and artifacts produced as part of the tool qual-
ification effort. This SLR also aimed to identify difficulties
and challenges encountered to demonstrate compliance with
the safety standards requirements related to tool qualification
aspects. From the data extracted, an analysis and discussion
of the SLR results was performed in order to answer the pro-
posed research questions established for this SLR.

Aiming to verify whether other similar literature review
have been previously conducted or not, a search was con-
ducted in the digital libraries selected as source of data for
this SLR:

ACM Digital Library
IEEE Xplore

Science Direct
Springer Link.

Studies titles, abstracts and keywords were scanned
using the following search string:

("Tool Confidence™") OR ("Tool Qualification") AND
(Review OR SLR OR Research overview)

The resulting studies selection obtained from this

query, although related with the subject of software tool
qualification, did not provide for answering all the re-
search questions established as part of the review proto-
col. The research questions determined for this SLR, pre-
sented in Table 1, are aimed to direct the data extraction
from the selected studies and the discussion and synthesis

to be conducted for concluding the SLR.

Table 1. SLR Research Questions

ID Research Question Purpose

RQ1 What are the approaches To identify the main
considered to demonstrate  approaches considered
tool confidence in the con- to ensure tool confi-
text of safety-critical soft-  dence.
ware approval?

RQ2 What are the methods ap-  To identify methods
plied to ensure tool confi-  described in the stud-
dence in the context of ies selected that are
safety-critical software ap- used to demonstrate
proval? tool confidence.

RQ3 What are the activities per- To identify detailed

formed to demonstrate tool
confidence in the context of
safety-critical software ap-
proval?

activities performed to
demonstrate  compli-
ance with applicable
tool qualification re-
quirements.
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RQ4

RQ5

What are the artifacts gen-
erated as evidence of com-
pliance with tool qualifica-
tion requirements?

What are the main chal-
lenges identified to demon-
strate the proper achieve-
ment of tool qualification
requirements?

To 1identify artifacts
generated as evidence
to demonstrate com-
pliance with applicable
tool qualification re-
quirements from
safety standards.

To identify difficulties
and challenges to
demonstrate compli-
ance with tool qualifi-
cation requirements.

3.1 Search Strategy

The strategy for the identification of the papers for this SLR
followed the steps depicted in Fig. 2. This strategy is based
on the guidelines for SLR proposed by Kitchenham & Char-

ters (2007), and Martins & Gorschek (2016).

@

Define Selected Resources
+
Select Keywords
1
Define Search String
1

Exercise Search String Refine Search String

) 1

Verify Title and Abstract Refine Keywords

== |

Record Initially Selected Papers

O

Fig. 2. SLR Search Strategy adapted from [51][53]

The definition of the search string was primarily based
on the research questions. The combinations of words in
the initial search string aimed to optimize the search from
the databases, looking for studies that were related with
safety-critical software, addressing tools and tools quali-
fication, in the context of approval or certification. The
following string was initially proposed:

((safety-critical software) OR (critical software) OR
(safety sofiware)) AND ((software tool) OR (tool)) AND
((tool confidence) OR (tool qualification)) AND ((ap-
proval) OR (certification))

This initial string was exercised on IEEE Xplore and
Science Direct databases, to verify the adequacy and effi-
cacy of the string proposed, in terms of returning relevant
studies for the SLR. It was observed at first that the inclu-
sion of the terms “approval” and “certification”, aimed to
narrow the results to those related with software approval
or certification, was ineffective — there were no significant
changes on the search results when adding or removing
these terms.
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A variety of different terms denoting “safety-critical”
software and system were used in the search strings exer-
cised, aiming to ensure that a broader range of related pub-
lications in the databases is identified. The exercise
showed that the terms “safety-critical software” and
“safety-critical system” did not contribute to identify ad-
ditional publications than the ones identified with the
search string using the terms “critical software” and
“safety software”. In equivalent manner, the search string
exercise identified that the term “tool” is covered by the
term “software tool”.

Finally, the search string was also exercised with terms
that could be considered as synonyms to “qualification”,
such as assurance, validation, accreditation. The exercise
demonstrated that the term “accreditation” does not affect
the search results, thus it was not added to the search
string. Additional try-outs showed that the search results
are more precise when key terms are quoted. The follow-
ing search string was defined to be exercised in each data-
base:

((critical software) OR (safety software)) AND ((software
tool)) AND (("tool confidence") OR ("tool qualification")
OR ("tool assurance") OR ("tool validation"))

Aiming to focus the search on each database, the
search string was exercised and customized based on the
results found. It was then conducted the search in the fol-
lowing databases, considering the fields as described:

ACM Digital Library:

e In “Advanced Search”, selected “Search items
from: The ACM Guide to Computing Literature”

e In "Search Within" was selected "Anywhere"

e  Used the following string, search expression:

((safety-critical software) OR (critical software) OR
(safety software) OR (safety-critical system)) AND ((soft-
ware tool) OR (tool)) AND (("tool confidence") OR ("tool
qualification") OR ("tool accreditation”) OR ("tool assur-
ance") OR ("tool validation"))

IEEE Xplore:

e In “Advanced Search”, selected “Command
Search”.

e In "Data Fields" was selected "Full Text &
Metadata".

e  Used the following string, search expression:

((("Full Text & Metadata":safety-critical sofiware) OR
("Full Text & Metadata":critical software) OR ("Full Text
& Metadata":safety software) OR ("Full Text &
Metadata":safety-critical system)) AND (("Full Text &
Metadata":software  tool) OR  ("Full Text &
Metadata":tool)) AND (("Full Text & Metadata":"tool
confidence") OR ("Full Text & Metadata": "tool qualifica-
tion") OR ("Full Text & Metadata":"tool accreditation”)
OR ("Full Text & Metadata":"tool assurance”) OR ("Full
Text & Metadata": "tool validation")))
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o Filters Applied: Conferences and Journals.
Science Direct:

e In “Advanced Search”, field "Find articles with
these terms”.
e  Used the following string, search expression:

((critical software) OR (safety-critical system)) AND
((software tool) OR (tool)) AND (("tool confidence") OR
("tool qualification") OR ("tool accreditation”) OR ("tool
assurance”) OR ("tool validation"))

e Filter Applied: Subject Areas “Engineering” and
“Computer Science”.

Springer Link:

e In “Advanced Search”, selected “Find Resources:
with all of the words”.
e  Used the following string, search expression:

((safety-critical software) OR (critical software) OR
(safety software)) AND ((software tool) OR (tool)) AND
(("tool confidence") OR ("tool qualification"))
e Applied filter in "Refine your search" - "Content
Type": Conference Paper.
e Applied filter in "Refine your search" - "Content
Type": Article, Chapter.

3.2 Review Protocol

Following the research methodology as depicted in Figure 1,
a review protocol was established. First step, the resources
from where the studies would be selected were defined. The
digital libraries selected as source of data for this SLR, as
already mentioned were ACM Digital Library, IEEE Xplore,
Science Direct and Springer Link.

The search engines available in the websites of these dig-
ital libraries was used to find the applicable papers, utilizing
the search string defined for this SLR. Additional refinement
on the search was done using other filters and features pro-
vided in these digital libraries search engines.

For this SLR, the population considered were only publi-
cations addressing the subject of qualification of software
tools utilized in the context of safety-critical applications,
while the objective of the intervention was to identify ap-
proaches and methods used to demonstrate tool confidence,
as well as activities performed, and artifacts generated to
demonstrate tool confidence the challenges associated with
this task.

Table 2. SLR Inclusion and Exclusion Criteria.

Inclusion Criteria
1 Studies that discuss, describe, or propose approaches
or methods to ensure tool confidence.
2 Studies that identify activities
demonstrate tool confidence.

performed to

3 Studies that describe evidence produced to
demonstrate tool confidence.
4 Studies that discuss challenges and difficulties faced

by tool qualification stakeholders.
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Exclusion Criteria

1 Duplicated studies
2 Studies not focused on approaches, methods, or
activities for tool qualification

Table 2 identifies the inclusion and exclusion criteria es-
tablished for the selection of the studies. While exercising
the search string and the criteria for inclusion or exclusion
of papers, other refinements on the search were also consid-
ered. In IEEE Xplore library, only Journals and Conferences
articles were considered. In Science Direct, only research ar-
ticles from publications related with computer science and
safety-critical applications were considered.

3.3 Procedure for Studies Selection

Once the protocol and criteria for the selection of the studies
from the digital libraries was established, the procedure for
the actual selection of the applicable studies was applied.
Figure 3 depicts the procedure followed for this activity.

The search string defined for this SLR was applied in
each of the databases selected, with the fine-tuning filtering
as described in review protocol. The outcome of this search
was then subject to the assessment of the inclusion and ex-
clusion criteria. Each of the studies returned had its Title and
Abstract read and verified against the Exclusion criteria —
the study is excluded in case the title and abstract are re-
ferred to an study that does not address tool qualification ap-
proaches (i.e. does not describe a high level concept on how
to obtain confidence in the tool’s functionality), tool quali-
fication methods or activities (i.e. does not describe a de-
tailed methodology or the activities to obtain confidence in
the tool’s functionality), or the study is already added to the
list of primary studies.

1
Run Search String
'
Read Title and Abstract -— Assess Next Study
s ¥
Check Exclusion Criteria
X
pass_— sy
= __ Available? _—

Read Introduction and ¥
Conclusion

Check Inclusion Criteria
'

Sl * Add to list of Primary Studies

Figure 3. SLR Procedure for selecting studies.

In case the study passes this first assessment, or in those
cases where this assessment was inconclusive, the paper’s
Introduction and Conclusion was also read to verify the rel-
evance of the study for the SLR. In case the papers address
the Inclusion criteria, it was added to the list of primary stud-
ies for this SLR. This process continues while there are still
studies available, until the end of studies list returned from
the search string. A total of 1,180 studies returned from the
initial search applying the search string and filtering in the
applicable databases and were assessed as per the procedure
described above. The first assessment of the inclusion and
exclusion criteria resulted in the selection of 111 studies.
The second assessment, which comprises of a more detailed

— Other Studies o
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review of the papers, at minimum its introduction and con-
clusion, was conducted and resulted in the list of papers that
are more relevant to this SLR. Table 3 provides the infor-
mation on the distribution and the total of studies considered
relevant for this SLR.

Domain
Table 3. SLR Studies Selection Result.
Database Initial 1st Round 2nd Round Software
search Inclusion Inclusion Tools
criteria criteria
ACM Digital 155 11 6
IEEE Xplore 305 53 22
Science 284 13 6
Direct
Springer 436 34 7
Link
Approaches
or Methods
3.4 Data Extraction used for
Tool Qualifi-
As mentioned before, the application to the defined search cation
string in the selected digital libraries databases returned a
total of 1180 studies, distributed as presented in Table 3.
Following the procedure for studies selection and apply-
ing the inclusion/exclusion criteria, a total of 111 studies
were initially selected and then a more detailed assess- g?fg?;
ment resulted in the selection of 41 studies. These 41 stud- Standard
ies were selected for data extraction and more comprehen-
sive review in order to answer the research questions
aimed for this SLR.

As part of the protocol for the studies selection while o
conducting the SLR, a pre-determined list of data of inter- Activities
est to be acquired from the papers selected was defined, conducted /
which is presented in Table 4. Throughout the assessment Artifacts
of the studies selected, these data are extracted from the prOd,uced to
papers and provide valuable information to answer the Re- qualify tool
search Questions (RQ). For that reason, Table 4 identifies
the RQs related with each data, when applicable. Challenges

in tool qual-
Table 4. SLR Data Extraction. ification

Data Description Rtil{ged
None. Pa-
Study Identi- Means to uniquely identify pa- per over-
fier per view
only.
None. Pa-
. er over-
Library Source of paper Biew
only.
Title, Year None. Pa-
O.f Publica- Basic information on paper perover-
tion, View
Author only.
Research method applied in the
paper. It may be, for instance, None. Pa-
Research Case Study, Conceptual Analy-  per over-
Method sis, Experiment, Industry Re- view
port, SLR, Survey. only.
Types of tools Identifies the types of tools None.
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Paper study domain. It may be,
for instance, Aerospace, Auto-
motive, Industrial, Medicine,
Safety, Railway, Digital Foren-
sic, System Engineering

addressed in the studies — it
may be either a tool that may
introduce an error (for short,
named “Development”), a tool
that may fail to detect an error
(for short, named “Verifica-
tion”), or both.

Identifies methods or ap-
proaches applied for tool quali-
fication. For instance, applying
a process-based approach, such
as DO-330; or ensuring tool
confidence through Assurance
Cases.

Safety standard considered in
the paper, for instance: DO-
178B, DO-178C, DO-200B,
DO-278A, IEC 62279, IEC
62304, ISO 26262, DO-330,
ISO 17025, ISO 61508

Identify activities conducted to
qualify tool, such as tests, anal-
ysis, etc., as well as artifacts
produced to qualify tool, such
as models, requirements, test
cases, test results, assurance re-
ports, etc.

Identify main challenges in tool
qualification.

None. Pa-
per over-
view only.

Paper
overview
only.

RQI
RQ2

RQI
RQ2

RQ3
RQ4

RQ5

3.5 Study Quality Assessment

A key step during the execution of the SLR is the assessment
of the quality of the studies selected. Answering a set of
quality assessment questions, for which are attributed
weights related to how completely a study addresses some
aspect, it is possible to identify those studies that provides
findings or conclusions that are more relevant to substantiate
the results of this SLR. The study quality assessment was
performed by answering the questions presented in Table 5.
These questions were based on the guidelines for SLR pro-
posed by Kitchenham & Charters [51], and Martins & Gor-

schek [53].

In this SLR, the quality assessment questions were an-
swered for each of the studies selected. As per the guidelines
for SLR proposed by Kitchenham & Charters [51], these
questions were established to support assessing the quality
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of the data extracted. These questions could be answered
“Yes” when the question was directly and completely an-
swered by the study. The questions were answered “Partial”
when the quality aspect assessed is only addressed in some
part. It should be answered “No” when the study does not
provide answer to the question at all.

Table 5. Study Quality Assessment Results.

1D Question Yes Partial No
Is the study goals

QA o 18 12 0

) clearly explained? (63.4%)  (29.6%) 3 (7%)
Is the study provid-
ing answers to SLR

QA . o o 25 10

5 research questions? 3 (7.7%) (683%)  (24%)

Is it clear in which
QA context/domain the 37 0 4

3 study was carried (90.3%) ©.7%)
out?
QA Are the approaches /
4 methods applied for 2 5 14
tool qualification
ibed?
clearly described? (538%)  (122%)  (34%)
QA Are pros and cons
5 identified for the ap- 37
proaches/methods N
used? 3(73%) 0 (92.7%)

From the quality assessment performed, it can be ob-
served that there is a lack of studies addressing the research
questions in its completion. Although a sizable number of
the studies describe possible methods and approaches to
demonstrate tool confidence, very few studies describe pros
and cons of these proposed methods or approaches. A small
number of studies describe activities performed or artifacts
produced, as well as challenges faced by practitioners to
achieve tool qualification

3.6 Threats to Validity

A possible threat to the validity of this SLR could be result-
ing from publication bias. As explained by Kitchenham &
Charters (2007), studies describing “positive results are
more likely to be published than negative results”. That pos-
sible threat has not seemed as adversely impacting this SLR,
since the research questions are not focused on performance
results. Moreover, the concept of positive or negative is also
a matter of perspective for one evaluating the studies.
Another mitigation factor for this publication bias, was
the selection of the resources from where the studies were ac-
quired. The four digital library databases selected for this
SLR provide a diversity of vehicles, publishers and review-
ers that enhances the confidence on the studies selected.
Another aspect that could be a threat to the validity of
the SLR was related to the very specific subject addressed in
this literature review. There are several elements of concern
when developing, verifying, approving and maintaining
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safety- critical systems, the topic “Software Tool Qualifica-
tion” being one of them, a specific concern on software ap-
proval in the context of safety-critical systems approval or
certification. Thereby, it is plausible to consider that there
could be not many studies addressing the aspects captured in
the research questions.

4 Results and Analysis

For this SLR, studies discussing distinct aspects of tool
qualification were analyzed. These studies applied a variety
of different research methods, as case studies, industrial re-
ports, report, conceptual analysis, and survey.

Most of the studies assessed discusses approaches or
methods for ensuring confidence in tool functionality or
provides some overview on established guidelines for ob-
taining the confidence that tool functions as intended, com-
posing a total of 13 of the 41 studies assessed.

Another eight studies discussed methods, concerns, and
challenges towards the qualification of tools applied in
Model-based design activities, either at software or system
levels. The application of Formal Methods in tool qualifi-
cation activities, as well as the qualification of Formal
Methods tools, was another topic frequently addressed, be-
ing the object of discussion of five of the studies assessed.
The discussion around how to deal with the management
and qualification of toolchain was also a subject of interest,
being addressed in six of the studies considered in this SLR.
These topics - qualification of model- based design, formal
methods and toolchain tools appear to be a matter of rele-

vance for study on the tool qualification subject. The preva-
lence of discussion around these three topics reflects the in-
creased use of continuously bigger and complex set of tools
integrated that compose the modern environments for soft-
ware development and verification, as well as the advance
and broader adoption of model-based design techniques and
formal methods in the field of safety-critical applications.
Figure 4 presents the distribution of the main topics dis-
cussed in the studies analyzed.
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Figure 4. Main topics discussed in se]ectmg studies.

As mentioned, a significant number of studies ana-
lyzed in this SLR (21 of a total of 41 studies) either pro-
vided an overview on tool qualification aspects or dis-
cussed tool qualification methods used, ranging from pro-
cess-based approach addressing objectives and require-
ments from established standards such as DO-178C/DO-
330 0rISO 26262 to more alternative ways such as the ones
proposed for digital forensics tool validation efforts.
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Figure 5 depicts some of the approaches or methods dis-
cussed in the studies selected — note that these methods
were discussed not only in the papers identified as having
its focus of discussion on Tool Qualification Methods.

a

Figure 5. Tool Qualification Approaches and Methods discussed in se-
lecting studies.

The prevalence of studies (Figure 6) related to the Aero-
space domain is noticeable and reflects the fact this domain
has a more established and detailed guideline for ensuring
confidence in tool functionality, provided in DO-254, DO-
178B, DO-178C and DO-330 standards. Tool Qualification
topic is also of interest of the Automotive domain, as it can be
illustrated by the eight studies from this domain.
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Figure 6. Domains addressed in selected studies.

4.1 RQ1 and RQ2 — Approaches or Methods
Considered to Demonstrate Tool Confidence

The purpose of these two research questions was to identify
the approaches and/or methods described in the studies se-
lected to ensure tool functionality, thus demonstrating the
required tool confidence.

Different approaches or methods proposed to demon-
strate tool confidence were identified among the studies se-
lected for this systematic literature review. Part of the stud-
ies selected described process-based approaches based on
the guidelines of DO-178C and DO-330 or ISO 26262 to en-
sure confidence in the tool’s functionality (Mishra, 2013;
Marques e Cunha, 2015a; Marques e Cunha, 2015b; Taft et
al., 2017; Schuster, 2022; Tietz et al., 2022; Kornecki and

Costa and Martins, 2025

Zalewski, 2008). According to Figure 5, there are several
other studies that discusses approaches or methods for en-
suring tool confidence, either as its main subject or briefly
describing it, proposes or discusses some form of alternative
methods to demonstrate tool confidence. These alternative
methods to achieve tool qualification may be grouped in
three main categories of approaches proposed: model-
based; systemic; fault injection. Brauer et al. (2012) pro-
poses a model-driven approach and discusses a method
for qualification of a model-based test tool. Aiming to iden-
tify and propose a combination of different verification
activities that can produce outputs that supports the claiming
that the model-based test tool study was reliable, the study
describes a strategy for the tool qualification. Firstly, it was
analyzed the properties of model-based test tools that
relates with requirements for tool qualification. The applica-
ble tool qualification activities are defined in accordance
with the level determined for qualification, which is deter-
mined based on the criteria specified in the applicable regu-
lation. In the case of ISO 26262, it depends on the Tool Im-
pact and Tool Error Detection Capability - a combination
of these two aspects determines the integrity level re-
quired. This qualification method proposed for this
model-based test tool, although adequate and acceptable to
address ISO 26262 tool confidence requirements, cannot be
employed in the same manner for DO- 178C compliance,
since DO-330 requires a more structured, comprehensive
planning and verification of all tool capabilities, not only
those more critical functionalities as proposed in that study.
Asplund et al. (2012) study also describes a model-driven ap-
proach and presents a methodology for automatizing the
qualification of a toolchain. The study describes a proposed
toolchain qualification approach encompassing four steps,
from which safety goals are identified. The study argues that
the application of the methodology proposed provides for
the identification of the toolchain's parts that are more rele-
vant for tool qualification, as well as identifying any extra
effort needed to address the integration of toolchains. The
study addresses specifically the second step of the method-
ology, concerning the identification of the required safety
goals.

The proposed model-driven approaches described in the
studies of Brauer et al. (2012) and Asplund ef al. (2012) rely
on modeling techniques to identify and exercise parts of the
tools that are deemed more relevant for tool qualification.
Some other studies described a more systemic approach to
demonstrate the outputs of a tool or a chain of tools, are re-
liable so that certification credit can be taken.

Baumgart ez al. (2021) study describes a qualification ap-
proach for a chain of tools. In that study, they claim that the
existing guidance for tool qualification in different safety
standards, such as ISO 26262 and DO-178C, are applicable
for single tools, but are not adequate for a toolchain. Baum-
gart et al. argues that as the list of tools used in a software
development becomes bigger and integrates tools from ven-
dors as well as those developed in-house, connected in a
complex and automated chain, associated with the lack of
guidance from the standards for toolchains, some automa-
tion is necessary for the qualification process to ensure this
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aspect is properly addressed. In one of the case studies de-
scribed in their work, some characteristics of the toolchain
were identified, such as variability (toolchain support a va-
riety of products), efforts to reduce user errors (supported by
the use of scripts to glue tools together without the need of
human intervention when applying the tools) and evolution
(adjusts necessary to support new products).

The study describes the methodology proposed to manage
and document a software toolchain. Once the toolchain land-
scape is known, the next step proposed is to analyze the tool-
chain to identify risks related. The study proposes the use of
the Hazard and Operability Studies (HAZOP) as a methodol-
ogy to identify the more critical tools in the chain. HAZOP
methodology was utilized to determine which tools are critical
and to identify possible mitigations. The study highlights that
manually managing a complex toolchain and keeping tracking
of its configuration is time consuming and error prone.

Asplund et al. (2012) study also discusses a system ap-
proach to address the qualification of toolchains. Similarly to
Baumgart et al. [5] study, it describes that the existing guide-
lines for tool qualification presented in multiple safety stand-
ards, like DO- 178C and ISO 26262, are focused on the qual-
ification of tools isolated, mostly ignoring the safety concerns
introduced when these tools are integrated in a so call tool-
chain. The study argues that the existing tool qualification
guidelines presented in current safety standards were appro-
priate when the development environments were less inte-
grated, with any possible integration being manually carried
out and managed by the tools' users. However, this is not the
case for modern development environments, where not only
an increasing number of tools are employed to support devel-
opment tasks, but also these tools are automatically inte-
grated. The study proposes the adoption of a system approach,
the qualification effort shall encompass the complete tool-
chain, rather than the collection of tools that compose the
chain. The study describes that a System-Theoretic Process
Analysis (STPA) was performed on a set of toolchains used
in a case study. The study describes the STPA steps and ob-
tained a set of Safety Goals for the toolchain. The study con-
cludes by describing a methodology to identify what need to
be qualified as per tool qualification guidelines and what
would require additional effort to address toolchain integra-
tion concerns.

The study conducted by Gleirscher et al. (2023) aimed to
identify the main challenges faced to get formal methods tools
qualified in accordance with the safety-critical standards. The
study focuses on proof assistants, model checker and code
generators formal development and verification tools. The
study applies the SWOT approach to identify Strengths (what
tool qualification benefits tool qualification brings), Weak-
ness (difficulties and barriers for achieving qualification), Op-
portunities (what are the foreseen possibilities of improve-
ment when pursuing tool qualification) and Treats (what
could make tool qualification harder to achieve). From this
analysis, the authors draw their suggested approach to easy
the path towards achieving tool qualification.

Waldvogel (2022) study discusses a proposed approach to
qualify a domain-specific modelling environment including
graphical editor. The study identifies that the main challenge
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in qualifying a domain-specific modelling tool is its complex-
ity, which would demand bigger effort. The proposed ap-
proach aims to facilitate qualification by assigning different
tool qualification levels to distinct parts of the tool. The study
describes that a higher TQL could be assigned for the portion
of the modelling tool that could introduce some error. Less
stringent TQL may be assigned to visualization portion of the
modelling tool. The proposed approach includes that the in-
terface among the different tool portions shall be qualified ac-
cordingly, to ensure that less stringent qualified portions do
not adversely impacts into the more stringent qualified por-
tions.

As depicted in Figure 4, the use of toolchains and the as-
sociated concerns and challenges it imposes to tool qualifica-
tion efforts is an important topic of discussion in the literature.
As recognized by Asplund ef al. (2012) and Baumgart et al.
(2021), the existing tool qualification safety standards, such
as DO-330 and ISO 26262, do not provide sufficient guidance
on how to deal with the qualification of toolchains. As tool-
chains are becoming increasingly complex and highly inte-
grated in modern software development and verification en-
vironments (Wildmoser et al., 2012), there is a need for fur-
ther discussion on approaches, such as the ones described
herein, for properly qualify software toolchains.

Another approach proposed to demonstrate tool confi-
dence is based on verifying whether a tool behaves as ex-
pected upon a fault injection. Wang et al. (2012) presented in
their study a semi-automatic method for achieving verifica-
tion tool qualification in accordance with ISO 26262 tool con-
fidence requirements. The qualification method proposed in
that study consists in the application of functional stimuli and
verifying if it is detected by the tool under analysis. In case all
faults are detected, the qualification is complete. If a mis-
match in the results is identified, corrective action shall be
taken. This method is mainly proposed to reduce the effort for
re-qualification of modified verification tools. It discusses one
of the challenges for achieving proper compliance with qual-
ification requirements, that is the effort required to qualify
tools that need to be frequently modified.

Silva et al. (2019) also described a fault injection ap-
proach, presenting a methodology for functional safety verifi-
cation in the context of compliance with 1SO26262. This
methodology consists in automating the execution of auto-
matic test generators, formal methods analysis, and fault in-
jection simulation. Once the execution of these three tools is
concluded, their results are compared to verify potential mis-
matches among them. The adoption of redundant tools, as pre-
sented in that study, is a possible method to detect malfunc-
tions in the tools, thus supporting tool qualification efforts.

Other studies also address different proposed methods or
approaches for tool qualification. Prabhu et al. (2018) study
discusses the development of a full-authority digital engine
control (FADEC), addressing how a few safety-critical stand-
ards aspects are considered in the software life cycle. The
study briefly addresses the method applied to gain confidence
on the output of a source code auto-generation tool. To gain
confidence on the output produced by the in-house source
code generator, the proposed methodology was to check both
source codes with different verification tools (source code
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generated with in-house developed tool was verified with
LDRA Test tool, while MathWorks source code generated
was verified with RTRT Test Tool) and compare its results. If
the results match, the confidence on the outputs generated by
the in-house tool would be demonstrated.

Wagner et al. (2017) study presents an approach of using
a second, qualified tool to verify the outputs of the other un-
qualified tool. Hughes et al. (2022) study describes a method
proposed for validation of digital forensic tool (a file carving
tool) through the application of a continuous measurement
process that provides for the gathering of enough data results
to allow statistics analysis. Horsman (2019) study also dis-
cusses the need and the obstacles for implementing a tool-
testing approach for digital forensic tools that would provide
for greater confidence that the digital forensic tools outputs
are reliable. The study identifies areas or aspects of the dig-
ital forensic tools that requires some level of tool-testing to
ensure the correctness of the output.

In Guo et al. (2009) paper it is discussed the increasing
need to ensure electronic evidence reliability, through the
validation and verification of the tools and processes used to
generate such evidence. The study proposes a functionality-
oriented approach for validation of digital tools, starting
from the modeling of the electronic evidence field activities,
followed by the mapping of the relevant functions necessary
to execute the procedures identified in the broader electronic
evidence investigation model. The proposed approach fol-
lows with the definition of requirements for the functions
mapped and their verification. The study advocates that the
proposed approach provides for the possibility of qualifying
small portions of the tool in a segregated way, can be exten-
sible (specification can be added to the existing ones), tool
agnostic approach, since the requirements, the set of test
cases and expected results are based on the functions, does
not matter the tool which will be subject to this validation.

Two of the selected studies presented proposed tool qual-
ification approaches based on the application of a develop-
ment process while developing the software tool.
Trompouki and Kosmidis (2019) study presented an ap-
proach proposed for qualification of a toolchain utilized in
the development of software for automotive systems. The
study discusses the qualification, per ISO 26262 tool quali-
fication requirements of an existing toolchain. Due to the
size of the toolchain, only a few features of the tool were
subject to this qualification process. The paper proposed a
method for qualification, which was to develop the tool fol-
lowing some development process. The paper identifies the
Automotive SPICE as the development process applied.

Durak et al. (2020) study discusses the applicability of
tool qualification aspects for simulation-based system engi-
neering. The study presents an overview of the IEEE recom-
mended practice for Distributed Simulation Engineering and
Execution Process (DSEEP), which defines processes to de-
velop and execute simulations, drawn a comparison with
DO-330 and proposes its use as basis for tool qualification.

Some relevant findings may be learned from the studies
assessed to respond these research questions RQ1 and RQ2.
Firstly, there is a well identified lack of guidance in existing
safety standards on how to address the concerns around the
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use of complex and integrated toolchains. As well described
in Asplund et al. (2012), the existent safety standards ad-
dress tool qualification in a bottom-up approach, focused on
individual, isolated tools. In a toolchain scenario, the possi-
bility of a tool introduces errors or be unable to detect them
may be caused not only by defects in the tool itself, but also
by the integration of multiple tools. For that reason, aiming
to address top-down integration issues, a system approach,
benefiting from existent methodologies as HAZOP and
STPA, are proposed.

A second notably finding observed from the studies as-
sessed is that most of the studies proposing alternative ap-
proaches are those addressing Automotive domain, for
which compliance with ISO 26262 is required. That may be
explained by a less prescriptive nature of ISO 26262 in com-
parison with DO-330. According to ISO 26262, once the
Tool Confidence Level required is defined, based on the
ASIL (Automotive Safety Integrity Level) will be deter-
mined the required qualification methods. Among the possi-
ble applicable qualification methods identified in the stand-
ard, the “validation of the software tool” allows for ap-
proaches other than developing a tool in accordance with a
safety standard.

4.2 RQ3 and RQ4 — Activities and Artifacts for
Tool Qualification

The purpose of these research questions RQ3 and RQ4
was to identify activities performed and artifacts generated
for achieving tool qualification. One aspect discussed in
some of the studies assessed is related to the reuse of arti-
facts from a previous qualification to another. This issue is
of particular importance for commercial of-the-shelf
(COTYS) tools, which are developed once and used in multi-
ple projects and domains. Marques and Cunha (2017) ad-
dressed this concern, presenting an overview of the DO-330
tool qualification standard and discussed some pitfalls that
are commonly identified when tool users pursue the qualifi-
cation of commercial-of-the-shelf (COTS) tools. The study
discusses the activities and artifacts produced for qualifica-
tion of a TQL-5 COTS software tool, as well as some chal-
lenges to properly achieve tool qualification requirements.
For that, Tool Operational Requirements and its correspond-
ing verification data are required to be produced. For COTS
tools, their vendor usually provides Tool Qualification Kits
containing, in the case of TQL-5 tools, the Operational Re-
quirements and their verification cases and procedures, to be
executed by the user in its environment to generate the re-
sults needed for the qualification.

Slotosch (2014) study presents a model-driven approach
to achieve tool qualification, that is shown to address DO-
330 objectives. The model-based approach proposed pro-
vides, as claimed by the study, clarity on tool qualification
elements, reusability, completeness, and automatization of
the tool qualification tasks. The study provides a view on the
application of model-based technique to make tool qualifi-
cation effort less costly and risky.

Gallina et al. (2014) studies present an approach that in-
tends to allow the reuse of tool qualification artifacts from



Software Tool Qualification: A Systematic Literature Review

one domain to another. The paper presents an approach to
achieve tool qualification, through the reuse of tool qualifi-
cation artifacts from other domains. This is based on the def-
inition of a tool qualification process line and the use of pro-
cess-based argument, using GSN (Goal Structuring Nota-
tion) for documenting safety cases.

Concerning specific activities conducted to ensure con-
fidence in tool functionality, Marques and Cunha (2017) pa-
per discuss the tailoring of DO-330 safety standard to attend
a specific domain, in that case aeronautical databases, par-
ticular needs. The study addresses the use of qualified tools
to either generate or verify the correctness of a Database
File.

Tietz et al. (2021) study proposes a framework that sup-
ports the application of domain-specific modeling in safety-
critical applications, with focus on streamlining qualifica-
tion and automation of processes. The proposed framework
addresses aspects of qualification, identifying activities to be
performed towards ensuring domain-specific modelling tool
confidence, which includes tasks such as making definitions
on the meta- language used for modelling, ensuring the im-
plementation of the model uses a proved and restrictive pro-
gramming language, ensuring the model transformations
outputs are generated in a deterministic and traceable way,
as well as supports qualification artifacts generation.

Blackburn and Busser (1996) study describes the capa-
bilities and the use of the tool T-VEC in the development
and verification of two avionics systems. Among several dif-
ferent tool's modules, some of them were identified as sub-
ject to tool qualification, such as compiler, generator of test
vectors, coverage analyzer and test driver’s generator. Veri-
fication and coverage analysis processes were conducted, in
a more extensive way, for the test vector generator module,
to demonstrate that the obtained results matched the ex-
pected ones. Batista and Monsuez (2020) study discusses
how to integrate artificial intelligence applications in system
engineering environment, while in compliance with DO-
330. The main goal of the study is to propose an architectural
arrangement for Model Based System engineering tooling
that could benefit from Artificial Intelligence capabilities to
address issues present in the current MBSE tools, specially
concerning the need for laborious, error prone data transfor-
mation in existing MBSE tooling.

Tian and Wang (2011) study provides a brief visibility
on the usage of software tools in the context of airborne elec-
tronic hardware development and verification, in compli-
ance with DO-254 standard. The study highlights the defini-
tions and criteria established in DO-254 to determine the
need for tool qualification. Kornecki and Zalewski (2010)
study describes tool qualification efforts in the context of
Programmable Logic Devices (PLD). The study discusses
the tool assessment criteria as defined in DO-254 and pro-
vide visibility in the most common set of activities to ensure
confidence in the tool: review of the outputs; repeat a subset
of the simulation verification cases in the actual target hard-
ware and compare the results; perform the same life cycle
activity with another, alternative tool and compare the re-
sults.
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Wagner et al. (2017) study presents the results of a case
study conducted on formal methods tools qualification. The
study describes two case studies, the first describing the ac-
tivities and artifacts necessary to qualify Kind 2 model
Checker tool per TQL-5 DO-330 objectives. As required per
DO-330, Tool Operational Requirements were specified,
test procedures developed and executed. Borgh and Towhid-
nejad (2019) presented in their study some guidelines for de-
veloping tool operational requirements for model checking
tools. The study identified the need of appropriate specifica-
tion of tool operational requirements for successful qualifi-
cation of verification tools. Among the studies addressing
activities performed and the artifacts generated to demon-
strate compliance with tool qualification requirements or ob-
jectives, such as those defined in safety standards like DO-
178C/D0O-330 and ISO 26262, the issue concerning the re-
use of artifacts for compliance with safety standards is of
special importance, being pointed out that the possibility of
reusing safety standards artifacts would contribute to a more
lean, less costly and risky tool qualification effort (Gallina
et al., 2014; Marques and Cunha, 2017; Slotosch, 2014; Taft
etal., 2017).

4.3 RQS - Challenges to Tool Qualification

The purpose of this research question RQ5 was to verify
the challenges to demonstrate compliance with tool qualifi-
cation requirements or objectives. Several of the selected
studies discussed challenges faced by practitioners when
conducting tool qualification efforts. Notably, the increased
utilization of bigger and complex toolchain throughout the
safety-critical software life cycle, which according to Baum-
gart et al. (2021) is becoming increasingly common in mod-
ern software developments, is the most cited challenge to
achieve proper and efficient tool qualification. In an analo-
gous way, the utilization of open- source tools also impose
new challenges since these tools may not be able to address
and provide all needed evidence for compliance with the
safety standards.

Baumgart et al. (2021) study discusses some of these
concerns, by describing a qualification approach for a chain
of tools. In their study, they claim that the existing guidance
for tool qualification in different safety standards, such as
ISO 26262 and DO-178C, are applicable for single tools, but
are not adequate for a toolchain. This study identifies the
utilization of complex toolchains as a challenge to achieve
tool qualification requirements. The study highlights that
manually managing a complex toolchain and keeping track-
ing of its configuration is time consuming and error prone.

De la Vara et al. (2021) work describes the development
of an open-source environment for the AMASS tool, which
is intended to support the certification and assurance of
cyber- physical systems. Although a specific discussion on
the qualification of the AMASS tool is not addressed, it is
noted that the integration of different tools, in a toolchain, as
well as the usage and needs when applying the tool in dif-
ferent domains plays a relevant role in this context of tool
qualification.
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Taft and Bordin (2014) study describes a few challenges
to be addressed in tool qualification process. The study de-
scribes the different criteria for tool qualification in multiple
safety standards as one challenge for tool qualification, since
COTS tools may be used in different domains requiring
qualification. Lack of proper guidance for qualification of
software toolchains is also identified as an important topic
for properly demonstrate compliance with tool qualification.
The study also identifies the lack of an aligned approach for
qualification of formal methods tools as a challenge to be
overcome in tool qualification.

Two Kornecki and Zalewski (2003, 2008) studies pre-
sent the results of a survey where respondents from the in-
dustry identified the major difficulties faced to qualify tools.
Among the difficulties identified, the rigor on the required
documentation for COTS tools was considered as making it
impractical to qualify. The survey also identified that the re-
use of tool qualification data would greatly contribute to
easy tool qualification efforts. Kornecki et al. (2004) study
provide visibility on an experiment conducted to measure
the impact due to the use of tools while developing a safety-
critical application. Notably, the experiment identified an in-
creased amount of time spend by software development
team to learn how to configure and operate the tools, when
it is first introduced. The tool learning curve effort was later
compensated by a more efficient code generation, which al-
lowed the project to finish on time.

Schuster (2022) provides a description on the need for
tool qualification, emphasizing the extensive use of software
tools in the life cycle of safety-critical software. The study
identifies a few challenges to be accounted for throughout
tool qualification effort, such as the lack of proper tool doc-
umentation, mishandling of tool version or configuration
data, inadequate assignment of required tool qualification
level, insufficient tool operational requirements and testing.
Tietz et al. (2022) study presents a discussion on the use of
domain- specific modelling (DSM) tools in the development
and verification of avionics software. The paper identifies as
one of the means to ensure the correctness of the outputs is
through the qualification of the modelling tool. The study
identifies challenges to be overcome to qualify DSM tools,
such as the fact that these DSM tools are implemented using
Object Oriented Programming Languages, which may im-
pose difficulties to ensure the outputs are produced in deter-
ministic way. Another challenge, difficult to achieve com-
pliance with the applicable tool qualification level is the lack
of documentation of these tools, as well as the high com-
plexity of these DSM tools, which includes multiple func-
tionalities, transformation, and creation of models, adding
for making it difficult to ensure the outputs will be produced
deterministically.

Another challenge for achieving tool qualification iden-
tified in the studies assessed is regarding the qualification of
formal methods tools, since compliance with a safety stand-
ard such DO-330 may be a challenge, due to the need to en-
sure the tool behaves as expected by the specified tool re-
quirements. Bhatt ez al. (1996) study discusses the opportu-
nities and difficulties faced by practitioners to utilize formal
methods tools in avionics software. This study identified that
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lack of documentation and difficult to completely verify the
tool behavior are challenges to demonstrate compliance with
DO- 330 objectives. The study outlines some strategies to
overcome these obstacles.

Aiello et al. (2020) study proposes an assurance-case
based on overarching properties approach for tool qualifica-
tion, to mitigate or circumventing the challenges imposed by
the DO-330 objectives when applied to the qualification of
a code generator tool. Cofer (2015) work also discusses the
challenges in the qualification of formal methods tools. The
study present that although DO-178C, DO-330 and DO-333
provide guidance on both tool qualification and formal
methods, there are still many issues and uncertainties while
a practitioner conducts a qualification effort for formal
methods tools. The paper identifies that not only the qualifi-
cation of the formal methods tool is a challenge, but it is also
a question for the translators used to convert an artifact to
the input language of the formal method tool. The study in-
dicates the many advantages in using formal methods tools,
by reducing the effort in verification and identifying issues
carlier but highlights the challenge to achieve proper tool
qualification for these formal methods tools.

Other concerns and challenges identified in the studies
assessed are related with the support needed to properly ad-
dress the safety standards requirements. Kraus et al. (2015)
study argues that tools used in safety analysis should also be
subject to tool qualification requirements. Although DO-
330, for instance, is intended for any domain, adapting the
context, criteria and artifacts generated to address the appli-
cable requirements of this standard for a safety analysis tool
would be a challenge.

5 Conclusion

The purpose of this SLR was to evaluate the existing litera-
ture discussing software tool qualification in the context of
safety- critical applications to identify approaches and/or
methods employed to ensure confidence in tools functional-
ity, as well as its activities and artifacts produced to substan-
tiate the qualification claim. It was also the purpose of this
SLR investigate the challenges to properly achieve and
demonstrate tool’s functionality that allow certification
credit to be taken. The following conclusions may be ac-
quired from the review, analysis and discussion performed.

Approaches and Methods for Tool Qualification.
There are several studies, especially those concerned with
Automotive domain, discussing proposed methods to
demonstrate that a tool, or a collection of tools integrated in
a so-called toolchain, produces correct and reliable outputs,
so that credit from the outcomes of these tools may be
granted without further confirmation. Some of the methods
proposed for confirming tool confidence apply a model-
driven approach, relying on modelling techniques to identify
portions of tools deemed more relevant and, thus, subject to
tool qualification. Other proposed methods used a more sys-
temic approach, utilizing system-level safety analysis, such
as STPA and HAZOP. These studies argue that the evalua-
tion of the confidence of a toolchain should focus on the en-
tire toolchain, rather than in each portion of it, so that any
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possible hazard that may be caused by the interactions
among different parts of the toolchain are properly miti-
gated. Other possible approaches are also identified, such as
fault- injection and the application of development pro-
cesses. From the assessment of the studies, it became clear
that there is a lack of guidance concerning qualification of
complex and integrated software toolchains. The current
guidance provided by the existent safety standards does not
provide for addressing issues that may appear with the inte-
gration of multiple tools in complex chains.

Activities, artifacts, and challenges in tool qualifica-
tion. The discussion of activities performed, and artifacts
generated for tool qualification are mostly related to the
studies that discusses methods to demonstrate tool confi-
dence. That seems natural, since directly associated with a
method are the outcomes it must produce to properly demon-
strate its purpose was achieved. The lack of proper guidance
in the current safety standards to address the issues raised
when utilizing big and complex toolchains is the most cited
challenge in the studies selected. The challenges imposed by
the utilization of toolchains in safety-critical applications
becomes of the particular concern when modern develop-
ment and verification environments are becoming increas-
ingly integrated and complex, a trend for improving soft-
ware development and verification efficiency. The burden
imposed to practitioners due to a lack of guidance to allow
or at least optimize the reuse of tool qualification data from
one domain to another is also mentioned as an important
challenge, even more important when considering scenarios
of more complex toolchains integrating open-sourced tools.

The challenges involved with the qualification of formal
methods software tools are also a critical point of concern in
the studies. Addressing DO-330 objectives is seeing as a
challenge for formal methods tools, due to the need to verify
the tool behavior.
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